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Change Log

Change Log

Date Change Description

2020-05.27 FortiADC 5.4.2 Release Notes initial release.
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Introduction

Introduction

ThisRelease Notes covers the new features, enhancements, known issues, and resolved issues of
FortiADC™ version 5.4.2, Build 0734.

To upgrade to FortiADC 5.4.2, see FortiADC Upgrade Instructions.

FortiADC provides load balancing, both locally and globally, and application delivery control. For more
information, visit: https://docs.fortinet.com/product/fortiadc.
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What's new

What's new

FortiADC 5.4.2 offers the following new features:

l AV analyst to FortiSandbox-Cloud supports Fortiguard tunnel setting
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Hardware and VM support

Hardware and VM support

FortiADC 5.4.2 supports the following hardware models:

l FortiADC 200D
l FortiADC 300D
l FortiADC 400D
l FortiADC 700D
l FortiADC 1500D
l FortiADC 2000D
l FortiADC 4000D
l FortiADC 100F
l FortiADC 200F
l FortiADC 300F
l FortiADC 400F
l FortiADC 1000F
l FortiADC 2000F
l FortiADC 4000F
l FortiADC 5000F

FortiADC Release 5.4.2 supports deployment of FortiADC-VM in the following virtual machine environments:

VM environment Tested Versions

VMware ESXi 3.5, 4.x, 5.0, 5.1, 5.5, 6.0, 6.5, 6.7

Microsoft Hyper-V Windows Server 2012 R2

KVM Linux version 3.19.0 qemu-img v2.0.0, qemu-img v2.2

Citrix Xen XenServer 6.5.0

Xen Project Hypervisor 4.4.2, 4.5
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Known issues

Known issues

There are no known issues discovered in the FortiADC 5.4.2 release. For inquiries about particular bugs, please
contact Fortinet Customer Service & Support.
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Resolved issues

Resolved issues

The following issues have been resolved in FortiADC 5.4.2 release. For inquiries about particular bugs, please
contact Fortinet Customer Service & Support.

Resolved issues

Bug ID Description

633350 i40e driver issue causes 2000F port 17,18 to go down intermittently.

633117 SIP proxy not sending requests to real server

628261 L2 Load Balancing configured along with Content Routing rules cause break to
Content Routing

627651 Connection reset by L7 SMTP VS

627254 FAD-VM could not fetch "config-drive" by cloud-init

623196 Changes via GUI for HA only not occurring

620051 Source NAT pool setting does not work well

616646 Fetch DN issue when it has multiple spaces

614682 Sporadic loss of Internet access and the access of websites published via VRRP
Active-Active ADC

625266 Request old password before allowing a user to change their password

626517 Generic error message with admin user configuration

635118 dnspod crash

632894 VS status changing causes icmp packets to be dropped

631943 The LLB gw status is not correct after changing gw ip to subnets that are not direct
connected to ADC

631910 The virtual tunnel/LLB hit count overflows

625195 Show plenty of update result system event log after deploying ADC

622287 All-in-one debug enhancement

591262 ADC VM config is missing after stress test and memory is full

634299 up/down interface caused static route lost

633570 SNAT doesn't work for the existing session after reboot

628586 Httproxy crash on the slb with LEAST CONNECTION, and script persistence cal_
server_from_hash

623635 Cookie security enhancement to improve accuracy
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Image checksums

Image checksums

To verify the integrity of the firmware file, use a checksum tool and compute the firmware file’s MD5 checksum.
Compare it with the checksum indicated by Fortinet. If the checksumsmatch, the file is intact.

MD5 checksums for Fortinet software and firmware releases are available from Fortinet Customer Service &
Support. After logging in to the web site, near the bottom of the page, click the Firmware Image Checksums
button. (The button appears only if one or more of your devices has a current support contract.) In the File
Name field, enter the firmware image file name including its extension, then click Get Checksum Code.

Customer Service & Support image checksum tool
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Upgrade notes

Upgrade notes

Suggestions

l The backup config file in versions 5.2.0-5.2.4/5.3.0-5.3.1 containing certificate config might not be
restored properly (causing config to be lost). After upgrading to 5.4.2, please discard the old V5.2.x/V5.3.x
config file, backup the config file in V5.4.2 again.

l Keep the old SSL version predefined config to ensure a smooth upgrade.
l HSM does not support TLVv1.3. If the HSM certificate is used in VS, the TLSv1.3 handshake will fail.

Workaround:Uncheck the TLSv1.3 in the SSL profile if you are using the HSM certificate to avoid
potential handshake failure.

FortiADC 5.4.2 Release Notes 11
Fortinet Technologies Inc.



Copyright© 2020 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., in
the U.S. and other jurisdictions, and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product or company names may be
trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and
other results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding
commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet’s
General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performancemetrics and, in such
event, only the specific performancemetrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be
limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. In no event does Fortinet make any commitment related to future deliverables, features or
development, and circumstances may change such that any forward-looking statements herein are not accurate. Fortinet disclaims in full any covenants, representations, and
guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and themost
current version of the publication shall be applicable.


	Change Log
	Introduction
	What's new
	Hardware and VM support
	Known issues
	Resolved issues
	Image checksums
	Upgrade notes

