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FortiPresence supports social network authentication logins with Facebook, 
Google, Instagram, and LinkedIn. This document describes the configuration of 

the authentication provider for portal authentication using credentials derived 
from the Facebook, Google, Instagram, and LinkedIn applications. 

 Creating an Application on Facebook Developers Account 

 Creating an Application on Google Developers Account 

 Creating an Application on Instagram Developers Account 

 Creating an Application on LinkedIn Developers Account 

 Adding Authentication Providers in FortiPresence 

 
Note: Fortinet does not control the requirements imposed by social media 

platforms, you are required to familiarize yourself with any changes to the 

policies and update the social media applications accordingly. 
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Creating an Application on Facebook Developers Account 
Follow this procedure to enable social media authentication with Facebook. 

1. Login into the Facebook developers account - 

https://developers.facebook.com/. 

2. In the dashboard, click My Apps and then click Create App.  

 

3. Select Other and click Next. 

 

4. Select Consumer and click Next. 

 

5. Enter a unique application name and your contact email address. Click 

Create app.  
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6. Select the Facebook Login product and click Set up. 

 

7. Select the Web platform for your application. 

 

8. Enter the FortiPresence FQDN as the Site URL. Click Save.  

 
9. Navigate to App Settings > Basic. The generated Facebook App ID and the 

App Secret are displayed, copy these credentials. The generated App ID 

and App Secret are required to be populated in the FortiPresence 

Administrative Console. 

 

Some fields in this page are automatically populated, update the required 

information, for example, App Domains, Contact Email, Privacy Policy 

URL, and Terms of Service URL. 
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10.Navigate to Facebook Login > Settings and enable the following fields for 

client OAuth settings. 

 Client OAuth Login 

 Web OAuth Login 

 Enforce HTTPS 

 Use Strict Mode for Redirect URIs 

11.Enter Valid OAuth Redirect URIs in the format as depicted in this image.  

 
 

FortiPresence Cloud https://connect.presence.fortinet.com/portal

/oauth/callback/facebook 

FortiPresence VM https://{Application server 

FQDN}/portal/oauth/callback/facebook 

Note: If the captive portal FQDN is created separately then update that URL  

instead of the application server FQDN. 

12.Switch your Facebook application to Live mode. 

Note: In order to be granted access to certain user information, Facebook 

requires your application to undergo a review process, click App Review. For 

more information read specific Facebook guidelines and policies on this page. 
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Creating an Application on Google Developers Account 
Follow this procedure to enable social media authentication with Google. 

1. Login into Google developers account – 

https://console.developers.google.com 

2. Click Select a project and click New Project. 

3. Enter a unique Project name and the Location of your organization. 

 

4. Click OAuth consent screen and choose from the following options. Click 

Create. 

1. Internal – available only to users within your organization. 

2. External – available to any user with a Google Account. 

 

5. Configure the App information, App logo, Authorized domains, 

Application home page, Application privacy policy link, and 

Application terms of service link. 

6. Click Credentials > Create Credentials and select OAuth client ID to 

create the OAuth 2.0 client ID. Select Web application as the application 

type and add URIs for Authorized JavaScript origins and Authorized 

redirect URIs. The following URIs are supported. 

 

FortiPresence Cloud  Authorized JavaScript URIs 

https://connect.presence.fortinet.com 

 Authorized redirect URIs 

https://console.developers.google.com/
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https://connect.presence.fortinet.com/

portal/oauth/callback/google 

FortiPresence VM  Authorized JavaScript URIs 

https://{Application server FQDN} 

 Authorized redirect URIs 

https://{Application server 

FQDN}/portal/oauth/callback/google 

Note: If the captive portal FQDN is created separately then update that URL 

instead of the application server FQDN. 

 

7. Copy the displayed client ID and Client secret.  
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Creating an Application on Instagram Developers Account 
Follow this procedure to enable social media authentication with Instagram. 

1. Login into the Facebook developers account - 

https://developers.facebook.com/ 

2. In the dashboard, click My Apps and then click Create App.  

 

3. Select Other and click Next. 

 

4. Select Consumer and click Next. 

 

5. Enter a unique application name and your contact email address. Click 

Create app.  

6. Select the Facebook Login product and click Set up. 

 

https://developers.facebook.com/
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7. Click Create New App and copy the Instagram App ID and App Secret. 

8. Add the following Valid OAuth Redirect URIs. 

FortiPresence Cloud https://connect.presence.fortinet.com/portal

/oauth/callback/instagram 

FortiPresence VM https://{Application server 

FQDN}/portal/oauth/callback/instagram 

Note: If the captive portal FQDN is created separately then update that URL 

instead of the application server FQDN. 

 

9. Switch your Instagram application to Live mode. 
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Creating an Application on LinkedIn Developers Account 
Follow this procedure to enable social media authentication with Linkedin. 

1. Login into the LinkedIn developers account - 

https://www.linkedin.com/developers/. 

2. Click Create app or navigate to My Apps > Create app to create a new 

application. 

3. Enter the following information and click Create app. 

 App name - A unique name for your application. 

 LinkedIn Page - Your company’s name or the URL of the LinkedIn page. 

(Navigate to https://www.linkedin.com/company/setup/new/ to create a 

company page.) 

 App logo - Upload a logo for your application that is displayed when the 

user logs in. The minimum logo size allowed is 100x100. 

4. Navigate to Auth tab and copy the Client ID and Client Secret from the 

Application Credentials section. 

 

5. Also in the Auth tab, update the OAuth 2.0 settings with the following 

Redirect URLs. 

FortiPresence Cloud https://connect.presence.fortinet.com/portal/oauth

/callback/linkedin 

FortiPresence VM https://{Application server 

FQDN}/portal/oauth/callback/linkedin 

https://www.linkedin.com/company/setup/new/
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Note: If the captive portal FQDN is created separately then update that URL 

instead of the application server FQDN. 

 

6. Add the products Sign In with LinkedIn and Share on LinkedIn. 
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Adding Authentication Providers in FortiPresence  

Follow this procedure to add social media authentication providers in 

FortiPresence. 

1. Login into FortiPresence. 

2. Navigate to Captive Portal > Auth Provider config. 

3. Enter the provider name and paste the copied Client ID and Client Secret 

(from developers account) and select 

Google/Facebook/Instagram/Linkedin as the Provider and save the 

details.  
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