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FortiPresence supports social network authentication logins with Facebook,
Google, Instagram, and LinkedIn. This document describes the configuration of
the authentication provider for portal authentication using credentials derived
from the Facebook, Google, Instagram, and LinkedIn applications.

e Creating an Application on Facebook Developers Account

Creating an Application on Google Developers Account

Creating an Application on Instagram Developers Account

Creating an Application on LinkedIn Developers Account

Adding Authentication Providers in FortiPresence

Note: Fortinet does not control the requirements imposed by social media
platforms, you are required to familiarize yourself with any changes to the
policies and update the social media applications accordingly.
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Creating an Application on Facebook Developers Account

Follow this procedure to enable social media authentication with Facebook.

1. Login into the Facebook developers account -
https://developers.facebook.com/.

2. In the dashboard, click My Apps and then click Create App.
AppS Q, Search by App Name or App ID

3. Select Other and click Next.

What do you want your app to do?
Use cases are made up of permissions, products and features.

Each option unlocks related use cases. You'll configure and customize these use cases once your app is created.

Allow people to log in with their Facebook account
Our most common use case. A secure, fast, and convenient way for users to log into your app, and for your
app to ask users for permission to access their data.

Get gaming login and request data from players

Give players a way to log into your game across multiple platforms and ask users for permission to access
player data. Players can use custom player names and avatars. To create an Instant Games app, select Other
below and select Instant Games.

Looking for something else?
If you need something that isn't shown above, you can see more options by selecting Other.

Other ®
Explore other products and data permissions such as ads management, Instant Games and more. You'll be
asked to select an app type and then you can add the permissions and products you need.

4. Select Consumer and click Next.

Select an app type

The app type can't be changed after your app is created. Learn more

Business

Create or manage business assets such as Pages, Events, Groups, Ads, Messenger, WhatsApp and Instagram
Graph API using the available business permissions, features and products.

ko

L]
es  Consumer

Connect consumer products and permissions, like Facebook Login and Instagram Basic Display to your app.

5. Enter a unique application name and your contact email address. Click

Create app.

Add an app name
This is the app name that will show on your My Apps page and associated with your app ID. You can change the name later in Settings

FortiPresence-Auth 18/30
App contact email
This is the email address we'll use to contact you about your app. Make sure it is an address you check regularly. We may contact you about
policies, app restrictions or recovery if your app is deleted or compromised

fortipresenceqa@gmail.com
Business Account - Optional
Connecting a Business Account to your app is only required for certain products and permissions. You'll be asked to connect a Business
Account when you request access to those products and permissions

No Business Manager account selected -

By proceeding, you agree to the Meta Platform Terms and Developer Policies. Previous
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6. Select the Facebook Login product and click Set up.

Add products to your app

We've streamlined the app creation process by surfacing the products and permissions needed to build the app type you selected

G ¢ =)

App Events Audience Network Facebook Login

age with your business Monetize your app and g
platforms and websites. Meta ad!

The world's number one social login pr

Read Docs Setup Read Docs Setup Read Docs
7. Select the Web platform for your application.

Use the Quickstart to add Facebook Login to your app. To get started, select the platform for this app.

ios Other

8. Enter the FortiPresence FQDN as the Site URL. Click Save.

1. Tell Us about Your Website -

Tell us what the URL of your site is.

Site URL

https://connect.presence.fortinet.com

[—]
9. Navigate to App Settings > Basic. The generated Facebook App ID and the
App Secret are displayed, copy these credentials. The generated App ID
and App Secret are required to be populated in the FortiPresence

Administrative Console.

App ID App secret

274569058865465 eesccece Show
Some fields in this page are automatically populated, update the required

information, for example, App Domains, Contact Email, Privacy Policy
URL, and Terms of Service URL.

F::RTINET



App ID App Secret
2464112750285999 sssssses Show

Display Name Namespace

App for FortiPresence

App Domains Contact Email @
connect.presence fortinet.com »  presence fortinet.com » | fortinet.com fortipresenceqa@gmail.com

Privacy Policy URL Terms of Service URL
https://www.fortinet.com/corporate/about-us/privacy.html hitps:/iwww.fortinet.com/corporate/about-us/legal.ntml

10.Navigate to Facebook Login > Settings and enable the following fields for
client OAuth settings.
¢ Client OAuth Login
e Web OAuth Login
e Enforce HTTPS
e Use Strict Mode for Redirect URIs
11.Enter Valid OAuth Redirect URIs in the format as depicted in this image.

Client OAuth settings

Client OAuth login

Web QAuth login Enforce HTTPS
Force Web OAuth reauthentication Embedded Browser OAuth Login
o

Use Strict Mode for redirect URIs
Valid OAuth Redirect URIs

hitps:/#connect presence fortinet.com/portal/oauth/callback/facebook

FortiPresence Cloud https://connect.presence.fortinet.com/portal
/oauth/callback/facebook

FortiPresence VM https://{Application server
FQDN}/portal/oauth/callback/facebook

Note: If the captive portal FQDN is created separately then update that URL
instead of the application server FQDN.
12.Switch your Facebook application to Live mode.
Note: In order to be granted access to certain user information, Facebook
requires your application to undergo a review process, click App Review. For

more information read specific Facebook guidelines and policies on this page.
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Creating an Application on Google Developers Account
Follow this procedure to enable social media authentication with Google.

1.

Login into Google developers account -

https://console.developers.google.com

Click Select a project and click New Project.

Enter a unique Project name and the Location of your organization.

- Project name * \
‘ FortiPresence (7] ‘

Project |ID: fortipresence-399706. It cannot be changed later. EDIT

- Location *
‘ B No organization BROWSE ‘

Parent organization or folder

CREATE CANCEL

Click OAuth consent screen and choose from the following options. Click
Create.

1. Internal - available only to users within your organization.

2. External - available to any user with a Google Account.

OAuth consent screen

Choose how you want to configure and register your app, including
your target users. You can only associate one app with your project

User Type
Intemal @

Only available to users within your organization. You will not need
to submit your app for verification. Learn more about user type 2

@ External @

Available to any test user with a Google Account. Your app will
start in testing mode and will only be available to users you add to
the list of test users. Once your app is ready to push to production,
you may need to verify your app. Learn more about user type &

Configure the App information, App logo, Authorized domains,
Application home page, Application privacy policy link, and
Application terms of service link.

Click Credentials > Create Credentials and select OAuth client ID to
create the OAuth 2.0 client ID. Select Web application as the application
type and add URIs for Authorized JavaScript origins and Authorized
redirect URIs. The following URIs are supported.

FortiPresence Cloud e Authorized JavaScript URIs
https://connect.presence.fortinet.com
e Authorized redirect URIs

F
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https://console.developers.google.com/

https://connect.presence.fortinet.com/

portal/oauth/callback/google

FortiPresence VM e Authorized JavaScript URIs
https://{Application server FQDN}

e Authorized redirect URIs
https://{Application server
FQDN}/portal/oauth/callback/google

Note: If the captive portal FQDN is created separately then update that URL

instead of the application server FQDN.

Authorised JavaScript origins @

For use with requests from a browser

URIs *

https://connect.presence.fortinet.com
+ ADD URI

Authorised redirect URIs @

For use with requests from a web server

URIs *

https://connect.presence.fortinet.com/portal/oauth/callback/google

=+ ADD URI

7. Copy the displayed client ID and Client secret.
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Creating an Application on Instagram Developers Account
Follow this procedure to enable social media authentication with Instagram.

1. Login into the Facebook developers account -

https://developers.facebook.com/

2. In the dashboard, click My Apps and then click Create App.
AppS Q, Search by App Name or App ID

3. Select Other and click Next.

What do you want your app to do?
Use cases are made up of permissions, products and features.
Each option unlocks related use cases. You'll configure and customize these use cases once your app is created.

Allow people to log in with their Facebook account

Our most common use case. A secure, fast, and convenient way for users to log into your app, and for your
app to ask users for permission to access their data.

Get gaming login and request data from players
Give players a way to log into your game across multiple platforms and ask users for permission to access
player data. Players can use custom player names and avatars. To create an Instant Games app, select Other

below and select Instant Games.

Looking for something else?
If you need something that isn't shown above, you can see more options by selecting Other.

Other ®
Explore other products and data permissions such as ads management, Instant Games and more. You'll be
asked to select an app type and then you can add the permissions and products you need.

4. Select Consumer and click Next.

Select an app type

The app type can't be changed after your app is created. Learn more

Business

ko

Create or manage business assets such as Pages, Events, Groups, Ads, Messenger, WhatsApp and Instagram
Graph API using the available business permissions, features and products.

L]
es  Consumer

Connect consumer products and permissions, like Facebook Login and Instagram Basic Display to your app.

5. Enter a unique application name and your contact email address. Click

Create app.
6. Select the Facebook Login product and click Set up.

G

Instagram Basic Display Webhooks

The Instagram Basic Display API allows users of
your app to get basic profile information, photos,
and videos in their Instagram accounts.

Subscribe to changes and receive updates in real
time without calling the API.

Read Docs Set up Read Docs Set up
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7. Click Create New App and copy the Instagram App ID and App Secret.
8. Add the following Valid OAuth Redirect URIs.

FortiPresence Cloud https://connect.presence.fortinet.com/portal

/oauth/callback/instagram

FortiPresence VM https://{Application server
FQDNY}/portal/oauth/callback/instagram

Note: If the captive portal FQDN is created separately then update that URL

instead of the application server FQDN.

Client OAuth Settings

Valid OAuth Redirect URIs

https://connect.presence.fortinet.com/portal/oauth/callback/ instagram

9. Switch your Instagram application to Live mode.
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Creating an Application on LinkedIn Developers Account
Follow this procedure to enable social media authentication with Linkedin.

1. Login into the LinkedIn developers account -
https://www.linkedin.com/developers/.

2. Click Create app or navigate to My Apps > Create app to create a new
application.

3. Enter the following information and click Create app.
e App name - A unique name for your application.
e LinkedIn Page - Your company’s name or the URL of the LinkedIn page.

(Navigate to https://www.linkedin.com/company/setup/new/ to create a

company page.)
e App logo - Upload a logo for your application that is displayed when the
user logs in. The minimum logo size allowed is 100x100.
4. Navigate to Auth tab and copy the Client ID and Client Secret from the

Application Credentials section.

Application credentials

Authentication keys
Client ID:

81x9fqg99qe092

Client Secret:

5. Also in the Auth tab, update the OAuth 2.0 settings with the following
Redirect URLs.

FortiPresence Cloud | https://connect.presence.fortinet.com/portal/oauth
/callback/linkedin

FortiPresence VM https://{Application server
FQDN}/portal/oauth/callback/linkedin

12
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Note: If the captive portal FQDN is created separately then update that URL
instead of the application server FQDN.

OAuth 2.0 settings

Token time to live duration

Access token: 2 months (5184000 seconds)

Authorized redirect URLs for your app

No redirect URLs added

6. Add the products Sign In with LinkedIn and Share on LinkedIn.
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Adding Authentication Providers in FortiPresence

Follow this procedure to add social media authentication providers in
FortiPresence.

1. Login into FortiPresence.

2. Navigate to Captive Portal > Auth Provider config.

3. Enter the provider name and paste the copied Client ID and Client Secret
(from developers account) and select
Google/Facebook/Instagram/Linkedin as the Provider and save the

details.

@ FortiPresence = G Services € Support

¥ Dashboards > Auth Provider Conﬁg Add Authentication Provider

B Reports > Here you can manage your Auth providers. .
‘ @ — Provider Facebook

= ti rt v =

=i # Edit T Delete Facebook logi

My Portals Name acebook login
Auiiagrec ClientID  274569058865465

Site-Portal Config

Auth Provider Config O f Facebook Secret Key eeesssse
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