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Change Log

Date Change Description

2025-10-07 Initial release v6.2.0.
2025-10-27 Added Debian OS on page 101.
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Introduction

This document describes how to customize the deception base OS image via FortiDeceptor (FDC) GUI. This on-
the-fly customization feature supports Windows 10 64-bits client (English and French), Windows Server
(English and French), Redhat Server, and Ubuntu.

For more additional information about custom decoy images, see the Custom Decoy Image topic in the
FortiDeceptor Administration Guide.

Supported OS types

FortiDeceptor v6.2.0 supports the following OS types:

(0153 OS version
Windows Language  Supported Notes
versions
English Windows 10 Supports custom MSSQL
Windows 11 version e Supports custom MSSQL
23H2 ¢ FortiDeceptor v6.1.0 does not
support Windows 11 version
24H2.
French Windows 10 Supports custom MSSQL
Windows Server Language  Supported Notes
versions
English ¢ Windows e Supports custom MSSQL
Server 2016 » Supports custom IIS Service
¢ Windows
Server 2019
¢ Windows
Server 2022
French French Windows e Supports custom MSSQL
Server 2016 e Supports custom IIS Service
RedHat Enterprise Linux » RedHat Enterprise Linux 7.9

e RedHat Enterprise Linux 8.8
e RedHat Enterprise Linux 8.10
» RedHat Enterprise Linux 9.4
» RedHat Enterprise Linux 9.6
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Introduction

oS OS version
Ubuntu e Ubuntu 20.04
Debian » Debian 11.7

e Debian 11.9
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Import the ISO image to FortiDeceptor

Import the ISO image to FortiDeceptor

1. Prepare the import

To use the customization feature, you will need to provide your own license keys. Before importing the ISO
image to FortiDeceptor, ensure you have the correct ISO images and license keys for your environment. If you
want Active Directory (AD) accounts to access decoys, configure the necessary settings on your AD servers,
such as creating dummy accounts.

Licenses

» The FortiDeceptor Custom Decoy Subscription bundle for FDC1000G, FDR100G, FDC-VMS, includes the
custom decoy feature and does not require a license.

e The FortiDeceptor Custom Decoy license is required for the old perpetual license for FDC-VM and
FDC1000F. This license is no longer being sold but is maintained for customers.

2. Import the ISO image with the GUI

Import the ISO with the GUI using either the Customized Images or the Imported Images page.

To import the ISO image with Customized Images:

1. Go to Deception > Custom Decoy Image > Customized Images.
2. Click Customize Image.

="= FortiDeceptor VM =~ Customization

What are you looking for? Q
Customized Images | Imported Images

@8 Dashboard

rlﬁ' Deception ~ = Import Image and Customize ‘

Customization
HESHON [ ]  Actions VM Name

Deception OS

Deployment Network

3. Drag or choose an image file to import.
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Import the ISO image to FortiDeceptor

To import the ISO image with Imported Images:

1. Goto Deception > Custom Decoy Image > Imported Images.
2. Click Import New ISO Image .

@ Dashboard * | Customized Images | Imported Images
livi Deception | v
¥ Refresh IECustomizeimage @ Viewlog [ Delete |@ Q bea

Custom Decoy Image

Deception OS5 VM Name = Joined Domain = CPU

Deployment Network O - 5

3. Drag or choose an image file to import.

To delete ISO images:

1. Go to Deception > Customization > Customized Images.
2. Click Import Image and Customize.
3. Choose an ISO image and click Delete.

3. (Optional) Re-customizing existing images

You can update customized images to expand the virtual hard disk (HDD) or apply new configurations.
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Import the ISO image to FortiDeceptor

To re-customize an existing image:

1. Go to Deception Custom Decoy Image > Customized Images.
2. Click Customize Image.

FORTINET

3. Choose an existing customized image from the dropdown list
4. Configure the following settings and click Next. Storage must be equal to or greater than the current size.

o, Wl peit}

Euri. w2

;I.- - »
- ’ [t |
FOATINET
S ! /, .
q It may take more than 10 minutes for the VNC to load. Please do not customize another
| image during this process.
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Windows OS

Windows OS

1. Initialize the OS instance

To initialize the OS instance:

1.

Go to Deception > Customization > Customized Images.

2. Click Import Image and Customize.

3.
4,

275 FortiDeceptor

@ Dashboard

) N
Customized Images | Imported Images
w

) Select or upload an I1SO &, @ Configuration £

Deployment Network Select an imported ISO image: Windows_Server 2016 Datacenter0.1ISO

® Deception

Custom Decoy Image

Deception OS

(v

Lure Resources

Deployment Wizard

Decoy Status or

Deception Token

Choose an ISO image and click Next.
Configure the following settings and click Next.

Name Alphanumeric characters (A-Z, a-z, 0-9) are supported. Maximum 48
characters.
CPU Cores 2-4
Memory 4000- 8192 MB.
Storage 25-50GB.
Deploy Network Port1 Default
PortX Select the deployment network.

Ensure the specified IP is not already in use and
the following settings align with the PortX
configuration:

» |P/Mask

e Gateway

» DNS
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Windows OS

Customize Image

o

Select or upload an 150 Configuration Customize
Marne *

CPU Cores™ 1

Memaory{MB) 1024

HDD{GB}~ 20

Deploy Network ™ port1({Default) -

port1{Default)

porté: vlan#

port2: subnet

5. Inthe VNC windows, install the OS From ISO image.

&% FortiDeceptor

@ Dashboard
Customized Images | Imported Images

@ Selector upload an ISO & » @ Configuration

@® Deception
Custom Decoy Image
Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status
Deception Token
Deployment Map

+4 Windows Setup
Asset Discovery

Safe List
Incident > Windows Server* 2016
@ Fabric >
i Network >
£ System >
il Log

RIUEELERTUEL R LIS English (United States) -

Enter your language and other preferences and click "N

. Al ights reserved.

ERTINET R
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Windows OS

& Customization

FortiDeceptor VM
What are you looking for? Q
& Dashboard

& Deception

Customization

Deception O§ @ & Windows Setup

Deployment Network
Select the operating system you want ta install
Deployment Wizard

Decoy & Lure Status Operating system Architecture | Date modified
‘Windows Server 2016 Standard 4 2/4/2018
Decoy Map
Windows Server 2016 Datacenter /472018
Whitelist Windows Server 2016 Datacenter (Desktop Expenence) 27472018
t Incident ~
Analysis
c - Description
-ampaign This option is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
Attack Map supported. For more details see "Windows Server Installation Options.”
&% Fabric ~

FortiGate Integration

Quarantine Status

10C Export
@ Network ~
£ System ~

B Log ~

2 Installing Windows

2. Customize the OS

After the OS system is installed successfully, login with an account which has Windows administrator
permission and follow below steps.
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Windows OS

To locate the customization toolkit folder:

1. Navigate to FDC customization toolkit folder: File Explorer > CD Drive (E:) FDC_Toolkit.

FortiDeceptor

Dashboard

Customized Images | Imported Images

® Deception
Custom Decoy Image
Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status

Home
Deception Token

Share

@ Select or upload an ISO & ) @ Configuration ¢}

Drive Toals €D Drive (E) FDC_Toolkit

View Manage

v M=
Deployment Map

» ThisPC » CD Drive (E) FDC_Toolkit »

Asset Discovery # Quick access

Deskt
Safe List 8 Desktop
4 Downloads
Incident > 4 Documents
@ Fabric > =] Pictures
> [ This PC
£ System >

F Network
Ll Log >

5 items

FortiDeceptor 6.2.0 FortiDeceptor Customizaiton Guide
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Name Date modified

Linux
Windows
[ ] netjson
=] README Linux
5] README_Windows

o

Search CD Drive (E) FDC_Tool... 0

Type Size
File folder

File folder

JSON File

Text Document

Text Document
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Windows OS

222 FortiDeceptor

@ Dashboard >
Customized Images | Imported Images
@ Deception

v
& Selector upload an ISO &, » & Configuration €

Custom Decoy Image
Deception OS

Deployment Network

Lure Resources E

Deployment Wizard Recycle Bin

= | Windows

Decoy Status

Home Share  View

Deception Token
P v » ThisPC » CD Drive (E:) FDC_Toolkit » Windows
Deployment Map

Mame
Asset Discovery 3 Quick access
B Desic A FDC_CUS toolkit
. eskto
Safe List i

3 ownlonts [%] set_network
Incident > B Documents
¥ Fabric > =] Pictures
0 Network > [ This PC
& System b ¥ Network
L Log >

2. Review and follow the guide in file toolkit_README. txt.
To configure the network:

To customize/configure Description

v & | search
Type

M Application
M Windows Batch File

Windows 10/11, French

Windows10 OS Administrator.

Windows server
2016/2019/2022, French
Windows server 2016 OS

IP, gateway and DNS
Connections.

Right-click the file named set_network.bat, and choose Run as

Double click it to run it directly if you logged on as Administrator.

In Windows, go to Control Panel > Network and Internet > Network

Follow the settings in file named net. json to configure the IP, gateway, and

DNS.

FortiDeceptor 6.2.0 FortiDeceptor Customizaiton Guide
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Windows OS

BN C\Windows\System32\cmd.exe

used by the customization OS to allow you to download files/access other network via

s‘é’, The IP 10.254.253.0/24 set by the script is the internal NAT IP address, temporarily
- FortiDeceptor default route.

Windows 2016

To customize Windows 2016:

1. If necessary, use your license to activate the system.
2. Customize the system to fit the deployment environment.

3. To avoid Lure configuration failure when using the decoy deployment wizard, remove the Password
Complexity in the Windows Server 2016. To do this, copy and paste the command below into the
PowerShell window:
secedit /export /cfg c:\secpol.cfg
(gc C:\secpol.cfg).replace("PasswordComplexity = 1

C:\secpol.cfg
secedit /configure /db c:\windows\security\local.sdb /cfg c:\secpol.cfg /areas SECURITYPOLICY
rm -force c:\secpol.cfg -confirm:$false

, "PasswordComplexity = @") | Out-File

Windows Server 2016

To customize Windows Server 2016:

1. Goto Server Manager > Tools > Local Security Policy. The Local Security Policy directory opens.

2. Inthe Security Settings folder, go to Account Policies > Password Policy folder, and double-click Password.
Create a password must meet complexity requirements.
Select Disabled and then click OK.
4. Opena Command Prompt as an Administrator and type the following command to update the group policy:
gpupdate /force
You should get the following response:
C:Users\Administrator>gpupdate /force
Updating policy...
Computer policy update has completed successfully.

w
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Windows OS

Server 2016 Domain Controller

To customize Server 2016 Domain Controller:

1.
2.
3.

In the Domain Controller, go to Server Manager > Tools > Group Policy Management.

Right-click Default Domain Policy and click Edit. The Group Policy Management Editor opens.

In the Computer Configuration folder, go to Policies > Windows Settings > Security Settings\Account
Policies > Password Policy > Password. Ensure the password meets the complexity requirements.
Select Disabled and click OK.

Open a Command Prompt as Administrator and type the following command to update the group policy:
gpupdate /force

AD accounts

To support decoys with AD accounts:

1.
2.
3.

Configure the DNS in Windows manually.
Create a lure AD user account on your AD server.
Join the AD server with this AD user account.

I\J You will need this AD account when deploy decoys based on this image.

3. (Optional )Install the Microsoft SQL Server

The following versions are supported:

SQL Server 2016 https://www.microsoft.com/en-us/download/details.aspx?id=56840
SQL Server 2017 https://www.microsoft.com/en-us/download/details.aspx?id=55994
SQL Server 2019 https://www.microsoft.com/en-us/sql-server/sql-server-downloads
SQL Server 2022 https://www.microsoft.com/en-ca/sql-server/sql-server-downloads
SQL Server Management https://aka.ms/ssmsfullsetup

Studio for SQL server
management and
customization.

Recommendations:

FortiDeceptor 6.2.0 FortiDeceptor Customizaiton Guide 17
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Windows OS

» To download files with the IE browser, we recommend disabling IE Enhanced Security Configuration.

i PROPERTIES

i§ Dashboard TASKS v

I B Local Server

Bi& All Servers

W& File and Storage Services b

» For Windows Server Core OS, you need to download the installation file onto another computer, and copy
the installation file to Server Core OS over SMB service.

To install the Microsoft SQL Server:

1. Download and install Microsoft SQL Server.

2. When SQL server installation finished, click Install SSMS to download and install the SQL server
management studio for SQL server management and customization.

3. Download a database sample from this repository: https://github.com/Microsoft/sql-server-
samples/releases/download/wide-world-importers-v1.0/WideWorldimporters-Full.bak

4. Open the SQL management studio software on your windows server from the FortiDeceptor “decoy
customization” console.

5. Right-click the Database object and select Restore database.

FortiDeceptor 6.2.0 FortiDeceptor Customizaiton Guide
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Windows OS

6. Select a database device and add the sample DB file you downloaded in Step 1.

P L it -
-] ke Q
=
p— -
——
[ LT
—
.
¥
o
il
For o
—
e —
A g b
Fp—_——
yea—
Fugpres
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Windows OS
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7. Afterrestoring the database, right-click the sample database to change the DB permission access to make

the Decoy DB more attractive to a threat actor.

¢ e e W e W e | S g
i Lda  Veew Fogecl  Tewh  Wedes  Hep
0. = W ANy A DD 8
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Windows OS

8. Choose Grant permission for the Select and Connect options.

9. Close the SQL management studio software and open a CMD.
10. Runthe command netstat -an | findstr 1433 to verify that your DB is up and running.
11. The listening port on the SQL Express Database is disabled by default. To enable the port:

a
b
c.
d.
e
f

. Click Start > Programs > Microsoft SQL Server 20XX and select SQL Server Configuration Manager.
. Select SQL Server Network Configuration.

Double-click Protocols for SQLEXPRESS.
Right-click TCP/IP and select Properties. If necessary, enable TCP/IP.

. Scroll down to IPAIl and verify TCP Dynamic Ports is blank and that TCP Port is set to 1433.
. Click OK.

4. (Optional) Install the Internet Information
Service (lIS)

The following versions are supported:

¢ [IS10 on Server 2016
« |IS10 on Server 2019
¢ [IS10 on Server 2022
¢ [IS10 on French Windows Server 2016

To add IIS role and service:

1. Goto Server Manager >Dashboard.

2. Click Manage > Add Roles and Features.

WL A

(TPt
BOLES AND SERVIR SROUSS

-'i File and Storage
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Windows OS

On the Before you begin page, click Next.

On the Installation Type page, click Next.

On the Server Selection page, click Next".

In the Select server roles diaglog, select Web Server (IIS) > Add Features, and click Next.

U o

Server Manager * Dashboard

| S EET SR — e [ o 5

7. Onthe Select Features page, click Next.
8. Onthe Web Server Role (1IS) page, click Next.

FortiDeceptor 6.2.0 FortiDeceptor Customizaiton Guide
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Windows OS

9. Onthe Role Services page, select URL Authorization and Windows Authentication then click Next.

+ e .
- o
k. - i A 0

‘
= iwm —
& rrs Fafiem— g

wT e Chageatey
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Windows OS
On the Results page, wait for the installation to finish, then click Close

1.

P o 95
[ LT T
Tt ey

W

[ -

5. (Optional) Join a domain

Before you join the customized windows OS to a domain, its DNS server should be changed to the DNS server of

the domain. Otherwise, it will fail.

FortiDeceptor 6.2.0 FortiDeceptor Customizaiton Guide

Fortinet Inc.

24



Windows OS

To join a domain:

1. Goto Control Panel > System, and click Change settings.

B Comtrol Pasel fysterm wnd Secunty! yatenm - a k.

4 Bl s Comteol Panel » Syster snd Secunity ¢ Sysbem w @& Sewch Control Panel B

Conttrol Parsd Mome - .
View basic information about your computer
W Device Manages [
& Ramote settings Windcowrs Server 2016 Standard
W Advared nyrtem setteng € 2016 Macressht Ceeporation. Al Windows Server 2016
crp, vy
e
Sysheen
Processon MU Vibusl CPU werpsoen 15+ 160 [T processor)
Irvtalled mamory (RAME 100 GB
Stk Bpp 8. et Orpseratang Syifieen, v Buried prnsce
Pers v Touche o Pen or Touch Input o svadable for the Despley
Computer name, domain, snd workgroup setings
Cermgutinl Al WIS IATREAEG. i Chage etmaregs
Fill computier nama WIN-SQIARSEAIRG
Lorrgaind desorgtun
Werkgraug: WORKGROUR
Windcwy, pctriaben
‘Winderad o not sctevabed.  Fesd the Meoiosolt Softnase Laense Term
Product 0 0037- 30000-00095- A8 WP acivvate Windows
See Bso
Seturty s Mastionand s

2. Onthe System Properties page, click Change.

=
4 B s ComteodPunel + Systerm and Securty » Sysiem v &  SeschControl Panel »
Contrad Fanel Home I 1 ®
Gyt Fragaeta x
& Deoce Masage Compuber Hamw Hardwars  Mdvanced  Remate
B Remote semtngn
Uepatrmn s o Vil el 12 Py o Cirgnde
W advanced pysbem g o e e Hows Server 2016
Computer goscrpton || ]
For amipla "W Prohscmon Serve™ o
"ttt Saree
Full tomgater rams WIRLIPTSORLITY ke
WORRGRCUP
Wokgno hevcassor
T merayma Fon compuien or changes Ba doman or o
g i [Ce==]] ~~
@hange ttegn
B eftmin Lt ofria Tirer
E Carcal ol W Lctriate Windowr,

ik ki

Securty nd Masrderanie
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Windows OS

3. Input your domain information and then click OK.

Cergrter Marse Teommaen Changrs *

oo can change T name el P mesbanig of T tompter
compuier Charges mgt fect BO0e 1 Pk ML

Cormpuber e
TR G0 AR

ol pormgubee ey
WA LASSLAN

Mt of

81 Cicwwari

|

g

[ -

0 Carcel

Input the domain account, click OK.
After joining the domain, a restart is required, click Close.
Click Restart now.

N o R

After Windows restarts, sign on as a local Administrator.

6. Install the FortiDeceptor customization toolkit

To install the customization toolkit:

1. After you are finished customizing the image, right-click the file FDC_CUS_toolkit.exe, and select Run as
Administrator. The warning message Windows will shut down automatically when customization finished
successfully, appears.
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Windows OS

FortiDeceptor

& Dashboard

® Deception
Custom Decoy Image
Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status
Deception Token
Deployment Map
Asset Discovery
Safe List
Incident
¥ Fabric

Network

£ System
L Log

FortiDeceptor

Dashboard

@® Deception

Custom Decoy Image

Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status
Deception Token
Deployment Map
Asset Discovery
Safe List

Incident

¥ Fabric

Network
£ System
Log

Customized Images | Imported Images

@ Select or upload an ISO &, ) @ Configuration &

v &~ Application Toals
Home  Share  View Manage
« N » ThisPC » CD Drive (E) FDC_Toolkit > Windows
Name

s Quick access
I Desktop

LR

A FDC_CUS toolkit
set_network

Windows Customization

successfully.

Customized Images | Imported Images

& Select or upload an ISO &, ) @& Configuration &

‘Windews will shutdown automatically when customization finished

Click 'OK’ to continue, 'Cancel' to abort.

Date modified Type

PM  Application
PM  Windows Batch File 1KB

Cancel

L] Application Tools
Home Share View Manage
« « 4 | > ThisPC » €D Drive (E) FDC_Toolkit » Windows [ »
Name Size

3 Quickaccess

[ Desktop
n

A FDC_CUS_toolkit
set_network

B E\Windows\FDC_CUS_toolkit.exe
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Windows OS

3. After the toolkit is installed, click Save. You can also View or Download the Custom Decoy Image Log.

- @ admin -

@ Dashboard >
Customized Images ‘ Imported Images
v

@ Deception
Deception OS
Deployment Network ] Gookbook
Lure Resources Reboot
Deployment Wizard
By i Ctrl+AltsDel
Deception Token
Deployment Map
Asset Discovery Diseard
Safe List Status:
Incident > Ready
) Fabric > Custom Decoy Image Log:
& System >
L Log >
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Windows OS

7. (Optional) Turn on Active Directory (AD)
controller

1. Setup the new domain controller for the new domain forest.

1. Install Active Directory Domain Services and DNS Servers
a. Open the Server Manager go to Dashboard > Roles Summary > Add roles and features.

& Server Manager

Server Manager * Dashboard ® Manage

Washboard WELCOME TO SERVER MANAGER

Tools

View

B Local Server

All Servers

i . .
oo ] o Configure this local server
BE File and Storage Services B -

QUICK START

Add roles and features

Ma

w

Add other servers to manage
WHAT'S NEW
4 (Create a server group

5 Connect this server to cloud services

LEARN MORE

Hide

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1

.'i File ?nd Storage 1 § Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
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b. Select Role-bases or Feature-based installation.
—

B Serve lanage
= Add Roles and Features Wizard — O =

age Tools View Help

DESTINATION SERVER
WIN-UKDQUO3BLIE

s . :
Select installation type

Before You Begin Select. the installation .t)rpe.. You can inst.a\l roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

O -

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

Hide

< Previous Mext > nsta Cancel

Events Events

Performance Services

BPA results Performance
BPA results

c. Click Server Role and select Active Directory Domain Services and click Next.

ﬂ The DNS Server role is no longer supported in the version 6.2 GA. For domain
I name resolution, use a standalone third-party DNS server, such as a Linux-
based dnsmasq server or a Windows DNS server hosted on a separate machine.
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- O x
a Tools View
i
[
L

DESTIMATION SERVER

Select server roles WIN-UKDQUQO3BLIZ .

Before You Begin Select one or more roles to install on the selected server.

Installation Typ Roles Description

Server Selection bR ictanecadificaaan ~ Domain Name System (DNS) Server

[ Active Directory Domain Services l provides name resolution for TCP/IP
= " . - . . networks, DNS Server is easier to
[] Active Directory Lightweight Directory Services manage when it is }nsta\_led on the
[] Active Directory Rights Management Services e e s Acteireciory

[ Device Health Attestation Domain Services, If you select the
- Do

Active Directory Domain Services

role, you can install and configure

p— DNS Server and Active Directory

W] File and Storage Services (1 of 12 installed) Domain Services to work together.

[] Host Guardian Service

[ Hyper-v

[ Netwaork Palicy and Access Services

[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[ Volume Activation Services

[] Web Server (IIS)

[ Windows Deployment Services

[] Windows Server Update Services

Confirmation

Hide

< Previous. | Next > I Install

Events Events

Performance Services

BPA results Performance
BPA results

d. Keep clicking Next until you reach the Confirmation page. Select Restart the destination server
automatically if required, and click Install.
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Fﬁ Add Roles and Features Wizard

DESTINATIOM SERVER

Confirm installation selections WIN-UKDQUO3BLIS

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type I Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to dlear

their check boxes.

Active Directory Domain Services
DNS Server
Group Policy Management

DM Server

Confirmation

Remate Server Administration Toals
Role Administration Tools
AD DS and AD LS Tools
Active Directory module for Windows PowerShell Hide
AD D5 Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous. Mext = Cancel

Events Events

Performance Services

BPA results Performance
BPA results

2. Promote the server into a domain controller.
a. Click the notification flag next to the Manage menu and click Promote this server to a domain controller.

The configuration wizard opens.
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i Server Manager

e e PDashboa

WELCOME TO SERVER MANAGI

i Local Server L\\’
#5 Al Servers ° C
1
! ADDS
& DNS QUICK START
¥§ File and Storage Services [P 2
3
WHAT'S NEW
4
5
LEARN MORE

| Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at WIN-UKDQUO3BLIS

I Promote this server to a domain controller I

o Feature installation
I

Configuration required. Installation succeeded on
WIN-UKDQUO3BLJE.

Add Roles and Features

Task Details

Connect this server to cloud services

Hide

ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Servers total: 1

iil ADDs

1 & DNS 1

@ Manageability
Events
Services
Performance

BPA results
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b. In Deployment Configuration, select Add a new forest and enter the Root domain name.

Server Manager * Dashboard

&% Dashboard B Active Directory Domain Services Configuration Wizard — (] x

B Local Serve

™ - . TARGET SERVER
i Alsevers | Deployment Configuration WIN-UKDQUO3BLI8
i§i ADDS [

& DNs

iﬁ File and 5tq Domain Controller Options

Additional Cptions

Add a new forest

aths

Review Cptlions

Specify the domain information for this operation
Prerequisites Check
Root domain name: |win‘|9ADser\rer.com

Hide

More about deployment configurations

BPA results BPA results
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c. InDomain Controller Options, enter a password for the domain.

Server Manager * Dashboard

[DERN el [ Active Directory Domain Services Configuration Wizard

= fe

Local Serve!
All Servers.
AD DS
DNS

File and Stq

Domain Controller Options

ment Configuration
DNS Options
Additional Cptions
2ths
Review Cptions

Prerequisites Check

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016

Domain functional level: Windows Server 2016

Specify domain contreller capabilities

/| Domain Name System (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

- O X

TARGET SERVER
WIN-UKDQUOZBLIB

Type the Directory Services Restore Mode (DSRM) password

Password: LI

Confirm password:

More about domain controller options

———

Install Cancel

Hide

BPA results BPA results
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d. In Additional Options, enter a NetBIOS name for your domain ( the default name is recommended).

Server Manager * Dashboard

2% Dashboard R E0] Directory Domain Services Configuration Wizard - m] b4

B Local Servel

= onc . TARGET SERVER
i Alisevers| - Additional Options WIN-UKDQUO3BLJS
i§i ADDs
 DNS aployment C
[~ -] Deployment Configuration i X R .
= : - Verify the NetBIOS name assigned to the domain and change it if necessary
BE File and Stg Domain Controller Options
- . The NetBIOS domain name: WIN1SADSERVER
DNS Options

Additional Options

Paths

Review Options

Prerequisites Check

Hide

More about additional options

BPA results ‘ ‘ BPA results

e. InPaths, select the folder where your database, log files, and SYSVOL will be stored (the default folder
is recommended), then click Next.
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Server Manager * Dashboard - (@

Dashboard a0 Directory Domain Services Configuration Wizard — m} ot

B Local Servel

. TARGET SERVER
All'S
B Al servers Paths WIN-UKDQUO3BLIS
Il AD DS
&
e DNS Deployment Configuration . . .
- Specify the location of the AD DS database, log files, and SYSVOL
WE File and 5t Domain Controller Options
DNS Options Database folder: CAWindows\NTDS |I|
additional COotions Log files folder: C\Windows\NTDS |I|
SYSVOL folder CAWindows\SYSVOL [-]

Hide

More about Active Directory paths

BPA results BPA results
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f. Wait for a check-mark to appear and then click Install.

B Local Serve
ii All Servers
AD DS

& DNS

&§ File and Sta

X

.- TARGET SERVER

Prerequisites Check WIN-UKDQUO3BLIB
| & All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare ®

yment Configuration

Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Cptions computer

DNS Options
Additional Cptions

aths

Review Cptlions

Rerun prerequisites check

@ View results
1

Windows Server 2019 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4,07 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For mare information about this setting, see Knowledge Base article 942584 (http://
go.microsoft.com/fwlink?Linkld=104751),

! This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both [Pvd and IPvE static IP addresses should be assigned to both IPv4 and
IPvG Properties of the physical network adapter. Such static IP address{es) assignment

should be done to all the physical network adapters for reliable Domain Name System

1, If you click Install, the server automatically reboots at the end of the promotion operation.

Maore about prerequisites

Hide

BPA results BPA results
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g. The PC will restart.

You're about to be signed out

iter is being restarted because Active Dires )¢ es was installed or

Close

2. (Required) Set up the DNS server

\‘é', In version 6.2 , the default DNS service included with the Windows Server image is no

longer supported. You must configure and use an external standalone DNS server to
provide domain name resolution for the Active Directory Domain Controller (ADDC).

» To add more endpoints to this domain, you may want to configure the DNS forward rule to allow these
endpoints to resolve public domains.

» To use a standalone DNS server, DNS server should not be installed in Step 1.
e The endpoint may use two DNS servers, one for the local domain, and another for public domains.
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3. Add Remote Desktop Users to the Allow log on through Remote Desktop Services
Properties policy

1. Open a command window as an administrator, then enter gpedit.msc to open the local group policy.

\Administrator{gpedit.msc

\Administrator»

[ Local Group Policy Editor - | *

File Action View Help
&% | E= HE

=/ Local Computer Policy =!I Local Computer Policy
v i Computer Configura

Select an item to view its description.  MName

| Software Settings
Windows Setting il Computer Configuration
| Administrative Te i User Configuration
~ i, User Configuration
| Software Settings

t} Windows Setting
| Administrative Te

< > \E:d:ended ,;{Standard/

2. Go to Computer Configuration\Windows Settings\Security Settings\Local Policies\User Rights
Assignment|\Policy Name: Allow log on through Remote Desktop Services.
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rator redit.msc

rator>

'=f Local Group Policy Editor

File Action View Help
Ll AN Gaillk SENEN 7 s

" local Computer Palicy # || Policy Security Setting "
v il Computer Configuration I

Access Credential Manager as a trusted caller

: Sn.f'tware SEtt'h Z MAccess this computer from the network Everyone Auther
v || Windows Settings

- Act rt of th ti t
| Marme Resolution Policy € 3= part of TNE operating system

% Scripts (Startup/Shutdown)
= Deployed Printers
—h Security Settings

a Account Policies

Add workstations to domain Authenticated U
Adjust memory quotas for a process LOCAL SERVICE,
Administrators, 8

llow log on through Remote Desktop Services Administrators

- T4 Cocal Policies] ' ack up files and directories Adrministrators,5

1 Audit Policy Bypass traverse checking Everyone Auther

I 5 User Rights Assignment I Change the system time LOCAL SERVICE,.
A securty Uptions Change the time zone LOCAL SERVICE,

| Windows Defender Firewall wit Create a pagefile Adrninistrators

| Metwork List Manager Policies Create a token object

| Public Key Policies Create global objects LOCAL SERVICE,

| Software Restriction Policies Create permanent shared chjects

| Application Control Policies Create symbolic links Administrators

g IP Security Policies on Local Co
| Advanced Audit Policy Confige
ol Policy-based Qo5
| Administrative Templates

I P

Debug programs Adrninistrators
Deny access to this computer from the network

Deny leg on as a batch job

A4 Deny log on as a service v
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3. Select Add User or Group of Allow log on through Remote Desktop Services policy.

ernal command,

File Action View Help
e nE XE

= Local Computer Policy

v i Computer Configuratic
| Software Settings
v [ | Windows Settings

| Mame Resolutio

=i Scripts (Startup/

= Deployed Printe

w _i;!l Security Setting

7 Account Pol

w [ Local Policig

5 Audit Po

o, User Rig

= Security

| Windows De

| Metworlk List]

| Public Key P

| Software Res

| Application

&, IP Security P

| Advanced A

wlly Policy-based Og

| Administrative Tem
a e o . .

IAIIQW lzg on through Remote Desktop Services Properties

Local Security Setting | Explain

_?' Allow log on through Remote Desktop Services

Administrators

Add User or Group... Remove

| QK | Cancel

Security Setting ™

Everyone Auther

Authenticated U
LOCAL SERVICE,
Administrators, 2
Administrators

Administrators,
Everyone Auther
LOCAL SERVICE,.
LOCAL SERVICE,.
Adrninistrators

LOCAL SERVICE,

Administrators

Administrators
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4. Click Advanced.

File Action View Help
o= | 2 X E

\=/ Local Computer Policy

w i Computer Configuratid
| Software Settings

| Windows Settings

| Mame Resolutio|

| Scripts (Startup/

= Deployed Printe]

i Security Setting

2 Account Pol

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Users. Service Accounts, Groups, or Builtin security principals

| Ohbject Types

From this location:

|win1 9ADserver.com

Locations...

Enter the object names to select (gxamples):

2 Local Polici
4 Audit Po)

Advanced...

o, User Rigk

5, Security {

| Windows De

| Metwork List

| Public Key Py

| Software Res

| Application {

lg IP Security P

| Advanced A{

ul)f Policy-based Qa
| Administrative Tem|

Add User or Group...
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Security Setting *

Everyone Auther

Authenticated U
LOCAL SERVICE,
Administraters, 2
Administraters

Administrators,5
Everyone Auther
LOCAL SERVICE,.
LOCAL SERVICE,.
Administrators

LOCAL SERVICE,

Administrators
Administrators
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5. Click Find Now.

n administr
an inte

pre o ]
Select Users, Computers, Service Accounts, or Groups
sh\Administrator>»
Select this object type:

dministrator:> Users, Service Accounts, Groups, or Builtin security princi | Object Types...
Ef From this location:
File Action View Help |win19ADserver.com | | Locations..
4= | ralls5 | X = 5 Common Queries
5[ Local Computer Policy Name: Starts with | Columns... Setting
v Cf:umputer Configuratic _ mod Nom
: Sc'.f'tware Settl.ngs Starts with L Auther
v || Windows Settings -
| Mame Resolutio —
|| Seripts (Startup/ cated U
p= Deployed Printe = ERVICE,
v Gy Security Setting s prators, A
& Account Pol frators
~ [ Local Policig frators,5
& Audit Po oK T e Auther
4 UserRigh | ~=arch resits: ERVICE,
1 Security § | Name E-Mail Address Description In Folder ERVICE,
| Windows De trators
| Metwork List
| Public Key P| ERVICE,
| Software Res
| Application { rators
&, 1P Security Py rators
| Advanced Aj
alli Policy-based Qg
| Administrative Tem| v
a e e
< LI Ll TCE] A >
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6. Add Remote Desk User group.

File Action View Help
|5 E XE E

\=[ Local Computer Policy

v i Computer Configuratio
| Software Settings
w [ Windows Settings
| Mame Resolutic
=] Scripts (Startup/
= Deployed Printe
-:J‘_:_.I Security Setting
7 Account Pol
1 Local Policig
& Audit Po
= User Righ
& Security |
| Windows De
| Metwork List
| Public Key P
| Software Res
| Application {
&, IP Security P|
| Advanced At
wlly Policy-based Qg
| Administrative Tem|

I - -

ernal command,

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Users. Service Accounts, Groups, or Builtin security principals | Object Types...

Fram this location:

|win1 SADserver.com

Common Gueries

Name: Starts with

Starts with

Disabled accounts

Nan expiring password

Search results:

Locations...

Columns...

Cancel

Setting ™

B Auther

cated U
ERVICE,
trators, £
trators

trators,5
e Auther
ERVICE,

MName E-Mail Address Description

Ee RAS and IAS Servers Servers in this gr...
EEF!DS Endpoint Servers
EEF{DS Management Servers
R
Members of this ...

mote Management Users
EE Replicator
e %
£

In Folder

win19ADserver....
win19ADserver....
win19ADserver....
win13ADserver....
win19ADserver....
win19ADserver....

win19ADserver....
win19ADserver....

ERVICE,
trators

ERVICE,

trators

trators

L dlCET
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7. Remote Desktop Users is added.

' is

r"-atll; program o

dministra

dministra

run administr

an inte ernal command,

Allow log on through Remote Desktop Services Properties ?
File Action View Help
e e R D E Local Securty Setting  Explain
=] Local Computer Policy _j' Alow log on through Remote Desktop Services Security Setting *
v il Computer Configuratiq =
| Software Settings Everyone Auther
v [ | Windows Settings
| Mame Resolutio - .
| Scripts (Startup/ r Remote Desktop Users Authenticated U
I,_.'m Deployed Printe LOCAL SERVICE,
v G Security Setting Administrators, 2
@ Account Pol Adrninistrators
v [4 Local Policie Administrators,5
4 Audit Po Everyone Auther
4 User Rig LOCAL SERVICE,
5 Security LOCAL SERVICE,
| Windows De Administrators
| Metwork List | Add User or Group... Remove
| Public Key P LOCAL SERVICE,
| Software Res
| Application Administrators
&, 1P security P Administrators
| Advanced A
ali Policy-based Qg
| Administrative Tem v
< oK Cancel Apply 2
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4. (Optional) Add AD Users to the Remote Desk User group

1. Add Active Directory Users
a. Inthe Server Manager, click Tools > Active Directory Users and Computers.

o ey

Server Manager * Dashboard

{8 Dashboard

i Local Server
All Servers
AD DS

DNS

= B

File and Storage Services P

Start

FortiDeceptor 6.2.0 FortiDeceptor Customizaiton Guide
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WELCOME TO SERVER MANAGER

@1 F

o Configure this local ser

QUICK START

2 Add roles and features

3 Add other servers to man
WEATS AW 4 Create a server group

5 Connect this server to clo
LEARN MORE
ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Servers total: 1

il ADDs

Be

DNS

@ Manageability
Events
Services
Performance

BPA results

@ Manageability
Events
Services
Performance

BPA results

Manage Tools View

Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
I Active Directory Users and Computers I
ADSI Edit

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Policy Management

ISCSI Initiator

Local Security Policy

Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Informaticn

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memory Diagnostic

-
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b. Right-click the domain name and open the Users folder.

Server Manager * Dashboard

Manage

Tools

Hide

] Active Directory Users and Computers X
- File Action View Help
Tlhaleg s 0 XEE2 HE/ 2 e TE%S
All Serve
: Active Directory Users and Com|| Name Type Description A
HDDE J SE_VEd Queries &Adminimatnr User Built-in account for ad...
& DNS hd 33 win13ADserver.com I B2 allowed RO... Security Group... Members in this group c.
ii File and j Eun‘rl'::uters %Cart Publish... Secur?ty Group... Members Ufth?s group ..
57 Domain Controllers %C\on.eable D.. Secur!ty Group... Members .ofthls group t..
“| ForeignSecurityPrincipal: S&Demed ROD... Security Group... Members in this group c..
= Managed Service Accour S&Dn;ﬁ\dmins Security Group.., DMNS Administraters Gro...
%Dn;UpdateP.‘. Security Group...  DNS clients who are per...
%Dnmam Ad.. Security Group... Designated adrministrato...
%Dnmain Co... Security Group... All workstations and ser...
%Dnmain Con.. Security Group... Al domain controllers i...
%Dumain Gue.. Security Group... All domain guests
%Dnmain Users Security Group... All domain users
%EnterpriseA... Security Group.., Designated administrato...
%Enterprise K.. Security Group... Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group... Members in this group c..
o Guest User Built-in account for gue...
%Keyﬁ\dmms Security Group...  Members of this group ...
%Pmtaded Us... Security Group..., Members of this group ...
ESRAS and |AS .. Security Group...  Servers in this group can...
< > || 8% Read-only D... Security Group... Members of this aroup .. v
DETVICES DETVICES
Performance Performance
BPA results BPA results
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c. Right-click the Users folder and select New > User.

Server Manager * Dashboard Manage  Tools

‘ | Active Directory Users and Computers - m} x =
Dashb
SSSE il Action View Hep

Tl e g @ 0 XD Bm 3 eaTaa

!E Al ] Active Directory Users and Com || Name Type Description s
lal ADDS J SE_VEd Queries 2, Administrator  User Built-in account for ad...

2 DNs v # \n;n;‘iﬁgrs]ewer.mm B2 Allowed RO...  Security Group... Members in this group c...

ii Filerand < Computers %Cert Publish... Security Group... Members of this group ...

E&C\oneab\e D... Security Group.. Members of this group t...
“| ForeignSecurityPrincipal: %Danied ROD.. Security Group... Members in this group c...
=| Managed Service Accout %Dnmdmins Security Group... DNS5 Administrators Gro..
5 e mDn;UpdateP... Security Group...  DNS clients who are per..,

= | Domain Controllers

Delegate Control... 3in Ad... Security Group... Designated administrato...
Find... ain Cow.  Security Group...  All workstations and ser...
= - T e Yers i
I Mew -3 I Computer Hide
All Tasks ¥ Contact
View N Group trato...
InetOrgPerson up ..
Eebeh msD5-KeyCredential PUp
Epril msD5-ResourcePropertyList PUp G
ue.
Properties msD3-ShadowPrincipal Container Jip
Help mslmaging-P5Ps Sup ..
HE HAS MSMC Queue Alias 3 can...
s 2 ‘ £, Reac Printer up .. v
Creates a new item in this container,
anvices
Shared Folder
Performance Performance
BPA results BPA results
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d. Enter the AD user name and click Next.

Fﬁ. Server M r — <
Server Manager * Dashboard &) Manage  Tools  View  Help
...— rtinem Mivmrdomellrmer mmel oo dees - O o
| Mew Object - User hat
- 4
BE All Server— ; Createin:  win19ADserver.com/Users
Y = @ on "~
L Fwms ccount for ad...
[+] R . "
el DNS First name I ‘ad\ure1 I | Initials: | | s in this group c...
ii File and 4 - _ s of this group ...
reme \— | s of this group t...
Full name: I adlure1 I | s in this group c...
% ministrators Gro...
S nts who are per...
|ad|ure'\| I | @win19ADserver.com i ed administrato...
Etations and ser...
User logon name (pre-Windows 2000): . R
in controllers i...
|WIN1‘3.»‘\DSEHVEH\ I|ad||.|re1 | | in quests Hide
in users
ed administrato..,
< Back Next = Cancel s of this group ..
_— s of this group ...
%Grnup Polic... Security Group...  Members in this group c...
Ea]GLIESt User Built-in account for gue..,
S&Ke}rﬁ\dmins Security Group...  Members of this group ...
%Prntected Us... Security Group... Members of this group ...
%RAS and |AS ... Security Group... Servers in this group can..
< > || 8% Read-only D... Security Group... Members of this aroup ... v
Services SEervices
Performance Performance
BPA results BPA results

e. Enterthe AD user password and click Next.
¢ Disable User must change password at next logon.
¢ Enable User cannot change password and Password never expires.
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Server Manager * Dashboard @1V Mamge ook view

P fctie Micectoc. llcae: o -
i MNew Object - User X
Local Ser
! 4
All Server 4 E) Createin:  win19ADserver.com/Users
= . on
ADRE ccount for ad...
2 DNs M | Password: |uuuu | < in this group c...
-l f thi
g File and TP T |.uuu-| | ® o s group
s of this group t...
User must change password at next logon N .|r1 this group c...
ministraters Gro..
[] User cannot change password hts who are per..
[[] Password never expires ed administrato...
[ Account is disabled stetions and ser..
in controllers ...
in guests Hide
in users
ed administrato...
<Back Next > Cancel | [f Of this group ..
s of this group ...
%Group Polic... Security Group... Members in this group c...
&Guest User Built-in account for gue...
%Keyhdmins Security Group... Members of this group ...
%Protectad Us... Security Group... Members of this group ...
%RAS and I1AS ... Security Group... Servers in this group can..
4 > || B Read-only D... Security Group... Members of this aroup ...
Services Services
Performance Performance
BPA results BPA results
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f. Click Finish.

—

El e | o

£

Mew Object - User

3_) Create in:

win19ADserver.com/ Users

on

‘When you click Finish, the following object will be created:

account for ad...

Full name: adlure 1

User logon name: adlure 1@win159ADserver com

The user must change the password at next logon.

gin guests

RN USErs

<Baok

:%Gmup Polic...
&Guest
:%Keyhdmins
:%Protected Us...
H2 RAS and IAS ...
H2 Read-only D..

Security Group...
User

Security Group...
Security Group...
Security Group...
Security Group...

Members in this group c...
Built-in account for gue...
Mermnbers of this group ..
Members of this group ...
Servers in this group can...

Members of this aroup ...

< in this group c..
s of this group ..
= of this group t...
< in this group ..
ministrators Gro...
nts who are per...
ed administrato...
ctations and ser...

ain contrellers i.

ed administrato...

Cancel s of this group ..
< of this group ...
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g. The AD Users are added.

Server Manager

» Dashboard

i Local Ser

| Active Directory Users and Computers

File Action View Help

o AE 4 RERZ HEI L eaETER

View

Hide

: Active Directory Users and Com| |fName Type Description
tJ Saved Queries &adlurd User
v F w.ln'l‘);il[?servar.com &, adlure? User
| Builtin
ii File and = Computers &adlure?r User :
5 Domain Controllers Administrator  User Built-in account for ad...
= ForeignSecurityPrincipall %Allowed RO... Security Group... Membersin this group c...
=| Managed Service Accout %Cer‘t Publish... Security Group... Members of this group ...
| Users S&CloneableD... Security Group..  Members of this group t...
%Denied ROD... Security Group.. Members in this group c...
%Dﬂmdmins Security Group.., DNS Administrators Gro..
%DnsUpdateP... Security Group... DN clients who are per...
%Dnmain Ad... Security Group...  Designated administrato...
%Domain Co..  Security Group...  All workstations and ser...
%Domain Con.. Security Group... All domain controllers i...
%Domain Gue.. Security Group.,  All domain guests
%Domain Users  Security Group...  All domain users
%EnterprlseA..‘ Security Group... Designated administrato...
%Enterprise K. Security Group.. Members of this group ..
S&Enterprise R.. Security Group... Members of this group ...
%Grnup Polic... Security Group... Members in this group c...
EajGuEst User Built-in account for gue...
< > || 82 Key Admins  Security Group... Members of this aroup ...
envices eniices
Performance Performance
BPA results [ BPA results

44T AA%Y A AL

2. Addthe new AD users to the Remote Desk User group.

a. Inthe Server Manager, go to Tools > Active Directory Users and Computers >{domain name} > Builtin >

Remote Desk User group.
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b. Double-click Remote Desk User group, click the Members tab and click Add.

Manage Tools

& Active Directory Use ers — m} x
File Action View Help
0 Local Ser e $| # | Vs | XE G lREI‘I"IUtE Desktop Users PrUEEmEsI ? X
:: lle=re : Active Directory Users and Com|| pa General Member Of  Managed By Description ™
Igl ADDS J Saved Queries % G Members p.. Guests havet
& DNS v w.\n19AD;erver‘com 8 : p... Members of tl
- | Builtin Mame Active Directory Domain Services Folder
&% File and § = Computers %H p... Built-in group
2| Domain Controllers %\r P Members of
| ForeignSecurityPrincipall % p.. Members in tt
| Managed Service Accow %P p... Members of t
| Users % P p.. Members of tl
58 P p.. Abackward o
%P p.. Members can
%R p.. Serversin this
%R p..  Serversin this Hide
%R p... Serversin this
%R p.. Membersintl
%R p... Members of tl
%R p.. Supportsfiler
%S p.. Members can
% 5 Remove p.. Members of tl
%T p.. Members of tl
%U p... Usersare prev
%\" Cancel Apply p.. Members of tl ¥
< || < >
Ik Services Services
Performance Performance
BPA results BPA results
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c. Click Advanced.

& Active Directory Users and Computers

File

Action  View Help

o= AE 48 (XE E

] Active Directory Users and Com
5 || Saved Queries
v iﬂ win194Dserver.com

| Builtin

1 Computers

2| Demain Controllers

[ FareignSecurityPrincipaly
[ ] Managed Service Accour

] Users

Mar
B
B H
oAl
%Ir
2
Hp
fp
e p
2 p
R
R
R

— O *
Remote Desktop Users Properties 7 >

SEIJ& Users, Contacts, Computers, Service Accounts, or Groups * btion ™
Select this ohject type: have tf
|User5. Service Accounts, Groups, Buitt-in security principals, or Other c| | Object Types.. | :Ersr:ztl
From this location: ergs of::::
|win19ADsewer.com | | Locations. . | ers in th
Enter the object names to select (examples): ers of
ers of tl

| Chechk Names

tward o
ers can
in this
ok ] [ ] [mow
P SETVETS in this
p..  Members in th
g Members of tl
g Supports file r
p.. Members can
Remave p..  Members of tl
p.. Members of tl
p.. Users are prev

oK | | Cancel | Apply p.. Members of tl ¥

>
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d. Click Find Now and choose the AD users you would like to add to the Remote Desk User group.

Server Manager * Dashboard & Manage Took  View  Help
& Active Directory Users and Computers — O *
22 Dashb
IR Fle Acon View  Help
B Local Ser I = —| Rl
- 4= $ | bl | ‘g 8 | x B L] Select Users, Contacts, Computers, Service Accounts, or Groups x
m AllS
i e : Active Directory Users and Com || pam Select this abject typ
e ) | is o e
Igl AD DS | SavetiQueries i ¥e !
:% DNS v fj win19ADserver.com %H
. ) | Builtin %II' From this location:
BE File and | Computers S&Ir |win19,.\\[]5ma_mm | e
= | Domain Controllers %
| ForeignSecurityPrincipalt N Comman Gueries
| Managed Service Accour &p N Columms..
| Users %P- ame: Starts with |
P |
%P Description: | Starts with Find Now |
R Disabled accounts Stap
S& R Non expiring password Fide
#R -
%R. Draps gince last logon: ?J:'
#r
&R
%Sl
oK Cancel
82 of Search results: ane
%Tl MName E-Mail Address Description In Folder
#u
52w
< ||l L]
Services
Perform
BPA resy
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e. Click OK.

j Active Directory Users and Computers

File Action View Help

e« nE 48| XE G

] Active Directory Users and Com
5 || Saved Cueries
v ‘fj win1%ADserver.com

| Builtin

» [ Computers
» |2 Domain Controllers
» || ForeignSecurityPrincipal:
» || Managed Service Accour
|| Users
< >

— O x
Remote Desktop Users Properties ? *

Select Users, Contacts, Computers, Service Accounts, or Groups > btion
Select this object type: havett
|U5EH'E, Service Accounts, Groups, Builtin security principals, or Other c| Object Types. . ;Ersr::tl
From this location: ergs off:
|win'|9ﬁDsewer.com | Locations. . ercin th
Enter the object names to select (examples): ers of tl
adlure1 (adiure 1@win 19ADserver.com): Check Names ers of tl
adlure? (adiure2@win 19ADserver.com): twiard cr
adlure3 (adlure 3@win 134 Dserver. com} ers can
in this
Advanced... QK Cancel in this
P ervers in this
p.. Membersintt
p.. Members of tl
pe.  Supports file r
p.. Members can
Add.. Remove p.. Members of tl
p... Members of tl
p.. Users are prev

oK Cancel Apply p..  Members of tl v

>
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f. The AD users are added to the Remote Desk User group. Click Apply.

Server Manager » Dashboard & Manage  Tools  View
— & Active Directory Users and Computers — m} X
” Dashboa JE AR
B Local Ser . $| # ‘ & B | XE g Remote Desktop Users Properties ? x
!: allsenie ] Active Directory Users and Com|| nap{ General Members Member Of Managed By Description ™
Il ADDS J Saved Queries X Members: p.. Guestshavet!
= DNs v w.m19ADseNer.(om Hr : p..  Members of tl
- | Builtin Name Active Directory Domain Services Folder R
g File and | Computers EB” 3_, adlure1 win19ADserver com/Users e Buifiin group
27 Domain Controllers 2 2 adure2 win19ADserver com/Users p-. Members of
| ForeignSecurityPrincipalt 5& 3_, adlure3 win13ADserver com/Users P Members int!
| Managed Service Accour S&P p..  Members of t
| Users EBP po.  Members of tl
%P p.. A backward o
%P p... Members can
E&R g, Serversin this
H2 g P Serversin this Hide
%R p... Serversin this
%R p..  Members intt
E&R g Members of t
%R p.. Supports file r
L\\) %S p... Members can
S&S Remove p..  Members of t
%T p..  Members of tl
%U w.  Users are prev
% oK Cancel Apply b...  Members of tl v
< 3| < >
SErvices SEervices
Performance Performance
BPA results BPA results

8. Save the customized image

After Windows shuts down successfully, click Save to save this image. It may take several minutes to save the
entire image. After it's finished, the page will display the Customized Images table with a new entry.
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© Customize =

Cirl+Alt+Del

Discard

Status:
Ready
Customization Leg:

® &
Stopping services
S ! ’, The GUI may not display a Power option if Windows Server is connected to a domain.
? To shut down the device, open a Command Prompt as and Administrator In this case,
- and run shutdown /s /t 1 /f.

9. Review the customization resulit

Click the View icon to review the customization log for the customized image. Click the Delete icon to remove
the customized image.

2% FortiDeceptor > # ®- LaEme- O admin

@ Dashboard I
J Customized Images | Imported Images
v

® Deception

Custom Decoy Image = Import Image and Customize

Deception OS

Deployment Network []  Actions VM Name Joined Domain CPU Memory (KB) HDD (GB) Applied Time

Lure R -50)-!
ureResourees [] o8 cus_10ad fdcad69.net 4 4096000 35 032-11-24 14:50:55
Deployment Wizard

Decoy Status [l e cus_19ad fdcad69.net 4 4096000 20 802-11-24 14:54:58
Deception Token

Deployment Map O - cus_16 fdcad69.net 4 4096000 35

Asset Discovery

Use the custom Windows image
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10. Use the custom Windows image

Apply the custom images

To apply a custom image:

1. In FortiDeceptor, go to Deception > Customization> Customized Images.

£52 FortiDeceptor v a6~ @ admin v

@ Dashboard

[
Customized Images ‘ Imported Images
@® Deception v

Custom Decoy Image = Import Image and Customize & Apply @ Delete
Deception 05

Actions VM Name Joined Domain CPU Memory (KB) HDD (GB) Applied Time

Deployment Network

Lure Resources oo cus_10ad fdcade9.net 4 4096000 35 2022-11-24 14:50:55
Deployment Wizard

O o g

Decoysials ® o cus_19ad fdcad69.net 4 4096000 20 2022-11-2414:54:53
Deception Token

Deployment Map

K

e cus 16 fdcad69.net 4 4096000 35
Asset Discovery
Safe List

Incident

@) Fabric

4 Network

£ System

L4 Log

2. Choose a custom image and click Apply”. The applied image is displayed in the Deception OS table. It may
take several minutes for the image to appear in the table.

ortiDeceptor > & @~ L6~ @ admin v
@ Dashboard o ~
o= Upload Deception OS Package % Synchronize Deception OS List
| @ Deception v
Erem Rl Status Name t 0sType VM Type Lures
Deception 05 o
&, Get (1040MB; centosv1 Centos Linux Server ® & a @ =
Deployment Network ¢ ) % 26 & = e = ®
Lure Resources
& Get(1052MB) crmvl &5 ERPOS ERP system ®
Deployment Wizard
Decoy Status :
4 o £ Initialized cus_10ad 28 Customized Windows 10 Windows Desktop Iy & @ = [
Deception Token
Deployment Map S Cctomized Windows S N
o #$ Initialized cus_16 g CustomizedWindows server Windows Server -y & & @ © ]
Asset Discovery 2016
Safe List

Deploy decoys with custom generic Image

To deploy decoys with a custom generic images:

1. In FortiDeceptor, go to Deception > Deployment Wizard and create a new deployment.

2. Inthe Configuration step, choose a custom image and continue to follow the steps in the wizard to deploy
the decoys into the network.
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£2% FortiDeceptor

Dashboard

@® Deception v
Custom Decoy Image
Deception OS
Deployment Network

Lure Resources

Deployment Wizard

Decoy Status

Deception Token

Deployment Map

Asset Discovery

Safe List
Incident >
@ Fabric >

Deployment Wizard

Name *

Available Deception OSes *

Selected Services *

Automate Lures

& Template < © Set Network @

custom-decoy o

cus_ 16 X v

SMB, RDP, MSSQL, IS (HTTP), IS (HTTPS),

any v

Generate lures Clear

% 6 O © [+

3. Select the RDP and SMB domain users will access.

For normal users:

l.__é RDP(2)

Username

loretta

lawrence

@ SMB (2)

Username

rhonda

maurice

For domain users:

©

Password

| @

Password

+ Add Lure

4+ Add Lure

Sharename

Ay
‘q'

As of version 6.1, the GUI does not include toggles for Allow domain users to access
SMB/RDP and Anti-Deception Detection. Both settings are enabled by default.
These settings remain enabled by default even if you enter an AD account in the
format adlure@exampledomain.com.
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8 sve ® © +

1]

i ]
Click here for details

Username Password Sharename

Delete

Delete

Delete

Delete

Delete

SMB
Allow domain user to access SMB  Yes
Anti Deception Detection Yes
Username Password Sharename

Deploy decoys with a customized SQL Server image

To deploy decoys with a custom SQL Server image:

1. In FortiDeceptor, go to Deception > Deployment Wizard and create a new deployment.

2. Inthe Configuration step, choose a custom image and continue to follow the steps in the wizard to deploy
the decoys into the network.

3. Click Sample to download a sample DB that you can upload to any DB that already exists in the Customize
Decoy image.
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=z FortiDeceptor

Dashboard > Name *
@ Deception v
Custom Decoy Image
LIS Selected Services *

Deployment Network

Lure Resources Automate Lures

Deployment Wizard

Decoy Status
Deception Token %

SMB
Deployment Map

Asset Discovery

(g roP
Safe List ®
Incident >
MSSQL
@ Fabric > o
£x Network >
Listening Port *
& System H 4
il
& Log ? Database Name *
Database Content *
ODBC Lure
MSSQL Users

Username

4. To generate SQL alerts using the SQLCMD tool run the following command inside the command line:

Available Deception OSes *

©

+ Add new user

custom-decoy
cus_16 X v
MSSQL, 1S (HTTP), 1S (HTTPS), SMTP, TCP

any v

Generate lures Clear

1433 I e
pubs| (]
0 The Datht name t match the ni f

| X, Upload SQL schema '

Database File cannot be empty.

Sample

Password

sqlcmd -S "IP Address" -U "username" -P "password"

Use WideWorldImporters;
SELECT name

from SYSOBJECTS

WHERE

xtype = 'U’

0go

Or

Use WideWorldImporters;

Select top 100 * from Sales.Orders;

go
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@ Dashboard >
® Deception >
| Incident ~
Campaign
Attack Map
MITREICS
@ Fabric >
Network >
&8 System >
L Log >

5

Z Refresh PDF Report [ Exporttocsv « Markall as read Show  Interaction Events Only
D Severity Protocol Last Activity +
2938495035600220735 2022-12-14 10:39:46 PST

= Timeline

B8 Table 2 Refresh

2022-12-1410:35:11 PST

C3 Attacker User. ricky

2 Attacker IP: 10.11.4.24

@ Attacker Port: 1032

& MITRE T0811 TO812 T0859 T08E2
Techniq

@ right after(2022-12-14 10:35:11 PST)

Open Port: From 10.11.4.24:1032 To 10.11.4.121:1433

£ Download Traffic PCAP
MD5  0db18af23a7b9927291312648ddc14b4
File Size 68KB
FileType  pcap

@ 2seconds later(2022-12-14 10:35:13 PST)

SQL Server Logon User ricky login with password: Z2%V1%J1

() 2seconds later(2022-12-14 10:35:13 PST)
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Attacker IP
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®

Attacker User
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Attacker
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Deploy decoys with a custom IIS (HTTP/HTTPS) image

To deploy decoys with a custom IIS (HTTP/HTTPS) image:

1. Go to Deception > Deployment Wizard.
2. Click a custom IIS image.

@ 11 (HTTP) (1) O
Listening Port 80 <
11S (HTTP) Users + Add User

'ggfw)s IS (HTTPS) (1) e
Listening Port 443 (-]
SSL Certificate (optional & Upload certificate/key zip file &
© The zip file should contain both S¢
IS (HTTPS) Users + Add User

Deploy decoys with a custom NBNSSpoofSpotter image

To deploy decoys with a custom NBNSSpoofSpotter image:

1. Goto Deception > Deployment Wizard.
2. Click a custom NBNSSpoofSpotter image.

NENSSpoofSpotter (0) o)

Username scott
Password

Domain (optional)

Hostname (]
© Please provide a fake hostname for NBNS request
Interval 3600 |seconds @
\‘ ! ’l
9 NBNSSpoofSpotter detects attacks using the Responder tool and includes a link to
| https://github.com/SpiderLabs/Responder with more information about the attack.

Deploy decoys with a custom SWIFT Lite2 image

To deploy decoys with a custom SWIFT Lite2 image:

1. Go to Deception > Deployment Wizard.
2. Click SWIFT Lite2 service.
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3. Upload the MT Files.

SWIFT Lite2 @D

SWIFT MT Files * l X sample_MTzip | @ Sample MT files
o T r | .

Troubleshooting

The PC does not meet the Windows 11 minimum system
requirements

Supported Windows OS versions:

* Windows 11(64 bits) version 23H2 is supported
* Windows 11 (64 bits) version 24H2 is not supported
The OS Windows 11(64 bits) version 23H2 deception OS is similar to Windows 10 services. However, the GUI

restricts the CPU Cores, Memory and Storage. Since Windows 11 (64 bits) requires more resources, you may
see the following messages:
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@ NE, Windows Setup

This PC can’t run Windows 11

This PC doesn't meet the minimum system requirements to install this version of Windows. For
more information, visit https://aka.ms/Windows5ysReq

You may also be blocked on the following OOBE page.
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Let's connect you to a
network

E'? Unidentified network

L L=

Having trouble getting connected?
For troubleshootin g tips, use another dewvice and wvisit

A KA. MS/ NetWorksetup

To run Set Bypass TPM and SecureBoot check:

1. Boot off of your Windows 11 install disk.
2. Press SHIFT + F10 to launch the command prompt. If this does not work, try SHIFT + F10 +FN.
3. Enterregedit and press Enter.

BN Select Administrator: X:\windows\system32\cmd.exe
Microsoft Windows rsion 10.0.22621.
rf tion. All right

4. Goto HKEY_LOCAL_MACHINE > SYSTEM> Setup. Right-click the folder to add a new key folder called
LabConfig.
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B8 Registry Editor [E=%|Eo8 =5
File Edit View Fovorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ Setup
~ Bl Computer Type Dota
» HKEY CLASSEM ROOT REG.SZ (value not set)
v 7] HKEY_LOCAL_MACHINE I . REG.SZ winpeshi.exe
- - 3 FactoryPreinstall.. REG DWORD (O0O0000T (1)
g |OstoaderPath  REG.SZ \
> T SECURITY #%] Respecialize REG_DWORD (x00000000 (0)
y SOFTWARE 'f'-"& RestartSetup REG_DWORD h 00000000 (0)
-'-'o'__'.‘feh-rp]’ype REG_DWORD Cw00000000 (3
7 1001 iis) SystemSetuplnP... REG_DWORD NO000000T (1)
¥ CurrentControlSet
3 DriverDatobase
! » HaordwareConfig
» Keyboard Layout
MountedDevices
H ResourceManager New > Key I
NG String Value
Select Binary Valve
3 Allowstart DWORD (32-bit) Value
Pid QWORD (64-bit) Value
SETUPCL Multi-String Vaiue
/ ﬁpﬁ:arz Expandable String Value
» | HKEY_USERS
» HKEY CURRENT_CONFIG

5. Add new value named BypassTPMCheck.
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6. Inthe LabConfig folder, type REG_DWORD", setitto 1.

i Registry Editor [E==EcR ==
File Edit WView Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ Setup\LobConfig

~ Bl Computer Neme Type Data
> 55 HKEY_CLASSES ROOT ab{{Default) REG_SZ {value not set)
» HKEY CURRENT_USER e —— :
o HKEY LOCAL_MACHINE
HARDWARE
SAM
SECURITY New 3 Key
SOFTWARE
SYSTEM String Value
CentrolSet001 Binary Value
CurrentControlSet DWORD (32-bit) Value
DriverDatabase
HordwareConfig
Keyboard Layout Muiti-String Value
MountedDevices Expandable String Value
» ResourceManager
RNG
Select
w Setup
» AllowStart
Pid

£

WP4A

£ v

-Dif) VQIUE

WL N W L

s T3 HKEY_USERS

7. Inthe LabConfig folder, add a new value called BypassSecureBootCheck then type REG_DWORD, and set it
to1.
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B reatry to ==

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ Setup\LabConfig

v Il Computer Name Type Data
’ HKEY_CLASSES_ROOT -_'h': (Default) REG_SF (value not set)
> 55 HKEY_CURRENT_USER %4 BypassTPMCheck REG_DWORD 00000001 (1)

HKEY_LOCAL_MACHINE J
1 DRIVERS #3) BypassSecureBootCheck REG_DWORD 00000001 (1)

HARDWARE i
cAM Edit DWORD (32-bit) Value e
SECURITY
SOFTWARE
SYSTEM
ControlSet00]
CurrentControlSet
DriverDatabase
HardwareConfig
Keyboard Layout oK Cancel
MountedDevices
b ResourceManager
RNG
Select
~ Setup
5 AllowStart
Pid
SETUPCL
LabConfig
b Seftware
Wwed

gt ViEw FaVOories Help

L e N "

L R N

ﬂ You can set the RAM larger than or equal to 4G during configuration. However, if the
RAM is less than 4G, you can add another new value called BypassRAMCheck to the
LabConfig folder, and type REG_DWORD, and setto 1.
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To set the bypass network setup during OOBE:

1. Press SHIFT + F10 or SHIFT +Fn+ F10 to launch the command prompt when asked to setup network
2. Enter OOBE\BYPASSNRO and press Enter.

B8 Administrator: C\Windows\system32\cmd.exe - (]

3. Click the View icon to review the customization log for the customized image. Click the Delete icon to
remove the customized image.
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Redhat OS

1. Initialize the OS instance

To initialize the OS instance:

1. Go to Deception > Customization > Customized Images.

2. Click Import Image and Customize.

=-= FortiDeceptor

@ Dashboard
@® Deception

>
Customized Images ‘ Imported Images
v

Custom Decoy Image
@ Select or upload an I1SO & E @ Configuration }}}

Deception OS

Deployment Network Select an imported SO image: thel-server-7.9-x86 64-dvd.iso

Lure Resources
Deployment Wizard
Decoy Status

rhel-8.8-x86_64-dvd.iso
rhel-8.10-x86 _64-dvd.iso
rhel-9.4-x86 64-dvd.iso

Deception Token

Deployment Map

rhel-server-7.9-x86_64-dvd.iso

ubuntu-20.04 6-live-server-amd64.iso

Asset Discovery

Safe List

3. Choose an ISO image and click Next.
4. Configure the following settings and click Next.

ubuntu-24.04-live-server-amd64.iso

Name Characters in range “A-Za-z0-9-_", less than 48 characters.
CPU Cores 1-4
Memory 1024- 8192 MB.
Storage ¢ Minimum: 20 GB
¢ Maximum: Up to the supported hard drive size
Deploy Network Port1 Default
PortX Select the deployment network.
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* Gateway
« DNS

Customize Image

oO—©O

Select or upload an 150 Configuration Customize
Narme ~

CPU Cores™ 1

Memory(MB) ~ 1024

HDD{GE]} = 20

Deploy Network ~ port1({Default) -

port1({Default)

porté: vlan#

port2: subnet

5. Inthe VNC window, press Tab for full configuration options on menu items.

Red Hat Enterprise Linux 7.9

Install Red Hat Enterprise Linux 7.9

Test this media & install Red Hat Enterprise Linux 7.9

Troubleshoot ing
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6. Enable the test-based installer mode by adding inst.text text atthe end of the vmlinuz command.

Linux (RHEL) installations, the test-based installer mode is recommended for faster

s‘é’, While VNC windows supports the default graphical mode of Red Hat Enterprise
= and minimal setup.

Red Hat Enterprise Linux 7.9

Install Red Hat Enterprise Linux 7.9
Test this media & install Red Hat Enterprise Linux 7.9

Troubleshoot ing

> vmlinuz initrd=initrd.img inst.stageZ=hd:LABEL=RHEL-7.9\x20Server .x86_64 rd.
live.check quiet inst.text text_
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7. Settheroot password.

Installation

1) [x] Language settings

(English (United States))
Installation source
(Processing...)
Installation Destination
(Processing...)

Network conf iguration
(Not connected)

User creation

(No user will be created)

> make a selection from the above ['b' to begin installation, 'g

3

Time settings
(AmericasNew_York timezone)
Sof tware selection
(Processing...)

Kdump

(Kdump is enabled)

Root password

(Root account is disabled.)

]

to quit,

refreshl: 8

assword :
word (confirm):

Juestion

e password you have provided is weak: The password fails the dictionary check
it is based on a dictionary word
uld you like to use it anyway?

Please respond ‘'yes' or ‘no': yes
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8. Select the installation destination.

Please make your choice from above ['q’ to quit ’ to begin installation
‘'r’ to refreshl: 5

robing storage...
Installation Destination

[x] 1) QEMU HARDDISK: 48 GiB (sda)
1 disk selected: 48 GiB capacity: 48 GiB free

Please make your choice from above ['q’ to quit

» ]

r to refreshl: c

utopartitioning Options

[ 1 1) Replace Existing Linux system(s)
[x] 2) Use All Space

[ 1 3) Use Free Space

Installation requires partitioning of your hard drive. Select what space to use
for the install target.

Please make your choice from above ['g’ to quit | 'c’ to continue

» ]

r to refreshl: c

A\,
S L4
q Standard Partition is recommended.
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artition Scheme Options
Standard Partition
Btrfs
LUM
LUM Thin Provisioning
a partition scheme configuration.

Please make your choice from above ['q’ to quit |

’ ]

r° to refreshl: 1

Partition Scheme Options

[x]1 1) Standard Partition

[ 12) Btrfs

[ 13)LUHM

[ 14) LM Thin Provisioning

elect a partition scheme configuration.

Please make your choice from above ['q’ to quit |

']

r’ to refreshl: c
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9. Set the timezone.

Installation

1) [x] Language settings Time settings
(English (United States)) (AmericasBahia timezone)
3) [x] Installation source Sof tware selection
(Local media) (Minimal Install)
5) [x] Installation Destination Kdump
(Automatic partitioning (Kdump is enabled)
selected) Root password
?) [ 1 Network configuration (Password is set.)
(Not connected)
9) [ 1 User creation
(No user will be created)
Please make your choice from above [’'q’ quit i b’ to begin installation

F_

r’ to refreshl: b

etting up the installation environment
reating disklabel on sdevrsda

reating swap on sdevrssdal

reating xfs on sdev/sda3d

reating xfs on sdevssdal

uming pre-installation scripts

btarting package installation process

FortiDeceptor 6.2.0 FortiDeceptor Customizaiton Guide
Fortinet Inc.



Redhat OS

Bogota

Boise
Cambridge_Bay
Campo_Grande
Cancun
Caracas
Cayenne
Cayman
Chicago
Chihuahua
Costa_Rica
Creston
Cuiaba
Curacao
Danmarkshavn

Dawson_Creek
Denver
Detroit
Dominica
Edmonton
Eirunepe

El Salwvador

La_Paz

Lima
Los_fAngeles
Lower Princes
Maceio
Managua
Manaus
Marigot
Martinique
Matamoros
Mazatlan
Menominee
Merida
Metlakatla
Mexico City

Miquelon
Moncton
Monterrey
Montevideo
Montserrat
Nassau
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Scoresbysund
Sitka
St_Barthelemy
St Johns
St_Kitts

St _Lucia
o>t_Thomas
St_Vincent
Swift Current
Tegucigalpa
Thule
Thunder_Bay
Ti juana
Toronto
Tortola

Uancouver
Whitehorse
Winmipeg
Yakutat
Yellowknife

quitl: 21
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10. Enter ‘b’ to begin the installation.

Installation

1) [x] Language settings Time settings
(English (United States)) (AmericasBahia timezone)
3) [x] Installation source Sof tware selection

(Local media) (Minimal Install)

5) [x] Installation Destination Kdump
(Automatic partitioning (Kdump is enabled)
selected) Root password

7?) [ 1 Network configuration (Password is set.)
(Not connected)

9) [ 1 User creation
(No user will be created)

Please make your choice from above [’'q’ quit b’ to begin installation

v’ to refreshl: b

etting up the installation environment
reating disklabel on s/devrsda

reating swap on sdevrssdal

reating xfs on sdev/sda3d

reating xfs on sdevssdal

unming pre-installation scripts

[btarting package installation process

11. The custom system will be reboot and show the login terminal after the installation is complete.

Customized Images Imported Images

Cookbook

Reboot

Ciri+Alt+Del
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2. Mount the device on your system

To mount a device on the system:

1. Log in with root.
2. Run mount /dev/srl to directory you prefer. (eg, / tmp / cus )

& ! /, To re-customize Linux distributions (e.g., Red Hat, Ubuntu, Debian), the
? customization scripts are stored on the system drive /dev/sre. Mount /dev/sro to
- the newly created directory before starting the re-customization process.

3. Check the file list in this mounted directory.

[RFed Hat Enterprise Linux Server 7.9 (Maipo)
[Kernel 3.160.8-1168.e17.x86_61 on an xB6_64

localhost login: root

[root@localhost 1% 1s

naconda-ks.cfqg
[root@localhost “1# mkdir ~tmpscus
[root@localhost “1# mount sdevrsrl tmprcus

ount: sdevwrsrl is write-protected, mounting read-only
[rootBlocalhost “1# 1s ~tmp-cus/

[FDC_Customization_Cookbook.pdf net. json README_Linux.txt README_Windows.txt
[root@localhost “1# ls stmp-ocus/Linuxs

bash decoy strace installation.sh install redhat modules.sh redhat cus toolkit.sh set network.sh sshd strace.stp
[rootllocalhost 1% _

3. Configure network

You can configure the network automatically or manually.

Option A: Configure the network by Linux/set_network.sh script automatically

bash set_network.sh

[rnut@lncalﬁhst "]E bash /tmp/cus/Linux/set:netunri.sh
Found network interface ens3
lset ip to B.254.253.77

set 18.254.253.1 to B.254.253.1

onnection successfully activated (D-Bus actiwve path: rsorgrsfreedesktop/NetworkManager-fActiveConnections1)
0Q ocalho ~ 14 i jption-mapage eajste

Option B: Configure the network manually.

1. Open and read the setting file net. json.
2. Follow the settings to configure the IP, gateway, DNS
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3. After you are done, verify your network can access the internet.

[runt@lucalﬂnst "]5 baszh /tmp/cus/Linux/set:netuuri.sh
found network interface ens3
set ip to B.254.253.77

lset 18.254.253.1 to B.254.253.1
ommection successfully activated (D-Bus active path: rorgsfreedesktopsNetworkManager-fictiveConnections1)

00 04 ) I h DN -—Inana

4. Register the server

Register the server with your account, then customize your system customization to fit the deployment
environment.

To register the server:

1. Run the following command: subscription-manager register
2. Enter your username and password.

[root@localhost ~1# SLlilSC‘T‘lp on-manager register
egistering to: subscription.rhsm.redhat.com:443/subscription
Sername :

he system has been registered with ID: dBb22383-7bad-47al-a?68-bb3296e9d4583
The registered system name is: localhost.localdomain

5. Install the required modules

You can install all the modules and packages or install the modules manually.

Option A: install all required modules and packages

1. Make sure you have registered your server with redhat.com.
2. Runthe following command: bash install_redhat_modules.sh

[root@localhost “1# bash tmprcus-Linux-install_redhat_modules.sh
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A\,

This script will take up to about one hour to run.

Option B: Install the modules manually

1. To enable the repository, run the following commands:
subscription-manager repos --enable=rhel-7-server-debug-rpms
subscription-manager repos --enable= rhel-7-server-optional-rpms

[rootRlocalhost cusl# subscription-manager repos --enable=rhel-7-zerver-debug-rpms

Repository

"rhel-7-server-debug-rpms’ is enabled for this system.

[root@localhost cusl# subscription-manager repos --enable=rhel-7-zerver-optional-rpms

Repository

"rhel-7?-server-optional-rpms’ is enabled for this system.

2. Install the packages by running:

yum install -y
yum install -y
yum install -y
yum install -y
yum install -y
yum -y install
yum install -y
yum -y groupins
yum install -y
yum -y install
yum -y install
yum -y install
pip3 install ps
pip3 install re
pip3 install sh

yum-utils

systemtap systemtap-runtime
kernel-devel-$(uname -r)
kernel-debuginfo-common-$(uname -m)-$(uname -r)
kernel-debuginfo-$(uname -r)
python3
python3-devel.$(uname -m)
tall 'Development Tools'
net-tools

samba samba-client

httpd

mod_ssl

util

quests

pip3 install netifaces
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python-kitchen noarch 1.1.1-5.el? rhel-7-server-rpms
ion Summary
1 Package (+2 Dependent packages)

otal dowmload size: 615 k

rning: svar-/cache yum- x86_64-73erver-/rhel-7-server-rpms/packages/python-chardet-2.2.1-3.el?.noarch.rpm: Header U3 RSA-SHAZ56 3
ignature, key ID fd431d51: NOKEY

: python-chardet-2.2.1-3.e1?.noarch.rpm 227 kB 68:88:82
i python-kitchen-1.1.1-5.el7.noarch.rpm 266 kB 80:88:82
D yum-utils-1.1.31-54.e17_8 .noarch.rpm Hd:88:688

188 kBrs A8:84:83
[Retrieving key from file:ssretc/pki rpm-gpy RPM-GPG-KEY-redhat-release
Importing GPG key BxFD431D51:
Userid : "Red Hat, Inc. (release key 2) <{securityBredhat.com>"
Fingerprint: 567e 347a d884 4ade 55ba 8aS5f 19% 2f91 fd43 1451
Package : redhat-release-server-7.9-3.el7.x86_64 (Fanaconda-7.9)
From 1 sete/pkisrpm-gpg/RPM-GPG-KEY-redhat-release
Importing GPG key BxZFAGSBEB :
Userid : "Red Hat, Inc. (auxiliary key) <securityBredhat.com>"
Fingerprint: 43a6 e49c 4a38 f4be 9abf Z2a53 4568 9cB8 2fab 5S58ed
Package : redhat-release-server-7.9-3.el?.x86_64 (Panaconda-7.9)
From 1 vetecspkisrpm-gpg/RPM-GPG-KEY-redhat-release
[Runming transaction check
uwming transaction test
ransaction test succeeded
wming transaction
Installing : python-chardet-2.2.1-3.el?.noarch
Installing : python-kitchen-1.1.1-5.el?.noarch
Installing : yum-utils-1.1.31-54.el17_8.noarch
Verifying : python-kitchen-1.1.1- 17 .noarch
Uerifying : yum-utils-1.1.31-54.el7_8 .noarch
Verifying : python-chardet-Z.2.1-3.el?.noarch
hel-?-server-rpms-?Server~xBo_64/productid i 2.1 kB B0:80:60

Installed:
yum-utils.noarch 8:1.1.31-54.el17_8

Dependency Installed:
puthon-chardet .noarch B:2.2.1-3.e1? puthon-kitchen.noarch 8:1.1.1-5.e1?

omp lete?
[root@localhost cusl#

6. Build the custom Linux tracer

After installing all required modules, go to your mounted directory and run:

bash decoy_strace_installation.sh strace.stp

The script will check your build environment before building the tracer
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[root@localhost cusl#t cd /root
[root@localhost ~1# bash /mntrcusrsdecoy_strace_installation.sh smnt/cus/strace.stp

systemtap
: xB6_b4
1 4.8
t 13.el?
: @a.a
¢ installed
. rhel-7?-server-rpms
: Programmable system-wide instrumentation system
: http:rsrssourceware.org-ssystemtaps
License ¢ GPLu2+
Description @ SystemTap is an instrumentation system for systems rumming Linux.
: Developers can write instrumentation scripts to collect data on
: the operation of the system. The base systemtap package contains-/requires
: the components needed to locally develop and execute systemtap scripts.

Loaded plugins: product-id, search-disabled-repos, subscription-manager

If the build is successful, the output will look like this:

[Rerun with -v to see them.
“wuangfx. ko’ -> ‘rusr/binsuaamgfx. ko’
[root@localhost 714

7. Install the FDC toolkit

To install the FDC toolkit:

1. Ensure the system customization is completed as expected.
2. Run the following command prompt you for missing packages: bash redhat_cus_toolkit.sh
3. Wait for the installation to finish. The system will:

e Unregister from redhat.com

e Shut down automatically if there are no errors
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Customized Images | Imported Images

§© Customize

: installed Cookbook
: rhel-?-server-rpms
: Basic networking tools Reb
: http:,/sourceforge . net/projects/net-tools/ eboot
GPLuUZ+
Description : The net-tools package contains basic networking tools, Ctrl+Alt+Del
¢ including ifconfig, netstat, route, and others.
: Most of them are obsolete. For replacement check iproute package.
A3318:34mchecking Puthon Enu. . .\B33[8m Save
Puthon 3.6.8
Discard
[Server version: fipachesZ.4.6 (Red Hat Enterprise Linux) Status:
[Server buil Mar 22 2822 15:35:18 °
AHBAS58: httpd: Could not reliably determine the server’s fully qualified domain name, using localhost.localdomain. Set the ’Ser) ¢ ) I. D | Log:
erfame” directive globally to suppress this message ustom Decoy Image Log:
@ &
[Samba version 4.18.16
P 1D Username Group Machine Protocol Uersion Encryption Signing
pid Machine Comnected at Encryption  Signing
var/libssambaslock-locking . tdb not initialised
his is normal if an SMB client has never connected to your server.
@#3318;34mchecking sshd. . .\833[8m
DpenSSH_7.4p1, OpenSSL 1.8.2k-fips 26 Jan 2817
ser.target .wants/sshd .service .
2 EST, use 'shutdowm -c’ to cancel.
[Broadcast message from root@localhost.localdomain (Mon 2622-11-87 18:31:22 EST):
he system is going down for power-off at Mon 2B2Z-11-B7 18:32:22 EST?
8. Save the custom Image
To save the custom image:
.
1. Inthe FortiDeceptor GUI, the image Status. You can continue when the status is Ready.
Customized Images | Imported Images
[PoLe! Cookbook
Reboot
Cirl+Alt+Del
Save
Discard
Status:

Custom Decoy Image Log:

@ L

2. Click Save when the system is powered off.
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9. Review the result

To review the result:

1. Click the View button to review the customization log for the customized image.

Customized Images ‘ Imported Images

| = Import Image and Customize

D Actions VM Name Joined Domain CPU Memory (KB) HDD (GB) Applied Time
[] & ®f@ cus_redhat 2 1048576 20 N/A
[ «em cus_rhel 2 1048576 20
2. (Optional) Click the Delete button to remove the custom image.
[
10. Use the custom Redhat image
o
Apply the custom images
To apply a custom image:
1. In FortiDeceptor, go to Deception > Customization > Customized Images.
J Customized Images ‘ Imported Images
I = Import Image and Customize 4, Apply i Delete
Actions VM Name Joined Domain CPU Memory (KB) HDD (GB) Applied Time
® o cus._rehl 2 2097152 20 2022-10-31 22:37:39
Aem cus_test 2 1048576 20

2. Select a customized image and click Apply. he applied image is displayed in the Deception OS table. It may

take several minutes for the image to appear in the table.

18
@

o £ Initialized cus_rehl A RedHat Linux Server

Ely)

i £+ Initialized cus_test Q RedHat Linux Server
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Deploy decoys with custom images (Generic Image)

To deploy decoys with a custom image:

1. In FortiDeceptor, go to Deception > Deployment Wizard and create a new deployment.
2. Inthe Configuration step, choose a custom image and continue to follow the steps in the wizard to deploy

the decoys into the network.

I-= FDC-VMO0000069086

@ Dashboard

® Deception
Custom Decoy Image
Deception OS
Deployment Network

Lure Resources

Deployment Wizard

Decoy Status
Deception Token
Deployment Map
Asset Discovery

Safe List

= "

Deployment Wizard

& Template © Set Network @

Name * ‘

Please enter config name.
Awvailable Deception OSes * cus_rehl X W
Selected Services * SSH, SAMBA, HTTP, HTTPS, GIT, TCPListen
Automate Lures any W

Generate lures Clear
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1. Initialize the OS instance

To initialize the OS instance:

1. Go to Deception > Customization > Customized Images.
2. Click Import Image and Customize.
3. Choose an ISO image and click Next.

2.5 FortiDeceptor

@ Dashboard
Customized Images ‘ Imported Images
& Central Management | —— S

® Deception e @ Selectorupload an ISO & } @ Configuration 0§

Custom Decoy Image

Deception OS Select an imported 1SO image: v N ]

Deployment Network rhel-server-7.9-x86_64-dvd.iso

Lure Resources rhel-9.2-x86_64-dvd.iso

Deployment Wizard - ubuntu-20.04.6-desktop-amd64.iso = or

Decoy Status ubumeO.M.B-ive—s@'sr-amdeso

Deception Token

Deployment Map
Asset Discovery
Safe List

Incident

@) Fabric

&> Network

& System

L Log

v v v v v

Drag & drop a file here or

4. Configure the following settings and click Next.

Name Characters in range “A-Za-z0-9-_", less than 64 characters.
CPU Cores 1-4

Memory 1024 - 8192 MB.

Storage e Minimum: 20 GB

¢ Maximum: Up to the supported hard drive size
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Deploy Network

Port1
PortX

Default

Select the deployment network.
Ensure specified IP is not already in use and the

following settings align with the PortX configuration:

e IP/Mask
« Gateway
« DNS

Customize Image

Select or upload an 150
Marne *

CPU Cores™
Memory{ME) =
HDD{GE] =

Deploy Network ™

o

Configuration Customize

port1({Default) -

port1{Default)

porté: vlan#

port2: subnet

To configure the system setting in the VNC Windows

O U R WN=a

group.

N

In the Welcome window, follow the prompts to select your preferred language.

In the Keyboard configuration window, select you preferred keyboard layout.

In the Network connections window, click Continue without network configuration.

In the Configure proxy window, do not enter a proxy address and select Done

In the Configure Ubunto archive mirror window, continue without updating.

In the Guided storage configuration window, use the space key to deselect Set up this disk as an LVM

In the Storage configuration window, continue with the default storage configuration.

8. Inthe Storage configuration window, select Continue to confirm the storage configuration.
9. Inthe Profile setup window, follow the prompts set up a profile. Click Done when finished.
10. Reboot the Ubuntu server after installation is complete.
11. Press ENTER when the terminal shows Failed unmounting /cdrom.
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2. Mount the device on your system

To mount a device on the system:

1. Log in with the profile you created,

Customized Images = Imported Images

@ Select or upload an ISO & M @ Configuration ) @ Customize = 2

2. Accessthe root directory.

3. Create a new directory and give it a name (for example, /cus) using the terminal command: mkdir
<directory_name>
Example: mkdir cus

4. Mountthe /dev/sri directory to the directory you just created with terminal command: mount /dev/srl
<directory_name>/
Example: mount /dev/srl cus/

s‘é’, To re-customize Linux distributions (e.g., Red Hat, Ubuntu, Debian), the

customization scripts are stored on the system drive /dev/sr0. Mount /dev/sre to
the newly created directory before starting the re-customization process.

5. Copy all files from the directory you created to the /tmp director with terminal command: cp -r
<directory_name> tmp/

Example: cp -r <directory_name> tmp/

A\,

~ i Copy the mounted files to a directory where the root user has write permissions
? (e.g., /tmp/). Otherwise, the customization will fail during the Ubuntu tracer
- installation step.
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6. Check the file list in the destination directory (eg, tmp/cus/).

3. Configure network

You can configure the network automatically or manually.

Option A: Configure the network by Ubuntu/set_

network.sh script automatically

bash set_network.sh

root@cusuz004:/tmp/cus/Ubuntu# bash set_network.sh
found n < interface ensl

root@cL 0 us/Ubuntu#

Option B: Configure the network manually.

1. Open and read the setting file net.json.
2. Follow the settings to configure the IP, gateway, DNS.
3. After you are done, verify your network can access the internet.

4. Install the required modules

You can install all the modules and packages or install the modules manually.
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Option A: install all required modules and packages

1. Ensure the server has internet access.
2. \Run the following command: bash install_ubuntu_modules.sh

(D (M MM @ @ D

@

H:J ntu.con
0 B]

e.
e.
EL
e.
e.
e.
vVe.
e.
e

Ay
S L4
q This script will take up to about one hour to run.

Option B: Install the modules manually

Install the packages by running:

apt -y update

apt -y install acl

apt -y install net-tools

apt -y install python3-dev
apt -y install python3-pip
apt -y install samba samba-client
apt -y install apache2

apt -y install openssh-server
pip3 install requests

pip3 install sh

pip3 install requests

pip3 install netifaces

pip3 install psutil

pip3 install tornado
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lbuntu2.1_all.deb ...

t-id
ubuntul_all.deb ...

'w1—4\i1t.'u'1m ud.11)
untuo.11)

TERNALLY-MANAGED': No such file or directory

manylinuxl_. 64 . many linux

5. Build the custom Ubuntu tracer

After installing all required modules, go to your mounted directory and run:

bash decoy_strace_installation.sh strace_ubuntu2004.stp

The script will check your build environment before building the tracer
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hive@lists.ubuntu.com>'

im

buntu.com/ upda S L multivers
buntu / propo nain d multi

[41.3 kB]
[41.4 kB]
[S14 kB]
(4,376 KE]
.6 kB]
kE]
[66

amde4 Pack
n fo in 4 Pa
foc o /un e amd6d Pack
f 1 md64

'apt list

. Done
g (4:9.3.0-1ubuntu2) .

i1l he talled:
temtap-runt ime

4 newly instal
2,294 kB of
ation, 10.

3 from: identif

sion of op
@_SYSCALL_WRITE_REG

~ipt: 55 pr
nslated to C int

"y

aded.

currently installed.)
4.0-144.161) ...
.. Daone
tree
tion... Done
ill

t upgraded.

files and d ently installed.
sned-5.4.0-144-¢ J hgsym (5.4.0-144.161)
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6. Install the FDC toolkit

To install the FDC toolkit:

1. Ensure the system customization is completed as expected.
2. Run the following command prompt you for missing packages: bash ubuntu_cus_toolkit.sh
3. Wait for the installation to finish. The system will:

» Unregister from redhat.com

» Shut down automatically if there are no errors

h u_cus_toolkit.sh
A m
ntu0.11, Op 1.1.1f 31 Mar

ng Python Env...

)ants/ launcherD.service /etc/syst m/ launcherD.s
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7. Save the custom Image

To save the custom image:

1. Inthe FortiDeceptor GUI, verify the image Status is Ready.

& Select or upload an ISO & }] @ Configuration & » © Customize = |3

Cookbook
Reboot

Cri+Alt+Del

Save

Discard

Custom Decoy Image Log:

@
2. Click Save when the system is powered off.
[ ]
8. Review the result
To review the result:
1. Click the View button to review the customization log for the customized image.
Customized Images = Imported Images
= Import Image and Customize
Actions VM Name Joined Domain CPU Memory (KB)
@ o cus_rhel7_9 2 4194304
@ o cus_rhel8_8 2 4194304
@ o cus_rhel8_10 2 4194304
[ Aol cus_u20_04 2 4194304

2. (Optional) Click the Delete button to remove the custom image.
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9. Use the custom Ubuntu image

Apply the custom images

To apply a custom image:

1. In FortiDeceptor, go to Deception > Customization > Customized Images.

Customized Images | Imported Images

%= Import Image and Customize 4« Apply @ Delete
O Actions VM Name Joined Domain CPU Memory (KB)
0 @ o cus_rhel7_9 2 4194304
] @ cus_rhel8_8 2 4194304
] @ o cus_rhel8_10 2 4194304
Q@1 cus_u20_04 2 4194304

2. Select a customized image and click Apply. The applied image is displayed in the Deception OS page. It may
take several minutes for the image to appear in the table.

. Upload Deception OS Package . Upload Deception Service Package & Synchronize Deception OS List

Status Name 05 Type VMType Lures

o £+ Initialized cus_u20.04 a Ubuntu Linux Server [ I 2 ) = (@ ®

Deploy decoys with custom Ubuntu images

To deploy decoys with a custom Ubuntu image:

1. In FortiDeceptor, go to Deception > Deployment Wizard and create a new deployment.

2. Inthe Configuration step, choose a custom image and follow the steps in the wizard to deploy the decoys
into the network.
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2-= FortiDeceptor

@ Dashboard

Deployment Wizard
I ® Deception v
Custom Decoy Image & Template # | ) @ Configuration %% > © Set Network @
4
Deception OS
Deployment Network Name *

Lure Resources Please enter config name.

D e Available Deception OSes * cus_u20_04 X v

Decoy Status

Deception Token Selected Services * SSH, SAMBA, HTTP, HTTPS, GIT, SMTP, TCF
Deployment Map

Asset Discovery Automate Lures any v

Safe List

Incident >
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Debian OS

1. Initialize the OS instance

To initialize the OS instance:

1. Go to Deception > Custom Decoy Image > Customize Images.
2. Click Import a New ISO image.
3. Choose an ISO image and click Next.

== FortiDeceptor

@ Dashboard

® Deception
Custom Decoy Image
Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status
Deception Token
Deployment Map
Asset Discovery
Safe List

Incident

) Fabric

i Network

o System

L Log

>  Customize Image

v
©
Select or upload an 1SO Configuration Customize
Selectanimage * -
rhel-8.8-x86_64-dvd.iso
rhel-8.10-x86_64-dvd.iso
rhel-9.4-x86_64-dvd.iso
rhel-server-7.9-x86_64-dvd.iso
ubuntu-20.04.6-live-server-amdé4.iso
Import a New ISO image ubuntu-24.04-live-server-amdé64.iso
s rhel-9.6-x86_64-dvd.iso
N debian-11.7 0-amdé64-DVD-1.iso
N debian-11.9.0-amdé4-DVD-1.iso
>
> Cancel Next

4. Configure the following settings and click Next.

Name
CPU Cores

Memory

Storage

Deploy Network

Characters in range “A-Za-z0-9-_", less than 64 characters.
1-4

1024 - 8129 MB
2048 MB recommended for graphical system

e Minimum: 20 GB
* Maximum: Up to the supported hard drive size

Port1 Default

PortX Select the deployment network.
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Ensure specified IP is not already in use and the
following settings align with the PortX
configuration:

e |IP/Mask

¢ Gateway

« DNS

Customize Image

| Select or upload an 1SO

Name *

CPU Cores ™
Memory(MB) *
HDD(GB) *

Deploy Networlk *

o

Configuration Customize

CUS_

1024

20

port1(Default) -

FDC-VMO0001001245:porté: vian#
FDCVMEO106900815:port3: subnet =
FDCVMEOD106900815:porté: vlian# L
FDCVMS0010080102:port2: subnet™
FDCVMS2239241135:port2: subnet I ™

local:port2: subnet we . ow _ . 2

local:port3: subnet 7 = |

local:porté: vian#

portl{Default)
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To configure the system setting in the VNC window

1. Inthe Welcome window, select the text-based Install option

Debian GHNU-Linux installer menu (BIODS mode)
[ hircal _install

HOWHTIEE OpTions

ficcessible dark contrast installer menu
Help

Install with speech synthesis

©' debian 11

2. Inthe Language configuration window, follow the prompts to select your preferred language.

3. Inthe Keyboard configuration window, select your preferred keyboard layout.
4. Inthe Network configuration window, select your preferred interface. Continue without network

configuration.
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[!1] Configure the network |

Your sustem has multiple network interfaces. Choose the one to use as the primary network
interface during the installation. If possible, the first connected network interface

found has been selected.

Primary network interface:

Intel Corporation B2540EM Gigabit Ethernet Controlle

ens2: Intel Corporation B2540EM Gigabit Ethernet Controller

<{Go Back>

<Tab> mo > selects; <Enter> activates huttons

5. Select Continue when network autoconfiguration fails.
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[11] Configure the network |

Metwork autoconfiguration failed
Your network is probably not using the DHCP protocol. Alternatively, the DHCP server may
be slow or some network hardware is not working properly.

<Continues

es buttons

6. Inthe returned Network configuration window, select Do not configure the network at this time.
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[1'!] Configure the network
From here you can choose to retry DHCP network autoconfiguration (which may succeed if
your DHCP serwver takes a long time to respond) or to configure the network manually. Some
DHCP serwers reguire a DHCP hostname to be sent by the client, so you can also choose fo
retry DHCP network autoconfiguration with a hostname that wou provide.

Network configuration method:

Retry network autoconfiguration

Retry network autoconfiguration with & DHCP hostname
Configure network manually

Do not configure the network at this time

<Go Back:

s buttons

7. Follow the prompts in the Users and Passwords Configuration windows to setup users and passwords.
8. Inthe Time zone configuration window, select your preferred time zone.
9. Inthe Guided storage configuration windows, select and confirm your preferred disk partition.
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This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create

[1!1] Partition disks |

partitions, or a device to initialize its partition table.

<Go Back:

Guided partitioning

Configure software RAID

Configure the Logical Yolume HManager
Configure encrypted wvolumes
Configure iSCSI wolumes

SC5I1 (0,0,0) (sda) - 21.5 GB ATA QEMU HARDDISK
#1 primary 20.4 GB f extd e
#5 logical 1.0 GB f swap swap

Indo changes fo partitions
Finish partitioning and write cha

<F1» for help;

<T

<Enter> activates huttons

If you continue, the changes listed helow will be written to the disks.
will be able to make further changes manually.

| [!1!1] Partition disks |

The partition tahles of the following devices are changed:
SCsI1 (0,0,0)

{sdal

The following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as extd
partition #5 of SCSI1 (0,0,0) (sdal) as swap

HWrite the changes to disks?

Otherwise, you

ctivates buttons

107



Debian OS

10. The installer will install the base system and configure the package manager automatically.
11. Select Go Back to return to the installer main menu while any apt configuration problem.

[I'l] Configure the package manager |

apt configuration problem
fn attempt to configure apt to install additional packages from the media failed.

<Go Back:> <Continues

i <Enter: activates buttons

) ! /. Do not click Continue to start the software installation. This will cause the GRUB
q boot loader installation to fail. If this occurs, you must discard the customization and
- start over.

12. Inthe installer main menu window, select Install the GRUB boot loader by skipping the package manager
configuration and software installation.
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13. Inthe GRUB boot loader configuration windows, select yes to install the GRUB boot loader to primary drive.

{ [!] Dehian installer main menu
Choose the next step in the install process:

Choose langusge

Access software for a blind person using a braille display
Configure the keyboard

Detect and mount installation media

Load installer components from installation media
Detect network hardware

Configure the network

Set up users and passwords

Configure the clock

Detect disks

Partition disks

Install the base system

Configure the package manager

select and install software

Install the GREUB hoot loader

Continue without boot loader

Finish the installation

Change debconf priority

Check the integrity of installation media
Save dehug logs

Execute a shell

Eject a CD from the drive

Abort the installation

<Enter es huttons

And select the provided device for boot loader installation.
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1 [!] Install the GRUB boot loader |

It seems that this new installation is the only operating system on this computer. If =o,
it should be safe to install the GRUB boot loader to your primary drive (UEFI
partitionboot record).

HWarning: If your computer has another operating system that the installer failed to
detect, this will make that operating system temporarily unbootable, though GRUB can he
manually configured later to boot it.

Install the GRUB boot loader to your primary drive?

<Go Back:

[11 Install the GRUB boot loader |

You need to make the mewly installed system hootable, by installing the GRUB boot loader
on & bootable device. The usual way to do this is to install GRUB to wour primary dreive
(UEFI partitionsboot record). You may instead install GRUE to a different drive (or
partition), or to removable media.

Device for boot loader installation:

ce manuall
{ata-0EML_HARDD

<Go Back>
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14.
15.

Select Continue when the installation is completed.
The custom system will be rebooted and show the login terminal automatically.

2. Mount the device on your system

To mount a device on the system:

1.
2.
3.

Log in with the root user account.

Access the root directory.

Create a new directory and give it a name (for example, /tmpcus) using the terminal command: mkdir
<directory_name>.

Example: mkdir tmpcus

Mount the /dev/sridirectory to the directory you just created with terminal command: mount /dev/sril
<directory_namel>/

Example: mount /dev/srl tmpcus/

customization scripts are located on the system drive /dev/sre. Before starting the

\‘é’, To re-customize Linux distributions (e.g., Red Hat, Ubuntu, Debian), the required
- re-customization process, mount /dev/sre to the newly created directory.

Create another directory and give it a name (for example, /cus) using the terminal command: mkdir
<directory_name2>

Example: mkdir cus

Copy all files from the first directory (for example, /tmpcus) to the second directory (for example, /cus)
with terminal command: cp -r <directory_namel> <directory_name2>

Example: cp -r tmpcus/* cus/

customization scripts, copy the mounted files to a newly created directory.

\‘é’, During module installation, the system may reboot multiple times. To avoid losing
- Otherwise, you will need to re-mount /dev/srl or /dev/sre after each reboot.

Check the file list in the destination directory (eg, cus/).

Debian GNU/Linux 11 debian ttyl

hat.txt README_Ubuntu.txt README_Windows.txt Redhat Ubuntu HWindows

ation.sh install_debian_modules.sh set_network.sh strace_debianil.stp
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3. Configure the network

You can configure the network automatically or manually.

To automatically configure the network using the Debian/set_network.sh script:

bash set_network.sh

om 550.73.110: icmp_seq=1 tt1=115 time=4.49 ms
= from 142 LFaL 110 ic =2 t11=115 time=4.57 ms

gle.com ping statis z
transmi ? rece A time 10016ms

To configure the network manually:

1. Open and read the setting file net. json.
2. Follow the settings to configure the IP, gateway, DNS.
3. After you are done, verify that your network can access the internet.

4. Install the required modules

You can install all modules and packages automatically using the script, or install each package manually with
apt and pip3 commands.

To install all required modules and packages using the script:

1. Ensure the server has internet access.
2. Runthe following command: bash install_debian_modules.sh
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nstall_dehian_mody

tificate I i < . Could not ha 21 Error in the certifi

certificate nown. Could not ha 21 Error in the certif

nown. Could not handshake: Error in the certif

Y During module installation, the system may reboot multiple times. After each reboot, log
‘?' in as root and re-run the installation script (bash install_debian_modules.sh) located
|| in /cus/Debian/. If the customization scripts are removed during a reboot, re-mount

/dev/srior /dev/sr@to /cus/ toreload them.

To install each package manually:

Install the packages by running:

apt -y update

apt -y install acl

apt -y install net-tools

apt -y install python3-dev
apt -y install python3-pip
apt -y install samba samba-client
apt -y install apache2

apt -y install openssh-client
pip3 install requests

pip3 install sh

pip3 install requests

pip3 install netifaces

pip3 install psutil

pip3 install tornado

pip3 install git

5. Build the custom Debian tracer

After installing all required modules, go to your mounted directory and run:

bash decoy_strace_installation.sh

The script will check your build environment before building the tracer.
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fallation.sh
ginto downloading i

r to install update config
iy Py .

ussDehbia
Truncating module name to  wwm

If the build is successful, the output will look like this:
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Truncat ing module name to “wumgfsx'
wumegt = . ko

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following packages were automatically installed and are no longer reguired:
linux-compiler-gcc-12-x86 linux-headers-6.1.0-37-common 1inux-kbuild-6.1
Jse "apt autoremove' to remove them.
The following packages will be REMOVED:
linux=headers-6.1.0-37-amded
0 upgraded, 0 newly installed, 1 to remove and 159 not upgraded.
After this operation, 3,931 kB disk space will be freed.
(Reading database 61792 files and directories currently installed.)
Remowing Llinux-headers-6.1.0-37-amdéd (6.1.140-1)
Reading package lists... Done
Building dependency tree. .. Done
Reading state information... Done
Unable to locate package linux-headers-6.1.0-37-amd&d-common
Couldn't find any package by 2lob 'linux-headers-6.1.0-37-amdé4-common’
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following packages were automatically installed and are no longer required:
linux-compiler-gcc-12-x86 linux-headers-6.1.0-37-common 1linux-kbuild-6.1
Use “apt autoremove' to remove them.
The following packages will be REMOVED:
linux-image-6.1.0-37-amd64-dbg
0 upgraded, 0 newly installed, 1 to remove and 159 not upgraded.
After this operation, 5,728 MB disk space will be freed.
(Reading database ... 55275 files and directories currently installed.)
Removing linux-image-6.1.0-37-amded-dbg (6.1.140-1)
Reading package lists... Done
Builcding dependency tree... Done
Reading state information... Done
The following packages will be REMOVED:
linux-compiler-gcc-12-x86 linux-headers-6.1.0-37-common linux-kbuild-6.1
0 upgraded, 0 newly installed, 3 to remove and 159 not upgradec
After this operation, 61.3 ME disk space will be freed.
(Feacding database ... 50345 files and directories currentl
Removing linux-compller-goc-12-x86 (6.1.153-1)
Removing linux-headers-6.1.0-37-common {(6.1.140-1)
Remowving linux-kbuild-6.1 {(6.1.153-1)

rootddebian: fcus/Deb ian#
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6. Install the FDC toolkit

To install the FDC toolkit:

1. Ensure the system customization is completed as expected.
2. Run the following command to check and install missing packages:
bash debian_cus_toolkit.sh
3. Wait for the installation to finish. The system will reboot if there are no errors.

n# sh

Machine rotocal version Encryptior

7. Save the custom Image

To save the custom image:

1. Inthe FortiDeceptor GUI, verify the image Status is Ready.
2. Install the FDC toolkit again with command: bash debian_cus_toolkit.sh
3. Click Save when the system is powered off.
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Customize Image

o (] o

Select or upload an ISO Configuration Customize

Cookbook

Ctri+Alt+Del

Status:

it.st .
13 EDT, use 'shutdown -c' %iomoec"y‘mgeme‘

8. Review the result

To review the result:

1. Click the View logbutton to review the customization log for the image.
> # ®- L1178~ O admin~

228 FortiDeceptor

@ Dashboard > Customized Images Imported Images
@® Deception v
= Customizeimage © Viewlos | Delete | © Q Seorch a
Custom Decoy Image
Deception 0$ VM Name Joined Domain CPU Cores Memory (KB) Hard Drive (GB) Apply Time [PST8PDT]

cus_debian 1 1048576 20

Deployment Network

Lure Resources

2. (Optional) Click the Delete button to remove the custom image.

9. Apply the custom images

To apply a custom image:

1. In FortiDeceptor, go to Deception > Customization > Customized Images.
2. Select a customized image and click Apply.

222 FortiDeceptor

> & @D~ L~

@ Dashboard > CustomizedImages  Imported Images
® Deception o ——
& Refresh | = Customizeimage | # ly | @ Viewlog [i] Delete @ Q
[3] = B
Custom Decoy Image l; ‘:PP,
Deception 0S VM Name Joined Domain CPU Cores Memory (KB) Hard Drive (GB) Apply Time [PSTBPDT]
Deployment Network & cus_debian 1 1048576 20

Lure Resources

The applied image is displayed in the Deception OS page. It may take several minutes for the image to
appear in the table.
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£2% FortiDeceptor

@ Dashboard + : 4+ ! ~ - osii
o Upload Deception OS Package o Upload Deception Service Package ®s Synchronize OS list and Outbreak

‘ @® Deception v
Custom Decoy Image Status Name t 05 Type VMType Lures
Deception 05

D e— o & Initialized cus_debian A ubunt LinuxServer 28 & o=@

Lure Resources

10. Deploy decoys with custom Debian images

To deploy decoys with a custom Debian image:

1. In FortiDeceptor, go to Deception > Deployment Wizard and create a new deployment.

2. Inthe Configuration step, choose a custom image and follow the steps in the wizard to deploy the decoys
into the network.

FortiDeceptor

@ Dashboard

Deployment Wizard
® Deception v
Custom Decoy Image
Deception OS
Deployment Network Name * ‘

Please enter config name.
Lure Resources

Deployment Wizard Available Deception OSes * cus_debian %X
Decoy Status

Deception Token Selected Services * SSH, SAMBA, HTTP, HTTPS, GIT, SMTP, TCF
Deployment Map

Asset Discovery Automate Lures any s

Safe List Clear

Incident >
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