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Overview

Overview

This document provides the steps necessary for installing FortiNAC appliance(s). It is intended to be used in
conjunction with the FortiNAC Deployment Guide in the Fortinet Document Library.

For additional details on the steps outlined in this document, refer to the appropriate vendor documentation.

Virtual Appliance (VM) Part Numbers

Part Number Description

FNC-MX-VM Control Manager

FNC-CAX-VM Control and Application Server (CA)

The FortiNAC VM can be preconfigured to boot with a predetermined configuration. See Cloud-init for details.

Requirements

l Direct access to the AWS environment (direct connection or VPN tunnel). Public connections are not
recommended due to lack of security.

l Virtual appliance settings will vary depending on the underlying hardware being used for the hosting server.
The ideal result is to yield a virtual environment where the average load does not exceed the Total GHz
Rating of CPU Resources Allocated.
l Determine the appropriate parameters for the virtual environment. It is recommended they be
comparable to those of hardware-based FortiNAC appliances. Refer to the following tables in the
FortiNAC Data Sheet:
l Hardware Server Sizing - Hardware server part number most appropriate for the target
environment

l Specifications - Details regarding the applicable part number
l VM Server Resource Sizing - Suggested values for memory and CPU to allocate for the virtual
appliance

l AWS CLI is installed on a Linux based machine.

Important notice
To run the import2awsimg.sh script successfully, you must use a linux based
distribution, i.e. ubuntu. If you are using, windows you can use Ubuntu with
Windows Subsystem for Linux.

o Instructions to install AWS CLI on your computer can be found at
https://docs.aws.amazon.com/cli/latest/userguide/installing.html

o Instructions to configure the credentials for your AWS CLI can be found at
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html#cli-quick-configuration
Note: To test that setup was done correctly, you can create a test directory, and download or copy the
FortiNAC OVA into the test directory.

o The computer must have sufficient hard drive space available for the FortiNAC OVA.
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Overview

Considerations

l In versions 7.x and greater, FortiNAC doesn't have any ports open by default. In previous versions, this was
not the case. As features are configured, ports must also be added to the allowaccess list in order for the
feature to work.

Operating System and Open Ports

FortiNAC-F series appliances use the FortiNAC-OS operating system. Limited TCP/UDP ports are open by
default for security purposes. This was not the case for FortiNAC appliances using the CentOS operating
system.

Virtual appliances do not have any TCP/UDP ports listening by default. Opening additional ports requires the
use of the "set allowaccess" command in the appliance CLI.

The configuration steps provided include opening ports for the applicable features and functions covered in this
guide. As more features are configured, additional access must be enabled using the "set allowaccess"
command via the appliance CLI. For details, see Open Ports in the FortiNAC Administration Guide.

The best practice is to keep the number of open ports to a minimum, and block all other ports. If there is a need
to provide users access to network resources through a static port (e.g., from outside a firewall), the best option
is to allow users to connect by VPN.
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Prerequisite: Product Registration

Prerequisite: Product Registration

Products must be registered in order for the appropriate keys to be generated for the appliances. Without these
keys, the appliances will not start.

Requirements Checklist

l Registration codes: Email from do-not-reply-contract@fortinet.com with attached .zip files containing
registration codes for all products

Example

File name examples:

FNC-MX-VM_xxx.zip = Manager next-gen VM Server

FC-10-FNVXM-xxx.zip = Support & Maintenance for Manager next-gen VM Server

FNC-CAX-VM_xxx.zip = Control & Application next-gen VM Server

FC-10-FNVXA-xxx.zip = Support & Maintenance for Control & Application next-gen VM Server

LIC-FNAC-BASE-xxx.zip = Perpetual License, Base level
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Prerequisite: Product Registration

FC1-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Base Licenses

FCx-10-FNAC1-215-xx-xx.zip = Support & Maintenance for Subscription Base Licenses

LIC-FNAC-PLUS-xxx.zip = Perpetual License, Plus level

FC2-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Plus Licenses

FCx-10-FNAC1-213-xx-xx.zip = Support & Maintenance for Subscription Plus Licenses

LIC-FNAC-PRO-xxx.zip = Perpetual License, Pro level

FC3-10-FNAC0-xxx.zip = Support & Maintenance for Perpetual Pro Licenses

FCx-10-FNAC1-209-xx-xx.zip = Support & Maintenance for Subscription Pro Licenses

FP-10-PS-801-01-01.zip = Professional Service Days*

FP-10-PS-830-01-01.zip = Professional Service Days*

*Registered on the day of engagement only. See Fortinet Professional Services Contracts in the Appendix for
more information.

Within the zip files are one or more PDF's which contain the Registration Code.

Tip: If multiple appliances were purchased, save these files in separate folders for each appliance.  

Example A – CAVM                     Example B – Support for CAVM
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Prerequisite: Product Registration

l Physical Appliances Only:  Serial number (FNxxxxxxxxxx).  The serial number (S/N) is located on the
label that shipped with the hardware.  This label also contains the Product Name, Model/SKU, Fortinet P/N
and HW ID.

Register the “Managing” Server

1. Use the chart below to determine the “managing” server (appliance to which the Endpoint License Key will
be installed).  The remaining servers in multiple appliance deployments are installed with an Appliance
(Base) License Key.
For more information on how licenses are distributed for each system configuration, see section License
Distribution in the Appendix.

Deployment
Configuration

Managing Server Part Number

Standalone CA Server FNC-CAX-xx

Standalone with
High Availability
(HA)

Primary CA Server FNC-CAX-xx

Multiple
Independent
Standalones

Each CA Server FNC-CAX-xx

Multiple
Independent with
High Availability
(HA)

Each Primary CA Server FNC-CAX-xx
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Prerequisite: Product Registration

Deployment
Configuration

Managing Server Part Number

Distributed Control Manager FNC-MX-xx

Distributed with
High Availability
(HA)

Primary Control Manager FNC-MX-xx

2. Log into the Customer Portal at https://support.fortinet.com/
3. Click Register Product.
4. In the Registration Code field, enter the appropriate value.

l Virtual appliance:  Registration code from the pdf found in file FNC-CAX-VM_xxx
(or if a Manager FNC-MX-VM.xxx).

l Physical appliance:  Serial number on label.
5. Click Next.

This page may appear if there was a POC or active evaluation license.
If you are converting your POC to production, select Convert Evaluation.
If you not converting your POC to production, select Register.
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Prerequisite: Product Registration

6. Under Product Description, enter managing server’s hostname or “Managing Server” (this can be edited
later).

7. Select Fortinet Partner (ignore all other fields).
8. Click Next.
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Prerequisite: Product Registration

9. Read terms and conditions.
10. Click on radio button.
11. Click Next.
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Prerequisite: Product Registration

Note: “No Entitlement” will display. This is correct.
12. Click on radio button to accept.
13. Click Confirm.
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Prerequisite: Product Registration

CAX(VM) product registration is now complete. 
14. Note the Serial Number (will be used in a future step).
15. Proceed to register the support contract for the appliance.  Click Register More.
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Prerequisite: Product Registration

Register Support Contract for Managing Server

1. Enter registration code found on pdf from file FC-10-FNxxx_xxx.
2. Click Next.
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Prerequisite: Product Registration

3. Associate the support contract to the appropriate Serial Number noted in previous step.
l If only one product is registered, there will only be on choice – select that radio button.
l If more than one product is registered, select the Serial Number noted in previous step.
Selecting the radio button will auto-complete the Serial Number field.

4. Click Next.
5. Click on radio button in the lower left corner.
6. Click Confirm.
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Prerequisite: Product Registration

Support contract registration is now complete and applied to the FortiNAC-OS appliance.
7. Click Register More.

Proceed to the appropriate section:
Perpetual licenses: Register Perpetual Licenses
Subscription licenses: Register Support Contract for License
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Prerequisite: Product Registration

Register Perpetual Licenses

1. Enter the registration code from the pdf found in the appropriate License file:
LIC-FNAC-xxxxx-xxx_xxx

2. Click on Next.

3. Associate the License to the managing server CAX(VM).
l If only one CAX(VM) is registered, there will only be one choice – select that radio button.
l If more than one CAX(VM) is registered, select the appropriate CAX(VM) (Primary/Control server).
Important: DO NOT license the secondary server. The secondary server will obtain its license from
the Primary after High Availability is configured.

4. Click Next.
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Prerequisite: Product Registration

Perpetual license registration is complete.
5. Next step: Register the support contract for the License. Click Register More.
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Prerequisite: Product Registration

Register Support Contract for License

1. Enter registration code from the pdf found in the appropriate License Support file:
l FCx-10-FNAC0-xxx-xxx (support for Perpetual licenses)
l FCx-10-FNAC1-xxx-xx-xx (support for Subscription licenses)

2. Click Next.
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Prerequisite: Product Registration

3. Associate the License Support contract to the managing server CAX(VM). If registering Perpetual licenses,
this is the same serial number used in previous step.

4. Click Next.
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Prerequisite: Product Registration

5. Click on radio button in lower left corner.
6. Click Confirm.
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Prerequisite: Product Registration

'
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Prerequisite: Product Registration

Registering the License support contract is complete.
The page will display the products and support contracts registered.
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Prerequisite: Product Registration

7. Close the PDF files used in the previous steps.
8. If there are additional CAX(VM)s to register (and its support contracts), click on Register More. Otherwise,

click Done.

Register Remaining Appliances

1. Open the folder for the next appliance to be registered.
2. Open the 2 PDF files.
3. Register the appliance.

a. Click Register Product.
b. Enter registration code from the PDF found in file FNC-CAX-xx_xxx
(or if there is a Manager FNC-MX-xx.xxx).
c. Click Next.
d. If there was a POC or active evaluation license, a special page may display. If you are converting your
POC to production, select Convert Evaluation. If you are not converting your POC to production, select
Register.
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Prerequisite: Product Registration

e. Enter “Managing Server” under Product Description (this can be edited later).
f. Select Fortinet Partner (ignore all other fields).
g. Click Next.
h. Read terms and conditions.
i. Click on radio button.
j. Click Next.
Note: “No Entitlement” will display. This is correct.
k. Click on radio button to accept.
l. Click Confirm.
CAX(VM) product registration is now complete.
m. Note the Serial Number (will be used to register the appliance support contract).
n. Proceed to register the support contract for the appliance. Click Register More.

4. Register Support Contract for Appliance.
a. Enter registration code found on pdf from file FC-10-NCxx_xxx.
b. Click Next.
c. Associate the support contract to the appropriate CAX(VM) Serial Number noted in previous step.
d. If only one CAX(VM) is registered, there will only be on choice – select that radio button.
e. If more than one CAX(VM) products are registered, select the appropriate CAX(VM).
f. Click Next.
g. Click on radio button in the lower left corner.
h. Click Confirm.
i. Support contract registration is now complete and applied to the CAX(VM).
j. Close the PDF files used in the previous steps.

If there are additional CAX(VM)s to register (and its support contracts), click on Register More. Otherwise, click
Done

* DO NOT REGISTER THE PROFESSIONAL SERVICES CONTRACTS *

Important: If a file for Professional Services (FP-10-PS-801-01-01.zip or FP-10-PS-830-01-01.zip) was
included in the email, do not attempt to register. These are ONLY to be registered one at a time and on the day
of the Professional Services session. One contract is like an “admission ticket” to the Professional Services
session.

End result:

Once product registrations are complete, the summary page for each appliance will look similar to the example
below. Note only the managing server (example below) will have license information listed.

Perpetual License Example:

FortiNAC 7.2 F AWS Deployment Guide 25
Fortinet Inc.



Prerequisite: Product Registration

Subscription License Example:

If assistance is needed with registering devices, contact Fortinet Customer Service.

Product Registration is complete. Proceed to next step.
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Step 1: Download the Virtual Machine

Step 1: Download the Virtual Machine

After registering the products, download the appropriate aws.zip file.

Note: Both FortiNAC CA and Manager use the same image. The product type is defined by the license key
installed.

1. In the Customer Portal, navigate to Support > Downloads
2. Click VM Images

3. From drop down list, clickOther and then click on here.

4. From drop down list, select FortiNAC-F.
5. Select the Download Tab to reveal the available versions. Please select the FortiNAC-OS version as

recommended by Fortinet or ProgramManager.

Note: The suggested version may be the GA version and not the newest version.
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Step 2: Upload and Convert the FortiNAC image to AMI

Step 2: Upload and Convert the FortiNAC image to AMI

If not using the provided import2awsimg.sh script to upload the AMI, the instance needs
to have 2 storage drives defined in order for the boot process to extract the FortiNAC
application. The script creates a 9GB boot drive and a 10GB data drive but they can be
adjusted to fit the environment.

1. Log into your AWS account. Navigate to AWS Console > All Services > S3
2. Create an Amazon S3 bucket or choose an existing bucket to store the FortiNAC OVA. This bucket should

be in the same Region where you want to import your VMs.
3. On the local machine where the AWS CLI is installed, create the file trust-policy.json with the following

policy:

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Principal": { "Service": "vmie.amazonaws.com" },

"Action": "sts:AssumeRole",

"Condition": {

"StringEquals":{

"sts:Externalid": "vmimport"

}

}

}

]

}

4. In the AWS CLI, create an IAM role named vmimport with VM Import/Export access (the path following
file:// should point to the full path of the location for trust-policy.json):
aws iam create-role --role-name vmimport --assume-role-policy-document
file://C:\import\trust-policy.json

5. On the local machine, create the role-policy.json file. Replace “disk-image-file-bucket” with the
bucket that will contain the disk images:

{

"Version":"2012-10-17",

"Statement":[

{
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Step 2: Upload and Convert the FortiNAC image to AMI

"Effect":"Allow",

"Action":[

"s3:GetBucketLocation",

"s3:GetObject",

"s3:ListBucket"

],

"Resource":[

"arn:aws:s3:::disk-image-file-bucket",

"arn:aws:s3:::disk-image-file-bucket/*"

]

},

{

"Effect":"Allow",

"Action":[

"ec2:ModifySnapshotAttribute",

"ec2:CopySnapshot",

"ec2:RegisterImage",

"ec2:Describe*"

],

"Resource":"*"

}

]

}

6. Using the AWS CLI, assign the policy to the role (the path following file:// should point to the full path
to the location of role-policy.json):
aws iam put-role-policy --role-name vmimport --policy-name vmimport --policy-
document "file://C:\import\role-policy.json"

7. On the local machine, extract the aws.zip file to access the VHD file and import script.
8. On the local machine, import VM by executing the “import2awsimg.sh” script:

./import2awsimg.sh <imported_image_file> <s3_bucket_name>

Note: The user used for import should have read and write permissions to bucket, ec2 snapshot, image
creation and import permissions.
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Step 3: Deploy the AMI and Configure

Step 3: Deploy the AMI and Configure

1. In AWS's EC2 service interface, select AMI.
2. Select the image just imported to the list.
3. Click Launch instance from AMI.

4. Configure the following:
l Name and tags for instance
l Instance type

o The instance type should be "t2.xlarge" or larger. A profile with minimum of 16GB of memory
should be selected. For specifications and resource sizing see Requirements.

o Reference https://aws.amazon.com/ec2/instance-types/
l Key pair (use an existing key or create a new one)

5. Stop the EC2 instance, then run AWS CLI command to enable ENA for the instance.
aws ec2 modify-instance-attribute --instance-id {instance_id} --ena-support

6. Make a new AMI out of the ENA enabled EC2 instance.
7. Use the new AMI to create new EC2 instances, which can use all X86 EC2 types.
8. Configure Network settings.
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Step 3: Deploy the AMI and Configure

Configure the appropriate interfaces
l port1: Management network interface (required)

o Set the Private IP address settings to Static
o Configure Security Group rules for port1

l Allow inbound SSH (TCP 22) & HTTPS (TCP 8443)
l Allow outbound ALL

l port2: If the “isolation” VLANs will be used to restrict network access for untrusted endpoints, create a
second network interface.

Important: Ports 22 and 8443 allow access to complete the appliance configuration using Configuration
Wizard (step 2 of the deployment as outlined in the Deployment Guide). In order to successfully complete
the deployment, all ports required for communication must be added to this Security Group.
For a complete list of required ports, refer to sectionOpen Ports in the Appendix of the Deployment Guide
in the Fortinet Document Library.
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Step 4 (Optional): Cloud-init

Step 4 (Optional): Cloud-init

This section is specific to configuring cloud-init. If not using this function, proceed to Launch instance.

This section describes how to bootstrap a FortiNAC VM using cloud-init. This method can be used if deploying
VMs on AWS. When the new instance is launched, it boots with a predetermined configuration.

l FortiNAC day zero configuration:
l Port1 IP Address
l Subnet mask
l Gateway

Configure

1. Create the FortiNAC configuration script via text editor. The configuration script for a FortiNAC VM uses
FortiNAC-OS CLI syntax.
Script should contain the following content:
#<HostName> Day0 Configuration
config system interface
edit port1
set ip <port1 IP address>/<mask>
set allowaccess https-adminui ssh
next end config system route
edit 1
set device port1
set gateway <Default Gateway for port1>
next
end

Example
Hostname = FNC
port1 IP address and mask = 10.12.234.175/22
Default gateway = 10.12.232.1
#FNC Day0 Configuration
config system interface
edit port1
set ip 10.12.234.175/22
set allowaccess https-adminui ssh
next end config system route
edit 1
set device port1
set gateway 10.12.232.1
next
end

2. Under Advanced Details, paste configuration script content in the User data section.
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Step 5: Launch Instance

Step 5: Launch Instance

1. Select “Launch instance”.
2. Connect to instance and login.
3. Obtain the public IP of the instance from the EC2 interface.
4. On the local machine, verify the appliance CLI can be accessed using SSH via private key.

ssh –i <private key file/identity_file> admin@<public IP address>

Example where identity file= myprivatekey.pem and public IP=54.123.45.67

> ssh –i ../myprivatekey.pem admin@54.123.45.67

Proceed below as appropriate.

Cloud-init (step 4 option) was configured

Verify that the VM is booting and utilizing the day zero configuration file that was provided.

1. Log in the FortiNAC CLI using the following:
User name = admin
Password = <no password>

2. Review port1 configuration. Type

get system interface physical

3. Confirm SSH access to the port1 IP address works.
4. Appliance installation is complete. Proceed to the FortiNAC Deployment Guide to continue deployment.

Cloud-init was not configured

Configure the gateway first; otherwise, the instance may become unreachable.

Assign Static IP Address for port1 and enable both SSH and HTTPS access.

1. Log in the FortiNAC CLI using the following:
User name = admin
Password = <no password>

2. To set the IP address and default gateway, type the following:

config system interface

edit port1

set ip <port1 ip addr>/<mask>

set allowaccess https-adminui ssh
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Step 5: Launch Instance

next

end

config system route

edit 1

set device port1

set gateway <default gateway>

next

end

Example:

config system interface

edit port1

set ip 10.12.234.175/22

set allowaccess https-adminui ssh

next

end

config system route

edit 1

set device port1

set gateway 10.12.232.1

next

end

3. Confirm SSH access to the port1 IP address works.
4. Appliance installation is complete. Proceed to the FortiNAC Deployment Guide to continue deployment.
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Generate and Download Keys

Generate and Download Keys

This step updates the product records in FortiCare with the required information for each appliance in order to
generate the appropriate key files.

Key Generation Procedure Overview

1: Collect appliance information

2: Generate Key for Managing Server

3: Generate Key for Remaining Servers (VMs Only)

Collect Appliance Information

Collect the appropriate appliance information using one of the methods below.

UI Method

1. Launch the FortiNAC Administration UI by opening a web browser and navigating to:

https://<FortiNAC IP Address>:8443/

or

https://<FortiNAC Host Name>:8443/

2. Login using the Default FortiNAC Admin UI Credentials
User: root
Password: YAMS

3. Read the End User License Agreement. Accept the terms and proceed.
4. Under Enter License Key, the UUID (virtual appliances only) and port1 MAC address are displayed.
5. Record the information. This information is used in the next step to generate the license key. You cannot

currently import a license file because you do not have one yet.
6. Close the browser window.

CLI Method

1. Login to the appliance CLI as admin.
2. Enter the command

get hardware status

Record the UUID and MAC address from the resulting output.
3. Type exit

Physical Appliances

Eth 0 MAC address (xx:xx:xx:xx:xx:xx or xx-xx-xx-xx-xx-xx) can also be found in the following locations:

l Shipping label
l Appliance Identification Details document
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Generate and Download Keys

l On the back or the top of the metal casing of the appliance

Generate Key for Managing Server

1. Log into the Customer Portal at https://support.fortinet.com/
2. Go to Products > Product List.
3. Click the serial number for the appliance.
4. Edit the record in Product Information.
5. Enter the following:

l Description (if modification is required)
l port1 MAC Address
l UUID (Virtual appliances only)

Note: Once MAC Address and/or UUID is entered and saved, it cannot be changed online. If assistance is
needed with registering devices or changing these entries, contact Fortinet Customer Service.

6. Click Save.
The summary page has updated with the link to “Get The License File”
Important: Customers with new appliances should select the FortiNAC License File.

7. ClickGet the License File.
If a Control Manager is registered, this screen may appear.
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Generate and Download Keys

8. Select the serial number of the Control Manager that will be managing this appliance (select Primary
Control Manager if Managers are configured for High Availability).

9. Click Download License Key File.
The .lic filename will reflect the appliance serial number.

10. Once the file is downloaded, click Close.

Remaining Servers

Virtual Appliances: Repeat the previous steps to update each appliance record and download the key, saving
each key file to their appropriate folder.

Physical Appliances: Repeat the previous steps to update each appliance record with the MAC Address. Do
not download any additional keys. The remaining appliances use the installed key shipped with the hardware.

Key generation is complete. Proceed to next step.
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Appliance Configuration

Appliance Configuration

1. Follow the instructions in the Guided Install section of the Administration Guide.
These steps guide the user through the following tasks:
l License key installation
l Network settings configuration
l Password creation
l port2 interface configuration  

2. Verify appliance with the Endpoint License Key has the correct entitlements. 
a. In the appliance with the Endpoint License Key installed, access the Administration UI using one of the
following URLs:
https://<FortiNAC IP Address>:8443/
https://<FortiNAC Host Name>:8443/
If “Processes are Down” is displayed, there may be a UUID or MAC address mismatch.  See related KB
article 192992.
b. Locate the License Information widget in the Dashboard. If not available, click the Add Widget button at
the top of Dashboard view to add.

c. Review the entitlements in the License Information widget to ensure they are accurate.
If entitlements are populated but not correct, review the entitlements in the customer portal
(https://support.fortinet.com/) for that product. Contact Customer Service for assistance.
Subscription License: If panel is blank, see KB article 191745 for troubleshooting steps.
For more information regarding the different license types, see Perpetual and Subscription Licenses in
Appendix.

Appliance installation is complete. Proceed to the FortiNAC Deployment Guide to continue deployment.
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https://docs.fortinet.com/document/fortinac-f/7.2.0/administration-guide/479664/guided-install
https://community.fortinet.com/t5/FortiNAC/Technical-Tip-Installing-new-or-changing-license-on-FortiNAC/ta-p/192992
https://community.fortinet.com/t5/FortiNAC/Technical-Tip-Entitlements-not-applied-after-installing/ta-p/191745
Perpetual and Subscription Licenses.htm
https://docs.fortinet.com/document/fortinac-f/latest/fortinac-deployment-guide/452316/overview
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