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Change Log

Date Change Description

2024-03-01 Initial release.
2024-03-06 Updated Getting started on page 11.
Updated Autoscaling on page 9.
2024-03-08 Updated Adding a FortiGate CNF instance to FortiManager on page 54.
2024-03-12 Updated:

¢ Configuring Security Lake on page 75.
* APl keys on page 80.
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Introduction

Introduction

FortiGate Cloud-Native Firewall (CNF) is software-as-a-service that simplifies cloud network security while providing
availability and scalability. FortiGate CNF reduces the network security operations workload by eliminating the need to
configure, provision, and maintain any firewall software infrastructure while allowing security teams to focus on security
policy management. FortiGate CNF offers you the flexibility to procure on demand or use annual contracts.

Features

« Enterprise-grade protection: includes geo-IP blocking, advanced filtering, and threat protection.

« Streamlined security management: Aggregate security from all networks in an AWS or Azure region into a single
FortiGate CNF and apply a single policy for all resources.

+ Known bad IP filtering: Protect your cloud-based workload from accessing known bad IPs. FortiGate CNF,
powered by FortiGuard Labs IP Reputation Service, can restrict your workloads from accessing unwanted
resources.

+ DNS filtering: Protect your networks with DNS filtering, including FortiGuard category-based filtering, domain
filters, and DNS translation.

« IPS profile: Utilize Fortinet's Intrusion Prevention System (IPS) to detect network attacks and prevent threats from
compromising your network. IPS utilizes signatures, protocol decoders, heuristics (or behavioral monitoring), threat
intelligence (such as FortiGuard Labs), and advanced threat detection in order to prevent exploitation of known and
unknown zero-day threats.

» Geo fencing: Define security policies to limit the countries that can be accessed by your cloud resources.

« East-west security: FortiGate CNF instances can attach to your cloud transit networks to enforce network security
policies across cloud networks as well as into cloud networks.

» Dynamic security: Define policies using countries, FQDNs, and AWS or Azure resource meta data attributes.

+ REST API: Manage AWS accounts, infrastructure, and FortiGate CNF instances through the FortiGate CNF
REST API.

Benefits

FortiGate CNF offers the following benefits:

» Cloud support on page 9

« Autoscaling on page 9

+ Managed infrastructure on page 9

« AWS Firewall Manager integration on page 9

For more information, see the FortiGate CNF datasheet.
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Cloud support

FortiGate CNF supports deployments on Amazon Web Services (AWS) and Azure.

FortiGate CNF instances are hosted in AWS or Azure infrastructure and placed in the same region as your
protected workload.

A single FortiGate CNF instance deployed into AWS can aggregate security for multiple VPCs, availability zones,
and AWS accounts in a single region using a shared policy.

A single FortiGate CNF instance deployed into Azure can aggregate security for multiple virtual networks,
availability zones, and Azure accounts in a single region using a shared policy.

The FortiGate CNF console runs highly available on AWS and allows you to access the FortiGate CNF from
anywhere across the globe. The console backend manages and controls your access to FortiGate CNF instances.
FortiGate CNF supports AWS Firewall Manager and allows you to manage the deployment of FortiGate CNF
instances and rollout of security services using Firewall Manager.

Autoscaling

FortiGate CNF instances dynamically scale to support your network security capacity needs so you will never run out of
capacity even for the most demanding network security needs.

Instances scale based on throughput, CPU, and memory utilization of each node.

Managed infrastructure

FortiGate CNF is a managed service.

Once subscribed from the AWS marketplace follow the built-in setup wizard to deploy FortiGate CNF instances in
minutes.

With predefined policies and security profiles, FortiGate CNF delivers the security you need within minutes without the
complexity of setting up an NGFW solution.

With no security infrastructure to build, deploy, or operate, operations are simplified and costs are reduced.

AWS Firewall Manager integration

FortiGate CNF is integrated with AWS Firewall Manager.

All FortiGate CNF adminstration can be done through the FortiGate CNF console, but you can optionally perform the
following actions through the AWS Firewall Manager console:

o Create FortiGate CNF instances.

« Apply policy sets to instances.

FortiGate CNF 24.1.b Administration Guide
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If you create an instance in Firewall Manager, you must apply the policy set through Firewall Manager after creating
the policy set in the FortiGate CNF console.

L}
‘?' You must create and configure policies and policy sets in the FortiGate CNF console. They
|| cannot be configured in AWS Firewall Manager. See Configuration on page 61.
NP In the CNF Instances table, the Managed by column indicates whether the instance is
‘?' created through AWS Firewall Manager or directly in the FortiGate CNF console.
- If you created the instance through AWS Firewall Manager, then the Configure Policy Set

tab is disabled and you must use AWS Firewall Manager to apply the policy set.

For more information about managing FortiGate CNF instances with AWS Firewall Manager, see Using AWS Firewall
Manager on page 114.

Requirements

To use FortiGate CNF, you must first subscribe to the service through the AWS Marketplace. You only need to subscribe
once, and you can create any number of FortiGate CNF instances with one subscription.

Before you begin, you need the following:

* An AWS account. This is the account that is billed for the costs of deployed instances, and it may be different than
the AWS accounts you will protect with FortiGate CNF.

o A FortiCloud account.

FortiGate CNF 24.1.b Administration Guide
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Getting started

Following is a summary of the steps required to get started with FortiGate CNF.

Subscribe to FortiGate CNF through the AWS Marketplace. See Subscribing to FortiGate CNF on page 11.
Log in to the FortiGate CNF console. See Logging in on page 18.

Register FortiGate CNF with FortiCare. See Product registration and technical support on page 28.

Add cloud accounts:

o=

« Adding AWS accounts on page 20.
» Adding Azure accounts on page 20.
5. Protect workloads with FortiGate CNF instances. See Protecting workloads with FortiGate CNF on page 21.

For more information about using the console, see Using the console on page 21.

Al
‘Q' The underlying auto-scaling group of FortiGate devices is managed by FortiGate CNF and is
- not directly accessible.

Subscribing to FortiGate CNF

To use FortiGate CNF, you must first subscribe to the service through the AWS Marketplace. You only need to subscribe
once, and you can create any number of FortiGate CNF instances with one subscription.

Before you begin

Requirements

Before you begin the subscription process, you need the following:

« An AWS account. This is the account that is billed for the costs of deployed instances, and it may be different than
the AWS account or accounts where you will deploy your instances.

e A FortiCloud account.

Subscription options

AWS Marketplace offers the following subscription options for FortiGate CNF:

FortiGate CNF 24.1.b Administration Guide 1
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Consumption: You are charged based on FortiGate CNF usage, with no minimum commitment.

Contract: You are charged for a yearly contract (for increments of a one-year commitment) with a committed
amount of credits available for use with in the contract period. The credits will be available to use for FortiGate CNF
instances and security traffic processing. If your usage exceeds the available credits, the overage is charged at the
consumption rate.

30 day free trial: See 30-day free trial on page 15.

Sandbox pricing

Sandbox pricing is available, but it is only supported if you have your own AWS sandbox environment.

Supported VPCs

FortiGate CNF supports up to 50 VPCs for each FortiGate CNF instance.

Billing

Billing is calculated based on six factors:

CNF Hours (multi-AZ cluster): The length of time that FortiGate CNF instances have been deployed.

CNF Hours Support: Support Entitlement Hours — added to every FortiGate CNF instance hour.

Traffic: The amount of data that has been processed by each FortiGate CNF security function.

IPS Traffic: The amount of data that has been processed by each FortiGate CNF for IPS processing.

URL and DNS Filter Traffic: The amount of data that has been processed by each FortiGate CNF for URL and DNS
filtering.

External Sandbox Traffic: The amount of data that has been processed by each FortiGate CNF for sandboxing
feature.

There is a separate rate for each of these dimensions in AWS Marketplace. Your total bill is the sum of all dimensions.

For more information about pricing, see the FortiGate CNF datasheet.

For more information about the billing report available in the FortiGate CNF console, see Billing on page 79.

Subscribing

The Safari web browser is not supported.

To subscribe to FortiGate CNF:

1.
2. Use the search feature to find FortiGate CNF.

Login to AWS and go to the AWS Marketplace.
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AWS Marketplace » Discover products » Search results

v Refine results Search AWS Marketplace products
Q_ fortigate cnf X |
Categories
Infrastructure Software (4) fortigate cnf (5 results) showing 1- 5 ! i
Professional Services (3) Did you mean forti cnf? Sort By: Relevance v |

¥ Delivery methods

[[] Professional Services (3) F:RTINET FortiGate CNF - Cloud Native Firewall (PAYG with 30-day Free Trial) [
[) Saas (2) By Fortinet Inc. [4
ok 2 AWS reviews [4
¥ Publisher 7
@ Free Trial

(7] Fortinet Inc. (3)
[} Glocomp Systems (M) Sdn Bhd (1)
[7] cow (1)

FortiGate CNF delivers an easy-to-deploy, advanced cloud-native firewall service
that secures cloud network traffic, while eliminating the need for network
redesigns and maintenance. Powered by FortiOS and FortiGuard Labs threat

v Pricing model intelligence, FortiGate CNF protects from malware, data breaches and...

[7] Upfront Commitment (4)

[ Usage Based (1) FEERTINET. FortiGate CNF - Cloud Native Firewall as a Service - Annual Contract [5
By Fortinet Inc. E

¥ Pricing unit

) FortiGate Cloud-Native Firewall (CNF) is a highly available SaaS service that
[) Custom Units (2)

simplifies network security while seamlessly scaling and integrating with AWS
services such as AWS Gateway Load balancer and AWS Firewall Manager. FortiGate

¥ Free trial i i
ree ial CNF reduces the network security operations workload by...

[T Fraa Trial (1}

3. Inthe FortiGate CNF listing, click View purchase options.

aws marketplace
~~—-"

About v Categories v Delivery Methods v Solutions v AWSIQ v Resources v Your Saved List Become a Channel Partner  Sell in AWS Marketplace ~ Amazon Web Services Home  Help

F:RTINET  FortiGate CNF - Cloud Native Firewall (PAYG _

with 30-day Free Trial)

Sold by: Fortinet Inc. Save to list

@ Free trial | | # Quick Launch |

A next-generation cloud firewall service, FortiGate Cloud-Native Firewall (CNF) protects from
threats including malware, data exfiltration and communications with malicious IP addresses.

4. Review the pricing information and click Subscribe.
5. Click Set up your account.

aws marketplace Q Search Hello, assumed-role/ADFS-Ad... ~
p—

About ¥ Categories v Delivery Methods v Solutions ¥ AWSIQ ¥ Resources v Your Saved List Become a Channel Partner ~ Sell in AWS Marketplace ~ Amazon Web Services Home  Help

To continue, set up your account and complete your registration. If you are unable to complete your registration, return through the Your Software page on AWS Marketplace [& Set up your account

6. Ensure that you have AWS admin permissions.

Step 1: Make sure you have AWS admin permissions

The vendor requires you to have specific AWS permissions to configure this software. If

you don't have these permissions, share this page with your IT admin.

https://aws.amazon.com/marketplace/saas/configuration?product

7. Click Login or create vendor account.

FortiGate CNF 24.1.b Administration Guide
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Step 2: Link a new or existing vendor account info

Login or create vendor account

8. Loginto your FortiCloud account, or register for a new account.

FortiGate CNF

In order to access the FortiGate CNF Console you will need a

FortiCare Account.
Please login using your existing FortiCare account.

If you do not have a FortiCare account please register a new

account with FortiCare first.

Login

FortiGate CNF links your AWS and FortiCloud accounts.
9. Click Launch Template to configure your cloud resources.

Step 3: Configure your vendor and AWS Integration info

¥ Automatically configure with AWS CloudFormation (recommended)

AWS CloudFormation allows you to automatically launch and configure your resources
and their dependencies as a stack. Once the stack's status is CREATE_COMPLETE,

return here to launch your product.

Fortigate

Launch template [

FortiGate CNF 24.1.b Administration Guide 14
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10. In Quick create stack, specify values as needed and click Create.

If you will be sending logs to AWS Security Lake, set Securityl ake CustomLogSourceName to your Security Lake
custom log source.

The AWS stack is created and configured for use.

Fortigate & X
| Delete ‘ | Update | ‘ Stack actions ¥ ‘ | Create stack ¥

Stack info Events Resources Outputs Parameters Template Change sets

Events (20)
Q Search events ‘ &

Timestamp Logical ID | Status Status reason

2023-09-22 08:35:23 UTC-0700 Fortigate @ CREATE_COMPLETE

2023-09-22 08:35:22 UTC-0700 NotificationToFortinetFWaas @ CREATE_COMPLETE

2023-09-22 08:35:22 UTC-0700 NotificationToFortinetFWaas (® CREATE_IN_PROGRESS Resource creation Initiated

2023-09-22 08:35:19 UTC-0700 NotificationToFortinetFWaas (® CREATE_IN_PROGRESS

2023-09-22 08:35:18 UTC-0700 LoggingS3Bucket &) CREATE_COMPLETE

30-day free trial

You can subscribe to FortiGate CNF for a free trial.

Currently, to switch from a free trial subscription to a paid subscription, you must unsubscribe
from the free subscription and then subscribe to a paid subscription. Your free trial

I configuration can be retained using the Save as Template feature. See Switching from free
trial to paid subscription on page 17.

The free trial has the following limitations:

» You can create and deploy only one FortiGate instance.

» Once your bandwidth exceed 100 GB of traffic, FortiGate CNF displays alerts on the console and allows a grace of
an additional 20 GB.

FortiGate CNF 24.1.b Administration Guide
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FortiGate CNF = &8 Services~ & Support -

Dashboard . .
License Information

Free Trial Information =

& CNF Instances

%% Policy & Objects FortiCare Username Free Trial ()
© AWS Accounts FortiCare Serial Number Remaining Period 10 Days
B Billing AWS Subscription Status Successful Subscription CNF Limit 1
& System -eq a
AWS Subscription Type Consumption Data Usage 110GB/100GB
Bandwidth

mn
‘

1B

« After 120 GB bandwidth is exceeded, your FortiGate CNF free trial will be automatically suspended and then
deleted.

£13 FortiGate CNF = & Services~ % Support v

A Dashboard

© Free trial bandwidth usage crossed 120GB, exhausted allocation
%2 CNF Instances

& Edit & SyncPolicySet T Delete B View Policy Set Revision

© Q Search

&% Policy & Objects
© AWS Accounts CNF Name ¢ Region ¢ Status Policy Set Policy Set Revision Policy Set Sync Status FortiManager mode Managed by

€ Billing cnf 1 BE S East (Ohio) @ Active allow_all 1 @ Synchronized Q No Fortinet

& System

« After 30 days FortiGate CNF will create alerts on the console and allow a grace period of an additional four days.
» After 34 days are complete, your FortiGate CNF free trial will be suspended and then deleted.

To subscribe to the free trial:

1. Loginto AWS and go to the AWSMarketplace.
2. Use the search feature to find FortiGate CNF - Cloud Native Firewall as a Service free trial.

3. Continue with the subscription process detailed in Subscribing to FortiGate CNF in the FortiGate CNF
Administration Guide.

FortiGate CNF 24.1.b Administration Guide
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When you log in to the FortiGate CNF console, the Free Trial Information widget is displayed on the dashboard.

2.5 FortiGate CNF = £ Services~ £ Support ~

A Dashboard

prep— License Information =~ Free Trial Information =
£ nstances
2% Policy & Objects FortiCare Username Free Trial (V]

Policy Sets FortiCare Serial Number Remaining Period 10 Days

Addresses AWS Subscription Status Successful Subscription CNF Limit 1

A AWS Subscription Type Consumption Data Usage 50GB/100GB

Security Profiles
AWS Accounts
B Billing

System

Switching from free trial to paid subscription

The process to backup and restore your existing FortiGate CNF instance configuration when switching from a free trial to

a paid subscription is as follows:

1
2.
3.
4
5

Backup the configuration of each FortiGate CNF instance.
Unsubscribe from the free trial subscription.

Subscribe to a paid subscription.

Log in to the FortiGate CNF console.

Restore the FortiGate CNF instance configurations.

To switch from a free trial to a paid subscription:

1.

Backup the configuration of each FortiGate CNF instance:
a. Inthe FortiGate CNF console, in CNF Instances, select each instance and click Save as Template.

& Edit 2 SyncPolicySet | T Delete | B View Policy Set Revision = I3l Save as Template = &£ Refresh

© Q search
CNF Name % Region = Status Policy Set Policy Set Revision Policy Set Sync Status FortiManager mode Managed by
test B )5S West (N. California) @ Active allow_all 1 @ Synchronized @ Inactive Fortinet

The instance configuration is saved as a template in Configuration > CNF Templates and the template is
displayed.

Unsubscribe from the free trial subscription:

a. Inthe AWS Marketplace console, in the Manage subscriptions page, click Manage next to the FortiGate CNF
free trial subscription, then select Cancel subscription from the Actions menu.

Your existing CNF instances are deleted.
Subscribe to a paid subscription:

a. Inthe AWS Marketplace, subscribe to a paid subscription with the same AWS account. For more information
about the subscription process, see Subscribing to FortiGate CNF on page 11.

Log in to the FortiGate CNF console.
Restore the FortiGate CNF instance configurations:

FortiGate CNF 24.1.b Administration Guide
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a. Inthe FortiGate CNF console, in CNF Templates, select each template and click Create CNF.

+ CreateCNF | @ View @ Delete | £ Refresh @ Q, Search

CNF Name % Region % FortiManager mode % Enable FortiAnalyzer IP External Logging ¥ Internal Logging %

test B US West (N. California) @ Inactive € Disabled None None

b. Update the instance as needed and click OK.
The new instance is created with the same configuration as the original.

Logging in

After you have completed the subscription process, you can log in to the FortiGate CNF console directly.

To log into FortiGate CNF:

Go to https://fortigatecnf.com/.
Click Login. You are redirected to the FortiCloud login page.
Log in with your FortiCloud account.

o N =

Click the appropriate account.

272 FortiGate CNF

Account Selection

name@domain.com 2 Successful Subscription B 1111111 A Fortinet
\‘ ! 'l
9 Because a FortiCloud account can grant another user access permissions to its assets,
including FortiGateCNF, there may be more than one account listed.

The FortiGate CNF console opens.

FortiCloud Organization support

FortiGate CNF can be connected to FortiCloud Organization to allow multiple users access to FortiGate CNF resources.

When logging in, organization users select their account.

FortiGate CNF 24.1.b Administration Guide
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=" FortiGate CNF

Account Selection

~ [ Fortinet Cloud Service QA

Fortinet Cloud Service QA team

.
[ ]
| Fortinet | Successful Subscription
~ @ SubOU1
[
-

| Fortinet | Successful Subscription

~ W@ SubOU1-1

| Fertinet | No Subscription Found
~ B SubOU2
~ B SubOU2-1

Switch accounts using the account dropdown.

FortiGate CNF 24.1.b Administration Guide
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i-= FortiGate CNF = % Services* ¥ Support ~ -

# Dashboard Tenant ~ @ Fortinet Cloud Service QA
%2 CNF Instances FortiCare Username Fortinet Cloud Service QA team

o2 Configuration FortiCare Serial Number 28 -

O AWS Accounts AWS SubscriptionType  Consumption | Fortinet | Successful Subscripti
o Pilling AWS Subscription Status Successful Subscription - BB SUbOU 1
i System 2
Audit Log Fortinet | Successful Subsf
Tenant Info +~ Bm SubOU1-1
API keys a
Fortinet | No Subscriy
~ BB SubOU 2

~ @ SubOU2-1

F:=RTINET

For more information about FortiCloud Organization, see the FortiCloud Organization Portal documentation.

Adding AWS accounts

Al
‘Q' When you first log in to FortiGate CNF, you are presented with the onboarding wizard, which
- walks you through the process of adding an AWS account. See Onboarding on page 29.

FortiGate CNF requires access permissions on your AWS account in order to perform various tasks, such as deploying
FortiGate CNF endpoints into your VPCs, resolving IP addresses of resources, and sending logs to an S3 bucket.

You must add the AWS account or accounts where your workloads will be running. There are no limits on the number of
AWS accounts you may add, and these accounts do not need to have AWS Marketplace subscriptions.

Added accounts do not have to be the same as the billing AWS account.

For more information about adding AWS accounts, see Cloud accounts on page 74.

Adding Azure accounts

FortiGate CNF instances can be deployed to protect workloads in the Azure.

You must add the Azure account or accounts where your workloads will be running. There are no limits on the number of
Azure accounts you may add.

For more information about adding Azure accounts, see Cloud accounts on page 74.

FortiGate CNF 24.1.b Administration Guide
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Protecting workloads with FortiGate CNF

For each cloud subnet you are protecting, take the following steps.

Networking

Ensure the traffic is routed correctly, as follows:

1. Create and deploy a FortiGate CNF instance. See Deploying a FortiGate CNF instance on page 37.

2. Deploy aload balancer endpoint in your cloud account. Typically the endpoint is put in a subnet by itself. See
Adding an endpoint to an AWS instance on page 40.

3. Route traffic to the deployed FortiGate CNF instance. The instance must be in the traffic path of your workload. This
requires some routing changes in your cloud infrastructure, and has to be done by you as Fortinet does not have
access to your infrastructure. Route traffic to the load balancer endpoint, which sends the traffic to the FortiGate
CNF instance to be inspected and returned to the load balancer endpoint. For some deployment examples, see
Deployment scenarios on page 82.

Consider FortiGate CNF as a bump-in-the-wire, with the load balancer endpoint as the gate.

Security

Ensure the desired security policies are applied to the deployed FortiGate CNF instance.

1. Create a policy set.

This process is very similar to the policy creation process on FortiGate. Address, Service, and Security Profile
objects are used to form policies, which are grouped in an ordered sequence to form a policy set.

2. Apply a policy set to one or more FortiGate CNF instances.
Policy sets can be edited and then updated on deployed instances if needed.

Using the console

This section presents an introduction to the FortiGate CNF console interface.

The following topics are included in this section:

Banner on page 22 The top banner of the FortiGate CNF console is accessible on all pages and provides
access to product and account information and functions.

Forms on page 23 Information about forms and form elements in the FortiGate CNF console.
Tables on page 25 Information about table behavior in the FortiGate CNF console.
Charts on page 27 Information about chart functionality in the FortiGate CNF console.
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Banner

= % Services~ ¥ Support~

The top banner of the FortiGate CNF console provides access to the following information and functionality:

« User menu on page 22
» System notifications

Online help
¢ Theme selection menu on page 23
« Account menu on page 23

User menu

View the username and account information of the currently logged in user.

= % Services~ %% Support~ name@example.com ~
Current Account
name@example.com (/]
Organization 1111111

Account Selection

If this account is part of an organization, use this menu to switch to another account.

p——— = % sevee+ B suvor- . o e 2|

Tenant ~ B Fortinet Cloud Service QA
FortiCare Username Fortinet Cloud Service QA team
FortiCare Serial Number
WS Accounts AWS Subscription Type  Consumption | Fortinet | Successful Subscripti
AWS Subscription Status @ Successful Subscription
~ I SubOU1
i System a2
Audit Log Fortinet | Successful Subs
Tenant Info ~ BB SubOU1-1
API 2
Fortinet | No Subscri
~ W SubOU2

~ B SubOU2-1
A

FL:RTINET
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Theme selection menu

Change the FortiGate CNF console theme.

= % Services~ £ Support~

Neutrino
Dark Matter
Graphite
Mariner

Melongene
—

Account menu

The account menu displays the account username and provides access to the following:

» Logout: Log out of FortiGate CNF.

2 Support - name@example.com ~

= 2 Services ~

name@example.com

= Logout

Forms

Forms and form elements in the FortiGate CNF console have the following functionality.

Select fields

Dropdown select fields allow the selection of an item from a list of options.
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Type v L
Q, Bearch

& Address Type (5)
Dynamic

Geography
FQDN

IP Range
Subnet

Search

Form select fields contain a search field at the top of the dropdown.

« Enter search terms in the field and press enter to search.
* Click the X at the end of the field to clear the search.

Categories

Some select fields contain items grouped by category. The category title displays the number of items within that
category in parentheses.

Expand or hide the items within a category by clicking the category name.
Create

Some select fields include a Create button to create a new object of this type. Click Create to open the object creation
pane without leaving the current form.

Security Profile Group v \i
Q Search <+ Create

& Security Profile Group (2)
New policy set-security profile group

New security profile group

Select object fields

Form fields that allow the selection of one or more objects will open an object selection pane. These fields are displayed
as a text field with a + icon in the center.
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Source -+

Object selection pane

Click within the field to open the object selection pane.

Create New Policy Select Entries b 4
Name ‘Q Search ‘ + Create
Source - & Source (15)
Destination Address (13)
Servi + all
ervice Canada
Action iee=Sal DENY FABRIC_DEVICE
Security Profile Group v X FIREWALL_AUTH_PORTAL_ADDRESS
gmail.com

login.microsoft.com
login.microsoftonline.com
login.windows.net

metadata-server

Reset Car Close

In the object selection pane, the following actions are available:

» Select: select one or more objects. When clicked, they are added to the form field.
« Search: search for objects within the list.

» Create: Create a new object of this type. For more information about creating objects, see Configuration on page
61.

Adding and removing items

Click on anitem in the object selection pane to add it to the form.

Click the X on an item to remove it from the form.

Tables

Tables can be filtered, sorted, and customized to display particular columns. A common set of functionality is available
for all tables.
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& Edit T Delete @ Q Search

Name & Modified At %
allow_all 2022/10/2511:42:01
Test policy set 2 2022/10/28 12:58:53
Test policy set 3 2022/10/28 15:42:09
Test policy set 6 2022/11/16 10:17:19

4 |Updated: 10:22:48 &

Refresh the displayed data

Click the Refresh button to refresh the table content.

Filter the displayed data

Filters are used to locate a specific set of information or content in a table. Filtering options vary depending on the
information presented in the table.

Applied filters are listed in the Search field.

Enter a term in the Search field to filter the report by search term.

Click the green +icon to apply a filter to the report.

Click the X next to an applied filter to remove it.

Configure table display

Hover over the left end of the column headers and click the gear icon to configure the table.
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& Edit T Delete | @ Q Search

rEEE Resize Columns to Content
4 ¥ Reset Table

1 Select Columns

+ Name
1  Modified At

The following configuration options are available:

2022/10/25 11:42:01
2022/10/28 12:58:53
2022/10/28 15:42:09
2022/11/16 10:17:19

Modified At =

» Resize Columns to Content: Automatically set the width of each column to fit the content.

Sort

Apply: Click to apply any changes to the table.

Reset Table: Reset table display modifications to the default.

Cancel: Exit the form without saving or applying any changes.

Select Columns: Select which columns to display. Displayed columns are marked with a green checkmark.

Sortable columns are noted with a stacked triangle icon next to the column name.

Click on a column header to sort the table by that column in ascending or descending order.

Click the same header again to reverse the sort direction.

Item selection

Click on arow in the table to select it.

Right-click a row to access the context menu for that item.

Double-click a row to open that item. If the item is editable it opens in an editing form.

Table footer

The table footer contains the following information and actions:

» Count: The footer diplays a count of the number of items displayed in the table.

« Updated: Displays the time when the table information was last updated.

» Refresh: Click the Refresh icon to update the table information.

Charts

Charts are used to display summarized information.
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Click on anitem in the chart legend to toggle the display of that item.

Product registration and technical support

Before contacting technical support, you must first register your FortiGate CNF serial number with FortiCare.

To find your serial number:

1. Inthe FortiGate CNF console, go to System > Tenant Info.
2. Find the serial number in the FortiCare Serial Number field.

Tenant
FortiCare Username name@example.com
FortiCare Serial Number 1111111111111

AWS Subscription Type  Contract
AWS Subscription Status Successful Subscription

FortiGate CNF 24.1.b Administration Guide
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Onboarding

The onboarding wizard walks you through the initial FortiGate CNF configuration process, from adding your cloud
accounts to deploying a configured FortiGate CNF instance.

On your first login, if you have no FortiGate CNF instances configured or running, you are presented with the wizard.

FortiGate CNF = ¢ Services~ %% Support ~ A- ©- @ 2~

Onboarding Onboarding

A Dashboard

 CNF Instances EO 9 Cloud Account Configuration 3 Cloud accounts in the system

Configure the first Cloud Account inwhich you have resources and subnets you wish to protect. In order to do this you will be asked to provide credentials that will later be used in order to configure network connectivity to
and resolve dynamic objects inyour protected subnets.

B Billing
e System
—+Go to Cloud Accounts
e £ Policy Set Configuration 3 custom policy sets in the system
Create a security policy you want to use to pratect your resources and subnets. The security policy set will let you to define rules restricting the communication to and from your cloud resources. You can define a region
specific policy set that will be applied to a single CNF or a broader policy set if you wish to apply a consistent policy to multiple CNF instances in one or more regions. You will later attach this policy set to a CNF.
—Go toPalicy Sets
© [§ cNFConfiguration OCNF in the system

Create a CNF instancein a specific region and attach this CNF instance to subnets in that region that are associated with the Cloud account you configured in step 1. Through this process an endpoint will be created in the
subnet you define and you will later be required to route traffic you wish to protect to this endpoint. At the end of this process you will attach a security policy set to this CNF instance.

—+Go to CNF Instances

Your nitial onboarding process is in progress.

0 Please complete the steps above marked by a grey circle. Completed steps are marked with a circle with agreen mark next tot.

FiRTINET

The wizard guides you through the following steps:

1. Add your cloud accounts.

Before any FortiGate CNF instances can be deployed to protect your cloud networks, you must add the cloud
accounts that contain the resources you wish to protect. FortiGate CNF requires access permissions to perform
various tasks, such as deploying FortiGate CNF endpoints, resolving IP addresses of resources, and sending logs
to an AWS S3 bucket or Azure blob storage.

You are guided through each of the steps involved, including configuring the AWS CloudFormation template or
Azure ARM template and creating the FortiGate CNF stack.

2. Create your first policy set.

Security policies are grouped into a policy set and provide the rules that control the traffic flow through the FortiGate
CNF instance.

The wizard guides you through the steps needed to define your first policy set.

3. Create a FortiGate CNF instance.
The wizard guides you through the steps to create and deploy a FortiGate CNF instance and connect it to your
subnets. This creates an endpointin a subnet in one of the cloud accounts you added in step one.

After each step is completed, and when you have successfully completed the entire process, a success message is
displayed.

You can leave and return to the wizard at any time, and you may repeat steps.
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Once you have successfully completed the onboarding process, the Onboarding menu and page will no longer be
available.
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Dashboard

The Dashboard displays the following widgets:

 License Information on page 31

* Annual Credits Information on page 31
« CPU on page 31

« Bandwidth on page 32

+ CNFs per region on page 32

« Protected subnets on page 33

+ Memory on page 34

For FortiGate CNF system status, see Service health dashboard on page 35.

License Information

View information about the FortiGate CNF account. The following information is displayed:

» FortiCare Username

» FortiCare Serial Number
* AWS Subscription Status
o AWS Subscription Type

Annual Credits Information

View information about the available credits for your annual subscription.

The widget title displays Free Trial Information if you are using a free trial subscription.

CPU

View the average CPU utilization for each FortiGate CNF instance in the past 24 hours.
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CPU =
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Bandwidth

View bandwidth usage in the past 24 hours.

Bandwidth

[l hshah cnf 1 ] hshah_cnf 2 | hshah_cnf 3
488BKB

391KB

293KB

195KB

98KB

12:00 14:00 16:00 18:00 20:00 22:00 27 02:00 04:00 06:00

CNFs per region

View the number of FortiGate CNF instances deployed in each region.
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CNFs per Region

I VS East (N. Virgin
B US West (N. Califg

Protected subnets

View the number of protected subnets in each availability zone (AZ).
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Protected Subnets
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Memory

View the aggregate memory utilization for each FortiGate CNF instance in the past 24 hours.
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Memaory

Service health dashboard

To view FortiGate CNF system status, go to https://status.fortigatecnf.com/.
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Dashboard

G Forticate
{E[} Cloud-Native Firewall

All Systems Operational

Uptime over the past 60 days. View historical uptime.

[+ Control Planes Operational

[/ Data Planes Operational

The service health dashboard displays the following information:

« System health information for each of the control and data planes.
* Notices about upcoming scheduled maintenance.
» Historical information about past incidents.

Click SUBSCRIBE TO UPDATES to receive system status updates through any of the
following methods:

ﬂ e Email
« SMS
¢ Slack
e Atom or RSS feed
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CNF instances

The CNF Instances page lists the FortiGate CNF instances that have been created.
From this page you can:

+ Create and deploy a new instance.

» View and edit instance details.

¢ Delete aninstance.

» View policy set revisions for an instance.
« Save aninstance as a template.

» Sync policy sets.

« Configure Route 53 resolver rules

e Schedule upgrades.

+ Troubleshoot instances.

Deploying a FortiGate CNF instance

FortiGate CNF instances can be deployed into AWS or Azure. The same general procedure applies to both.

To create and deploy a new FortiGate CNF instance, use the following procedure:

1. Create a new instance.

* AWS: See Creating a new AWS FortiGate CNF instance on page 38.

o Azure: See Creating a new Azure FortiGate CNF instance on page 39.

« From atemplate: See Creating a new FortiGate CNF instance from a template on page 39.
2. Add endpoints:

* AWS: See Adding an endpoint to an AWS instance on page 40.

e Azure: See Adding a load balancer to an Azure instance on page 40.

NP You may create any number of load balancers, allowing for multiple workloads to be
‘Q' protected by the same FortiGate CNF instance. If a different policy set is needed for a load
- balancer, create a new FortiGate CNF instance with the needed policy set for that load
- balancer.

3. Configure policy sets. See Configuring policy sets on page 42.

See Editing or viewing a FortiGate CNF instance on page 42 for more information about instance settings.

Ay
S L4
9 For some detailed deployment examples, see Deployment scenarios on page 82.
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Instances are deployed into your cloud infrastructure using gateway load balancer endpoints (in the case of AWS) or
load balancers (in the case of Azure).

In the Configure Endpoints/Load Balancers page, select an endpoint or load balancer and click Edit to view or edit the
details. Click Delete to remove the endpoint or load balancer from the instance.

Creating a new AWS FortiGate CNF instance

To create a new AWS FortiGate CNF instance:

1.
2,
3.

In CNF Instances, click New and select AWS.
In CNF Name, enter a unique name for this instance.

Select the appropriate Region. This ideally is in the same region as the workload, but may be different for some
configurations, such as east-west traffic.

For more information about possible deployment scenarios, see Deployment scenarios on page 82.
Enable or disable FortiManager mode. For more information, see FortiManager mode on page 53.

If FortiManager mode is enabled when creating a FortiGate CNF instance, policy
ﬂ management for this instance is disabled in the FortiGate CNF console.
I You will be provided with the IP address and login credentials to the FortiGate, which you
can use to add the device to FortiManager.

Set Internal Logging to one of the following options:
» None: Disable internal logging.
» S3Bucket. Enable logging to the AWS account S3 bucket, then select the S3 Bucket in Log Traffic to S3
Bucket.
» Security Lake: Enable logging to AWS Security Lake, then select the destination Security Lake in Log Traffic to
Security Lake.

FortiGate CNF does not create a Security Lake destination. You must create it and
enable access using the CloudFormation template.

In the CloudFormation Stack Details, set SecuritylLakeCustomLogSourceName to your
Security Lake custom source.
See Configuring Security Lake on page 75.

In External Logging, select one of the available options:

» None: disable external logging.

» External Syslog: Enter the External Syslog Server IP.

» FortiAnalyzer: Enter the FortiAnalyzer IP.
For more information about FortiGate log messages and formats, see the FortiOS Log Message reference.
Optionally, add endpoints. For more information about endpoints, see Adding an endpoint to an AWS instance on
page 40.
Click OK.
The CNF Instances list displays, with the new instance having a status of Initializing. After the instance has
initialized, the status changes to Active and the instance can be configured with endpoints and policy sets.
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In the background, the FortiGate CNF instances and other infrastructure are created. This process takes
approximately 10 minutes.

Creating a new Azure FortiGate CNF instance

To create a new Azure FortiGate CNF instance:

1.
2,
3.

In CNF Instances, click New and select Azure.
In CNF Name, Enter a unique name for this instance.

Select the region where the instance will be deployed, which is the region containing the workload. East-west
configurations in Azure are not supported.

For more information about possible deployment scenarios, see Deployment scenarios on page 82.
Enable or disable FortiManager mode. For more information, see FortiManager mode on page 53.

If FortiManager mode is enabled when creating a FortiGate CNF instance, policy
ﬂ management for this instance is disabled in the FortiGate CNF console.
I You will be provided with the IP address and login credentials to the FortiGate, which you
can use to add the device to FortiManager.

In Internal Logging > Blob Storage Logging, enable or disable logging to Azure blob storage.
In External Logging, select one of the available options:

» None: disable external logging.

» External Syslog: Enter the External Syslog Server IP.

» FortiAnalyzer: Enter the FortiAnalyzer IP.
For more information about FortiGate log messages and formats, see the FortiOS Log Message reference.
Optionally, add endpoints. For more information about endpoints, see Adding a load balancer to an Azure instance
on page 40.
Click OK.
The CNF Instances list displays, with the new instance having a status of Initializing. After the instance has
initialized, the status changes to Active and the instance can be configured with endpoints and policy sets.

In the background, the FortiGate CNF instances and other infrastructure are created. This process takes
approximately 10 minutes.

Creating a new FortiGate CNF instance from a template

To create a new FortiGate CNF instance from a template:

Ao b=

In CNF Instances, click New and select Template.
In Configuration > CNF Templates, select a template and click Create CNF.
Update CNF Name with a unique name for this instance.
Update other configuration as needed for the instance type.
» For AWS instances, see Creating a new AWS FortiGate CNF instance on page 38.
» For Azure instances, see Creating a new Azure FortiGate CNF instance on page 39.
Click OK.
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The CNF Instances list displays, with the new instance having a status of Initializing. After the instance has
initialized, the status changes to Active and the instance can be configured with endpoints and policy sets.

In the background, the FortiGate CNF instances and other infrastructure are created. This process takes
approximately 10 minutes.

Any errors are saved to the system audit log.

Adding an endpoint to an AWS instance

To add an endpoint to an AWS instance:

In CNF Instances, select an instance and click Edit.

Click Configure Endpoints.

In the table, click New.

Enter a name for the endpoint, then select the appropriate AWS account.
In VPC ID, select the VPC to connect to.

In Subnet, select a subnet.

o g~ wbh-=

ﬂ AWS subnets must be created and tagged in AWS before they are available in this form.
I In AWS, create a subnet in this VPC and tag it with Key = fortigatecnf subnet type

and Value = endpoint.
7. Click Save. FortiGate CNF creates the endpoint, which may take several minutes. The status of the instance
displays as Active when this process is complete.

NP You may create any number of endpoint subnets, allowing for multiple workloads to be
‘?' protected by the same FortiGate CNF instance. If a different policy set is needed for an
- endpoint, create a new FortiGate CNF instance with the needed policy set for that
- endpoint.

Adding a load balancer to an Azure instance

FortiGate CNF instances can protect resources with an Azure public IP: either a VM with a public IP or a load balancer
with a public IP.

There are two options for Azure load balancer deployments:

+ New Load Balancer: Deploy a new load balancer with a public IP created by FortiGate CNF.

This option creates a new load balancer and public IP in your specified resource group, connected to the FortiGate
CNF instance. You also have the option of creating a new resource group for this load balancer.

You will have to add the workloads to be protected to the backend pools of this load balancer and disable any
existing public IPs to allow access only through the load balancer.

« Link Existing: Attach to an existing virtual machine with a standard public IP or an existing standard load balancer
with a standard public IP.

This option connects the FortiGate CNF instance to the given public IP and routes traffic in or out of the public IP to
the FortiGate CNF instance before sending the traffic to its destination. This option does not create any additional
resources in your specified resource group.
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FortiGate CNF does not support Azure Basic public IP. The public IP must be created as a
Standard public IP.

To add a new Load Balancer to an Azure instance:

In CNF Instances, select an instance and click Edit.

Click Configure Azure Endpoints.

In the table, click New.

Enter a name for the load balancer, then select the appropriate Azure account.
Select or create a Resource Group.

Click OK. FortiGate CNF creates the load balancer, which may take several minutes. The status of the instance
displays as Active when this process is complete.

2

7. Configure the load balancer backend pool, health probes, and any required rules.
Health probes and rules on load balancers connected to a FortiGate CNF instance cannot be created or edited
through the Azure portal. Use the Azure Python SDK to update the load balancer in this case.
For more information about editing load balancers using a Python script, see Azure ingress and egress with
FortiGate CNF-created load balancer Example on page 109.

When configuring health probes in Azure, ensure that the backend VMs are listening and
responding on the specified probe ports. For example, if you are creating a health probe on

port 80 using HTTP, the VMs must listen and respond to HTTP requests on port 80.

To connect an existing Public IP to an Azure instance:

1. In CNF Instances, select an instance and click Edit.

2. Click Configure Azure Endpoints.

3. Inthe table, click Link Existing.

4. Select the Resource Type from the following options:
» Load Balancer. Connecc to an Azure load balancer with a standard public IP.
 Virtual Machine: Connect to a virtual machine with a standard public IP.

5. In Account, select the Azure account that contains the VM or load balancer.

6. Select the Resource Group that contains the VM or load balancer.

7. In Load Balancer or Virtual Machine, select the appropriate resource to link.

8. For aload balancer, select a Frontend IP Configurations.

For a virtual machine, select a Network Interface.

9. Click OK. FortiGate CNF connects to the resource, which may take several minutes. The status of the instance
displays as Active when this process is complete.
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Configuring policy sets

To configure policy sets:

O ! ’, The default allow_all policy set is pre-configured and automatically added to new instances.
q This policy is for the purpose of troubleshooting traffic routing and should not be used once
- traffic routing has been completed.

1. In CNF Instances, select an instance and click Edit.

2. Click Configure Policy Set.

3. In Apply Policy Set, select the policy set to apply and click Save. A new revision is created with the new policy set
applied.

I\ Only one policy set can be applied to an instance at a time.

For information about creating or editing policy sets, see Policy sets on page 61.

Editing or viewing a FortiGate CNF instance

In the CNF Instances table, click Edit to view or edit the following instance details:

¢ Primary details

+ Endpoints (AWS) or load balancers (Azure)

* Route 53 resolver rules (for AWS CNF instances)
» Policy sets

+ Instance Version

» Troubleshooting information

Primary details

The following details are displayed in the Edit CNF form.

Item Description

CNF Name The unique name of the CNF instance. This field is editable.

Region The region where this instance is deployed. This field is not editable.
FortiManager mode Enable to manage this instance with FortiManager. This field is not editable.
Status The deployment status of the instance.

The possible values are:
* Initializing: The instance is being created and deployed. When an instance is
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Item Description

initializing no details may be edited and the instance may not be deleted.

e Success: The instance has been deployed. The instance may now be edited
or deleted, and endpoints and policy sets may be added.

¢ Deleting: The instance is being deleted. When deletion is complete the
instance is removed from the table.

e Error: You must delete and begin again.
e Policy Set Apply Error. There was an error applying the policy set.

Internal Logging Set Internal Logging to one of the following options:
* None: Disable internal logging.

e S3 Bucket: Enable logging to the AWS account S3 bucket, then select the S3
Bucket in Log Traffic to S3 Bucket.

This option is available if this instance is an AWS CNF instance.

e Security Lake: Enable logging to AWS Security Lake, then select the
destination Security Lake in Log Traffic to Security Lake.

This option is available if this instance is an AWS CNF instance.

FortiGate CNF does not create a Security Lake destination.
You must create it and enable access using the

CloudFormation template.
In the CloudFormationStack Details, set
Securityl akeCustomLogSourceName to your Security

Lake custom source.
See Configuring Security Lake on page 75.

» Blob Storage Logging: Enable logging to Azure storage.
This option is available if this instance is an Azure CNF instance.

External Logging The selected external logging destination. Select from None, External Syslog, and
FortiAnalyzer. This field is editable.

External Syslog Server IP The IP address of the syslog server where logs are sent. This field is editable and
only displays if External Logging is set to External Syslog.

FortiAnalyzer IP The IP address of the FortiAnalyzer where logs are sent. This field is editable and
only displays if External Logging is set to FortiAnalyzer.

Display Primary FortiGate Enable to display the following connection information:
Information * Primary FGT IP

e Primary FGT Username
e Primary FGT Password
This field only displays when FortiManager mode is enabled.
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Endpoints and load balancers

FortiGate CNF instances are deployed into your cloud infrastructure using gateway load balancer endpoints (in the case
of AWS) or load balancers (in the case of Azure).

In the Configure Endpoints/Load Balancers page, select an endpoint or load balancer and click Edit to view or edit the
details. Click Delete to remove the endpoint or load balancer from the instance.

« Endpoints on page 44
« Load balancers on page 44

Endpoints

Item Description

Name The name of the endpoint. The name must be unique within the CNF instance and
does not affect the subnet. This field is only editable if Status is error.

Account The AWS account in which the VPC has been created.
This field is not editable after the endpoint has been created.

VPC ID The AWS identifier for the VPC. This field is not editable.

Subnet The subnet within the VPC. This field is not editable.

Select from all subnets Disable to display only endpojnts that have been tagged tagged with Key =
fortigatecnf subnet type and Value=endpoint.
Enable to display all subnets in the selected VPC.

Status The deployment status of the endpoint.

The possible values are:
« Initializing: The endpoint is being added to the instance. When an endpoint is
initializing no details may be edited.
» Active: The endpoint has been added and may now be edited or deleted.

e Deleting: The endpoint is being deleted. When deletion is complete the
endpoint is removed from the table.

e Error: You must delete and begin again.

Load balancers

Item Description

Name The name of the load balancer. The name must be unique within the CNF
instance and does not affect the subnet. This field is editable.

Account The Azure account containing the resources to be protected.
This field is not editable after the load balancer has been created.

Resource Group The Azure resource group.
This field is not editable after the load balancer has been created.
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Item Description

Subnet The subnet within the VPC. This field is not editable.

Select from all subnets Disable to display only endpojnts that have been tagged tagged with Key =
fortigatecnf subnet type and Value = endpoint.

Enable to display all subnets in the selected VPC.

Status The deployment status of the endpoint.

The possible values are:
* Initializing: The endpoint is being added to the instance. When an endpoint is
initializing no details may be edited.
¢ Active: The endpoint has been added and may now be edited or deleted.

» Deleting: The endpoint is being deleted. When deletion is complete the
endpoint is removed from the table.

e Error: You must delete and begin again.

Policy sets

In the Configure Policy Sets page, view and update the applied policy set for the instance.

The following information is displayed in the form.

Item Description

Current Policy Set The name of the policy set currently applied to the CNF instance.

Revision ID The ID of the current CNF instance revision. Changing the applied policy set
creates a new revision.

Click the View Policy Set Revision eye icon to view more information about the
revision. See Viewing a policy set revision on page 46 for more information.

Installation Status The status of the policy set installation on the instance.

The possible values are:
* Installing: The policy set is being deployed to the instance and a new
instance revision is being created.

* Installed: The policy set has been installed. A new revision of the instance
has been created and deployed.

Sync Status The synchronization status of the policy set.

The possible values are:
e Unsynchronized: Changes have been made in the FortiGate CNF console
that have not been applied to this instance.

¢ Click the Diff button to view the changes.
¢ Click the Synchronize button to update the policy set on the instance.
» Synchronized: The deployed policy set matches the local policy set.

Apply Policy Set Select the policy set to apply.
Click Diffto the a comparison with the currently installed policy set.
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Item Description

Policy Set Revision History Displays a list of the policy set that has been applied by revision, in descending
order beginning with most recent.

The following actions are available:
» View: Select a revision and click View (or double-click the revision row) to
see details about the policy set in this revision. See Viewing a policy set
revision on page 46 for more information.

« Diff. Select two revisions and click Diff to review the changes. See Viewing
the policy set revision diff on page 47 for more information.

Instance Version

The Instance Version page displays the FortiOS version of the FortiGate CNF instance in the Current Dataplane FortiOS
Version field.

Deleting a CNF instance

To delete a CNF instance:

In the CNF Instances table, select an instance and click Delete. In the Confirmation dialog, click OK to confirm the
deletion.

The deletion may take several minutes.

Viewing a policy set revision

The Policy Set Revision pane displays read-only information about the policy set for a particular revision.

Al
‘Q' Policy set revisions are revisions of the policy set as applied to an instance. Policy sets,

policies, and objects themselves are not versioned.

Policy Set Revision
Test policyset  [Ell @ Installed

Policies Addresses Services Security Profiles

© Q, Search
Name Source Destination Service Action Sec. Profile Status
Test policy set-default-policy all all ALL @& ACCEPT Test policy set-security_profile group @ Enabled

The header displays the policy set name, the policy set revision number, and the policy set installation status.
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The information is displayed in the following tabs:
» Policies: Displays the list of policies in this policy set. See Policy sets on page 61 for more information about policies
and policy sets.

» Addresses: Displays the address objects (IP address ranges, FQDNs, Subnets. and address groups) used in the
policy set. See Addresses on page 64 for more information.

» Services: Displays the service objects used in the policy set. See Services on page 66 for more information.

» Security Profiles: Displays the security profiles used in the policy set. See Security profiles on page 68 for more
information.

Within each category, double-click on an item to see more details.

Viewing the policy set revision diff

The Policy Set Diff displays the changes from one revision to another.

Policy Set Diff x
Revision ID 2 Revision ID 1
Policy Set Test policy set Policy Set allow_all
Installation Status @ Installed Installation Status @ Installed
Created At 2022-11-22 13:52:13 Created At 2022-11-22 13:14:41
Name Change Type Detail
E 1ps Sensor €
intrusion_prevention-72 Added @ View Details
[=] Policy ®
Test policy set-default-policy Added @ View Details
allow _all Deleted @ View Details

3| Updated: 05:29:48 &

The report displays the changes that have been made to get from the revision on the right to the revision on the left.

Al
‘Q' If the report is displaying an unsynchronized policy, the report displays the changes that have
- been made to get from the revision on the left to the revision on the right.

The header section of the pane displays information about the two revisions being compared. If the diff is being
displayed for policy set changes that have not been synchronized yet, the policy on the right will only display the policy
set name.

Click on View Details in an item to view detailed information about the item that has been added or removed. For more
information about the CLI output displayed in the detail, see the FortiOS CLI Reference.
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Policy Detail

q
Rev “name": "intrusion prevention-72",
pol "block-malicious-url™: "enable",

"scan-botnet-connections”: "disable"
In51}

Cre

intr

Tes

alla

Saving a FortiGate CNF instance as template

Save a FortiGate CNF instance as a template.
The following configuration is saved:

+ The FortiGate CNF instance name is saved as the template name.

» Logging configuration

« Any FortiManager association.

» Attached VPCs and subnets, including the entire configuration of endpoints or load balancers.

The deployed security policy is not included. You will need to deploy a policy set to any instances created from the
template.

Any errors are saved to the system audit log.
To save a FortiGate CNF instance as a template:

In CNF Instances, select an instance and click Save as Template.

The template is saved and displayed.
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Synchronizing policy sets

When a policy set is changed locally in the FortiGate CNF console, CNF instances are not automatically synchonized

with the updated policy set.

To synchronize a policy set:

In CNF Instances, select the instance and click Sync Policy Set.

Alternatively, in the instance Configure Policy Set form, click Synchronize.

The policy set changes are synchronized to the instance and a new revision is created and deployed.

Configuring Route 53 resolver rules

You can share AWS Route 53 DNS forwarding rules with your FortiGate CNF instances. This allows FortiGate CNF to
resolve DNS addresses in your environment instead of resolving them independently.

To configure and share Route 53 forwarding rules:

1. In AWS Route 53, configure DNS forwarding rules:
a. In AWS Route 53 create an outbound endpoint for DNS requests.

Route 53 Resolver Outbound endpoints

@ You are signed in to the following Region: us-east-2 (Ohio) X
To change your Region, use the Region selector in the upper-right corner.
Outbound endpoints (1) info Create outbound endpoint
Q &
ID Name Status Host VPC IP addres...
rslvr-out-f84b21073ea54d6fa outbound_ep @ Operati... vpc-04c600a1b929f426a 2

4

b. Create arule forwarding DNS requests through the outbound endpoint to your DNS server.
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Route 53 Resolver Rules

@ You are signed in to the following Region: us-east-2 (Ohio)
To change your Region, use the Region selector in the upper-right corner.

Rules (2) info

Q
Name ID Status
Internet Resolver rslvr-autodefined-rr-inter... ® Comp...
playground-useast2 rslvr-rr-e09fd500dff242cda ®© Comp...

4

1 &
Outbound endpoint Type
- Recursi
rslvr-out-f84b21073ea54d6fa Forwar

»

c. In AWS Resource Access Manager, share the DNS forwarding rule with the FortiGate CNF instance AWS

account.

Resource Access Manager » Shared by me: Resource shares

Shared by me: Resource shares

Resource shares owned by your account.

Resource shares (2)

Q| Filter by text and property value

Name ID Owner

ac1d6¢89-2eal-41e1-85be-

MyRuleSh
© YRUEIE T spib37cas0ta

dcf46796-d4b1-4066-99bf-

QO cnf-share
dd5e99239ff6

| 1o @
Allow external
9.q Status
principals
Activ
Yes ®
e
Acti
Ves @ Activ

e
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2,

Summary

Name Owner Created on Status
cnf-share 2023/10/17 © Active
ID ARN Allow external principals
dcf46796-d4b1-4066-99bf- J——— Yes

dd5e99239ff6

2: cresource-
share/dcf46796-d4b1-4066-
99bf-dd5e99239ff6

Shared resources (1)

Q Filter by text 1 [
O Resource ID Resource type Status
(] rslvr-rr-e09fd500dff242cda [4 route53resolver:ResolverRule ® Associated

In the FortiGate CNF console, add the forwarding rule to a FortiGate CNF instance.

In CNF Instance, select an instance and click Edit.
In Configure Route53 Resolver Rules, click New.

c. Enterthe Resolver Rule ID and Resource Share ARN of the shared rule, then click OK.

£2% FortiGate CNF = & Services~ % Support ~

A Dashboard Editq Add Route53 Resolver Rule X
CNF Instances CNF/ Resolver Rule ID [ rslvr-rr-e09fd500dff242cda|
o i
3 Genipmetir . Resource Share ARN  arn:aws:ram:us-east-2: res
© AWS Accounts 59
Billing [
& System
EE
£2% FortiGate CNF = & Services~ % Support ~ - A- ©@- P- &-
A Dashboard Edit CNF Configure Endpoints Configure Policy Set Configure Route53 Resolver Rules Instance Version Troubleshooting
CNF Instances CNF AWS Account ID

9 Configuration

© AWS Accounts

Please share your Resolver Rules with the above AWS Account ID before adding the rule below.
Billing Resolver Rules

s System @ View [ Delete £ Refresh | @ Q Search

Name ¢ Resolver Rule ID & Type ¢ Dom... ¢ Status ¢

playground-useast2 rslvr-rr-e09fd500dff242cda  forward fcsqa.com. @ Associ

1 Updated: 16:52:45 &

The rule is attached to the VPC where the FortiGate CNF instance is deployed. This rule is used for forwarding
DNS requests to the specified DNS server.
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Scheduling FortiGate CNF instance upgrades

When a new FortiGate CNF instance version is released, an upgrade will be scheduled by Fortinet. You can change the
timing of your instance upgrade from within a 30-day window.

When a FortiGate CNF instance version upgrade is planned, your existing instances can use the older (current) version
up to the final day of the available upgrade window.

The FortiGate CNF instance will go down for approximately five minutes during the upgrade.

For a regular upgrade, if you do not schedule the upgrade, the system will automatically perform the upgrade at the end
of the available upgrade time window.

Rollback

If the upgrade of the FortiGate CNF instance is incompatible with your network configuration, you may roll back the
upgrade to the previous version.

The rollback feature is available for seven days after an upgrade.

After a rollback, if you do not schedule an upgrade, you will not receive an upgrade notice until the next version is
available for upgrade.

You may perform as many rollbacks and upgrades as you want within the available upgrade window.

Scheduling an upgrade

To set the schedule for your CNF instance upgrade:

1. Anupgrade schedule is created by Fortinet, with an upgrade start date and end date. The upgrade will be scheduled
within this upgrade window. Typically the end date will be 30 days after the start date, although this may vary.

In your FortiGate CNF console, a notification is displayed.

.3 FortiGate CNF = %8 Services~ £ Support - e e B A O -

A Dashboard + New | & Sy iy S [ : setR @ Anupgrade has been scheduled for CNF Instance cnf_1 for 2023-03-25 r

%% CNF Instances
[ @ Q Search

o Policy & Objects

© AWS Accounts
T Billing enf_1 BE S East (Ohio) @ Active allow_all 1 @& Synchronized @ No Fortinet

CNF Name = Region = Status Policy Set Policy Set Revision Policy Set Sync Status FortiManager mode Managed by

& System bl fcsga OQLLIaR BE S West (N. California) Initializing  allow_all 1 Unsynchronized © No Fortinet

2. Inthe FortiGate CNF console, go to CNF Instances, select the appropriate instance from the list and click Edit.

3. Click Instance Upgrade. This option is only available when an upgrade has been scheduled by Fortinet. When an
upgrade has not been scheduled, Instance Version is displayed.

4. Click Reschedule Upgrade and select the new upgrade date and time. The new time cannot be later then the last
time to upgrade in the available upgrade window.
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FortiGate CNF = %2 Services~ & Support ~ - - - A1 @ @- &-
4 Dashboard EditCNF  Configure Endpoints  Configure Policy Set Troubleshooting Reschedule Upgrade x
%2 CNF Instances @ B e R S 7R Current Dataplane FortiOS Version  7.2.4.armé4
%% Configuration Newest Dataplane FortiOS Version  7.2.4.arm64
© AWS Accounts @ The System will upgrade to dataplane FortiOS version 7.2.4.arm64 on 2023-07-27 (UTC) from 22:02:55 to 22:03:00. Scheduled Date (UTC) @ 07/27/2023 o
¥ Billing Scheduled Time (UTC) -1
s System e o S 1 et o el e s on e e the Aokt of sucheupone| D2t Uperade (UTC) [@search \
Last Day to Upgrade (UTC) © Data Plane Upgrade Start Time (24)
00:00:00
01:00:00
02:00:00
03:00:00
04:00:00
05:00:00
06:00:00
07:00:00
08:00:00
09:00:00
10-:00-00

The upgrade is set to the new date.

FortiGate CNF sends two reminder emails leading up to the scheduled upgrade: 24 hours and one hour prior to the
scheduled upgrade start time.

Rolling back an upgrade

To roll back an upgrade:

1. Within seven days after an upgrade, in the FortiGate CNF console, go to CNF Instances.
2. Select the appropriate instance from the list and click Edit.
3. Click Instance Version.

i.% FortiGate CNF = % Services~ % Support~
Dashboard Edit CNF Configure Endpoints Configure Policy Set Troubleshooting

CNF Inst
HIStances Current Dataplane FortiOS Version 7.2.4.armé4  RIGILEEQV g

®

92 Configuration
© AWS Accounts @ Version isup todate.

KR Billing

& System

4. Click Rollback Upgrade.
The instance is rolled back to the previous version.

After a successful rollback of an upgrade, FortiGate CNF sends a notification email that includes a reminder of the
rescheduled upgrade.

FortiManager mode

Create a FortiGate CNF instance in FortiManager mode to enable management of the instance from FortiManager.

When FortiManager mode is enabled, policies can only be deployed to this instance through FortiManager.

Al
S L4
9 FortiManager 7.2.2 or later is required.
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« Adding a FortiGate CNF instance to FortiManager on page 54

+ Managing a FortiGate CNF instance in FortiManager on page 57

Adding a FortiGate CNF instance to FortiManager

FortiManager can be used to install and monitor security features on FortiGate CNF instances.

FortiManager 7.2.2 or later is required.

To add a FortiGate CNF instance to FortiManager:

1.

No ap~obd

In FortiGate CNF, in the Display Primary FortiGate Information field in the Edit CNF form, find the FortiGate
connection details.

In FortiManager, go to Device & Groups > Add Device.

Click Discover Device.

Enter the IP Address of the FortiGate CNF instance.

Enable Use Legacy Device Login and enter the User Name and Password, then click Next.
Update or enter any required details and click Next.

Click Finish. The FortiGate CNF instance is added to FortiManager. There may be a short delay before the device is
available.

Import the FG-traffic policy packagefrom the FortiGate CNF instance into FortiManager.

L}
‘Q' Use either Import each VDOM step by step or Automatically import one VDOM at a time to

import FG-traffic. You do not need to import root.

Use this policy package in FortiManager to install policies to the FortiGate CNF instance.
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FortiGate CNF clusters are treated differently than the normal FortiGate auto-scale cluster on
AWS. Hover over the information icon next to the cluster name to see more information about
the cluster.

[ ADOM:root >

@ Device & Groups v =
Connectivity Device Config Status Policy Package Status
1i Search Q -
N BComectionlp @ Osnconized @ @ mported
(o Managed FortiGate (2) | 4 ) ONeverlnstalled @
@04 FortiGateCNF-cnf_1-6w. [ 1 B 2
scri
>
NV > [m & a & nstall ] [ Table View v | [ § More v ©sio <] [search.
LY P d O  Device Name ¢ Config Status + Host Name & IP Address + Platform + Description & Firmware Version & FGSP & Policy Package Status Provisioning Tenn
O @& FortiGateCNF-cnf_1- v/Synchronized  FortiGateCNF-cnf_1-6w3\ FortiGate VM64-AW: FortiGate 7.2.4build1396 (GA) @ Disabled
[This device belongs to CNF (Cloud Network Firewall - Fortinet hosted firewall-as-a-service). ANever Installed
[u] SFG-traffic INAT] |  Synchronized  FortiGateCNF-cnf |
-
-

EeaTInET

Management restrictions

FortiGate CNF is a Fortinet-managed service and there are limited configurations that are permitted from FortiManager.
The following management operations are restricted:

» VDOM creation not permitted and the option is greyed out.

@ Add Device  ~

B Device Group ~

& Install Wizard YA ADOM:root >~ @~ A admin v

& Device & Groups v

Connectivity Device Config Status Policy Package Status

1t Search.. Q

[ Managed FortiGate (2)

& 9
©8s= FortiGateCNF-cnf_1-6w... [ .1 1 1‘ |
| A
\ \ / / A\ N
_ \
> \\ / A ‘

@ Connection Up (1] O Imported

BAuto-Updated @ o
ONever Installed @

Scripts
B Provisioning Templates

# Firmware Templates

QJ Monitors > | [ Edit | [ 6 Delete | [ # Import Configuration | [ & Install v ] [ @ Table View v ] [ § More v © Show Charts Search..
[m] Device Name + Config Status < Host Name = IP Address = Platform < Description + Firmware Version + FGSP = Policy Package Status Provisioning TEIIE
v @3 = ate FortiGateCNF-cnf_1-6w3y FortiGate-VM64-AW: FortiGate 7.2.4,build1396 (GA) @ Disabled

o q
o

# Quick Install (Device DB)

& Install Wizard

31 Import Configuration
& Re-install Policy
G Policy Package Diff

5 Configuration
EiEdit
& Delete

B Grouping

® Run Script
2 Edit Variable Mapping

« Changes in CLI configuration are not permitted and if tried there is an error.

& Refresh Device
& Fabric Topology
8 Install VM License
Firmware Upgrade

ate
late
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Device Manager v = @ AddDevice

& Device & Groups v

Summary

13 Search.. Q

©Managed FortiGate (2) Security Monitors

© FortiGateCNF-cnf

Network Monitors

a root & System
a FG-traffic -
Feature Visibility
Scripts
@ Provisioning Templates >

Firmware Templates
3 Monitors >

3B Device Group v

& Install Wizard

+ Add Widget | | & Reset to Default

ADOM:root  >- @~ A  admin

System Information e o=y HA Status [
Host Name FortiGateCNF-cnf_1-6w3wv ® HA Mode Auto Scale ’
Serial Number [
1P Address " (port1) Cluster Members
System Time Fri Feb 10 11:26:56 2023 PST 4 ° Search...

Uptime 39 minutes 9 seconds O Serial Number = Synchronization Status = Role
Firmware Version FortiGate 7.2.4,build1396 (GA) (Feature)
o v Synchronized Primary
Hardware Status 4CPU, 10151 MB RAM
Operation Mode NAT 1
Location Indian DALE CENT
Run Falls Indian Run
Elementary School
£ Bridge Sy >
— W.Bridge St Du!lin T ©
DUBLIN HEIGHTS %
Dublin, OH 43017, USA

License Information e o Configuration and Installation &=
FortiCare Support Configuration
FortiCare Account Not Registered ) Config Status v Auto-update
Hardware N/A Provisioning Template +
Firmware Not Registered
Enhanced Support Not Registered et

» Changes to networking components of the FortiGate are restricted and if tried there is an error.

Device Manager v = 0 Add Device

@ Device & Groups v | @ Dashboard

& search... Q Network Monitors
©Managed FortiGate (2) o System
@@= FortiGateCNF-cnf_1-6w... Feature Visibility
a root
Scripts
B Provisioning Templates >

it Firmware Templates

) Monitors >

TINET

3B Device Group v

& Install Wizard

+ Add Widget | | & Reset to Default

HA

thd  ADOM: root > O~ A admin

DHCP e o=

Search...

IPsec VPN

1]
<

B ¥ B [y Search...

[m} Device+ IP+ Interfaces Status$ MAC< Firewall Address ¢ Reserved + u Name ¢ Remote Gateway < PeerID ¢ Incoming Data < Outgoing Data< Phase1< n
No record found. No record found.
0 o
SSL-VPN [ Traffic Shaper &=y
wWE Search... Search...
User Name + | Remote Host < | Duration + | Last LoginTime = | Active Connections + Bn O  Name* Guaranteed Bandwidth = Max Bandwidth + | Bandwidth Uﬁlizﬂ
No record found. [ FG-raffic
O suarantee-100kbps | 97.65625 Kbps 1024000 Kbps | O Kbps
O  high-priority 0Kbps 1024000 Kbps | O Kbps
mn low-nriority 0 Kbns 1024000 Khns 0 Khns

« CLIl access to the FortiGate CNF instance is not allowed from FortiManager.
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QGLALEN] ADOM:rot > @~ (A admin +

@ Device & Groups

i 4 Add Widget | | C Reset to Default

1 Search.. Q
e = =
@Managed FortiGate (2) @ System > | brce en=s IPsec VPN =
904 FortiGateCNF-cnf_1-6w... Feature Visibility Search -
& Refresh | | # B Up | [ # Bring Tunnel Do Search...
o
& FG-traffic [ Devices IP+ Interfaces  Statuss MAC+ Firewall Address+  Reserved + n Name ¢ | Remote Gateway = PeerID+ | Incoming Data+  Outgoing Data+ | Phase 1% n
Seripts No record found. No record found.
B Provisioning Templates >
# Firmware Templates
) Monitors >
o o
SSL-VPN el =y Traffic Shaper e n=Ev
1 End Se Search... Search...
UserName ¢ | Remote Host < | Duration | Last Login Time | Active Connections + mﬂ O | Names Guaranteed Bandwidth < Max Bandwidth < | Bandwidth Uﬁlizﬂ
No record found. EIFGrafic@
[ suarantee-100kbps | 97.65625 Kbps 1024000 Kbps | O Kbps
O  high-priority 0Kbps 1024000 Kbps | O Kbps
FERTINET M low-nriority 0Khns 1024000 Kbns | 0 Khns

» FortiGate CNF only supports profile-based NGFW mode policy packages.

While FortiManager allows the selection of policy-based NGFW mode, this setting causes policy installation to fail.
x

Edit Policy Package - default
Name default

Central NATE

NGFW Mode @ Profile-based Jablila =R}

Policy Offload Level Disable
\\ ! 'l
9 In FortiManager, in Device Manager, the imported FortiGate CNF may display a message
- "Firmware Upgrade License Not Found". You may safely ignore this message.

For more information about adding devices to FortiManager, see Adding online devices using Discover mode in the
FortiManager Administration Guide.

Managing a FortiGate CNF instance in FortiManager

After you have added a FortiGate CNF instance to FortiManager, you can use the following FortiManager features for
this FortiGate CNF instance:

» View the dashboard

« Create and install policies

* Manage certificates
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The following FortiManager features are not available:

s\‘l' * Interfaces
? » System
- e Users

e CLI

For information about managing FortiGate devices in FortiManager, see the FortiManager Administration Guide.

Also see FortiManager supports FortiGate Cloud-Native Firewall as device type in the FortiManager New Features
documentation.

Managing certificates
Certificates must be managed in the FG-traffic VDOM for any FortiGate CNF instances managed in FortiManager.

To view and import certificates in FortiManager:

1. InFortiManager, go to Device Manager and select the FortiGate CNF instance.
2. Click Feature Visibility and enable System > Certificates.
3. Click the FG-traffic VDOM, then click System > Certificates.
The list of available certificates displays. Use Import to import certificates for use on this FortiGate CNF instance.

For more information about managing certificates in FortiManager, see Certificates in the FortiManager
Administration Guide.

FortiAnalyzer logging

FortiGate CNF instance logs can be sent to FortiAnalyzer for analysis.
To send logs to FortiAnalyzer:

1. Inthe FortiGate CNF console, create a new instance with Log Type set to FortiAnalyzer and the FortiAnalyzer IP

entered.
CNF Name enf_1
Region ™S LS East (Ohig) M

FortiManager mode
Status @ Active
Managed by v

Logging Options

Internal $3 Logging

Log Traffic to 53 Bucket ) y 4 -
External Logging None External Syslog WEsadalEr44
FortiAnalyzer IP [ 3248299 ‘
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CNF instances

In FortiAnalyzer, go to Device Manager > Unauthorized Devices.
Select the FortiGate CNF instances and click Authorize.

2 Device Manager v = @ AddDevice ~

4. Click OK.

Authorize Device

Device Name
FortiGateCNF-cnf-use2-4s9fq
FortiGateCNF-cnf-use2-856x8

B Device Group v

> @y L1~ Gadminv

@ Device & Groups v B Return BEALENGETER @ Hide T Delete (J Display Hidden Devices Q
1& Search.. Q ([0 Device Name AModel Serial Number Connecting IP

All Logging Devices @0 FortiGateCNF-cnf-use2-4s9fq FortiGate-VM64-AWSONDEM, — - .- - .

Unauthorized Devices @ FortiGateCNF-cnf-use2-856x8 FortiGate-VMé4-AWSONDEM, ———— — -

Assign New Device Name

FortiGateCNF-cnf-use2-4s9fq
FortiGateCNF-cnf-use2-856x8

Cancel

FortiAnalyzer adds the FortiGate CNF instance and begins receiving logs.

= @ AddDevice «

3B Device Group v

@ Device & Groups ~  [# Edit I Delete § Mores #& Column Settings v ® | Q
15 Search... Q O ADevice Name IP Address Platform Logs Average Log Rate(Logs)
[m] @ FortiGateCNF-cnf-use2-4s9fq FortiGate-VMé64-AWSONDEMAND & ® Real Time 0
(] & root vdom & @ Real Time 0
0O @FortiGateCNF-cnf-use2-856x8 FortiGate-VM64-AWSONDEMAND & ® Real Time 0
O & root vdom & @ Real Time 0

If the FortiGate CNF instance is authorized but logs are not received, FortiAnalyzer displays an error.

@ Add Device  «

B Device Group v

> O~ @admin -

@ Device & Groups v [ Edit {7 Delete § Morev & Column Settings v o | Q
l& Search.. Q [0 ADevice Name IP Address Platform Logs Average Log Rate(Logs/Sec) Device Storage
All Logging Devices [0 @FortiGateCNF-cnf-use2-4s9fq FortiGate-VM64-AWSON @ Real Time N/A (0%)
O @ FortiGate CNF-cnf-use2-856x8 FortiGate-VM64-AWSON @ Real Time N/A (0%)
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Troubleshooting

Edit CNF

Configure Endpoints Configure Policy Set Instance Version Troubleshooting

FortiManager

& Status © Disabled = Connectivity © Disconnected
Policy Counters Resolved IP Address
© Q Search dy_addr1 ¥
Sequence ID Policy Name % Status % Bytes & IP Address %
1 subnet_block o Enabled 690.144 KB 10.1.81.102
2 dynamic_allow @ Enabled 1.092KB 10.1.81.101
~

2 |Updated: 10:26:06 &

Packet Capture

* 8.828717-- 192.168.6.174:None -> 10.1.81.52:None: icmp: type-#5

8.8323158 - 10.1.81.52:None -> 10.1.82.149:None: icmp: type-#38
2.840750 -- 192.168.6.174:None -> 10.1.81.52:None: icmp: type-#5
9.844357 -- 10.1.81.52:None -> 10.1.82.149:None: icmp: type-#8

10.864737 -- 192.168.6.174:None -> 10.1.81.52:None: icmp: type-#5

Reset Back Next Exit

To troubleshoot a deployed FortiGate CNF instance:

1. Inthe FortiGate CNF console, go to CNF Instances, then select an instance and click Ediit.

2. Click Troubleshooting.
3. Inthe Troubleshooting dashboard, the following actions are available:

View FortiManager status.

View policy counters since the most recent policy push.
View all resolved IP addresses.

Run packet capture.
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Configuration

This section contains topics on configuring policy sets and related objects:

» Policy sets on page 61

+ Addresses on page 64

« Services on page 66

e Security profiles on page 68
¢ CNF templates on page 71

Policy sets

Creating FortiGate CNF policies is similar to FortiGate, but with a more limited set of policy and security profile options.

An ordered group of policies forms a policy set. A single policy set is then applied to a FortiGate CNF instance, rather
than individual policies.

The same policy set may be installed on multiple instances.
A policy set can only be installed to CNF instances in the specified Cloud Platform. The possible values are as follows:

» ALL: This policy set can be deployed to AWS or Azure instances. All policy sets may not take advantage of platform-
specific features.

* AWS: This policy set can only be deployed to AWS CNF instances.

» Azure: This policy set can only be deployed to Azure CNF instances.

vy
‘Q' FortiGate CNF comes with a preconfigured allow_all policy set that cannot be edited or
- deleted.
The allow_all policy set should only be used during the initial testing stage to help test routing.
It should not be used for production since it does not provide any security protection.

The Policy Sets page lists the existing policy sets.
From this page you can:

» Create a new policy set.
« Edita policy set.
» Delete a policy set.

For more detailed information about FortiGate policies, see Policies in the FortiGate Administration Guide.
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Creating a policy set

FortiGate CNF provides two options for creating policy sets:

* Create New > Policy Set by Wizard: For most workloads in AWS, the inbound and outbound policies are very

simple. The wizard creates these policies with only a couple of clicks. Once the policy set is created, you can edit
the created objects, if needed. For more information about editing the various types of policy objects, see
Configuration on page 61.

« Create New > Policy Set: Create Address, Service, and Security Profile objects individually and assemble them to

form a policy.

For more information about policy set settings, see Editing or viewing a policy set on page 63.

To create a new policy set by wizard:

1.
2,

In Policy Sets, click Create New and select Policy Set by Wizard.
Enter a name for the policy and select the Wizard Type:

» Outbound Basic : Creates an outbound policy that prevents the workload from contacting malicious IP
addresses such as command-and-control centers.

» Outbound Geo Policy: Creates an outbound policy identical to the Outbound Basic type and an inbound policy
that blocks incoming traffic from certain geographic locations.

Enable or disable logging.
Select the Cloud Platform from the following options:

» ALL: This policy set can be deployed to AWS or Azure instances.

* AWS: This policy set can only be deployed to AWS CNF instances.

» Azure: This policy set can only be deployed to Azure CNF instances.

This setting cannot be changed.

Click Next.
Select the security profiles to enable, then click Next.
For more information, see Security profiles on page 68.
If Geographical Boundaries was selected, select the countries to block, then click Next.
Click Finalize. The policy set is created and can now be installed on one or more FortiGate CNF instances.

To create a new policy set:

In Policy Sets, click Create New and select Policy Set.
Enter a Name for the policy set.
Select the Cloud Platform from the following options:

» ALL: This policy set can be deployed to AWS or Azure instances.

* AWS: This policy set can only be deployed to AWS CNF instances.

» Azure: This policy set can only be deployed to Azure CNF instances.

This setting cannot be changed.

Click OK. The new empty policy set is created.
Add policies as needed.
For more information about policy settings, see Editing or viewing a policy set on page 63.
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Editing or viewing a policy set

In the Policy Sets table, select a policy set and click Edit to view or edit the following policy set details:

e Policy Set
e Policies
o CNF Associations

For more detailed information about FortiGate policies, see Policies in the FortiGate Administration Guide.

Policy Set

The following details are displayed in the Policy Set form.

Item Description

Name The unique name of the policy set. This field is editable.
Cloud Platform Displays the cloud platform for this policy set. This field is not editable.
Policies

In the Policies page, select a policy and click Edit to view or edit the policy details. Click Delete to remove the policy from
the policy set. Click New to add a new policy.

The following details are displayed in the Policies form. All fields are editable.

Item Description

Name The unique name of the policy.

Source The source addresses, address groups, or internet service. For more information, see
Addresses on page 64 and Internet service database objects on page 67.

Destination The destination addresses or address groups. For more information, see Addresses on page
64 and Internet service database objects on page 67.

Service The service or service group this policy applies to. For more information, see Services on
page 66.

Action The action taken when traffic matches this policy, either ACCEPT or DENY.

Security Profiles The security profiles applied to this policy. For more information, see Security profiles on page
68.

Log Allowed Traffic Enable or disable logging of allowed traffic.
The available logging options are:
e Security Event

o All Sessions

Generate Logs When Enable or disable generation of logs when a session starts.
Session Start

Enable This Policy Enable or disable this policy.
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CNF Associations

The CNF Associations table displays a read-only list of the FortiGate CNF instances where this policy set is installed.

Deleting a policy set

To delete a policy set:

1. Inthe Policy Sets table, select a policy set and click Delete.
2. Click OK to confirm the deletion.

Addresses

Define address objects for re-use in multiple policies.
Go to Configuration > Addresses to view the list of configured address objects.
You can create the following objects from this page:

* Addresses
« Address groups

\y

‘Q' FortiGate CNF comes with several address objects pre-configured. The pre-configured
- objects are not editable but can be cloned into new objects.

Ay

S L4

q FortiGate CNF only supports IPv4 addresses. IPv6 addresses are not supported.

Address objects

Address objects have the following options:

Item Description

Name The unique name of the object.

Type Select the address type:
» Dynamic: Select available cloud resources.

e Geography: Select countries.

* FQDN: Enter a fully-qualified domain name.
e |P Range: Enter an IP adresses range.

e Subnet: Specify an IP address subnet.
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Item Description

Dynamic options
Cloud Platform Select AWS or Azure.
AWS/Azure Account ID Select the account ID.
AWS Region Select the region.
This option is only available if Cloud Platformis AWS.
SDN Address Type Select the software defined network address type:
 Private
e Public
o Al
Filter Enter one or more filters as selection criteria.

The available filters vary based on the resources in the selected cloud platform,
account, and region, as well as other factors such as the FortiOS version. The
following lists of filters are provided as an example of available filters.

For AWS, this includes:
« EC2instance characteristics, including:
¢ Architecture
¢ Availability zone
¢ Image ID
¢ Instance ID
¢ Instance type
¢ Private DNS name
¢ Public DNS name
e Subnet
e Security group
« VPC
¢ Endpoint ID
* Endpoint service name
e Tags
For AWS addresses, most filters are only available if there are active EC2
instances deployed in the VPC.
For Azure, this may include:
« VM
e Size
¢ Location
e Security group
¢ Vnet
¢ Subnet
e Subscription
* Load balancer
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Item Description

¢ Application gateway

* Tag
For Azure addresses, most filters are only available if there are active instances
deployed.
For both AWS and Azure, Kubernetes-related filters are available if Kubernetes
resources are deployed in the selected account and region.

Geography options

Country/Region Select the country or countries.

FQDN options

FQDN Enter a fully-qualified domain name.

IP Range options

IP Range Enter the IPv4 range (informat x. x . x . x-x . x . x . x).

Subnet options

IP/Netmask Enter the IPv4 subnet and netmask (in format x . x . x . x/ xx).

Address groups

Address groups collect address objects into a group for reuse. They have the following options:

Item Description

Name The unique name of the object.

Cloud Platform Select AWS or Azure or ALL.

Members Select the addresses to include in this group.
Services

Define service objects for re-use in multiple policies.
Go to Configuration > Services to view the list of configured service objects.
You can create the following objects from this page:

» Services
« Service groups

Ay
‘Q' FortiGate CNF comes with several service objects preconfigured. The preconfigured objects
- are not editable but can be cloned into new objects.
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Services

Services have the following options:

Item Description

Name The unique name of the object.

Category Select the service category. This selection is a convenience for grouping and
does not affect the available options.

Protocol Type Select the service protocol type:
» TCP/UDP/SCTP
» ICMP
s IP
TCP/UDP/SCTP options
Address Select IP Range or FQDN and enter the appropriate value.
Destination Port Select the port type and enter the range values.
Specify Source Ports Enable or disable source ports. If enabled, enter source ports for each destination
port entry.
ICMP options
Type Enter the service type.
Code Enter the service code.
IP options
Protocol Number Enter the IP protocol number.

Service groups

Service groups collect services into a group for re-use. They have the following options:

Item Description

Name The unique name of the object.

Members Select the services to include in this group.

Internet service database objects

The Internet Service Database (ISDB) is a comprehensive public IP address database that combines IP address range,
IP owner, service port number, and IP security credibility. The data comes from the FortiGuard service system.
Information is regularly added to this database, for example, geographic location, IP reputation, popularity & DNS, and
soon.
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You can use the contents of this database as criteria for inclusion or exclusion in a policy as you would other object
types, such as addresses.

Create New Policy Select Entries x
Name Address Internet Service
Source + Q, Search
Destination + B Internet Service (241)
. & BX8-8X8.Cloud
Service +
= Act-on-Other
Action ee=g N DENY = Adobe-Adobe.Sizn
Security Profile v X = Adobe-Other
& ADP-Other
Logsing Options = AdRoll-Other
— i
Log Allowed Traffic L 8} Security Event ERESS00H # Akamai-CDN

= Akamai-Linode.Cloud
— Alibaba-Alibaba.Cloud
— Alibaba-Other

= Amazon-Amazon.SES

= Amazon-AWS

Generate Logs When Session Start @

Enable This Palicy L 8}

Reset Cancel Close

To use an ISDB object in a security policy:

1. Create or edit a security policy.
2. In Source or Destination, click +to open the Select Entries pane.
3. Click Internet Service and select an ISDB object.

I\ If Destination is set to an ISDB object, Service is disabled.

4. Configure the rest of the policy and click OK.

Security profiles

Security profiles collect pre-configured intrusion detection profiles into a re-usable group. After a security profile is
created it can be further customized.

Go to Configuration > Security Profiles to view the list of configured security profiles.

Security profiles have the following basic options:

Item Description

Name Enter a unique name for the security profile.

DNS Filter Enable or disable DNS filters.

Known Bad IP Blocking Enable or disable filters to block or monitor known bad addresses.

Intrusion Prevention Enable or disable intrusion prevention system (IPS).
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The security profile is created with a default set of options.

Editing security profiles

To edit a security profile:

1. Select a security profile from the list and click Edit.
2. Click Customize in the appropriate filter profile.

DNS filter options

In order for DNS filtering to work, you must first configure your cloud environment.
A ¢ Configuring DNS filtering on AWS on page 71.

¢ Configuring DNS filtering on Azure on page 73.

Item Description

Redirect Botnet C&C to Block Enable or disable botnet redirection.
Portal
FortiGuard Category Based Enable or disable category filters.
Filters For each filter category, select the action:
e Allow
e Redirect to Block Portal
e Monitor
Domain Filters Enable or disable domain filters, then add or edit filters and configure the following
options.
Domain Enter the domain to filter.
Type Select the type of matching for the entered domain.
Action Select the action:
e Allow
* Redirect to Block Portal
e Monitor
Status Enable or disable this domain filter.
DNS Translation Enable or disable DNS translation filters, then add or edit filters and configure the

following options.

Address Type Only IPv4 addresses are supported. This is not configurable.
Destination Enter the destination IP address.

Net Mask Enter the net mask.

Source Enter the source IP address.

Status Enable or disable this domain filter.
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Known Bad IP Blocking options

Item Description

Block Malicious URLs Enable or disable blocking of malicious URLs.

Select the action:
e FEnable

e Disable

Block Command and Control Block known command and control server IPs.
server IPs Select the action:

e Enable

» Disable

e Monitor

Intrusion Prevention options

Item Description

IPS Profile Select the preset IPS profile to use. The profiles cannot be further configured.
 all_default: Filters all predefined signatures, and sets action to the
signature’s default action.

* all_default_pass: Filters all predefined signatures, and sets action to
pass/monitor.

* default: Filters all predefined signatures with severity of
Critical/High/Medium. Sets action to signature’s default action.

* high_security: Filters all predefined signatures with severity of
Critical/High/Medium, and sets action to Block. For Low severity signatures,
sets action to signature’s default action.

» protect_client: Protects against client-side vulnerabilities by filtering on
Target=Client. Sets action to signature’s default action.

» protect_email_server: Protects against email server-side vulnerabilities by
filtering on Target=Server and Protocol=IMAP, POP3 or SMTP. Sets action
to signature’s default action.

e protect_http_server. Protects against HTTP server-side vulnerabilities by
filtering on Target=Server and Protocol=HTTP. Sets action to signature’s
default action.

« sniffer-profile: Filters all predefined signatures with severity of
Critical/High/Medium. Sets action to signature’s default action.

For more information about signatures and the default actions for each, see the
FortiGuard Threat Encyclopedia.

FortiGate CNF does not include block-malicious-url as part of
the high_security sensor. We recommend enabling Known Bad
IP Blocking in the security profile to enable blocking known and
bad IPs.
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CNF templates

View and manage saved FortiGate CNF templates.
This page lists the saved templates.
From this page you can:

* View template details.
¢ Delete templates.
+ Create a new FortiGate CNF instance from a template.

Viewing template details

In Configuration > CNF Templates, select a template and click View.

From this view, click Cancel to close the page or Create CNF to create a new FortiGate CNF instance. See Creating an
instance from a template on page 71.

Ay
S L4
q FortiGate CNF templates are not editable.

Deleting a template

To delete a saved FortiGate CNF template:

1. In Configuration > CNF Templates, select a template and click Delete.
2. Click OK to confirm the deletion.

Creating an instance from a template

To create a FortiGate CNF instance from a template:

In Configuration > CNF Templates, select a template and click Create CNF.
Name the new FortiGate CNF instance.

Update other configuration as needed.

Click OK.

Any errors are saved to the system audit log.

Ao b=

Configuring DNS filtering on AWS

In order for DNS filtering to work properly in FortiGate CNF instance policies, the AWS environment must be configured.
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By default, compute resources within a VPC use AWS's internal DNS servers. The DNS traffic will stay inside the VPC
and not be routed to the deployed FortiGate CNF instance. VPC configurations must be changed to route those DNS
requests to an external DNS server to be scanned by the FortiGate CNF instance.

To configure DNS requests:

1. Inthe AWS VPC, create a new DHCP option set using any external DNS.
dopt-075bc7dcf6b12827d / test-dns

Details info

DHCP option set ID Domain name Domain name servers
dopt-075bc7dcf6b12827d - 1.1.1.1

NetBIOS name servers NetBIOS node type Owner

- - 636955248026

Delete DHCP option set

NTP servers

2. Update the DHCP option set in the desired VPC to use the new DHCP option set.

VPC Your VPCs vpc-08086c663b39e2a2b

Edit DHCP option set i

DHCP settings

The DHCP option set to associate with the VPC.

VPCID
vpc-08086c663b39e2a2b

DHCP option set

dopt-075bc7dcf6b12827d (test-dns)

Edit DHCP option set

Q |

No DHCP option set

dopt-0ff012a02bd280880

ved to 'Edit VPC settings
choose 'Actions' = 'Edit V

dopt-075bc7dcf6b12827d (test-dns)

test-dns

3. Setup the routing as you would for egress inspection.
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4. Ifthere are any existing resources in this VPC, restart them so that the DNS cache will reset and pickup the new
DNS server.

Configuring DNS filtering on Azure

In order for DNS filtering to work properly in FortiGate CNF instance policies, the Azure environment must be configured.

By default, compute resources within a resource group use Azure internal DNS servers. The DNS traffic will stay inside
the Azure network and will not be routed to the deployed FortiGate CNF instance. DNS configurations must be changed
to route those DNS requests to an external DNS server to be scanned by the FortiGate CNF instance.

To configure DNS requests:

1. Inthe Azure resource group, create a new virtual network.
2. Inthe new virtual network, edit DN'S servers.
3. Set DNS servers to Custom and enter the IP addresses of the external DNS servers.

Home > Resource groups > > Vnet

5 Vnet | DNS servers * X

Virtual network

Search «
‘ £ ‘ DNS servers ©

- O Default (Azure-provided)

4> Address space -
(®) Custom
£ Connected devices

<> Subnets IP Address

\
A

Bastion 1114 mw

DDoS protection Add DNS server ‘

Firewall

Microsoft Defender for Cloud

e ® @

% Network manager

4. Click Save.
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Cloud accounts

On the Cloud Accounts page, manage your connected AWS and Azure accounts. These accounts are where your
workloads reside.

You may connect more than one account.
From this page, you can:

+ Add anew account.
* \iew details of an account.
* Delete an account.

To add a new cloud account:

For AWS, see Adding an AWS account on page 74.

For Azure, see Adding an Azure account on page 77.

To view the details of a cloud account:

On the Cloud Accounts page, select an account in the table and click View.

To delete a cloud account:

On the Cloud Accounts page, select an account in the table and click Delete.

Adding an AWS account

A\,

s s AWS accounts cannot be edited after they are fully added (the Status is Success), but the
- custom name can be changed.
To send logs to AWS Security Lake, Security Lake must be configured before adding the AWS
I account. See Configuring Security Lake on page 75.

To add a new AWS account:

1. Inthe AWS console, log into this AWS account. The following CloudFormation steps will be performed in your AWS
console.

2. InFortiGate CNF, in the Cloud Accounts page, click New and select AWS.
3. In AWS Account Name, enter a name for this account to be displayed in select lists.
4. In AWS Account ID, enter the AWS account number.
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5. Click Launch CloudFormation Template.

Enter the AWS account number without dashes.

Update the AWS CloudFormation template fields as needed and click Create Stack.

To review the template, click Download CloudFormation Template.

The template does the following:
» Creates an S3 bucket for storing the FortiGate CNF logs, with write permissions for FortiGate CNF.
» Allows FortiGate CNF read-only access to your VPCs.
« Grants access to your AWS Security Lake, if applicable. See Configuring Security Lake on page 75.

After the CloudFormation setup has completed successfully, return to the FortiGate CNF AWS Accounts page and
verify that the account has been added and displays a Success message in the Status field.

Set the logging S3 bucket region.

If needed, set the Security Lake S3 bucket location and enable access to Security Lake. See Configuring Security
Lake on page 75.

Configuring Security Lake

When creating FortiGate CNF instances in AWS, you can specify your existing AWS Security Lake as a log output
destination.

FortiGate CNF does not create a Security Lake destination. You must create it and enable access using the
CloudFormation template.

FortiGate CNF only supports AWS Security Lake custom sources created in the US West
(Oregon) region.

To connect FortiGate CNF to Security Lake:

1.

In AWS Security Lake, create a custom data source using AWS Account ID from AWS Accounts in the FortiGate
CNF console.

In OCSF Event class, select Network Activity.
In AWS Account ID and External ID, enter the values provided in the FortiGate CNF console.
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Security Lake » Create custom source

Create custom data source

To create a custom data source, provide the source details and enter the AWS Account ID which is authorized to write data to your data lake.

Custom source details

Data source name
Provide a globally unique name for the data source.

OCSF Event class

Region
You can only create a custom data source in your current Region.

US West (Oregon)

Account details

Enter the AWS account ID and external ID of the custom source that will write logs and events to the data lake.

AWS account 1D

External ID

Service access

Security Lake requires permission to invoke AWS Glue on your behalf. Learn more [

© Create and use a new service role

() Usean existing service role

Service role name

AmazonSecurityLakeCustomDataGlueCrawler-

View permission details ‘
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Edit AWS Account

AWS Account Name QA CNF accound

AWS Account |ID

External ID

Status Pending
Logging S3 Bucket Name fortigatecnf-
Managed by Fortinet
Role ARN

Security Lake S3 Bucket Location

FOLLOW THE FOLLOWING STEPS

1. Log in to your AWS account and create a stack using the AWS console Create Stack on AWS or the AWS CLI.
2. (Optional) To enable sending logs to Security Lake, please create a Custom Source prior to running the Cloud Formation template and enter the name of the Custom Source in the CFT
parameter.
a. OCSF Event Class - Network Activity
b. AWS Account ID -
c. External ID -
3. Inthe console, select | acknowledge that AWS CloudFormation might create IAM resources with custom names and press Create Stack on AWS.
4. After the status is CREATE_COMPLETE, copy the Role ARN and Security Lake $3 Bucket Location (Optional)from the Outputs tab.
5. Edit the AWS account by filling the Role ARN, Logging S3 Bucket Region, and Security Lake S3 Bucket Location (Optional).
a. Logging S3 Bucket Region needs to be the same region running Cloud Formation Template

Launch CloudFormation Template = Download CloudFormation Template Cancel

2. Enable I acknowledge that AWS CloudFormation might create IAM resources with custom names and click Create
Stack.

3. From the CloudFormation Outputs tab, copy Security Lake S3 Bucket Location to Security Lake S3 Bucket Location
in the FortiGate CNF console and select the AWS region.

4. Click Acces to Security Lake.

Adding an Azure account

Al
‘Q' Azure accounts cannot be edited after they are fully added (the Status is Success), but the
- custom name can be changed.

To add a new Azure account:

1. Configure Azure:
a. Inthe Azure console, log in to your Azure subscription.

b. Create orreuse a managed identity and assign User Access Administrator and Contributor roles for the Azure
subscription. Additionally, assign the Entra ID role Application Administrator to this managed identity.

This managed identity is used to deploy an ARM Template to onboard the Azure account into FortiGate CNF.
Please note that the storage account (for FortiGate CNF logs) will be created in the same resource group as
the managed identity.

c. Create or reuse an app registration and generate secrets. The app registration is used for editing the load
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balancer after it is linked to FortiGate CNF. See Customer App Registration ID on page 78.
When creating the app registration, select one of the options with Accounts in any organizational directory.
In the FortiGate CNF console, go to Cloud Accounts.
Click New, then select Azure.
In Azure Account Name, enter a name for the account.
Enter the Azure Directory ID and the Azure Subscription ID.
Click Launch ARM Template.
The Azure portal opens.

o gk~ owbd

Enter the Managed Identity Name and Resource Group.

® N

Click Review + Create, then click Create.

The deployment script runs.

To review the template, click Download ARM Template.

The template does the following:
» Creates a storage account for storing the FortiGate CNF logs, with write permissions for FortiGate CNF.
» Allows FortiGate CNF access to your networks.

9. Click Outputs, then copy the value from spObjectld.

10. Inthe FortiGate CNF console, in Service Principal Object ID, enter the spObjectld value, then enter the Customer
App Registration ID from the App Registration. See Service Principal Object ID on page 78 and Customer App
Registration ID on page 78.

11. Click Update.
The Azure account is added to the Cloud Accounts list with status Success.

Service Principal Object ID

The Service Principal Object ID is used by FortiGate CNF to access your Azure environment.

A FortiGate CNF Azure app registration is used for all customer environment-related operations. This app registration
requires access to your Azure environment for operations such as linking load balancers and dynamic address objects.

The ARM Template creates a Service Principal in your Azure environment to provide the FortiGate CNF app registration
the access required to perform these operations.

Customer App Registration ID

The App Registration is used by FortiGate CNF to provide you with access to edit the linked load balancer.

The load balancer in your Azure account is linked to the FortiGate CNF gateway load balancer in the FortiGate CNF
Azure account. The Azure portal does not support editing some aspects of load balancers that are chained across
accounts in this manner. This includes load balancer health probes and rules.

FortiGate CNF provides your app registration with the needed access to edit the load balancer in your account using the
Azure Python SDK.

For more information about editing load balancers using a Python script, see Azure ingress and egress with FortiGate
CNF-created load balancer Example on page 109.
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Billing

The billing report displays the AWS costs per month, region, CNF instance, and type for your FortiGate CNF instances.

You will be charged by AWS directly to your AWS account. The billing information here serves as a detailed breakdown
of your cost, and is provided for information only. It may not exactly match your AWS bill.

Click Download as .csv to download the report in CSV format.

Summary charts

The summary charts display totals from the report table.

* Region: View costs broken down by region.
¢ CNF: View costs broken down by CNF instance.
» Type: View costs broken down by AWS cost type (Compute or Traffic).
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System

View FortiGate CNF system information.

Audit log

System > Audit Log displays FortiGate CNF system events, such as creating a new instance or deleting a policy.

The audit log is different than the FortiGate logs, which display information about traffic on a deployed FortiGate CNF
instance.

Tenant info

View information about the FortiGate CNF account. The following information is displayed:

FortiCare Username
FortiCare Serial Number
AWS Subscription Type
AWS Subscription Status

API keys

Create and manage the API keys that allow access to the FortiGate CNF REST API.

The FortiGate CNF REST API allows you access to the following features:

Cloud Accounts: Add, remove, and modify your connected AWS accounts.
Cloud infrastructure: View details about VPCs in your connected AWS accounts.

FortiGate CNF instances: View, create, modify, and delete FortiGate CNF instances, as well as manage instance
upgrades.

Load balancer endpoints: View, create, modify, and delete gateway load balancer endpoints and add them to
your FortiGate CNF instances.

Policy sets: View your policy sets.
Utility: Get the supported regions list.
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To use the REST API:

1. Inthe FortiGate CNF console, in the System submenu, click API keys.

222 FortiGate CNF =  # Services~ % Support ~ J—— A- ©- @~
@ Dashboard # Edit [ Delete | @ Q Search
) @l Name % Key = Created At
3 Configuration
© AWS Accounts New API Key hlioRuen** 2023/09/18 12:08:59
¥ Billing
& System
Audit Log
Tenant Info
APl keys
2. Click New.
3. Enter a name for the key and click OK.
4. Copy the key to your clipboard and click OK.
Confirm
A Anew API Key has been created. Please save and keep this
API key secure. You won't be able to retrieve this key again
for security reasons. If you lose this APl key, you will need to
generate a new one.
hilioRucn.ubnAze27hh16VG3dC4juaO7RNFIESO; | Copy
API keys do not expire. To invalidate or disable an API key, you must delete it.
The key cannot be accessed again to copy, so you must copy it at this step. If you did not
copy it or you lose the key, delete it and create a new one.
5. Include this key in the "X-Api-Key' header when making API requests.
For example:

curl -k -X 'POST' 'https://fortigatecnf.com/fortigatecnf/api/vl/aws-
account/?action=download cloudformation'’

-H 'accept: application/json'

-H 'Content-Type: application/json’'

-H '"X-Api-Key: rSczzboi.2kaSXdrgkQ5eUhuRr73TifBQL1Y8Q7X1i"

-d '{"aws_account id": "444444444444", "aws account name": "ADFS-
Admin/example@example.com"}'

For more information about the available APIs, see the FortiGate CNF APl documentation on the Fortinet Developer
Network (FNDN).
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Appendix A - Deployment scenarios

Appendix A - Deployment scenarios

Traffic must be correctly routed through a FortiGate CNF instance in order to be inspected. The routing depends on your
cloud workload architecture, with a virtually unlimited number of possibilities.

This section presents some typical deployment scenarios in AWS, with instructions on routing traffic to the FortiGate
CNF instance. Follow the scenario that matches your architecture, or use the principles presented as a basis for a
customized approach.

Broadly, AWS defines two types of security architecture in the context of FortiGate CNF:

« Distributed: Each VPC is protected by a FortiGate CNF instance.

» Centralized: Multiple VPCs are protected by a single FortiGate CNF instance. If you have workloads in multiple
VPCs that require protection, this model may be a cleaner way to provide security than protecting each VPC
separately in a distributed model. In the centralized model, all traffic is routed through a dedicated VPC called
Inspection VPC. The GWLBe will be deployed in this VPC to send traffic to the FortiGate CNF instance. You will
need to create this inspection VPC and typically a transit gateway is needed.

The primary consideration in planning your deployment is how to route traffic to the FortiGate CNF instance, rather than
the archtecture of your application.

In each of these scenarios, we will present the following two diagrams:

» Before deployment of FortiGate CNF: this topology shows the infrastructure before a FortiGate CNF instance is
deployed.

« After deployment of FortiGate CNF: this topology shows the changes you will implement to add the FortiGate CNF
instance, with changes highlighted.
Distributed egress: north-south traffic - Example

Scenario objective

The FortiGate CNF instance inspects all traffic outbound to the internet.
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Before deployment of FortiGate CNF

@ Internet Gateway

VPCA

@ 10.1.0.0/16
r—-—-—— - - -—-"-"-—-—"“—-—-——~— —/ - - - - — — — 1
| Private subnet Public Subnet |
| 10.1.3.0/24 10.1.2.0/24 |
I I
| o i o —® |
| Compute Resources MNAT Gateway |
I I
!___________________Eaila_bilily_Zoni1|

The Before deployment of FortiGate CNF traffic flow is as follows:

1. Workload resources are situated in Private Subnet (10.1.3.0/24).
2. Outbound traffic goes from Private Subnet tothe NAT Gateway locatedin Public Subnet (10.1.2.0/24).
3. Traffic then passes out through the Internet Gateway.

Routing tables
The routing tables are defined as follows.

Public Subnet route table

Destination Target

0.0.0.0/0 Internet Gateway

Private Subnet route table

Destination Target

10.1.0.0/16 Local
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After deployment of FortiGate CNF

VPCA . Internet Gateway

@ 1010016
r— - — —_——_——_——_———— — — — — — — — — — —— — —
| Private subnet CNF Endpoint Subnet Public Subnet |
| 1013024 10.1.1.0124 10.1.2.0124 |
| GWLBe |
| ([ 0 (i o |
| Compute Resources NAT Gateway |
| |
l Awailability Zone 1 |
. <
iy
FortiGate CNF

The after topology traffic flow is as follows:

1. Workload resources are situated in Private Subnet (10.1.3.0/24).

2. Outbound traffic goes from Private Subnet tothe GWLBe located in CNF Endpoint Subnet (10.1.1.0/24).
3. Trafficis sent to the FortiGate CNF instance for inspection.

4. FortiGate CNF sends traffic back to the GWLBe.

5. The GWLBe forwards the traffic to the NAT Gateway located in Public Subnet (10.1.2.0/24).

6. Traffic then passes out through the Internet Gateway.

To deploy the FortiGate CNF instance in this scenario:

1. In AWS, add a subnet CNF Endpoint Subnet (10.1.1.0/24) and the associated route table:

Destination Target

10.1.0.0/16 Local
0.0.0.0/0 NAT Gateway

2. InFortiGate CNF, deploy a GWLBEe to this subnet.
3. In AWS, add aroute to the Public Subnet route table to route all traffic to the GWLBe.

Destination Target

10.1.0.0/16 GWLBe
0.0.0.0/0 Internet Gateway

4. In AWS, add aroutetothe Private Subnet route table to route all traffic to the GWLBe.
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Destination Target

10.1.0.0/16 Local
0.0.0.0/0 GWLBe

Distributed inter-subnet east-west traffic in one AZ - Example

Scenario objective

Traffic between two subnets in the same availability zone (AZ) in one VPC is inspected by a FortiGate CNF instance.
Before deployment of FortiGate CNF

VFCA

10.1.0.0/16
r——— - - - — - - — L
| Private Subnet 1 Private Subnet 2 |
I 10.1.3.0/24 10.1.4.0/24 I
I I
| ( JEm: o |
I Compute Resources Compute Resources I
I I
I Availability Zone 1 I
L - |

Traffic in this scenario is east-west within the same availability zone (AZ) in a region. All routes are local routes.
The Before deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates from compute resources located in Private Subnet 1 (10.1.3.0/24).
2. Traffic goes to compute resources located in Private Subnet 2(10.1.4.0/24).

Routing tables
The routing tables are defined as follows.

Private Subnet 1 route table

Destination Target

10.1.0.0/16 Local
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Private Subnet 2 route table

Destination Target

10.1.0.0/16 Local

After deployment of FortiGate

VPCA

CNF

10.1.0.0/16
r—--———- - - -"-—"-—-"-—--"-—-"-"-"-"-"-"-"-" "= ="--"-=-"=-—"=="-—"=="—"="—-—""="—-""”"7"—«-"— 1
Private subnet 1 CNF Endpoint Subnet Private Subnet 2
10.1.3.0/24 10.1.1.0/24 10.1.4.0/24
GWLBe

Compute Resources

I
| T
I
I

The After deployment of FortiGate CNF

1. Ttraffic goes from Private Subne
(10.1.1.0/24).

2. Trafficis sent to the FortiGate CNF i

3. FortiGate CNF sends traffic back to

4. The GWLBe forwards the traffic to p

Compute Resources

I
I
I
0 (3 o :
I
I

Awailability Zone 1

FortiGate CNF

topology traffic flow is as follows:

t 1(10.1.3.0/24) to the GWLBe located in CNF Endpoint Subnet

nstance for inspection.
the GWLBe.
rivate Subnet 2 (10.1.4.0/24).

To deploy the FortiGate CNF instance in this scenario:

1. In AWS, add a subnet CNF Endpoi

nt Subnet (10.1.1.0/24) and the associated route table.

Destination Target

10.1.0.0/16

2. InFortiGate CNF, deploy a GWLBe

Local

to this subnet.

3. InAWS, add aroute tothe Private Subnet 1 route table to route all traffic goingto Private Subnet 2 tothe

GWLBe.

Destination Target

10.1.0.0/16
10.1.4.0/24
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4. In AWS, add aroute tothe Private Subnet 2 route table to route all traffic goingto Private Subnet 1 tothe

GWLBe.
10.1.0.0/16 Local
10.1.3.0/24 GWLBe

Distributed inter-subnet east-west traffic between AZ - Example

Scenario objective

Traffic between two availability zones (AZ) in one VPC is inspected by a FortiGate CNF instance.

Before deployment of FortiGate CNF

Ci VPC A
@ 10.1.0.0116

Private Subnet
10.1.3.024

I I
I I
I I
I I

Private Subnet
10.1.4.0/24

I I
I I
I I
I I

Compute Resources Compute Resources

Awailability Zone 1_I Availability Zone 2_I

The traffic in this scenario is east-west between two availability zones (AZ) in the same AWS region. All routes are local
routes.

The Before deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates from compute resources located in Private SubnetinAvailability Zone 1 (10.1.3.0/24).
2. Traffic goes to compute resources located inPrivate SubnetinAvailability Zone 2(10.1.4.0/24).

Routing tables

The routing tables are defined as follows.
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Private Subnet (Availability Zone 1) route table

Destination

10.1.0.0/16

Target

Local

Private Subnet (Availability Zone 2) route table

Destination

10.1.0.0/16

Target

Local

After deployment of FortiGate CNF

VPCA

10.1.0.0/16

Private Subnet
10.1.3.0/24

Private Subnet

CNF Endpoint Subnet
10.1.4.0/24

10.1.1.0/24

GWLBe

Compute Resources

|
.
I
I

L Availability Zone 1

Compute Resources

FortiGate CNF

The After deployment of FortiGate CNF topology traffic flow is as follows:

1.

2,
3.
4,

Ttraffic goes from Private SubnetinAvailability Zone 1 (10.1.3.0/24)tothe GWLBe located in CNF

Endpoint SubnetinAvailability Zone 1(10.1.1.0/24).

Traffic is sent to the FortiGate CNF instance for inspection.
FortiGate CNF sends traffic back to the GWLBe.
The GWLBe forwards the trafficto Private SubnetinAvailability Zone 2 (10.1.4.0/24).

To deploy the FortiGate CNF instance in this scenario:

1.

2.
3.

In AWS, add a subnet CNF Endpoint Subnet in one of the AZs along with the associated route table.
Destination Target
10.1.0.0/16 Local

In FortiGate CNF, deploy a GWLBe to this subnet.
In AWS, add aroute tothe Private SubnetinAvailability Zone 1 route table to route all traffic going to

Private SubnetinAvailability Zone 2tothe GWLBe.
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Destination Target

10.1.0.0/16 Local
10.1.4.0/24 GWLBe

4. InAWS, add aroute tothe Private SubnetinAvailability Zone 2 route table to route all traffic to
Private SubnetinAvailability Zone 1 tothe GWLBe.

Destination Target

10.1.0.0/16 Local
10.1.3.0/24 GWLBe

Distributed inter-VPC east-west traffic - Example

Scenario objective

Traffic between multiple VPCs is inspected by a FortiGate CNF instance.
Before deployment of FortiGate CNF

VPCA

10.1.00/16
r—-——-- - - - - - - - - - - ---\—-——— L
Private Subnet 1 TGW Subnet —» C\ VPCB
10.1.3.0/24 10.1.6.0/24 10.2.0.0/16

Compute Resources Transit Gateway

| |
| |
i o o O Ew
| |
| |

—— (el

Availability Zone 1
-

The traffic in this scenario is east-west between two VPCs. A transit gateway attached to the VPC is needed for this to
work. The traffic is between vPC Aand VPC B, or vPC Aand VPC C.

The Before deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates from computer resources located in Private Subnet 1inVPC A (10.1.3.0/24)and goes to AWS
Transit Gateway locatedin TGW Subnet (10.1.6.0/24).

2. AWS Transit Gateway forwards the traffic to vPC B(10.2.0.0/16) or vPC C (10.3.0.0/16).

Routing tables

The routing tables are defined as follows.
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Private Subnet route table

Destination Target
10.1.0.0/16 Local
TGW Subnet route table

Destination Target

10.1.0.0/16 Local

AWS Transit Gateway route table

10.1.0.0/16 VPC A
10.2.0.0/16 VPCB
10.3.0.0/16 VPCC

After deployment of FortiGate CNF

VPCA
10.1.0.016

Private Subnet 1
10.1.3.0/24

CNF endpoint subnet TGW Subnet
10.1.1.0/24 10.1.6.0124

GWLBe Transit Gateway

Compute Resources

L Availability Zone 1

0 ()
o

________________ . e —_ 1
\) VPCC VPCB
Fomg?z CNF U 1030016 10.2.0.0/16

The After deployment of FortiGate CNF topology traffic flow is as follows:

1. Traffic originates from computer resources located in Private Subnet 1inVPC A (10.1.3.0/24) and goes to the
GWLBe located in CNF Endpoint Subnet (10.1.1.0/24).

2. Trafficis sent to the FortiGate CNF instance for inspection.
3. FortiGate CNF sends traffic back to the GWLBe.
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4. Trafficgoesto AWS Transit Gateway locatedin TGW Subnet (10.1.6.0/24).
5. AWS Transit Gateway forwards the traffic to vPC B (10.2.0.0/16)or vPC € (10.3.0.0/16).

To deploy the FortiGate CNF instance in this scenario:

1. InAWS, add a subnet CNF Endpoint Subnetin VPC A along with the associated route table.

Destination Target
10.1.0.0/16 Local
10.0.0.0/8 AWS Transit Gateway

2. InFortiGate CNF, deploy a GWLBEe to this subnet.
3. InAWS, add aroutetothe Private Subnet 1 route table to route all traffic to 10.0.0.0/8 to the GWLBe.

Destination Target
10.1.0.0/16 Local
10.0.0.0/8 GWLBe

4. In AWS, add a route to the TGW subnet route table to route all trafficto Private Subnet 1 tothe GWLBe.

Destination Target
10.1.0.0/16 Local
10.1.3.0/24 GWLBe

Centralized ingress: inspection before load balancer - Example

Scenario objective

Inbound traffic is inspected by a FortiGate CNF instance before passing to the load balancer.

FortiGate CNF 24.1.b Administration Guide
Fortinet Inc.



Appendix A - Deployment scenarios

Before deployment of FortiGate CNF

Extemal user

Load Balancer

C\ Inspection VPC Internet Gateway
10.1.0.0116

r—-—— - - —-"—"—-"—-"—-"—-"—-"—-" "\ — — — — — a
| ' TeW Subnet Public Subnet

| 10.1.6.0/24 10.12.0/24

| Transit Gateway

| 9O

|

|

|

Availability Zone 1 3

l l

VPCA VPCB

10.2.0.0/16 10.3.0.0/16

In this scenario, there is a dedicated VPC called Inspection VPC that contains the load balancer. The workloads are
in different VPCs (vPC 2 and vPC B), and traffic between VPCs is routed through a transit gateway.

The Before deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates from an external user and enters through the Internet Gateway.

2. The Internet Gateway sends the traffic to the .oad Balancer locatedin Public Subnet (10.1.2.0/24).
3. The Load Balancer send the trafficto the AWS Transit Gateway locatedin TGW Subnet (10.1.6.0/24).
4. The AWS Transit Gateway forwards the trafficto veC 2 (10.2.0.0./16) or vPC B (10.3.0.0/16).

Routing tables
The routing tables are defined as follows.

Internet Gatway route table

Destination Target

10.1.0.0/16 Local
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Public Subnet route table

Destination Target

10.1.0.0/16 Local

10.0.0.0/8 AWS Transit Gateway
TGW Subnet route table

Destination Target

10.1.0.0/16 Local

AWS Transit Gateway route table

Destination Target
10.1.0.0/16 Inspection VPC
10.2.0.0/16 VPCA
10.3.0.0/16 VPCB

After deployment of FortiGate CNF

I ction VPC

TGW Subnet
10.1.6.0/24

Transit Gateway

Public Subnet
10.1.2.0/24

CNF endpoint subnet
10.1.1.0/24

|

VFCA VPCA
10.2.0.0116 10.3.0.0/16
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The After deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originate from an external user and enters through the Internet Gateway.

2. The Internet Gateway sends the traffic to the GWL.Be located in CNF Endpoint Subnet (10.1.1.0/24).

3. Trafficis sent to the FortiGate CNF instance for inspection.

4. FortiGate CNF sends traffic back to the GWLBe.

5. GWLBe sends traffic to the L.oad Balancer locatedin Public Subnet (10.1.2.0/24).

6. The Load Balancer send the trafficto the AWS Transit Gateway locatedin TGW Subnet (10.1.6.0/24).
7. TheAWS Transit Gateway forwards the trafficto vec A (10.2.0.0./16) or vPC B (10.3.0.0/16).

To deploy the FortiGate CNF instance in this scenario:

1. In AWS, add a subnet CNF Endpoint Subnetin Inspection VPC along with the associated route table.

Destination Target
10.1.0.0/16 Local
0.0.0.0/0 Internet Gateway

2. InFortiGate CNF, deploy a GWLBEe to this subnet.
3. InAWS, add aroute tothe Internet Gateway route table to route all traffic to Public Subnet tothe GWLBe.

10.1.0.0/16 Local
10.1.2.0/24 GWLBe
4. In AWS, add aroute to the Public Subnet route table where the load balancer resides to route all traffic to the
GWLBe.
10.1.0.0/16 Local
10.0.0.0/8 AWS Transit Gateway
0.0.0.0/0 GWLBe

Centralized ingress: inspection after load balancer - Example

Scenario objective

Inbound traffic is inspected by a FortiGate CNF instance after passing through the load balancer.
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Before deployment of FortiGate CNF

External user
Inspection VPC Internet Gateway
@ 10.1.0.0/16
r--—-——- - - - - - - -—-"—-—-—-—-—"—-—""\—-—"—""—7—— i
TGW Subnet Public Subnet
10.1.6.0/24 10.1.2.0/24
Transit Gateway

Load Balancer

I
I
I
& |
I
I
I

Availability Zone 1 r

VPCA VPCB

10.2.0.0/16 10.3.0.0/16

In this scenario, there is a dedicated VPC called Inspection VPC that contains the load balancer. The workloads are
in different VPCs (vPC 2 and vPC B), and traffic between VPCs is routed through a transit gateway.

The Before deployment of FortiGate CNF traffic flow is as follows:

Traffic originates from an external user and enters through the ITnternet Gateway.

The Internet Gateway sends the traffic to the Load Balancer locatedin Public Subnet (10.1.2.0/24).
The Load Balancer send the trafficto the AWS Transit Gateway locatedin TGW Subnet (10.1.6.0/24).
The AWS Transit Gateway forwards the traffic to veC 2 (10.2.0.0./16) or vPC B (10.3.0.0/16).

o=

Routing tables
The routing tables are defined as follows.

Internet Gatway route table

Destination Target

10.1.0.0/16 Local
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Public Subnet route table

Destination Target

10.1.0.0/16 Local

10.0.0.0/8 AWS Transit Gateway
TGW Subnet route table

Destination Target

10.1.0.0/16 Local

AWS Transit Gateway route table

10.1.0.0/16 Inspection VPC
10.2.0.0/16 VPCA
10.3.0.0/16 VPCB

After deployment of FortiGate CNF

Q
D External user

C\ Inspection VPC
@ 10.1.0.0/16
r—— - — - — - — — — — — - —
TGW Subnet CNF endpoint subnet Public Subnet
10.1.6.0124 10.1.1.0/24 10.1.2.0/24
Transit Gateway GWLBe

L Availability Zone 1

VPCA VPCB Cﬁﬁ}

10.2.0.0/16 10.3.0.0/16 FortiGate CNF
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The After deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates from an external user and enters through the Internet Gateway.

2. The Internet Gateway sends the traffic to the L.oad Balancer locatedin Public Subnet (10.1.2.0/24).
3. The Load Balancer sends the traffic to the GWLBe located in CNF Endpoint Subnet (10.1.1.0/24).
4. GWLBe sends traffic to the FortiGate CNF instance for inspection.

5. FortiGate CNF sends traffic back to the GWLBe.

6. GWLBe sends traffic to the AWS Transit Gateway locatedin TGW Subnet (10.1.6.0/24).

7. TheAWS Transit Gateway forwards the trafficto vec A (10.2.0.0./16) or vPC B (10.3.0.0/16).

To deploy the FortiGate CNF instance in this scenario:

1. InAWS, add a subnet CNF Endpoint Subnetin Inspection VPC along with the associated route table.

Destination Target
10.1.0.0/16 Local
10.0.0.0/8 AWS Transit Gateway

2. InFortiGate CNF, deploy a GWLBEe to this subnet.
3. InAWS, add aroute tothe Public Subnet route table where the load balancer resides to route all traffic to

10.0.0.0/8 to the GWLBe.
10.1.0.0/16 Local
0.0.0.0/8 Internet Gateway
10.0.0.0/8 GWLBe

4. InAWS, add aroute tothe Transit Gateway Subnet route table to route all traffic to the Load Balancer
located in Public Subnet tothe GWLBe.

Destination Target
10.1.0.0/16 Local
10.1.2.0/24 GWLBe

Centralized egress - Example

Scenario objective

Outbound traffic to the internet from a private subnetin vPC 2 or vPC Bisinspected by a FortiGate CNF instance.
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Before deployment of FortiGate CNF

Inspection VPC

10.1.0.0116
r---— - - - -----—- —-— — — 1
|  Tew Subnet Public Subnet |
| 10.1.6.0/24 10.1.2.0/24 |
| Transit Gateway |
I o |
| 6 NAT Gateway |
| |
l Awailability Zone 1 l
L - |

VFCA VFCB
@ 10.2.0.0/16 10.3.0.0/16

o o

Compute resources Compute resources

In this scenario, the workload is located in a private subnetin vPC A or vpC B. The traffic is outbound to internet.
The Before deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates in compute resources located in vPC 2 (10.2.0.0/16) or vPC B (10.3.0.0/16) and goes to AWS
Transit Gateway locatedin TGW Subnet (10.1.6.0/24)in Inspection VPC (10.1.0.0/16).

2. AWS Transit Gateway sends the traffic to the NAT Gateway locatedin Public Subnet (10.1.2.0/24).

3. NAT Gateway forwards the traffic on to the Internet Gateway.

4. The Internet Gateway sends the traffic to the external user.

Routing tables

The routing tables are defined as follows.
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VPC A Private Subnet route table

Destination Target
10.2.0.0/16 Local
0.0.0.0/0 AWS Transit Gateway

Public Subnet route table

Destination Target
10.1.0.0/16 Local
0.0.0.0/0 Internet Gateway

TGW Subnet route table

Destination Target

10.1.0.0/16 Local

AWS Transit Gateway route table

0.0.0.0/16 Inspection VPC
10.2.0.0/16 VPC A
10.3.0.0/16 VPC B
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After deployment of FortiGate CNF

O External user
i FortiGate CNF

F 3

Interet Gateway

Inspection VPC e

10.1.0.0/16
r—--——-- - - —-—-—— — — — - — - 7 e A
| Tew subnet Public Subnet |
| 10.1.6.0/24 10.1.2.0/24 |
| Transit Gateway |
| > 0 () Q0 —( |

GWLBe
| NAT Gateway |
| CNF endpoint subnet |
10.1.1.0/24

| Availability Zone 1 |
e S .

VPCA VPCB

@ 10.2.0.0/16 @ 10.3.0.0/16
Compute resources Compute resources

The After deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates in compute resources located in vPC 2 (10.2.0.0/16) or vPC B (10.3.0.0/16) and goes to AWS
Transit Gateway locatedin TGW Subnet (10.1.6.0/24)in Inspection VPC (10.1.0.0/16).

AWS Transit Gateway sends the traffic to the GWI.Be located in CNF Endpoint Subnet (10.1.1.0/24).
Traffic is sent to the FortiGate CNF instance for inspection.

FortiGate CNF sends traffic back to the GWLBe.

GWLBe sends traffic to the NAT Gateway locatedin Public Subnet (10.1.2.0/24).

NAT Gateway forwards the traffic on to the Internet Gateway.

No a b~ obdh

The Internet Gateway send the traffic to the external user.
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To deploy the FortiGate CNF instance in this scenario:

1. InAWS, add a subnet CNF Endpoint Subnetin Inspection VPC along with the associated route table.

10.1.0.0/16 Local
0.0.0.0/0 Internet Gateway
10.0.0.0/8 AWS Transit Gateway
2. InFortiGate CNF, deploy a GWLBEe to this subnet.
3. In AWS, add aroute to the Public Subnet route table where the NAT gateway resides to route all traffic to
10.0.0.0/8 to the GWLBe.
4-
10.1.0.0/16 Local
0.0.0.0/0 Internet Gateway
10.0.0.0/8 GWLBe

5. In AWS, add aroute to the Transit Gateway Subnet route table to route all traffic to the GWLBe.

Destination Target
10.1.0.0/16 Local
0.0.0.0/0 GWLBe

Centralized east-west, inter-VPC - Example

Scenario objective

Traffic between two VPCs, VvPC A and VPC B, is inspected by a FortiGate CNF instance.
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Before deployment of FortiGate CNF

Inspection VPC

10.1.0.0/16
i' Availability Zone 1 ‘i
TGW Subnet
| 10.1.6.0/24 |
: Transit Gateway :
| |
I |
I |
L — — — _ — — —

VFCA VPC B

10.2.0.0/16 10.3.0.0/16
r— - - — - | r—— - - - - — - — = 1
Private Subnet Private Subnet
10.2.3.0/24 10.3.3.0/24

Compute resources Compute resources

| I |
| I |
8 g
| I |
| I |

L Availability Zone 1 L Availability Zone 1

In this scenario, traffic is between two VPCs, VvPC A and VPC B, through a transit gateway.
The Before deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates from Private Subnet (10.2.3.0/24)in vPC A (10.2.0.0/16) and goes to the AWS Transit
Gateway located in TGW Subnet (10.1.6.0/24)in Inspection VPC (10.1.0.0/16).

2. AWS Transit Gateway sends the trafficto Private Subnet (10.3.3.0/24)invPC B (10.3.0.0/16).

Routing tables
The routing tables are defined as follows.

Private Subnet (VPC A) route table

Destination Target

10.2.0.0/16 Local
0.0.0.0/0 AWS Transit Gateway
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Private Subnet AWS Transit Gateway (VPC A) route table

Destination Target

0.0.0.0/0 Inspection VPC

Private Subnet (VPC B) route table

Destination Target
10.3.0.0/16 Local
0.0.0.0/0 AWS Transit Gateway

Private Subnet AWS Transit Gateway (VPC B) route table

Destination Target

0.0.0.0/0 Inspection VPC

TGW Subnet route table

Destination Target

10.1.0.0/16 Local

AWS Transit Gateway route table

Destination Target
10.2.0.0/16 VPCA
10.3.0.0/16 VPC B

—_

FortiGate CNF 24.1.b Administration Guide 03

Fortinet Inc.



Appendix A - Deployment scenarios

After deployment of FortiGate CNF

Inspection VFPC

10.1.0.0/16
i_ Availabiity Zone 1 —i
TGW Subnet CNF endpoint subnet
| 10.1.6.0/24 10.1.1.0/24 |
: Transit Gateway GWLBe !
| S o B S ———
| & : FortiGate CNF
| I
L — e —H — .
VPC A VPCB
10.2.0.0/16 10.3.0.0/16
r—- - - - - — — - — A r—- - - - - — — - — A
Private Subnet Private Subnet
10.2.3.0/24 10.3.3.0/24

Compute resources Compute resources

|
:
|
|
|

|
:
|
|
|

L Availability Zone 1 L Availability Zone 1

The After deployment of FortiGate CNF traffic flow is as follows:

1. Traffic originates from Private Subnet (10.2.3.0/24)in vPC A (10.2.0.0/16) and goes to the AWS Transit
Gateway located in TGW Subnet (10.1.6.0/24) in Inspection VPC (10.1.0.0/16).

AWS Transit Gateway sends the traffic to the GWLBe located in CNF Endpoint Subnet (10.1.1.0/24).
Traffic is sent to the FortiGate CNF instance for inspection.

FortiGate CNF sends traffic back to the GWLBe.

GWLBEe sends the trafficto AWS Transit Gatway.

AWS Transit Gateway forwards the trafficonto Private Subnet (10.3.3.0/24)invPC B (10.3.0.0/16).

o g~ e
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To deploy the FortiGate CNF instance in this scenario:

1. InAWS, add a subnet CNF Endpoint Subnetin Inspection VPC along with the associated route table.

Destination Target

10.1.0.0/16 Local
0.0.0.0/0 NAT Gateway
10.0.0.0/8 AWS Transit Gateway

2. InFortiGate CNF, deploy a GWLBEe to this subnet.
3. InAWS, add aroute tothe Transit Gateway Subnet route table to route all traffic to the GWLBe.

Destination Target

10.1.0.0/16 Local
0.0.0.0/8 GWLBe

Azure ingress and egress using public IP - Example

Scenario objective

The FortiGate CNF instance inspects all external traffic inbound to compute resources and all traffic outbound from
compute resources to the internet.

Before deployment of FortiGate CNF

% o N, Virtual Network A o

10.0.0.0/16
/ ° \ Public subnet
10.0.0.0/24
e T
Compute Public IP
resources

The Before deployment of FortiGate CNF traffic flow is as follows:

Workload resources are situated in Public Subnet (10.0.0.0/24).
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1. Inbound traffic comes from the internet to the Public IPlocatedin Public Subnet (10.0.0.0/24).
2. Traffic passes to the workload resources in Public Subnet (10.0.0.0/24).

3. Outbound traffic goes from the workload resources in Public Subnet tothe Public IPlocatedin Public
Subnet (10.0.0.0/24).

4. Traffic passes out to the internet.

After deployment of FortiGate CNF

/. ° ‘\ Virtual Network A @

10.0.0.0/16

/ o \ Public subnet @
10.0.0.0/24 o

0g T 02 O oW

Compute Public IP Gateway FortiGate CNF
resources load balancer

The after topology traffic flow is as follows:

1. Inbound traffic comes from the internet to the Public IPlocatedin Public subnet (10.0.0.0/24).
2. Trafficis senttothe Gateway load balancer.
3. The Gateway load balancer forwards the traffic to FortiGate CNF.
4. Afterinspection, FortiGate CNF sends the traffic back to the Gateway load balancer.
5. The Gateway load balancer sends the traffic back to the Public IP.
6. The public 1P forwards the traffic to the workload resourcesin Public Subnet (10.0.0.0/24).
7. Outbound traffic goes from the workload resources in Public Subnet tothe Public IP.
8. Trafficis senttothe Gateway load balancer.
9. The Gateway load balancer forwards the traffic to FortiGate CNF.
10. Afterinspection, FortiGate CNF sends the traffic back to the Gateway load balancer.
11. The Gateway load balancer sends the traffic back to the Public IP.
12. Traffic passes out to the internet.

To deploy the FortiGate CNF instance in this scenario:

1. Inthe FortiGate CNF console, in the instance settings, go to Configure Azure Endpoints.
2. Click Link Existing and connect to the virtual machine Public IP.
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Azure ingress and egress using Load Balancer with public IP -
Example

Scenario objective

The FortiGate CNF instance inspects all external traffic inbound to compute resources and all traffic outbound from
compute resources to the internet.

Before deployment of FortiGate CNF

7 o O\, Virtual Network A
10.0.0.0/16

/ ® \ Private subnet / P \ Public subnet

10.0.1.0/24 10.0.0.0/24
Compute o Load Balancer
resources with Public IP

The Before deployment of FortiGate CNF traffic flow is as follows:

Workload resources are situated in Private Subnet (10.0.1.0/24) and accessed through Load Balancer with
Public IPinPublic Subnet (10.0.0.0/24).

1. Inbound traffic comes from the internet to the Load Balancer with Public IPlocatedin Public Subnet
(10.0.0.0/24).
2. Traffic passes to the workload resources in Private Subnet (10.0.1.0/24).

3. Outbound traffic goes from the workload resources in Private Subnet tothe Load Balancer with Public
IPlocated in Public Subnet (10.0.0.0/24).

4. Traffic passes out to the internet.
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After deployment of FortiGate CNF

/. ° N Virtual Network A

/ \ Private subnet / @ \ Public subnet

10.0.0.0/16

10.0.1.0/24 10.0.0.0/24 o

Compute Load Balancer Gateway FortiGate CNF
resources with Public IP load balancer

The after topology traffic flow is as follows:

1.

o gk~ wd

8.
9.
10.
1.
12

Inbound traffic comes from the internet to the Load Balancer with Public IPlocatedin Public subnet
(10.0.0.0/24).

Traffic is sentto the Gateway load balancer.

The Gateway load balancer forwards the traffic to FortiGate CNF.

After inspection, FortiGate CNF sends the traffic back to the Gateway load balancer.

The Gateway load balancer sends the traffic back to the Load Balancer with Public IP.

The Load Balancer with Public IP forwards the traffic to the workload resourcesin Private Subnet
(10.0.1.0/24).

Outbound traffic goes from the workload resources in Private Subnet tothe Lad Balancer with Public
IP.

Traffic is sentto the Gateway load balancer.

The Gateway load balancer forwards the traffic to FortiGate CNF.

After inspection, FortiGate CNF sends the traffic back to the Gateway load balancer.

The Gateway load balancer sends the traffic back to the Load Balancer with Public IP.
Traffic passes out to the internet.

To deploy the FortiGate CNF instance in this scenario:

1.
2,

In the FortiGate CNF console, in the instance settings, go to Configure Azure Endpoints.
Click Link Existing and connect to the Load Balancer.

To edit the load balancer, see the The following example script illustrates configuration of the load balancer: on
page 110.
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Azure ingress and egress with FortiGate CNF-created load balancer
- Example

Scenario objective

The FortiGate CNF instance inspects all external traffic inbound to compute resources and all traffic outbound from
compute resources to the internet.

In this scenario, an Azure load balancer with a public IP is created in the specified resource group. You must configure
the joad balancer to forward traffic to the workload VMs.

Before deployment of FortiGate CNF

70 o N\, virtual Network A o

10.0.0.0/16
/ ® \ Public subnet
10.0.0.0/24
Compute Public IP

resources

The Before deployment of FortiGate CNF traffic flow is as follows:
Workload resources are situated in Public subnet (10.0.0.0/24).

1. Inbound traffic comes from the internet to the Public IPlocatedin Public subnet.
2. Traffic passes to the workload resources in Public subnet.

3. Outbound traffic goes from the workload resources in Public subnet tothe Public IPlocatedin Public
subnet.

4. Traffic passes out to the internet.
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After deployment of FortiGate CNF

/. ® ‘\ :T]rtual Network A @

.0.0.0/16

/ o \ Public subnet @
10.0.0.0/24 o

Compute =il EelEmmes Gateway FortiGate CNF
resources with Public IP load balancer

The after topology traffic flow is as follows:

No a o=

8.
9.
10.
1.
12

Inbound traffic comes from the internet to the Load Balancer with Public IPlocatedin Public subnet.

Traffic is sentto the Gateway load balancer.

The Gateway load balancer forwards the traffic to FortiGate CNF.

After inspection, FortiGate CNF sends the traffic back to the Gateway load balancer.

The Gateway load balancer sends the traffic back to the Load Balancer with Public IP.

The Load Balancer with Public IP forwards the traffic to the workload resourcesin Public subnet.

Outbound traffic goes from the workload resources in Private Subnet tothe Load Balancer with Public

IP.

Trafficis sentto the Gateway load balancer.

The Gateway load balancer forwards the traffic to FortiGate CNF.

After inspection, FortiGate CNF sends the traffic back to the Gateway load balancer.

The Gateway load balancer sends the traffic back to the Load Balancer with Public IP.
Traffic passes out to the internet.

To deploy the FortiGate CNF instance in this scenario:

1.
2,

In the FortiGate CNF console, in the instance settings, go to Configure Azure Endpoints.
Click New and specify the Account and select or create the Resource Group.

FortiGate CNF creates the new Azure load balancer in the specified resource group.
Update the Azure load balancer and the workload resources as follows:

a. Disable the public IP of the workload resources.

b. Add abackend pool to the load balancer containing the workload resources.

c. Create a new health probe on the load balancer.

d. Create aload balancer rule to forward traffic to the backend pool.

Health probes and rules on load balancers connected to a FortiGate CNF instance cannot be created or edited
through the Azure portal. Use the Azure Python SDK to update the load balancer in this case.

The following example script illustrates configuration of the load balancer:
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from azure.identity import ClientSecretCredential
from azure.mgmt.network import NetworkManagementClient
from azure.mgmt.network.models import OutboundRule, LoadBalancingRule

# PREREQUISITES
pip install azure-identity
pip install azure-mgmt-network

# VARIABLES
customer tenant id

'...'" # Change to your Azure Directory ID.

subscription id = '...' # Change to your Azure Subscription ID.

customer client id = '...' # Change to your Customer App Registration ID.

customer client secret = '...' # Change to your client secret for the above app.
fortinet tenant id = '...' # Change to the Fortinet Azure Tenant ID, found at Azure CNF
> Configure Azure Endpoints.

resource group name = '...' # Change to your resource group name.

load balancer name = '...' # Change to your load balancer name you entered when creating
the endpoint.

load balancer ip configuration name = "frontend-ip-config-1" # Change to your load
balancer IP configuration name. This is the Azure default value.

backend pool name = '...' # Change to the backend address pool name you created.

network interface name = '...' # Change to your network interface name.

virtual network name = '...' # Change to your virtual network name.

probe name = 'test-probe' # Specify a name for the health probe to be created.
outbound rule name = 'test-outbound-rule' # Specify a name for the outbound rule.

load balancer rule http name = 'ruletest-http' # Specify a name for the load balancing
HTTP rule.

load balancer rule ssh name = 'ruletest-ssh' # Specify a name for the load balancing SSH
rule.

# END VARIABLES

customer credential = ClientSecretCredential (tenant id=customer tenant id, client
id=customer client id, client secret=customer client secret)

net client = NetworkManagementClient (customer credential, subscription id)

ftnt credential = ClientSecretCredential (tenant id=fortinet tenant id, client
id=customer client id, client secret=customer client secret)

ftnt credential token = ftnt credential.get token
('https://management.core.windows.net//.default') .token

aux_headers = dict (**{'x-ms-authorization-auxiliary': ','.join([f'Bearer {ftnt
credential token}'])})

print ("Setup credentials")

# Disassociate the public IP from the NIC
network interface = net client.network interfaces.get (resource group name, network
interface name)
if network interface.ip configurations[0].public ip address:
# Filter out the public IP configuration if exists
network interface.ip configurations[0].public ip address = None
# Update the NIC to apply the changes (remove the public IP configuration)
async _nic update = net client.network interfaces.begin create or update (resource
group_name, network interface name, network interface, headers=aux headers)
async_nic update.wait ()
print ("Disassociated the public IP from the NIC")
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# Get the load balancer object
lb = net client.load balancers.get (resource group name, load balancer name)

virtual network id = f"/subscriptions/{subscription id}/resourceGroups/{resource group
name}/providers/Microsoft.Network/virtualNetworks/{virtual network name}"

# Create health probe

new probe = {'name': probe name, 'protocol': 'Tcp', 'port': 22, 'interval in seconds':
5, 'number of probes': 1, 'probe threshold': 1}

lb.probes.append (new probe)

net client.load balancers.begin create or update (resource group_ name, load balancer
name, lb, headers=aux headers)

print ("Created health probe")

# Create outbound rule with the backend pool and frontend IP configuration
backend id = f"/subscriptions/{subscription id}/resourceGroups/{resource group
name}/providers/Microsoft.Network/loadBalancers/{load balancer
name}/backendAddressPools/{backend pool name}"
front id = f"/subscriptions/{subscription id}/resourceGroups/{resource group
name}/providers/Microsoft.Network/loadBalancers/{load balancer
name}/frontendIPConfigurations/{load balancer ip configuration name}"
outbound rule = OutboundRule (

name=outbound rule name,

allocated outbound ports=1000, # Replace with the number of allocated ports

frontend ip configurations=[{'id': front id}],
backend address pool={'id': backend id},
protocol='All', # Replace with the required protocol

idle timeout in minutes=15 # Replace with desired timeout value
)
1lb.outbound rules.append (outbound rule)
net client.load balancers.begin create or update (resource group name, load balancer
name, lb, headers=aux headers)

# Create load balancing rule to allow SSH
probe id = f"/subscriptions/{subscription id}/resourceGroups/{resource group
name}/providers/Microsoft.Network/loadBalancers/{load balancer name}/probes/{probe
name }"
balancing rule = LoadBalancingRule (
name=load balancer rule http name,
frontend ip configuration={'id': front id},
backend address pool={'id': backend id},
probe={"id": probe id},
protocol="Tcp",
frontend port=80,
backend port=80,
disable outbound snat=True
)
1b.load balancing rules.append(balancing rule)
net client.load balancers.begin create or update(resource group name, load balancer
name, lb, headers=aux headers)
print ("Created outbound rule")

balancing rule ssh = LoadBalancingRule (
name=load balancer rule ssh name,
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frontend ip configuration={'id': front id},
backend address pool={'id': backend id},
probe={"id": probe id},
protocol="Tcp",
frontend port=22,
backend port=22,
disable outbound snat=True
)
1b.load balancing rules.append(balancing rule ssh)
net client.load balancers.begin create or update (resource group name,
name, lb, headers=aux headers)
print ("Created SSH load balancing rule")

load balancer

While this script provides a good base for load balancer configuration, it must be adapted
and built upon to best fit your company's needs.

FortiGate CNF 24.1.b Administration Guide 113

Fortinet Inc.



Appendix B - Using AWS Firewall Manager

Appendix B - Using AWS Firewall Manager

You can use the AWS Firewall Manager to create and deploy FortiGate CNF instances.

used in AWS Firewall Manager.

\ﬂ Policies and policy sets must be first created in the FortiGate CNF console before they can be

See Configuration on page 61.

To use AWS Firewall Manager with FortiGate CNF:

Go to the AWS console for the appropriate AWS account.
Search for AWS Firewall Manager service.

In the Third party firewall association status section, ensure that Fortigate Cloud Native Firewall as a Service is
listed with a Status of Associated. If Status is Disassociated, select the service and click Associate.

In the left menu, click Security Policies then click Create Policy and follow the on screen wizard:
a. Under Third-party services, select FortiGate Cloud Native Firewall as a Service.

b. In Firewall management type, select one of Distributed or Centralized.

c. Selectaregion.

Enter a policy name.

In the FortiGate Cloud Native Firewall as a Service policy configuration section, select the appropriate policy set
then click Next.

To configure a policy, select the policy and click Configure policy to open the policy in the FortiGate CNF console.
To update the list of policy sets, click the refresh button.

Select the availability zones (AZ) where your traffic will be routed. AWS creates a subnet and adds a GWLBe in that
subnet.

Al
‘Q' This process adds a GWLBe in this AWS account, but any required routes must be
- configured manually to route traffic to this endpoint.

In Define policy scope, select the appropriate scope for this policy. If you select Include all accounts, download and
run the CloudFormation template found in the lower section in each member account. For Resource type, enable or
disable VPC and include or exclude VPCs by tag.

Optionally, add tags to the policy.
Review the policy configuration, then click Create policy.

You are redirected to the policy list page and AWS calls FortiGate CNF APIs to create the resources, such as the
FortiGate CNF instance, the gateway load balancer, and GWLBe. This process can take 10—-15 min.

Click the policy link to view the details.
In the Accounts within policy scope section, click on a specific AWS account to view the resources being created.

While these resources are being created, the Violation reason column displays the error
message: "the FortigateCNF is not previsioned correctly”. This message indicates the

resource is not ready yet and is not an actual error.
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