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Change Log

Date Change Description

2019-10-10 Initial release.

2020-02-05 Clarified that Nutanix only supports Windows Cloud VMs.
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Introduction

This document provides the following information for FortiSandbox version 3.1.1 build 0122:

l Supported models
l What's New in FortiSandbox 3.1.1
l Upgrade Information
l Product Integration and Support
l Resolved Issues
l Known Issues

For more information on upgrading your FortiSandbox device, see the FortiSandbox 3.1.1 Administration Guide and
FortiSandbox 3.1.1 VM Install Guide.

Supported models

FortiSandbox version 3.1.1 supports the FSA-500F, FSA-1000D, FSA-1000F, FSA-2000E, FSA-3000D, FSA-3500D,
FSA-3000E, and FSA-VM (AWS, Azure, VMware ESXi, KVM, Nutanix (Windows Cloud VMs only), and Hyper-V) models.

What's New in FortiSandbox 3.1.1

The following is a list of new features and improvements in version 3.1.1:

l CLI console on dashboard
l New CLI commands to upload FortiSandbox configuration via TFTP and FTP
l In Netshare scan, there can be a place holder file in a clean sanitization location for detected malware
l In Netshare scan, saving oversized files to a dedicated folder is now allowed
l Ability to utilize cloud-based threat intelligence in AV re-scan
l Ability to import YARA rules to scan memory footprint during file scan
l HA support on Azure
l Support ICS targeting malware
l Customizing max VM scan timeout value
l When a file is forced to scan inside a VM during the On-Demand scan, the final rating is the highest one in all scan

steps and the Rated By value is set accordingly
l Hyper-V support has been added
l Intermediate certificate can now be imported
l RAID status and Average Scan Time in the last hour were added to SNMP
l Port3 and port4 are now supported on AWS instance
l Pop up alarm on Dashboard when new malware is detected
l VM Association page was redesigned
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Upgrade Information

Before and after any firmware upgrade

Before any firmware upgrade, save a copy of your FortiSandbox configuration by going to Dashboard > System
Configuration > Backup.

After any firmware upgrade, if you are using the web UI, clear the browser cache prior to logging in to the FortiSandbox
unit to ensure proper display of the web UI screens.

Upgrading to 3.1.1

FortiSandbox 3.1.1 officially supports upgrading directly from version 3.0.5 and 3.1.0.

l When upgrading from version 3.0.0 to 3.0.4, it is required to upgrade to 3.0.5 first, then to 3.1.1.
l When upgrading from version 2.5.0 to 2.5.1, it is required to upgrade to 2.5.2 first, then to 3.0.0 > 3.0.5 > 3.1.1.
l When upgrading from version 2.4.0, it is required to upgrade to 2.4.1 first, then to 3.0.0 > 3.0.5 > 3.1.1.
l When upgrading from version 2.3.0 to 2.3.2, it is required to upgrade to 2.3.3 first, then to 2.4.1 > 2.5.2 > 3.0.0 >

3.0.5 > 3.1.1.
l When upgrading from version 2.2.1 and earlier, the required upgrade path is as follows: 2.2.2 > 2.3.0 > 2.3.3 >

2.4.1 > 2.5.2 > 3.0.0 > 3.0.5 > 3.1.1.

Upgrading cluster environments

In a cluster environment, it is recommended to upgrade the cluster in the following order:
1. Slave devices
2. Primary Slave
3. Master
Upgrade a unit after the previous one fully boots up. After upgrade, it is highly recommended
to setup a cluster level fail-over IP set, so the fail-over between Master and Primary Slave can
occur smoothly.

Upgrade procedure

When upgrading from 3.1.0 or later and the new firmware is ready, you will see a blinking
New firmware available link on the dashboard. Click the link and you will be redirected to a
page where you can either choose to download and install an available firmware or manually
upload a new firmware.
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Upgrade Information

Upgrading FortiSandbox firmware consists of the following steps:

1. Download the firmware image from the Fortinet Customer Service & Support portal.
2. When upgrading via the CLI, put the firmware image on a host that supports file copy with the SCP or

FTP command. The FortiSandbox must be able to access the SCP or FTP server.
In a console window, enter the following command string to download and install the firmware image:
fw-upgrade -b -s<SCP/FTP server IP address> -u<user name> -t<ftp|scp> -f<file path>

3. When upgrading via the Web UI, go to System > Dashboard . In the System Informationwidget, click the Update
link next to Firmware Version. The Firmware Upgrade page is displayed. Browse to the firmware image on the
management computer and select the Submit button.

4. Microsoft Windows Sandbox VMsmust be activated against the Microsoft activation server if they have not been
already. This is done automatically after a system reboot. To ensure the activation is successful, port3 of the
system must be able to access the Internet and the DNS servers should be able to resolve the Microsoft activation
servers.

Downgrading to previous firmware versions

Downgrading to previous firmware versions is not supported.

FortiSandbox VM firmware

Fortinet provides FortiSandbox VM firmware images for VMware ESXi, Hyper-V, Nutanix, and Kernel Virtual Machine
(KVM) virtualization environments.

For more information, see the VM Installation Guide in the Fortinet Document Library.

Firmware image checksums

The MD5 checksums for all Fortinet software and firmware releases are available at the Fortinet Customer Service &
Support portal located at https://support.fortinet.com. After logging in select Download > Firmware Image
Checksums, enter the image file name including the extension, and select Get Checksum Code.
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Product Integration and Support

FortiSandbox 3.1.1 support

The following table lists FortiSandbox version 3.1.1 product integration and support information.

Web Browsers l Microsoft Edge version 44
l Mozilla Firefox version 68
l Google Chrome version 76
l Opera version 63
Other web browsers may function correctly, but are not supported by Fortinet.

FortiAnalyzer l 6.2.0 and later (all FortiSandbox models)
l 6.0.0 and later (all FortiSandbox models except FSA-500F/1000F)
l 5.6.0 and later
l 5.4.0 and later
l 5.2.0 and later
l 5.0.8 and later

FortiADC l 5.3.0
l 5.0.1 and later

FortiClient l 6.2.0 and later
l 6.0.1 and later
l 5.6.0 and later

FortiEMS l 6.0.5 and later
l 6.2.0 and later

FortiMail l 6.2.0
l 6.0.0 and later
l 5.4.0 and later
l 5.3.0 and later
l 5.2.0 and later

FortiManager l 6.2.1 and later
l 6.0.0 and later
l 5.6.0 and later
l 5.4.0 and later
l 5.2.0 and later
l 5.0.8 and later

FortiOS/FortiOS Carrier l 6.2.0 and later
l 6.0.0 and later
l 5.6.0 and later
l 5.4.0 and later
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Product Integration and Support

l 5.2.0 and later

FortiWeb l 6.0.0 and later
l 5.9.0 and later
l 5.8.0 and later
l 5.7.0 and later
l 5.6.0 and later

Virtualization Environment l VMware ESXi: 5.1, 5.5, 6.0, or 6.5 and later
l KVM: Linux version 4.15.0 qemu-img v2.5.0
l Microsoft Hyper-V: Windows server 2016
l Nutanix AOS 5.11 and later (Windows Cloud VMs only)
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Resolved Issues

The following issues have been fixed in version 3.1.1. For inquiries about a particular bug, please contact Customer
Service & Support.

Resolved issues

Bug ID Description

466169 Device can lose authorization status

493774 Password Protected Archives contents are moved into CLEAN Quarantined Share regardless
of their contents

507274 All Forticlients lost hostnames on the FortiSandbox after HC fail-over

515698 VM Image page becomes empty after factory reset on a VM00 or 1000F unit

516625 Power Supply failure is not detected, no logs show in System Events and SNMP traps were
sent

517709 Cluster Master role started flapping after Master lost connection to cluster members and
health status failed on Primary Slave node

533334 When a job is scanned with multiple guest VMs, the highest score should be the final verdict

556424 Reset file limitation for an EMS affects other standalone FCT

558206 Configuration Restore did not restore interface information

561373 FGT exclusion list is not updated after file type is re-enabled in Scan Profile

565457 Fix network share db lock issue

566792 Re-design OFTPD connection pool to support thousands of concurrent connections

567597 Apply Node.js scanner for certain input sources

567867 Support sniffer mode on AWS

576110 CLI command diag-sys-top shows wrong network alert memory usage

581881 FSA did not reject FCT submission even EMS/FGT is not authorized

581958 Device database might not be kept after fail-over during firmware upgrade

581966 On AWS, FSA firmware type should be treated as BYOL if marketplace code is not On-
Demand
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Known Issues

The following are the known issues that have been identified in version 3.1.1. For inquiries about a particular bug or to
report a bug, please contact Customer Service & Support.

Bug ID Description

561732 FortiSandbox cannot upload AV rescan sample to Community Cloud

575345 Restore configuration did not restore YARA rules for memory footprint scan

577748 Network share configuration is lost after upgrade if the Netshare was created in a build older
than 3.0.5

578402 FortiSandbox does not exclude whitelist from malware package

578434 FortiSandbox does not show the word 'confirmation ID' for the confirmation ID in the log

579978 Dashboard alarm settings were not backed up when backing up configurations

583569 Failed to test login when Administrator has enabled 2FA authentication

584257 Failed to synchronize the setting of CLI set-tlsverwhen Failover occurs

584772 Creation of new Bit9 Adapter causes UI to crash

505573 Multiple downloaded VM images failed to be installed
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