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Introduction

FortiMail units can operate in one of the two HAmodes: Active-Passive or Active-Active. For details about HA modes,
refer to the FortiMail Administration Guide.

l Active-Active HA
Active-Active HA is also called Config-HA. All instances in an HA group can process traffic. Azure load balancer can
be used to distribute traffic to all HA members. If one member is down, Azure load balancer will be able to detect it
and traffic will be redirected to other healthy members.

l Active-Passive HA
Azure load balancer can be used to achieve this Active-Passive HA setup. In an HA group, the primary unit
processes traffic while the secondary unit works as a standby and will not process traffic. If the primary unit is down,
the secondary unit will take over the role and continue to process traffic. Azure load balancer will be able to detect
the healthy status of FortiMail instances and distribute the traffic.

All HA units must have valid licenses to function correctly.

Prerequisites

To configure FortiMail HA cluster on Azure, you need:

l A virtual cloud network.
l A security list.
l Two FortiMail-VM instances. See FortiMail VM on Azure Deployment Guide for more information.
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Creating an Azure Resource Load Balancer

After logging on to the Microsoft Azure Portal https://portal.azure.com, go to All services > Load balancing, click the
“Create” button to create a new Load Balancer.
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Creating an Azure Resource Load Balancer

1. Configure the basic settings

2. Add a frontend IP configuration
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Creating an Azure Resource Load Balancer

3. Add a backend pool
You can add FortiMail units into the backend pool at this step or later (see the next section).
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Creating an Azure Resource Load Balancer

4. Create inbound rules
Creating Inbound rules to load balance SMTP traffic to backend FortiMail VMs. Also enable health probe to monitor
the health status of the backend FortiMail and proactively redirect the SMTP traffic.
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Creating an Azure Resource Load Balancer
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Creating an Azure Resource Load Balancer

5. Review and create the load balancer
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Adding FortiMail-VM Instances to Azure Backend Pool

1. Create FortiMail-VM instances
Follow FortiMail Azure Quick Start Guide to deploy multiple FortiMail-VM instances on Azure.

2. Configure HA on FortiMail
Log on to your FortiMail-VM instances with URL https://<Public_IP>/admin.
Go to System > High Availability > Configuration to setup HA between your FortiMail instances. For more details
about HA setup, see the section “Using high availability (HA)” in the FortiMail Administration Guide.

3. Add the FortiMail-VM instances to Backend Pool
Now you can add Azure FortiMail VMs to the Backend pool of the pre-created load balancer. Choose the Virtual
Network (where the two VMs are deployed) and add them into the Backend pool.
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Monitoring FortiMail-VM Health with Azure Load Balancer

You can monitor the FortiMail HA status with Azure Load Balancer. Refer to the Microsoft Azure Guide for more details
about the monitoring and distributing traffic functions.
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