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Obtaining the Deployment Image

To obtain the deployment image:

Go to the Fortinet support site (https://support.fortinet.com/) and log in.
Navigate to Download > VM Images.

Under Select Product, select FortiManager.

Under Select Platform, select AliCloud.

Download the deployment package file.

ok b=
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Uploading the FortiManager Installer to AliCloud

To upload the FortiManager installer to AliCloud:

1. Log into Alibaba Cloud.

2. Goto Console > Object Storage Service.
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Uploading the FortiManager Installer to AliCloud 6

4. Configure the settings for the bucket and click OK.

Create Bucket 7) Create a bucket 3¢
Note: Storage Class and Region cannot be changed after the bucket
is created.
Bucket Mame fortialiyun 18/63@
Region Us (Silicon Valley) -

Endpoint  oss-us-west-Laliyuncs.com

Storage Class 1A Archive

How to Choose a Suitable Storage Class

Access Control List (ACL) Public Read Public Read/Write
Private: Authentication is required for users to read or write files

Click the newly created bucket.
Click Files.
Click Upload.
Drag and drop the VM file to the bucket.
Upload X

® N o o

Upload To

Specified

oss://fortialiyun/

File ACL Inherited from Bucket Private Public Read Public Read/Write

Upload

d drop directories or files he
click here to upload
ximum 1 files

ive backslashes \

Note, file with the same name in the Bucket will be replaced by uploaded file.
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Uploading the FortiManager Installer to AliCloud 7

9. Click the uploaded file and copy the URL.

Object Storage Ser-- fortialiyun Access Control List (ACL) Prival  Preview X
Overview Overview Files Basic Settings Domain Names  Image Processing  Event Notification Basic Statistics  Ranking Statistics  API St
My 0SS Paths +

SO CreateFolder | Fragments  Autherize  Batch operation . Refresh | Selected: 1/1
X fortimanageraliyun-

Buckets + O I8 = File/Object Name Size o]
Bucket Nam o
= fmg.qeow? 102.301MB Stan
» alipri m A

« faz bucket

o fhua-bucket-1

» fmgali-oucket

» fortimanagerslyun
» fortinet-marketplace
» fosimage FileName test/fmg qeow?

» jcripps-test bucket
Tag  0GCBIDABIBAATSDAAR:

» peui-bucket
Validity Period @

» peui-bucke2 [seconds) 3800
n
wenrres @)
uRL
Type  applicationjoctet-stream
File ACL Inherited from Bucket
& Upload Complete Storage Class  Standard -
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Configuring Virtual Private Cloud

To configure Virtual Private Cloud:

1. Go to Virtual Private Cloud. Click Create VPC.
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PN Gateways
120018 = ivalable Yes 1 1 Manage Deets
IPsec Connect
100008 « Avatabie 1 1 Manage Deete
162225
Chient vpetjafeyzul62x2ospol 162 168,006 » Avalable 1 o Manage Delet
HAVIP Addresses
zbybdla 100008 ® Avaiable 1 1 Mansge Delete
FiowLog
¥ Quick Lins
192168.0.0115 o Ausiiabie 1 3 Manage Delece
m: -
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Configuring Virtual Private Cloud

2. Enter a name for the VPC. Configure the settings as required and click OK.

Create VPC

VPC

Vswitch

Region
US (Silicon Valley)

« Name

vpc

« IPv4 CIDR Block

192.168.0.0/16

Description

« Name

switch

« Zone

Silicon Valley Zone A

Zone Resource

ECS 2 RDS (@ SLE @

« IPv4 CIDR Block

192 . 168 - 0

Number of Available Private IPs
252

Description

61128 (@

0/256

9128 &

x
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Creating the FortiManager deployment image

The following procedure is applicable only if you are uploading a custom image. To deploy FortiManager from the
Marketplace directly, go to Creating an instance on page 15.

To create the FortiManager deployment image:

1. Go to Snapshot and Images > Custom Images.

Home & US (silicon valley) = Q  Message¥lilling Management More  English @
Elastic Compute Serv... | Images Create custom image from snapshot | 5
=
Overview
\mage
Instances
- Launch Templates free to use. You have al ted 36 custo 1l create 664 custom i ervice is 3 paid service. your im
Reserved instancefTX]
Auto Scaling
Elastic Container In...
HPC Clusters
mjggmydioczahuoazs O % A Customimages  Others Linux Gait April 9, 2019, 10:40 Available  100% Createlnstance | Deleteimage | Modify Description
Bl - ciock songe fag-b1037 Related Instances | Copylmage = Share Imsge
@
visks
. - mrj9dwBwesOyhw793ztsl @ % D  Customimages others Linux S4Bt April 6. 2019, 16:31 Available Joo% Create Instance  Delete Image | Modify Description
Snapshats and Images fhua-byolvso-bozeo : Related Instances | Copylmage = Share Image
- csybsefpigvmrlg] @ Create Inst Delete I Modify Descript
mjgexaybsefpiavmral % ) Customimages  Others Linux B3t April 6. 2019, 16:23 mailable  100% feateinstance | Deleteimage | Modify Description
fhua-ond v60-b0260 Related Instances | Copylmage = Share Image
Ccustom images = merjadbihoyksvmiz3ois © % 5 cosommages  omers unux . Apri5, 2015, 1615 wsiabe 1008 CreatelInstance | Delete Image | Modify Description
peui-cloudinit2 Related Instances | Copylmage = Share Image
~ Networks and Securi
; 1j997 eate instance age | Modify Description
- mi9978dmbhrwmmz2igar @ % A Cusomimages  Others linux st April 4, 2019, 11:11 available  100% Create nstanc image | Modify Description
fhua-byolvs2-b0B6s Related Insta Copylmage ' Share Image
- WE730xecTg Create Instance e Ima Modify Descriptio
mjograiganveTisxectg @ % A Costomimages  Customized Linux 4Bt March 4, 2019, 17:09 Available  100% feateinstance | Delete Imag odify Description
e hmFGT62 Related Instances | Copylmage | Share Image
vec ? eate Instance ete Image dify Descrip
mSgzere]x0224775297 @ % A Cusomimages  Ochers Linux 6aBit February 28, 2019, 18:44 avaisbie  100% Createnstance | Delete image | Modfy Description
&P frg-b1011 Related Instances. | Copylmage = Share Image
Cloud Assistant
§ Shgc2 Create inst Delete Image | Madfy Descript
. g % A Customimages  Others Linux 64t February 27, 2019, 1527 available  100% feateinstance | Delete Imag odffy Description
Diagnosis fazimage1010 Related nstances | Copylmage = Share Image
Tags
' 3gpay Create Inst Delete mage | Mod ptio
T miShazSikhdlgpayojog @ % A Customimages  Ohers Linux 6aBit February 25, 2019, 15:16 Mvailable  100% feate nstance Imag ¥ Description
farla00-1 felated Instances | Copylmage | Share Image
mj93atpalb58d20lield © A e e e o e 75 a8 1197 P Createlnstance  Deleta image  Modify Descrption

2
2. Click Import Image. Configure the settings in the Import Image screen. Configure the following settings:

+ OSS Object Address - paste the URL from step 9 in Uploading the FortiManager Installer to AliCloud on page
5into OSS Object Address.

« Image Name - specify a name for the image.

o Operating System - select Linux.

» System Disk Size - select the minimum disk size as 40 GB.
« System Architecture - select x86_64.

o Platform - select Other Linux.

o Image Format - select QCOW2.

FortiManager Deploying on AliCloud Fortinet Technologies Inc.



Creating the FortiManager deployment image 11

Import Image & Import custom image

5 Conﬁm; Address

* Region of Image: Us (silicon Valley)
* 0SS Object Address: | URL https:/ffortialiyun.oss-us-west- ‘ How to get the address of 0SS files
* Image Name: fortialiyun ‘
* Operating System: Linux A
* System Disk Size (GB): | 40 |

40 to 500 GB for Windows and 40 to 500 GB for Linux.

* System Architecture: x86_64 v
* Platform: Others Linux v
Image Format: Qcowz v

Image Description:

[} Add Data Disk Image

0K Cancel

3. Click OK.
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Creating securit

To create security groups:

1. Goto Elastic Compute Service > Network and Security.

2. Click Security Groups.
3. Click Create Security Group.

groups

ement More
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overview
Instances
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m created securit

System created securit.

System created securit

System created securit

System created securit

Sscurity groups S

fy | Clone Security Group
Add Rules

M
Manage Instances

Madify | Clone Security Group
Add Rules

Manage Instances

Modify | Clone Security Group

Manage Instances | Add Rules

Modify | Clone Security Group

Manage Instances | Add Rules

Modify | Clone
Manage Instances

Security Group
Add Rules

Modify | Clone Sect

Manage Instances

Add Rules

Madify | Clane Security Group

y
Manage Instances | Add Rules
Madify | Clone Security Group
Manage Instances | Add Rules
Madify | Clone Security Group
Manage Instances | Add Rules
Modify | Clone Security Group
Manage Instances | Add Rules

Group.

Restore Rules
Manage ENis

Restore Rules
Manage ENis

Restore Rules
Manage ENIs

Restore Rules
Manage ENis
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Restore Rules
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Restore Rules.

Manage ENIs

Restore Rules
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Creating security groups

4. Configure the security group and click OK.

Create Security Group @ Creating security group

Template Web Server Linux v
* Security Group security-group-20190416
Name:

The name can be 2 to 128 char:
ores (_), and hyphens (-}

canno

Description Security Group

rs in length and can contain periods (.},
tart with a special character or

It can be 2 to 256 characters in length and cannot start with http:// or https://.

Network Type: VPC v
*WPC vpc-1j917gbs081puvicbvnol = | Create VPC
Tag Select a key or enter a new hd Select a value or ente
Ingress Egress

otocol Typ C ¢
0.0.0.0/0 TCP 80/80
0.0.0.0/0 TCP 4437443
0.0.0.0/0 TCP 22/22
0.0.0.0/0 ICMP -151

Allow
Allow
Allow

Allow

Cancel

5. Click Create Rules Now.

Notes

After creating a security group, we recommend that you immediately create
security group rules. Otherwise, you may not be able to access the internal
network or Internet.

low Close

) Home
< security-group-2019041... =
= -
Security Group Rules Ingress Outbound

v Instances in Securi,

& ENIs in Security Gro.

a Allow Customized TCP 22122 IPv4 CIDR Block
Allow Customized TCP 443/443 IPva CIDR Block
Allow Customizad TP 80180 1Pua CIDR Block
Allow All ICMP (1IPvd) 1 IPv4 CIDR Block

.

[ ]
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0.0.00/0

0.0.00/0

0.0.000

0.0.00/0

April 16, 2019, 12:04

April 16, 2019, 12:04

Aapnil 16, 2019, 12:04

April 16, 2019, 12:04

Modify

Modify

Modify

Maodify

¢%%}illing Management  More  English 6
Tutorial Back Add Security Group Rule Quick Rule Creation

2 import Rules

& Export Rules

Clone

Cione

Clone

Clone

Delete

Delate

Delete

Delete
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Creating security groups

7. Configure the settings as per your network infrastructure and click OK.

Add Security Group Rule @ Add security group rules

NIC:

Rule Direction:

Action:

Protocol Type:

* Port Range:

Priority:

Authorization Type:

* Authorization
Objects:

Description:

Ingress v
Allow v
Customized TCP v

o
1 o

IPv4 CIDR Bloc v

0.0.0.0/0 0 Tutorial

It can be 2 to 256 characters in length and cannot
start with http:/f or https://.

n Cancel

FortiManager Deploying on AliCloud
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Creating an instance

FortiManager can be deployed in the following ways:

o Goto Alibaba Cloud > Marketplace and choose FortiManager. Click Choose Your Plan and continue from step 2
described below.

« Create a deployment image as described in Creating the FortiManager deployment image on page 10 and follow
the steps below.

To create an instance:

1. Goto Elastic Computer Service > Instances, and click Create Instance.

Q Message ¥ illing Management  More  English 8

. Summary Operation reference
Elastic Compute Serv...

Instances Snapshots

Overview Total Running Expire Soon Expired Snapshot Size Total

Instances 0 0 0 0 0 0

Launch Templates

d Privileges & Quota Management.
PR eserved e |y resources EEEa - “ "

Common Operation

Settings Pending Tasks

. Notifications
Elastic Container in. US (Silicon valley) =] China (Hangzhou) '

HPC Clusters

Running 0 ®  Rumming 0
~ Block Storage No notifications need to follow.
@ Recenty Created 0 Recently Creaed 0
oisks Elasic Compute Service () & ExpireSom 0 Elasiic Compute Service 0 @  Expire Soon 0
~ Snapshots and Images , X
Snap! 9 @  Expied O @ Expird 0
,,,,, e =
' mag China (Qingdao) = China (Shanghai] -]
* Networks and Securi
N ®  Ruming 0 % Ruming 0
Security Groups Recently Created 0 Recently Created 0
ey o Elastic Compute Service () @  Expire Soon 0 Elastic Compute Service ) @  ExpireSoon ©
Deployment Sets: @ Expired 0 @)  Expired 0
Ve
EP
Cloud Assistant
Dlagnosis Singapore =) China (Shenzhen) -]
Tags
Runnlng 0 D Ruming 0
Tasks -
Recently Created 0 Recently Created 0

b Compur s 0 5t o bimicCompre S O © romeen o

@ Expied 0 @ Expired 0
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Creating an instance 16

2. Select the Billing Method, Region, and Instance Type.

Elastic Compute Service (ECS)  Basic [RelStyy

€ Basic configurations Requied) letwork

& Billng Method Supsenption reermprne nsiance

@ Region 15 West 1 (Silicon Valley) Random US West 1 Zone B US West 1 Zane A
IR Instance Type 10-Optimized Instance VCPL Wemory \nsiance Type:
Current Generatior Al Generations 1uC

ous Computing ECS Bare Metal Instance

Archiectrs: Hterog
Category: Compute Optmized Memory Opimized B Data Local SSD High Clock Speed Eniry-Level (shareq)

vcPu & Memory % Physical Pracessor Clock Spesd

CPU BGIB
P 156

BvCPU 32 Gil

12vCPU o o

2vCPU B Gbp: 100,000 PPS
P 156 A Gop s

Compute Optimized Type sn2  ecs sn2 xarge BvCPU 3268 kel X 4 /Intel Xeon(Skylake) Plainum 8163 2.5 GHz 15 Ghype -
Selected Instance Type:  ecs sn2nelaige (2 vCPU 8 GIB, Netwark Enhanced sn2ne)
Target: 1 Units. 50 vCPU 341vCPU 2vCPU. 170
$0.124 USD per tou Next: Networking

3. Select the Image uploaded in Creating the FortiManager deployment image on page 10. If you are deploying
FortiManager from the Marketplace, the image is selected automatically. Specify the storage. Create a System
Disk and a Data Disk. Click Next.

H €= Alibaba Cloud P

Elastic Compute Service (ECS)  Quick Launch (R R W Puchassbisiory [ BuyOisk  [5]
€ Basic configurations ecuied) tem ing P
sverus n2as Intl Xeon E5 268244/ Inel eon(Skake) Platinum 8163 2.5GHz 2600 000000 PPs
2vCPUs 4868 Intel Xaon E5 2662v4 / Intel Xeon(Skylake) Platinum 8163 25GHz 25Gbps. 300,000 PPS
U BGB 824 / Inted Xeon(Skylake) Platinum 81563 0.5 Gbps 00.000 PPS
e . 28 Gbps 0000 pF
BVCPUS G 183 1.5 Gbp: g
Selected Instance Type: ecs.snZne large (2 ¥CPU 8 GiB, General Purpose Type with Enhanced Network Performance snZne)
Puschased Instances Units 95 vGPUs 505mare 1CRUS - 2vcrUs %2
W image Public Image Custom Image Shared Image Markelplace lmage
oric
A storage System Disk
Utra D ]« cia 2120100
ik be
Data Disk
B | o P G 196010PS Quanty Devcs hama Release wih Instance  Createfram Snzgshor || Disk Encoption
$0.126 USD rertour Next: Networking

4. In Network, select the VPC and the Switch created in Configuring Virtual Private Cloud on page 8. In Network
Billing Method, select Assign Public IP. Select the Security Group created in Creating security groups on page 12.
Click Next.

FortiManager Deploying on AliCloud Fortinet Technologies Inc.



Creating an instance 17

9% gilling Management  More  English 6

——— ©) Networking (Requieg
(@ Network * “

VSwitch: fmauSitch /v owldce6328h
VSwitch Zone: US West 1 Zone A (24) VSwitch CIDR Block: 10.0.0.0 )
) Network Billing Assign public IP
Method
—@ B
M Mg
© Security Group *
92w jugSpidajédyst (instances:3, con st sdd 1997)

%) Elastic Netwark Defauit EN
Interface

$0.124 USD pertior  + 7 S0 per G8 m
5. Add tags and select a Deployment Set. This step is optional. Click Preview.

Q Message ** Billing Management  More

© system configurations

g on Credentials KeyPar () inharit Passwoed From image asword Sat Later
Instance Name: | fotiliyun ™
Description
Host ™

For Linus based systems and othar systems:

Instance Deletion Protectio revent users from releasing the instance inadvertently by using the consale or API

Advanced (based on instance RAM roles of cloud-init)

$0.124 USD partiour + . m
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Creating an instance 18

6. Add tags and select a Deployment Set. This step is optional. Click Preview.

Q Message¥ Billing Management  More  English 6

5 : © Gruning

W Togs

Deployment Set .
B y =l

$0.124 USD perviowr  + s00; per 68

7. Review the configuration, set an Automatic Release if required, and accept the Terms of Service

Q  Message®®*Biling Management  More  English G

@ pocnasegnstory (3] GuyDisk  [&] Console

© Preview eaursa)

£ Configurations Basic Configurations [
Selected

rge(2vCPU 86i8)

Pay-As-You-Go

u

Networking

VSWIER : fmgvSwitch/ Vw9 elbrawf4xce6324n9/ 10.0.0.0/16

Network: VPG wPe: fi
Hetwork Billing Methe ¥ By Traffic M s

System Configurations

Log on Credentials : Inhert F nimag Instance Mame : fortimanageraliy

=5 Automatic Release Auto Release Schedule

[ Terms of Service

$0.124 USD pertorr  + 077 USD per 68
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19

Creating an instance

8. Click Create Instance. The instance takes about 1 to 5 minutes to be created

X
@ Activated

The instance takes about 1-5 minutes to be created. Click Back
to continue buying or Go to Console to manage instances.

Back

loud can provide you with more preferential and flexible cloud

e the following do

Auto Scaling Service>
No fees for stopped instances(VPC-Connected)>
Switch from Pay-As-You-Go to subscription=
Change configurations of Pay-As-You-Go instances=
Change EIP Internet bandwidth>

Fortinet Technologies Inc.
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Connecting to the FortiManager VM

To connect to the FortiManager VM, you need the public IP address.

The default username is admin and the default password is the AliCloud instance ID, which is represented as a number
that can be found after locating the instance in AliCloud console.

To connect to the FortiManager VM:

Click the FortiManager instance, and view details to get the public IP address.
Locate the instance ID and copy it to the clipboard.
In a browser, go to the public IP address for the FortiManager instance.
Enter the following information, and press Enter:
« Login: admin
o Password: Paste the instance ID from the clipboard.
You are logged into the FortiManager GUI.
5. Change your password by following the prompts.
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Change Log

Date Change Description

2019-05-01 Initial release.
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