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Change Log

Date Change Description

2024-09-09 Initial release of 7.5.1
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FortiSOAR 7.5.1 Release

Fortinet Security Orchestration, Automation, and Response Platform (FortiSOAR™) release 7.5.1 contains some
important usability and security fixes to ensure vulnerabilities are fixed in FortiSOAR. It is highly recommended to
upgrade FortiSOAR 7.5.0 instances to the 7.5.1 release.
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New Features and Enhancements

New Features and Enhancements

FortiSOAR release 7.5.1 includes important usability and security fixes but does not introduce new features or significant
enhancements. We recommend that users currently on release 7.5.0 upgrade to release 7.5.1 or later to benefit from
these fixes.
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Special Notices

Special Notices

This section highlights some of the operational changes that administrators should be aware of in FortiSOAR release
7.5.1.

FortiSOAR release 7.5.1 is an upgrade-only release

You can only upgrade to FortiSOAR release 7.5.1 from only FortiSOAR release 7.5.0. Fresh installation is not supported
for this release. It is highly recommended to upgrade existing FortiSOAR 7.5.0 instances to the 7.5.1 release as it
includes important usability and security fixes.
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Upgrade Information

Upgrade Information

You can upgrade your FortiSOAR enterprise instance, High Availability (HA) cluster, or a distributed multi-tenant
configuration to version 7.5.1 from version 7.5.0 only. Also, once you have upgraded your configuration, you must log out
from the FortiSOAR Ul and log back into FortiSOAR.

Also, note that the upgrade procedure temporarily takes the FortiSOAR application offline while the upgrade operations
are taking place. We recommend that you send a prior notification to all users of a scheduled upgrade as users are
unable to log into the FortiSOAR Platform during the upgrade..

L}
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9 For details about upgrading FortiSOAR, see the FortiSOAR Upgrade Guide.
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Product Integration and Support

Product Integration and Support

Web Browsers & Recommended Resolution

FortiSOAR 7.5.1 User Interface has been tested on the following browsers:

o Google Chrome version 128.0.6613.113
« Mozilla Firefox version 128.0.3

o Microsoft Edge version 128.0.2739.54
 Safari version 17.6 (19618.3.11.11.5)

o The recommended minimum screen resolution for the FortiSOAR GUI is 1920 x 1080. Please adjust the screen
resolution accordingly. Otherwise, the GUI might not get properly displayed.

Virtualization

This section lists FortiSOAR version 7.5.1 product integration and support for virtualization:

« AWS Cloud
¢ Fortinet-FortiCloud
« VMware ESXi versions 5.5, 6.0, 6.5, 7.0, and 8.0

¢ Redhat KVM
NOTE: The KVM OVA is not certified on FortiSOAR release 7.5.0.

Al
‘Q' For any other virtualization or cloud hosting environment, you can install Rocky Linux or RHEL
- 9.3, and then install FortiSOAR using CLI. For more information, see the "Deployment Guide."
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Resolved Issues

Resolved Issues

The following important issues have been fixed in FortiSOAR release 7.5.1. This release also addresses critical security
and usability issues. For inquiries about specific bugs, please reach out to Customer Service & Support.

FortiSOAR Ul Fixes

Bug ID Description

1063425 Fixed the issue with the Data Archival Search page (Settings > Data
Archival > Archival Search displaying a blank page instead of showing details of
the archived data.

Other Fixes

Bug ID Description

1008243 Fixed the browser storage issue related to large metadata and its copies. This
release included optimized browser storage usage for efficient management of
model metadata.

1051955 Fixed the issue of accent characters being modified to special characters across
FortiSOAR.
1060002 Fixed the issue of incorrect results when calculating the median or other

aggregation operations in an ownable module with multiple teams.

1066053 Fixed the issue of SAML single sign-out (SLO) not logging out of the Identity
Provider (IdP) after logging out of FortiSOAR.

1070275 Fixed the issue where RBAC was not being honored when exporting all records
across all pages from FortiSOAR in CSV format.
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Known Issues and Workarounds

Known Issues and Workarounds

There are no significant known issues in this release of FortiSOAR.
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