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Introduction

Introduction

Welcome, and thank you for selecting Fortinet products for your network protection.

Scope

This document describes how to use the command-line interface (CLI) of the FortiADC appliance. It assumes that you
have already successfully installed the FortiADC appliance and completed basic setup.

At this stage:

« You have administrative access to the web Ul and/or CLI.
o The FortiADC appliance is integrated into your network.

Once that basic installation is complete, you can use this document. This document is a reference for commands you
can use to:

o Update the system.
» Configure features and advanced options.
» Diagnose problems.

This document does not cover the web Ul or first-time setup. For that information, see the FortiADC Handbook.

Conventions

This document uses the conventions described in this section.

IP addresses

To avoid IP conflicts that would occur if you used examples in this document with public IP addresses that belong to a
real organization, the IP addresses used in this document are fictional. They belong to the private IP address ranges
defined by these RFCs.

o« RFC 1918: Address Allocation for Private Internets
« RFC 5737: IPv4 Address Blocks Reserved for Documentation
« RFC 3849: IPv6 Address Prefix Reserved for Documentation

For example, even though a real network’s Internet-facing IP address would be routable on the public Internet, in this
document’s examples, the IP address would be shown as a non-Internet-routable IP such as 10.0.0.1, 192.168.0.1, or
172.16.0.1.

Cautions, notes, & tips

This document uses the following guidance and styles for notes, tips and cautions.
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Introduction

Warns you about procedures or feature behaviors that could have unexpected or
undesirable results including loss of data or damage to equipment.

Highlights important, possibly unexpected but non-destructive, details about a
feature’s behavior.

vy

!
L)

9 Presents best practices, troubleshooting, performance tips, or alternative methods.
-

Typographical conventions

Table 1 describes the typographical conventions used in this document.
Typographical conventions

Convention Example

A GUI element you are instructed  From Minimum log level, select Notification.
to click or select

CLlinput config system dns

set primary <address ipv4>

end
CLI output FortiADC-VM # execute certificate local regenerate
self certificate regenerated!
Emphasis HTTP connections are not secure and can be intercepted by a third party.
File content <HTML><HEAD><TITLE>Authentication</TITLE></HEAD>

<BODY><H4>You must authenticate to use this service.</H4>

Hyperlink https://support.fortinet.com

Keyboard entry Type a name for the configuration such as virtual server 1.
Navigation Go to System > Maintenance.

Publication For details, see the FortiADC Handbook.

Command syntax

The CLI requires that you use valid syntax, and conform to expected input constraints. It rejects invalid commands.

For command syntax conventions such as braces, brackets, and command constraints such as <address_ipv4>, see
Notation.
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Using the CLI

The command-line interface (CLI) is an alternative to the web UI.

You can use either interface or both to configure the FortiADC appliance. In the web Ul, you use buttons, icons, and
forms, while, in the CLI, you either type text commands or upload batches of commands from a text file, like a
configuration script.

If you are new to Fortinet products, or if you are new to the CLlI, this section can help you to become familiar.

Connecting to the CLI

You can access the CLI in two ways:

e Locally — Connect your computer, terminal server, or console directly to the console port.

» Through the network — Connect your computer through any network attached to one of the network ports. To
connect using an Secure Shell (SSH) or Telnet client, enable the network interface for Telnet or SSH administrative
access. Enable HTTP/HTTPS administrative access to connect using the CLI Console widget in the web Ul.

Local access is required in some cases:

« Ifyou are installing your FortiADC appliance for the first time and it is not yet configured to connect to your network,
unless you reconfigure your computer’s network settings for a peer connection, you might only be able to connect to
the CLI using a local console connection. See the FortiADC Handbook.

« Restoring the firmware utilizes a boot interrupt. Network access to the CLI is not available until after the boot
process completes, and therefore local CLI access is the only viable option.

Before you can access the CLI through the network, you usually must enable SSH and/or HTTP/HTTPS and/or Telnet
on the network interface through which you will access the CLI.

Connecting to the CLI using a local console

Local console connections to the CLI are formed by directly connecting your management computer or console to the
FortiADC appliance, using its DB-9 console port.

Requirements

« A computer with an available serial communications (COM) port
« Console cable (RJ-45-to-DB-9 or null modem cable) included in your FortiADC package
» Terminal emulation software such as PuTTY

The following procedure describes connection using PuTTY software; steps may
vary with other terminal emulators.
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To connect to the CLI using a local console connection

1. Using the null modem or RJ-45-to-DB-9 cable, connect the FortiADC appliance’s console port to the serial
communications (COM) port on your management computer.

2. Onyour management computer, start PuTTY.
3. Inthe Category tree on the left, go to Connection > Serial and configure the following:

Serial port COM1 (or, if your computer has multiple serial ports, the name of the connected
serial port)

Speed (baud) 9600

Data bits 8

Stop bits 1

Parity None

Flow control None

4. Inthe Category tree on the left, go to Session (not the sub-node, Logging) and from Connection type, select Serial.
5. Click Open.

6. Press the Enter key to initiate a connection.
The login prompt appears. When the system first boots up, the admin account is forced to set up a new password.

7. Type a valid administrator account name then press Enter.
8. Type the password for that administrator account and press Enter.

The CLI displays the following text, followed by a command line prompt:
Welcome!

You can now enter CLI commands, including configuring access to the CLI through SSH or Telnet.

Enabling access to the CLI through the network

SSH, Telnet, or CLI Console widget (via the web Ul) access to the CLI requires connecting your computer to the
FortiADC appliance using one of its RJ-45 network ports. You can either connect directly, using a peer connection
between the two, or through any intermediary network.

vig .
- - If you do not want to use an SSH/Telnet client and you have access to the web Ul,
9 you can alternatively access the CLI through the network using the CLI Console
- widget in the web UI.

You must enable SSH and/or Telnet on the network interface associated with that physical network port. If your
computer is not connected directly or through a switch, you must also configure the FortiADC appliance with a static
route to a router that can forward packets from the FortiADC appliance to your computer.

You can do this using either:

» alocal console connection (see the following procedure)
« theweb Ul
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Requirements

T

1.

w

« acomputer with an available serial communications (COM) port and RJ-45 port
« terminal emulation software such as PuTTY
o the RJ-45-to-DB-9 or null modem cable included in your FortiADC package

« acrossover Ethernet cable (if connecting directly) or straight-through Ethernet cable (if connecting through a switch
or router)

o enable SSH or Telnet access to the CLI using a local console connection
Using the network cable, connect the FortiADC appliance’s network port either directly to your computer’s network
port, or to a network through which your computer can reach the FortiADC appliance.
Note the number of the physical network port.

Using a local console connection, connect and log into the CLI.
Enter the following commands:
config system interface
edit <interface name>
set allowaccess {http https ping snmp ssh telnet}
end
where:

<interface name> is the name of the network interface associated with the physical network port, such as
portl

{http https ping snmp ssh telnet} is the complete, space-delimited list of permitted administrative access protocols,
suchas https ssh telnet;omitprotocols that you do not want to permit

For example, to exclude HTTP, SNMP, and Telnet, and allow only HTTPS, ICMP ECHO (ping), and SSH
administrative access on port1:

config system interface
edit "portl"
set allowaccess ping https ssh
next
end

Telnet is not a secure access method. SSH should be used to access the CLI
from the Internet or any other untrusted network.

To confirm the configuration, enter the command to view the access settings for the interface.
show system interface <interface name>

The CLI displays the settings, including the management access settings, for the interface.

If you will be connecting indirectly, through one or more routers or firewalls, configure the appliance with at least one
static route so that replies from the CLI can reach your client.

Connecting to the CLI using SSH

O
m

nce you configure the FortiADC appliance to accept SSH connections, you can use an SSH client on your
anagement computer to connect to the CLI.

Secure Shell (SSH) provides both secure authentication and secure communications to the CLI. Supported SSH
protocol versions, ciphers, and bit strengths vary by whether or not you have enabled FIPS-CC mode or are using a low
encryption (LENC) version, but generally include SSH version 2 with AES-128, 3DES, Blowfish, and SHA-1.
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Requirements

« acomputer with an RJ-45 Ethernet port
o acrossover Ethernet cable
e an SSHclient such as PuTTY

To connect to the CLI using SSH

1.

On your management computer, start PuTTY.

Initially, the Session category of settings is displayed.

In Host Name (or IP Address), type the IP address of a network interface on which you have enabled SSH
administrative access.

In Port, type 22.

From Connection type, select SSH.

Click Open.

The SSH client connects to the FortiADC appliance.

The SSH client may display a warning if this is the first time you are connecting to the FortiADC appliance and its
SSH key is not yet recognized by your SSH client, or if you have previously connected to the FortiADC appliance but
it used a different IP address or SSH key. If your management computer is directly connected to the FortiADC
appliance with no network hosts between them, this is normal.

Click Yes to verify the fingerprint and accept the FortiADC appliance’s SSH key. You will not be able to log in until
you have accepted the key.

The CLI displays a login prompt.

Type a valid administrator account name (such as admin) and press Enter.

Type the password for this administrator account and press Enter.

If three incorrect login or password attempts occur in a row, you will be disconnected.
Wait one minute, then reconnect to attempt the login again.

The FortiADC appliance displays a command prompt (its hostname followed by a #) . You can now enter CLI
commands.

Connecting to the CLI using Telnet

Once the FortiADC appliance is configured to accept Telnet connections, you can use a Telnet client on your
management computer to connect to the CLI.

Telnet is not a secure access method. SSH should be used to access the CLI from
the Internet or any other untrusted network.

Requirements

o acomputer with an RJ-45 Ethernet port
e acrossover Ethernet cable
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« aFortiADC network interface configured to accept Telnet connections
« terminal emulation software such as PuTTY

To connect to the CLI using Telnet

1. Onyour management computer, start PuTTY.

In Host Name (or IP Address), type the IP address of a network interface on which you have enabled Telnet
administrative access.

In Port, type 23.

From Connection type, select Telnet.

Click Open.

Type a valid administrator account name (such as admin) and press Enter.
Type the password for this administrator account and press Enter.

g

No o ko

If three incorrect login or password attempts occur in a row, you will be disconnected.
Wait one minute, then reconnect to attempt the login again.

The CLI displays a command line prompt (by default, its host name followed by a #). You can now enter CLI commands.

Command syntax

When entering a command, the CLI requires that you use valid syntax and conform to expected input constraints. It will
reject invalid commands.

For example, if you do not type the entire object that will receive the action of a command operator such as config, the
CLI will return an error message such as:

Command fail. CLI parsing error

Fortinet documentation uses the following conventions to describe valid command syntax.

Terminology

Each command line consists of a command word followed by words for the configuration data or other specific item that
the command uses or affects, for example:

get system admin
Fortinet documentation uses the terms in Figure 1 to describe the function of each word in the command line.

Command syntax terminology
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Command Subcommand Cbject

-_';_::'.'_-'e___._,_,_._-—' Table

edit <port_name>  ___ Opion

set status {up | down}

set 1p <interface_ipvimask>

r;e}:-_ N

Field Value

The syntax uses the following terms:

command — A word that begins the command line and indicates an action that the FortiADC appliance should
perform on a part of the configuration or host on the network, such as config or execute. Together with other
words, such as fields or values, that you terminate by pressing the Enter key, it forms a command line. Exceptions
include multi-line command lines, which can be entered using an escape sequence.

Valid command lines must be unambiguous if abbreviated. Optional words or other command line permutations are
indicated by syntax notation.

If you do not enter a known command, the CLI will return an error message such as:

Unknown action 0

subcommand — A kind of command that is available only when nested within the scope of another command.
After entering a command, its applicable subcommands are available to you until you exit the scope of the
command, or until you descend an additional level into another subcommand. Indentation is used to indicate levels
of nested commands.

Not all top-level commands have subcommands. Available subcommands vary by their containing scope.

object — A part of the configuration that contains tables and/or fields. Valid command lines must be specific
enough to indicate an individual object.

table — A set of fields that is one of possibly multiple similar sets that each have a name or number, such as an
administrator account, policy, or network interface. These named or numbered sets are sometimes referenced by
other parts of the configuration that use them.

field — The name of a setting, such as ip or hostname. Fields in some tables must be configured with values.
Failure to configure a required field will result in an invalid object configuration error message, and the FortiADC
appliance will discard the invalid table.

value — A number, letter, IP address, or other type of input that is usually the configuration setting held by a field.
Some commands, however, require multiple input values which may not be named but are simply entered in
sequential order in the same command line. Valid input types are indicated by constraint notation.

option — A kind of value that must be one or more words from a fixed set of options.

Indentation

Indentation indicates levels of nested commands, which indicate what other subcommands are available from within the
scope.

For example, the edit subcommand is available only within a command that affects tables, and the next subcommand
is available only from within the edi t subcommand:

config system interface
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edit portl

set status up

next
end

For information about available subcommands, see Subcommands.

Notation

Brackets, braces, and pipes are used to denote valid permutations of the syntax. Constraint notations, such as
<address_1ipv4>, indicate which data types or string patterns are acceptable value input.

If you do not use the expected data type, the CLI returns an error message such as:
object set operator error, -4003 discard the setting

The request URL must start with "/" and without domain name.

or:

invalid unsigned integer value :-:

value parse error before '-'

Input value is invalid.

It might reject or discard your settings instead of saving them when you type end.

Command syntax notation

Convention Description

Square brackets [ ]

Curly braces { }

Options
delimited by
vertical bars |

Options
delimited by
spaces

FortiADC 6.2.6 CLI Reference
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A non-required (optional) word or words. For example:

[verbose {1 | 2 | 3}]

indicates that you may either omit or type both the verbose word and its
accompanying option, such as:

verbose 3

A word or series of words that is constrained to a set of options delimited by either
vertical bars or spaces.

You must enter at least one of the options, unless the set of options is surrounded by
square brackets [].

Mutually exclusive options. For example:
{enable | disable}
indicates that you must enter either enable or disable, but must not enter both.

Non-mutually exclusive options. For example:
{http https ping snmp ssh telnet}

indicates that you may enter all or a subset of those options, in any order, in a space-
delimited list, such as:

ping https ssh
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Convention Description

Note: To change the options, you must re-type the entire list. For example, to add snmp
to the previous example, you would type:

ping https snmp ssh

If the option adds to or subtracts from the existing list of options, instead of replacing it,
or if the list is comma-delimited, the exception will be noted.

Angle brackets < > A word constrained by data type.

To define acceptable input, the angled brackets contain a descriptive name followed by
an underscore () and suffix that indicates the valid data type. For example:

<retries int>
indicates that you should enter a number of retries, such as 5.
Data types include:

* <xxx_ name>— A name referring to another part of the configuration, such as
policy A.

* <xxx_index>— Anindex number referring to another part of the configuration,
such as 0 for the first static route.

* <xxx_ pattern>— Aregular expression or word with wild cards that matches
possible variations, such as *@example . com to match all e-mail addresses
ending in @Gexample. com.

* <xxx_fqgdn>— Afully qualified domain name (FQDN), such as
mail.example.comn.

* <xxx_email>— Anemail address, such as admin@mail.example.com

» <xxx_ url>— A uniform resource locator (URL) and its associated protocol and
host name prefix, which together form a uniform resource identifier (URI), such as
http://www.fortinet.com/.

* <xxx_ipv4>—AnIPv4 address, suchas 192.168.1.99.

* <xxx vimask>— A dotted decimal IPv4 netmask, suchas 255.255.255. 0.

* <xxx_ 1ipv4mask>— A dotted decimal IPv4 address and netmask separated by a
space, suchas 192.168.1.99 255.255.255.0.

* <xxx_ipv4/mask>— A dotted decimal IPv4 address and CIDR-notation
netmask separated by a slash, suchas suchas 192.168.1.99/24.

* <xxx_ipv6>—Acolon( : )-delimited hexadecimal IPv6 address, such as
3f2e:6a8b:78a3:0d82:1725:6a2f:0370:6234.

* <xxx_ vémask>— An IPv6 netmask, such as /96.

* <xxx_ipvémask>— An IPv6 address and netmask separated by a space.

* <xxx_str>-— Astring of characters that is not another data type, such as
P@ssw0rd. Strings containing spaces or special characters must be surrounded in
quotes or use escape sequences. See Special characters.

* <xxx_int>-— Aninteger number thatis not another data type, such as 15 for the
number of minutes.
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Subcommands

Once you connect to the CLI, you can enter commands.

Each command line consists of a command word that is usually followed by words for the configuration data or other
specific item that the command uses or affects, for example:

get system admin

Subcommands are available from within the scope of some commands.When you enter a subcommand level, the
command prompt changes to indicate the name of the current command scope. For example, after entering:

config system admin

the command prompt becomes:
(admin) #

Applicable subcommands are available to you until you exit the scope of the command, or until you descend an
additional level into another subcommand.

For example, the edit subcommand is available only within a command that affects tables; the next subcommand is
available only from within the edi t subcommand:
config system interface
edit portl
set status up
next
end

Available subcommands vary by command.From a command prompt within config, two types of subcommands might
become available:

« commands that affect fields (see Field commands)
« commands that affect tables (see Table commands)

Y Subcommand scope is indicated in this CLI Reference by indentation. See

available subcommands. However, when nested scope is demonstrated, you should
assume that subcommands applicable for that level of scope are available.

- - Indentation.
9 Syntax examples for each top-level command in this CLI Reference do not show all
-

Table commands

The following table describes commands used to manage configuration tables that contain sets of members or sets of
rules, for example.

Commands for tables

delete <table name> Remove a table from the current object.
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edit <table name>

end

get

purge

show

For example, in config system admin, you could delete an administrator account
named newadmin by typing delete newadmin and pressing Enter. This deletes
newadmin and all its fields, such as newadmin’s first-name and email-address.

delete is only available within objects containing tables.

Create or edit a table in the current object.
For example, in config system admin:
¢ edit the settings for the default admin administrator account by typing edit
admin.
e add a new administrator account with the name newadmin and edit newadmin's
settings by typing edit newadmin.
edit is an interactive subcommand: further subcommands are available from within
edit.
edit changes the prompt to reflect the table you are currently editing.
edit is only available within objects containing tables.

Save the changes to the current object and exit the config command. This returns you
to the top-level command prompt.

List the configuration of the current object or table.

In objects, get lists the table names (if present), or fields and their values.
In a table, get lists the fields and their values.

For more information on get commands, see get.

Remove all tables in the current object.

For example, in config user local-user, you could type get to see the list of all
local user names, then type purge and then y to confirm that you want to delete all
users.

purge is only available for objects containing tables.

Caution: Back up the FortiADC appliance before performing a purge because it cannot
be undone. To restore purged tables, the configuration must be restored from a backup.
Caution: Do not purge system interfaceor system admin tables. This can result
in being unable to connect or log in, requiring the FortiADC appliance to be formatted
and restored.

Display changes to the default configuration. Changes are listed in the form of
configuration commands.

For more information on show commands, see show.

Example of table commands

From within the system admin object, you might enter:

edit admin 1

The CLI acknowledges the new table, and changes the command prompt to show that you are now within the admin 1

table:

new entry 'admin 1' added

(admin 1) #
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Field commands

The following table describes commands to manage field settings.

Commands for fields
abort

end

get

next

set <field name> <value>

show

unset <field name>

Exit both the edi t and/or config commands without saving the fields.

Save the changes made to the current table or object fields, and exit the config
command. (To exit without saving, use abort instead.)

List the configuration of the current object or table.
In objects, get lists the table names (if present), or fields and their values.
In a table, get lists the fields and their values.

Save the changes you have made in the current table’s fields, and exitthe edit
command to the object prompt. (To save and exit completely to the root prompt,
use end instead.)

next is useful when you want to create or edit several tables in the same object,
without leaving and re-entering the config command each time.

next is only available from a table prompt; it is not available from an object
prompt.

Set a field’s value.

Forexample, in config system admin, after typing edit admin, you could
type set password newpass to change the password of the admin
administrator to newpass.

Note: When using set to change a field containing a space-delimited list, type the
whole new list. For example, set <field> <new-value> will replace the list
with the <new-value> rather than appending <new-value> to the list.

Display changes to the default configuration. Changes are listed in the form of
configuration commands.

Reset the table or object’s fields to default values.

Forexample, in config system admin, aftertypingedit admin, typing
unset password resets the password of the admin administrator account to
the default (in this case, no password).

Example of field commands

From within the admin_1 table, you might enter the following command to assign the value mylstExamplePassword

to the password field:

set password mylstExamplePassword

You might then enter the next command to save the changes and edit the next administrator’s table.
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Permissions

Depending on the account that you use to log in to the FortiADC appliance, you may not have complete access to all CLI
commands or areas of the web Ul.

Access profiles control which commands and areas an administrator account can access. Access profiles assign either:

» Read (view access)

» Write (change and execute access)
o Bothread and write

» No access

Unlike other administrator accounts, the administrator account named admin exists by default and cannot be deleted.
The admin administrator account is similar to a root administrator account. This administrator account always has full
permission to view and change all FortiADC configuration options, including viewing and changing all other administrator
accounts. Its name and permissions cannot be changed. Itis the only administrator account that can reset another
administrator’s password without being required to enter that administrator’s existing password.

For complete access to all commands, you must log in with the administrator account named admin.

Tips & tricks

Basic features and characteristics of the CLI environment provide support and ease of use for many CLI tasks.
This section includes:

o Help

o Shortcuts & key commands

o Command abbreviation

o Special characters

» Language support & regular expressions
Screen paging

Help

o To display brief help during command entry, press the question mark (?) key.

« Press the question mark (?) key at the command prompt to display a list of the commands available and a
description of each.

« Press the question mark (?) key after a command keyword to display a list of the objects available with that
command and a description of each.

« Type aword or part of a word, then press the question mark (?) key to display a list of valid word completions or
subsequent words, and to display a description of each.
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Shortcuts & key commands

Shortcuts and key commands

Action Keys

List valid word completions or subsequent words. ?

If multiple words could complete your entry, display all possible completions with helpful

descriptions of each.

Complete the word with the next available match. Tab
Press the key multiple times to cycle through available matches.

Recall the previous command. Up arrow, or

Command memory is limited to the current session. Ctrl+ P

Recall the next command. Down arrow, or
Ctrl +N

Move the cursor left or right within the command line. Left or Right
arrow

Move the cursor to the beginning of the command line. Ctrl+ A

Move the cursor to the end of the command line. Ctrl+E

Move the cursor backwards one word. Ctrl+B

Move the cursor forwards one word. Ctrl+ F

Delete the current character. Ctrl+D

Abort current interactive commands, such as when entering multiple lines. Ctrl+C

If you are not currently within an interactive command such as config or edit, this closes the CLI

connection.

Continue typing a command on the next line for a multi-line command. \then Enter

For each line that you want to continue, terminate it with a backslash (\ ). To complete the
command line, terminate it by pressing the spacebar and then the Enter key, without an
immediately preceding backslash.

Command abbreviation

You can abbreviate words in the command line to their smallest number of non-ambiguous characters. For example, the
command get system status could be abbreviated to:

gsy st
If you enter an ambiguous command, the CLI returns an error message such as:
ambiguous command before 's'

Value conflicts with system settings.

FortiADC 6.2.6 CLI Reference
Fortinet Inc.



Using the CLI

Special characters
Special characters <, >, (,), #, ', and " are usually not permitted in CLI. If you use them, the CLI will often return an error

message such as:

The string contains XSS vulnerability characters

value parse error before '% @'
Input not as expected.

Some may be enclosed in quotes or preceded with a backslash (\ ) character.

Entering special characters

Character Key

? Ctrl + V then ?

Tab Ctrl +V then Tab

Space Enclose the string in quotation marks: “Security Administrator”.
(to be interpreted as part of a string value, Enclose the string in single quotes: 'Security Administrator'.
not to end the string) Precede the space with a backslash: Security\ Administrator.

L} \l
(to be interpreted as part of a string value,

not to end the string)

" \Il
(to be interpreted as part of a string value,

not to end the string)

\ \

Language support & regular expressions

Languages currently supported by the CLI interface include:

« English

» Japanese

» Simplified Chinese
« Traditional Chinese

In general, the names of configuration objects should be composed from common characters 2-7, a-z, 0-9, , -.

Characters such as fi, é, symbols, and ideographs are sometimes acceptable input. Support varies by the nature of the
item being configured. CLI commands, objects, field names, and options must use their exact ASCII characters, but
some items with arbitrary names or values may be input using your language of choice.

For example, the host name must not contain special characters, and so the web Ul and CLI will not accept most
symbols and other non-ASCII encoded characters as input when configuring the host name. This means that languages
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other than English often are not supported. However, some configuration items, such as names and comments, may be
able to use the language of your choice.

To use other languages in those cases, you must use the correct encoding.

The system stores the input using Unicode UTF-8 encoding, but it is not normalized from other encodings into UTF-8
before stored. If your input method encodes some characters differently than in UTF-8, your configured items may not
display or operate as expected.

Regular expressions are especially impacted. Matching uses the UTF-8 character values. If you enter a regular
expression using another encoding, or if an HTTP client sends a request in an encoding other than UTF-8, matches may
not be what you expect.

For example, with Shift-JIS, backslashes (\ ) could be inadvertently interpreted as yen symbols ( ¥ ) and vice versa. A
regular expression intended to match HTTP requests containing money values with a yen symbol therefore may not
work it if the symbol is entered using the wrong encoding.

For best results, follow these guidelines:

o Use UTF-8 encoding, or

« Use only the characters whose numerically encoded values are the same in UTF-8, such as the US-ASCII
characters that are also encoded using the same values in ISO 8859-1, Windows code page 1252, Shift-JIS and
other encodings, or

» For regular expressions that must match HTTP requests, use the same encoding as your HTTP clients

HTTP clients may send requests in encodings other than UTF-8. Encodings usually
vary by the client’s operating system or input language. If you cannot predict the
client’s encoding, you may only be able to match any parts of the request that are in
English, because regardless of the encoding, the values for English characters tend
to be encoded identically. For example, English words may be legible regardless of
interpreting a web page as either ISO 8859-1 or as GB2312, whereas simplified
Chinese characters might only be legible if the page is interpreted as GB2312.

To configure the system using other encodings, you might need to switch language settings on your management
computer, including for your web browser or Telnet or SSH client. For instructions on how to configure your management
computer’s operating system language, locale, or input method, see its documentation.

If you choose to configure parts of the system using non-ASCII characters, verify that
all systems interacting with the FortiADC appliance also support the same
encodings. You should also use the same encoding throughout the configuration if
possible in order to avoid needing to switch the language settings of your web
browser or Telnet or SSH client while you work.

Similarly to input, your web browser or CLI client should usually interpret display output as encoded using UTF-8. If it
does not, your configured items may not display correctly in the web Ul or CLI. Exceptions include items such as regular
expressions that you may have configured using other encodings in order to match the encoding of HTTP requests that
the system receives.

To enter non-ASCII characters in a Telnet or SSH client

1. Onyour management computer, start your Telnet or SSH client.
2. Configure your Telnet or SSH client to send and receive characters using UTF-8 encoding the encoding.
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Support for sending and receiving international characters varies by each Telnet or SSH client. Consult the
documentation for your Telnet or SSH client.

3. Log into the FortiADC system.

4. Atthe command prompt, type your command and press Enter.

You might need to surround words that use encoded characters with single quotes ().

Depending on your Telnet or SSH client’s support for your language’s input methods and for sending international
characters, you may need to interpret them into character codes before pressing Enter.

For example, you might need to enter:
edit '\743\601\613\743\601\652"

The CLI displays your previous command and its output.

Screen paging

When output spans multiple pages, you can configure the CLI to pause after each page. When the display pauses, the
last line displays --More--. You can then either:

» Press the spacebar to display the next page.
« Type 0 to truncate the output and return to the command prompt.

This might be useful when displaying lengthy output, such as the list of possible matching commands for command
completion, or a long list of settings. Rather than scrolling through or possibly exceeding the buffer of your terminal
emulator, you can simply display one page at a time.
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config config

The config configcommands are used to configure the configuration push/pull settings.

This chapter is a reference for the following commands:

» "config config sync-list" on page 1

config config sync-list

Use this command to push/pull a configuration to/from a target FortiADC system.

Before you begin:

« You must plan for the impact the configuration push/pull has on the target deployment.
» You must have read-write permission for system settings.

Syntax

config config sync-list

edit <name>

set server-ip <class_ ip>

set password <string>

set type {fw gds 1lb 11lb log route security system}
set comment <string>

next
end

server—ip
password

type

comment

Example

IP address of the remote appliance.
Password of the remote appliance.
Space-separated list of configuration types to sync.

A string to describe the purpose of the configuration, to help you and other administrators
more easily identify its use. Put phrases in quotes. For example: “SLB and GLB settings to
Data Center East”.

docs-1 (sync-list) # edit examplel

Add new entry 'examplel' for node 4525
docs-1 (examplel) # get

server—-ip : 0.0.0.0
password : *
type : comment :

docs-1 (examplel) # set server-ip 172.30.144.101
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docs-1 (examplel) # set type
fw fw

gds gds

1b 1b

11b 11b

log log

route route

security security

system system

docs-1 (examplel) # set type gds 1lb 1llb security
docs-1 (examplel) # end

See Also

« execute config-sync on page 453
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config firewall

The config firewall commands configure security feature settings.
This chapter is a reference for the following commands:

« config firewall connlimit on page 47

« config firewall connlimit6 on page 49
« config firewall nat-snat on page 50

« config firewall policy on page 52

« config firewall policy6 on page 54

« config firewall qos-filter on page 55

« config firewall qos-filter6 on page 57
« config firewall gos-queue on page 58
« config firewall vip on page 59

config firewall connlimit

Use this command to create connection limit security rules for IPv4 addresses.

The firewall connection limit policy allows or denies traffic based on a matching tuple: source address, destination
address, and service; and connection count. The purpose is to detect anomalous connection requests.

The limit you specify can be based on the following counts:

« Count of concurrent sessions that match the tuple.
» Count of concurrent sessions from a single host that match the tuple.

The FortiADC system evaluates firewall connection limit policy rules before other rules. It matches traffic against the
connection limit table, beginning with the first rule. If no rule matches, the connection is forwarded for further processing.
If a rule matches, and the limit has not been reached, the connection is forwarded for further processing. If a rule
matches and the limit has been reached, the connection is dropped.

By default, if firewall connection limit rules are not configured, the system does not perform connection limit policy
processing. The firewall connection limit can be configured for non-SLB traffic and for Layer 7 SLB traffic, but not Layer 4
SLB traffic.

Note: The purpose of the firewall connection limit is distinct from the virtual server connection limit. The firewall
connection limit setting is a security setting; the virtual server connection limit is a capacity setting.

Before you begin:

« You must have a good understanding and knowledge of the capacity of your backend servers.

« You must have created the address configuration objects and service configuration objects that define the matching
tuple in your connection limit rules.

» You must have read-write permission for firewall settings.
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Syntax

config firewall connlimit
config rule
edit <name>
set connection-limit <integer>
set destination-address <datasource>
set in-interface <datasource>
set out-interface <datasource>
set service <datasource>
set source-address <datasource>
set type {host | rule}

set side {both | destination | source}
next
end
end
connection-limit Maximum concurrent sessions. The default is 1,048,576.

destination-address  Destination address object to use to form the matching tuple.

in-interface Interface that receives traffic.

out-interface Interface that forwards traffic.

service Service object to use to form the matching tuple.

source-address Source address object to use to form the matching tuple.

type Whether the limit is per rule or per host.

side When the connection limit is per host, specify whether the connection counter gets

incremented when the host IP address appears in:
¢ source—Only increment the counter if the host is the source address.
 destination—Only increment the counter if the host is the destination address.
¢ both—Increment the counter if the host is the source or destination address.

Example

FortiADC-VM # config firewall connlimit
FortiADC-VM (connlimit) # config rule
FortiADC-VM (rule) # edit dest-rule
Add new entry 'dest-rule' for node 1890

FortiADC-VM (dest-rule) # get
in-interface

out-interface

source-address
destination-address

service

type : host

side : both

connection-limit : 1048576

FortiADC-VM (dest-rule) # set in-interface port4

FortiADC-VM (dest-rule) # set out-interface port5
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FortiADC-VM (dest-rule) # set destination-address fw-dest-addrl
FortiADC-VM (dest-rule) # set service fw-http

FortiADC-VM (dest-rule) # set type rule

FortiADC-VM (dest-rule) # end

config firewall connlimit6

Use this command to create connection limit security rules for IPv6 addresses.

The firewall connection limit policy allows or denies traffic based on a matching tuple: source address, destination
address, and service; and connection count. The purpose is to detect anomalous connection requests.

The limit you specify can be based on the following counts:

o Count of concurrent sessions that match the tuple.
« Count of concurrent sessions from a single host that match the tuple.

The FortiADC system evaluates firewall connection limit policy rules before other rules. It matches traffic against the
connection limit table, beginning with the first rule. If no rule matches, the connection is forwarded for further processing.
If a rule matches, and the limit has not been reached, the connection is forwarded for further processing. If a rule
matches and the limit has been reached, the connection is dropped.

By default, if firewall connection limit rules are not configured, the system does not perform connection limit policy
processing. The firewall connection limit can be configured for non-SLB traffic and for Layer 7 SLB traffic, but not Layer 4
SLB traffic.

Note: The purpose of the firewall connection limit is distinct from the virtual server connection limit. The firewall
connection limit setting is a security setting; the virtual server connection limit is a capacity setting.

Before you begin:

» You must have a good understanding and knowledge of the capacity of your backend servers.

« You must have created the address configuration objects and service configuration objects that define the matching
tuple in your connection limit rules.

« You must have read-write permission for firewall settings.

Syntax

config firewall connlimité6
config rule
edit <name>
set connection-limit <integer>
set destination-address6 <datasource>
set in-interface <datasource>
set out-interface <datasource>
set service <datasource>
set source-address6 <datasource>
set type {host | rule}
set side {both | destination | source}
next
end
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end

connection-limit
destination-address6
in-interface
out-interface
service
source-address6

type

side

Maximum concurrent sessions. The default is 1,048,576.
Destination address object to use to form the matching tuple.
Interface that receives traffic.

Interface that forwards traffic.

Service object to use to form the matching tuple.

Source address object to use to form the matching tuple.
Whether the limit is per rule or per host.

When the connection limit is per host, specify whether the connection counter gets
incremented when the host IP address appears in:
¢ source—Only increment the counter if the host is the source address.
¢ destination—Only increment the counter if the host is the destination address.
¢ both—Increment the counter if the host is the source or destination address.

config firewall nat-snat

Use this command to configure source NAT (SNAT) rules.

You use SNAT when clients have IP addresses from private networks. This ensures you do not have multiple sessions
from different clients with source IP 192.168.1.1, for example. Or, you can map all client traffic to a single source IP

address because a source address from a private network is not meaningful to the FortiADC system or backend servers.

The system maintains this NAT table and performs the inverse translation when it receives the server-to-client traffic. Be
sure to configure the backend servers to use the FortiADC address as the default gateway so that server responses are

also rewritten by the NAT mod

ule.

Note: This SNAT feature is not supported for traffic to virtual servers. Use the virtual server SNAT feature instead.

Before you begin:

¢ You must have read-write

Syntax

permission for firewall settings.

config firewall nat-snat

edit <name>
set from <ip&netma
set out-interface
set status {enable

sk>
<datasource>
| disable}

set to <ipé&netmask>

set traffic-group
set trans-to-type
set trans-to-ip <c
set trans-to-ip-st
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set trans-to-ip-

next
end

from

out-interface

status

to

traffic-group

trans-to-type

trans-to-ip

trans-to-ip-start

trans-to-ip-end

Example

end <class_ip>

Address/mask notation to match the source IP address in the packet header. 0.0.0.0/0
matches all IP addresses.

Interface that forwards traffic.
Enable or disable SNAT status.

Address/mask notation to match the destination IP address in the packet header. For
example, 192.0.2.0/24.

Specify a traffic group configuration object.

» ip—Specify to translate the source IP to a single specified address.
¢ pool—Specify to translate the source IP to the next address in a pool.
¢ no-nat—Specify for no translation.

Specify an IPv4 address. The source IP address in the packet header will be translated to
this address.

First IP address in the SNAT pool.
Last IP address in the SNAT pool.

FortiADC-VM # config firewall nat-snat
FortiADC-VM (nat-snat) # edit fw-snat-example
Add new entry 'fw-snat-example' for node 1941

FortiADC-VM (fw-snat-example) # get

from : 0.0.0.0/0

to : 0.0.0.0/0
out-interface
trans-to-type : ip
trans-to-ip : 0.0.0.0
traffic-group

status : enable

FortiADC-VM (fw-snat-example) # set to 192.0.2.0/24

FortiADC-VM (fw-snat-example)

4

set out-interface portb

FortiADC-VM (fw-snat-example) # set trans-to-ip 192.0.2.10

FortiADC-VM (fw-snat-example) # get

from : 0.0.0.0/0

to : 192.0.2.0/24
out-interface : portb
trans-to-type : ip
trans-to-ip : 192.0.2
traffic-group

status : enable

.10

FortiADC-VM (fw-snat-example) # end
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config firewall policy

Use this command to configure firewall policy rules for IPv4 addresses.

A firewall policy is a filter that allows or denies traffic to be forwarded to the system based on a matching tuple: source
address, destination address, and service. By default, firewall policy rules are stateful: if client-to-server traffic is allowed,
the session is maintained in a state table, and the response traffic is allowed.

The FortiADC system evaluates firewall policies before other rules. It matches traffic against the firewall policy table,
beginning with the first rule. If a rule matches, the specified action is taken. If the session is denied by a firewall policy
rule, it is dropped. If the session is accepted, system processing continues.

By default, if firewall rules are not configured, the system does not perform firewall processing; all traffic is processed as
if the system were a router, and traffic is forwarded according to routing and other system rules.

Note: You do not need to create firewall rules for routine management traffic associated with the management port or HA
ports. The interface “allow access” option enables permitted protocols. The system automatically permits from-self
traffic, such as health check traffic, and expected responses.

Before you begin:

» You must have a good understanding and knowledge of firewalls.

« You must have created the address configuration objects and service configuration objects that define the matching
tuple in your firewall policy rules.

« You must have read-write permission for firewall settings.

Syntax

config firewall policy

set default-action {deny|accept}

set stateful {enable|disable}

config rule

edit <name>

set action {deny | accept}
set deny-log {disable | enable}
set destination-address <datasource>
set in-interface <datasource>
set out-interface <datasource>
set service <datasource>
set source-address <datasource>

set status {enable | disable}
next
end
end
default-action Action when no rule matches or no rules are configured:
¢ deny—Drop the traffic.
¢ accept—Allow the traffic to pass the firewall.
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stateful

config rule

action

deny-log

destination-address
in-interface
out-interface
service
source-address

status

Example

Enable/disable stateful firewall. When enabled, server response traffic is permitted
automatically when the client-to-server rule allows the connection to be established.
When disabled, you must create separate rules for client-to-server and server-to-client
traffic. Enabled by default.

¢ deny—Drop the traffic.
¢ accept—Allow the traffic to pass the firewall.

Enable/disable deny log. When enabled, firewall denied traffic is logged, wherein relevant
information for traffic is logged when the traffic triggers the policy action to drop it. The
deny-1og option is only available when action is set to deny. Disabled by default.

Destination address object to use to form the matching tuple.
Interface that receives traffic.

Interface that forwards traffic.

Service object to use to form the matching tuple.

Source address object to use to form the matching tuple.

Enable or disable firewall policy rule.

FortiADC-VM # config firewall policy

FortiADC-VM (policy)
FortiADC-VM (policy)

# set default-action deny
# config rule

FortiADC-VM (rule) # edit fw-allow-http
Add new entry 'fw-allow-http' for node 1871

FortiADC-VM (fw-allow-http) # get

in-interface
out-interface
source-address
destination-address
service

status : enable
action

FortiADC-VM
FortiADC-VM

FortiADC-VM
FortiADC-VM
FortiADC-VM

(fw-allow-http)
(fw-allow-http)
FortiADC-VM (fw-allow-http)
(fw-allow-http)
(fw-allow-http)
(fw-allow—-http)

set action accept

set in-interface port4

set out-interface portb

set source-address fw-source-addrl
set destination-address fw-dest-addrl
set service fw-http

S o o W F

FortiADC-VM (fw-allow-http) # get

in-interface : port4

out-interface : portb

source-address : fw-source-addrl

destination-address
service : fw-http
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status : enable
action : accept

FortiADC-VM (fw-allow-http) # end

config firewall policy6

Use this command to configure firewall policy rules for IPv6 addresses.

A firewall policy is a filter that allows or denies traffic to be forwarded to the system based on a matching tuple: source
address, destination address, and service. By default, firewall policy rules are stateful: if client-to-server traffic is allowed,
the session is maintained in a state table, and the response traffic is allowed.

The FortiADC system evaluates firewall policies before other rules. It matches traffic against the firewall policy table,
beginning with the first rule. If a rule matches, the specified action is taken. If the session is denied by a firewall policy
rule, itis dropped. If the session is accepted, system processing continues.

By default, if firewall rules are not configured, the system does not perform firewall processing; all traffic is processed as
if the system were a router, and traffic is forwarded according to routing and other system rules.

Note: You do not need to create firewall rules for routine management traffic associated with the management port or HA
ports. The interface “allow access” option enables permitted protocols. The system automatically permits from-self
traffic, such as health check traffic, and expected responses.

Before you begin:

» You must have a good understanding and knowledge of firewalls.

» You must have created the address configuration objects and service configuration objects that define the matching
tuple in your firewall policy rules.

¢ You must have read-write permission for firewall settings.

Syntax

config firewall policy6
set default-action {denylaccept}
set stateful {enable]|disable}
config rule
edit <name>
set action {deny | accept}
set deny-log {disable | enable}
set destination-address6 <datasource>
set in-interface <datasource>
set out-interface <datasource>
set service <datasource>
set source-address6 <datasource>
set status {enable | disable}
next
end
end
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default-action

stateful

config rule

action

deny-log

destination-addressé6
in-interface
out-interface
service

source-address6

status

Action when no rule matches or no rules are configured:
¢ deny—Drop the traffic.
¢ accept—Allow the traffic to pass the firewall.

Enable/disable stateful firewall. When enabled, server response traffic is permitted
automatically when the client-to-server rule allows the connection to be established.
When disabled, you must create separate rules for client-to-server and server-to-client
traffic. Enabled by default.

¢ deny—Drop the traffic.
¢ accept—Allow the traffic to pass the firewall.

Enable/disable deny log. When enabled, firewall denied traffic is logged, wherein
relevant information for traffic is logged when the traffic triggers the policy action to drop
it. The deny-1log option is only available when action is setto deny. Disabled by
default.

Destination address/addressbook object used to form the matching touple.
Interface that receives traffic.

Interface that forwards traffic.

Service object to use to form the matching tuple.

Source address/addressbook object used to form the matching touple.

Enable or disable firewall policy6 rule.

config firewall qos-filter

Use this command to configure QoS rules for IPv4 addresses.

A QoS filter is the policy that assigns traffic to the QoS queue.

Note: The QoS policy feature is not supported for traffic to virtual servers.

Before you begin:

« You must have a good understanding and knowledge of traffic in your network that requires QoS provisioning.

« You must have created the address configuration objects and service configuration objects that define the matching

tuple for QoS rules.

¢ You must have created a QoS queue configuration object.
» You must have read-write permission for firewall settings.

Syntax

config firewall gos-filter

edit <name>
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set
set
set
set
set
set
set
next
end

destination-address <datasource>
in-interface <datasource>
out-interface <datasource>

queue <datasource>

service <datasource>
source-address <datasource>
status {enable|disable}

destination-address  Destination address object to use to form the matching tuple.

in-interface

out-interface

queue

service

source-address

status

Example

FortiADC-

FortiADC-

Interface that receives traffic.

Interface that forwards traffic.

QoS queue that will be used for packets that match the filter criteria.
Service object to use to form the matching tuple.

Source address object to use to form the matching tuple.

Enable/disable the filter.

VM # config firewall gos-filter

VM (gos-filter) # edit gos-premium

Add new entry 'gos-premium' for node 1922

FortiADC-

status

VM (gos-premium) # get
enable

in-interface

out-interface

source-address

destination-address

service

queue

FortiADC-VM (gos-premium) # set in-interface portd

FortiADC-VM (gos-premium) # set out-interface portb
FortiADC-VM (gos-premium) # set source-address fw-source-addrl
FortiADC-VM (gos-premium) # set destination-address fw-dest-addrl
FortiADC-VM (gos-premium) # set service fw-http

FortiADC-VM (gos-premium) # set queue lane-1

FortiADC-VM (gos-premium) # get

status enable

in-interface : port4

out-interface : portbH

source-address : fw-source-addrl

destination-address : fw-dest-addrl

service fw-http

queue : lane-1

FortiADC-VM (gos-premium) # end
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config firewall qos-filter6

Use this command to configure QoS rules for IPv6 addresses.

A QoS filter is the policy that assigns traffic to the QoS queue.

Note: The QoS policy feature is not supported for traffic to virtual servers.
Before you begin:

» You must have a good understanding and knowledge of traffic in your network that requires QoS provisioning.

« You must have created the address configuration objects and service configuration objects that define the matching
tuple for QoS rules.

« You must have created a QoS queue configuration object.
* You must have read-write permission for firewall settings.

Syntax

config firewall gos-filter6
edit <name>
set destination-address6 <datasource>
set in-interface <datasource>
set out-interface <datasource>
set gqueue <datasource>
set service <datasource>
set source-address6 <datasource>
set status {enable|disable}
next
end

destination-address6  Destination address object to use to form the matching tuple.

in-interface Interface that receives traffic.

out-interface Interface that forwards traffic.

queue QoS queue that will be used for packets that match the filter criteria.
service Service object to use to form the matching tuple.
source-addressb6 Source address object to use to form the matching tuple.

status Enable/disable the filter.
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config firewall qos-queue

Use this command to configure QoS queues.

You can use QoS policies to provision bandwidth for any traffic that matches the rule. You might consider QoS policies
for latency- or bandwidth-sensitive services, such as VolP and ICMP.

The FortiADC system does not provision bandwidth based on the TOS bits (also called differentiated services) in the IP
header to control packet queueing. Instead, the system provisions bandwidth based on a source/destination/service
matching tuple that you specify.

Note: The QoS policy feature is not supported for traffic to virtual servers.

Basic steps

1. Configure a queue.

2. Configure a QoS filter.
Before you begin:

» You must have read-write permission for firewall settings.

Syntax

config firewall gos-queue
edit <name>
set bandwidth <digit>[G|M|K]

next
end
bandwidth Maximum bandwidth rate. Specify a number and a unit abbreviation. For example, specify
100K for 100 Kbps, 1 0M for 10 Mbps, and 1G for 1Gbps.
If you do not specify a bandwidth, the default gos-queue is 1G.
Example

The following commands configure a firewall policy rule:
FortiADC-VM # config firewall gos-queue
FortiADC-VM (gos-queue) # edit lane-1

Add new entry 'lane-1' for node 1909
FortiADC-VM (lane-1) # end

FortiADC-VM # get firewall gos-queue lane-1
bandwidth : 1G
bandwidth-int : 1073741824
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config firewall vip

Use this command to configure 1-to-1 NAT rules.

You can use 1-to-1 NAT when you want to publish public or “external” IP addresses for FortiADC resources but want the
communication among servers on the internal network to be on a private or “internal” IP address range.

1-to-1 NAT is supported for traffic to virtual servers. The address translation occurs before the ADC has processed its
rules, so FortiADC server load balancing policies that match source address (such as content routing and content
rewriting rules) should be based on the mapped address space.

The system maintains this NAT table and performs the inverse mapping when it sends traffic from the internal side to the
external side.

Before you begin:

¢ You must have read-write permission for firewall settings.

Syntax

config firewall vip
edit <name>

set extif <datasource>

set extip <class ip>

set extport <integer>

set mappedip-min <class ip>
set mappedip-max <class_ ip>
set mappedport-min <integer>
set mappedport-max <integer>

set portforward {enable | disable}
set protocol {tcp udp}
set status {enable | disable}
set traffic-group <datasource>
next
end
extif Interface that receives traffic.
extip Specify the first address in the range. The last address is calculated after you enter the
mapped IP range.
extport Specify the first port number in the range. The last port number is calculated after you enter
the mapped port range.
mappedip-min First address in the range.
mappedip-max Last address in the range.
mappedport-min First port in the range.
mappedport-max Last port in the range.
portforward Enable/disable port forwarding.
protocol TCP or UDP
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status

traffic-group

Example

Enable or disable static nat status

Specify the traffic group name.

FortiADC-VM # config firewall vip

FortiADC-VM (vip)

Add new entry 'l-to-1-NAT' for

FortiADC-VM (1-to-1-NAT)
extif

extip : 0.0.0.0
mappedip-min 0.0.0.0
mappedip-max 0.0.0.0
portforward : disable
traffic-group:

status: enable
FortiADC-VM (1-to-1-NAT)
FortiADC-VM (1-to-1-NAT)
FortiADC-VM (1-to-1-NAT)
FortiADC-VM (1-to-1-NAT)
FortiADC-VM (1-to-1-NAT)
extif : port4d

extip : 198.51.100.10
mappedip-min 192.0.2.10
mappedip-max 192.0.2.19
traffic-group

status : enable
portforward : disable
status: enable
FortiADC-VM (1l-to-1-NAT)
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set

+H H =

# get

# end

# edit 1-to-1-NAT

node 661

extif port4

extip 198.51.100.10
mappedip-min 192.0.2.10
mappedip-max 192.0.2.19
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config global

The config global command is applicable to VDOMs and visible only to super admin users. See Appendix A: Virtual

domains for information about special VDOM commands.
This chapter is a reference for the following commands:

« config log setting global_remote on page 61
 config system vdom-link on page 62

config log setting global_remote

Use this command to configure global remote log settings.

When FortiADC has several VDOMs, the customer may not want to configure the syslog server for each VDOM. This
command defines syslog configuration at the global context so that each VDOM can be configured in one command.

The syslog server in the global context can be accessed by a root VDOM route.

\y

‘9' You can configure and customize the individual VDOM with config log setting remote on page
216.

Syntax

config log setting general

set override global remote {enable | disable}

next
end

override-global- Enable/disable to override global remote.

remote

Example

FortiADC-VM (root) # config log setting general
FortiADC-VM (general) # show full-configuration

config log setting general

set override global remote disable
end

config log setting remote

edit 1

set status enable

set server 10.106.155.142
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set port 514

set proto tcp

set tcp framing traditional

set loglevel information

set comma-separated-value disable
set facility kern

set event-log-status enable

set event-log-category configuration admin health check system
set traffic-log-status disable
set attack-log-status disable
next

config system vdom-link

Use this command to create VDOM links and configure its link type. By default, VDOM links are created as ethernet
links. The link type can't be changed after it has been created. To set a VDOM link type to point-to-point (ppp), it needs to
be created in the CLI.

This command will automatically create a VDOM-link pair in the system interface. However, by default, these VDOM
links will not be assigned an IP address or allowaccess options, so you would not be able to route traffic between the
VDOM links until these settings are configured in the system interface.

viys
- >
Inter-VDOM routing is only available for these classic scenarios: static route, PBR,
L4 SLB, L7 SLB and NAT. It is currently not supported in IPv6 related configurations.
Syntax

config global
config system vdom-link
edit <vdom-link-name>
set type {ethernet|ppp}

next
end
end
type Specify the VDOM link type from the following:
* ppp
e ethernet
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config global-dns-server

The config global-dns-server commands configure the DNS server used in global load balancing.
This chapter is a reference for the following commands:

« config global-dns-server address-group on page 63
 config global-dns-server dns64 on page 65

« config global-dns-server dsset-info-list on page 66
 config global-dns-server general on page 67

« config global-dns-server policy on page 68

« config global-dns-server remote-dns-server on page 70
« config global-dns-server response-rate-limit on page 72
» config global-dns-server trust-anchor-key on page 72
 config global-dns-server zone on page 74

config global-dns-server address-group

Use this command to configure the source and destination IP addresses that are the matching criteria for DNS policies.
The system includes the predefined address groups any and none.

Before you begin:
¢ You must have read-write permission for global load balancing settings.

After you have configured an address group, you can specify it in the DNS64 and DNS policy configurations.

Syntax

config global-dns-server address-group
edit <name>

config member
edit <No.>

set action {include|exclude}

set addr-type {ipvé4|ipv6}
set ip-network <ipé&netmask>
set ip6-network <ip&netmask>

next
end
next
end
action ¢ include—The rule logic creates an address object that includes addresses matching the
specified address block.
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¢ exclude—The rule logic creates an address object that excludes addresses matching the
specified address block.

addr-type IPv4 or IPv6

ip-network Address/mask notation to match the IP address in the packet header.
Create objects to match source IPv4 address and different objects to match destination IPv4
address.

ip6-network Address/mask notation to match the IPv6 address in the packet header.
Create objects to match source IPv6 address and different objects to match destination IPv6
address.

Example

FortiADC-VM # config global-dns-server address-group
FortiADC-VM (address-group) # edit campus
Add new entry 'campus' for node 2206

FortiADC-VM (campus) # config member
FortiADC-VM (member) # edit 1
Add new entry 'l' for node 2209

FortiADC-VM (1) # get
action : include
addr-type : ipvé
ip-network : 0.0.0.0/0

FortiADC-VM (1) # set ip-network 192.0.2.0/24
FortiADC-VM (1) # end
FortiADC-VM (campus) # end

FortiADC-VM # config global-dns-server address-group
FortiADC-VM (address-group) # edit branch
Add new entry 'branch' for node 2206

FortiADC-VM (branch) # config member
FortiADC-VM (member) # edit 1

Add new entry 'l' for node 2209

FortiADC-VM (1) # set ip-network 198.51.100.0/24
FortiADC-VM (1) # end

FortiADC-VM (branch) # end

FortiADC-VM # show global-dns-server address-group
config global-dns-server address-group
edit "campus"

config member

edit 1

set ip-network 192.0.2.0/24

next

end

next

edit "branch"

config member

edit 1

FortiADC 6.2.6 CLI Reference
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set ip-network 198.51.100.0/24
next
end
next
end

config global-dns-server dns64

Use this command to map IPv4 addresses to AAAA queries when there are no AAAA records. This feature is optional. It
can be used in network segments that use NAT64 to support IPv6 client communication with IPv4 backend servers.

Before you begin:

» You must have a good understanding of DNS and knowledge of the DNS deployment in your network.
« You must have configured address objects that specify the network segments for which the DNS64 map applies.
» You must have read-write permission for global load balancing settings.

After you have created a DNS64 configuration, you can specify it in a DNS policy configuration.

Syntax

config global-dns-server dns64
edit <name>

set exclude {any | none | <datasource>}
set mapped-address {any | none | <datasource>}
prefix6 <ip&netmask>
source-address {any | none | <datasource>}
next
end
exclude Specify a wildcard (any or none) or an address object. Allows specification of a list of IPv6

addresses that can be ignored. Typically, you exclude addresses that do have AAAA records.

mapped-address Address object that specifies the IPv4 addresses that are to be mapped in the corresponding A
RR set.

prefix6 IP address and netmask that specify the DNS64 prefix. Compatible IPv6 prefixes have lengths
of 32, 40, 48, 56, 64 and 96 as per RFC 6052.

Each DNS64 configuration has one prefix. Multiple configurations can be defined.

source-address  Specify an address object. Only clients that match the source IP use the DNS64 lookup table.

Example

FortiADC-VM # config global-dns-server dns64
FortiADC-VM (dns64) # edit 1
Add new entry 'l' for node 2289
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FortiADC-VM (1) # get
prefix6 : ::/0
source-address :
mapped-address :
exclude :

FortiADC-VM

( set prefix6 64:ff::/96
FortiADC-VM (

(

(

set source-address any
set mapped-address dns64 mapped pool
set exclude none

FortiADC-VM
FortiADC-VM

[
H oH o

)
)
)
)

FortiADC-VM (1) # get

prefix6 : 64:ff::/96
source-address : any
mapped-address : dns64 mapped pool
exclude : none

FortiADC-VM (1) # end

config global-dns-server dsset-info-list

Use this command to paste in the content of the DSSET files provided by child domain servers or stub domains.

If you enable DNSSEC, secure communication between the FortiADC DNS server and any child DNS servers is based
on keys contained in delegation signer files (DSSET files). In DNSSEC deployments, DSSET files are generated
automatically when the zone is signed by DNSSEC.

Note: You use the Global DNS zone configuration to generate the DSSET file for this server. The file generated by the
zone configuration editor is the one you give to any parent zone or the registrar of your domain.

Before you begin:

« You must have a good understanding of DNSSEC and knowledge of the DNS deployment in your network.

¢ You must have used DNSSEC to sign the child domain servers and have downloaded the DSset files to a location
you can reach from your management computer.

» You must have read-write permission for global load balancing settings.

Syntax

config global-dns-server dsset-info-list
edit <name>
set filename <string>
set content <string>

next
end
filename Specify the filename. The convention is dsset-<domain>, for example, dsset-example. com.
content Specify (paste) the DSset file content. The content of DSset files is similar to the following:
dns.example.com. IN DS 13447 5 1
ASADI9EFB6840F58CF817F3CCT7C24A7ED2DD5559C
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config global-dns-server general

Use this command to configure basic

behavior for the DNS server.

The general settings configuration specifies the interfaces that listen for DNS requests. By default, the system listens on
the IPv4 and IPv6 addresses of all configured interfaces for DNS requests.

The other settings in the general settings configuration are applied when traffic does not match a Global DNS policy.

Before you begin:

» You must have a good understanding of DNS and knowledge of the DNS deployment in your network.
» You must have read-write permission for global load balancing settings.

Syntax

config global-dns-server general

set dnssec-status {enable|

disable}

set dnssec-validate-status {enable|disable}

set forward {first | only}

set forwarders <datasource>

set gds-status {enable|disable}

set ipvé4-accessed-status {
set ipv6-accessed-status {

enable|disable}
enable|disable}

set listen-on-all-interface {enable|disable}
set listen-on-interface <datasource>
set recursion-status {enable|disable}
set response-rate-limit <datasource>

set traffic-log {enable|disable}

set use-system-dns-server
end

dnssec-status
dnssec-validate-status

forward

forwarders

gds-status
ipv4-accessed-status
ipvé6-accessed-status

listen-on-all-interface

FortiADC 6.2.6 CLI Reference
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{enable|disable}

Enable/disable DNSSEC.
Enable/disable DNSSEC validation.

« first—The DNS server queries the forwarder before doing its own DNS
lookup.
» only—Only queries the forwarder. Does not perform its own DNS lookups.

If the DNS server zone has been configured as a forwarder, specify the remote
DNS server to which it forwards requests.

Enable/disable the DNS server configuration.
Enable/disable listening for DNS requests on the interface IPv4 address.
Enable/disable listening for DNS requests on the interface IPv6 address.

Enable listening on all interfaces.
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listen-on-interface If you do not listen on all interfaces, select one or more ports to listen on.

recursion-status Enable/disable recursion. If enabled, the DNS server attempts to do all the work
required to answer the query. If not enabled, the server returns a referral
response when it does not already know the answer.

response-rate-limit Specify a rate limit configuration object.

traffic-log Enable/disable logging.

use-system-dns-server Forward DNS requests to the system DNS server instead of the forwarder.
Example

FortiADC-VM # config global-dns-server general

FortiADC-VM (general) # get
gds-status : disable

recursion-status : enable
dnssec-status : disable
dnssec-validate-status : disable
ipvé6-accessed-status : enable
ipv4-accessed-status : enable
traffic-log : disable
listen-on-all-interface : enable

forward : first
use-system-dns-server : enable
response-rate-limit

FortiADC-VM (general) # set gds-status enable
FortiADC-VM (general) # end

config global-dns-server policy

Use this command to configure a rulebase that matches traffic to DNS zones.

Traffic that matches both source and destination criteria is served by the policy. Traffic that does not match any policy is
served by the DNS “general settings” configuration.

Before you begin:

» You must have a good understanding of DNS and knowledge of the DNS deployment in your network.

« You must have configured address objects, remote servers, DNS zones, and optional configuration objects you
want to specify in your policy.
» You must have read-write permission for global load balancing settings.

Syntax

config global-dns-server policy
edit <name>
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set destination-address <datasource>

set dns64-1list {<datasource> ...}

set dnssec-status {enable|disable}

set dnssec-validate-status {enable|disable}

set forward {first

only}

set forwarders <datasource>

set recursion-status {enable|disable}

set response-rate-limit <datasource>

set source-address <datasource>
set zone-list {<datasource> ...}

next
end

destination-address
dns64-1ist
dnssec-status
dnssec-validate-status

forward
forwarders

recursion-status

response-rate-limit
source—-address

zone-list

Example

Address object to specify the destination match criteria.

Specify one or more DNS64 configurations to use when resolving IPv6 requests.
Enable/disable DNSSEC.

Enable/disable DNSSEC validation.

« first—The DNS server queries the forwarder before doing its own DNS lookup.
¢ only—Only queries the forwarder. Does not perform its own DNS lookups.

If the DNS server zone has been configured as a forwarder, specify the remote DNS
servers to which it forwards requests.

Enable/disable recursion. If enabled, the DNS server attempts to do all the work
required to answer the query. If not enabled, the server returns a referral response
when it does not already know the answer.

Specify a rate limit configuration object.
Address object to specify the source match criteria.

Specify one or more zone configurations to serve DNS requests from matching
traffic.

FortiADC-VM (policy) # edit lan policy

Add new entry 'lan policy'

for node 2236

FortiADC-VM (lan policy) # get
source-address
destination-address

zone-list

dns64-1ist

recursion-status : enable
dnssec-status : disable
dnssec-validate-status: disable

forward : first
forwarders
response-rate-limit

FortiADC-VM (lan policy)
FortiADC-VM (lan policy)
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# set source-address campus
# set destination-address any
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FortiADC-VM (lan policy) # set zone-list lan-zone
FortiADC-VM (lan policy) # next

FortiADC-VM (policy) # edit wan policy
Add new entry 'wan policy' for node 2236
FortiADC-VM set source-address branch

(wan_policy
FortiADC-VM (wan policy
(
(

set destination-address any
set zone-list wan-zone
end

FortiADC-VM
FortiADC-VM

wan_policy

+H= H= = H

)
)
)
wan_policy)

FortiADC-VM # get global-dns-server policy lan policy
source-address : campus
destination-address : any
zone-list : lan-zone

dns64-1list

recursion-status : enable
dnssec-status : disable
dnssec-validate-status: disable
forward : first

forwarders

response-rate-limit

FortiADC-VM # get global-dns-server policy wan policy
source-address : branch
destination-address : any
zone-list : wan-zone

dns64-1ist

recursion-status : enable
dnssec-status : disable
dnssec-validate-status: disable
forward : first

forwarders

response-rate-limit

config global-dns-server remote-dns-server

Use this command to create a list of DNS forwarders.

DNS forwarders are commonly used when you do not want the local DNS server to connect to Internet DNS servers. For
example, if the local DNS server is behind a firewall and you do not want to allow DNS through that firewall, you
implement DNS forwarding to a remote server that is deployed in a DMZ or similar network region that can contact
Internet DNS servers.

Before you begin:

» You must have a good understanding of DNS and knowledge of the remote DNS servers that can be used to
communicate with Internet domain servers.

« You must have read-write permission for global load balancing settings.

After you have configured a remote DNS server, you can select it in the DNS zone and DNS policy configurations.
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Syntax

config global-dns-server remote-dns-server
edit <name>
config member
edit <No.>
set addr-type {ipvé4|ipv6}
set ip <class_ ip>
set ip6 <class ip>
set port <integer>

next
end
next
end

addr-type IPv4 or IPv6

ip IP address of the remote DNS server.

ip6 IP address of the remote DNS server.

port Port number the remote server uses for DNS. The default is 53.

Example

FortiADC-VM # config global-dns-server remote-dns-server
FortiADC-VM (remote-dns-ser~e) # edit google.com
Add new entry 'google.com' for node 2329

FortiADC-VM (google.com) # config member
FortiADC-VM (member) # edit 1
Add new entry 'l' for node 2331

FortiADC-VM (1) # get
addr-type : ipvié

ip : 0.0.0.0

port : 53

FortiADC-VM (1) # set ip 8.8.8.8

FortiADC-VM (1) # get
addr-type : ipvié

ip : 8.8.8.8

port : 53

FortiADC-VM (1) # end
FortiADC-VM (google.com) # end
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config global-dns-server response-rate-limit

Use this command to configure response rate limit objects that you specify in the DNS policy and DNS general
configurations.

The response rate limit keeps the FortiADC authoritative DNS server from being used in amplifying reflection denial of
service (DoS) attacks.
Before you begin:

» You must have a good understanding of DNS.

« You must have read-write permission for global load balancing settings.
After you have created a response rate limit configuration, you can select it in the DNS policy and DNS general settings
configurations.

Syntax

config global-dns-server response-rate-limit
edit <name>
set per-second <integer>
next
end

per-second Maximum number of responses per second. The valid range is 1-2040. The default is 1000.

Example

FortiADC-VM # config global-dns-server response-rate-limit
FortiADC-VM (response-rate-~i) # edit gdns-rl-1

Add new entry 'gdns-rl-1' for node 2313

FortiADC-VM (gdns-rl-1) # end

FortiADC-VM # get global-dns-server response-rate-limit gdns-rl-1
per-second : 1000

config global-dns-server trust-anchor-key

Use this command to change the trust anchor key (if necessary).

DNSSEC validation requires that a DNS name server know the trust anchor key for the root DNS domain in order to
validate already signed responses. In general, trust anchor keys do not change often, but they do change occasionally,
and might change unexpectedly in the event the keys are compromised.

The FortiADC DNS server is preconfigured with a trust anchor key for the root DNS domain. If you are informed that you
must update this key, you can use the configuration editor to paste the new content into the DNS server configuration.
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Further reading:
http://data.iana.org/root-anchors/draft-icann-dnssec-trust-anchor.html
Before you begin:

» You must have a good understanding of DNSSEC and knowledge of the DNS deployment in your network.
» You must have already obtained the key so that you can copy and paste it into the DNS server configuration.
¢ You must have read-write permission for global load balancing settings.

Syntax

config global-dns-server trust-anchor-key
edit <name>
set value <string>
set description <string>

next
end

value The key value. The key format is a string with the following format:
\"<domainname>\" <numl> <num2> <num3> \"<content>\"
The following is an example:
\".\" 256 3 5
\"AwEAAbDrimi IReotvZ6FObgKygZwUxSUJWIz5p5 1 OMLHOJBGX0OHTrR1 6
PdKhI9mNKkM8bLUMtwY fgeUOYXIvfagee8rk=\"

description A description of this configuration.

Example

FortiADC-VM # config global-dns-server trust-anchor-key
FortiADC-VM (trust-anchor-key) # edit sss
Add new entry 'sss' for node 2240

FortiADC-VM (sss) # get
value
description

FortiADC-VM (sss) # set
*value key value
description key description

FortiADC-VM (sss) # set value "\".\" 256 3 5
\"AWEAADLDrWmiIReotvZ6FObgKygZwUxSUJWIz5p]iQMLHOJIBGX0ooHrR16
PdKhI9mNkM8bLUMtwY fgeUOYXIvfagee8rk=\""

FortiADC-VM (sss) # end
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config global-dns-server

config global-dns-server zone

Use this command to configure DNS zone and resource records.

The DNS zone configuration is the key to the global load balancing solution. This configuration contains the key DNS
server settings, including:

« Domain name and name server details.
o Type—Whether the server is the primary or a forwarder.
o« DNSSEC—Whether to use DNSSEC.

« DNS RR records—The zone configuration contains resource records (RR) used to resolve DNS queries delegated
to the domain by the parent zone.

You can specify different DNS server settings for each zone you create. For example, the DNS server can be a primary
for one zone and a forwarder for another zone.

Before you begin:

» You must have a good understanding of DNS and knowledge of the DNS deployment in your network.
» You must have authority to create authoritative DNS zone records for your network.
« You must have read-write permission for global load balancing settings.

After you have configured a DNS zone, you can select it in the DNS policy configuration.

Syntax

config global-dns-server zone
edit <name>
set type {forward|fgdn-generate|primary}
set domain-name <string>
set negative-ttl <integer>
set primary-server-ip <class ip>
set primary-server-ip6 <class_ ip>
set primary-server-name <string>
set responsible-mail <string>
set ttl <integer>
set forward {first | only}
set forwarders <datasource>
set dnssec-status {enable|disable}
set dnssec-algorithm RSASHA1
set dsset-info <string>
set dssetinfo-filename <string>
set dsset-info-list <datasource>
set KSK <string>
set KSK-Filename <string>
set ZSK <string>
set ZSK-Filename <string>
config a-aaaa-record
edit <No.>
set hostname <string>
set source-type {ipv4 | 1ipv6}
set ip <class_ip>
set ip6 <class ip>
set method wrr
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set weight <integer>
next
end
config cname-record
edit <No.>
set alias <string>
set target <string>
next
end
config mx-record
edit <No.>
set domain-name <string>
set hostname <string>
set type {ipv4|ipvé6}
set ip <class ip>
set ip6 <class ip>
set priority <integer>
next
end
config ns-record
edit <No.>
set domain-name <string>
set host-name <string>
set type {ipvéd|ipv6}
set ip <class_ip>
set ip6 <class_ ip>
next
end
config txt-record
edit <No.>
set name <string>
set text <name>=<value>,<name>=<value>
next
end
config srv-record
edit 1
set hostname 222
set target-server 222
next
end
config ptr-record
edit <No.>
set ptr-address <string>
set fgdn <string>
next
end
next
end

config global-dns-server zone

type ¢ forward—The configuration allows you to apply DNS forwarding on a per-domain
basis, overriding the forwarding settings in the “general” configuration.
¢ fqdn-generate—The configuration has been generated by the global load balancing
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config global-dns-server

domain-name

negative-ttl

primary-server-ip
primary-server-ip6
primary-server-name
responsible-mail

ttl

forward

forwarders
dnssec-status
dnssec-algorithm
dsset-info

dssetinfo-filename

dsset-info-list

KSK

KSK-Filename

ZSK

ZSK-Filename

config a-aaaa-record

hostname
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feature set. You cannot configure this type manually.
¢ primary—The configuration contains the “primary” copy of data for the zone and is
the authoritative server for it.

The domain name must end with a period. For example: example. com.

The last field in the SOA—the negative caching TTL. This informs other servers how
long to cache no-such-domain (NXDOMAIN) responses from you. The default is 3600
seconds. The valid range is 0 to 2,147,483,647.

IP address of the primary server.

IP address of the primary server.

Sets the server name in the SOA record.

Username of the person responsible for this zone, such as root.

The $TTL directive at the top of the zone file (before the SOA) gives a default TTL for
every RR without a specific TTL set.

The default is 86,400. The valid range is 1 to 2,147,483,647.

« first—The DNS server queries the forwarder before doing its own DNS lookup.
¢ only—Only query the forwarder. Do not perform a DNS lookup.

Specify a remote server configuration object.

Enable/disable DNSSEC.

RSHSHA1 is the only supported algorithm.

Itis generated by the system if DNSSEC is enabled for the zone.

The file is generated by the system if DNSSEC is enabled for the zone. The file
generated by the zone configuration editor is the one you give to any parent zone or the
registrar of your domain.

The convention is dsset-<domain>, for example dsset-example. com.
Specify a DSset info list configuration object.

Type characters for a string key. The file is generated by the system if DNSSEC is
enabled for the zone.

The file is generated by the system if DNSSEC is enabled for the zone.
To regenerate the KSK, disable DNSSEC and then re-enable DNSSEC.

Type characters for a string key. The file is generated by the system if DNSSEC is
enabled for the zone.

The file is generated by the system if DNSSEC is enabled for the zone.
To regenerate the ZSK, disable DNSSEC and then re-enable DNSSEC.

The hostname part of the FQDN, such as www.

Note:
¢ You can specify the @ symbol to denote the zone root. The value substituted for @
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config global-dns-server

source-type
ip

ip6

method

weight

config cname-record

alias

target

config mx-record
hostname

type

ip

ip6

priority

config ns-record

domain-name

host-name

type

ip

ip6

config txt-record

name

text
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is the preceding $ORIGIN directive.

¢ A hostname can contain alphanumeric characters such as a-z, A-Z, and 0-9, but
must NOT end with - (hyphen) or . (period).

¢ You can also use * (wild card) in a domain name.

IPv4 or IPv6

IP address of the virtual server.

IP address of the virtual server.

Weighted Round Robin is the only method supported.

Assigns relative preference among members—higher values are more preferred and are
assigned connections more frequently.

The defaultis 1. The valid range is 1-255.

An alias name to another true or canonical domain name (the target). For instance,
www . example.comis an alias for example.com.

The true or canonical domain name. For instance, example. com.

The hostname part of the FQDN for a mail exchange server, suchasmail.
IPv4 or IPv6

IP address of the mail server.

IP address of the mail server.

Preference given to this RR among others at the same owner. Lower values have
greater priority.

The domain for which the name server has authoritative answers, such as
example.comn.

The hostname part of the FQDN, such as ns.
IPv4 or IPv6
IP address of the name server.

IP address of the name server.

Hostname.

TXT records are name-value pairs that contain human readable information about a
host. The most common use for TXT records is to store SPF records.

Comma-separated list of name=value pairs.

An example SPF record has the following form:
"v=spfl +mx a:colo.example.com/28 -all"
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config global-dns-server

If you complete the entry from the CLI, put the string in quotes. (If you complete the entry
from the the Web Ul, you do not put the string in quotes.)

config srv-record

hostname The SRV Hostname.
target-server The target server name (record).
config ptr-record

PTR Address A PTR address, such as 10.168.192.in-addr.arpa. or 1.
If you use the number, the domain name is in the format "x.x.x.in-addr.arpa.".

FODN A fully qualified domain name, such as "www.example.com".

Example

FortiADC-VM # config global-dns-server zone
FortiADC-VM (zone) # edit wan-zone
Add new entry 'wan-zone' for node 2248

FortiADC-VM (wan-zone) # get
type : primary

domain-name

dnssec-status : disable

ttl : 86400

responsible-mail
negative-ttl : 3600
primary-server—name
primary-server-ip : 0.0.0.0
primary-server-ip6
FortiADC-VM ( set domain-name www.fortiadc.com.
FortiADC-VM (wan-zone
FortiADC-VM (wan-zone
FortiADC-VM (

wan-zone
set responsible-mail root
set primary-server-name ns

s

)
)
)
wan-zone) set primary-server-ip 202.33.11.107
FortiADC-VM (wan-zone) # config a-aaaa-record

FortiADC-VM (a-aaaa-record) # edit 1

Add new entry 'l' for node 2257

FortiADC-VM (1) # set hostname www

FortiADC-VM (1) # get

hostname : www

source-type : ipv4

weight : 1
ip : 0.0.0.0
method : wrr
FortiADC-VM
FortiADC-VM

(1) # set hostname www

(
FortiADC-VM (

(

1
1) # set ip 202.33.11.1
1) # end

FortiADC-VM (wan-zone) # end
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config global-load-balance
config global-load-balance

The config global-load-balance commands configure the global load balancing feature settings. You configure
global load balancing settings on the FortiADC instance that hosts the DNS server that is used for global load balancing.
You do not configure these settings on the local FortiADC instances that are load balanced.

This chapter is a reference for the following commands:

 config global load balance analytic on page 80

« config global-load-balance data-center on page 81

« config global-load-balance link on page 82

« config global-load-balance servers on page 83

« config global-load-balance setting on page 87

« config global-load-balance topology on page 92

 config global-load-balance virtual-server-pool on page 92
« config global-load-balance host on page 95

config global load balance analytic

Creates a dynamic chart visible in Fortiview that shows the status of the data-center.

Syntax

config global-load-balance analytic
edit <name>
set type <data-center/link/server/virtual-server-pool>
set data-center/link/server/virtual-server-pool <name>
set range <1DAY/1HOUR/1IMONTH/1WEEK/1YEAR/6HOURS>

next
end
<name> Configuration name. No spaces or special characters. You reference this name in the
global load balance servers configuration.
type Select type of analytic widget.
range Set range to show activity of the data center.
Example

FortiADC-VM # config global-load-balance analytic
FortiADC-VM (analytic) edit 1
Add new entry '1l'
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FortiADC-VM (1) # get
type :

data-center :

range :

FortiADC-VM (1) # set
FortiADC-VM (1) # set
FortiADC-VM (1) # set
next

end

type data-center
data-center namel
range 1DAY

config global-load-balance data-center

Use this command to create data center configurations that you associate with the server configurations for local
FortiADCs. The data center configuration sets key properties: Location and/or ISP and ISP province. These properties
are keys in the global load balancing algorithm that selects the FortiADC in closest proximity to the client.

The system includes the FortiGuard geolocation database and predefined ISP address books that you use in the

configuration.

Before you begin:

« If you want to specify a user-defined ISP address book, you must create it before using this command.
« You must have read-write permission for global load balancing settings.

After you have created a data center configuration object, you can specify it in the global load balance servers

configuration.

Syntax

config global-load-balance data-center

edit <name>

set location <datasource>
set description <string>

next
end
<name>

description

location

FortiADC 6.2.6 CLI Reference
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Configuration name. No spaces or special characters. You reference this name in the
global load balance servers configuration.

Optional description to help administrators know the purpose or usage of the
configuration.

Specify a location from the geolocation list.

Note: Starting from FortiADC 5.0.0, you are required to the country or city code instead
of the full name of the country or city.
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Example

FortiADC-VM # config global-load-balance data-center
FortiADC-VM (data-center) # edit dc-china

Add new entry 'dcl' for node 2836

FortiADC-VM (dcl) # get

location

description

FortiADC-VM (dcl) # set location CN

FortiADC-VM (dcl) # end

config global-load-balance link

A link can be an access point of an ISP, and you can specify the data-center and the ISP in the link configuration. For the
gateway in config gateway, you can specify the LLB gateway of each o f the SLB devices which are related to this
link. A global load-balancing device can find out the status of the LLB link to this link according to the gateway
configuration. At the same time, the RTT detection result of the same link could be shared.

Syntax

config global-load-balance link
edit "link"
set data-center <data-center name>
set isp <isp name>
set isp-province <isp province name>
config gateway
edit 1
set server <server name>
set gateway-name <gateway>
next
edit 2
set server <server>
set gateway-name <gateway name>

next
end
next
end
data-center Specify a data center for the link.
isp Specify an ISP for the link.
isp-province Specify a province in the selected ISP for the link.
server Specify a global load-balancing server for the link.
gateway-name Specify a gateway for the link.
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Example

config global-load-balance link
edit "linkl1"
set data-center dcl
set isp china-mobile
set isp-province Henan
config gateway
edit 1
set server slb48
set gateway-name gw_ 81
next
edit 2
set server slb48 dris
set gateway-name gw81l dris
next
end
next
end

config global-load-balance servers

Use this command to configure global load balance servers.

In the context of the global server load balance configuration, servers are the local SLB (FortiADC instances or third-
party servers) that are to be load balanced. For FortiADC instances, the GLB checks status and synchronizes
configuration from the local SLB so that it can learn the set of virtual servers that are possible to include in the GLB virtual

server pool.

Figure 1 illustrates configuration discovery. You use the execute discovery-glb-virtual-server command to populate the
virtual-server-list configuration. Placement in this list does not include them in the pool. You also must name them
explicitly in the virtual server pool configuration.

Figure 1: Virtual server discovery
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Global FortiaDC

% virtual server
virtual server
H virtual server

Local ForttADC - China

virtual server

virtual server

virtual server

Local FortiADC - US

Before you begin:

» You must have created the data center configuration objects that are associated with the local SLB.

« You must have created virtual server configurations on the local FortiADC SLB so that you can use execute
discovery-glb-virtual-server command to discover them.

« You must have read-write permission for global load balancing settings.

After you have created a server configuration object, you can specify it the global load balancing virtual server pool
configuration.

Syntax

config global-load-balance servers
edit <name>
set address-type {ipvé4|ipv6}
set auth-key <string>
set auth-type <non/TCP_MD5SIG/auth verify>
set auto-sync <enable/disable>
set data-center <datasource>
set ip <class_ ip>
set port <integer>
set server-type {FortiADC-SLB|Generic-Host}
set sync-status {enable|disable}
set health-check-ctrl {enable|disable}
set health-check-1list <datasource> <datasource>
set health-check-relation {AND|OR}
config virtual-server-list
edit <name>
set address-type {ipv4|ipvé6}
set ip <class-ip>
set gateway <string>
set health-check-inherit {enable|disable}
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set health-check-ctrl {enable|disable}
set health-check-1list <datasource> <datasource> ...
set health-check-relation {AND|OR}

next
end
next
end

address-type
auth-key
auth-type

auto-sync

data-center

ip

server-type

sync-status

health-check-
ctrl

health-check-
list

health-check-
relation

IPv4 or IPv6.
Password of the remote server.
Remote server authentication type.

Automatic synchronization with the remote server, ennable or disable; enabled, the virtual-
server-list will synchronize automatically.

Specify a data center configuration object. The data center configuration object properties are
used to establish the proximity of the servers and the client requests.

Specify the IP address for the FortiADC management interface.

FortiADC-SLB: A FortiADC instance.
Generic-Host: A third party ADC or server.

Enable/disable synchronization of the virtual server status from the local FortiADC SLB.
Disabled by default. If enabled, synchronization occurs whenever there is a change in virtual
server status.

If type is Generic Host, enable/disable health checks for the virtual server list. The health check
settings at this configuration level are the parent configuration. When you configure the list, you
can specify whether to inherit or override the parent configuration.

If type is FortiADC-SLB, this option is not available. Health checking is built-in, and you can
optionally configure a gateway health check.

Specify one or more health check configuration objects.

¢ AND—AII of the specified health checks must pass for the server to be considered
available.

¢ OR—One of the specified health checks must pass for the server to be considered
available.

config virtual-server-list

When servers are FortiADC servers, use execute discovery-glb-virtual-server to populate the basic virtual-server-list
configuration. After it has been populated, you can add a gateway health check. (optional).

<name>

address-type

Fortinet Inc.

Must match the virtual server configuration name on the local FortiADC.

IPv4 or IPv6.

ip Virtual server IP address.
gateway Used when server type is FortiADC.
Specify a gateway to enable an additional health check: is the gateway beyond the FortiADC
reachable? Specify a string that matches the configuration name of a link load balancing
gateway.
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health-check-
inherit

If type is Generic Host, enable to inherit the health check settings from the parent configuration.
Disable to specify health check settings in this member configuration.

health-check-
ctrl

Enable health checking for the virtual server.

health-check-
list

Specify one or more health check configuration objects.

health-check-
relation

¢ AND—AII of the selected health checks must pass for the server to the considered
available.

¢ OR—One of the selected health checks must pass for the server to be considered
available.

Example

FortiADC-VM # config global-load-balance servers

FortiADC-VM (servers) # edit FortiADC-2
FortiADC-VM (FortiADC-2) # set sync-status enable
FortiADC-VM (FortiADC-2) # auth-type TCP_MDFSIG
FortiADC-VM (FortiADC-2) # set auth-key

ENC QVhOH9Wvg6g4BP2sgqQOMNJI6FDWWYCZAGTHC] /sHFGHtADL6gO5ngyl1SJ9PpEpc+yk/j8XWEXeORT8DsF8KDRB
hDLI9K5Ms9sXs1ly8gUQbtFnCIHKwIpE

FortiADC-VM (FortiADC-2) # set data-center United States
FortiADC-VM (FortiADC-2) # set auto-sync enable
FortiADC-VM (FortiADC-2) # set ip 172.30.144.100
FortiADC-VM (FortiADC-2) # set server-type FortiADC-SLB
FortiADC-VM (FortiADC-2) # show

config global-load-balance servers

edit

"FortiADC-2"

set ip 172.30.144.100
set data-center United States
config virtual-server-list

end
next
end

FortiADC-VM

(FortiADC-2)

# end

FortiADC-VM # execute discovery-glb-virtual-server server FortiADC-2

FortiADC-VM # show global-load-balance servers FortiADC-2
config global-load-balance servers

edit

"FortiADC-2"

set ip 172.30.144.100
set data-center United States
config virtual-server-list
edit "mail example com"
set ip 192.0.2.2

set port 80
next

edit "www_example com"
set ip 192.0.2.1
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config global-load-balance

set port 811
next
end
next
end

FortiADC-VM # config global-load-balance servers
FortiADC-VM (servers) # edit FortiADC-2
FortiADC-VM (FortiADC-2) # config virtual-server-list

FortiADC-VM (virtual-server~1l) # show
config virtual-server-list
edit "mail example com"
set ip 192.0.2.2

set port 80

next

edit "www_example com"

set ip 192.0.2.1

set port 811

next

end

FortiADC-VM (virtual-server~1l) # edit www_example com
FortiADC-VM (www_example com) # set gateway US-ISP1

FortiADC-VM (www_example com) # end

FortiADC-VM (FortiADC-2) # end

config global-load-balance setting

Use this command to configure the following:

« Listen on interface/port on page 87
o Persistence on page 88

» Proximity on page 89

o Password on page 91

Listen on interface/port

The listen port means the port used for communication for GLB and SLB server. The GLB listen port is 5858 by default.
User can change to other port from 1 to 65535.

Syntax
config global-load-balance setting
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config global-load-balance

set listen-on-all-interfaces <enable/disable}
set ipvd-accessed-status <enable/disable>
set ipvé6-accessed-status <enable/disable?

set port <integer>

end

listen-on-all- Enable or disable IPv4/IPv6 network accessed status on all interfaces.
interfaces

port listen-on-port

ipv4-accessed- Enable/disable listening for DNS requests on the interface IPv4 address.
status

ipvé-accessed- Enable/disable listening for DNS requests on the interface IPv6 address.
status

Example

FortiADC-VM (setting) # get
ipv6-accessed-status: enable
ipv4d-accessed-status: enable
listen-on-all-interface : enable

port : 5858

FortiADC-VM (setting) # set port 5858
FortiADC-VM (setting) # end

Persistence

Use this command to configure source address affinity and a timeout for GSLB persistence. You enable persistence per
host in the GSLB host configuration.

If the DNS query is for a host that has persistence enabled, the DNS server replies with an answer that has the virtual
server IP addresses listed in the order determined by the GSLB proximity algorithms, and the client source IP address
(for example 192.168.1.100) is recorded in the persistence table. If source address affinity is set to 24 bits, subsequent
queries for the host from the 192.168.1.0/24 network are sent an answer with the virtual servers listed in the same order
(unless a server becomes unavailable and is therefore omitted from the answer).

Persistence is required for applications that include transactions across multiple hosts, so the persistence table is also
used for queries for other hosts with the same domain. For example, a transaction on a banking application might include
connections to login.bank.com and transfer.bank.com. To support persistence in these cases, the GSLB persistence
lookup accounts for domain as well. The first query for login.bank.com creates a mapping for the source address
network 192.168.1.0/24 and the domain bank.com. When the DNS server receives subsequent requests, it consults the
persistence table for a source network match, then a domain match and a hostname match. In this example, as long as

FortiADC 6.2.6 CLI Reference 88
Fortinet Inc.



config global-load-balance

you have created host configurations for both login.bank.com and transfer.bank.com, and persistence is enabled for
each, the persistence table can be used to ensure the DNS answers to queries from the same network list the resource
records in the same order.

Before you begin:

» You must have read-write permission for global load balancing settings.

Syntax

config global-load-balance setting
set persistence-mask-length <integer>
set persistence-mask-length6 <integer>
set persistence-timeout <integer>

end

persistence-mask-length Number of IPv4 netmask bits that define network affinity for the persistence table.
The default is 24.

persistence-mask-length6 Number of IPv6 netmask bits that define network affinity for the persistence table.
The default is 64.

persistence-timeout This setting specifies the length of time in seconds for which the entry is
maintained in the persistence table. The default is 86400. The valid range is 60-
2,592,000 seconds.

Example

FortiADC-docs # config global-load-balance setting
FortiADC-docs (setting) # get
password : *

proximity-detect-protocol : icmp
proximity-detect-retry-count : 3
proximity-cache-mask-length : 24

proximity-cache-mask-length6 : 64
proximity-detect-interval : 3
proximity-cache-aging-period : 86400

persistence-mask-length : 24
persistence-mask-length6 : 64
persistence-timeout : 60

FortiADC-docs (setting) #
FortiADC-docs (setting) #
FortiADC-docs (setting) # set persistence-timeout 60
FortiADC-docs (setting) # end

set persistence-mask-length 24
set persistence-mask-length6 64

Proximity

Use this command to configure dynamic proximity. Dynamic proximity is used to order DNS lookup results based on the
shortest application response time (RTT) for ICMP or TCP probes sent by the local SLB to the DNS resolver that sent the
DNS request.
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The system caches the RTT results for the period specified by the timeout. When there are subsequent requests from
clients that have a source IP address within the same network (as specified by the netmask affinity), the RTT is taken
from the results table instead of a new, real-time probe. This reduces response time.

Before you begin:

» You must have read-write permission for global load balancing settings.

The settings you configure are applied if the dynamic-proximity RTT option is enabled in the virtual server pool

configuration.

Syntax

config global-load-balance setting
set proximity-cache-aging-period <integer>

set proximity-cache-mask-length <integer>

set proximity-cache-mask-length6 <integer>

set proximity-detect-interval <integer>

set proximity-detect-protocol {icmp|icmp-and-tcp}
set proximity-detect-retry-count <integer>

end

proximity-cache-aging-
period

proximity-cache-mask-
length

proximity-cache-mask-
length6
proximity-detect-interval

proximity-detect-protocol

proximity-detect-retry-
count

Example

RTT results are cached. This setting specifies the length of time in seconds for
which the RTT cache entry is valid. The default is 86400. The valid range is 60-
2,592,000 seconds.

Number of IPv4 netmask bits that define network affinity for the RTT table. The
default is 24. For example, if the GLB records an RTT for a client with source IP
address 192.168.1.100, the record is stored and applies to all requests from the
192.168.1.0/24 network.

Number of IPv6 netmask bits that define network affinity for the RTT table. The
default is 64.

Interval between retries if the probe fails. The default is 3. The valid range is 1-
3600 seconds.

e icmp
e icmp-and-tcp

Retry count if the probe fails. The default is 3. The valid range is 1-10 times.

FortiADC-docs # config global-load-balance setting
FortiADC-docs (setting) # get

password : *

proximity-detect-protocol :
proximity-detect-retry-count :
proximity-cache-mask-length :
proximity-cache-mask-length6
proximity-detect-interval :
proximity-cache-aging-period :

persistence-mask-length :

FortiADC 6.2.6 CLI Reference
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persistence-mask-length6
persistence-timeout

FortiADC-docs
FortiADC-docs
FortiADC-docs
FortiADC-docs
FortiADC-docs
FortiADC-docs
FortiADC-docs

Password

(setting)
(setting)
(setting)
(setting)
(setting)
(setting)
(setting)

60

64
# set proximity-detect-protocol icmp
# set proximity-detect-retry-count 2
# set proximity-cache-mask-length 24
# set proximity-cache-mask-length6 64
# set proximity-detect-interval 2
# set proximity-cache-aging-period 200
# end

Use this command to set a password. This password is used for authentication between the GLB and the server. The
same password must be set on both, otherwise the two will not be able to sync.

Before you begin:

» You must have read-write permission for global load balancing settings.

Syntax

config global-load-balance setting
set auth-type <none/TCP_MD5SIG/auth verify>
set password <string>

end
auth-type Select one of the following:
* none
e« TCP_MD5SIG
¢ auth_verify
password If you choose TCP_MDS5SIG or auth_verify for auth-type, then you must enter the
corresponding password.
Example
FortiADC-docs # config global-load-balance setting
FortiADC-docs (setting) # get
password : *
proximity-detect-protocol : icmp
proximity-detect-retry-count : 3

proximity-cache-mask-length : 24

proximity-cache-mask-lengthé : 64

proximity-detect-interval : 3
proximity-cache-aging-period : 86400
persistence-mask-length

persistence-mask-length6

persistence-timeout : 60

set auth-type TCP MD5SIG

FortiADC-docs
FortiADC-docs

(setting)
(setting)
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#set password *
# end

91



config global-load-balance

config global-load-balance topology

Use this command to edit the member location list. This location is used when a vitual server pool is added to the host.

Starting from FortiADC 5.x.x, you can specify one location list as "any" to indicate any country other than the one that is
already specified if you use DNS query origin method in a host.

Syntax

config global-load-balance topology
edit <No.>
set member <country or city>
next
end

member The country or city code.

Example

FortiADC-VM

# config global-load-balance topology
FortiADC-VM (

(

(

(

topology) # edit "1"
1) # set member CN11
1) # next

topology) # end

FortiADC-VM
FortiADC-VM
FortiADC-VM

Note: Starting from FortiADC 5.x.x, you must use country or city code to indicate a country or city. In the example above,
"CN11" stands for "China, Beijing".

config global-load-balance virtual-server-pool

The virtual server pool configuration defines the set of virtual servers that can be matched in DNS resource records, so it
should include, for example, all the virtual servers that can be answers for DNS requests to resolve www.example.com.

You also specify the key parameters of the global load balancing algorithm, including proximity options, status checking
options, load balancing method, and weight.

The DNS response is an ordered list of answers. Virtual servers that are unavailable are excluded. Available virtual
servers are ordered based on the following priorities:

1. Geographic proximity
2. Dynamic proximity
3. Weighted round robin
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A client that receives DNS response with a list of answers tries the first and only proceeds to the next answers if the first
answer is unreachable.

Before you begin:

« You must have created the global load balance server configuration and you must know the names of the virtual
servers that have been populated in that configuration.

» You must have read-write permission for global load balancing settings.

After you have created a virtual server pool configuration object, you can specify it global load balancing host
configuration.

Syntax

config global-load-balance virtual-server-pool
edit <name>

set
set
set

set

set

check-server-status {enable|disable}

check-virtual-server-existence {enable|disable}

preferred {None | GEO GEO-ISP RTT Least-Connections | Connection-Limit |
Bytes-Per-Second | Server-Performance}

alternate {None | GEO | GEO-ISP | RTT | Least-Connections | Connection-Limit |
Bytes-Per-Second | Server-Performance}

load-balance-method wrr

config member
edit <No.>

set backup {enable|disable}

set server <datasource>

set server-member-name <string>
set weight <integer>

next

end
next
end

config global-load-balance virtual-server-pool

edit "vspl"
set preferred Connection-Limit
set preferred Bytes-Per-Second
next
end
check-server-status Enable/disable polling of the local FortiADC SLB. If the server is
unresponsive, its virtual servers are not selected for DNS answers.
check-virtual-server-existence Enable/disable checks on whether the status of the virtual servers in
the virtual server list is known. Virtual servers with unknown status are
not selected for DNS answers.
preferred The preferred schedule method for this virtual server pool.
alternate The alternate schedule method for this virtual server pool.
load-balance-method Only weighted round-robin is supported.
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preferred Connection-Limit

preferred Bytes-Per-Second

config member

backup

server

server-member-name

weight

Example

Note: The preferred method will be used first when scheduling a DNS
query in a virtual server pool. If the preferred method is selected
GEO/GEO-ISP and the configured GEO IP/ISP can't match source IP
of DNS query, then alternate method will be used. Also, when the
preferred method is set to None, the alternate method will be used.
When the preferred and the alternate methods are both set to None or
do not match any of the result, the load-balance-method WRR will be
used to schedule by default.

Scheduling is done according to the current connection number of
each virtual server in the virtual-server-pool members and each virtual
server's configured connection-limit value.

If the BPS method is used, the virtual server with the least throughput
should be the answer responded by GLB.

Enable to designate the pool as a backup member of the group. All
backup members are inactive until all main members are down.

Specify a global server load balancing servers configuration object.

Specify the name of the virtual server that is in the servers virtual
server list configuration.

Assigns relative preference among members—higher values are more
preferred and are assigned connections more frequently.

The defaultis 1. The valid range is 1-255.

FortiADC-VM # config global-load-balance virtual-server-pool

FortiADC-VM (virtual-server~p)

# edit pool test

Add new entry 'pool test' for node 2858

FortiADC-VM (pool test) # get
preferred : NONE
check-server-status : disable
check-virtual-server-existence:
load-balance-method : wrr

disable

FortiADC-VM (pool test) # set preferred GEO-ISP
(

FortiADC-VM
FortiADC-VM (member) # edit 1
Add new entry 'l' for node 2864
FortiADC-VM (1) # get

server

server-member-name

weight : 1

backup : disable

pool test) # config member

FortiADC-VM (1) # set server neighborl
FortiADC-VM (1) # set server-member-name vs—-1

FortiADC-VM (1) # set weight 2
FortiADC-VM (1) # next
FortiADC-VM (member) # edit 2
Add new entry '2' for node 2864
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FortiADC-VM (2) # set server neighborl
FortiADC-VM (2) # set server-member-name vs-2
FortiADC-VM (2) # next

FortiADC-VM (member) # edit 3

Add new entry '3' for node 2864

FortiADC-VM (3) set server neighbor2
FortiADC-VM (3)

FortiADC-VM (3) set weight 2

FortiADC-VM (3) # next

FortiADC-VM (member) # edit 4

Add new entry '4' for node 2864

FortiADC-VM (4) # set server neighbor?2
FortiADC-VM (4) # set server-member-name vs-4
FortiADC-VM (4) # end

FortiADC-VM (pool test) # end

set server-member-name vs-3

= H e

config global-load-balance virtual-server-pool
edit "vspl"
set preferred GEO
set alternate RTT
next
end

config global-load-balance host

Use this command to create host configurations. Host settings are used to form the zone configuration and resource
records in the generated DNS zone used for global load balancing.

Before you begin:

» You must have created the global virtual server pools you want to use.
¢ You must have read-write permission for global load balancing settings.

After you have created a host configuration object, it can be used to form the zone and resource records in the generated
DNS zone configuration.

Syntax

config global-load-balance host
edit <name>
set domain-name <string>
set host-name <string>
set response-single-record {enable|disable}
set persistence {enable|disable}
set default-feedback-ip <ip>
set default-feedback-ip6 <ip>
set load-balance-method {global availabilityl|none|topology}
config virtual-server-pool-list
edit <No.>
set virtual-server-pool <string>
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next
end
next
end

domain-name

host-name

respond-single-
record

persistence

default-feedback-ip

default-feedback-
ip6

load-balance-method

virtual-server-pool

Example

FortiADC-VM # config g

The domain name must end with a period. For example: example.com.

The hostname part of the FQDN, such as www.

Note: You can specify the @ symbol to denote the zone root. The value substituted for @
is the preceding $ORIGIN directive.

Enable/disable an option to send only the top record in response to a query. Disabled by
default. By default, the response is an ordered list of records.

Enable/disable the persistence table. Disabled by default.

If you enable persistence, the client source address is recorded in the persistence table,
and subsequent requests from the same network or the same host or domain are sent an
answer with the virtual servers listed in the same order (unless a server becomes
unavailable and is therefore omitted from the answer).

Specify an IP address to return in the DNS answer if no virtual servers are available.

Specify an IPv6 address to return in the DNS answer if no virtual servers are available.

Specify a virtual server pool selection method. Set to "weight" by default.

Specify a virtual server pool configuration object to host, i.e., a virtual server pool name,
location list (optional), and/or ISP (optional).

lobal-load-balance host

FortiADC-VM (host) # edit www_fadc com
Add new entry 'www_fadc com' for node 2869

FortiADC-VM (www_fadc

host-name

domain-name
respond-single-record
persistence : disable
load-balance-method
default-feedback-ip
default-feedback-ip6

FortiADC-VM (www_fadc

FortiADC-VM (
FortiADC-VM (
FortiADC-VM (
FortiADC-VM (1
FortiADC-VM (1) # next
FortiADC-VM (
(

FortiADC-VM
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www_fadc
www_fadc
virtual-server~p) # edit "1"

) # set virtual-server-pool test

com) # get

disable

weight

0.0.0.0

com) # set host-name www
com) # set domain-name fadc.com
com) # config virtual-server-pool-list

virtual-server~p) # end
www_fadc

com) # end
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config link-load-balance

The config link-load-balance commands configure the link load balancing feature settings.
This chapter is a reference for the following commands:

« config link-load-balance flow-policy on page 98

« config link-load-balance gateway on page 100

« config link-load-balance link-group on page 102

« config link-load-balance persistence on page 105

« config link-load-balance proximity-route on page 106
 config link-load-balance virtual-tunnel on page 108

config link-load-balance flow-policy

Use this command to configure link load balancing policy rules.
Alink policy matches traffic to rules that select a link group or virtual tunnel.

The policy uses a matching tuple: source, destination, service, and schedule. The policy match is a Boolean AND—AI
must match for the rule to be applied.

The elements of the tuple support specification by group objects. This is a Boolean OR—If source IP address belongs to
member 1 OR member 2, then source matches.

The logical combinations enable you to subscribe multiple address spaces or services to a group of links, and create
load balancing rules on that group basis.

The policy table is consulted from top to bottom. The first rule to match is applied.

The FortiADC system evaluates traffic to determine the routing rules to apply. With
regard to link load balancing, the system evaluates rules in the following order and
applies the first match:

1. LLBlink policy

2. Policy route

3. Static/Dynamic route

4. LLB default link group

Before you begin:
« You must have configured any address, service, and schedule objects that you want to use as match criteria for
your policy.
» You must have configured a link group or virtual tunnel group.
¢ You must have read-write permission for link load balancing settings.
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Syntax

config link-load-balance flow-policy
set default-link-group <datasource>

config rule
edit <name>

set group-type {link-group | virtual-tunnel}
set link-group <datasource>

set virtual-tunnel <datasource>

set destination-type {address|addrgrpl|isp}
set destination-address <datasource>

set destination-addrgrp <datasource>

set destination-isp <datasource>

set in-interface <datasource>

set schedule <datasource>

set service-type {service|servicegrp}

set service <datasource>

set servicegrp <datasource>

set source-type {address|addrgrpl|isp}
set source-address <datasource>

set source-addrgrp <datasource>

set source-isp <datasource>

next
end

default-link-group

config rule

group-type

link-group
virtual-tunnel
destination-type

destination-address

destination-addrgrp

destination-isp

in-interface

schedule

service-type
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Specify a link group configuration object that is used as the default when traffic does not

match policy rules.

* link-group: Policy uses a link group.
« virtual-tunnel: Policy uses a virtual tunnel.

If you specify the link group type, specify a link group configuration object.
If you specify the virtual tunnel group type, specify a virtual tunnel configuration object.
Specify whether to use address, address group, or ISP address objects for this rule.

Specify an address object to match destination addresses. If you do not specify a
destination address, the rule matches any destination.

Specify an address object to match destination addresses. If you do not specify a
destination address, the rule matches any destination.

Specify an address object to match destination addresses. If you do not specify a
destination address, the rule matches any destination.

Network interface to which the policy applies.

Specify the schedule object that determines the times the system uses the logic of this
configuration. The link policy is active when the current time falls in a time period
specified by one or more schedules in the schedule group. If you do not specify a
schedule, the rule applies at all times.

Specify whether to use service or service group objects for this rule.
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service Specify a service object to match destination services. If you do not specify a service,
the rule matches any service.

servicegrp Specify a service group object to match destination services. If you do not specify a
service, the rule matches any service.

source-type Specify whether to use address, address group, or ISP address objects for this rule.

source-address Specify an address object to match source addresses. If you do not specify a source
address, the rule matches any source address.

source-addrgrp Specify an address object to match source addresses. If you do not specify a source
address, the rule matches any source address.

source-isp Specify an address object to match source addresses. If you do not specify a source
address, the rule matches any source address.

Example

FortiADC-docs # config link-load-balance flow-policy

FortiADC-docs (flow-policy) # config rule
FortiADC-docs (rule) # edit ISP-1
Add new entry 'ISP-1' for node 634

FortiADC-docs (ISP-1) # get
in-interface

source-type : address
source-address
destination-type : address
destination-address

service-type : service

service

schedule

group-type : link-group

link-group

FortiADC-docs (ISP-1) # set in-interface port2
FortiADC-docs (ISP-1) # set source-type addrgrp
FortiADC-docs (ISP-1) # set source-addrgrp LAN
FortiADC-docs (ISP-1) # set destination-type addrgrp
FortiADC-docs (ISP-1) # set destination-addrgrp WAN
FortiADC-docs (ISP-1) # set service-type servicegrp
FortiADC-docs (ISP-1) # set servicegrp Web
FortiADC-docs (ISP-1) # set link-group ISPl
FortiADC-docs (ISP-1) # end

FortiADC-docs (flow-policy) # end

config link-load-balance gateway
Use this command to configure gateway links.
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The gateway link configuration enables you to specify health checks, bandwidth rate thresholds, and spillover threshold
behavior for the gateway links you add to link groups.

Before you begin:

« You must know the IP addresses of the ISP gateway link used in the network segment where the FortiADC

appliance is deployed.

» You must have added health check configuration objects that you want to use to probe the gateway links.
¢ You must have read-write permission for link load balancing settings.

After you have configured a gateway link configuration object, you can select it in the link group configuration.

Syntax

config link-load-balance gateway

edit <name>

set health-check-ctrl {enable|disable}
set health-check-1list {<datasource> ...}
set health-check-relation {AND|OR}

set inbound-bandwidth <integer>

set ip <class_ip>

set outbound-bandwidth <integer>

set spillover-threshold-in <integer>
set spillover-threshold-out <integer>
set spillover-threshold-total <integer>

next
end

health-check-ctrl
health-check-1list

health-check-relation

inbound-bandwidth
ip

outbound-bandwidth

spillover-threshold-in

spillover-threshold-out
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Enable/disable health checks.
Specify one or more health check configuration objects.

* AND—AIl of the specified health checks must pass for the server to the
considered available.

* OR—One of the specified health checks must pass for the server to be
considered available.

Maximum bandwidth rate for inbound traffic through this gateway link.
IP address of the gateway link.

Maximum bandwidth rate for outbound traffic to this gateway link. If traffic
exceeds this threshold, the FortiADC system considers the gateway to be full and
does not dispatch new connections to it.

The default is 2,000,000 Kbps. The valid range is 1 to 2,147,483,647.

We recommend you tune bandwidth thresholds strategically, using the bandwidth
rate and price structure agreement you have with your ISP to your advantage.

Maximum inbound bandwidth rate for a link in a spillover load balancing pool.

Maximum outbound bandwidth rate for a link in a spillover load balancing pool.
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If you enable spillover load balancing in the link group configuration, the system
maintains a spillover list. It dispatches new connections to the link with the
greatest priority until its spillover threshold is exceeded; then dispatches new
connections to the link with the next greatest priority until its threshold is
exceeded, and so on.

The default is 2,000,000 Kbps. The valid range is 1 to 2,147,483,647.

spillover-threshold-total  Maximum total bandwidth rate (inbound plus outbound) for a link in a spillover
load balancing pool.

Example

FortiADC-VM (gateway) # edit llb-gateway
Add new entry 'llb-gateway' for node 2501
FortiADC-VM (llb-gateway) # get

ip : 0.0.0.0

inbound-bandwidth : 2000000
outbound-bandwidth : 2000000
health-check-ctrl : disable
spillover-threshold-in: 2000000
spillover-threshold-out: 2000000
spillover-threshold-total: 2000000

FortiADC-VM (llb-gateway) # set ip 192.168.1.1
FortiADC-VM (llb-gateway) # end

FortiADC-VM # get link-load-balance gateway llb-gateway
ip : 192.168.1.1

inbound-bandwidth : 2000000

outbound-bandwidth : 2000000

health-check-ctrl : disable

spillover-threshold-in: 2000000
spillover-threshold-out: 2000000
spillover-threshold-total: 2000000

config link-load-balance link-group

Use this command to configure link groups.

Link groups include ISP gateways your company uses for outbound traffic. Grouping links reduces the risk of outages
and provisions additional bandwidth to relieve potential traffic congestion.

The link group configuration specifies the load balancing algorithm and the gateway routers in the load balancing pool.
You can enable LLB options, such as persistence rules and proximity routes.

Before you begin:

» You must have configured gateway links and persistence rules and before you can select them in the link group
configuration.

« You must have read-write permission for link load balancing settings.
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After you have configured a link group configuration object, you can select it in the link policy configuration.

Syntax

config link-load-balance link-group

edit <name>

set addr-type ipv4

set persistence <datasource>

set proximity-route {enable|disable}

set route-method {consistent-hash-ip | least-connection | least-new-cps | least-
throughput-all | least-throughput-in | least-throughput-out | spillover-
throughput-all | spillover-throughput-in | spillover-throughput-out | wrr>

config link-member

edit <name>

set
set
set
set
set
next
end
next
end
addr-type
persistence

proximity-route

route-method

config link member

backup
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backup {enable|disable}
gateway <datasource>
spillover-priority <integer>
status {enable|disable}
weight <integer>

Only IPv4 is supported.
Specify a persistence configuration. Optional.
Enable/disable use of proximity routes.

 consistent-hash-ip: Selects the gateway link based on a hash of the source IP address.

« |east-connection: Dispatches new connections to the link member with the lowest
number of connections.

 least-new-cps: Dispatches new connections to the link member that has the lowest
rate of new connections per second.

* least-throughput-all: Dispatches new connections to the link member with the least
total traffic (that is, inbound plus outbound).

* least-throughput-in: Dispatches new connections to the link member with the least
inbound traffic.

¢ least-throughput-out: Dispatches new connections to the link member with the least
outbound traffic.

« spillover-throughput-all: Spillover list based on total traffic (that is, inbound plus
outbound).

« spillover-throughput-in: Spillover list based on inbound traffic.

 gpillover-throughput-out: Dispatches new connections according to the spillover list
based on outbound traffic.

« wrr: Dispatches new connections to link members using a weighted round-robin
method. This is the default.

e enable—Designate the link as a backup member of the group. All backup members are
inactive until all main members are down.
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» disable—Designate the link as a main member of the group.
gateway Specify a gateway configuration object.

spillover-priority Assigns a priority to the link when using a spillover load balancing method. Higher values
have greater priority. When a spillover method is enabled, the system dispatches new
connections to the link that has the greatest spillover priority until its threshold is exceeded;
then it dispatches new connections to the link with the next greatest priority until its
threshold is exceeded, and so on.
If multiple links in a link group have the same spillover priority, the system dispatches new
connections among those links according to round robin.

The defaultis 0. The valid range is 0-9.

status * enable—The member is considered available for new traffic.
» disable—The member is considered unavailable for new traffic.

weight Assigns relative preference among members—higher values are more preferred and are

assigned connections more frequently. The defaultis 1. The valid range is 1 to 255.
All load balancing methods consider weight, except spillover, which uses its own priority
configuration. Servers are dispatched requests proportional to their weight, relative to the
sum of all weights.
The following example shows the effect of weight on WRR:

e Sever A, Weight 2; Server B, Weight 1: Requests are sent AABAAB.

e Sever A, Weight 3; Server B, Weight 2: Requests are sent AABAB.
For other methods, weight functions as a tie-breaker. For example, with the Least
Connection algorithm, requests are sent to the server with the least connections. If the
number of connections is equal, the request is sent to the server with the greater weight.
For example:

e Server A, Weight 1, 1 connection

e Server B, Weight 2, 1 connection
The next request is sent to Server B.

Example

FortiADC-VM (link-group) # edit llb-link-group
Add new entry 'llb-link-group' for node 618

FortiADC-VM (llb-link-group) # get
addr-type : ipvé

route-method : wrr

persistence :

proximity-route : disable

FortiADC-VM (llb-link-group) # config link-member

FortiADC-VM (link-member) # edit 1
Add new entry 'l' for node 624

FortiADC-VM (1) # get
gateway :

weight : 1
spillover-priority : O
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status : enable

FortiADC-VM (1) # set gateway llb-gateway
FortiADC-VM (1) # end

config link-load-balance persistence

Use this command to configure persistence rules.

Persistence rules identify traffic that should be ignored by load balancing rules and instead be forwarded to the same
gateway each time the traffic traverses the FortiADC appliance.

You should use persistence rules with applications that use a secure connection. Such applications drop connections
when the server detects a change in a client’s source IP address.

Before you begin:

« You must have an awareness of the types of outbound traffic from your network. Persistence rules are useful for
traffic that requires an established session, such as secure connections (HTTPS and SSH, for example).

» You must have knowledge of the source and/or destination subnets to which the persistence rules should apply.

» You must have read-write permission for link load balancing settings.

You can use persistence rules in link groups but not virtual tunnels.

Syntax

config link-load-balance persistence
edit <name>
set timeout <integer>
set type {destination-address | source-address | source-destination-address | source-
destination-pair}
set dst-ipv4-maskbits <integer>
set src-ipvé4-maskbits <integer>

next
end
timeout The default is 300 seconds.
type » destination-address: Packets with a destination IP address that belongs to the same
subnet take same outgoing gateway.
¢ source-address: Packets with a source IP address that belongs to the same subnet
take the same outgoing gateway.
e source-destination-address: Packets with a source IP address and destination IP
address that belong to the same subnet take the same outgoing gateway.
¢ source-destination-pair: Packets with the same source IP address and destination IP
address take same outgoing gateway.
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dst-ipvd-maskbits  Number of bits in a subnet mask to specify a network segment that should following the
persistence rule.

For example, if you set this to 24, and the system chooses a particular gateway router for
destination IP 192.168.1.100, the system will select that same gateway for traffic to all
destination IPs in subnet 192.168.1.0/24.

src-ipv4d-maskbits  Number of bits in a subnet mask to specify a network segment that should following the
persistence rule.

For example, if you set this to 24, and the system chooses a particular gateway router for
client IP 192.168.1.100, the system will select that same gateway for subsequent client
requests when the subsequent client belongs to subnet 192.168.1.0/24.

Example

FortiADC-VM # config link-load-balance persistence
FortiADC-VM (persistence) # edit llb-persistence
Add new entry 'llb-persistence' for node 674

FortiADC-VM (llb-persistence) # get
type : source-destination-pair
timeout : 300

FortiADC-VM (llb-persistence) # end

config link-load-balance proximity-route

Use this command to configure proximity routes.

The proximity route feature enables you to associate link groups with efficient routes. Proximity routes can improve user
experience over the WAN because traffic is routed over fast routes.

You can use either or both of these methods:

» Dynamic Detection—The system polls the network for efficient routes. The algorithm selects a gateway based on
latency. When the bandwidth usage of a gateway reaches 100%, the gateway is considered too busy and is not
selected.

« Static Table—You specify the gateways to use for traffic on destination networks.

If you configure both, the system checks the static table first for a matching route and, if any, uses it. If there is no
matching static route, the system uses dynamic detection.

Note: Adding a new static route does not affect existing sessions. Deleting or editing a static route causes the related
sessions to be re-created.

Before you begin:

» You must have knowledge of IP addresses used in outbound network routes to configure a static route.
¢ You must have read-write permission for link load balancing settings.
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Syntax

config link-load-balance proximity-route

set mode {disable | dynamic-detect-only | static-table-first

set dynamic-cache-aging-period <integer>
set dynamic-detect-protocol {icmp|icmp-and-tcp}
set dynamic-detect-retry-count <class ip>
set dynamic-detect-retry-interval <integer>
config static-table
edit <No.>
set type {isplsubnet}
set ip-netmask <ipé&netmask>
set isp-name <datasource>
set gateway <datasource>
next
end

next

end

mode

dynamic-cache-aging-period

dynamic-detect-protocol

» disable

¢ dynamic-detect-only
static-table-first
 static-table-only

RTT.

¢ icmp-and-tcp—Some hosts do not response ICMP requests. Specify
this option to use both ICMP and TCP to detect routes and RTT. For
TCP detection, port 7 (TCP echo) is used. A connection refused or
connection reset by the destination is treated as successful detection.

dynamic-detect-retry-count The defaultis 3.

dynamic-detect-retry-interval The defaultis 3.

config static-table

type

Specify the IP and netmask manually or use an ISP address object. Routes
that are specified manually have priority over ISP address object entries.

ip-netmask Destination IP address and netmask.

isp-name

gateway

If an address exists in multiple ISP address books, the route entries have

priority as follows:
1. User-defined entries.

The defaultis 86,400 seconds (24 hours).

static-table-only}

¢ icmp—Use ICMP to detect routes. Calculate proximity by the smaller

Specify an ISP address book configuration object.

2. Entries from an address book that has been imported.
3. Entries from the predefined address book (default for the firmware

image).

Specify a gateway configuration object. The gateway must be able to route

packets to the destination IP address that you have specified.
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Example

FortiADC-VM # config link-load-balance proximity-route
FortiADC-VM (proximity-route) # set mode static-table-first

FortiADC-VM (proximity-route) # get
mode : static-table-first
dynamic-detect-protocol: icmp
dynamic-detect-retry-count: 3
dynamic-detect-retry-interval: 3
dynamic-cache-aging-period: 86400

FortiADC-VM (proximity-route) # config static-table
FortiADC-VM (static-table) # edit 1

Add new entry 'l' for node 687

FortiADC-VM (1) # set gateway 198.51.100.0
FortiADC-VM (1) # set destination 198.51.100.10
FortiADC-VM (1) # end

FortiADC-VM (proximity-route) # get
mode : static-table-first
dynamic-detect-protocol: icmp
dynamic-detect-retry-count: 3
dynamic-detect-retry-interval: 3
dynamic-cache-aging-period: 86400
== [1]

FortiADC-VM (proximity-route) # show
config link-load-balance proximity-route
set mode static-table-first

config static-table

edit 1

set destination 198.51.100.10/32

set gateway 198.51.100.0

next

end

end

config link-load-balance virtual-tunnel

Use this command to configure virtual tunnels.

Virtual tunnels enable reliable, site-to-site connectivity using Generic Routing Encapsulation (GRE) to tunnel traffic
between pairs of FortiADC appliances.

The virtual tunnel group configuration sets the list of tunnel members, as well as load balancing options like algorithm
and weight.

When you add members to a virtual tunnel configuration, you specify a local and remote IP address. These addresses
are IP addresses assigned to a network interface on the local and remote FortiADC appliance.

Before you begin:
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« You must have read-write permission for link load balance settings.

After you have configured a virtual tunnel configuration object, you can select it in the link policy configuration.

Syntax

config link-load-balance virtual-tunnel
edit <name>
set dispatch-method {vt-wrr|vt-chash}
config vt-member
edit <name>

set health-check-ctrl {enable|disable}
set status {enable|disable}
set tunnel-local-addr <class_ip>
set tunnel-remote-addr <class_ ip>
set weight <integer>

next
end
next
end

dispatch-method « vt-wrr: Dispatches packets to VT members using a weighted round-robin method.
 vi-chash: Dispatches packets by source-destination IP address tuple.

backup ¢ enable—Designate the tunnel as a backup member of the group. All backup members

are inactive until all main members are down.

 disable—Designate the tunnel as a main member of the group.

health-check-ctrl » enable—Send probes to test whether the link is available.
« disable—Do not send probes to test the health of the link.

status e enable—The member is considered available for new traffic.
» disable—The member is considered unavailable for new traffic.

tunnel-local-addr IP address for the network interface this system uses to form a VPN tunnel with the remote

system.
tunnel-remote-addr  |P address that the remote FortiADC system uses to form a VPN tunnel with this system.

weight Assigns relative preference among members—higher values are more preferred and are
assigned connections more frequently.

Example

FortiADC-VM # config link-load-balance virtual-tunnel
FortiADC-VM (virtual-tunnel) # edit 1llb-vt
Add new entry 'llb-vt' for node 222

FortiADC-VM (llb-vt) # get
dispatch-method : vt-wrr

FortiADC-VM (1llb-vt) # config vt-member
FortiADC-VM (vt-member) # edit vt-member-1
Add new entry 'vt-member-1' for node 225
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FortiADC-VM (vt-member-1) #
tunnel-local-addr : 0.0.0.0
tunnel-remote-addr : 0.0.0.0
weight : 1

status : enable
health-check-ctrl : disable

FortiADC-VM (vt-member-1)
FortiADC-VM (vt-member-1)
FortiADC-VM (vt-member-1)
FortiADC-VM ( )

He o o W

vt-member-1
FortiADC-VM (llb-vt) # get
dispatch-method : vt-wrr

== [ vt-member-1 ]

FortiADC-VM (1llb-vt) # show

get

set
set
set
end

health-check-ctrl enable
tunnel-local-addr 192.0.2.10
tunnel-remote-addr 198.51.100.10

config link-load-balance virtual-tunnel

edit "llb-vt"
config vt-member
edit "vt-member-1"

set tunnel-local-addr 192.0.2.10

set tunnel-remote-addr 198.51.100.10

set health-check-ctrl enable
next
end
next
end
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config load-balance

The config load-balance commands configure the load-balancing feature settings.
This chapter is a reference for the following commands:

« config load-balance auth-policy on page 111
 config load-balance captcha-profile on page 117

« config load-balance clone-pool on page 123

« config load-balance compression on page 125

» config load-balance connection-pool on page 127
 config load-balance content-rewriting on page 128
» config load-balance content-routing on page 132

» config load-balance error-page on page 136

« config load-balance geoip-list on page 136

« config load-balance http2-profile on page 143
 config load-balance ippool on page 144

« config load-balance 12-exception-list on page 146

» config load-balance method on page 147

« config load-balance pagespeed on page 148

« config load-balance pagespeed-profile on page 149
» config load-balance persistence on page 150
 config load-balance pool on page 153

« config load-balance profile on page 159

» config load-balance real-server-ssl-profile on page 184
« config load-balance reputation on page 187

» config load-balance reputation-exception on page 189
 config load-balance reputation-block-list

» config load-balance schedule-pool on page 191

» config load-balance virtual-server on page 191

« config load-balance web-category on page 199

« config load-balance web-filter-profile on page 200
 config load-balance web-sub-category on page 201
« config load-balance allowlist

config load-balance auth-policy

Use this command to configure an auth policy. The parameters of the policy set the matching terms that mandate
authentication for the data source that has authorization. The authentication server type determines the type of data
source that would be referenced for the auth policy. There are three authentication server types: standard, SAML and
OAuth.
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config load-balance

For example, you can define an auth policy for a standard authentication server type that has the following logic: if the
Host header matches example.com and the URI matches /index.html, then the group example-group is authorized.
FortiADC supports the Basic Authentication Scheme described in RFC 2617.

Figure 3 illustrates the client-server communication when authorization is required.

Authorization and authentication

-«

401 Authorization required

t ol

Host: www.example.com

[
GET findex.html HTTP/A 1
Host: waww example_ com

o GET /index_himl H'I'I'F‘.'r1 @
<l g
%
\/

200 0K o 0ok 0

>
GET findex_html HTTPf1.1 o

Host www.example.com F 0
Authorization: Basic YWRiaW4SMTIz Auth request Auth response %
Servers

—

The client sends an HTTP request for a URL belonging to a FortiADC virtual server that has an authorization policy.

FortiADC replies with an HTTP 401 to require authorization. On the client computer, the user might be prompted
with a dialog box to provide credentials.

The client reply includes an Authorization header that gives the credentials.

FortiADC sends a request to the server (local, LDAP, or RADIUS) to authenticate the user.

The authentication server sends its response, which can be cached according to your user group configuration.

If authentication is successful, FortiADC continues processing the traffic and forwards the request to the real server.
The real server responds with an HTTP 200 OK.

FortiADC processes the traffic and forwards the server response to the client.

g

© NS A

Before you begin:

« You must have created the user groups to be authorized with the policy. You also configure users and
authentication servers separately.

* You must have read-write permission for load balancing settings.
After you have configured an auth policy, you can select it in the virtual server configuration. Note the following
requirements:

« Virtual server type must be Layer 2 or Layer 7.

 Profile type must be HTTP or HTTPS.

« The profile option once-only must be disabled.
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config load-balance

Define an auth policy for a standard authentication server type

Define the auth policy to use standard authentication with set type standard and reference the user group data

source.

Syntax

config load-balance auth-policy

edit <name>

config member

edit 1
set
set
set
set
set
set

next

end
next
end

host-status

host

user-realm

auth-path

user-group

host-status {enable|disable}
host <hostname>

type standard

user-realm <string>
auth-path <path>

user-group <datasource>

If enabled, require authorization only for the specified host. If disabled, ignore hostname
in the HTTP request header and require authorization for requests with any Host
header. Disabled by default.

Specify the HTTP Host header. If host-status is enabled, the policy matches only if the
hostname header matches this value. Complete, exact matching is required. For
example, www . example . com matches www.example . com but not
www.example.com.hk.

Realm to which the auth-path URI belongs. If a request is authenticated and a realm
specified, the same credentials should be valid for all other requests within this realm.

Require authorization only if the URI of the HTTP request matches this pathname. If
none is specified, requests to any URI require authorization. The value is parsed as a
match string prefix. For example, /abc matches http://www.example.com/abcd
andhttp://www.example.com/abc/11.html butnot
http://www.example.com/labcd

User group that is authorized to access the protected resource.

Define an auth policy for a SAML authentication server type

Define the auth policy to use SAML authentication with set type SAML and reference the SAML SSO ID data source.
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Syntax

config load-balance auth-policy
edit <name>
config member
edit 1
set host-status {enable|disable}
set host <hostname>
set type SAML
set auth-path <path>
set saml-sp <saml-sso-id>

next
end
next
end

host-status If enabled, require authorization only for the specified host. If disabled, ignore hostname
in the HTTP request header and require authorization for requests with any Host
header. Disabled by default.

host Specify the HTTP Host header. If host-status is enabled, the policy matches only if the
hostname header matches this value. Complete, exact matching is required. For
example, www . example.com matches www.example. com but not
www.example.com.hk.

auth-path Require authorization only if the URI of the HTTP request matches this pathname. If
none is specified, requests to any URI require authorization. The value is parsed as a
match string prefix. For example, /abc matches http://www.example.com/abcd
andhttp://www.example.com/abc/11.html butnot
http://www.example.com/labcd

saml-sp SAML SSO ID that is authorized to access the protected resource.

Define an auth policy for an OAuth authentication server type

Define the auth policy to use OAuth authentication with set type OAuth and reference the OAuth data source.

Syntax

config load-balance auth-policy
edit <name>
config member
edit 1
set host-status {enable|disable}
set host <hostname>
set type OAuth
set auth-path <path>
set oauth <oauth-policy>
next
end
next
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end

host-status If enabled, require authorization only for the specified host. If disabled, ignore hostname
in the HTTP request header and require authorization for requests with any Host
header. Disabled by default.

host Specify the HTTP Host header. If host-status is enabled, the policy matches only if the
hostname header matches this value. Complete, exact matching is required. For
example, www .example.com matches www.example.com but not
www.example.com.hk.

auth-path Require authorization only if the URI of the HTTP request matches this pathname. If
none is specified, requests to any URI require authorization. The value is parsed as a
match string prefix. For example, /abc matches http://www.example.com/abcd
and http://www.example.com/abc/11.html but not
http://www.example.com/labcd

ocauth OAuth policy that is authorized to access the protected resource.

config load-balance caching

Use this command to configure the system cache.

The system RAM cache can store HTTP content and serve subsequent HTTP requests for that content without
forwarding the requests to the backend servers, thereby reducing the load on the backend servers.

You can configure basic static caching or dynamic caching rules. For an overview of static and dynamic caching, see the
FortiADC Handbook.

Before you begin:

» You must have a good understanding of caching and knowledge about the size of content objects clients access on
the backend servers.

¢ You must have read-write permission for load balancing settings.

Caching is not enabled by default. After you have configured caching, you can select it in the profile configuration. To
enable caching, select the profile when you configure the virtual server.

Syntax

config load-balance caching
edit <name>
set max-age <integer>
set max-cache-size <integer>
set max-entries <integer>
set max-object-size <integer>
config uri exclude list
edit <No.>
set uri <string>
next
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config load-balance

end

config dyn-cache-list

edit <No.>
set uri <stri
set age <inte
set invalid-u

next

end
next
end

max-age

max—-cache-size
max—-entries
max-object-size

config uri_exclude_list

uri

config dyn-uri-list
uri

age

invalid-uri

Example

ng>
ger>
ri <string>

The default is 43,200 seconds. The valid range is 60 to 86,400.

The backend real server response header also includes a maximum age value. The
FortiADC system enforces whichever value is smaller.

The defaultis 100 MB. The valid range is 1 byte to 500 MB.
The defaultis 10,000. The valid range is 1 to 262,144.
The defaultis 1 MB. The valid range is 1 byte to 10 MB.

Specify URIs to build a list or sites to exclude from caching. You can use regular
expressions.

This list has precedence over the Dynamic Cache Rule List. In other words, if a
URI matches this list, it is ineligible for caching, even if it also matches the Dynamic
Cache Rule list.

Pattern to match the URIs that have content you want cached and served by FortiADC.

Be careful with matching patterns and the order rules in the list. Rules are consulted
from lowest rule ID to highest. The first rule that matches is applied.

Timeout for the dynamic cache entry. The default is 60 seconds. The valid range is 1-
86,400. This age applies instead of any age value in the backend server response
header.

Pattern to match URIs that trigger cache invalidation.

Be careful with matching patterns and the order rules in the list. Rules are consulted
from lowest rule ID to highest. The first rule that matches is applied.

This list has precence over the Dynamic Cache URI list. In other words, if a URI matches
this list, it is ineligible for caching, even if it also matches the Dynamic Cache URI list.

FortiADC-VM # config load-balance caching

FortiADC-VM (caching) #

edit lb-caching

Add new entry 'lb-caching' for node 2054

FortiADC-VM (lb-caching)

max-object-size : 1M
max-cache-size : 100M
max-entries : 10000
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max-age : 43200

FortiADC-VM (lb-caching) # set max-cache-size 50M
FortiADC-VM (lb-caching) # end

config load-balance captcha-profile

FortiADC allows administrators to validate incoming users with CAPTCHAs to determine whether a client is a regular
user or an attacker. FortiADC can configure the WAF/DoS Policy to issue CAPTCHASs only to clients who meet the attack
rules.

Select a FortiADC default captcha profile from within the virtual server configuration or upload a customized captcha
page if you want to use your own captcha verification page for when an WAF/DoS attack detected.

Syntax

config load-balance captcha-profile
edit <captcha-profile-name>

set vpath <string>
set max-attempts <integer>
set max-picture-changes <integer>
set max-block-period <integer>
set max-verify-period <integer>
set max-valid-period <integer>
set custom-captcha-page <enable/disable>
set captcha-page-package <file-name>
set picture-difficulty <hard/easy>

end

Paramter Description

vpath Virtual path of captcha function. This path is running on VS, so it will conflict with
other configurations like errorpage’s vpath and custom auth page. String type, not
empty, maximum length 63, the default value is “/fortiadc_captcha/”

max-attempts Maximum attempts for Captcha verification. Integer type, range 1-100, default 5.
The client will be blocked upon exceeding max attempts.

max-picture-changes The maximum number of times you can change another picture. Integer type,
range 1-100, default 5. Attempts to change pictures upon exceeding the
maximum number of attempts will not be successful.

picture-difficulty There are two difficulty levels that can be selected: easy and hard.
Hard level picture may fight Al picture recognition, but may cause difficulty in
human identification. Default value is hard.

max-block-period The length of time to block client.
Integer type, range 10-2592000, default 86400. Client will be reset to untracked
state once time has elapsed.

max-verify-period The longest verification time from captcha verify action start. Unit second, range
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Paramter Description

20-86400, default 1200. Exceed this time the client will be blocked.

custom-captcha-page Enable/disable captcha page. The default is disabled. If disabled, the custom
captcha package file option won’t be valid.

captcha-page-package File package for the customized captcha page.

The file package must include index.html file, and in the index page, it must
include a tag called “%%FORTIADC_CAPTCHA_IFRAME%%”, that we will insert
the verify page box on it.

Note: This option is only available when custom-captcha-package is enabled.

config load-balance certificate-caching

Use the command to set certificate-caching related configuration. Certificate caching is used to restore re-signed
certificates.

Note: This command is related to "config load-balance client-ssl-profile” on page 1.

Syntax

config load-balance certificate-caching
edit "1"
set max-certificate-cache-size <size>
set max-entries <entries>

next
max-certificate- The maximum cache size used to store certificates. Valid values range from 10 Mb to
cache-size 500 Mb.
max-entries The maximum number of certificates that can be stored on the appliance (FortiADC),
which can range from 1 to 2,621,444.
Example

config load-balance certificate-caching
edit "1"
set max-certificate-cache-size 100M
set max-entries 10000
next
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config load-balance client-ssl-profile

Use this command to configure SSL-type real servers using the client-ssl-profile.

Note: This command is related to "config load-balance certificate-caching” on page 1.

Profile Description

LB_CLIENT_SSL_PROF_DEFAULT This is the default client SSL load-balancing profile. It's a
basic profile that can be used for all client SSL load-balancing
scenarios.

Recommended SSL versions:
e SSLv3
e TLSv1.0
e TLSv1.1
e TLSv1.2
e TLSv1.3

LB_CLIENT_SSL_PROF_FORWARD_PROXY This profile is used when the SSL Forward Proxy feature is
enabled. It works in tandem with Forward Proxy Certificate
Caching, i.e.,, LB_CERT_RAM_CACHING_DEFAULT), and
Forward Proxy Local Signing CA, i.e., SSLPROXY_LOCAL _
CA.

Recommended SSL versions:
e SSLv3
e TLSv1.0
e TLSv1A1
e TLSv1.2
e TLSv1.3

LB _CLIENT_SSL_PROF_HTTP2 This profile applies to HTTP2 protocol only.

Recommended SSL version:
e TLSV1.2
e TLSV1.3

Syntax

config load-balance client-ssl-profile
edit <name>

set client-certificate-verify <verify profile name>
set client-sni-required <enable/disable>
set forward-proxy <enable/disable>
set local-certificate-group <local certificate group name>
set ssl-allowed-versions <sslv3 tlsvl.0 tlsvl.l tlsvl1.2 tlsvl.3>
set ssl-ciphers <one or more ciphers>
set ssl-customize-ciphers-flag <enable/disable>
set forward-client-certificate <enable/disable>
set forward-client-certificate-header <customized header name>
set forward-proxy-certificate-caching <cache name>
set forward-proxy-local-signing-CA <local ca>
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set forward-proxy-intermediate-ca-group <intermediate ca>

set backend-ssl-OCSP-stapling-support <enable/disable>

set reject-ocsp-stapling-with-missing-nextupdate <enable/disable>
set reject-revoked-unknown-ocsp-stapling <enable/disable>

set ocsp-stapling-skew-time <integer>

set ssl-auto-chain-flag <enable/disable>

set client-certificate-verify-option required/ optional

set ssl-session-cache-flag enable/disable

set use-tls-tickets enable/disable

set renegotiation <enable/disable>

set ssl-dynamic-record-sizing <enable/disable>
set ssl-dh-param-size <1024bit/2048bit/4096bit>
set ssl-auto-chain-flag <enable/disable>

next
end

client-certificate-
verify

client-sni-required

forward-proxy

local-certificate-
group

ssl-allowed-versions
ssl-ciphers

ssl-customize-
ciphers-flag

forward-client-
certificate

forward-client-
certificate-header

forward-proxy-
certificate-caching

forward-proxy-local-
signing-CA

forward-proxy-
intermediate-ca-group

backend-ssl-sni-
forward

backend-ssl-
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Specify a certificate validation policy.

If enabled, clients are required to use the TLS server name indication (SNI) extension
to include the server hostname in the TLS client hello message. This will allow
FortiADC to select the appropriate local server certificate to present to the client.

Enable/disable SSL forward proxy.

Configure the local certificate group that includes the certificates the virtual server
presents to SSL/TLS clients.

Note: This MUST be the backend server's certificate, NOT the appliance’s GUI web
server certificate.

Specify the allowed SSL versions in a space-separated list.
Specify the supported SSL ciphers in a space-separated list.

Enable/disable the use of user-specified cipher suites.

Enable/disable. If enabled, FortiADC will send the whole client certificate encoded in
the BASEG64 code in the specified HTTP header, which is either the X-Client-Cert or a
user-defined header.

The default is X-Client-Cert, but you can customize it using this command.

Select cache RAM to store re_signed certificates.

Set the CA used to sign the server certificate.

Set the intermediate CA group used to sign the server certificate.

Enable/disable forwarding the server's SNI.

Enable/disable customized ciphers used to connect to the real server.
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customize-ciphers-
flag

backend-ssl-
customized-ciphers
ECDSA

backend-allow-ssl-
versions

backend-ss1-0CSP-

stapling-support

reject-ocsp-stapling-

with-missing-
nextupdate

reject-revoked-unknown-

ocsp-stapling

ocsp-stapling-skew-time

ssl-auto-chain-flag

client-certificate-
verify-option

ssl-session-cache-
flag

use-tls-tickets

set client-ssl

profile renegotiation

ssl-dynamic-record-

sizing

ssl-dh-param-size
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Set the cipher used to connect to the real server.

Set the SSL version used to connect to the real server.

Enable or disable. Disabled by default.

Note: This parameter is available only when backend-certificate-verifyis
configured and forward-proxy is enabled.

Enable or disable reject-ocsp-response-with-missing-nextupdate. Disabled by
default.

Note: When disabled, FortiADC will accept OCSP responses without the next-update
time. If enabled, FortiADC will reject OCSP responses without the next-update time.

Enable or disable reject-revoked-unknown-ocsp-stapling. Enabled by default.

Note: When enabled, FortiADC will reject OCSP responses whose status is revoked
or unknown.

The defaultis O (in seconds). It means the skew time of this updated time and next
updated time.

Enabled by default. It means that when the configured certificate is used in the same
client-ssl-profile as the local certificate, and the local certificate is issued by the CA
set in the Client Certificate Verify section, ADC will automatically form a certificate
chain to the client.

Choose either of the following:
¢ required—If this option is set as required, then a client certificate is required for
verification.
¢ optional—If this option is set as optional, then the system needs to work with a
script such as OPTIONAL_CLIENT_AUTHENTICATION. In that case, FortiADC
will accept SSL handshake for the initial transaction, and then lets the script to
control the subsequent actions.

Enable to store SSL session in cache. This option is automatically disabled when the
client-certificate-verify-option is set to optional.

Enable to allow reusing SSL tickets. This option is automatically disabled when the
client-certificate-verify-option is set to optional.

Enable or disable SSL renegotiation from the client side.
Note: The feature is disabled by default.

Allows ADC to dynamically adjust the size of TLS records based on the state of the
connection, in order to prevent bottlenecks caused by the buffering of TLS record
fragments.

Note: The feature is disabled by default.
Specify the pubkey length in Diffie Hellman. Default is 1024.
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ssl-auto-chain-flag Set it to disable to make ADC present only local certificates.

Example 1:

Note: If the CA, when configured in "Client Certificate Verify," happens to
accidentally issue the configured local certificates, the ADC will present chain
certificates to the client. In this event, set ss1-auto-chain-flag to disable.

Default is enable.

Create a new client-SSL profile and quote it in virtual server

configuration

Step 1: Configure a client SSL profile

config load-balance client-sssl-profile
edit "cspl"

set
set

set
set

ssl-customize-ciphers-flag disable

ssl-ciphers DHE-RSA-AES256-GCM-SHA384 DHE-RSA-AES256-SHA256 DHE-RSA-AES256-SHA
AES256-GCM-SHA384 AES256-SHA256 AES256-SHA DHE-RSA-AES128-GCM-SHA256 DHE-RSA-
AES128-SHA256 DHE-RSA-AES128-SHA AES128-GCM-SHA256 AES128-SHA256 AES128-SHA RC4-
SHA RC4-MD5 EDH-RSA-DES-CBC3-SHA DES-CBC3-SHA EDH-RSA-DES-CBC-SHA DES-CBC-SHA

ssl-allowed-versions sslv3 tlsvl.0 tlsvl.l tlsvl.2

forward-proxy enable

unset client-certificate-verify

set
set

forward-proxy-certificate-caching LB CERT RAM CACHING DEFAULT
forward-proxy-local-signing-CA SSLPROXY LOCAL CA

unset forward-proxy-intermediate-ca-group
unset backend-certificate-verify

set
set
set
set
set
next

backend-ssl-sni-forward enable
backend-ssl-customize-ciphers-flag enable
backend-ssl-customized-ciphers test
backend-ssl-allowed-versions sslv3 tlsvl.0 tlsvl.l tlsvl.2
ssl-auto-chain-flag-enable

Step 2: Quote the client SSL profile in virtual server configuration:

config load-balance virtual-server
edit "https vS1"

set
next
end

Example 2:

client-ssl-profile cspl

Create a certificate-caching object and quote it in the client SSL profile

config load-balance certificate-caching
edit "1"

set

max-certificate-cache-size 100M

set max-entries 10000

next

config load-balance client-ssl-profile

edit "test"

set forward-proxy-certificate-caching 1

set forward-proxy-local-signing-CA cal

set forward-proxy-intermediate-ca-group inter group
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set backend-ssl-sni-forward enable
set backend-ssl-customize-ciphers-flag disable
set backend-ssl-customized-ciphers ECDHE-ECDSA-AES256-GCM-SHA384 (when backend-ssl-
customize-ciphers-flag dis enable)
set backend-ssl-customize-ciphers-flag enable/disable
set backend-ssl-ciphers DHE-RSA-AES256-SHA DES-CBC3-SHA
set backend-allow-ssl-versions tlsvl.l tlsvl.2
End

Example 3: Create a client-certificate-verify object and quote it in the client SSL
profile

config load-balance client-sssl-profile
edit "cspl"

set ssl-customize-ciphers-flag disable

set ssl-ciphers DHE-RSA-AES256-GCM-SHA384 DHE-RSA-AES256-SHA256 DHE-RSA-AES256-SHA
AES256-GCM-SHA384 AES256-SHA256 AES256-SHA DHE-RSA-AES128-GCM-SHA256 DHE-RSA-
AES128-SHA256 DHE-RSA-AES128-SHA AES128-GCM-SHA256 AES128-SHA256 AES128-SHA RC4-
SHA RC4-MD5 EDH-RSA-DES-CBC3-SHA DES-CBC3-SHA EDH-RSA-DES-CBC-SHA DES-CBC-SHA

set ssl-allowed-versions sslv3 tlsvl.0 tlsvl.l tlsvl.2 set forward-proxy enable

unset client-certificate-verify

set forward-proxy-certificate-caching LB CERT RAM CACHING DEFAULT set forward-proxy-
local-signing-CA SSLPROXY LOCAL CA o a

unset forward-proxy-intermediate-ca-group

set client-certificate-verify verify

set client-certificate-verify-option required

set ssl-session-cache-flag enable

set use-tls-tickets enable

set backend-ssl-sni-forward enable

set backend-ssl-customize-ciphers-flag enable

set backend-ssl-customized-ciphers test

set backend-ssl-allowed-versions sslv3 tlsvl.0 tlsvl.l tlsvl.2

set ssl-auto-chain-flag-enable
next

config load-balance clone-pool

Use this command to create a new clone-pool, and to configure clone pool members inside it.

Syntax

config load-balance clone-pool
edit <name>
config pool member
edit <name>
set mode <mirror-dst-mac-update/mirror-interface/mirror-ip-update/mirror=src-dst-
mac-update/mirror-src-mac-update>
set destination-interface <port>
set destination-mac <XX:XX:!XX:!XX:XX:XX>
next
end
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Clone Pool

name Specify a unique clone pool name

Pool Member

name Specify a unique pool member name.

Note: A pool member is a clone server. So this name is essentially the
name you give to the clone server.

interface Select the interface (port) FortiADC uses to send out packets to the clone
server.
mode The headers of duplicated packets need to be updated when sent to

monitor servers. There are several modes in which this occurs. Select one
of the following:

Example

Mirror Interface—This mode does not change the packet header at all.
It is most commonly used; with it, the monitor does not look at the
content of the packet, neither does it receive the payload, it merely
looks at how much data is being passed, and counts the bytes of the
data. The original Layer 2 Destination Address (DA) or Source
Address (SA) and Layer 3 IP Addresses are left intact. In this mode
the FortiADC simply sends the packets "as is" out from the specified
interface.

Mirror Destination MAC Address Update—This mode uses Layer 2
forwarding. With the incoming packet, the ADC replaces the
destination MAC address with the specified destination MAC address.
Itis preferred when connecting the ADC to end devices like the IDS.
Mirror Source MAC Update—This mode replaces the source MAC
address in the incoming packet with the specified MAC address on the
FortiADC device. This option is recommended where not changing the
source MAC address could cause a loop.

Mirror Source Destination MAC Update—This mode replaces both the
source and destination MAC addresses at Layer 2, but does not
change the Layer-3 IP addressing information.

Mirror IP Update—This mode replaces the incoming packet’s IP
address with the specified |IP address and then forwards the
duplicated packet to those servers. This mode may also change the
Layer 4 source and destination ports. If the virtual server portisn't set
to wildcard port 0 while the port IS specified, the Layer 4 destination
port on the duplicated packets will be changed to the specified value.
This option is recommended for scenarios in which monitor servers
are not directly connected to the ACOS device.

FortiADC-VM (root) # config load-balance clone-pool

FortiADC-VM (clone-pool) # edit 1
FortiADC-VM (1) # config pool member
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config load-balance

FortiADC-VM (pool member) # edit name
FortiADC-VM (name) # set
FortiADC-VM (name) # set mode mirror-dst-mac-update

FortiADC-VM (name) # get

mode : mirror-dst-mac-update
destination-interface :
destination-mac : 00:00:00:00:00:00

next
end

config load-balance compression

Use this command to configure compression options.
The following content types can be compressed:

« application/javascript
« application/soap+xml
 application/x-javascript
 application/xml

» text/css

o text/html

« text/javascript

o text/plain

o text/xml

Not all HTTP responses should be compressed. Compression offers the greatest performance improvements when
applied to URLs whose media types compress well, such as repetitive text such as tagged HTML, and scripts such as
JavaScript. Files that already contain efficient compression such as GIF images usually should not be compressed, as
the CPU usage and time spent compressing them will result in an increased delay rather than network throughput
improvement. Plain text files where no words are repeated, such as configurations with unique URLs or IPs, also may
not be appropriate for compression.

Before you begin:

« You must have a good understanding of HTTP compression and knowledge of the content types served from the
backend real servers.
» You must have read-write permission for load balancing settings.

Compression is not enabled by default. After you have configured a compression rule, you can select it in the profile
configuration. To enable compression, select the profile when you configure the virtual server.

Syntax

config load-balance compression
edit <name>
set cpu-limit <integer>
set max-cpu-usage <integer>
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config load-balance

set min-content-length <integer>
set uri-list-type {include | exclude>

config uri list
edit <No.>

set uri <string>

next
end

config content types

edit <No.>

set content-type {application/javascript | application/soap+xml | application/x-—

javascript | application/xml | text/css | text/html | text/javascript

text/plain | text/xml}

next
end
next
end

cpu-limit
max-cpu-usage
min-content-length
uri-list-type

config uri_list

Enable/disable application of a CPU limit.
Maximum CPU usage for compression operations. The default is 80.
Do not compress files smaller than this size. The defaultis 1024 bytes.

Specify whether to include or exclude items in the list from compression.

uri Specify URIs to build a list or sites to include/exclude from compression. You can use
regular expressions.

config content_type

content-type .

Example

FortiADC-VM (compression)
FortiADC-VM (compression)

application/javascript
application/soap+xml
application/x-javascript
application/xml
text/css

text/ntml

text/javascript
text/plain

text/xml

# config load-balance compression
# edit lb-compression

Add new entry 'lb-compression' for node 1627

FortiADC-VM (lb-compression) # get

min-content-length : 1024

cpu-limit enable
max-cpu-usage : 380

uri-list-type exclude

FortiADC-VM (lb-compression) # set max-cpu-usage 50
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config load-balance

FortiADC-VM (lb-compression) # end

config load-balance connection-pool

Use this command to configure connection pool settings.

A connection pool enables Layer 7 load balancing virtual servers to “reuse” existing TCP connections. Using a
connection pool can reduce the impact of TCP overhead on web server and application performance.

Before you begin:
» You must have read-write permission for load balancing feature settings.
After you have created a connection pool configuration, you can specify it in a virtual server configuration.

Note: The feature is not supported for profiles with the Source Address option enabled.

Syntax

config load-balance connection-pool
edit <name>
set age <integer>
set reuse <integer>
set size <integer>
set timeout <integer>

next
end

age Maximum duration of a connection in seconds. The recommended value is 3000.

reuse Maximum number of times that the virtual server can reuse the connection. The recommended
value is 2000.

size Maximum number of connections in the connection pool. The recommended value is 0, which
specifies that there is no limit on the connection size.

timeout Maximum number of seconds a connection can be idle before the system deletes it. The

recommended value is 30.

Predefined connection-pool

config load-balance connection-pool
edit "LB CONNECTION POOL DEFAULT"
set size 10000
set age 86400
set reuse 10000
set timeout 50
next
end
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Example

FortiADC-VM # config load-balance connection-pool

FortiADC-VM (connection-pool) # edit lb-connection-pool
Add new entry 'lb-connection-pool' for node 1698

FortiADC-VM (lb-connec~i) # get
size : 10000
age : 86400
reuse : 10000
timeout : 50
FortiADC-VM (lb-connec~1)
FortiADC-VM (lb-connec~1i)
FortiADC-VM (lb-connec~i)
FortiADC-VM ( )

set age 3000
set reuse 2000
set size O

set timeout 30

Egeny

lb-connec~i

FortiADC-VM (lb-connec~i) # get
size : 0

age : 3000

reuse : 2000

timeout : 30

FortiADC-VM (example-connec~1i) # end

config load-balance content-rewriting

Use this command to configure content rewriting rules.
You might rewrite the HTTP headers for various reasons, including the following:

o Redirect HTTP to HTTPS—You can use the content rewriting feature to send redirects when the requested
resource requires a secure connection. For example, create a rule that matches requests to
http://example.com/resource with an action to send a redirect that has the secure URL in the Location
header: https://example.com/resource

« External-to-internal URL translation—It is standard for web servers to have external and internal domain names.
You can use content-based routing to forward HTTP requests to example.com to a server pool that includes
serverl.example.com, server2.example.com, and server3.example.com. When you use content routing like this,
you should also rewrite the Location header in the HTTP response so that the client receives HTTP with
example.com in the header and not the internal domain server1.example.com. Create a rule that matches the
regular expression server. *\ .example\ . comin the Location header of the HTTP response with an action to
rewrite the Location header with the public URL http://example.comn.

o Other security reasons—Another use case for external-to-internal URL translation involves masking pathnames
that give attackers information about your web applications. For example, the unmasked URL for a blog might be
http://www.example.com/wordpress/?feed=rss2, which exposes that the blog is a wordpress application. In this
case, you want to publish an external URL that does not have clues of the underlying technology. For example, in
your web pages, you create links to http://www.example.com/blog. On FortiADC, you create a rule that matches
requests to http://www.example.com/resource2 with an action to rewrite the URL to the internal URL
http://www.example.com/wordpress/?feed=rss2. Forthe return traffic, you create another rule that
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matches http://www.example.com/wordpress/?feed=rss2 inthe Location header of the HTTP response
with an action to rewrite it with the public URL http://www.example.com/blog.

Table 7 summarizes the HTTP header fields that can be rewritten.

HTTP header rewriting

Direction HTTP Header

HTTP Request Host
Referer

HTTP Redirect Location

HTTP Response Location

The first line of an HTTP request includes the HTTP method, relative URL, and HTTP version. The next lines are
headers that communicate additional information. The following example shows the HTTP request for the URL
http://www.example.com/index.html:

GET /index.html HTTP/1.1
Host: www.example.com
Referer: http://www.google.com

The following is an example of an HTTP redirect including the HTTP Location header:

HTTP/1.1 302 Found
Location: http://www.iana.org/domains/example/

You can use literal strings or regular expressions to match traffic to rules. To match a request URL such as
http://www.example.com/index, you create two match conditions: one for the Host header www . example . comand
another for the relative URL thatis in the GET line: /index.html.

For HTTP redirect rules, you can specify the rewritten location as a literal string or as a regular expression. For all other
types or rules, you must specify the complete URL as a literal string.

Before you begin:

¢ You must have a good understanding of HTTP header fields.

« You must have a good understanding of Perl-compatible regular expressions (PCRE) if you want to use them in rule
matching or rewriting.

* You must have read-write permission for load balancing settings.

After you have configured a content rewriting rule, you can select it in the virtual server configuration.

Note: You can select multiple content rewriting rules in the virtual server configuration. Rules you add to that
configuration are consulted from top to bottom. The first to match is applied. If the traffic does not match any of the
content rewriting rule conditions, the header is not rewritten.

Syntax

config load-balance content-rewriting
edit <name>
set action-type {request|response>
set action {add http header | delete http header | redirect | rewrite http header |
rewrite_hfzp_ldaation | send—4d§—fofﬁidden} B B
set header-name [string/regular express]
set header-value [string/regular express]
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config load-balance

set redirect <string>

set host-status {enable|disable}
set host <string>

set referer-status {enable]|disable}
set referer <string>

set url-status {enable]|disable}

set url <string>

set location <string>

set comments <string>
config match-condition

edit <No.>

set content <string>

set object {http-host-header | http-location-header | http-referer-header | http-

request-url | ip-source-address}
set reverse {enable|disable}
set type {string | regular-expression}
set ignore-case {enable | disable}

next
end
next
end

action-type

action

header-name

header-value

redirect

host-status

host

Specify whether to rewrite the HTTP request or HTTP response.

If you configure a rule based on the HTTP request, you can specify the following actions:
e add_http_header
e delete_http_header
e rewrite_http_header
¢ redirect
¢ send-403-forbidden

If you configure a rule based on the HTTP response, you can specify the following action:
e rewrite_http_location

Creates a new header or deletes an existing header with the header name.
Use this command only if action is set to add_http_header or delete_http_header.

Creates a new header or deletes an existing header with the header value.
Use this command only if action is set to add_http_header or delete_http_header.

Sends a redirect with the URL you specify in the HTTP Location header field.

For Redirect rules, specify an absolute URL. For example:
https://example.com/content/index.html

Use this command only if action is set to redirect.
Note: The rewrite string can be a literal string or a regular expression.

Enable/disable rewriting the Host header by replacing the hostname with the string you
specify.
Use this command only if action is set to rewrite_http_header.

Rewrites the Host header by replacing the hostname with the string you specify. For Host
rules, specify a replacement domain and/or port.

Use this command only if action is set to rewrite_http_header.
Note: The rewrite string is a literal string. Regular expression syntax is not supported.
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referer-status

referer

url-status

url

location

comments

Enable/disable rewriting the Referer header with the URL you specify.
Use this command only if action is set to rewrite_http_header.

Rewrites the Referer header with the URL you specify. For Referer rules, you must specify an
absolute URL.

Note: The rewrite string is a literal string. Regular expression syntax is not supported.

Enable/disable rewriting the Host header by replacing the whole URL with the string you
specify.

Rewrites the request URL and Host header using the string you specify. For URL rules,
specify a URL in one of the following formats:
e Absolute URL— https://example.com/content/index.html
¢ Relative URL — content/index.html
If you specify a relative URL, the host header is not rewritten.
Note: The rewrite string is a literal string. Regular expression syntax is not supported.

For Location rules, specify an absolute URL. For example:
https://example.com/content/index.html

Note: The rewrite string is a literal string. Regular expression syntax is not supported.

Optional administrator note.

config match-condition

content

object

reverse

type

ignore case

Example

Specify the string or regular expression syntax.

Specify content matching conditions based on the following parameters:

* http-host-header

¢ http-location-header

¢ http-referer-header

* http-request-url

¢ ip-source-address
Note: When you add multiple conditions, FortiADC joins them with an AND operator. For
example, if you specify both a HTTP Host Header and HTTP Request URL to match, the rule
is a match only for traffic that meets both conditions.

Rule matches if traffic does not match the expression.

* string
e regular-expression

If the match rule is case sensitive, it will ignore case.

The following example creates a configuration to rewrite a literal string:

FortiADC-VM # config load-balance content-rewriting
FortiADC-VM (content-rewrit~n) # edit c-rewrite-0
Add new entry 'c-rewrite-0' for node 1737

FortiADC-VM (c-rewrite-0) # set action redirect

FortiADC-VM (c-rewrite-0) # set redirect https://example.com/resource
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FortiADC-VM

FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM

FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM

config load-balance

(c-rewrite-0) # set comments http-to-https

c-rewrite-0) # config match-condition
match-condition) # edit 1

) # set type string

) # set object http-host-header

) # set content www.example.com
)

R

(
(
(
(
(
( # next

match-condition) # edit 2

) # set type string

# set object http-request-url
# set content /resource

# end

(
(
(
(
(

NN DN

)
)
)

The following example creates a configuration to rewrite using a regular expression:

FortiADC-VM

FortiADC-VM
FortiADC-VM
FortiADC-VM

FortiADC-VM

FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM

FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM

(content-rewrit~n) # edit c-rewrite-1

(c-rewrite-1) # set action redirect
(c-rewrite-1) # set redirect https://$0/51
(c-rewrite-1) # set comments http-to-https

(c-rewrite-1) # config match-condition

(match-condition) # edit 1

(1) # set type regular-expression
(1) # set object http-host-header
(1) # set content (.*)

(1) # next

match-condition) # edit 2

2) # set type regular-expression
2) # set object http-request-url
2) # set content "~/ (.*)$
2)

(
(
(
(
( # end

config load-balance content-routing

Use this command to configure content routing.

Content routes select the backend server pool based on matches to TCP/IP or HTTP header values.

Layer 7 content route rules are based on matches to the following header values:

e HTTP Host

e HTTP Referer
o HTTP Request URL

« SNI

e Source IP address
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config load-balance

You might want to use Layer 7 content routes to simplify front-end coding of your web pages or to obfuscate the precise
server names from clients. For example, you can publish links to a simple URL named example.com and use content
route rules to direct traffic for requests to example.com to a server pool that includes server1.example.com,
server2.example.com, and server3.example.com.

Layer 4 and Layer 2 content route rules are based on matches to the following header values:

» Source IP address
Note: Layer 4 content rules can be used by both Layer 4 virtual servers and Layer 2 virtual servers.
Before you begin:

» You must have a good understanding of HTTP header fields.

» You must have a good understanding of Perl-compatible regular expressions (PCRE) if you want to use them in rule
matching.

» You must have read-write permission for load balancing settings.
After you have configured a content routing rule, you can select it in the virtual server configuration.

Note: You can select multiple content routing rules in the virtual server configuration. Rules you add to that configuration
are consulted from top to bottom. The first rule to match is applied. If the traffic does not match any of the content routing
rule conditions specified in the virtual server configuration, the system behaves unexpectedly. Therefore, it is important
that you create a “catch all” rule that has no match conditions. In the virtual server configuration, this rule should be
ordered last so it can be used to forward traffic to a default pool.

Syntax

config load-balance content-routing
edit <name>
set type {l4-content-routing | l7-content-routing}
set ip <ip&netmask>
set ip6 <ip&netmask>
set connection-pool inherit {enable|disable}
set connection-pool <datasource>
set load-balance-pool <datasource>
set method-inherit {enable|disable}
set load-balance-method <datasource>
set persistence-inherit {enable|disable}
set load-balance-persistence <datasource>
set comments <string>
set schedule-list enable/disable
set schedule-pool-list <datasource>
config match-condition
edit <No.>
set content <string>
set object {http-host-header | http-referer-header | http-request-url | ip-
source-address | sni}
set reverse {enable|disable}
set type {string | regular-expression}
set ignore case {enable | disable}
next
end
next
end
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config load-balance

type

ip

ip6

connection-pool-inherit

connection-pool
load-balance-pool
method-inherit
load-balance-method

persistence-inherit

load-balance-persistence

comments
schedule-1list

schedule-pool-list

config match-condition

content

object

TRVEIEEE

type

ignore case

Example

l4-content-routing
I7-content-routing

Address/mask notation to match the source IP address in the packet header.
Address/mask notation to match the source IP address in the packet header.

Enable to use the connection pool configuration object specified in the virtual
server configuration.

If not using inheritance, specify the connection pool.

Specify a real server pool.

Enable (default) to use the method specified in the virtual server configuration.
If not using inheritance, select a load balancing method type.

Enable (default) to use the persistence object specified in the virtual server
configuration.

If not using inheritance, select a session persistence type.
Optional administrator note.
Enable/disable schedule pool list.

Specify the schedule-pool.

Specify the string or regular expression syntax.

Specify content matching conditions based on the following parameters:

¢ http-host-header

e http-referrer-header

 http-request-url

e sni

¢ ip-source-address
Note: When you add multiple conditions, FortiADC joins them with an AND
operator. For example, if you specify both a HTTP Host Header and HTTP Request
URL to match, the rule is a match only for traffic that meets both conditions.

Rule matches if traffic does not match the expression.

e string
¢ regular-expression

If the match case is case sensitive, it will ignore case.

FortiADC-VM # config load-balance content-routing

FortiADC-VM (content-routing) # edit example.com

Add new entry 'example.com'

FortiADC-VM (example.com)
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config load-balance

type : l7-content-routing
persistence-inherit : enable
load-balance-persistence:
method-inherit : enable
load-balance-method
connection-pool
connection-pool-inherit: disable
load-balance-pool

comments : comments

FortiADC-VM (example.com
FortiADC-VM (example.com

( ) set persistence-inherit enable

( )
FortiADC-VM (example.com)

( )

(

set method-inherit enable
set load-balance-pool example-pool
set comments external-to-internal-name-map

He o o W

FortiADC-VM (example.com
FortiADC-VM (example.com) # config match-condition
FortiADC-VM (match-condition) # edit 1

Add new entry 'l' for node 1768

FortiADC-VM (1) # get
object : http-host-header
type : regular-expression
content : match

reverse : disable

FortiADC-VM
FortiADC-VM
FortiADC-VM
FortiADC-VM

set type string

set content http://example.com
set object http-request-url
end

[
HoH W e

FortiADC-VM (example.com) # get
type : l7-content-routing
persistence-inherit : enable
method-inherit : enable
connection-pool
connection-pool-inherit: disable

load-balance-pool : example-pool
== [ 1]
comments : external-to-internal-name-map

FortiADC-VM (example.com) # show
config load-balance content-routing
edit "example.com"

set persistence-inherit enable

set method-inherit enable

set load-balance-pool example-pool
config match-condition

edit 1

set object http-request-url

set type string

set content http://example.com

next

end

set comments external-to-internal-name-map
next

end

FortiADC-VM (example.com) # end
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config load-balance error-page

Deprecated. You must use the web Ul to upload an error page and create an error page configuration object.

config load-balance geoip-list

Use this command to configure the Geo IP address block list.

The FortiGuard Geo IP service provides a database that maps IP addresses to countries, satellite providers, and
anonymous proxies. The database is updated periodically.

The Geo IP block list is a policy that takes the action you specify when the virtual server receives requests from IP
addresses in the blocked country’s IP address space.

For Layer 4 virtual servers, FortiADC blocks access when the first TCP SYN packet arrives. For Layer 7 virtual servers,

FortiADC blocks access after the handshake, allowing it to redirect the traffic if you have configured it to do so.

Basic Steps

1. Configure the connection to FortiGuard so the system can receive periodic Geo |IP Database updates.

2. Create rules to block traffic from locations.

3. Maintain a allowlist to allow traffic from specified subnets even if they belong to the address space blocked by the
Geo IP block list.

4. Selectthe Geo IP block list and allowlist in the profiles you associate with virtual servers.

Before you begin:

« You must have read-write permission for load balancing settings.

Syntax

config load-balance geoip-list

end

edit <name>

set action {deny | pass | redirect | send-403-forbidden}
set log {enablel|disable}
set severity {high | low | medium}
set status {enable|disable}
config geoip-member
edit <No.>
set region-list <country-code>
next

next
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action e Pass

* Deny

¢ Redirect (you can specify a redirect URL in the virtual server configuration)
Send 403 Forbidden
Note: Layer 4 and TCPS virtual servers do not support Redirect or Send 403 Forbidden. If you
apply a configuration that uses these options to a Layer 4 or TCPS virtual server, FortiADC logs
the action as Redirect or Send 403 Forbidden, but in fact denies the traffic.

log Enable/disable logging.

severity The severity to apply to the event. Severity is useful when you filter and sort logs:
* low
* medium
* high

status Enable/disable the list.

config geoip-member

region-list Specify a geolocation object. Type ? to see alist. The listincludes countries as well as
selections for anonymous proxies and satellite providers.

Example

FortiADC-VM # config load-balance geoip-list

FortiADC-VM (geoip-list) # edit demo
Add new entry 'demo' for node 2883

FortiADC-VM (demo) # get
log : disable

action : deny

severity : low

status : enable

FortiADC-VM (demo) # set log enable
FortiADC-VM (demo) # set severity high

FortiADC-VM (demo) # config geoip-member
FortiADC-VM (geoip-member) # edit 1
Add new entry 'l' for node 2888

FortiADC-VM (1) # set region-list ?
77 Reserved

Al Anonymous Proxy

A2 Satellite Provider
01 Other Country

AD Andorra

AE United Arab Emirates
AF Afghanistan

AG Antigua and Barbuda
AT Anguilla

AL Albania

AM Armenia
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AN Netherlands Antilles
AO Angola

AP Asia/Pacific Region
AQ Antarctica

AR Argentina

AS American Samoa

AT Austria

AU Australia

AW Aruba

AX Aland Islands

AZ Azerbaijan

BA Bosnia and Herzegovina
BB Barbados

BD Bangladesh

BE Belgium

BF Burkina Faso

BG Bulgaria

BH Bahrain

BI Burundi

BJ Benin

BL Saint Bartelemey

BM Bermuda

BN Brunei Darussalam
BO Bolivia

BQ Bonaire, Saint Eustatius and Saba
BR Brazil

BS Bahamas

BT Bhutan

BV Bouvet Island

BW Botswana

BY Belarus

BZ Belize

CA Canada

CC Cocos (Keeling) Islands
CD Congo, The Democratic Republic of the
CF Central African Republic
CG Congo

CH Switzerland

CI Cote d'Ivoire

CK Cook Islands

CL Chile

CM Cameroon

CN China

CO Colombia

CR Costa Rica

CU Cuba

CV Cape Verde

CW Curacao

CX Christmas Island

CY Cyprus

CZ Czech Republic

DE Germany

DJ Djibouti

DK Denmark

DM Dominica

DO Dominican Republic
DZ Algeria
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EC
EE
EG
EH
ER
ES
ET
EU
FI
FJ
FK
FM
FO
FR
GA
GB
GD
GE
GF
GG
GH
GI
GL
GM
GN
GP
GQ
GR
GS
GT
GU
GW
GY
HK
HM
HN
HR
HT
HU
ID
IE
IL
IM
IN
I0
IQ
IR
IS
IT
JE
JM
Jo
JP
KE
KG
KH
KI

Ecuador

Estonia

Egypt

Western Sahara

Eritrea

Spain

Ethiopia

Europe

Finland

Fiji

Falkland Islands (Malvinas)
Micronesia, Federated States of
Faroe Islands

France

Gabon

United Kingdom

Grenada

Georgia

French Guiana

Guernsey

Ghana

Gibraltar

Greenland

Gambia

Guinea

Guadeloupe

Equatorial Guinea

Greece

South Georgia and the South Sandwich
Guatemala

Guam

Guinea-Bissau

Guyana

Hong Kong

Heard Island and McDonald Islands
Honduras

Croatia

Haiti

Hungary

Indonesia

Ireland

Israel

Isle of Man

India

British Indian Ocean Territory
Irag

Iran, Islamic Republic of
Iceland

Italy

Jersey

Jamaica

Jordan

Japan

Kenya

Kyrgyzstan

Cambodia

Kiribati
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KM
KN
KP
KR
KW
KY
KZ
LA
LB
LC
LI
LK
LR
LS
LT
LU
Lv
LY
MA
MC
MD
ME
MF
MG
MH
MK
ML
MM
MN
MO
MP
MQ
MR
MS
MT
MU
MV
MW
MX
MY
MZ
NA
NC
NE
NF
NG
NI
NL
NO
NP
NR
NU
NZ
OM
PA
PE
PF

Comoros

Saint Kitts and Nevis
Korea, Democratic People's Republic of

Korea, Republic of
Kuwait

Cayman Islands
Kazakhstan

Lao People's Democratic Republic

Lebanon

Saint Lucia
Liechtenstein
Sri Lanka
Liberia
Lesotho
Lithuania
Luxembourg
Latvia

Libyan Arab Jamahiriya

Morocco
Monaco

Moldova, Republic of

Montenegro

Saint Martin
Madagascar
Marshall Islands
Macedonia

Mali

Myanmar
Mongolia

Macao

Northern Mariana Islands

Martinique
Mauritania
Montserrat
Malta
Mauritius
Maldives
Malawi

Mexico
Malaysia
Mozambique
Namibia

New Caledonia
Niger

Norfolk Island
Nigeria
Nicaragua
Netherlands
Norway

Nepal

Nauru

Niue

New Zealand
Oman

Panama

Peru

French Polynesia
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PG
PH
PK
PL
PM
PN
PR
PS
PT
PW
PY
QA
RE
RO
RS
RU
RW
SA
SB
SC
SD
SE
SG
SH
ST
SJ
SK
SL
SM
SN
SO
SR
SS
ST
SV
SX
SY
SZ
TC
TD
TF
TG
TH
TJ
TK
TL
™
TN
TO
TR
TT
vV
W
TZ
UA
UG
UM

Papua New Guinea
Philippines

Pakistan

Poland

Saint Pierre and Miquelon
Pitcairn

Puerto Rico
Palestinian Territory
Portugal

Palau

Paraguay

Qatar

Reunion

Romania

Serbia

Russian Federation
Rwanda

Saudi Arabia

Solomon Islands
Seychelles

Sudan

Sweden

Singapore

Saint Helena

Slovenia

Svalbard and Jan Mayen
Slovakia

Sierra Leone

San Marino

Senegal

Somalia

Suriname

South Sudan

Sao Tome and Principe
El Salvador

Sint Maarten

Syrian Arab Republic
Swaziland

Turks and Caicos Islands
Chad

French Southern Territories
Togo

Thailand

Tajikistan

Tokelau

Timor-Leste
Turkmenistan

Tunisia

Tonga

Turkey

Trinidad and Tobago
Tuvalu

Taiwan

Tanzania, United Republic of
Ukraine

Uganda

United States Minor Outlying Islands
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US United States

UY Uruguay

UZ Uzbekistan

VA Holy See (Vatican City State)
VC Saint Vincent and the Grenadines
VE Venezuela

VG Virgin Islands, British
VI Virgin Islands, U.S.
VN Vietnam

VU Vanuatu

WEF Wallis and Futuna

WS Samoa

XK Kosovo

YE Yemen

YT Mayotte

ZA South Africa

ZM Zambia

ZW Zimbabwe

CN1l1l China,Beijing

CN12 China,Tianjin

CN13 China, Hebei

CN14 China, Shanxi (Taiyuan)
CN15 China,Neimenggu
CN21 China,Liaoning
CN22 China,Jilin

CN23 China,Heilongjiang
CN31 China, Shanghai
CN32 China,Jiangsu

CN33 China, Zhejiang
CN34 China,Anhui

CN35 China,Fujian

CN36 China,Jiangxi

CN37 China, Shandong
CN41 China, Henan

CN42 China,Hubei

CN43 China,Hunan

CN44 China,Guangdong
CN45 China, Guangxi

CN46 China,Hainan

CN50 China,Chongging
CN51 China, Sichuan

CN52 China, Guizhou

CN53 China, Yunnan

CN54 China,Xizang

CN61 China, Shaanxi (Xian)
CN62 China,Gansu

CN63 China,Qinghai

CN64 China,Ningxia

CN65 China,Xinjiang

FortiADC-VM (1) # set region-list FM
FortiADC-VM (1) # get
region-list : FM

FortiADC-VM (1) # end

FortiADC-VM (demo) # get
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log : enable
action : deny
severity : high
status : enable
== [ 1]

FortiADC-VM (demo) # end

config load-balance http2-profile

This command is used by HTTP or HTTPS profiles. You must enable the HTTP/2 gateway function to use this profile.

Profile Description
LB HTTP2_PROFILE_DEFAULT Set max-concurrent-stream 5, max-receive-window 65535, max-frame-size
16384, header-table-size 4096, max-header-list-size 65536, ssl-constraint
enabled.
Syntax

config load-balance http2-profile
edit <profile name>

set priority-mode best-effort
set upgrade-mode upgradeable
set max-concurrent-stream <integer>
set max-receive-window <integer>
set max-frame-size <integer>
set header-table-size <integer>
set max-header-list-size <integer>
set ssl-constraint disable/enable

Parameter Description

header-table-size The size of header table for HPACK.
max-concurrent-stream The maximum number of concurrent streams.
max-frame-size The maximum size of a frame.

max-header-list-size The maximum size of the header list.

max-receive-window The maximum size of the receive window.
priority-mode The priority of stream mode.
ssl-constraint The SSL constraint check.
upgrade-mode The protocol upgrade to HTTP/2 mode.
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Example:

config load-balance http2-profile

edit "http2"
set priority-mode best-effort
set upgrade-mode upgradeable
set max-concurrent-stream 5
set max-receive-window 32767
set max-frame-size 16384
set header-table-size 4096
set max-header-list-size 65536
set ssl-constraint disable
next

end

config load-balance ippool

Use this command to configure a NAT IP address range pool to be used in a Layer 4 virtual server deployment

In a Layer 4 virtual server configuration, you select a “packet forwarding method” that includes the following network
address translation (NAT) options:

Direct Routing—Does not rewrite source or destination IP addresses.

DNAT—Rewrites the destination IP address for packets before it forwards them.

Full NAT—Rewrites both the source and destination IP addresses. Use for standard NAT, when client and server IP
addresses are all IPv4 or all IPv6.

NAT46—Rewrites both the source and destination IP addresses. Use for NAT 46, when client IP addresses are
IPv4 and server IP addresses are |IPv6.

NAT64—Rewrites both the source and destination IP addresses. Use for NAT 64, when client IP addresses are
IPv6 and server IP addresses are |IPv4.

In a Layer 7 virtual server configuration, you do not select a packet forwarding option. Layer 7 virtual servers use NAT46
and NAT64 to support those traffic flows, but they do not use the Source Pool configuration.

See the FortiADC Handbook for example usage.

Before you begin:

You must have a good understanding of NAT. You must know the address ranges your network has provisioned for
NAT.

Be sure to configure the backend servers to use the FortiADC address as the default gateway so that server
responses are also rewritten by the NAT module.

You must have read-write permission for load balancing settings.

After you have configured a source pool IP address range configuration object, you can select it in the virtual server
configuration. You can assign a virtual server multiple source pools (with the same or different source pool interface
associated with it).
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Syntax

config load-balance ippool

edit <No.>

set interface <datasource>
set addr-type {ipvé4|ipv6}
set ip-min <class ip>

set ip-max <class ip>

config node-member

edit <name>

set
set
set
set
set
next
end
next
end

interface

addr-type
ip-min

ip-max

ha-node <integer>
interface <datasource>
addr-type {ipvé4|ipv6}
ip-min <class_ip>
ip-max <class_ip>

Interface to receive responses from the backend server. The interface used for the initial
client traffic is determined by the virtual server configuration.

IPv4 or IPv6
The first address in the address pool.

The last address in the address pool.

config node-member

<name>

ha-node

interface

addr-type
ip-min

ip-max

Create a node member list to be used in an HA active-active deployment when the node
interfaces have multiple IP addresses.

Name is a configuration name. Valid characters are 2-z, a-z, 0-9, , and -. No spaces. You
reference this name in the virtual server configuration.

Note: After you initially save the configuration, you cannot edit the name.
Specify the HA cluster node ID.

Interface to receive responses from the backend server. The interface used for the initial
client traffic is determined by the virtual server configuration.

IPv4 or IPv6
The first address in the address pool.

The last address in the address pool.
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config load-balance 12-exception-list

Use this command to configure an exception list for SSL forward proxy decryption. You can leverage FortiGuard web
filter categories, and you can configure a list of additional destinations.

Before you begin:

» You must have created a web-filter-profile configuration if you want to specify it in the exception list.
» You must have hostname or IP address details on additional destinations you want to exclude from SSL decryption.
« You must have read-write permission for load balancing settings.

After you have configured an exception list, you can specify it in the virtual server configuration.

Syntax

config load-balance 1l2-exception-list

edit <name>

set description <string>

set web-filter-profile <datasource>

config member
edit <No.>

set type {host|ip}
set host-pattern <string>
set ip-netmask <ipé&netmask>

next
end
next
end

description

web-filter-profile

config member

type

host-pattern

ip-network

Example

A string to describe the purpose of the configuration, to help you and other administrators
more easily identify its use. Put phrases in quotes. For example: “Customer ABC”.

Specify a web filter profile.

How you want to define the exception:
e host

. |p
Specify a wildcard pattern, such as * .example. com.

Specify the IP address and CIDR-formatted subnet mask, separated by a forward slash,
such as 192.0.2.0/24. Dotted quad formatted subnet masks are not accepted.

IPv6 addresses are not supported.

FortiADC-docs # config load-balance 1l2-exception-list
FortiADC-docs (l2-exception-1l~s) # edit financial

Add new entry 'financial' for node 3880

FortiADC-docs (financial) # set description "financial websites"
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FortiADC-docs (financial) # config member

FortiADC-docs (member) # edit 1

Add new entry 'l' for node 3883

FortiADC-docs (1) # set type host

FortiADC-docs (1) # set host-pattern *.bankofamerica.com
FortiADC-docs (1) # next

FortiADC-docs (member) # edit 2

Add new entry '2
FortiADC-docs (2) # set type host

FortiADC-docs (2) # set host-pattern *.schwab.com
FortiADC-docs (2) # end

FortiADC-docs (financial) # end

config load-balance method

Use this command to add method configuration objects.

The system includes predefined configuration objects for all supported load balancing methods, and there is no need to
create additional configuration objects. You may choose to do so, however, for various reasons, for example, to use a
naming convention that makes the purpose of the configuration clear to other administrators.

Table 8 describes the predefined methods.

Predefined methods

Predefined Description

LB_METHOD_ROUND_ROBIN Selects the next server in the series: server 1, then server 2, then server
3, and so on.

LB _METHOD LEAST CONNECTION Selects the server with the least connections.
LB_METHOD_FASTEST_RESPONSE Selects the server with the fastest response to health check tests.

LB_METHOD_URI Selects the server based on a hash of the URI found in the HTTP header,
excluding hostname.

LB_ METHOD_FULL_URI Selects the server based on a hash of the full URI string found in the
HTTP header. The full URI string includes the hostname and path.

LB_METHOD_HOST Selects the server based on a hash of the hostname in the HTTP Request
header Host field.

LB_METHOD_HOST_DOMAIN Selects the server based on a hash of the domain name in the HTTP
Request header Host field.

LB METHOD DEST_IP_HASH Selects the next hop based on a hash of the destination IP address. This

method can be used with the Layer 2 virtual server.

Before you begin:

« You must have read-write permission for load balancing settings.
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Syntax

config load-balance method
edit <name>

set type {dest-ip-hash | fastest-response | full-uri-hash

hash | least-connection | round-robin | uri-hash}
next
end
type Specify the method.

config load-balance pagespeed

Use this command to set which kind of HTTP requests will be handled by PageSpeed and how to accelerate.

Syntax

config load-balance pagespeed
edit <name>
set file-cache-inode-limit <1-100000>
set file-cache-size-limit <1-512>
set profile <datasource>

config page-control
edit <id>
set type include/exclude
set uri-pattern <uri regex>
next
end

config resource-control
edit <id>
set fetch-domain <string>
set origin-domain-pattern <regex string>
set rewrite-domain <string>

next
end

end

Parameter Description

file-cache-inode- The maximum file cache inode.

limit

file-cache-size- The maximum file cache size (1M ~512M).
limit

profile The name of the PageSpeed profile.
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config page-control
Type The include/exclude type.

full-uri-pattern The full URI regex, such as http(s)://*example.com/*/htmls/*.html.
Note: Wildcards include * which matches any 0 or more characters, and ?, which
matches exactly one character. Unlike Unix shells, the / directory separator is not
special, and can be matched by either * or ?. The resources are always expanded into
their absolute form before expanding.

Config resource-control

origin-domain- The origin domain regex, such as (http(s)://)*.example.com.
pattern

fetch-domain The fetch domain string, such as http://www.example.com.
rewrite-domain The rewrite domain string, such as http://www.example.com.

Note: In the HTTP response body, the HTML sometimes links with certain resource
URL. If the resource contain a domain name, FortiADC will perform the activity
according to the fetch-domain setting or the rewrite-domain setting.

Example:

config load-balance pagespeed
edit "all"
set profile all
set file-cache-inode-1limit 10000
set file-cache-size-limit 128
config page-control
edit 1
set type include
set uri-pattern *

next
end
config resource-control
end
next
end

config load-balance pagespeed-profile

Use this command to specify the resources that will be handled by PageSpeed.

Syntax

config load-balance pagespeed-profile
edit <name>
set html enable/disable
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set css enable/disable
set image enable/disable
set combine-css enable/disable

set max-combine-css-byte <1-10240>
set jpeg-sampling enable/disable
set resize-image enable/disable

set move-css-to-head enable/disable

next
end

Parameter

html
move-css—to-head
css

combine-css

max-combine-css-byte
Image

jpeg-sampling

resize-image

Example:

Description

Enable/disable HTML optimizer.

Moves CSS elements above the script tags.
Enable/disable CSS optimizer.

Combines multiple CSS elements into one.

The maximum number of combined CSS bytes.

Reduces the color sampling of .jpeg images to 4:2:0.

Resizes images when the corresponding img tag specifies a smaller width and height.

config load-balance pagespeed-profile

edit "all"
set html enable
set css enable
set image enable

set combine-css enable

set max-combine-css-byte 4096
set jpeg-sampling disable

set resize-image enable

set move-css-to-head enable

next
end

config load-balance persistence

Use this command to configure persistence rules.

Persistence rules identify traffic that should not be load balanced, but instead forwarded to the same backend server that
has seen requests from that source before. Typically, you configure persistence rules to support server transactions that

depend on an established client-server session, like e-commerce transactions or SIP voice calls.

The system maintains persistence session tables to map client traffic to backend servers based on the session attribute

specified by the persistence rule.
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The persistence table is evaluated before load balancing rules. If the packets received by the ADC match an entry in the
persistence session table, the packets are forwarded to the server that established the connection, and load balancing
rules are not applicable.

Most persistence rule types have a timeout. When the time that has elapsed since the system last received a request
from the client IP address is greater than the timeout, the system does not use the mapping table to forward the request.
Instead, it again selects the server using the method specified in the virtual server configuration. Hash-based rule types
have a timeout built into the hash algorithm. For other types, you can specify the timeout.

Table 9 describes the predefined persistence rules. You can get started with these commonly used persistence methods
or create custom objects.

Predefined persistence rules

Predefined Description

LB_PERSIS_SIP Persistence based on source IP address or subnet.

LB_PERSIS_CONSISTENT_SIP Persistence based on a hash of source IP address.

LB_PERSIS_HASH_SRC _ Persistence based on a hash that includes source IP address and port.

ADDR_PORT

LB_PERSIS_HASH_COOKIE Persistence based on a hash of a session cookie provided by the backend
server.

LB_PERSIS_RDP_COOKIE Persistence based on RDP cookie sent by RDP clients in the initial connection
request.

LB_PERSIS_SSL_SESS ID Persistence based on the SSL session ID.

LB_PERSIS_SIP_CALL_ID Persistence based on the SIP call ID.

Before you begin:

» You must have a good understanding and knowledge of the applications that require persistent sessions and the
methods that can be used to identify application sessions.

¢ You must have read-write permission for load balancing settings.

After you have configured a persistence rule, you can select it in the virtual server configuration.

Syntax

config load-balance persistence
edit <name>
set type {consistent-hash-ip | embedded-cookie | hash-cookie | hash-http-header |

hash-http-request | hash-source-address-port | insert-cookie | persistent-cookie
| radius-attribute | rdp-cookie | rewrite-cookie | source-address | ssl-session-
id}

set timeout <integer>
set keyword <string>
set match-across-servers {enable|disable}
set ipv4-maskbits <integer>
set ipvé6-maskbits <integer>
set override-connection-limit {enable|disable}
set radius-attribute-relation {AND|OR}
config radius-attribute
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edit <No.>

set type {l-user-name | 4-nas-ip-address | 5-nas-port | 6-service-type | 7-

framed-protocol | 8-framed-ip-address | 9-framed-ip-netmask | 12-framed-
mtu | 13-framed-compression | 14-login-ip-host | 19-callback-number | 24-
state | 26-vendor-specific | 30-called-station-id | 31l-calling-station-id

| 32-nas-identifier | 33-proxy-state | 34-login-lat-service | 35-login-

lat-node

| 36-login-lat-group | 60-chap-challenge | 6l-nas-port-type |

62-port-limit | 63-login-lat-port}

set vendor-id <integer>
set vendor-type <integer>

next
end
next
end
type
timeout
keyword
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Specify the persistence type:

consistent-hash-ip: Persistence is based on a hash of the IP address of the client
making an initial request.

embedded-cookie: Persistence is based on the cookie provided in the backend
server response.

hash-cookie: Persistence is based on a hash of the cookie provided by the
backend server.

hash-http-header: Persistence is based on a hash of the specified header value
found in an initial client request.

hash-http-request:

hash-source-address-port: Persistence is based on a hash of the IP address and
port of an initial client request.

insert-cookie: Persistence is based on a cookie inserted by the FortiADC system.
persistent-cookie: Persistence is based on the cookie provided in the backend
server response.

radius-attribute: Persistence is based on a specified RADIUS attribute.
rewrite-cookie: Persistence is based on the cookie provided in the backend server
response, but the system rewrites the cookie.

rdp-cookie: Persistence based on RDP cookie sent by RDP clients in the initial
connection request.

sip-call-id: Persistence is based on SIP call ID.

source-address: Persistence is based on source IP address.

ssl-session-id: Persistence is based on SSL session ID.

After you have specified the type, the CLI commands are constrained to the ones that
are applicable to the specified type, not all of the settings described in this table.

Timeout for an inactive persistence session table entry. The default is 300 seconds.
The valid range is 1-86,400.

When the time that has elapsed since the system last received a request from the client
IP is greater than the timeout, the system does not use the mapping table to forward the
request. Instead, it again selects the server using the method specified in the virtual
server configuration.

A value found in an HTTP header or cookie.
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match-across-servers

ipv4-maskbits

ipv6-maskbits

override-connection-
limit

radius-attribute-
relation

config radius-attribute
type

vendor-id

vendor-type

An option for radius-attribute and source-address persistence methods. Enable so
clients continue to access the same backend server through different virtual servers for
the duration of a session.

Number of bits in a subnet mask to specify a network segment that should following the
persistence rule.

For example, if IPv4 maskbits is set to 24, and the backend server A responds to a
client with the source IP 192.168.1.100, server A also responds to all clients from
subnet 192.168.1.0/24.

Number of bits in a subnet mask to specify a network segment that should following the
persistence rule.

An option for radius-attribute only. Disabled by default.

If the real server connection limit is reached and this option is enabled, the new
connection will neither persist to the new server nor go to another node.

An option for radius-attribute only. The relation when multiple radius attributes are
configured.

AND—AII of the specified radius attributes must be the same in the hash table to be
persistent.

OR—Search the first radius attribute in the hash table for persistence if the first radius
attribute exists. If not, search the following radius attributes in sequence.

Radius attribute type.

An option for radius attribute type 26-vendor-specific only. The number specifies
vendor id. 0 means the entire attribute will be used as a persistence input.

An option for radius attribute type 26-vendor-specific only. The number specifies
vendor type. 0 means the entire attribute will be used as a persistence input.

config load-balance pool

Use this command to configure real server pool settings.

A server pool is a group of the real servers that host the applications that you load balance.

To configure a server pool:

1. Create a server pool object.

2. Add members.

Before you begin:

» You must have a good understanding and knowledge of the backend server boot behavior, for example, how many
seconds it takes to “warm up” after a restart before it can process traffic.

e You must know the IP address and port of the applications.
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« You must have already created real server SSL profiles if you want to specify them in the real server configuration.

» You must have read-write permission for load balancing settings.

After you have configured a real server pool, you can select it in the virtual server configuration.

Syntax

config load-balance pool

edit <name>

set addr-type {ipv4|ipvé}

set health-check-ctrl {enable|disable}
set health-check-1list {<datasource> ...}
set health-check-relation {AND]|OR}

set type {static|dynamic}

set sdn-connector <string>

set service <string>

set use-private-addr {enable|disable}
set real-server-ssl-profile <datasource>
config pool member

edit <No.>

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
next
end
next
end

addr-type

set type {static|dynamic}  Select whether the real servers use static or dynamic IP addresses.

sdn-connector

backup {enable|disable}
connection-limit <integer>
connection-rate-limit <integer>
health-check-inherit {enable]|disable}
health-check-ctrl {enable|disable}
health-check-1list {<datasource> ...}
health-check-relation {AND|OR}

ip <class_ip>

ip6 <class ip>

pool member cookie <string>

pool member server name <string>
pool member service port <integer>
pool member weight <integer>
recover <integer>
rs-profile-inherit {enable|disable}
real-server-profile <datasource>
ssl {enable|disable}

status {enable|disable|maintain}
warm-rate <integer>

warm-up <integer>

modify-host {enable|disable}

host <string>

. IPv4
. IPV6

Select the SDN Connector which is created in Security Fabric.
Available only when type is dynamic.

FortiADC 6.2.6 CLI Reference

Fortinet Inc.

154



config load-balance

Service

use-private-addr
{enable|disable}

health-check-ctrl

health-check-1list

health-check-relation

real-server-profile

config pool_member

backup

connection-limit

connection-rate-limit

health-check-inherit

health-check-ctrl
health-check-1list

health-check-relation
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Select the service protocol that FortiADC uses to communicate with the
instances.

Available only when type is dynamic.

When FortiADC is deployed on public cloud platforms:
« Enable this option to get the private address of the instances.
« Disable this option to get the public address of the instances.
Available only when type is dynamic.

Enable health checking for the pool. The health check settings at this
configuration level are the parent configuration. When you configure the pool
members, you can specify whether to inherit or override the parent configuration.

Specify one or more health check configuration objects.

« AND—AIl of the specified health checks must pass for the server to be
considered available.

¢ OR—One of the specified health checks must pass for the server to be
considered available.

Specify a real server profile. Real server profiles determine settings for
communication between FortiADC and the backend real servers.

Server that the ADC directs traffic to only when other servers in the pool are down.
The backup server receives connections when all the other pool members fail the
health check or you have manually disabled them, for example.

Note: Not applicable for SIP servers.

Maximum number of concurrent connections to the backend server. The default is
0 (disabled). The valid range is 1 to 1,048,576 concurrent connections.

Note: Connection Limit is not supported for FTP or SIP servers.

Limit the number of new connections per second to this server. The default is 0
(disabled). The valid range is 1 to 86,400 connections per second.

In Layer 4 deployments, you can apply a connection rate limit per real server and
per virtual server. Both limits are enforced.

Note: The connection rate limit applies only when the real servers belong to a
Layer 4 virtual server. If you add a real server pool with this setting configured to a
Layer 7 virtual server, for example, the setting is ignored.

Note: Connection Rate Limit is not supported for FTP or SIP servers.

Enable to inherit the health check settings from the parent configuration. Disable
to specify health check settings in this member configuration.

Enable health checking for the pool.
Specify one or more health check configuration objects.

« AND—AII of the selected health checks must pass for the server to the
considered available.
¢ OR—One of the selected health checks must pass for the server to be
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ip

ip6

pool member cookie

pool member server name

pool member service port

pool member weight
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considered available.

Backend server IP address.

In a Layer 2 virtual server deployment, specify the IP address of the next hop to
the destination server. Configure a pseudo default gateway in the static route
since Layer 2 virtual servers need to use this default route internally to match all
the destinations that the client wants to access. However, this default gateway is
not used because the next hop is the pool member and not the pseudo gateway.
In a Layer 2 virtual server deployment, ensure the backend servers have been
configured to route responses through the FortiADC IP address.

Backend server IP address.

In a Layer 2 virtual server deployment, specify the IP address of the next hop to
the destination server. Configure a pseudo default gateway in the static route
since Layer 2 virtual servers need to use this default route internally to match all
the destinations that the client wants to access. However, this default gateway is
not used because the next hop is the pool member and not the pseudo gateway.
In a Layer 2 virtual server deployment, ensure the backend servers have been
configured to route responses through the FortiADC IP address.

Cookie name to be used when cookie-based Layer 7 session persistence is
enabled. The cookie is used to create a FortiADC session ID, which enables the
system to forward subsequent related requests to the same backend server.

If you do not specify a cookie name, it is set to the pool member server name
string.

Note: Not applicable for SIP servers.

Real server member configuration name to appear in logs and reports.
Alphabetic, numeric, underscore (_), and hyphen (-) characters are allowed.

The setting is required.
Backend server listening port number. Usually HTTP is 80, HTTPS is 443, FTP is

21, SMTP is 25, DNS is 53, POP3 is 110, IMAP4 is 143, RADIUS is 1812, and
SNMP is 161.

Tip: The system handles port 0 as a “wildcard” port. When configured to use port

0, the system uses the destination port from the client request. For example, if you

specify 0, and the destination port in the client request is 50000, the traffic is
forwarded to port 50000.

Assigns relative preference among members—higher values are more preferred

and are assigned connections more frequently. The defaultis 1. The valid range is

1 to 256.
All load balancing methods consider weight. Servers are dispatched requests
proportional to their weight, relative to the sum of all weights.
The following example shows the effect of weight on Round Robin:
e Sever A, Weight 2; Server B, Weight 1: Requests are sent AABAAB.
e Sever A, Weight 3; Server B, Weight 2: Requests are sent AABAB.
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recover

rs-profile-inherit

real-server-profile

status

warm-rate
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For other methods, weight functions as a tie-breaker. For example, with the Least
Connection algorithm, requests are sent to the server with the least connections.
If the number of connections is equal, the request is sent to the server with the
greater weight. For example:

e Server A, Weight 1, 1 connection

e Server B, Weight 2, 1 connection
The next request is sent to Server B.

Seconds to postpone forwarding traffic after downtime, when a health check
indicates that this server has become available again. The default is 0 (disabled).
The valid range is 1 to 86,400 seconds.
After the recovery period elapses, the FortiADC assigns connections at the warm
rate.
Examples of when the server experiences a recovery and warm-up period:
« Aserveris coming back online after the health check monitor detected it was
down.
¢ A network service is brought up before other daemons have finished
initializing and therefore the server is using more CPU and memory
resources than when startup is complete.
To avoid connection problems, specify the separate warm-up rate, recovery rate,
or both.
Tip: During scheduled maintenance, you can also manually apply these limits by
setting Status to Maintenance instead of Enable.
Note: Not applicable for SIP servers.

Enable to inherit the real server profile from the pool configuration. Disable to
specify the real server profile in this member configuration.

If not configured to inherit the pool setting, specify a real server profile. Real
server profiles determine settings for communication between FortiADC and the
backend real servers.

e enable—The server can receive new sessions.

» disable—The server does not receive new sessions and closes any current
sessions as soon as possible.

¢ maintain—The server does not receive new sessions but maintains any
current connections.

Maximum connection rate while the server is starting up. The defaultis 100
connections per second. The valid range is 1 to 86,400 connections per second.
The warm up calibration is useful with servers that have the network service
brought up before other daemons have finished initializing. As the servers are
brought online, CPU and memory are more utilized than they are during normal
operation. For these servers, you define separate rates based on warm-up and
recovery behavior.
For example, if Warm Up is 5 and Warm Rate is 2, the number of allowed new
connections increases at the following rate:

e 1st second—Total of 2 new connections allowed (0+2).

* 2nd second—2 new connections added for a total of 4 new connections
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warm-up

modify-host

host

Example

allowed (2+2).

* 3rd second—2 new connections added for a total of 6 new connections
allowed (4+2).

¢ 4th second—2 new connections added for a total of 8 new connections
allowed (6+2).

e 5th second—2 new connections added for a total of 10 new connections
allowed (8+2).

Note: Not applicable for SIP servers.

If the server cannot initially handle full connection load when it begins to respond
to health checks (for example, if it begins to respond when startup is not fully
complete), indicate how long to forward traffic at a lesser rate. The default is O
(disabled). The valid range is 1 to 86,400 seconds.

Note: Not applicable for SIP servers.

Enable to allow FortiADC to modify the HTTP header according to the "host" field
of the real server. This is disabled by default.

The host option is available if modify-host is enabled.

Specify the host as a string. This field cannot be left empty. The input validation
regexis ([0-9A-Za-z+/2%$#&\=.: -1 |\[|])+$, maximum of 255
characters. The default value is host.

FortiADC-VM # config load-balance pool
FortiADC-VM (pool) # edit lb-pool
' for node 1705

Add new entry 'lb-pool

FortiADC-VM (lb-pool)
addr-type : ipvié
health-check-ctrl : di

FortiADC-VM (lb-pool)
FortiADC-VM (lb-pool)
addr-type address type

# get

sable

# set health-check-ctrl enable
# set ?

health-check-ctrl health check control
*health-check-1list health check list
health-check-relation health check relationship

FortiADC-VM (lb-pool)

FortiADC-VM (lb-pool)
FortiADC-VM (pool memb

FortiADC-VM (1) # get
health-check-inherit:
status : enable

ssl : disable

backup : disable

ip : 0.0.0.0

ip6
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# set health-check-list lb-health-check

# config pool member
er) # edit 1
Add new entry 'l' for node 1710

enable
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config load-balance

pool member service port: 80
pool member weight : 1
connection-limit : O

recover : 0

warm-up : O

warm-rate : 10
connection-rate-limit: 0
pool member cookie : cookie

FortiADC-VM (1) # set ip 192.168.100.1

FortiADC-VM (1) # end
FortiADC-VM (lb-pool) # end

config load-balance profile

Use this command to configure virtual server profiles. A profile is a configuration object that defines how you want the
FortiADC virtual server to handle traffic for specific protocols. Virtual server profiles determine settings used in network
communication on the client-FortiADC segment, in contrast to real server profiles, which determine the settings used in
network communication on the FortiADC-real server segment.

Table 10 describes usage for profile type, including compatible virtual server types, load balancing methods, and

persistence methods.

Profile usage

Profile

FTP Use with FTP servers.

Note: The settingclient-
address (in GUI, "Source
Address") only works for
layer 7 and layer 2. Under
layer 7 and layer 2, only
client-address and
timeout tcp session
are effective.

HTTP Use for standard, unsecured
web server traffic.

FortiADC 6.2.6 CLI Reference
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Layer 7,
4,2

Layer 7,
Layer 2

LB Methods Persistence

Round Robin, Least Source Address, Source
Connections, Fastest Address Hash
Response

Layer 7: Round Robin, Least Source Address, Source
Connections, URI Hash, Full Address Hash, Source
URI Hash, Host Hash, Host Address-Port Hash, HTTP
Domain Hash Header Hash, HTTP
Request Hash, Cookie
Hash, Persistent Cookie,
Insert Cookie, Embedded
Cookie, Rewrite Cookie

Layer 2: Same as Layer 7,
plus Destination IP Hash
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Profile Usage VS LB Methods Persistence
Type
HTTPS Use for secured web server  Layer7, SameasHTTP Same as HTTP, plus SSL
traffic when offloading Layer 2 Session ID

TLS/SSL from the backend
servers. You must import the
backend server certificates
into FortiADC and select
them in the HTTPS profile.

HTTP Turbo Use for unsecured HTTP Layer7 Round Robin, Least Source Address
traffic that does not require Connections, Fastest
advanced features like Response

caching, compression,
content rewriting, rate
limiting, Geo IP blocking, or
source NAT. The profile can
be used with content routes
and destination NAT, but the
HTTP request must be in the
first data packet.

This profile enables packet-
based forwarding that
reduces network latency and
system CPU usage.
However, packet-based
forwarding for HTTP is
advisable only when you do
not anticipate dropped
packets or out-of-order

packets.

RADIUS Use with RADIUS servers. Layer7 Round Robin RADIUS attribute

RDP Use with Windows Terminal Layer7 Round Robin, Least Source Address, Source
Server (remote desktop Connections Address Hash, Source
protocol). Address-Port Hash, RDP

Cookie

SIP Use with applications that Layer7 Round Robin, URI Hash, Source Address, Source
use session initiation Full URI Hash Address Hash, Source
protocol (SIP), such as Address-Port Hash, SIP
VolIP, instant messaging, CallID
and video.

TCP Use for other TCP protocols. Layer4, Layer4:Round Robin, Least Source Address, Source

Layer2 Connections, Fastest Address Hash
Response
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config load-balance

Profile Usage VS LB Methods
Type
Layer 2: Round Robin, Least

Connections, Fastest
Response, Destination IP

Hash
TCPS Use for secured TCP when Layer7, Layer7: Round Robin, Least
offloading TLS/SSL fromthe Layer2 Connections
backend servers. Like the Layer 2: Round Robin, Least
HTTPS profile, you must Connections, Destination IP
import the backend server Hash
certificates into FortiADC
and select them in the TCPS
profile.
UDP Use for other UDP protocols. Layer4, Layer4:Round Robin, Least
Layer2 Connections, Fastest
Response
Layer 2: Round Robin, Least
Connections, Fastest
Response, Destination IP
Hash
DNS Used with DNS servers Layer7 Round Robbin, Least
Connections
IP Combines with Layer 2 Layer2 Round Robbin only
TCP/UDP/HTTP virtual

server to balance the rest of
the IP packets passed
through FortiADC. When
running the IP protocol 0
virtual servers, the traffic
always tries to match none
protocol 0 virtual servers

first.
DIAMETER Used with Diameter server. Layer7 Round Robbin only
MySQL Used with MySQL serviceto Layer7 Round Robbin, Least
load- balance MySQL Connections

requests among the MySQL
servers. It has two working
modes: one is "single-
primary" and the other is
"sharding-data". Creating an
MySQL profile also adds the
MySQL-type health-check.

RTMP Used to configure RTSP Layer7 Round Robbin, Least

FortiADC 6.2.6 CLI Reference
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Persistence

Source Address, Source
Address Hash, Source
Address-Port Hash, SSL
Session ID

Source Address, Source
Address Hash

Not supported.

Source Address, Source
Address Hash

Source Address

Not supported

Source Address, Source
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Profile Usage VS
Type

profiles.

RTSP Used to configure RTMP Layer7
profiles.

SMTP Used with SMTP servers. Layer7

EXPLICIT_ A simple explicit/forward Layer7

HTTP HTTP proxy mode.

In this mode, you don’t need
to add backend real server
pool. The destination IP
address of the downstream

is specified by the URL or

Host field of the client

request.
L7 TCP Use for other TCP protocols. Layer?7
L7 UDP Use with UDP servers. Layer7

LB Methods

Connections

Round Robbin, Least
Connections

Round Robbin, Least
Connections

N/A

Layer 7: Round Robin, Least
Connections

Layer 7: Round Robin, Least
Connections

Persistence

Address Hash

Source Address, Source
Address Hash

Source Address, Source
Address Hash

N/A

Source Address, Source
Address Hash

Source Address, Source
Address Hash

Table 11 provides a summary of the predefined profiles. You can select predefined profiles in the virtual server
configuration, or you can create user-defined profiles, especially to include configuration objects like certificates, caching

settings, compression options, and IP reputation.

Predefined profiles

Profile Defaults

LB_PROF_TCP Session Timeout —100 seconds

Session Timeout after FIN —100 seconds

IP Reputation—disabled
Geo IP block list—none

LB _PROF_UDP Session Timeout—100 seconds
IP Reputation—disabled
Geo IP block list—none

LB_PROF_ Client Timeout—50 seconds

HTTP Server Timeout—50 seconds
Connect Timeout—>5 seconds
Queue Timeout—5 seconds
HTTP Request Timeout—50 seconds
HTTP Keepalive Timeout—50 seconds
Buffer Pool—enabled

FortiADC 6.2.6 CLI Reference
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config load-balance

Profile Defaults

Source Address—disabled
X-Forwarded-For—disabled
HTTP Mode—ServerClose
Compression—none
Caching—none

IP Reputation—disabled
Geo IP block list—none

LB_PROF_ Session Timeout—100 seconds
TURBOHTTP  gession Timeout after FIN—100 seconds
IP Reputation—disabled

LB_PROF_FTP Session Timeout—100 seconds
Session Timeout after FIN—100 seconds
IP Reputation—disabled
Geo IP block list—none
Source Address—disabled

LB_PROF_ Session Timeout—300 seconds
RADIUS Dynamic Auth—disabled

LB_PROF_RDP Client Timeout—50 seconds
Server Timeout—50 seconds
Connect Timeout—>5 seconds
Queue Timeout—5 seconds
Buffer Pool—enabled
Source Address—disabled
IP Reputation—disabled
Geo IP block list—none

LB_PROF_SIP  SIP Max Size—65535 bytes
Server Keepalive—enabled
Server Keepalive Timeout—30 seconds
Client Keepalive—disabled
Client Protocol—UDP
Server Protocol—unset
Failed Client Type—Drop
Failed Server Type—Drop
Insert Client IP—disabled
Source Address—disabled
Media Address—0.0.0.0

LB_PROF_ Client Timeout—50 seconds
TCPS Server Timeout—50 seconds
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config load-balance

Profile Defaults

Connect Timeout—>5 seconds

Queue Timeout—5 seconds

Buffer Pool—enabled

Source Address—disabled

IP Reputation—disabled

Geo IP block list—none

SSL Ciphers—none

Allow SSL Versions—SSLv3, TLSv1.0, TLSv1.1, TLSv1.2
Client SNI Required—disabled

Certificate Group—LOCAL_CERT_GROUP

LB_PROF_ Client Timeout—50 seconds
HTTPS Server Timeout—50 seconds
Connect Timeout—5 seconds
Queue Timeout—>5 seconds
HTTP Request Timeout—50 seconds
HTTP Keepalive Timeout—50 seconds
Buffer Pool—enabled
Source Address—disabled
X-Forwarded-For—disabled
HTTP Mode—ServerClose
Compression—none
Caching—none
IP Reputation—disabled
Geo IP block list—none
SSL Ciphers—none
Allow SSL Versions—SSLv3, TLSv1.0, TLSv1.1, TLSv1.2
Client SNI Required—disabled
Certificate Group—LOCAL_CERT_GROUP

LB_PROF_DNS DNS Cache Flag—Enabled
DNS Cache Ageout Time—3600
DNS Cache Size—10
DNS Cache Entry Size—512
DNS Cache Response Type—All Records
DNS Malform Query Action—Drop
DNA Max Query Length—512
DNS Authentication Flag—Disabled

LB_PROF_IP IP Reputation—Disabled
Customized SSL Ciphers Flag—Disabled
Geo IP Block List—None
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config load-balance

Profile Defaults

Geo IP allowlist—None
Timeout IP Session—100

LB_PROF_ Max-header-size—4096

RTSP Client-address —Disable

LB_PROF_ Client-address —Disable

RTMP

LB_PROF_ HTTP/HTTP2 profile: LB_HTTP2_PROFILE_DEFAULT

HTTP2_H2C

LB_PROF_ HTTP/HTTP2 profile: LB_HTTP2_PROFILE_DEFAULT

HTTP2_H2

LB_PROF_ server-close-propagation—Disable

DIAMETER Idle-timeout —300

LB_PROF_ Starttls Active Mode—Required

SMTP Customized SSL Ciphers Flag—Disabled
SSL Ciphers—Shows all available SSL Ciphers, with the default ones
selected

Allow SSL Versions—SSLv3, TLSv1.0, TLSv1.1, TLSv1.2
Forbidden Command—expn, turn, vrfy
Local Certificate Group—LOCAL_CERT_GROUP

LB_PROF_ Client Timeout—50
EXPLICIT_ Server Timeout—50
HTTP

Connect Timeout—5

Queue Timeout—5

HTTP Send Timeout—5

HTTP Request Timeout—50
HTTP Keepalive Timeout—50
Client Address—Disabled
X-Forwarded-For—Disabled
X-Forwarded-For Header—None
IP Reputation—Disabled

HTTP Mode—Keep Alive

SSL Proxy Mode—Disabled
Customized SSL Ciphers Flag—Disabled
Client SNI Required—Disabled
Decompression—None

Geo IP Block List—None

Geo IP Allowlist—None

Geo IP Redirect URL—http://
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config load-balance

Profile Defaults

Tune Buffer Size—8030
Max HTTP Headers—100
Response Half Closed Connection—Disabled

LB_PROF_L7_  Timeout TCP Session—100
TCP IP Reputation—Disabled

LB_PROF_L7_  Timeout UDP Session—100
ubP IP Reputation—Disabled

Before you begin:

« You must have already created configuration objects for certificates, caching, and compression if you want the
profile to use them.

» You must have read-write permission for load balance settings.

Syntax

config load-balance profile
edit <name>
set type {ftp | http | https | radius | rdp | sip | tcp | tcps | turbohttp | udp |
diameter | explicit http | L7tcp | L7udp}
set timeout tcp session <integer>
set timeout tcp session after FIN <integer>
set timeout-radius-session <integer>
set timeout udp session <integer>
set buffer-pool {enable|disable}
set caching <datasource>
set cache-response-type {single-answer | round-robin}
set client-address {enable|disable}
set client-timeout <integer>
set compression <datasource>
set connect-timeout <integer>
set http-keepalive-timeout <integer>
set http-mode {KeepAlive|OnceOnly|ServerClose}
set http-request-timeout <integer>
set http-x-forwarded-for {enable|disable}
set http-x-forwarded-for-header <string>
set queue-timeout <integer>
set server-timeout <integer>
set tune-bufsize <integer>
set tune-maxrewrite <integer>
set ip-reputation {enable|disable}
set geoip-list <datasource>
set allowlist <datasource>
set geoip-redirect <string>
set client-keepalive {enable|disable}
set client-protocol {tcpludp}
set failed-client {drop]|send}
set failed-client-str <string>
set failed-server {drop]|send}
set failed-server-str <string>
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config load-balance

set max-size <integer>
set server-keepalive {enable|disable}
set server-keepalive-timeout <integer>
set server-protocol {tcpludp}
set sip-insert-client-ip {enable|disable}
set media-addr <ip address>
set dynamic-auth {enable|disable}
set dynamic-auth-port <integer>
config client-request-header-erase
edit <No.>
set type {alll|first}
set string <string>
next
end
config client-request-header-insert
edit <No.>
set type {append-always
exist}
set string <string>
next

append-if-not-exist | insert-always insert-if-not-

end
config client-response-header-erase
edit <No.>
set type {alll|first}
set string <string>
next
end
config client-response-header-insert
edit <No.>
set type {append-always | append-if-not-exist | insert-always insert-if-not-
exist}
set string <string>
next
end
config server-request-header-erase
edit <No.>
set type {alllfirst}
set string <string>
next
end
config server-request-header-insert
edit <No.>

set type {append-always | append-if-not-exist | insert-always insert-if-not-
exist}
set string <string>
next
end

config server-response-header-erase
edit <No.>
set type {alll|first}
set string <string>
next
end
config server-response-header-insert
edit <No.>
set type {append-always | append-if-not-exist | insert-always insert-if-not-
exist}
set string <string>
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config load-balance

next
end
next
end

The following commands are used to invoke the "LB_PROF_DNS" profile in Layer-7 virtual servers.

config load-balance profile
edit "dns"
set caching {enable|disable}
set malform-query-action {drop|forward}
set max-cache-age <integer>
set max-cache-entry-size <integer>
set max-cache-size <integer>
set max-query-length <integer>
set redirect-to-tcp-port {enable|disable}
next
end

config load-balance virtual-server

edit "vsl"
set load-balance-profile LB PROF _DNS
next
end

The following commands are used to invoke the "LB_PROF_IP" profile in Layer-2 virtual servers. When the profile of a
Layer-2 virtual server is set to "LB_PROF_IP", you must specify the protocol numbers the virtual server can accept.

config load-balance profile
edit "ip"
set type ip
set timeout-ip-session <integer>
set ip-reputation {enable|disable}
set geoip-list <string>
set allowlist <string>
next
end

config load-balance virtual-server
edit "LB PROF IP"
set type l1l2-load-balance
set load-balance-profile LB PROF _IP
set protocol-numbers <value> protocol range "A-B" or single protocol number "A"
next
end

The following commands are used to configure MySQL load-balancing:

config system health-check

edit <health-check name>
set type mysqgl
set user <user name>
set password <password>
set dest-addr <ip addr>
set port <port>

next
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config load-balance

end

The following commands are used to create a new MySQL profile (basic configuration):

config load-balance profile
edit <name>
config mysgl-user-password
edit <id>
set username <username>
set password <password>
next
end
next
end

The following commands are used to configure a MySQL profile in basic single-primary mode:

config load-balance profile
edit <name>
config mysgl-rule
edit <rule id>
set type [primary| secondary]
set database <database name> <database name>
set user <user name> <user name>
set table <table name> <table name>
set client-ip <client ip> <client ip>
set sqgl <sgl statement> <sgl statement>
next
end
next
end

The following commands are used to configure a MySQL profile in data-sharding mode:

config load-balance profile
edit <name>
set mysgl-mode sharding
config mysgl-sharding
edit <id>
set type range
set table <table name>
set key <column name>
set group <group id>:<range> <group id>:<range> ... # such as set groups 0:0-
999 1:1000-9999
next
edit <id>
set type hash
set database <database name>
set table <table name>
set key <column name>
set group <group id> <group id>
next
end
next
end

The following commands are used to configure MySQL profile-specific pool members:

config load-balance pool
edit <pool name>
config pool member
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config load-balance

edit 1
set mysql-group-id <group id> #for Data Sharding
set mysqgl-read-only enable #for secondary
next
end
next
end

The following commands are used to create an RTSP profile:

config load-balance profile
edit "RTSP"
set type rtsp
set max-header-size <size>
set client-address <enable/disable>
next

The following commands are used to configure an RTMP profile:

config load-balance profile
edit "RTMP"
set type rtmp
set client-address <enable/disable>
next

The following commands are used to configure a diameter proxy_mode profile:

config load-balance profile
edit "diameter proxy"
set type diameter
set identity <string>
set realm <string>
set vendor-id <integer>
set product-name <string>
set idle-timeout <integer>
set server-close-propagation <enable/disable>
next
end

The following commands are used to configure a diameter relay_mode profile:

config load-balance profile
edit "diameter proxy"
set type diameter
set idle-timeout <integer>
set server-close-propagation <enable/disable>
next
end

The following commands are used to configure an explicit HTTP profile:

config load-balance profile
edit <name>

set type explicit http
set buffer-pool {enable|disable}
set caching <string>
set client-address {enable|disable}
set client-timeout <integer>
set connect-timeout <integer>
set decompression <string>
set geoip-list <string>
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config load-balance

set geoip-redirect <string>

set http-keepalive-timeout <integer>

set http-request-timeout <integer>

set http-send-timeout <integer>

set http-x-forwarded-for {enable|disable}
set http-x-forwarded-for-header <string>
set ip-reputation {enable|disable}

set max-http-headers {enable|disable}

set queue-timeout <integer>

set response-half-closed-request {enable|disable}
set server-timeout <integer>

set tune-bufsize <integer>

set tune-maxrewrite {enable|disable}

set allowlist <string>

next
end

type

P

geoip-list
ip-reputation
timeout-ip-session
allowlist

RTSP

max—-header-sizet

client-address

RTMP

client-address

DNS

caching
malform-query-action
max—-cache-age
max-cache-entry-size
max-cache-size
max—-query-length

redirect-to-tcp-port
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Specify the profile type. After you have specified the type, the CLI commands
are constrained to the ones that are applicable to the specified type, not all of
the settings described in this table.

Specify the Geo IP block list.
Specify the IP Reputation.
Specify the timeout of the |IP session.

Specify the Geo IP allowlist.

Specify the maximum size of RTSP packets, which can range from 16 to 65,
536.

Enable/disable the use of a client IP as the source IP to connect to the real
server.

Enable/disable the use of a client IP as the source IP to connect to the real
server.

Enable or disable the cache for the DNS virtual server.
Specify the reaction for the malformed requests.
Specify the cache age-out time (in seconds).

Specify the maximum cache entry size.

Specify the maximum cache size (in Megabytes).
Specify the maximum query length.

Enable or disable TCP authentication.
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config load-balance

FTP

timeout tcp session

timeout tcp session after
FIN

ip-reputation
geoip-list
allowlist

client-address

HTTP

buffer-pool

tune-bufsize

caching

client-address

client-timeout

compression

connect-timeout

http-keepalive-timeout

http-mode
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Client-side timeout for connections where the client has not sent a FIN signal,
but the connection has been idle. The defaultis 100 seconds. The valid range
is 1 to 86,400.

Client-side connection timeout. The default is 100 seconds. The valid range is
1 to 86,400.

Enable to apply the FortiGuard IP reputation service.
Specify a Geo IP block list configuration object.
Specify a Geo IP allowlist configuration object.

Use the original IP address as the source address in the connection to the real
server.

Enable to use buffering.

Specify the buffer size for a session when buffer-pool is enabled. Specify
lower values to allow more sessions to coexist in the same amount of RAM,
and higher values for traffic with larger HTTP body content. The default is
8,030 bytes. The valid range is 128 to 2,147,483,647.

Note:

The tune-bufsize factors into the total allowable size for an HTTP request. The
default maximum length of an HTTP request is calculated as tune-bufsize
<integer> - tune-maxrewrite <integer>.

For example, tune-bufsize 8030 - tune-maxrewrite 1024 = 7006 bytes is the
maximum for the HTTP request.

Specify the name of the caching configuration object.

Use the original client IP address as the source address in the connection to
the real server.

Client-side TCP connection timeout. The default is 50 seconds. The valid
range is from 1 to 3,600.

Specify a compression configuration object.

Multiplexed server-side TCP connection timeout. Usually less than the client-
side timeout. The defaultis 5 seconds. The valid range is 1 to 3,600.

The default is 50 seconds. The valid range is 1 to 3,600.

¢ KeepAlive. Do not close the connection to the real server after each
HTTP transaction. Instead, keep the connection between FortiADC and
the real server open until the client-side connection is closed. This option
is required for applications like Microsoft SharePoint.

¢ OnceOnly. An HTTP transaction can consist of multiple HTTP requests
(separate requests for an HTML page and the images contained therein,
for example). To improve performance, the "once only" flag instructs the
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http-request-timeout

http-x-forwarded-for

http-x-forwarded-for-header

queue-timeout

server-timeout

tune-maxrewrite

ip-reputation
geoip-list

geoip-redirect

allowlist

http2-profile

FortiADC to evaluate only the first set of headers in a connection.
Subsequent requests belonging to the connection are not load balanced,
but sent to the same server as the first request.

¢ ServerClose. Close the connection to the real server after each HTTP
transaction.

Client-side HTTP request timeout. The default is 50 seconds. The valid range
is 1to 3,600.

Enable this option to append the client IP address found in IP layer packets to
the HTTP header, for example, X-forwarded-for: 192.168.161.100.
The default header name is Xx-forwarded-for. If you prefer a different
name, use http-x-forwarded-for-header to define a custom name.

Specify a custom name for the HTTP header which carries the client IP
address. Do not include the "X-' prefix. Examples: Forwarded-For, Real-IP, or
True-IP.

Specifies how long connection requests to a backend server remainin a
queue if the server has reached its maximum number of connections. If the
timeout period expires before the client can connect, FortiADC drops the
connection and sends a 503 error to the client. The defaultis 5 seconds. The
valid range is 1 to 3,600.

Server-side IP session timeout. The default is 50 seconds. The valid range is
1 to 3,600.

Specify the buffer space reserved for content rewriting. The defaultis 1,024
bytes. The valid range is 128 to0 2,147,483,647.
Note:

The tune-maxrewrite factors into the total allowable size for an HTTP request.
The default maximum length of an HTTP request is calculated as tune-bufsize
<integer> - tune-maxrewrite <integer>.

For example, tune-bufsize 8030 - tune-maxrewrite 1024 = 7006 bytes is the
maximum for the HTTP request.

Enable to apply the FortiGuard IP reputation service.
Specify a Geo IP block list configuration object.

For HTTP/HTTPS, if you have configured a Geo IP redirect action, specify a
redirect URL.

Specify a Geo IP allowlist configuration object.

Specify an HTTP2 profile configuration object.

HTTPS - same as HTTP plus the following

allow-ssl-versions
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You have the following options:
e SSLv2
e SSLv3
e TLSv1.0
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cert-verify verify

client-sni-required

local-cert-group

forward-client-certificate

forward-client-certificate-
header

ssl-ciphers

ssl-customize-ciphers-flag

ssl-customized-ciphers

ssl-proxy

RADIUS
timeout-radius-session
dynamic-auth

dynamic-auth-port
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e TLSv1.1

e TLSv1.2
We recommend retaining the default list. If necessary, you can specify a
space-separated list of SSL versions you want to support for this profile.

Specify a certificate validation policy.

Require clients to use the TLS server name indication (SNI) extension to
include the server hostname in the TLS client hello message. Then, the
FortiADC system can select the appropriate local server certificate to present
to the client.

A configuration group that includes the certificates this virtual server presents
to SSL/TLS clients. This should be the backend servers’ certificate, NOT the
appliance’s GUI web server certificate.

Enable/disable. If enabled, FortiADC will send the whole client certificate
encoded in the BASE64 code in the specified HTTP header, which is either
the X-Client-Cert or a user-defined header.

The default is X-Client-Cert, but you can customize it using this command.

Ciphers are listed from strongest to weakest:

ECDHE-ECDSA-AES256-GCM-SHA384 ECDHE-ECDSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256 ECDHE-ECDSA-AES128-SHA
ECDHE-ECDSA-DES-CBC3-SHA ECDHE-ECDSA-RC4-SHA ECDHE-
RSA-AES256-GCM-SHA384 ECDHE-RSA-AES256-SHA384 ECDHE-
RSA-AES256-SHA DHE-RSA-AES256-GCM-SHA384 DHE-RSA-
AES256-SHA256 DHE-RSA-AES256-SHA AES256-GCM-SHA384
AES256-SHA256 AES256-SHA ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-SHA256 ECDHE-RSA-AES128-SHA DHE-RSA-
AES128-GCM-SHA256 DHE-RSA-AES128-SHA256 DHE-RSA-
AES128-SHA AES128-GCM-SHA256 AES128-SHA256 AES128-SHA
ECDHE-RSA-RC4-SHA RC4-SHA RC4-MD5 ECDHE-RSA-DES-CBC3-
SHA EDH-RSA-DES-CBC3-SHA DES-CBC3-SHA EDH-RSA-DES-CBC-
SHA DES-CBC-SHA eNULL

We recommend retaining the default list. If necessary, you can specify a
different space-separated list of supported ciphers.

Enable/disable use of user-specified cipher suites.

If the customize cipher flag is enabled, specify a colon-separated, ordered list
of cipher suites.

An empty string is allowed. If empty, the default cipher suite list is used.

Enable/disable SSL forward proxy.

The default is 300 seconds. The valid range is 1 to 3,600.
Enable/disable RADIUS dynamic authorization (CoA, Disconnect messages).

Dynamic auth port.
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RDP

buffer-pool

tune-bufsize

client-address

ip-reputation
geoip-list
allowlist

TCP

timeout tcp session

timeout tcp session after

FIN
ip-reputation
geoip-list
allowlist

TCPS

buffer-pool

tune-bufsize

client-timeout

server-timeout

connect-timeout

TurboHTTP

timeout tcp session
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Enable to use buffering.

Specify the buffer size for a session when buffer-pool is enabled. Specify
lower values to allow more sessions to coexist in the same amount of RAM,
and higher values for traffic with larger HTTP body content. The default is
8,030 bytes. The valid range is 128 to 2,147,483,647.

Use the original client IP address as the source address in the connection to
the real server.

Enable to apply the FortiGuard IP reputation service.
Specify a Geo IP block list configuration object.

Specify a Geo IP allowlist configuration object.

Client-side timeout for connections where the client has not sent a FIN signal,
but the connection has been idle. The default is 100 seconds. The valid range
is 1 to 86,400.

Client-side connection timeout. The default is 100 seconds. The valid range is
1 to 86,400.

Enable to apply the FortiGuard IP reputation service.
Specify a Geo IP block list configuration object.

Specify a Geo IP allowlist configuration object.

Enable to use buffering.

Specify the buffer size for a session when buffer-pool is enabled. Specify
lower values to allow more sessions to coexist in the same amount of RAM,
and higher values for traffic with larger HTTP body content. The default is
8,030 bytes. The valid range is 128 to 2,147,483,647.

Client-side TCP connection timeout. The default is 50 seconds. The valid
range is 1 to 3,600.

Server-side IP session timeout. The default is 50 seconds. The valid range is
1 to 3,600.

Multiplexed server-side TCP connection timeout. Usually less than the client-
side timeout. The default is 5 seconds. The valid range is 1 to 3,600.

Client-side timeout for connections where the client has not sent a FIN signal,
but the connection has been idle. The default is 100 seconds. The valid range
is 1to 86,400.
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timeout tcp session after

FIN
ip-reputation

UDP

timeout udp session

ip-reputation
geoip-list
allowlist

SIP

client-keepalive

client-address

media-addr

client-protocol

failed-client

fail-client-str

failed-server

fail-server-str

max-size

server—-keepalive

server—keepalive-timeout

server-protocol
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Client-side connection timeout. The default is 100 seconds. The valid range is
1 to 86,400.

Enable to apply the FortiGuard IP reputation service.

Client-side session timeout. The default is 100 seconds. The valid range is 1
to 86,400.

Enable to apply the FortiGuard IP reputation service.
Specify a Geo IP block list configuration object.

Specify a Geo IP allowlist configuration object.

Enable/disable a keepalive period for new client-side requests. Supports
CRLF ping-pong for TCP connections. Disabled by default.

Use the original client IP address as the source address in the connection to
the real server.

Change the media address of SIP payload to specified address. 0.0.0.0 is
default.

Client-side transport protocol:
e tcp
¢ udp (default)

Action when the SIP client cannot be reached:
e drop—Drop the connection.
¢ send—Drop the connection and send a message, for example, a status
code and error message.

Message string. Use double-quotation marks for strings with spaces.

Action when the SIP server cannot be reached:
e drop—Drop the connection.
¢ send—Drop the connection and send a message, for example, a status
code and error message.

Message string. Use double-quotation marks for strings with spaces. For
example:

"404 Not Found"

Maximum message size. The default is 65535 bytes. The valid range is 1-
65535.

Enable/disable a keepalive period for new server-side requests. Supports
CRLF ping-pong for TCP connections. Enabled by default.

Maximum wait for a new server-side request to appear. The defaultis 30
seconds. The valid range is 5-300.

Server-side transport protocol.
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config load-balance

sip-insert-client-ip

Explicit HTTP

buffer-pool

caching

client-address
client-timeout
connect-timeout
decompression
geoip-list
geoip-redirect
http-keepalive-timeout
http-request-timeout
http-send-timeout
http-x-forwarded-for
http-x-forwarded-for-header
ip-reputation

max—http-headers

queue-timeout

response-half-closed-request

server-timeout

tune-bufsize
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e tcp

e udp
Default is "unset", so the client-side protocol determines the server-side
protocol.

Enable/disable option to insert the client source IP address into the X-
Forwarded-For header of the SIP request.

Use buffer pool to accelerate.

Caching name.

Use client address to connect to pool.

The maximum inactivity time on the client side.

The maximum time to wait for a connection attempt to a server to succeed.
The decompression name.

The geography IP block list.

Redirect URL for IP geography.

The maximum allowed time to wait for a new HTTP request to appear.
The maximum allowed time to wait for a complete HTTP request.

The timeout (in seconds) of HTTP send out all the buffered data.
Insert X-Forwarded-For header to request.

Change X-Forwarded-For header name.

Use IP Reputation

Max HTTP headers limit.

Note: If enlarge this limit, you may meet parse failure because the buffer size
limit.

The maximum time to wait in the queue for a connection slot to be free.

If enabled, FortiADC will continue serving the request in half closed
connection until the response completes.

The maximum inactivity time on the server side.

Specify the buffer size for a session when buffer-pool is enabled. Specify
lower values to allow more sessions to coexist in the same amount of RAM,
and higher values for traffic with larger HTTP body content. The default is
8,030 bytes. The valid range is 128 to 2,147,483,647.

Note:

The tune-bufsize factors into the total allowable size for an HTTP request. The
default maximum length of an HTTP request is calculated as tune-bufsize
<integer> - tune-maxrewrite <integer>.
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tune-maxrewrite

allowlist

config client-request-header-
erase

type

string

config client-request-header-
insert

type

string

config client-response-header-
erase

type

string

config client-response-header-
insert

type

string

config server-request-header-
erase
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For example, tune-bufsize 8030 - tune-maxrewrite 1024 = 7006 bytes is the
maximum for the HTTP request.

Specify the buffer space reserved for content rewriting. The defaultis 1,024
bytes. The valid range is 128 to0 2,147,483,647.

Note:

The tune-maxrewrite factors into the total allowable size for an HTTP request.
The default maximum length of an HTTP request is calculated as tune-bufsize
<integer> - tune-maxrewrite <integer>.

For example, tune-bufsize 8030 - tune-maxrewrite 1024 = 7006 bytes is the
maximum for the HTTP request.

The geography IP allowlist.

Configuration to erase headers from client requests. Table setting. Maximum
4 members.

* all—Parse all headers for a match.
o first—Parse the first header for a match.

Header to be erased.

Configuration to insert headers into client requests. Table setting. Maximum 4
members.

¢ append-always—Append after the last header.

¢ append-if-not-exist—Append only if the header is not present.

« insert-always—Insert before the first header even if the header is already
present.

« insert-if-not-exist—Insert before the first header only if the header is not
already present.

The header:value pair to be inserted.

Configuration to erase headers from client responses. Table setting.
Maximum 4 members.

e all
o first

Header to be erased.

Configuration to insert headers into client responses. Table setting. Maximum
4 members.

¢ append-always

¢ append-if-not-exist

¢ insert-always

e insert-if-not-exist

The header:value pair to be inserted.

Configuration to erase headers from server requests. Table setting. Maximum
4 members.
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type

string

config server-request-header-
insert

type

string

server-response-header-erase

type

string

server-response-header-insert

type

string

Diameter

Identity

Realm
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o all
o first

Header to be erased.

Configuration to insert headers into server requests. Table setting. Maximum
4 members.

¢ append-always

¢ append-if-not-exist

¢ insert-always

¢ insert-if-not-exist

The header:value pair to be inserted.

Configuration to erase headers from server responses. Table setting.
Maximum 4 members.

e all
o first

Header to be erased.

Configuration to insert headers into server responses. Table setting.
Maximum 4 members.

¢ append-always

¢ append-if-not-exist
* insert-always

¢ insert-if-not-exist

The header:value pair to be inserted.

Sets the value of Diameter AVP 264. This AVP can be a character string and
specifies the identity of the originating host for Diameter messages.

ADC will modify the origin-host avp on client request with the setting value,
then transfer it to RS.

ADC will modify the origin-host avp on server response with the setting value,
then transfer it to the client.

Specify the identity in the following format: vs.realm

The host is a string unique to the client. The realm is the Diameter realm,
specified by the Realm option (described below).

If Identity is set with an empty value (nothing), ADC will not change the value
of the origin-host in the client or server when it transfer thems

The default is empty value.

Sets the value of Diameter AVP 296. This AVP can be a character string and
specifies the Diameter realm from which Diameter messages, including
requests, are originated.

ADC will modify the origin-realm avp on client request with the setting value,
then transfer it to RS.
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product-name

Vendor-id

Idle-timeout

server-close-propagation

Example

ADC will modify the origin-realm avp on server response with the setting
value, then transfer it to the client.

If Realm is set with an empty value(nothing),ADC will not change the value of
the origin-realm in the client or server when it transfers them.

The default is empty value.

Sets the value of Diameter AVP 269. This AVP can be a character string and
specifies the product; for example, “fortiadc”.

ADC will modify the Product-Name avp on client request with the setting
value, then transfer it to RS.

ADC will modify the Product-Name avp on server response with the setting
value, then transfer it to the client.

If product-name is set with an empty value(nothing), ADC will not change the
value of the origin-realm in the client or server when it transfers them.

The default is empty value.

Sets the value of Diameter AVP 266. This AVP can be a character string and
specifies the vendor; for example, “156”.

ADC will modify the vendor-id avp on client request with the setting value, then
transfer it to RS.

ADC will modify the vendor-id avp on server response with the setting value,
then transfer it to the client.

If vendor-ide is set to 0, ADC will not change the value of vendor-id in the client
or server when it transfers them.

The defaultis 0.The valid range is 0-4294967295.

Default, for different requests with the same session_id avp, if their interval is
less than idle-timeout, ADC will dispatch them to the same RS.
The default is 300 seconds. The valid range is 1-86400.

When this parameter is set, ADC will act in proxy mode.

When transfering diameter traffic with server-close-propagation enabled, if
one of the servers resets or sends DPR to ADC, ADC will close connection
with the client and other servers at the same time.

When transfering diameter traffic with server-close-propagation disabled, if
one of the servers resets or sends DPR to ADC, ADC will transfer the requests
from the client to the other servers.

Disabled by default.

The following example shows the list of predefined profiles:

FortiADC-VM # get load-balance profile

= [ LB _PROF_TCP ]
[ LB_PROF UDP ]
[ LB _PROF HTTP ]
== [ LB_PROF_TURBOHTTP ]
[ LB_PROF FTP ]
[ LB_PROF RADIUS ]

FortiADC 6.2.6 CLI Reference
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LB_PROF SIP ]

LB _PROF_TCPS ]

LB _PROF HTTPS ]

LB _PROF_HTTP2 H2C]

LB _PROF_HTTP2 H2 ]
LB_PROF_SMTP ]

LB_PROF _RTSP ]

LB _PROF_RTMP ]

LB _PROF_DIAMETER ]

LB _PROF_IP ]

LB _PROF RDP ]

LB _PROF HTTP SERVERCLOSE ]
LB PROF HTTPS-SERVERCLOSE ]
LB_PROF DNS ]
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The following example shows the details of the predefined HTTPS profile:

FortiADC-VM (profile) # get load-balance profile LB PROF HTTPS
type : https
tune-bufsize : 8030

tune-maxrewrite : 1024
client-timeout : 50
server-timeout : 50
connect-timeout : 5
queue-timeout : 5

http-request-timeout : 50
http-keepalive-timeout : 50
buffer-pool : enable
client-address : disable
http-x-forwarded-for : disable
http-x-forwarded-for-header
http-mode : ServerClose
compression

caching

ip-reputation : disable
geoip-list

allowlist

geoip-redirect : http://

The following example creates a user-defined SIP profile:

FortiADC-VM # config load-balance profile
FortiADC-VM (profile) # edit sip-profile
Add new entry 'sip-profile' for node 1643
FortiADC-VM (sip-profile) # set type sip
FortiADC-VM (sip-profile) # get

type : sip

max-size : 65535

server-keepalive-timeout : 30
server—-keepalive : enable
client-keepalive : disable
client-protocol : udp

server-protocol

sip-insert-client-ip : disable
failed-client : drop

failed-server : drop

FortiADC-VM (sip-profile) # set timeout 120
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set max-size 2048
set server-keepalive-timeout 180
set failed-server send

FortiADC-VM (sip-profile)
FortiADC-VM (sip-profile)
FortiADC-VM (sip-profile)

FortiADC-VM (sip-profile) set fail-server-str "404 Not Found"
FortiADC-VM (sip-profile) config ?

client-request-header-erase erase header from client request

B

client-request-header-insert insert header into client request
client-response-header-erase erase header from client response
client-response-header-insert insert header into client response
server-request-header-erase erase header from server request
server-request-header-insert insert header into server request
server-response-header-erase erase header from server response
server-response-header-insert insert header into server response
FortiADC-VM (sip-profile) # config client-request-header-insert
FortiADC-VM (client-request~h) # edit 1

Add new entry 'l' for node 4554

FortiADC-VM (
FortiADC-VM (
FortiADC-VM (
FortiADC-VM (
FortiADC-VM #

1) # set type insert-if-not-exist

1) # set string "Via: SIP/2.0/UDP 1.1.1.100:5060"
1) # end

sip-profile) # end

The following example creates a DNS profile:

config load-balance profile
edit "dns"
set type dns
set malform-query-action drop
set redirect-to-tcp-port disable
set caching enable
set max-query-length 512
set max-cache-age 3600
set max-cache-entry-size 512
set max-cache-size 10
next
end

config load-balance virtual-server

edit "wvsl"
set load-balance-profile dns
next
end

The following example creates an IP profile:

config load-balance profile
edit "ip"
set type ip
set timeout-ip-session 100
next
end

config load-balance virtual-server
edit "wvs2"
set type l1l2-load-balance
set protocol-numbers 0 1
set load-balance-profile ip
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next
end

The following example creates a MySQL profile:

config system health-check
edit mysqgl
set type mysql
set user root
set password fortinet
set port 3306
next
end

config load-balance real-server

edit "rsl"
set ip 192.168.1.1
next
end

config load-balance pool
edit "pool mysqgl"
set health-check-ctrl enable
set health-check-1list icmp
set real-server-ssl-profile NONE
config pool member
edit 1
set pool member cookie rsl
set real-server rsl
next
end
next
end

config load-balance virtual-server
edit "mysgl"
set type 17-load-balance
set interface port2
set ip 10.1.1.1
set port 3306
set load-balance-profile mysqgl
set load-balance-method LB METHOD ROUND ROBIN
set load-balance-pool pool mysqgl
next
end

The following example creates an RTSP profile:

config load-balance profile
edit "RTSP"
set type rtsp
set max-header-size 2048
set client-address enable
next
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The following example creates an RTMP profile:

config load-balance profile

edit "RTMP"
set type rtmp

set client-address enable

next

config load-balance real-server-ssl-profile

Use this command to configure real server profiles. A real server profile determines settings used in network
communication on the FortiADC-server segment, in contrast to a virtual server profile, which determines the settings

used in network communication on the client-FortiADC segment.

Table 12 provides a summary of the predefined profiles. You can select predefined profiles in the real server

configuration, or you can create user-defined profiles.

Predefined real server profiles

Profile Defaults

LB_RS_SSL_PROF_DEFAULT

LB_RS_SSL_PROF_ECDSA

LB_RS_SSL_PROF_ECDSA
SSLV3

LB_RS_SSL_PROF_ECDSA_
TLS12

LB_RS_SSL_PROF_ENULL

LB_RS_SSL_PROF_HIGH
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Allow version: SSLv3, TLSv1.0, TLSv1.1, and TLSv1.2
Cipher suite list: custom

Allow version: SSLv3, TLSv1.0, TLSv1.1, and TLSv1.2

Cipher suite list: ECDHE-ECDSA-AES256-GCM-SHA384,
ECDHE-ECDSA-AES256-SHA384, ECDHE-ECDSA-AES256-
SHA, ECDHE-ECDSA-AES128-GCM-SHA256,ECDHE-
ECDSA-AES128-SHA256,ECDHE-ECDSA-AES128-
SHA,ECDHE-ECDSA-RC4-SHA ECDHE-ECDSA-DES-
CBC3-SHA

Allow version: SSLv3

Cipher suite list: ECDHE-ECDSA-AES256-SHA, ECDHE-
ECDSA-AES128-SHA,ECDHE-ECDSA-RC4-SHA ECDHE-
ECDSA-DES-CBC3-SHA

Allow version: TLSv1.2

Cipher suite list: ECDHE-ECDSA-AES256-GCM-SHA384,
ECDHE-ECDSA-AES256-SHA384, ECDHE-ECDSA-AES128-
GCM-SHA256,ECDHE-ECDSA-AES128-SHA256

Allow version: SSLv3, TLSv1.0, TLSv1.1, and TLSv1.2
Cipher suite list: eNull

Recommended for Microsoft Direct Access servers where the
application data is already encrypted and no more encryption is
needed.

Allow version TLSv1.2
Cipher suite list: ECDHE-RSA-AES256-GCM-SHA384
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Profile Defaults

ECDHE-RSA-AES256-SHA384 ECDHE-RSA-AES256-SHA
DHE-RSA-AES256-GCM-SHA384 DHE-RSA-AES256-
SHA256 AES256-GCM-SHA384 AES256-SHA256

LB_RS_SSL_PROF_LOW_ e Allow version SSLv3

SSLV3 ¢ Cipher suite list: DHE-RSA-AES128-GCM-SHA256 DHE-
RSA-AES128-SHA256 DHE-RSA-AES128-SHA AES128-
GCM-SHA256 AES128-SHA256 AES128-SHA ECDHE-RSA-
RC4-SHA RC4-MD5 ECDHE-RSA-DES-CBC3-SHA EDH-
RSA-DES-CBC3-SHA DES-CBC3-SHA EDH-RSA-DES-CBC-
SHA DES-CBC-SHA

LB_RS_SSL_PROF_MEDIUM ¢ Allow version: TLSv1.0, TLSv1.1, and TLSv1.2
» Cipher suite list: ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-SHA256 ECDHE-RSA-AES128-SHA
DHE-RSA-AES128-GCM-SHA256 DHE-RSA-AES128-
SHA256 DHE-RSA-AES128-SHA AES128-GCM-SHA256
AES128-SHA256 AES128-SHA RC4-SHA EDH-RSA-DES-
CBC3-SHA DES-CBC3-SHA

LB_RS_SSL_PROF_NONE SSL is disabled.

Before you begin:

¢ You must have read-write permission for load balance settings.

Syntax

config load-balance real-sever-ssl-profile
edit <name>

set ssl {enable|disable}

set allow-ssl-versions {sslv3 tlsvl.0 tlsvl.l tlsvl.2 tlsvl.3}

set server-cert-verify <datasource>

set ssl-ciphers {ECDHE-ECDSA-AES256-GCM-SHA384 ECDHE-ECDSA-AES256-SHA384 ECDHE-ECDSA-
AES256-SHA ECDHE-ECDSA-AES128-GCM-SHA256 ECDHE-ECDSA-AES128-SHA256 ECDHE-ECDSA-
AES128-SHA ECDHE-ECDSA-DES-CBC3-SHA ECDHE-ECDSA-RC4-SHA ECDHE-RSA-AES256-GCM-
SHA384 ECDHE-RSA-AES256-SHA384 ECDHE-RSA-AES256-SHA DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-SHA256 DHE-RSA-AES256-SHA AES256-GCM-SHA384 AES256-SHA256 AES256-
SHA ECDHE-RSA-AES128-GCM-SHA256 ECDHE-RSA-AES128-SHA256 ECDHE-RSA-AES128-SHA DHE-
RSA-AES128-GCM-SHA256 DHE-RSA-AES128-SHA256 DHE-RSA-AES128-SHA AES128-GCM-SHA256
AES128-SHA256 AES128-SHA ECDHE-RSA-RC4-SHA RC4-SHA RC4-MD5 ECDHE-RSA-DES-CBC3-SHA
EDH-RSA-DES-CBC3-SHA DES-CBC3-SHA EDH-RSA-DES-CBC-SHA DES-CBC-SHA eNULL }

set ssl-customize-ciphers-flag {enable|disable}

set ssl-customized-ciphers <string>

set ssl-session-reuse {enable|disable}

set ssl-session-reuse-limit <integer>

set ssl-sni-forward {enable|disable}

set ssl-tls-ticket-reuse {enable|disable}

next
end
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config load-balance

ssl

allow-ssl-versions

server-cert-verify

ssl-ciphers
ssl-customize-ciphers-flag

ssl-customized-ciphers

ssl-session-reuse
ssl-session-reuse-limit

ssl-sni-forward

ssl-tls-ticket-reuse

server-OCSP-stapling-support

Example

Enable/disable SSL for the connection between the FortiADC and the real
server.

Specify a space-separated list of allowed SSL versions.

Specify a Certificate Verify configuration object to validate server
certificates. This Certificate Verify object must include a CA group and can
include OCSP and CRL checks.

Specify a space-separated, ordered list of supported SSL ciphers.
Enable/disable use of user-specified cipher suites.

If the customize cipher flag is enabled, specify a colon-separated, ordered
list of cipher suites.

An empty string is allowed. If empty, the default cipher suite list is used.
Enable/disable SSL session reuse.
The default is 0 (disabled). The valid range is 0-1048576.

Enable/disable forwarding the client SNI value to the server. The SNI value
will be forwarded to the real server only when the client-side ClientHello
message contains a valid SNI value; otherwise, nothing is forwarded.

Enable/disable TLS ticket-based session reuse.

Enable/disable server ocsp _stapling. The defaultis disable.
Note: Only when verify is enabled does this command take effect.

FortiADC-VM # config load-balance real-server-ssl-profile

FortiADC-VM (real-server-ss~-—)

[ LB_RS_SSL_PROF NONE ]

LB RS_SSL_ PROF MEDIUM ]
LB RS _SSL_PROF HIGH ]
LB RS SSL PROF ECDSA ]

LB_RS_SSL_PROF ENULL ]
LB_RS_SSL_PROF DEFAULT ]

|
S

FortiADC-VM (real-server-ss~-)

LB RS_SSL_PROF_LOW_SSLV2 ]
LB RS_SSL_PROF_LOW_SSLV3 ]

LB RS SSL_PROF ECDSA SSLV3 ]
LB RS SSL PROF ECDSA TLS12 ]

# get

# edit RS-SSL-PROFILE-USER-DEFINED

Add new entry 'RS-SSL-PROFILE-USER-DEFINED' for node 3862

FortiADC-VM (RS-SSL-PROFILE~U)
FortiADC-VM (RS-SSL-PROFILE~U)

ssl : enable
server-cert-verify
ssl-sni-forward : disable
ssl-session-reuse : disable
ssl-customize-ciphers-flag

# set ssl enable
# get

disable
ssl-ciphers : DHE-RSA-AES256-GCM-SHA384 DHE-RSA-AES256-SHA256 DHE-RSA-AES256-SHA AES256-GCM-

SHA384 AES256-SHA256 AES256-SHA DHE-RSA-AES128-GCM-SHA256 DHE-RSA-AES128-SHA256 DHE-
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config load-balance

RSA-AES128-SHA AES128-GCM-SHA256 AES128-SHA256 AES128-SHA RC4-SHA RC4-MD5 EDH-RSA-DES-
CBC3-SHA DES-CBC3-SHA EDH-RSA-DES-CBC-SHA DES-CBC-SHA

allow-ssl-versions : sslv3 tlsvl1.0 tlsvl.l tlsvl.2

FortiADC-VM (RS-SSL-PROFILE~U) # set ssl-session-reuse enable

FortiADC-VM (RS-SSL-PROFILE~U) # set allow-ssl-versions tlsvl.2

FortiADC-VM (RS-SSL-PROFILE~U) # end

FortiADC-VM #

config load-balance reputation

Use this command to configure IP reputation policies.

The FortiGuard IP Reputation service provides a regularly updated data set that identifies compromised and malicious
clients.

The IP reputation configuration allows you to specify the action the system takes when it receives traffic from a client with
an |IP address on the list. Table 13 lists limitations for IP reputation actions.

IP reputation actions

Action Profile Limitations

Pass IPv4 only Not supported for RADIUS.

Deny IPv4 only Not supported for RADIUS.

Redirect IPv4 only Not supported for RADIUS, FTP, TCP, UDP.
Send 403 Forbidden IPv4 only Not supported for RADIUS, FTP, TCP, UDP.

Note: IP reputation is also not supported for Layer 4 virtual servers when the Packet Forwarding Mode is Direct Routing.

Basic Steps

1. Configure the connection to the FortiGuard IP Reputation Service.

2. Optionally, customize the actions you want to take when the system encounters a request from an IP source that
matches the list; and add exceptions. If a source IP appears on the exceptions list, the system does not look it up on
the IP reputation list. See below.

3. Enable IP reputation in the profiles you associate with virtual servers.
Before you begin:

» You must have read-write permission for load balancing settings.

Syntax

config load-balance reputation
edit <No.>
set action {deny | pass | redirect | send-403-forbidden}
set category <string>
set log {enable|disable}
set severity {high | low | medium}
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config load-balance

next

end

action

set status {enable|disable}

category

log

severity

status

Example

FortiADC-VM # get load-balance reputation

==

[
[
==
[
[

FortiADC-VM # get load-balance reputation 1
category :

1

o U W N

status

]

]
]
]
]
]

Botnet

: enable

action :

severity :
log :

FortiADC-VM # get load-balance reputation 2

category : "Anonymous

status

pass
low

disable

: enable

action :

severity :
log :
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pass
low

disable

e Pass
* Deny

¢ Send 403 Forbidden
Note: Layer 4 and TCPS virtual servers do not support Redirect or Send 403 Forbidden. If you
apply an IP reputation configuration that uses these options to a Layer 4 or TCPS virtual server,
FortiADC logs the action as Redirect or Send 403 Forbidden, but in fact denies the traffic.

Specify a FortiGuard IP Reputation category:

Enable/disable logging.

The severity to apply to the event. Severity is useful when you filter and sort logs:

Enable/disable the category.

Redirect

Botnet
Anonymous Proxy
Phishing

Spam

Block List

Others

Low
Medium
High

Proxy"
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config load-balance

FortiADC-VM # get load-balance reputation 3
category : Phishing

status : enable

action : pass

severity : low

log : disable

FortiADC-VM # get load-balance reputation 4
category : Spam

status : enable

action : pass

severity : low

log : disable

FortiADC-VM # get load-balance reputation 5
category : Others

status : enable

action : pass

severity : low

log : disable

FortiADC-VM # get load-balance reputation 6
category : "Block List"

status : enable

action : deny

severity : low

log : disable

config load-balance reputation-exception

Use this command to add exceptions to IP reputation rules. If enabled, the specified IP address or range of IP addresses
will be allowed to pass through.

Before you begin:

» You must have read-write permission for load balancing feature settings.

Syntax

config load-balance reputation-exception
edit <No.>

set status {enable|disable}
set type {ip-netmask | ip-range}
set ip-network <ipé&netmask>
set start-ip <classip>
set end-ip <classip>
next
end
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config load-balance

status Enable or disable the exception. You might have occasion to toggle to exception off and on.

type  ip-netmask: address block
 ip-range: address range

ip-network Specify a subnet using the address/mask notation.
start-ip Specify the start of an address range.
end-ip Specify the end of an address range.

config load-balance reputation-block-list

Use this command to create a new ip-reputation block list. If enabled, the specified IP address or range of IP addresses
will not be allowed to pass through.

Before you begin:

» You must have read-write permission for load balancing feature settings.

Syntax

config load-balance reputation-block-list
config entries
edit <No.>
set status {enable|disable}
set type { ip-netmask|ip-range}
set ip-network <ipé&netmask>
set end-ip <ip>
set start-ip <ip>

next
end
status Enable or disable the exception. You might have occasion to toggle to exception off and on.
type  ip-netmask: address block
¢ ip-range: address range
IP/Netmask If IP/netmask is selected in the Type field above, specify a subnet using the address/mask
notation.
start-ip Specify the start of an address range.
end-ip Specify the end of an address range.
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config load-balance

config load-balance schedule-pool

Use this command to create a new schedule-pool which can control the working real server by schedule-group (config
system schedule-group).

Syntax

config load-balance schedule-pool
edit <name>
set load-balance-pool <datasource>
set schedule <datasource>

next
end
load-balance-pool Specify a real server pool.
schedule Schedule-group (configured by "config system schedule-group").
Example

config load-balance schedule-pool
edit "new"
set load-balance-pool example-pool
set schedule example-schedule
next
end

config load-balance virtual-server

Use this command to configure virtual servers.
The virtual server configuration supports three classes of application delivery control:

» Layer 7—Persistence, load-balancing, and routing are based on Layer-7 objects, such as HTTP headers, cookies,
and so on.

o Layer 4—Persistence, load-balancing, and network address translation are based on Layer-4 objects, such as
source and destination IP address.

« Layer 2—This feature is useful when the request’s destination IP is unknown and you need to load-balance
connections between multiple next-hop gateways.
Before you begin:

« You must have a deep understanding of the backend servers and your load balancing objectives.

« You must have configured a real server pool (required) and other configuration objects that you can incorporate into
the virtual server configuration, such as persistence rules, user-defined profiles, source IP address pools if you are
deploying full NAT, content routes and rewriting rules, and error messages.

» You must have read-write permission for load balancing settings.
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config load-balance

Unlike virtual IPs on FortiGate or virtual servers on FortiWeb, virtual servers on

FortiADC are activated as soon as you configure them and set status to enable.

You do not apply them by selecting them in a policy.

Syntax

config load-balance virtual-server
edit <vs-name>

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

type {l2-load-balance | l4-load-balance | l1l7-load-balance}
addr-type {ipvé4|ipv6}

alone {enable|disable}

auth-policy <datasource>

clone-pool <datasource>

clone-traffic-type {both-sides|client-side|server-side}
comments <string>

connection-limit <integer>

connection-pool <datasource>

connection-rate-limit <integer>

content-rewriting {enable|disable}
content-rewriting-list <string>

content-routing {enable|disable}

content-routing-list <string>

error-msg <string>

geoip-block-list <datasource>

allowlist <datasource>

interface <datasource>

ip <class ip>

12-exception-list <datasource>

port <value> port range "portA-portB" or single port number "portA"
port <number>

load-balance-method <datasource>
load-balance-persistence <datasource>

load-balance-pool <datasource>

load-balance-profile <datasource>

multi-process <integer>

packet-forwarding-method { FullNAT|NAT|NAT46|NAT64|direct routing| tunneling}

ippool-list <datasource> <datasource>
scripting-flag enable

scripting-list <datasource> <datasource>
status {enable|disable|maintain}
traffic-log {enable|disable}

event-log {enablel|disable}
trans-rate-limit <integer>

waf-profile <datasource>

warm-rate <integer>

warm-up <integer>

traffic-group <string>

ssl-mirror {enable|disable}
ssl-mirror-intf <port>

pagespeed <datasource>

http2https enable

http2https-port <portA-portB portC portD>
max-persistence-entries <integer>
schedule-1list {enable|disable}
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config load-balance

set schedule-pool-list <datasource>
set dos-profile <string>
set one-click-gslb-server-option {enable|disable}

next
end

type

addr-type

alone

auth-policy

comments

connection-limit

connection-pool

connection-rate-limit

FortiADC 6.2.6 CLI Reference
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Specify the virtual server type:
¢ |7-load-balance: Persistence, load balancing, and routing are based on Layer
7 objects, such as HTTP headers, cookies, and so on.
* |4-load-balance: Persistence, load balancing, and network address translation
are based on Layer 4 objects, such as source and destination IP address.
¢ |2-load-balance: This feature is useful when the request’s destination IP is
unknown and you need to load balance connections between multiple next-
hop gateways.
After you have specified the type, the CLI commands are constrained to the ones
that are applicable to the specified type, not all of the settings described in this
table.

IPv4 or IPv6
Note: IPv6 is not supported for layer 4 FTP, layer 2 FTP, HTTP Turbo or RDP.

Enable/disable alone mode. Enabled by default.

When enabled, the virtual server is handled by a separate httproxy daemon. When
disabled, the virtual server belongs to a group that is handled by one httproxy
daemon.

Alone mode boosts performance but impacts memory utilization. If memory
utilization becomes an issue, consider enabling alone mode only for key virtual
servers and disabling for less important ones.

Note: HTTP, HTTPS, and TCPS only.
Specify an auth policy configuration object. HTTP/HTTPS only.

A string to describe the purpose of the configuration, to help you and other
administrators more easily identify its use. Put phrases in quotes. For example:
“Customer ABC”.

Limit the number of concurrent connections. The default is O (disabled). The valid
range is 1 to 1,048,576 concurrent connections.

You can apply a connection limit per real server and per virtual server. Both limits
are enforced. Attempted connections that are dropped by security rules are not
counted.

Note: Not supported for FTP or SIP profiles.

Specify a connection pool configuration object.
Note: Not supported for SIP profiles.

With all Layer 4 profiles, and with the Layer 2 TCP profile, you can limit the number
of new connections per second. The default is 0 (disabled). The valid range is 1 to
86,400 connections per second.
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config load-balance

content-rewriting

content-rewriting-list

content-routing

content-routing-list

error-msg

error-page

geoip-blocklist

allowlist

interface

ip

port
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You can apply a connection rate limit per real server and per virtual server. Both
limits are enforced. Attempted connections that are dropped by security rules are
not counted.

Note: Not supported for FTP profiles.

Enable to rewrite HTTP headers.
Note: Not supported for SIP profiles.

Specify content rewriting rules.

Note: You can select multiple content rewriting rules in the virtual server
configuration. Rules that you add are consulted from top to bottom. The first rule to
match is applied. If the traffic does not match any of the content rewriting rule
conditions, the header is not rewritten.

Enable to route packets to backend servers based on IP address (Layer 4) or HTTP
headers (Layer 7 content).

Note: Not supported for SIP profiles. Supports L2 TCP/UDP/IP profiles.

Specify content route configuration objects.

Note: You can specify multiple content routing rules in the virtual server
configuration. Rules that you add are consulted from top to bottom. The first rule to
match is applied. If the traffic does not match any of the content routing rule
conditions specified in the virtual server configuration, the system behaves
unexpectedly. Therefore, it is important that you create a “catch all” rule that has no
match conditions. In the virtual server configuration, this rule should be ordered last
so it can be used to forward traffic to a default pool.

Specify an error page configuration object.
Note: Not supported for SIP profiles.

If you do not use an error page, you can enter an error message to be returned to
clients in the event no server is available.

Note: Not supported for SIP profiles.

Specify a geography IP address block list configuration object.
Specify a geography IP address allowlist configuration object.
Network interface that receives client traffic for this virtual server.

IP address provisioned for the virtual server.

Note: You do not specify an IP address for a Layer 2 virtual server. A Layer 2 virtual
server is not aware of IP addresses. Instead of routing data for a specific
destination, this type of server simply forwards data from the specified network
interface and port.

Port number to listen for client requests.

Note: If a Layer 2 virtual server is assigned a network interface that uses port 80 or
443, ensure that the HTTPS and HTTP administrative access options are not
enabled for the interface.

Note: A L7 virtual server can have up to 256 ports, but there is no such a limit for L4
virtual servers.
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config load-balance

port range

load-balance-method
load-balance-persistence
load-balance-pool

load-balance-profile

12-exception-list

multi-process

packet-forwarding-method
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Note: Port number can be set to 0 if load-balance type is L4 or L2 and the profile is
TCP or UDP.

Specify the number of ports in a port range. For example, if port is 80, and port-
range is 254, then the virtual port range starts at 80 and goes to 334.

The defaultis 0 (no range). The valid range is 0-255. For SIP, the valid range is 0-5.
The port-range option is useful in deployments where it is desirable to have a virtual
IP address with a large number of virtual ports, such as data centers or web hosting
companies that use port number to identify their specific customers.

Statistics and configurations are applied to the virtual port range as a whole and not
to the individual ports within the specified range.

Note: Not supported for FTP, HTTP Turbo, RADIUS, or Layer 2 TCP profiles

Note: You can define up to eight port ranges.

Specify a predefined or user-defined method configuration object.
Specify a predefined or user-defined persistence configuration object.
Specify a server pool configuration object.

Specify a predefined or user-defined profile configuration object.
After you have specified the profile, the CLI commands are constrained to the ones

that are applicable to the specified profile type, not all of the settings described in
this table.

Specify a user-defined SSL forward proxy exception configuration object.

If your system has a multicore CPU, you can assign the number of CPU cores to
handle traffic for a virtual server. The valid range is 1 to 15.

Note: HTTP, HTTPS, and TCPS only.

In Layer 4 virtual server deployments, select one of the following packet forwarding
methods:
e direct_routing — Forwards the source and destination IP addresses with no
changes.
Note: For FTP profiles, when Direct Routing is selected, you must also
configure a persistence method.

¢« NAT— Replaces the destination IP address with the IP address of the backend
server selected by the load balancer. The destination IP address of the initial
request is the IP address of the virtual server. Be sure to configure FortiADC as
the default gateway on the backend server so that the reply goes through
FortiADC and can also be translated.

¢ FullNAT—Replaces both the destination and source IP addresses. IPv4 to
IPv4 or IPv6 to IPv6 translation.

¢ NAT46—Replaces both the destination and source IP addresses, translating
IPv4 addresses to IPv6 addresses.

¢ NAT64—Replaces both the destination and source IP addresses, translating
IPv6 addresses to IPv4 addresses.

¢ Tunneling- In tunnel mode, the load balancer sends requests to real servers
through an IP tunnel. When a user accesses the virtual server, a packet
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config load-balance

ippool-list

scripting-flag

scripting-list

status

traffic-log

event-log

trans-rate-limit

waf-profile

warm-rate
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destined for the virtual IP address arrives, a real server is chosen from the
cluster according to the connection scheduling algorithm. Then the load
balancer encapsulates the packet within an IP datagram and forwards it to the
chosen server.
Note: For Full NAT, NAT46, and NAT64, the source IP address is replaced by an IP
address from the pool you specify with ippool. The destination IP address is
replaced with the IP address of the backend server selected by the load balancer.

If you are configuring a Layer 4 virtual server and enable Full NAT, NAT46, or
NATG64, specify a space-separated list of IP address pool configuration objects to
be used for SNAT.

Enable by default.

Specify a scripting policy configuration object. HTTP/HTTPS only.
Note: The maximum number of scripts in "set scripting-list <>"is256.

e enable—The server can receive new sessions.

¢ disable—The server does not receive new sessions and closes any current
sessions as soon as possible.

e maintain—The server does not receive new sessions but maintains any
current connections.

Enable to record traffic logs for this virtual server.

Note: Local logging is constrained by available disk space. We recommend that if
you enable traffic logs, you monitor your disk space closely. We also recommend
that you use local logging during evaluation and verification of your initial
deployment, and then configure remote logging to send logs to a log management
repository.

Enable to record event logs for this virtual server.

Limit the number of HTTP or SIP requests per second. The default is 0 (disabled).
The valid range is 1 to 1,048,567 transactions per second.

The system counts each client request against the limit. When the request rate
exceeds the limit, the virtual server sends an HTTP 503 error response to the client.

Note: Not supported for HTTP Turbo profiles.

Specify a web application firewall (WAF) profile configuration object. HTTP/HTTPS
only.

Maximum connection rate while the virtual server is starting up. The default is 100
connections per second. The valid range is 1 to 86,400 connections per second.
If Warm Up is 5 and Warm Rate is 2, the number of allowed new connections
increases at the following rate:
¢ 1stsecond—Total of 2 new connections allowed (0+2).
« 2nd second—2 new connections added for a total of 4 new connections
allowed (2+2).
¢ 3rd second—2 new connections added for a total of 6 new connections
allowed (4+2).
¢ 4th second—2 new connections added for a total of 8 new connections
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config load-balance

warm-up

ssl-mirror

ssl-miror-intf

pagespeed

http2https

http2https-port

max-persistence-entries

schedule-1list
schedule-pool-1list
clone-pool
clone-traffic-type

dos-profile

one-click-gslb-server-
option

Example

allowed (6+2).
» 5th second—2 new connections added for a total of 10 new connections
allowed (8+2).
Note: Not supported for SIP profiles.

If the server cannot initially handle full connection load when it begins to respond to
health checks (for example, if it begins to respond when startup is not fully
complete), indicate how long to forward traffic at a lesser rate. The default is 0
(disabled). The valid range is 1 to 86,400 seconds.

Note: Not supported for SIP profiles.

Enable/disable SSL mirroring. When ssl-mirror is enabled, FortiADC will mirror the
client HTTPS/TCPS packets traffic by the SSL-mirror-interface port after decrypting
the SSL.

Note: Use this command send mirror packets of HTTPS or TCPS virtual servers to
third-party solutions via the designated network interfaces. See below.

Specify the outgoing interfaces be ssl-mirror interfaces. You can set up to four
outgoing interfaces.

Set PageSpeed to let FortiADC speed up HTTP responses using its Web
Performance Optimization solutions.

Enable/disable redirect HTTP request to HTTPS

HTTP service port list for redirecting HTTP to HTTPS.
Format: portA-portB portC portD.

Maximum persistence entries size. This command only works if load-balance-
persistence is enabled with type source-address.

Enable/disable schedule pool list.
Specify the schedule-pool.
Specify the clone-pool.

Specify the clone-traffic-type.

LB process will get all the configurations of this profile and write the parameters to
the configuration file of HTTProxy.

Enable/disable the FortiGSLB function.

FortiADC-VM # config load-balance virtual-server

FortiADC-VM
Add new entry

(virtual-server)
'"lb-vsl' for node 1775

# edit lb-vsl

config load-balance virtual-server

edit “17vs”

set type 17-load-balance

set interface portl
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config load-balance

set
set
next
end

ip 172.1.1.2
traffic-group traffic-group-1

config load-balance virtual-server
edit "vVsS"

set
set
set
set
set
set
set
set

set
set

set
set
next
end

type l7-load-balance
interface port3
ip 192.168.1.1

load-balance-profile LB PROF HTTP
load-balance-method LB METHOD ROUND ROBIN

load-balance-pool pool
scripting-flag enable

scripting-list HTTP 2 HTTPS REDIRECTION REWRITE HOST n PATH REDIRECTION by STATUS

CODE
traffic-group default
clone-pool 1
clone-traffic-type both-sides
dos-profile dos-profile

FortiADC-VM (lb-vsl) # get

status

enable

type : l4-load-balance
multi-process : 1
packet-forwarding-method: NAT

interface
addr-type

ipv4

ip : 0.0.0.0

port : 80

connection-limit : 10000
load-balance-profile:
content-routing : disable
load-balance-persistence:
load-balance-method

load-balance-pool

traffic-log : disable

warm-up

warm-rate

0
10

connection-rate-limit: O

id : 0

clone-pool : 1
clone-traffic-type : both-sides

FortiADC-VM (lb-vsl
FortiADC-VM (
FortiADC-VM (
FortiADC-VM (lb-vsl
FortiADC-VM (
FortiADC-VM (

FortiADC-VM

status

type : l4-load-balance

multi-process : 1

FortiADC 6.2.6 CLI Reference

Fortinet Inc.

# set ip 192.168.200.1

set load-balance-profile LB PROF TCP
set load-balance-method LB METHOD ROUND ROBIN

)
lb-vsl) # set interface porté
lb-vsl) #
) #
1b-vsl) # set load-balance-pool lb-pool
lb-vsl) # end

# get load-balance virtual-server lb-vsl
enable
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config load-balance

packet-forwarding-method: NAT
interface : port4

addr-type : ipvé

ip : 192.168.200.1

port : 80

connection-limit : 10000
load-balance-profile: LB PROF TCP
content-routing : disable
load-balance-persistence:
load-balance-method : LB METHOD ROUND_ROBIN
load-balance-pool : lb-pool
traffic-log : disable

warm-up : O

warm-rate : 10
connection-rate-limit: O

id 1

config load-balance web-category

Read-only. Displays the web filter categories imported from FortiGuard. You specify web categories when you create
web filter groups with the config load-balance web-filter-profile command.

For information on FortiGuard web categories, go to the FortiGuard website:
http://fortiguard.com/webfilter
Before you begin:

» You must have read permission for load balancing settings.

Example

docs-1 # get load-balance web-category
[ Potentially Liable ]
[ Adult/Mature Content ]
== [ Bandwidth Consuming ]
[ Security Risk ]
[ General Interest - Personal ]
== [ General Interest - Business ]

See Also

 config system web-filter
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config load-balance

config load-balance web-filter-profile

Use this command to configure web filter profile. The web filter profile should include categories that should not be
processed by the outbound L2 SSL forward proxy feature. To address privacy concerns, you can include categories
such as "Personal Privacy", "Finance and Banking", "Health and Wellness", and Medicine.

Before you begin:
» You must have read-write permission for load balancing settings.

After you have configured web filter profile, you can specify it in an L2 exception list.

Syntax

config load-balance web-filter-profile
edit <name>
set description <string>
config category-members
edit <No.>
set category <datasource>
next
end
next
end

description A string to describe the purpose of the configuration, to help you and other administrators
more easily identify its use. Put phrases in quotes. For example: “Customer ABC”.

config member

category Specify a FortiGuard category or subcategory. Put phrases in quotes. For example:
“Personal Privacy”.

Example

FortiADC-docs # config load-balance web-filter-profile

FortiADC-VM (web-filter-pro~i) # edit fortiguard-categories2passthrough

Add new entry 'fortiguard-categoriesZpassthrough' for node 4622

FortiADC-VM (fortiguard-cat~g) # set description "Finance and Banking Personal Privacy
Health and Wellness"

FortiADC-VM (fortiguard-cat~g) # config category-members

FortiADC-VM (category-members) # edit 1

Add new entry 'l' for node 4625

FortiADC-VM (1) # set category "Finance and Banking"

FortiADC-VM (1) # next

FortiADC-VM (category-members) # edit 2

Add new entry '2' for node 4625

FortiADC-VM (2) # set category "Personal Privacy"
FortiADC-VM (2) # next

FortiADC-VM (category-members) # edit 3

Add new entry '3' for node 4625
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FortiADC-VM (3) # set category "Health and Wellness"
FortiADC-VM (3) # next

FortiADC-VM (category-members) # edit 4

Add new entry '4' for node 4625

FortiADC-VM (4) # set category Medicine

FortiADC-VM (4) # end

FortiADC-VM (fortiguard-cat~g) # end

config load-balance web-sub-category

Read-only. Displays the web filter subcategories imported from FortiGuard. You specify web subcategories when you
create web filter groups with the config load-balance web-filter-profile command.

For information on FortiGuard web categories, go to the FortiGuard website:
http://fortiguard.com/webfilter
Before you begin:

» You must have read permission for load balancing settings.

Example

docs-1 # get load-balance web-sub-category

== [ Unrated ]
Drug Abuse ]
Alternative Belief