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Introducing FortiEDR

This chapter describes the FortiEDR system components, FortiEDR technology and the workflow for protecting your
organization using FortiEDR.

Introduction

FortiEDR provides multi-layered, post- and pre-infection protection that stops advanced malware in real time. FortiEDR
recognizes that external threat actors cannot be prevented from infiltrating networks, and instead focuses on preventing
the exfiltration and ransoming of critical data in the event of a cyber-attack. FortiEDR's unique virtual patching technique,
which only blocks malicious outbound communications, enables emplyees to continue working as usual even when their
devices are infected.

Execution prevention

FortiEDR stops both known and unknown malware types using machine-learning-based Next-Generation Anti-Virus
(NGAV), a signature-less approach that detects and mitigates zero-day attacks by filtering out known malware
variations. This blocks the execution of files that are identified as malicious or suspected to be malicious. For this policy,
each file is analyzed to find evidence for malicious activity.

In addition to machine-learning-based NGAV protection, Execution Prevention policy is augmented by other techniques
such as signature-based detection, sandboxing, and more.

Data exfiltration

Data exfiltration is the unauthorized transfer of sensitive information from a target’s network to a location that a threat
actor controls.

FortiEDR is a realtime targeted-attack exfiltration prevention platform.
Threat actors only benefit when they actually succeed in stealing your data.
FortiEDR ensures that your data is not exfiltrated by threat actors, regardless of the methods that they use.

FortiEDR can prevent malicious exfiltration attempts of any kind of data, from any application, from any process, using
any protocol or port.

FortiEDR becomes your last line of defense in case of a data exfiltration attempt. All malicious connections
are blocked and precise details of the infected devices and their associated components are available for your
review.

FortiEDR is a software-only solution that can be installed with your current standard equipment.

FortiEDR protects your data from exfiltration both On-Premises and Off-Premises.

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.
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Ransomware

Ransomware is malware used by attackers to infect a device, hijack files on that device and then lock them, via
encryption, so that they cannot be accessed until the attacker decrypts and releases them. A successful ransomware
attack represents the exploit of a greater security vulnerability in your environment. Paying the attacker is only a short-
term solution that does not address the root of the problem, as it may likely lead to another attack that is even more
malicious and more expensive than the previous one.

FortiEDR prevents, in real time, an attacker’s attempt to encrypt or modify data. FortiEDR then generates an alert that
contains the information needed to initiate an investigation, so the root breach can be uncovered and fully remediated.
Moreover, the end user can continue to work as usual even on an infected device.

Threat hunting

FortiEDR’s threat-hunting capabilities features a set of software tools and information sources focused on detecting,
investigating, containing and mitigating suspicious activities on end-user devices.

FortiEDR provides post- and pre-infection endpoint protection management, while delivering high detection rates with
realtime blocking and response capabilities when compared to traditional Endpoint Detection and Response (EDR)
tools.

FortiEDR provides malware classification, displays Indicators of Compromise (IOCs) and delivers full attack-chain views
— all while simultaneously enabling users to conduct further threat hunting, if and when needed.

FortiEDR 5.2.1 Administration Guide
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FortiEDR technology

PREVENT
REAL-TIME PROTECTION

DETECTI&

DISCOVERY DEFUSE
& PREDICT NO ALERT FATIGUE
PROACTIVE RISK MO DWELL TIME

MANAGEMENT

RESPOND & REMEDIATE
CUSTOMIZED DISINFECTION

CLOUD, ON-PREMISES OR [@) LIGHTWEIGHT
HYBRID MANAGEMENT H>7 AGENT

When looking at how external threat actors operate, we recognize two important aspects. The first is that the threat
actors use the network in order to exfiltrate data from an organization. Second, they try to remain as stealthy as possible
in order to avoid existing security measures. This means that threat actors must establish outbound communications in a

non-standard manner.

FortiEDR’s technology prevents data exfiltration by identifying, in real time, malicious outgoing communications that
were generated by external threat actors. Identification of malicious outgoing communications is the result of our
research conducted on both operating system internals and malware operation methods.

Our research revealed that all legitimate outgoing communications must pass through the operating system. Thus, by
monitoring the operating system internals it is possible to verify that a connection was established in a valid manner.
FortiEDR gathers OS stack data, thread and process related data and conducts executable file analysis to determine the
nature of the connection. Additionally, any type of threat attempting to bypass the FortiEDR driver is detected as the

connection will not have the corresponding data from FortiEDR.

FortiEDR 5.2.1 Administration Guide
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Introducing FortiEDR

FortiEDR’s technology prevents data exfiltration by identifying, in real time, malicious outgoing communications that
were generated by external threat actors. Identification of malicious outgoing communications is the result of our
research conducted on both operating system internals and malware operation methods.

FortiEDR components

Overview

The FortiEDR platform is a distributed architecture that collects the connection establishment flow of your organization’s
communicating devices directly from each device’s operating system internals. FortiEDR analyzes the flow of events
that preceded the connection establishment and determines whether the connection establishment request was
malicious. The system can enforce your organization’s policy by blocking the connection establishment request in order
to prevent exfiltration.

The FortiEDR platform is comprised of the following components:

=]

ech

(o

o

FortiEDR Cloud Services (FCS)

FortiEDR Collector

The FortiEDR Collector is an agent that resides on every communicating device in your enterprise, including desktops,
laptops and servers.

By default, the Collector runs in autonomous mode. Upon every attempt made by the communicating device to establish
a network connection or change a file, the Collector collects all required metadata and analyzes it to determine whether

FortiEDR 5.2.1 Administration Guide
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the process performing the action is legitimate. You can configure the Collector to use a Core for the metadata analysis,
in which case the Collector holds the establishment of the connection until authorization is received from the Core.

« Pass: Legitimate requests are allowed with extremely negligible latency.
» Block: Malicious exfiltration and file changing attempts are blocked.

If third-party software attempts to stop the FortiEDR Collector service, the system prompts for
NP the registration password. This is the same password used when installing the Collector. If an
S L4 . . . . .
q incorrect password is supplied at the prompt, the message Access Denied displays on the
- Collector device. In this case, the FortiEDR Collector service is not stopped. For more details
- about the required password to supply in this situation, you may refer to Component
authentication on page 319.

A FortiEDR Collector should be installed on each communicating device in your organization. The same FortiEDR
Collector can be installed on all Windows, macOS, and Linux systems. The following are the connections established
between the FortiEDR Collector and other FortiEDR components:

« To the FortiEDR Aggregator: The FortiEDR Collector initially sends registration information to the FortiEDR
Aggregator via SSL and then it sends ongoing health, status information, and security events.

« From the FortiEDR Aggregator: The FortiEDR Collector receives its configuration from the FortiEDR Aggregator.
» To the FortiEDR Core: The FortiEDR Collector sends the following information:
o Compressed activity events that are later used for Threat Hunting
« Communication-related data to be used for the Communication Control
+ (Non-autonomous mode only) Metadata for determining whether a specific action should be blocked or
passed

When a Core is used for the metadata analysis, which means the Collector is not
W running in autonomous mode, if all Cores are unreachable due to connection issues or
‘?' errors, the Collector switches to autonomous mode automatically after one minute
- where it continues to run and protect the device by analyzing the metadata locally. The
- Collector then keeps trying to establish a connection with the Core every few seconds
to few minutes, depending on the number of errors in previous attempts.

 From the FortiEDR Core: The FortiEDR Collector receives connection establishment authorization or denial
(blocking) from the FortiEDR Core.

Negligible footprint

The FortiEDR Collector retains only a limited amount of metadata on the device in order to keep CPU usage to virtually
zero and the storage requirements to a minimum. FortiEDR'’s traffic consumption requirements are low because the
FortiEDR Collector sends to the Core its activity events, the size of which depends on the amount of activity, and sends
to the Aggregator security events which are small in size. Additionally, FortiEDR uses message compression in order to
further reduce the traffic sent to the network. You may refer to Before you start on page 21 for the exact specifications of
the system requirements.

Quick and easy installation

The FortiEDR Collector comes as a standard installer package that is easily installed via standard remote unattended
deployment tools, such as Microsoft SCCM. No local configuration or reboot is required; however, a reboot of the system

FortiEDR 5.2.1 Administration Guide
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ensures that any malicious connections that were previously established before the installation are thwarted and tracked
via FortiEDR after the reboot is complete. Upgrades can be performed remotely and are rarely needed, because all the
brains of the FortiEDR system are in the FortiEDR Core.

Event Viewer

The Windows Event Viewer records whenever a FortiEDR Collector blocks communication from a device, as described
in Event Viewer on page 146.

FortiEDR Core

The FortiEDR Core is the security policy enforcer and decision-maker. It determines whether a connection
establishment request is legitimate or represents a malicious exfiltration attempt that must therefore be blocked.

FortiEDR collects OS stack data, thread and process-related data and conducts executable file analysis to determine the
nature of every connection request, as follows.

» When working in prevention mode, all the connection establishment requests in your organization must be
authorized by a FortiEDR Core, thus enabling it to block each outgoing connection establishment request that is
malicious.

« When the FortiEDR Core receives a connection establishment request, it comes enriched with metadata collected
by the FortiEDR Collector that describes the operating system activities that preceded it.

« The FortiEDR Core analyzes the flow of events that preceded the connection request and determines whether the
connection request was malicious. The system then enforces your organization’s policy by blocking (or only
logging) the connection request in order to prevent/log exfiltration.

» The collection of the flow of events that preceded the connection request enables FortiEDR to determine where the
foul occurred.

One or more FortiEDR Cores are required, according to the size of your network based on deployment size (up to 50
FortiEDR Cores). The following are the connections established between the FortiEDR Core and other FortiEDR
components:

o To the FortiEDR Aggregator: The FortiEDR Core sends registration information the first time it connects to the
FortiEDR Aggregator and then sends events and ongoing health and status information.

« From the FortiEDR Aggregator: The FortiEDR Core receives its configuration from the FortiEDR Aggregator.

The FortiEDR Core is located on exit points from your organization. It only reviews FortiEDR Collector metadata; it does
not see the outgoing traffic. It is a central Linux-based software-only entity that can run on any workstation or VM that is
assigned with a static IP address.

FortiEDR Aggregator

The FortiEDR Aggregator is a software-only entity that acts as a proxy for the FortiEDR Central Manager and provides
processing load handling services. All FortiEDR Collectors and FortiEDR Cores interact with the Aggregator for
registration, configuration and monitoring purposes. The FortiEDR Aggregator aggregates this information for the
FortiEDR Central Manager and distributes the configurations defined in the FortiEDR Central Manager to the FortiEDR
Collectors and FortiEDR Cores.

FortiEDR 5.2.1 Administration Guide
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Most deployments only require a single FortiEDR Aggregator that can be installed on the same server as the FortiEDR
Central Manager. Additional FortiEDR Aggregators may be required for larger deployments of over 10,000 FortiEDR
Collectors and can be installed on a different machine than the FortiEDR Central Manager.

FortiEDR Central Manager

The FortiEDR Central Manager is a software-only central web user interface and backend server for viewing and
analyzing events and configuring the system. Chapters from Security Settings on page 64 to Forensics on page 219
describe the user interface of the FortiEDR Central Manager. The FortiEDR Central Manager is the only component that
has a user interface. It enables you to:

« Control and configure FortiEDR system behavior
» Monitor and handle FortiEDR events

« Perform deep forensic analysis of security issues
» Monitor system status and health

FortiEDR Cloud Service

The FortiEDR Cloud Service (FCS) enriches and enhances system security by performing deep, thorough analysis and
investigation about the classification of a security event. The FCS is a cloud-based, GDPR-compliant, software-only
service that determines the exact classification of security events and acts accordingly based on that classification — all
with a high degree of accuracy.

The FCS security event classification process is done via data enrichment and enhanced deep, thorough analysis and
investigation, enabled by automated and manual processes. The enhanced processes may include (partial list)
intelligence services, file analysis (static and dynamic), sandboxing, flow analysis via machine learning, commonalities
analysis, crowdsourced data deduction and more.

Along with potential classification reassurance or reclassification, once connected, FCS can also enable several
followed actions, which can be divided into two main activities:

« Tuning: Automated security event exception (allowlisting). After a triggered security event is reclassified as Safe, an
automated cross-environment exception can be pushed downstream and expire the event, preventing it from
triggering again. For more details, see Exception Manager on page 75

« Playbook Actions: All Playbook policy actions are based on the final determination of the FCS. For more details see
Playbook policies on page 101.

How does FortiEDR work?

1. The FortiEDR Collector collects OS metadata: A FortiEDR Collector runs on each communicating device in the
organization and transparently collects OS metadata on the computing device.

2. Communicating device makes a connection establishment request: WWhen any connection establishment
request is made on a device, the FortiEDR Collector sends a snapshot of the OS connection establishment to the
FortiEDR Core, enriched with the collected OS metadata. Meanwhile, FortiEDR does not allow the connection
request to be established.

3. The FortiEDR Core identifies malicious requests: Using FortiEDR’s patented technology, the FortiEDR Core
analyzes the collected OS metadata and enforces the policies.

FortiEDR 5.2.1 Administration Guide
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4. Pass or block: Only legitimate connections are allowed outbound communication. Malicious outbound connection
attempts are blocked.

5. Event Generation: Each FortiEDR policy violation generates a realtime security event (alert) that is packaged with
an abundance of device metadata describing the internals of the operating system leading up to the malicious
connection establishment request. This security event is triggered by the FortiEDR Core and is viewable in the
FortiEDR Central Manager console. FortiEDR can also send email alerts and/or be integrated with any standard
Security Information and Event Management (SIEM) solution via Syslog.

6. Forensic analysis: The Forensic Analysis add-on enables the security team to use the various options provided by
the FortiEDR Central Manager console to delve deeply into the actual security event and the internal stack data that
led up toit.

Using FortiEDR - workflow

The following is a general guideline for the general workflow of using FortiEDR and specifies which steps are optional.

Setup workflow overview

The following describes the workflow for getting FortiEDR up and running in your organization:

Installing

Modifying the ForiEDR Policies
[Opticnal]

Defining Collector Groups
[Optional]

Adm inistration
[Optional]

FortiEDR 5.2.1 Administration Guide
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>

o

Installing: Install all FortiEDR components, as described in Deploying FortiEDR Collectors on page 21 and Setting
up a FortiEDR Core as a Jumpbox on page 57.
Reviewing the Inventory: Review the health status and details of all the FortiEDR components in the Dashboard
on page 133 and Inventory on page 111 FortiEDR Collectors are automatically assigned FortiEDR’s default
policies.
[Optional] Modifying the FortiEDR Policies: By default, the FortiEDR policies are ready to log out-of-the-box. If
needed, use the Security Settings on page 64 to modify the default policies for blocking and/or to create additional
policies.
[Optional] Defining Collector Groups: By default, the FortiEDR default policies are assigned to a default
Collector Group that contains all FortiEDR Collectors. Policies in FortiEDR are assigned per Collector Group. You
can define additional Collector Groups in Inventory on page 111. You can then assign the required policy to each
Collector Group (see Assigning a security policy to a Collector Group on page 72)
[Optional] Administration: The FortiEDR system installs with a single administrator user. This user can:

« Create additional users of the FortiEDR Central Manager.

« Define the recipients to receive email notifications of FortiEDR events.

» Configure a SIEM to receive notifications of FortiEDR events via Syslog.

Ongoing workflow overview

The following is the workflow for monitoring and handling FortiEDR security events on an ongoing basis:

Monitoring and Analyzing

Creating Event Exceptions
[Cptional]

Handling Events
[Opticnal]

Forensics
[Optional]

» Monitoring: Monitor and analyze the events triggered by FortiEDR in the:

o Dashboard on page 133
o Event Viewer on page 146
o Syslog on page 314

FortiEDR 5.2.1 Administration Guide
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« [Optional] Creating Event Exceptions: FortiEDR precisely pinpoints interesting system events. However, if
needed, you can create exceptions in order to stop certain events from being triggered for certain IP addresses,
applications, protocols and so on. See Playbook policies on page 101.

« [Optional] Handling Events: Mark security events that you have handled and optionally describe how they were
handled. See Marking a security event as handled/unhandled on page 156.

» [Optional] Forensics (page 153): This licensed add-on enables deep investigation into a security event, including
the actual internals of the communicating devices’ operating system.

FortiEDR 5.2.1 Administration Guide
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Deploying FortiEDR Collectors

This chapter describes how to deploy FortiEDR Collectors, which is the only component you need to install for FortiEDR
cloud deployment. All backend components, including FortiEDR Central Manager, Aggregator, Threat Hunting
Repository, and Core, are installed and managed in the cloud by Fortinet.

« Installing FortiEDR Collectors on page 21

» Uninstalling FortiEDR Collectors on page 53

» Upgrading the Collector on page 55

Optionally you can install a Core to act as a jumpbox on your organization’s premises (on-premises), see Setting up a
FortiEDR Core as a Jumpbox on page 57.

Installing FortiEDR Collectors

You can install the FortiEDR Collector on any communicating device that meets the requirements in Before you start on
page 21. Your license determines the number of FortiEDR Collectors allowed to register with the FortiEDR Central
Manager. When you reach the maximum number of Collectors, you must uninstall a FortiEDR Collector from a device
and delete it from the FortiEDR INVENTORY before you can add another FortiEDR Collector.

V) You can get a Collector that is customized to your environment’s settings, as described in
‘9' Requesting and obtaining a Collector installer on page 281. If a custom Collector is used
|| during the installation, all input fields such as Aggregator address and registration password

are auto-filled.

» Before you start on page 21

« Installing a FortiEDR Collector on Windows on page 23

« Installing a FortiEDR Collector on macOS on page 28

« Installing a FortiEDR Collector on Linux on page 43

» Automated FortiEDR Collector deployment on page 45

« Installing FortiEDR on Mac Big Sur devices using Jamf PRO on page 48
» Setting up exclusions with other AV products on page 52

» Working with FortiEDR on VDI environments on page 52

For more details about installing a Collector in a multi-organization environment, see Collector registration on page 378.

Before you start

Before you start installing FortiEDR Collectors on the communicating device, make sure the device meets the following
requirements:

« Connectivity to a Local Area Network (for wired users) or a Wireless Network (for wireless users). If there is no
connectivity, consult your IT support person.
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o Ports 555, 8081 and 443, which are used by FortiEDR Core, FortiEDR Aggregator and FortiEDR Central Manager
respectively, are not blocked by your firewall product (if one is deployed).
As a security best practice, itis recommended to update the firewall rules so that they only have a narrow opening.

For example:

o Only open the TCP outbound port 555 to the Core IP address.
o Only open the TCP outbound port 8081 to the Aggregator IP address.

» Connectivity to the FortiEDR Core and the FortiEDR Aggregator. You can check this by browsing to the Core’s IP
address and the Aggregator’s IP address. For problems connecting, see Troubleshooting on page 374.

o System requirements:

Component

System Requirements

Processor

Number of CPUs

Physical Memory

Disk Space

Connectivity

Supported Operating Systems

FortiEDR 5.2.1 Administration Guide
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* Intel or AMD x86 (32-bit and 64-bit)
e Apple M1 or M2 (ARM)

1% to 2% CPU usage

FortiEDR Collector CPU consumption is highly dynamic by
A ! ’, nature and varies depending on several factors:
9 ¢ Variety of files and processes on the endpoint
- ¢ Activity on the endpoint
¢ Enabled features

e 200 MB to 250 MB without a Response (Threat Hunting) license
e 300 MB to 350 MB with a Response (Threat Hunting) license

e 750 MB without a Response (Threat Hunting) license
* 1 GB with a Response (Threat Hunting) license

NP A Response (Threat Hunting) license results in more disk
‘Q' usage due to Threat Hunting audit activity data collection, such
- as activity on the device and the connection to the Core
- component status.

¢ Browser connection to the FortiEDR Central Manager is via port 443.
¢ Network connectivity between all system components is required.
« Allow up to 5 Mbps of additional network workload for each 1,000 Collectors.

The FortiEDR Collector can be installed on any of the following operating systems
(both 32-bit and 64-bit versions):

\‘é', To avoid protection impact, please do not upgrade your devices

to anew OS version (eg. Windows 11 23H1 or 23H2) before a
compatible FortiEDR Collector version is available.

¢ Windows Desktop:
¢ Windows 11
¢ Windows 10
¢ Windows 8.1
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Component System Requirements

¢ Windows 8
¢ Windows 7 SP1

¢ Windows XP SP2/SP3
¢ Windows Server:

¢ Windows Server 2022
¢ Windows Server 2019
¢ Windows Server 2016
¢ Windows Server 2012 R2
¢ Windows Server 2012
¢ Windows Server 2008 R2 SP2
¢ Windows Server 2008 SP1
¢ Windows Server R2 SP2
¢ Windows Server 2003 SP2
¢ macOS:
e ElCapitan (10.11)
e Sierra (10.12)
¢ High Sierra (10.13)
¢ Mojave (10.14)
¢ Catalina (10.15)
e Big Sur (11)
¢ Monterey (12)
¢ Ventura (13)
e Sonoma (14)
e Linux:
¢ RedHat Enterprise Linux (RHEL)
¢ CentOS 6.8+, 7.2+ and 8+
e Ubuntu LTS 16.04.5+, 18.04 and 20.04 server, 64-bit
¢ Oracle Linux6.10, 7.7+, and 8.2+
¢ Amazon Linux AMI 2 2018
e SUSE Linux Enterprise Server SLES v12 SP5 and v15
¢ Open SUSE Leap 15.2

The complete list of supported Linux versions and kernels is updated
regularly and can be provided upon request.

¢ VDI Environments:
¢ VMware Horizons 6 and 7
¢ Citrix XenDesktop 7

Installing a FortiEDR Collector on Windows
1. Itis recommended to get a pre-populated customized Collector installer for Windows, as described in Requesting

and obtaining a Collector installer on page 281.

FortiEDR 5.2.1 Administration Guide
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2. Runthe FortiEDR Collector installation file. Use the FortiEDRCollectorInstaller32.msi file if you are using

a 32-bit operating system; or use the FortiEDRCollectorInstaller64.msi file if you are using a 64-bit
operating system.

3 ﬁ Fortinet Endpoint Detection and Response Platform - X
Welcome to the Fortinet Endpoint Detection and [P
Response Platform Setup Wizard o w-_f_‘.l

The installer will guide you through the steps required to install Fortinet Endpoint
Detection and Response Platform on your computer.

WARNING: This computer program is protected by copyright law and international
treaties. Unauthorized duplication or distribution of this program, or any portion of it,
may result in severe civil and criminal penalties, and will be prosecuted to the
maximum extent possible under the law.

Cancel < Back MNext =

Click Next.

FortiEDR 5.2.1 Administration Guide
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4. ﬂ Fortinet Endpoint Detection and Response Platform - X

Select Installation Folder l

The installer willinstall Fortinet Endpoint Detection and Response Platform to the
following folder.

To install in this folder, click "Mext”. To install to a different folder, enter it below or click...

Folder:
|C:1F'n:|gram Files\FortinetFortiEDRA Browse...
Disk Cost..
Cancel < Back Mext =

Leave the default FortiEDR Collector installation folder or change it as necessary. Click Next.

FortiEDR 5.2.1 Administration Guide
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10.

1.
12

ﬁ Fortinet Endpeint Detection and Response Platform — >
Collector Configuration el
|
Aggregator Address: .console.ensilo.com Port: |3081

Fegistration Password: | T

Organization: |

Advanced:
[ ] VDI {Vitual Desktop Infrastructure) installation [ Citrix PVS Inetallation

[] Use System Proxy Settings

If a non-customized installer is used, in the Aggregator Address field, specify the FortiEDR Aggregator domain
name or IP address.

If a non-customized installer is used, in the Port field, specify the FortiEDR Aggregator port (8081).

Al
‘Q' When upgrading a FortiEDR Collector, the Aggregator address field can be left empty —in

order to retain the previously defined Aggregator address.

If a non-customized installer is used, in the Registration Password field, enter the device registration password that
you received from Fortinet.

For a multi-organization FortiEDR system, enter the name of the organization in the Organization field. For more
details, see the Collector registration on page 378.

If you are installing the Collector on a VDI environment, check the VDI checkbox. For more details, see Working with
FortiEDR on VDI environments on page 52.

If you use a web proxy to filter requests in this device’s network, then check the Use System Proxy Settings
checkbox. Note that Windows must be configured to use a proxy and tunneling must be allowed from the Collector
to the Aggregator on port 8081 and from the Collector to the Core on port 555. (Run as Administrator: netsh
winhttp set proxy <proxy IP >).

If you are installing the Collector on a Citrix PVS golden image, check the Citrix PVS installation checkbox.

Click Next twice to start the installation. Windows may possibly display a message requesting that you confirm the
installation. Please do so.
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13. After the installation of the FortiEDR Collector has been successfully completed, the following window displays:
ﬁ Fortinet Endpoint Detection and Response Platform == X

Installation Complete [

Fortinet Endpoint Detection and Response Platform has been successfully installed.

Click "Close” to exit

Please use Windows Update to check for any critical updates to the NET Framework.

Cancel < Back Close

Check Windows Services to verify that the FortiEDR Collector Service is running, as shown below:

L4 Services - X
File Action View Help

o | HEQ= Bm venp

~

MName Description Status Startup Type Loeg On As )

FortitDR Collector Service  Host component of the Fortinet Endpoint Detection and Response Platform Running  Automatic Local System

&L Function Discovery Provid... The FDPHOST service hosts the Function Discovery (FD) network discovery p... Manual Local Service

14. Verify that the FortiEDR Collector details are listed in the INVENTORY tab of the FortiEDR Central Manager
console (see Inventory on page 111. Select the New filter to display a list of newly registered FortiEDR Collectors,
as shown below:

24 Services (Local)

orswposy evenrviewse @) rorensicsy s e () e wvetorr @ sonisreanon @D

COLLECTORS (2/47) Search Collectors or Groups ¥ Q
St CratoGrop 83 MovetoGroup [ Delete ¥ (I Enable/Disable ¥ soste v [ eporty X, Uninstal A 182 Unmensged devices were found
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED 0s P MAC ADDRESS VERSION STATE LAST SEEN
- emulation
“n
¢ ce-2-Test_1 4 \emul Windows 10 10.51.121.18 ¢ -AD 4.1.0.24 @ Disconnected Yesterday

lior1
(1/19)

15. If another AV product is also installed on the machine, exclude AV exceptions by following the instructions in Setting
up exclusions with other AV products on page 52.
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Installing a FortiEDR Collector on macOS

The process described below includes a description of how to allow the following upon first FortiEDR Collector
installation:

o System Extensions

» Network Extensions

o Full Disk Access

IMPORTANT: Failure to add these permissions will result in incomplete protection.

Deployment can also be managed using an MDM, such as Jamf.

To install a FortiEDR Collector on macOS that is running with Big Sur (version 11) or above:

1. Itis recommended to get a pre-populated customized Collector installer for macOS, as described in Requesting and
obtaining a Collector installer on page 281.

2. Double-click the * . dmg file named FortiEDRCollectorInstallerOSX <version>.dmg.

3. Click Continue.

] « Install FortiEDR Endpoint Detection and Response 8
Welcome to the FortiEDR Endpoint Detection and Response Installer
® Introduction You will be guided through the steps necessary to install this
software.
1
Continue J
b

4. Click Install.

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.

28



Deploying FortiEDR Collectors

] « Install FortiEDR Endpoint Detection and Response 8

Standard Install on "Macintosh HD"

Introduction This will take 19.3 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software
on the disk “Macintosh HD",

#® Installation Type

Go Back Install |

5. Enter the Mac password at the prompt and click Install Software.

FortiEDR 5.2.1 Administration Guide
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e &
— Installer is trying to install new software. '

d " g
Intro ‘.gr_lr Enter your password to allow this.
Destina - ftware

Llser Name:
® Install
8 Password: |
na
Cancel Install Software

Go Back Install J

6. If a non-customized installer is used, in the Collector Conifguration page, specify the Aggregator's address and
FortiEDR registration password. Optionally, you can select a destination Organization and Collector Group and/or
installation using a system proxy.
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Intro

Dest

Insta
® Inst

il

L]

@ O @ Fortinet Endpoint Detection and Response Collector Config

Collector Configuration u

Aggregator Address: (example: 192.168.0.1)

| | Port: 8081

Registration Password:

Organization:

Group:

Advanced:

Use System Proxy Settings

Cancel

7. Click Apply to start the installation process.
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8. Perform the following during installation:
a. (macOS v13.0 or above): Allow the installer to access files as shown below.

w Install FortiEDR Endpoint Detection and Response

Installing FortiEDR Endpoint Detection and Response

Introduction
Destination Select
Installation Type
Installation

“Installer” would like to access

files in your Desktop folder.

Don't Allow OK
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b. Enable Network and System Extensions, shown below:

= . _-— - L =~ b = -~ T—
w | ) BSpO g
{
Response
ecents
pplications Introduction
L System Extension Blocked
esktop Destination Select A
: The program "FortiEDRControl” tried to
ocuments Installation Type load new system extension(s). If you
#® Installation want to enable these extensions, open
ownloads Security & Privacy System Preferences.
| -
etwork | | Open Security Preferences

Installing Network Extension

':;\.' Installing EndPoint Extension

@ Getting File System permissions

macOS v13.0 or above:
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i. Open Privacy & Security Preferences and scroll down to the Security section:

- —
e0e Privacy & Security
Q, Search
a Analytics & Improvements
Sign in
with your Apple ID ) Apple Advertising

Software Update Avail... )

Security
Wi-Fi
€3 sivetooth Allow apps downloaded from
App Store
(&) Network © App Store and identified developers

Notifications

m Sound

Details...
Focus

Some system software requires your attention before it can be used.

1 B Screen Time

FileVault Turn On...
FileVault secures the data on your disk by encrypting its
N @ General content automatically.
m Appearance

WARNING: You will need your login password or a recovery key to access your

E Accessibility data. A recovery key is automatically generated as part of this setup. If you
forget both your password and recovery key, the data will be lost.

It 5] Control Center FileVault is turned off for the disk "Macintosh HD*"

B siri & spotiight

@ Privacy & Security Lockdown MOC!'B _ _ Turn On...
Lockdown Mode is an extreme, optional protection that

should only be used if you believe you may be personally
a Desktop & Dock targeted by a highly sophisticated cyberattack. Most

. Eeoale are naver tarﬁeted b: attacks of this nature. -

ii. Under Some system software requires your attention before it can be used, Click Details.
iii. Enterthe Mac password at the prompt.
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iv. Toggle on both toggles in order to allow FortiEDR to use Network and System Extensions and click OK.
——

O smalbua

System software from the following developers was updated and
the system needs to be restarted before it can be used.

‘ FortiEDRControl

a FortiEDRControl

concel (D |

—

macOS v11 or v12:

i.

iii.
iiii.
iv.

Open Security Preferences.

Click the lock at the bottom of the window in order to make changes.
In the General tab, click Details.

Mark both checkboxes to allow FortiEDR to use Network and System Extensions. Click OK.
r 3

System software from the following developers was updated and the
system needs to be restarted before it can be used.

+ FortiEDRControl

FortiEDRContral

Cancel

A |

c. Enable Full Disk Access by performing the following:
macOS v13.0 or above:
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i. Open Full Disk Access on Security Preferences.
ii. Toggle on the two FortiEDR-related options to authorize full disk access for FortiEDR, as shown below.

5

o0 e < Full Disk Access
Q Search Allow the apps below to access data like Mail, Messages, Safari, Home,
Time Machine backups, and certain administrative settings for all users
Sign in on this Mac.

with your Apple ID

FortiEDR_EndPoint e
Software Update Avail... )
I FortiEDRCollector e
Wi-Fi
hd-k .
B Bluetooth - sshd-keygen-wrapper O
s . Terminal

B Motifications +

D) sound
Focus

B Screen Time

Lz} General

@ Appearance
Accessibility

L'.j Control Center
B siri & spotiight
(3 privacy & security

g Desktop & Dock

macOS v11 or v12:

i. Open Security Preferences.

ii. Click the lock at the bottom of the window in order to make changes.
iii. Inthe Privacy tab, select Full Disk Access from the left pane.
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iv. Select the checkboxes of both the FortiEDRCollector and the FortiEDR_EndPoint applications:

V.
Vi.

i Security & Privacy Q e

General  rllevault  Flrewsll  Privacy

Alow the apos below to sccoss data fike Mall
Nessages, Seferi, Home, Time Machine backups, and
c2rtain aministrative ssttings for allusers on s
Nas.

[ .
i Remindars
Bl orsesrootecor
[~ —
B

| ForliEDR_EndRoint

+

= InputManitoring

7 Full Disk Aceoss

B Clck e lockcto pravent furtner charges. avnced. 7

If that FortiEDR application does not display on this page, click the + button.

Click Applications, select FortiEDR and then click Open.

L4 B8 o~ 2o~ =7 Applications s Q
Recents
Applicati...
/\.
Downloads AA
iCloud Dri... Font Book FortiEDR GarageBand Home Image Capture
Documents
Desktop - Il
Bubd &

= = - =
fortiE... iMovie Keynote Launchpad Mail Maps
Network
. u “ m
Orange
Yellow Cancel Open
o,

9. In the popup window, click Later.
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“Installer” will not have full disk
access until it is quit.

You can choose to quit "Installer” now,
or do it on your own later.

Later Quit & Reopen

| - il

10. Click Allow.

r

A login password hi

“FortiEDRControl” Would Like to
v Require past Filter Network Content

Show a mes All netwaork activity on this Mac may be
filtered or monitored.

Allow Don't Allow

v Disable autc

rd...

en saver begins

Me

Allow apps downloaded from:

App Store
® App Store and identified developers

~

E * Click the lock to prevent further changes.

FortiEDR 5.2.1 Administration Guide
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11. Click OK.
8@ < i
@
4
ites
‘ecents
Ppplications @ Introduction
lesktop @ Destination Select
locuments ® Installation Type
#® |Installation
lownloads
Summary
ions
hared...
letwork
-~
FortiEDRControl

Installing Metwork Extens

Installing EndPoint Extens

FortiEDR 5.2.1 Administration Guide
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Full Disk Access for FortiEDR
EndPoint Extension and
Application
Please enable Full Disk Access for

FortiEDR EndPoint extension and
FortiEDR Application

Failure to add relevant permissions will
result in incomplete protection.

Open Settings -> Security & Privacy ->
Privacy -=> Full Disk Access,

Manually add [Applications/FortiEDR
and check FortiEDR_EndPoint.

Please consult installation guidelines if

@ Getting File System permissions

[ _-_-1-
Q
Esponse & |

Response
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12. Click Close to complete the process.

N N « Install FortiEDR Endpoint Detection and Response ]
The installation was completed successfully.

Introduction

Destination Select

Installation Type

Installation

® Summa H H
B The installation was successful.
The software was installed.

[ A

13. When prompted to allow FORTIEDRTRAY noatifications, click Allow.

Q & Wed16Feb 17:51

"FORTIEDRTRAY" NOTIFICATIONS

Notifications may include alerts, sounds -
badges.

Allow

Don't Allow
4

14. Reboot the device.
15. You can run the following command to check the status of the Collector:

/Applications/FortiEDR.app/fortiedr_collector.sh status
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16. If another AV product is also installed on the machine, exclude AV exceptions by following the instructions in Setting
up exclusions with other AV products on page 52.

To install a FortiEDR Collector on macOS with versions prior to Big Sur (11), such as Catalina
or Mojave:

1. Itis recommended to get a pre-populated customized Collector installer for macOS, as described in Requesting and
obtaining a Collector installer on page 281.

2. Double-click the * . dmg file named FortiEDRCollectorInstallerOSX 1.3.0.xxx.dmg.
3. Double-click the * .pkg file named FortiEDRCollectorInstallerOSX 1.3.0.xxx.pkg.

«

FortiEDRInstaller0SX_3.1.5.2
4.pkg

4. Click Continue.
%< Install FortiEDR Endpoint Detection and Response s

Welcome to the FortiEDR Endpoint Detection and Response Installer

Introduction You will be guided through the steps necessary to install this
software.

Continue

5. Select the destination disk and click Continue.
6. Specify the installation location and click Install.
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Y& Install FortiEDR Endpoint Detection and Response

Standard Install on “Mac"

T This will take 21.8 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software
on the disk “Mac".

Installation Type

Go Back Install

7. If anon-customized installer is used, in the Aggregator Address field, enter the IP address of the Aggregator in the
first box and the port of the Aggregator in the adjacent (Port) box.

[ [ ] @ Fortinet Endpoint Detection and Response Collector Config
Collector Configuration
¢
Aggregator Address: (example: 192.168.0.1)
\ Port: 8081
Registration Password:
Organization:
Group:
Advanced:
Use System Proxy Settings
cancel | (EETI

8. Ifanon-customized installer is used, in the Registration Password field, enter the registration password that you
received from Fortinet.

9. Leave the Organization field empty or for a multi-tenant setup, insert the organization to which this Collector belongs
(as it appears under the ADMINISTRATION > ORGANIZATIONS tab of the FortiEDR Central Manager).

10. If you use a web proxy to filter requests in this device’s network, then check the Use System Proxy Settings
checkbox. Note that the MacOS must be configured to use a proxy and that the proxy must support HTTPS before
installing the Collector (System Preferences > Network > Advanced > Proxies).

11. Click Apply.
12. Click Close.
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13.

¥ Install FortiEDR Endpoint Detection and Response

The installation was completed successfully.

Introduction
Destination Select
Installation Type
Installation

Summary

The installation was successful.

The software was installed.

If another AV product is also installed on the machine, exclude AV exceptions by following the instructions in Setting
up exclusions with other AV products on page 52.

Installing a FortiEDR Collector on Linux

To install a customized FortiEDR Collector on Linux:

1.

Itis recommended to get a pre-populated customized Collector installer for Linux, as described in Requesting and
obtaining a Collector installer on page 281.

Copy the custom Linux Collector installer zip file, Fort iEDRSilentInstall 5.1.0.195 envname
Tenant. zip to the device. This file was downloaded from the provided link as described in Requesting and
obtaining a Collector installer on page 281.

Unzip using the following command:

sudo unzip ./FortiEDRSilentInstall 5.1.0.195 envname_Tenant.zip

If you don’t have zip software on the device, install it using:

yum install zip

Extract the installer using the following command:

sudo gunzip ./FortiEDRSilentInstall_5.1.0.195_envname_Tenant.sh.gz

Change the installation script permission with the following command:

chmod 755 FortiEDRSilentInstall_5.1.0.195_envname_Tenant.sh
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6. Run the following to execute the installation script:

sudo ./FortiEDRSilentInstall_5.1.0.195_envname_Tenant.sh

7. Ifanother AV product is also installed on the machine, exclude AV exceptions by following the instructions in Setting
up exclusions with other AV products on page 52.

To install a non-customized FortiEDR Collector on Linux:

1. Run the FortiEDR Collector installation file for 64-bit servers using the following command:
o CentOS/RHEL/Oracle/AMI:

sudo yum install ./FortiEDRCollectorInstaller $Linux distribution%-%$version
number%.x86_ 64.rpm

Forexample, sudo yum install ./FortiEDRCollectorInstaller Cent0S6-3.1.0-74.x86
64 .rpm.

o Ubuntu:
sudo apt-get install ./FortiEDRCollectorInstaller Ubuntu-%$version number%.deb
Forexample, sudo apt-get install ./FortiEDRCollectorInstaller Ubuntu-3.1.0-74.deb.
e SUSE Linux:
rpm —--import RPM-GPG-KEY.key
The FortiEDR PGP key is included in the download link of the pre-populated installer, see the Requesting and
obtaining a Collector installer on page 281.
zypper install FortiEDRCollectorInstaller %distribution% -%version number%.rpm

Forexample: zypper install FortiEDRCollectorInstaller openSUSE15-4.5.0-88.x86
64 .rpm

2. After the installation is completed, run the following:

sudo /opt/FortiEDRCollector/scripts/fortiedrconfig.sh

Specify the FortiEDR Aggregator domain name or IP address.

Enter the FortiEDR Aggregator port information (usually 8081).

For a multi-tenant setup, enter the organization. Otherwise, leave the organization empty.

Enter Collector Group information or leave empty to be registered to the default Collector Group.
Enter the device registration password that you received from Fortinet.

At the Do you want to connect via proxy (Y/N)? prompt, type Y if your setup includes a web proxy.

If you are installing the Linux Collector build 5.1.5.1062 or later on a machine with secure boot enabled, at the One
or more modules are not signed. Would you like to sign them now? prompt, type Y to sign the unsigned kernel
modules or N to leave them unsigned.

© ®No ok

10. If your software distribution system does not allow the addition of specific parameters to the command, you can use
the custom FortiEDR Collector installer, which can be accessed via the Central Manager Console using the
required DNS or IP address and password that is already embedded inside. For more details, see Requesting and
obtaining a Collector installer on page 281.

11. Ifanother AV product is also installed on the machine, exclude AV exceptions by following the instructions in Setting
up exclusions with other AV products on page 52.
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M, Installation of the FortiEDR Linux Collector on a VM that is running other components of
? FortiEDR such as Core or Aggregator requires adding a special hidden configuration. Contact
- Fortinet Support for more assistance.

Automated FortiEDR Collector deployment

Automated FortiEDR Collector deployment on Windows

FortiEDR can be installed automatically via any software installation and distribution system.

To deploy a custom FortiEDR Windows Collector via a command line:

1.

Get a pre-populated customized Collector installer for Windows, as described in Requesting and obtaining a
Collector installer on page 281.

Use the following command syntax:

msiexec /i FortiEDRCollectorInstaller64.msi

If another AV product is also installed on the machine, exclude AV exceptions by following the instructions in Setting
up exclusions with other AV products on page 52.

To deploy a non-customized FortiEDR Windows Collector via a command line:

1.

Use the following command syntax:

msiexec /i FortiEDRCollectorInstaller64.msi /qn AGG=10.0.0.1:8081 PWD=1234

For example, to install a FortiEDR Collector on a 64-bit machine, connect it to a FortiEDR Aggregator on IP address
10.0.0.1 and use the device registration password 1234, enter the following command:

msiexec /i FortiEDRCollectorInstaller64.msi /qn AGG=10.0.0.1:8081 PWD=1234

You can specify which Collector Group to assign this Collector to by adding the DEFGROUP parameter. This
parameter is optional. When you specify this parameter, the first time that this Collector registers with the system, it
is automatically assigned to the Collector Group specified by the DEFGROUP parameter.

For example, to install a FortiEDR Collector on a 64-bit machine, connect it to a FortiEDR Aggregator on IP address

10.0.0.1, use the device registration password 1234, use the DEFGROUP parameter and enter the following
command:

msiexec /i FortiEDRCollectorInstaller64.msi /qn AGG=10.0.0.1:8081 PWD=1234 DEFGROUP=server

Ay
S L4
q The name of the Collector MSI file may be different.
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For Collectors version 3.0.0 and above, you can set a designated group and/or organization. To do so, enter the
following command:

./CustomerBootstrapGenerator --aggregator [IP] --password '[PASSWORD]' --organization
[ORGANIZATION]' --group '[GROUP]' > CustomerBootstrap.js

2. Using web proxy can be configured for Collectors version 3.0.0 and above. To do so, append the parameter
PROXY=1 to the command syntax shown above.

3. Ingeneral, a FortiEDR Collector does not require the device on which it is installed to reboot after its installation.
However, in some cases, you may want to couple the installation of the FortiEDR Collector with a reboot of the
device. To do so, append the parameter NEEDREBOOT=1 to the command syntax shown above.

Collectors that are installed with this flag appear in the FortiEDR Central Manager as Pending Reboot (page 87) and
will not start operating until the after the device is rebooted.

NP In general, rebooting the device after installing a FortiEDR Collector is good practice, but is
‘Q' not mandatory. Rebooting may prevent a threat actor from attempting to exfiltrate data on
- a previously existing connection that was established before installation of the FortiEDR
- Collector.

4. When installing on a Citrix PVS golden image, append the parameter CITRIXPVS=1 to the command syntax shown
above.

5. If your software distribution system does not allow the addition of specific parameters to the command, you can use
the custom FortiEDR Collector installer, which can be accessed via the Central Manager Console using the
required DNS or IP address and password that is already embedded inside. For more details see Requesting and
obtaining a Collector installer on page 281.

6. Ifanother AV productis also installed on the machine, exclude AV exceptions by following the instructions in Setting
up exclusions with other AV products on page 52.

Automated FortiEDR Collector deployment on Mac

To deploy a custom FortiEDR macOS Collector via a command line:

1. Get a pre-populated customized Collector installer for macOS as described in Requesting and obtaining a Collector
installer on page 281.

2. Run the following command in order to install using the specified settings:

sudo installer -pkg <package path> -target /

For example, if the package file is FortiEDRInstallerOSX_2.5.2.38.pkg, use the following command:

sudo installer -pkg ./FortiEDRInstallerOSX_2.5.2.38.pkg -target /

To deploy a non-customized FortiEDR macOS Collector via a command line:

Run the following command line to generate the settings file:
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./CustomBootstrapGenerator --aggregator [IP] --password [PASSWORD] > CustomerBootstrap.jsn

If the Aggregator port is different than 8081 (which is set by default), you can add the following:

./CustomBootstrapGenerator --aggregator [IP] --password [PASSWORD] --port 8083 >
CustomerBootstrap.jsn

The following are optional parameters that can be used with the custom installer generator:

« Ifthe Collector should be part of a designated Collector Group, use --group {GROUPT'.
« For a multi-tenant setup, the organization to which this device belongs to can be added using

--organization ‘[ORGANIZATION]’

« Ifaweb proxy is being used to filter requests in this device’s network, use

--useProxy '1'

The following is an example that includes all optional parameters:

./CustomBootstrapGenerator --aggregator [IP] --password [PASSWORD] --useProxy 'l' --organization
‘[ORGANIZATION]’ --group ‘[GROUP]’ > CustomerBootstrap.jsn

If another AV product is also installed on the machine, exclude AV exceptions by following the instructions in Setting up
exclusions with other AV products on page 52.

Automated FortiEDR macOS Collector deployment on Big Sur operating system devices with
MDM

When distributed with MDM solutions such as Jamf, FortiEDR can be allowlisted with the following Team ID and Bundle
ID identifiers:

o A97R6J3L29 com.ensilo.ftnt
o A97R6J3L29 com.ensilo.ftnt.sysext
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Installing FortiEDR on Mac Big Sur devices using Jamf PRO

To install FortiEDR on Mac Big Sur devices using Jamf PRO:

1. InjamfPRO, navigate to Computers > Configuration Profiles > New.
2. Create a configuration profile as shown in the screenshots below:
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jamf

=
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A sample Jamf profile for upload can be provided upon request.

3. Ifanother AV product is also installed on the machine, exclude AV exceptions by following the instructions in Setting

up exclusions with other AV products on page 52.
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Setting up exclusions with other AV products

If another AV product is also installed on the machine, you must exclude AV exceptions in both FortiEDR and the other
AV product to avoid collision which might cause the endpoint to run slowly or hang:

1. InFortiEDR, add exclusion paths for the other AV product according to the directions in the other AV product. Note
that FortiEDR supports exclusions on Windows only.

2. Inthe other AV product, add the following exclusion paths for FortiEDR:

Windows

$ProgramData$\FortiEDR\

macOS

/Library/FortiEDR

Linux

e /sbin/FortikE

e $ProgramFiles%\Fortinet\FortiEDR e /Applications/FortiED DRCollector
e %ProgramFiles%\Fortinet\FortiEDR\F R.app e /opt/FortiED
ortiEDRCollector.exe e /Library/FortiEDR/For RCollector

e $ProgramFiles$\Fortinet\FortiEDR\F tiEDRCollector
ortiEDRCollectorService.exe e /Library/FortiEDR/For
e $ProgramFiles$\Fortinet\FortiEDR\F tiEDRCollectorTray
ortiEDRAvScanner.exe
e $ProgramFiles$\Fortinet\FortiEDR\F ’ /Pibrary/?ortiEDR/For
tiEDRConfig

ortiEDRInventoryScanner.exe
$ProgramFiles%\Fortinet\FortiEDR\F
ortiEDRIotDiscovery.exe
$windir%$\System32\drivers\FortiEDR
AvDriver *.sys
$windir$\System32\drivers\FortiEDR
BaseDriver *.sys
$windir$\System32\drivers\FortiEDR
ElamDriver *.sys
$windir%$\System32\drivers\FortiEDR
IotDriver *.sys
$windir$\System32\drivers\FortiEDR
WinDriver *.sys

Working with FortiEDR on VDI environments

/Library/FortiEDR/For
tiEDRDrive
/Library/Extensions/F
ortiEDRDriver.kext

The FortiEDR Collector must only be installed on the master image (not on a clone) of the VMware Horizon or Citrix
XenDesktop in order to ensure that the virtual environment is protected. On Citrix, it is also recommended to install the
Collector on the Windows servers that run the entire Citrix platform.

When installing the Collector, set the VDI-designated installation flag. To do so, append the parameter VDI=1 to the
command syntax shown above or check the VDI checkbox in the installation wizard, as shown in Installing FortiEDR
Collectors on page 21.

When installing on a Citrix PVS golden image, append an additional parameter CITRIXPVS=1 to the command syntax
shown above.

After the Collector is successfully installed and running on the golden image and before the image is being cloned, the

FortiEDR Collector configuration must be erased such so that cloned images will not show up as the same Collector on

the Central Manager console. To do that so, run the following command as an administrator:
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FortiEDRCollectorService.exe --stop --clean

In VDl installations where VDI pools are used, there is no need to generate Collector groups in the user interface. Any
newly generated virtual desktop is automatically assigned to the default VDI Collectors group. Upon first user login to the
virtual desktop, FortiEDR automatically generates a Collector group that corresponds with the respective pool name, as
specified in VMware Horizon. Any Collector that is installed on a virtual desktop that is part of this pool is automatically
assigned from the default VDI Collectors group to the corresponding Collector group, regardless of whether the pool
definition in VMware is dedicated or floating. In effect, Collector groups in the FortiEDR user interface are a copy of the
virtual machines’ pool on VMware Horizon or Citrix.

Any newly created Collector group is automatically assigned to an out-of-the-box predefined policy. This mechanism
ensures that any newly created virtual machine is automatically and immediately protected by a unique instance of the
FortiEDR Collector.

L When using FortiEDR automatic updates to Collectors via the Central Manager, make sure to
q update the master image too. Otherwise, every time that a new environment is created from
- the master image, an automatic update is performed, which can overload network traffic.

Uninstalling FortiEDR Collectors

You can uninstall a FortiEDR Collector using the following methods:

» From the Central Manager INVENTORY > Collectors page

This method is recommended for Windows, Linux, and macOS 10.11 to 10.15.

Ay
S r'd
? For macOS 11 or later, due to a macOS design limitation, this method does not remove the
— FortiEDR Collector system extension, which can only be uninstalled using an MDM
solution.

o Through the operating system’s application management (for example, Add or Remove Programs on Windows)
» Using dedicated FortiEDR scripts

The following section describes how to uninstall a FortiEDR Collector with Fortinet scripts.

Windows

Uninstall the Collector by running either of the following commands as administrator. Replace REGPWD with the
registration password used for the installation, which is available in Component authentication on page 319.
e msiexec.exe /x GUID /gn UPWD=REGPWD RMCONFIG=1 /l*vx log.txt
Replace GUID with the FortiEDR uninstallation product key, which can be found by following the steps below:
a. Select Start >> Run.
b. Type regedit to open the Registry Editor window.
c. Navigate to HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\.
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d. Expand the Uninstall subkeys in the left-hand pane and search for "FortiEDR" to locate the subkey for
FortiEDR.

e. Open the FortiEDR subkey and copy the UninstallString value in the right pane, for example, {01C88AEG6-
6782-4798-81C6-954E0D14FCF5}.

f. Close the Registry Editor window.

e msiexec /x FortiEDRCollectorInstaller X.msi /qn UPWD=REGPWD RMCONFIG=1

You must run this command from same directory as the msi installer. Or you can replace the msi filename with the

full path to the msifile, such as C: \Users\Allen\Desktop\FortiEDRCollectorInstaller64

4.1.0.491.ms1i, which allows you to run the command anywhere.

macOS

To uninstall the Collector on macOS with versions prior to Big Sur (11), such as Catalina or Mojave:

sudo /Library/FortiEDR/fortiedr_uninstaller.sh 'REGISTRATION PASSWORD'

Itis good practice to use REGISTRATION PASSWORD wrapped with single quotes so that it
\b, is interpreted correctly by the shell. For example,

\?I
- sudo /Library/FortiEDR/fortiedr_uninstaller.sh '!EPdzv3@break’

To uninstall the Collector on macOS with Big Sur (version 11) or above:

/Applications/FortiEDR.app/fortiedr_uninstaller.sh 'REGISTRATION PASSWORD'

Linux

Uninstalling a Linux Collector removes all configuration files. You must reconfigure all settings
NP after installing a new Linux Collector.

‘ql If you are uninstalling a non-customized Linux Collector installer and would like to retain the
- configuration for later use, Fortinet recommends that you upgrade the Linux Collector instead
= of uninstalling the current Collector and re-installing a new one. However, you cannot perform

an upgrade on a custom Linux Collector.

To uninstall a Collector on Linux:

1. Check the status of the Collector using the following command:

/opt/FortiEDRCollector/control.sh --status

The Collector should be stopped before running the uninstall command.
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2. Ifthe status is not stopped, stop the Collector using the following command:

/opt/FortiEDRCollector/control.sh --stop <registration password>

For example:

/ opt/FortiEDRCollector/control.sh --stop 12345678

3. Uninstall the Collector using the following command:
« CentOS, RHEL, Oracle, AMI, SLES:

yum remove <package name>

OR

rpm -qa | grep fortiedr | xargs rpm -e

[e]

e Ubuntu:

sudo dpkg --purge fortiedrcollectorinstaller

Upgrading the Collector

After a Collector has been installed in the system, you can upgrade it using one of the following methods:

« Updating the Collector version on page 277
o As described in the procedure below.

To upgrade the Collector manually (not via the user interface):

Windows

1. Copythe FortiEDRCollectorInstallaler32 x.x.x.xxx.msior
FortiEDRCollectorInstallaler64 x.x.x.xxx.msi file (as appropriate) to the Collector machine. For
example, FortiEDRCollectorInstallaler32 2.0.0.330.msior
FortiEDRCollectorInstallaler64 2.0.0.330.msi.

2. Double-clickthe FortiEDRCollectorInstallaler32 x.x.x.xxx.msi or
FortiEDRCollectorInstallaler64 x.x.x.xxx.msi file and follow the displayed instructions.

Linux
N ! /., You can only manually upgrade non-customized Linux Collectors. For custom Linux
q Collectors, you must first uninstall the current Collector and then install a new one, which
3 requires reconfiguration.
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Deploying FortiEDR Collectors

To upgrade a non-customized Collector on Linux:

1. Check the status of the Collector using the following command:

/opt/FortiEDRCollector/control.sh --status

The Collector should be stopped before running the upgrade command.
2. Ifthe status is not stopped, stop the Collector using the following command:

/opt/FortiEDRCollector/control.sh --stop <registration password>

For example:

/ opt/FortiEDRCollector/control.sh --stop 12345678

3. Copy the installer file to the Collector machine (either FortiEDRCollectorInstaller Linux
distribution-version number.x86 64.rpmorFortiEDRCollectorInstaller Ubuntuversion
number .deb).

4. Upgrade the Collector using the following command:

o CentOS/RHEL/Oracle/AMI:

sudo yum install FortiEDRCollectorInstaller_Linux_distribution-version_number.x86_64.rpm

o Ubuntu:

Ubuntu: Run sudo apt install FortiEDRCollectorInstaller_Ubuntu-version_number.deb

e SLES:

zypper install FortiEDRCollectorInstaller_distribution-version_number.rpm

5. Enter y when asked if you want to upgrade.
6. After the upgrade is complete, start the Collector using the following command:

/opt/FortiEDRCollector/control.sh --start
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Setting up a FortiEDR Core as a Jumpbox

While you do not need to set up any Cores for cloud deployment, you can optionally set up a Core as a Jumpbox on
premise.

Preparing for the FortiEDR Core installation

The workstation, virtual machine or server on which the FortiEDR Core will be installed, must meet the following
requirements:

o System requirements: 2 CPUs, 4 GB of physical memory, 50 GB (non-SSD).

» Has connectivity to a Local Area Network (for wired users) or a Wireless Network (for wireless users). If there is no
connectivity, consult your IT support person.

« Has connectivity to the FortiEDR Aggregator. You can check this by browsing to the Aggregator’s IP address. For
problems connecting, see Troubleshooting on page 374.

« Has connectivity to the FortiEDR Reputation Serverat 35.186.218.233.

« Ifthe FortiEDR Core is deployed on your organization’s premises (on-premises) and you use a web proxy to filter
requests, then before running the installer, set the system proxy to work with an HTTPS connection, as follows:

o Editthe file /etc/environment to have a proxy address configuration, https_proxy or PAC address.
Forexample: https proxy=https://192.168.0.2:443
(for PAC): https proxy=pac+http://192.168.200.100/sample.pac, where the sample.pac file
contains an HTTPS address of the proxy.
o If the definitions of the system proxy are placed somewhere other than /etc/environment, then:
= Copy the definitions to the file /etc/environment. Note that this affects all processes on the Linux
system.
= Define a specific environment variable for the FortiEDR Linux Core with the name nslo_https_proxy at the
file /etc/environment
Forexample: nslo https proxy=https://192.168.0.2:443

(for PAC): nslo_https proxy=pac+http://192.168.200.100/sample.pac

s‘é’, For more details about installing a Core in a multi-organization environment, see the Core

Registration section in Component registration in a multi-organization environment on
page 378.

Installing the FortiEDR Core

The following describes how to install the FortiEDR Core.
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1. Create a new virtual serve by selecting File > New Virtual Machine.
2. | Mew Virtual Machine Wizard =

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

@ Typucal (recommended)
Create a Workstation 110 virtual machine
in & few easy steps,

VMWARE Custem (advanced)
WORKSTATION Create a virtual machine with advanced

options, such as a SCSI controller type,
virtual disk type and compatibility with

older ViMware products.
Help Back | [ Mext> |[ Cancel
Select the Typical option and click Next.
3. [ Mew Virtual Machine Wizard [

Guest Dperating System Installation
A virtual machine is ke a physical computer; it needs an operating
system, How will you install the guest operating system?
Irestall from:
Installer dec:

s DVD RW Drive (D<)

Installer disc image file (iso):

c:\centos\ensdo_2.0.0.235.1s0 v Browse.

@) I will instal the operating system later.
The virtwal machine will be created with & blank hard disk.

[ cback | [ next> | [ camncel

Select the / will install the operating system later option and click Next.
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4. | New Virtual Machine Wizard s

Select a Guest Operating System
‘Which operating system will be instaled on this virtual machine?

Guest operating system
Microsoft Windows
& Linux
Novel Metiare
Solaris

[ <Back | [ hemt> | [ Cancal

Select the Linux radio button. In the Version field, select CentOS 64-bit and click Next. Alternatively, you can select
a different generic Linux 64-bit in the Version field.

5. | Mew Virtual Machine Wizard [

Name the Virtual Machine
What name would you ke to use for this virtual machine?

Virtual machine name:
ErsiloServer

Location:
The default location can be changad at Edit > Preferences.

[-:Bad&][m:][cum

Specify a name for the virtual machine such as FortiEDRCore and the location in which to store the provided ISO file
and click Next.
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6. | hew Virtual Machine Wizard s

Specify Disk Capacity
How lange do you want this disk to be?

The virtual machine’s hard disk is stored as ane or more files on the hast
computer's physical disk. These file(s) start small and become larger a5 you
add applications, fies, and data to your virtual machine,

Maximm disk size (GB): 80.0 |2
Recommended size for CentOS 64-bit: 20 GB

") Store virtual disk as a sngle fle
@ Spht virtual desk into multiple fles

Sphitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

[ <8k | [Chet> ][ concel |
Change the Maximum disk size to 80 GB, leave the default option as Split virtual disk into multiple files and click
Next.
7. | New Virtual Machine Wizard [

Ready to Create Virtual Machine
Chck Finish to create the virtual machine. Then you can install Cent0S
G-t

The virtual madhine wil be created with the following sattings:

Hame: EnsiloServer -
Location: C: Mg Linux\centes4
Version: ‘Workstation 11.0

Operating System:  CentDS &4-bit

m

Hard Disk: 8D GB, Spht
Memory: 1024 VB
Metwork Adapter: AT bl
Other Devices: CD/OVD, USE Controller, Printer, Seund Card -
Customize Hardware...
[ <Bagk | [ Fmsh || cancel |
Click Finish.
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8. Right-click the new machine and select the Settings option.

File Edit View VM Tabs Help | o ~ |

Library x
Q, Type here to search l
= . My Computer

(1 Windows 7 x64

(5] Windews 7 5P1 86
(51 Windows 8.1 154
(51 CentOS build

(31 Cent0S2

E"’-'-__ Shared VMs Close Tab
Mark as Favorite

Rename...
Remaove

() Power k
Remavable Devices 2

Pause

Send Ctrl+Alt+Del

Grab Input
(7 Snapshot »
Capture Screen
4, Manage 2
Install VMware Tools...
"EI Settings...
9 P
- Virtual Machine Settings
Hardware | Dptions |
5 ¥ Device status
- 168 Connected
O Processors : [¥] Connect at power on
i Hard Disk (SCSI)  80GB
4 C0/OVD (IDE) Auto detect Connectior
S network Adapter  NAT | Use physical drive:
Euse Controler  Present At detect
&) sound Card Auto detect
o Printer t @) Use 150 image file:
B nisplay Auto detect "Cikentos\ensio_1.5.0.250.050  +
[ ®add.. | [ remove |
ok | [ cancel

Select the Memory option and change the RAM to at least 8 GB.
10. Select the Processors option and change the value to a total of at least two CPU Cores.
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11. Select the CD/DVD option and then select the Use ISO image file option on the right.

12. Click the Browse button and select the ISO file provided by Fortinet for the FortiEDR Core. Click OK.

13. Start the virtual machine. For example, by using the button shown below:

) Ersiserver - e Worttca T
File Edit View VM Tabs Help - v 10 gl
1B, s I 3
o L Start up this guest operating system |

=88 My Compater (1] |EnsiloServel
) Windows 7 454 B Power on this virtua
Windows 7 5P1 186 Y Edit virtual machine
& ] Windows 8.1 «54 =
3 CentOS build
(5] CentO52 + Devices

£P Shared VMs [ Processors
e Hard Dieske (SC5I)
) CD/DVD (IDE)

The virtual machine automatically starts the installation process, which may take a few minutes.

14. Wait until a success message is displayed requesting that you reboot.

15. Reboot the virtual machine.

16. Log into the virtual machine in order to continue the installation process.

Login: root

Change the root password, by entering any password you want and then retype it. The password must be strong

enough according to Linux standards.

17. Enter fortiedr config.

18. Atthe prompt, enter your hostname (any hostname) and click Next.

19. Atthe prompt, select the role of the virtual machine. For this installation, select CORE and click Next.

\‘ : ’I
q After the installation of the Core, you can configure the functionality of the Core as
- JumpBox in the INVENTORY > System Components tab of the Central Manager.
20. Atthe prompt, enter the registration password.
NP If this is a multi-tenant setup and this Core is to belong only to a specific organization, then
‘Q' the password should match the registration password that was provided upon creating that
- organization (listed under ADMINISTRATION > ORGANIZATIONS tab of the FortiEDR
= Central Manager).

21. Atthe prompt, enter the Aggregator external IP address followed by the port (optional). If a port is not provided, the
default port 8081 is used.

22. Atthe prompt, enter this machine’s external IP address followed by the port (optional). If a port is not provided, the
default port 555 is used.

23. Atthe prompt, enter the Organization name. For a non-multi-tenant setup, this must be left empty.

24. Alist of network interfaces on this virtual machine displays. At the Pick your primary interface prompt, select the
interface to be used as the primary network interface through which all FortiEDR Cores and FortiEDR Collectors will
reach this server, and then click Next.

25. Atthe Do you want to use DHCP prompt, do one of the following:

a. Select Yesto use DHCP and click Next. Proceed to step 29 below.

b. Select No to configure the IP of this virtual machine manually, and then click Next. Perform steps 26 through 34
below.
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26.

27.
28.

29.
30.

31.
32,
33.

34.
35.
36.

At the prompt, enter the IP address of the machine that you are installing.
Use the following format: xxx . xxx . xxx . xxx/yy, where yy is the routing prefix of the subnet.

At the prompt, enter the default gateway and click Next.

At the Please set your DNS server prompt, enter a valid IP address and click Next.
Use the following format: xxx . xxx . xxx . xxx/yy, where yy is the routing prefix of the subnet.

At the prompt, select No for debug mode.

At the Please set the date prompt, verify the date and click Next. The installer automatically presents the current
date. You can change this date, if necessary.

At the Please set your Time prompt, set the time and click Next.
At the prompt, select the timezone and country in which the server is being installed.
At the Do you want to enable Web proxy prompt, select one of the following:
e No (the default)
« Yes (only for an on-premises Core installation, which should be configured to pass a web proxy)

Wait a few moments while the installation processes, until you see the Installation completed successfully message.

To verify that core installation succeeded, use the fortiedr statusand fortiedr version commands.

In the INVENTORY > System Components tab of the Central Manager, verify that the FortiEDR Core details are
listed and configure the functionality of the Core as JumpBox.

Upgrading the Core

Copy the FortiEDRCorelInstaller x.x.x.x.x file tothe Core machine. You can place the file anywhere on
the Linux machine. For example, FortiEDRCoreInstaller 5.2.1.x.y.

Change the chmod 755 permission and the patch name in order to enable you to run the upgrade, as shown below:
[root@dan ~]# chmod 755 FortiEDRCorelnstaller 5.2.1.x.y

Run the patch, as shown below:
[root@dan ~]# ./ ./ FortiEDRCorelInstaller 5.2.1.x.y

Wait for the upgrade to complete, as shown below:
FortiEDR patch 5.2.1.x.y finished

[root@dan ~]1#
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Security Settings

This chapter describes FortiEDR security policies and Playbook policies for defining, monitoring and handling FortiEDR
security.

Security events

FortiEDR security policies

The most powerful proprietary feature of the FortiEDR platform is its predefined and configurable security policies.

To access the FortiEDR Security Policies page, click the down arrow nextto SECURITY SETTINGS > Security Events >
Security Policies.

SECURITY SETTINGS INVENTORY o

Security Events w

Security Policies

Exception Manager

Exclusion Manager
Application Control Manager
Threat Hunting >

Playbooks
L

Out-of-the-box policies

FortiEDR provides the following out-of-the-box policies. Each policy comes with multiple highly intelligent rules that

enforce it.
Ay
S L4
9 You will receive one or all policies, depending on your FortiEDR license.
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« Execution Prevention: This policy blocks the execution of files that are identified as malicious or suspected to be
malicious. For this policy, each file is analyzed to find evidence for malicious activity. One of the following rules is
triggered, based on the analysis result:

o Most Likely a Malicious File: A Malicious File Execution rule is triggered with a critical severity. By default, the
file is blocked.

o Probably a Malicious File: A Suspicious File Execution rule is triggered with a high severity. By default, the file
is blocked.
o Show Evidence of Malicious File: An Unresolved file rule is triggered with a medium severity. By default, the file
is logged, but is not blocked.
« Exfiltration Prevention: This policy enables FortiEDR to distinguish which connection establishment requests are
malicious ones.
o Ransomware Prevention: This policy enables FortiEDR to detect and block malware that prevents or limits users
from accessing their own system.
« Device Control: This policy enables FortiEDR to detect and block the usage of USB devices, such as USB mass
storage devices. In this policy, detection is based on the device type.

NP This feature is a license-dependent and requires the Vulnerability Management add-on
‘Q' (meaning License Type that is either Discover and Protect or Discover, Protect and
- Response). Device Control security events are displayed under dedicated Device Control

filter in the Events page and are not listed as part of the Allfilter.

» Application Control: This policy enables FortiEDR to block user-defined applications from running, so that they do
not launch. Blocklist management is done on the Application Control Manager on page 85 page.

[}
‘Q' Application Control security events are displayed under dedicated Application Control filter
- in the Events page and are not listed as part of the Allfilter.

rd
<

» eXtended Detection Policy: This policy provides visibility into data across multiple security systems and identifies
abnormal or malicious activity by applying analytics and correlating data from various systems. Events are logged
and displayed in the Event Viewer. No blocking options are provided. The exceptions and forensics options are not
available in the Event Viewer for security events triggered by this policy.

A\,

~ P This policy requires that you configure an XDR source connector in the
? ADMINISTRATION > INTEGRATIONS section. This feature is a license-dependent add-
- on. You may contact Fortinet Support for more information.
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DASHBOARD evenT VIEweR () FORENSICS v COMMUNICATION CONTROL (D) SECURITY SETTINGS INVENTORY v @) ADMINISTRATION (30) ®  Protection v Einat v

SECURITY POLICIES showing 1-10/40 | |[w] | Search ~Q | ASSIGNED COLLECTOR GROUPS

v A POLICY NAME RULE NAME ACTION STATE High Security r Group (0 collectors included)
ctors includec
< W Gxecution Prevention  Fuemner (g llectors included)
s inc 1)
Malicious File Detected Block © Enabled rs included
Privilege Escalation Exploit Detected - A malicious escalation of privileges was detected Block @© Enabled
Stack Pivot - Stack Pointer is Out of Bounds Block @® Enabled
suspicious Driver Load - Attempt to load a suspicious driver Block @® Enabled
Suspicious File Detected Block ® Enabled llectors included)
suspicious Script Execution - A script was executed in a suspicious context Block @© Enabled ollectors included)
Unconfirmed File Detected Block @© Enabled Eugene-emulator (0 ¢ s included)
Linux collectors (2 collectors included)
3 My Exfiltration Prevention FesATINET
ox
3 £ Ransomware Prevention  Fmmner
cluded)
4 & Device Control FANNET
> % extended Detection Policy Femnner ctors included)

All security policies can run simultaneously. However, these security policies detect rule violations at different places and
points in time in the operating system. When multiple security policies are triggered, FortiEDR uses the following
guidelines to avoid generating duplicate security events:

« For connection establishment attempts, the Exfiltration Prevention rule violation is detected.

» For attempts to lock files or access their data (for example, by encrypting the data), the Ransomware rule violation is
detected.

» When a malicious file is being executed by the user or by the operation system, the Execution Prevention rule
violation is detected.

« For attempts to use a USB device, such as a mass storage device, the Device Control rule violation is detected. Itis
supported on Windows devices only.

« For execution attempts of an application that is included in the blocklist, the Application Control rule violation is
detected.

« When malicious activity is identified across network, endpoints, and cloud, an Extended Detection rule violation is
detected.

Protection or Simulation mode

During an initial acquaintance period or at any time, you can decide that FortiEDR acts as either of the following:

« Protection: FortiEDR enforces its active exfiltration prevention policy that blocks all connections that violate the
relevant FortiEDR security policy rules.

« Simulation (Notification Only): FortiEDR only issues an alert (described below) for all connections that violate any

rule in the FortiEDR security policy. In this mode, FortiEDR does not block exfiltration. FortiEDR comes out-of-the-
box set to this mode.

s‘é’, If you have purchased a Content add-on license, policy rules and built-in exceptions are

periodically automatically added or updated by Fortinet. When a new security policy is
added, an indicator number displays on the SECURITY SETTINGS tab.

Use the Protection/Simulation slider at the far right of the window to enable the applicable mode, as shown below:
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oasegoso eventviewen (@) FORENSICS v COMMUNCATONCONTROL v @) SECURMYSETTNGS v mveToRy v @) AomMnisTRaTion @) @ Potection~  Enat >

SECURITY POLICIES Showing 1-10/40 | » | |m| | Search Q ASSIGNED COLLECTOR GROUPS

- A POLICY NAME RULE NAME ACTION STATE
3 @ Execution Prevention
3 Wy Exfiltration Prevention
> & Rensomware prevention
3 & Device Control
D “#" extended Detection Policy

You can click the down arrow next to the Protection/Simulation slider to see an at-a-glance view of the system’s various
security policies and their impact on the Collectors in the system.

DASHBOARD eventviener @) Forensicsv commuNIcaTioN CoNTROLY @) SECURMTY SETTINGS v inventorry @ apmiisTration D) ®  Prowecton v Barbara™

EXFILTRATION PREVENTION RANSOMWARE PREVENTION EXECUTION PREVENTION PLAYBOOKS COMMUNICATION CONTROL

SECURI 1 unassigned Collectors 1 unassigned Collectors 1 unassigned Collectors 1 unassigned Collectors
3
3
3
3

45 Collectors 25 Callectors 25 Collecors 45 Collectors 46 Collectors
b 45 Prevention 45 Prevention 45 Prevention 25 Simulation 46 Simuletion

Security Policies page

The SECURITY POLICIES page displays a row for each security policy. Each policy row can be expanded to show the
rules that it contains, as shown below. To access this page, click the down arrow next to SECURITY SETTINGS and
then select Security Policies.

DASHBOARD evenT ViEwer @) RENSICS communicationconTroL v (@) SECURITY SETTINGS v INVENTORY v ADMINISTRATION €D @  Protection v Barbara v

SECURITY POLICIES Search ASSIGNED COLLECTOR GROUPS

High Security Collector Group (0 collectors included)

- Al POLICY NAME RULE NAME ACTION STATE
< W Execution Prevention FoRTRET () A (0 collectors indluded)
Malicious File Detected @ slock @© Enabled 2 (Ocollectors inclued)
AVictim (0 collectors included)
Privilege Escalation Exploit Detected - A malicious escalation of privileges was detected @ Block @® Enabled
Accounting (0 collectors included)
Default VDI Group (0 collectors included)
Block Enabled
Stack Pivot - Stack Pointer is Out of Bounds [} @ emu (5 collectors Included)
Suspicious Driver Load - Attempt to load a suspicious driver Q Block @© Enabled emulation (4 collectors included)
ensilo employees (2 collectors included)
Suspicious Script Execution - A script was executed in a suspicious context @ Block @© Enabled Home users (0 collectors included)
Store (0 collectors included)
Tzaf (0 collectors included)
3 Ry Exfiltration Prevention

3 £ Rensomware Prevention

<7 ADVANCED POLICY & RULE DATA
Rule Details  Factory Settings
RULE NAME: Malicious File Detected

RULE DETAILS
The file was identified as malicious by our machine-learning engine or by other means, based on analysis of the file.

FORENSICS RECOMMENDATIONS
Retrieve the executable file from the targeted device, based on its path. Use the Forensics tab to perform deeper analysis. Verify the origin of the file and its intended use in the organization
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FortiEDR is provided out-of-the-box with several predefined security policies (depending on your license), ready for you
to get started. By default, all policies are set to Simulation mode (meaning that they only log and do not block) and show
the FEIRTINET |ogo. This page also enables you to define additional policies.

Security Policy Icon

Exfiltration Prevention

Ransomware Prevention

Execution Prevention

S e W #

Device Control Policies

Application Control Policies 'ﬂﬂT

Extended Detection R

The following information is defined per security policy:

Information Field Description

Policy Name The policy name appears in the left most column. The policy name is defined
when the policy is created. The name of the Default Policy cannot be changed.

Rule Name FortiEDR’s proprietary rules come predefined and are the primary component of
FortiEDR’s proprietary security solution. This column displays a short description
for the purpose of this rule.

area at the bottom left of the window to display a more detailed

\‘é', You can expand the ADVANCED POLICY & RULES DATA
- description of what the rule does and how it works.

Action Specifies the action that is enforced when this rule is violated. You can change
this field, as follows:

* Block@ Elock: When this policy is set to Prevention mode (Setting a security
policy’s Prevention or Simulation mode on page 69), the exfiltration attempt
is blocked and a blocking event is generated. When this policy is set to
Simulation mode, the outgoing connection attempt is NOT blocked and a
simulated-blocking event is generated (this indicates that FortiEDR would
have blocked the exfiltration if the policy had been set to Prevention mode).

» Log™ 'z : The eventis only logged regardless of whether the policy is set to
Prevention or Simulation mode. The outgoing connection attempt is not
blocked.

State (Enabled/Disabled) This option enables you to disable/enable this rule.
FortiEDR’s rules have been created as a result of extensive expertise and
experience. Therefore, we do not recommend disabling any of them.
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To reset a FortiEDR security policy to its out-of-the-box settings, click the Reset Policy button
inthe ADVANCED POLICY & RULE DATA section, as shown below:

< ADVANCED POLICY & RULE DATA

-
L

O Rule Details Factory Settings
@ -

Reset Policy

Setting a security policy’s Prevention or Simulation mode

Each FortiEDR security policy can be set to operate in one of the following modes:
» Prevention: FortiEDR enforces its active prevention policy that blocks all activity that violates relevant rules in the
FortiEDR security policy.

» Simulation/Notification Only: FortiEDR logs and alerts only violations of FortiEDR security policy. The events are
shown in the FortiEDR Central Manager. In this mode, FortiEDR does not block malicious activity. This is the default
mode of all FortiEDR security policies out of the box. You can decide to use this mode during an initial acquaintance
period or at any time.

To set a security policy to Prevention or Simulation mode:

1. Select the checkbox of the security policy to be configured. Alternatively, you can select the top-left checkbox to
configure all security policies at once.
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SECURITY POLICIES
_!l Clone Policy (P Set Mode « Assign Collector Group i- Delete
v\va POLICY NAME

bl v ' Execution Prevention FE:RTINET (10
bl v M Exfiltration Prevention FERATINET (1)
bl v E Ransomware Prevention F=RTINET (N
Bl v & Device Control FERATINET (T @)
b \v ‘®  eXtended Detection Policy Fs=RTInET

2. You can now either:

a. (W 5etmofe. ojick Set Mode and select either Prevention or Simulation, as shown above.
b. (C®: Move the slider to the left for Prevention or to the right for Simulation.

You can also set all FortiEDR policies to Simulation mode at once by moving the slider at
the top-left corner to Simulation, as shown below:

SECURITY POLICIES

_!l Clone Policy (P Set Mode « Assign Collector Group i- Delete
Prevention
s‘é’; v oA simulation ME

- B ' Execution Prevention FZ:ATINET m

b Mg Exfiltration Prevention FERTINET ()
~ )

v E! Ransomware Prevention FLzATINET (’
v ﬁ Device Confrol FZ:ATINET @
b v ‘®’  extended Detection Policy FesRTINET
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Creating a new security policy

A new security policy can be created by cloning an existing policy, as described below. New security policies are only
needed if you are going to assign different policies to different Collector Groups. Otherwise, you can simply modify one
of the default policies that are provided out-of-the-box and apply it to all FortiEDR Collectors by default. Modifications
made on one security policy do not affect any other policies.

To create a new security policy:

1. Inthe SECURITY POLICIES page, check the checkbox of the security policy to be cloned. The buttons at the top of
the window then become active.

OAsHBOARD  evenTvieweR @)  FORENSICS ~  COMMUNGATONCONTROL v () SECURTYSETTINGS v INVENTORY v @) ADMINSTRATION .

Protection v Einat v

SECURITY POLICIES

Showing 1-10/40 | » | |»1| | Search vQ ASSIGNED COLLECTOR GROUPS
POLICY NAME RULE NAME ACTION STATE 4.6 early (0 collectors included)
@ Execution Prevention FoRATNET () Beta 4.1.0 (3 collectors included)
lior4.6 (0 collectors included)
Mg Exfiltration Prevention e )

v v v v v

- lior5.0 ors included)
§ Ransomware Prevention FmATnET ()

= liortest (0 collectors included)

& Device Control FoRtner (@

# extended Detection Policy FmATInET

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.



Security Settings

2. Select the Clone Policy B button. The following window displays:

POLICY CLONING

ORIGINAL POLICY NAME CLONED POLICY NAME

Exfiltration Prevention Exfiltration Prevention cl

1 Policy will be cloned

Clone | Cancel |
3. Specify the name of the new security policy and click the Clone button.

4. If needed, assign the security policy to the required Collector Group so that it protects all the FortiEDR Collectors in
that group, as described in Assigning a security policy to a Collector Group on page 72.

Assigning a security policy to a Collector Group

By default, a security policy protects the FortiEDR Collectors that belong to that Collector Group. A security policy can be
assigned to more than one Collector Group. Multiple security policies can be assigned to each Collector Group.
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S ! /, Itis not recommended to assign multiple security policies that have the same or overlapping
9 rules to a Collector Group, as this means that the same security events will be triggered in
3 response to both policies, producing duplicated events.

Refer to Defining a new Collector Group on page 116 for a description of how to define a new Collector Group in the
INVENTORY tab.

1. Inthe SECURITY POLICIES page, select the name of the security policy to be assigned by clicking its checkbox.
DASHBOARD. EveNTVIEWER @)  FoRensics v communicaTion ConTRoL v @B®)  SECURITY SETTINGS v INVENTORY v @) ADMINISTRATION ®  Protecion v Einat v

SECURITY POLICIES Showing 1-10/40 | » ||w] | Search Q ASSIGNED COLLECTOR GROUPS

W) ClonePoliy () SetMode v Assign Collector Group i Delete

POLICY NAME RULE NAME ACTION St 4.6 early (0 collectors included)
eta 4.1.0 sincluded)

v @ cxecution Prevention  FeATIneT

rs included)
Exfiltration Prevention ~ FeRATINET

rs included)
Ransomware Prevention  F=

liortest (0 collectors included)
Device Control Fe

extended Detection Policy FeATInET
AC Device Control

AC Execution Prevention

AC Exfiltration Prevention

AC Ransomware Prevent...

S Iies xsm 7
AICECICICIACICEL

ausm Device Control

2. The right side of the window displays the Collector Groups to which this policy is assigned.
Click the Assign Collector Group toolbar button, which displays the following window in which you can select the
Collector Groups to which to assign this policy.
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COLLECTOR GROUP ASSIGNMENT

Search Q

GROUP NAME~ # OF COLLECTORS

Default VDI Group 0 v' Assigned

ensilo employees 45 v Assigned

ensilo Servers 0 v Assigned

Home users 6

my citrix poal (VDI) 0 v Assigned

05X Users 13

Store 0

US Users 0 v Assigned
0 Collector groups selected ' Cancel '

Ny The ASSIGNED COLLECTORS GROUPS area lists all the Collector Groups that have been
‘9' assigned a security policy to protect them. You can also simply drag-and-drop a Collector
- Group from this list onto a policy in the left pane of this window to assign the Collector Group to
- be protected by that policy.

Deleting a security policy

Select the policy’s checkbox and then click the Delete button.
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\‘ ! ’, The Exfiltration Prevention, Ransomware Prevention, Device Control, Application Control,
? eXtended Detection, and Execution Prevention FortiEDR security policies provided out-of-the-
= box (FEZZRATIMET ) cannot be deleted.

Exception Manager

Exceptions enable you to limit the enforcement of a rule, meaning to create a white list for a specific flow of events that
was used to establish a connection request or perform a specific operation.

An exception can be made for a Collector Group (several specific ones or for all) and a destination IP (a specific one, IP-
set or all). The eventis then no longer triggered for that specific Collector Group or destination IP. This exception can be
added on part or the entire set of rules and the process that triggered this event.

When an exception is defined, it results in one or more exception pairs. An exception pair specifies the rule that was
violated, and the process on which the violation occurred, including its entire location path. For example, the following
shows several examples of exception pairs:

» Rule - File encryptor with Process — c: \users\root\Desktop\ransom\RnsmTOX.exe
» Rule — Process hollowing with Process — c: \users\root\AppData\Local\hipmiav.exe

An exception that applies to a security event can result in the creation of several exception pairs. Each exception is
associated with a specific process path. You determine whether the exception pair can run from the event-specific path
or whether to apply the exception for this process so that it can run from any path.

If the exception pair includes more than one process, you can include the other processes too, as well as determine
whether they can run from the event-specific path or from any path.

Any exception that you define applies to all policies.

Exceptions are created in the Event Viewer, as described onDefining security event exceptions on page 160

Fortinet Cloud Services (FCS) may push an automated exception in cases where extended
N : /, analysis and investigation of a security event leads to its reclassification as Safe. This
? prevents the security event from triggering again. In such cases, the security event is moved
= under archived events and the exception that was set is added in the Exception Manager with
FortiEDRCloudServices as the handling user.

To manage exceptions:

1. Select SECURITY SETTINGS > Security Events > Exception Manager. Alternatively, in the EVENT VIEWER page,
click the Exception Manager button. The following window displays, showing the list of previously created
exceptions:
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DASHBOARD y NTROL v SECURITY SETTINGS d A A ®  Protection v Barbara v

EXCEPTION MANAGER

Search Exception Advanced

W Delete [ Export Showing 1-10/201 | » || »1
EVENT PROCESS PROCESS PATH EXECUTED WITH PATH RULES COLLECTOR GROUPS DESTINATIONS. USERS LAST UPDATED +
663219 EXCEL.EXE Any path Suspicious Macro High Security Collector ... Al Destinations All Users 05-Oct-2020, 11:45 H4
by: Einat
30558956 netsh.exe \Windows\System32 PanGpHip.exe Any path Suspicious Script Execution Al Collector Groups. All Destinations All Users 23-Mar-2020, 09:47 1
by: Tzaf
665954 OfficeTimelineStartUp.e... Any path Unconfirmed Executable All Collector Groups Internal Destinations (Al... All Users 23-Oct-2018, 19:05 H4
by: Tzafit
OfficeTimelineStartUp.e... Any path Unconfirmed Executable
666041 maktubransomware.exe ..\Ransomware Maktub PUP All Collector Groups 167.114.64.227 All Users 23-0ct-2018, 18:51 H1
by: Tzafit
maktubransomware.exe ..\Ransomware.Maktub PUP
maktubransomware.exe \Ransomware.Maktub PUP
442648 camstudio.exe ...sers\JTM.CDE\Desktop Malicious File Detected All Collector Groups Internal Destinations (Al... All Users 25-5ep-2018,23:16 H4
by: Tzafit
197019 Cisco WebEx Start Any path PUP Home users 184.87.163.50 All Users 05-Nov-2017, 13:35 =-/
by: admin
Cisco WebEx Start Any path PUP

ﬂ If the exception includes a free-text comment, you can hover over the Event ID in the
Exception Manager to display it.

EXCEPTION MANAGER

|'».,M Exception advanced

Wodee [3 Show

. . RULE COLLECTOX

ROUPS

ForlineiCloudServices, ol 06-Ock-2020, 004122

malicious File Detected All Collector Groups

All Users

The file firekos exe & classified a5 Good
On Ihe device WIN1065"

ﬂl can delete one or more exceptions simultaneously by selecting the checkbox at the beginning of its row and
n clicking the Delete button.

EXCEPTION MANAGER

E o Advanced

W Dsle= [ ot o Showing 1-10/201 | » |

EVENT PROCESS PROCESS PATH EXECUTED WITH ATH RULES COLLECTOR GROUPS DESTINATION: SERS

maklubransomware exe Ransomware Maktub PUP
242648 ramstudio.exe COE\Desktop All Collector Groups all users 4
197019 Clsco WebEX Start Any path PUP Home users 184.87.163.50 All Users H1

05
by: admin

2. Tofilter the exception list, click the Advanced button. The window displays various filter boxes at the top of the
window, which you can use to filter the list by specific criteria.

EXCEPTION MANAGER

Process Path Rule ~ Group v Destination User Close

Click the Basic search button to access the standard search options.
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ra
Click the Edit Exception -4 button in an exception row to edit that exception. For more details, see Editing Security

Event Exceptions on Editing security event exceptions on page 175.

—==
Click the Delete M button in an exception row to delete that exception.

Changes can be made on multiple exceptions at the same time by checking the Exceptions that you would like to
edit and then clicking on the Edit tool, as shown below:

EXCEPTION MANAGER

Search Exception Advanced
B4 Edt W Delete [ Export v
EVENT PROCESS EXECUTED WITH PATH
4427089 eicar.com Any path
grid.appScope.getMaxAlerte
v 4418037 TeamViewer_Serviceexe  Any path
grid.appScope.getMaxAlerte
v 4425068 ConnectivityTestAppNe... ...nnectivityTestAppNew

grid.appScope getMaxAlerte

RULES

Malicious File Detected

Malicious File Detected

Showing 1-10/459 | » || »1

DESTINATIONS USERS LAST UPDATED ~

All Destinations Al Users 13Jan-2021, 08:37 H1
by: FortinetCloudsServi...

2200:11c0:26:351:188:1...  All Users 13Jan-2021, 04:11 =22

2a00:11¢0:2:351:213:22. by: sofi

2a00:11¢0:63:351:188:1

Internal Destinations (Al.. All Users 13Jan-2021, 04:09 H1

by: sofi

The following window displays in the which you can choose to add new Collector Groups in addition to existing ones
or to replace all Collector Groups with the new Collector Group values that you select:

EDIT MULTIPLE EXCEPTIONS

2 Exceptions selected

Collector groups

™ Cloud -~

Destinations

[ v

All Groups

All Destinations

Add To Existing v

« Add To Existing

Replace Al

AL T LA W

Type comments

save Changes NERENED

This same procedure can be used to edit the IP sets of the destination addresses of the selected exceptions.
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Exclusion Manager

The Exclusion Manager enables you to define which processes or files are excluded from Security Policies monitoring.
Two types of exclusions can be defined in the Exclusion Manager:

* Process Exclusions: This type of exclusion specifies that FortiEDR does not inspect the actions that are
performed by specific processes, so that these processes do not trigger security events. The processes that are
excluded are identified by the attributes of the processes, according to your definitions.

There may be various reasons for excluding a process in this manner. For example, when a process’s
performance/functionality is affected by FortiEDR’s inspection, but the customer knows that this process is
good/safe (this example is relevant, even when the process does not trigger security events). Therefore, in this
case, the exclusion will specify that FortiEDR no longer inspects the specified processes.

Please note that adding this type of exclusion excludes this process from being monitored by all FortiEDR features
and all activities of this process are ignored.

« Execution Prevention Exclusions: The Execution Prevention policy inspects/scans files and then blocks their
execution if they are identified as malicious or suspected to be malicious. Execution Prevention Exclusions specify
that FortiEDR does not apply the Execution Prevention policy inspection, which analyzes files in order to find
evidence of malicious activity, as described in Security Settings on page 64. The files that are excluded are
identified by the attributes of the files that are the target of the Execution Prevention actions, according to your
definitions.

To manage exclusions:

Select SECURITY SETTINGS > Security Events > Exclusion Manager. The following window displays, showing the list
of previously created exclusions:

e oo () mmem v scommmmm o6 sememm e meww o) a0

] winword.exe

3

highsecuriy.coll. Michael

UnuxtP  andreyt
Detault Collector... -

The list of exclusions in the Collection Exclusions page contains the following columns:

Column Description

Checkbox Enables you to select multiple rows.
Icon Represents the type of exclusion
- {0 Process

y @ - Execution Prevention

SOURCE ATTRIBUTES Specifies the attributes that were defined in order to identify the Process/File, as
described in Defining exclusions on page 80
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Column Description

(O] Specifies the operating system to which theis exclusion applies. Currently, only
Windows is supported.

LAST UPDATED Specifies when this exclusion was last updated and by whom.
STATE Specifies whether this exclusion is enabled or disabled.
V4 @ Edit and delete excursion tools.

The following actions can be performed in the Collection Exclusions page:

 Filtering on page 79
o Defining Exclusion Lists on page 79
« Defining exclusions on page 80

Filtering

To filter the Exclusion List names and their content, simply enter text in the Search field. Afterwards, only the Exclusion
Lists that match the provided text are displayed showing only the relevant exclusions.

To filter the list of exclusions by type, click one of the following options:

[|] Process ) Execution Prevention

Defining Exclusion Lists

An Exclusion List contains a list of exclusions. You can assign Collector Groups to an Exclusion List in order to specify
that the exclusions in the Exclusion List apply to the Collectors in the Collector Groups assigned to it. Exclusion Lists
enable you to logically organize, categorize and group exclusions based on the type of activity data they are to exclude.

For example, let’s say that you want to collect network activity data for your system, but a specific application generates
quite a bit of uninteresting logistical network activity that you do not want to collect. In this case, you can define an
Exclusion List named after that application that contains one or more exclusions that relate specifically to the network
activity generated by that application. Exclusion Lists can be organized anyway you see fit. For example, you can create
an Exclusion List for security products, a different one for PDF documents, a different one for HR-related software and so
on.

FortiEDR comes with a default General Exclusion List that includes important exclusions. The exclusions in this group
are not editable.

Adding an Exclusion List

To define an Exclusion List:

1. Click the + Add List option and provide a name to create a new Exclusion List.

2. Add (define) the exclusions of this Exclusion List (as described on the following page). Each exclusion that you add
belongs to a specific Exclusion List.

FortiEDR 5.2.1 Administration Guide 79
Fortinet Inc.



Security Settings

3. Assign Collector Groups to this Exclusion List (as described below) in order to determine to which Collector Groups
these exclusions apply. A Collector Group can be assigned to multiple Exclusion Lists.

Assigning a Collector Group to an Exclusion List

Excel Related
Buchhaltung =

You can perform the following operations on an Exclusion List:

Operation Description

Assign a Collector Group Click the + button in the Exclusion List to which to assign a Collector Group. Then,
select the Collectors groups to which to assign this list and approve it. Note that a
Collector Group can be assigned to multiple Exclusion Lists.

Unassign a Collector Group Click the + button and uncheck the Collector Group to be removed from an
Exclusion List.

Delete Exclusions List Click the Bl 'ﬁ' button. Note that all Exclusions in this list will be removed and

will no longer be applied to the assigned Collector groups.

Defining exclusions

All exclusions must belong to an exclusion list. Select an exclusion list on the left to display the exclusions that are
defined iniit.

The following describes how to define a Process Exclusion and then how to define an Execution Prevention Exclusion.

Adding a Process Exclusion

1. Inthe left pane, click the Exclusion List to which to add the exclusion.

2. Intheright pane, click the + Add Exclusion button. The following displays providing a choice of the two types of
exclusions that you can define.

@Add Exclusion s

Frocess

Execution Prevention E
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3. Select Process. The following displays:

Process Exclusion

& Exclude the precess below from monitoring by the various FortiEDR featres
Note: all Process activities will be ignored

Operating System  Windows

Lerine process o

Hash

#® Attributes

File name

=
[

Exclusion List Galit's list

Comments

4. The Operating system dropdown menu specifies Windows, which is currently the only operating system supported
for exclusions.

5. Define the processes to be excluded using one of the following options: Hash or any combination of File Name /
Path / Signer, as follows:

« Hash: Mark the Hash radio button and specify the Hash that uniquely identifies this process.

» File Name / Path / Signer: Mark the Attributes radio button and check at least one of the File Name / Path /
Signer fields checkboxes and fill the relevant values, as follows:

o Specify the file and/or directory to be excluded by filling in the File name field, the Path field or both. If you
fill in both fields, then that file is only excluded in that path. If you only fill in the File name field, then that file
is excluded wherever it appears. Refer to the Defining an exclusion path on page 84 section for more
details about defining an exclusion path.
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& Attributes

File name

Path

If you select Signer, then either upload the Signer’s Certificate, provide its thumbprint or provide the
Signer’'s name.

Signer & Certificate Thumbprint Name

6. The Exclusion Listfield specifies the Exclusion List that was selected, when the Add Exclusion option was selected.
This field is not editable.

7. Click the Add button. This new exclusion is then listed in the Exclusion Manager page, as shown below:

EXCLUSION MANAGER

Q @ Execution Prevention | [|J Process

@ st @add Exchusionss ] Dt xchusics

Defask Colletor...  ighsecuriey.coll.

——y @ WicrosoftiWord | Per
QI #18C1F073762A1C855890971FF18794F 7A298FDD B 2021-12:25 19:49:26 by admir ® Enabled
@ chukumoko.stam B 2021-12-25 19:45:21 by admin @® Enabled

8. The newly defined exclusions appear with a green background and the words Pending save appear in their LAST
UPDATED column. To define that these exclusions take effect, you must click the Apply button and then click the
Save button in the window that pops up. Their LAST UPDATED column then shows the timestamp when they were
saved.

Adding an Execution Prevention Exclusion

1. Inthe left pane, click the Exclusion List to which to add the exclusion.

2. Intheright pane, click the + Add Exclusion button. The following displays providing a choice of the two types of
exclusions that you can define.

@Add Exclusion s

Process

Execution Prevention E
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3. Select Execution Prevention. The following displays:

Execution Prevention Exclusion

Exclude the files / directories below from Execution Prevention (NGAV) scanning
Operating System  Windows

Define filefdirect
File name

Path

Exclusion List New Exclusion

Comments

4. The Operating system dropdown menu specifies Windows, which is currently the only operating system supported
for exclusion prevention.

5. Specify the file and/or directory to be excluded by filling in the File name field, the Path field or both. If you fill in both
fields, then that file is only excluded in that path. If you only fill in the File name field, then that file is excluded

wherever it appears. Refer to the Defining an exclusion path on page 84 section for more details about defining an
exclusion path.

Define file/directory by

File name

Path

6. The Exclusion List field specifies the Exclusion List that was selected, when the Add Exclusion option was selected.
This field is not editable.

7. Click the Add button. This new exclusion is then listed in the Exclusion Manager page, as shown below:

EXCLUSION MANAGER
Q Execution Prevention | [[] Process
@
::::TMI h:mm“" @ Wicrosoftword, m  Pendingsave @ Enabled
QI 218C1F073782A1C855850971FF16794F7A298F00 B 20211225 19:49:26 by admir ® Enabled
@ chukumoko.stam B 2021-12.2519:4521 by admin ol

8. The newly defined exclusion appears with a green background and the words Pending save appear in its LAST
UPDATED column. To define that these exclusions take effect, you must click the Apply button and then click the
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Save button in the window that pops up. Their LAST UPDATED column then shows the timestamp when they were
saved.

Defining an exclusion path

The table below provides examples of exclusion paths with explanations of which folders apply or do not apply:

Exclusion path Folders that apply Folders that do not apply

\Documents\Persona \Documents\Personal e \Documents

1\ e \Documents\Personal

\temp

\Documents\Persona e \Documents\Personal\subfolder\ e \Documents

1\* e \Documents\Personal\subfolder\subfol e \Documents\Personal
der\etc\

\Documents\Persona e \Documents\Personal \Documents

1%\ e \Documents\Personal?2

e \Documents\Personal\subfolder\

*\Documents\Person e \Documents\Personal e \Documents

al\ e \Windows\Documents\Personal e \Documents\Personal
\temp

*\Documents\Person e \Documents\Personal\subfolder\ e \Documents

al\* e \Parent\Documents\Personal\subfolder e \Documents\Personal

¢ Including a wildcard in a path excludes only the parent folders and/or sub-folders and
files within those parent and/or sub-folders but not the folder itself. To exclude a
directory and also the parent or sub-directories, you must define an exclusion path for

) ' /, each case. For example, to exclude \Documents\Personal and all the sub-folders,
q define the following exclusion paths:
- e \Documents\Personal

e \Documents\Personal\*

¢ Physical prefix (e.g. \Device) and logical prefix or drive (e.g., C: \) are not required in
the exclusion path.

Setting the state of an exclusion

The Set State button enables you to enable or disable the selected exclusion(s). By default, an exclusion is enabled.

For changing the state of multiple Exclusions, check the checkboxes of all relevant exclusions and then select the state
from the Set State dropdown under the toolbar.

Deleting an exclusion

The Delete Exclusion button enables you to delete the selected exclusion(s).
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To delete multiple Exclusions, check the checkboxes of all relevant exclusions and then select the Delete option in the
toolbar.

Application Control Manager

The Application Control policy enables FortiEDR to block pre-defined applications from running, so that it does not
launch. It enables limiting the usage of non-desired applications on specific collector groups.

& ! /, This differs from Applications on page 193 under Communication Control, which enables you
q to control which applications can communicate outside of the organization, but does not stop
= them from launching.

This section describes how to define the applications to be blocked by adding them in the Application Control Manager.
In addition, applications can be added to the list of applications to be blocked by adding them from the Forensics window
(as described in Stack view on page 224) and the Threat Hunting window (as described in Threat Hunting on page 92).
These applications are then listed in the Application Control Manager.

In general, in order to block applications so that they are not launched

» The applications must be added to the Application Control Policy
o Collector groups must be assigned to this policy
» The blocklist rule must be enabled on the Application Control Policy.

To add applications to the blocklist:

1. Select SECURITY SETTINGS > Application Control Manager.

SECURITY SETTINGS Vv INVENTORY o
Security Events >

Application Control Manager

Threat Hunting ¥

Playbooks

The following window displays, showing the list of all the applications that have been defined to be blocked by the
Application Control policies. A row appears for each application to be blocked.
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DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v SECURITY SETTINGS ¥ INVENTORY v ADMINISTRATION C® simulation v FOrtiEDRAdmIn v

APPLICATION CONTROL MANAGER

Auto ~| search Q Policy | All v State | Enabled | Disabled
(@)Add Applications Policy Assignment  [1] Delete (3 export
APPLICATION ATTRIBUTES poLICY TAG os LAST UPDATED + UPDATED BY STATUS 1]
518CTF073782A1 C85589097 1FF18794F7A298F6D Application Control Fieshare = 14Jan-2022 10:24:04 FortiEDRAdMIN @Enabled
318C1F073782A1 C85589097 1FF18794F7A298F6D Application Control Fiesare = 14Jan-2022 10:23:38 FortiEDRAdmIn @ Enabled
418C1F073782A1 (85589097 1FF18794F7A298F7D Application Control RemoceT.. = 14Jan-2022 10:17:51 FortiEDRAdmIn @Enabled
418C1F073782A1 (85589097 1FF18794F7A298F6F Application Control Snir Remoter.. = 14Jan-2022 10:17:20 FortiEDRAdmIn @ Enabled
418C1F073782A1 (85589097 1FF18794F7A298F6E Application Control Snir, Application Control = 14Jan-2022 10:16:33 FortiEDRAdMIN @Enabled
418C1F073782A1C85589097 1FF18794F7A298F6D Application Control Snir, Application Control [ ] 12-Jan-2022 13:11:48 FortiEDRAdMIn ® Enabled
BBEESBE900164AE] C64F6042BE1BB2E] 4C3A2A0A446...  Application Control = 10Jan-2022 11:53:22 FortiEDRAdmIn @Enabled

2. You can then perform any of the following actions:

a. Adding application(s) to be blocked on page 86
Exporting the list of applications to be blocked on page 90
Enabling/disabling application blocking on page 90
Changing the policy under which the application is blocked on page 91
Searching and filtering applications on page 92

g
Editing an Application by selecting the Edit# button on the right side of that Application’s row.
Deleting an Application by selecting the Delete Application option at the top of the window or selecting the

- .

Delete = button on the right side of that Application’s row.

Q@ - o 20T

Adding application(s) to be blocked

To add an application(s) to be blocked:

1. Click the + Add Application option. The following displays:

@A{Jc .;;;.;;.ica[:g?nv

Add application
Upload applications
This dropdown menu provides two options for adding applications to be blocked:

e Manually adding an application to be blocked on page 87
« Uploading application(s) to be blocked on page 89
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Manually adding an application to be blocked

To manually add an application to be blocked:

1. Select the Add application option from the drop-down menu. The following displays:
ADD APPLICATION
Tag +

N

® Attributes

File name
Path

Signer

2. From the Policy dropdown menu, select one or more of the Application Control policies in which to block this
application or select the All option to specify that this application is to be blocked by all Application Control type
policies. FortiEDR is provided out-of-the-box with a single Application Control type policy and you can clone it in
order to create additional Application Control type policies as needed.

3. You can optionally use the Tag field in order to classify this application. Tags can be helpful for classifying and

filtering long lists of applications. In the Tag field, click the Add button + to specify the tag to be added to the
application. You can assign a previously defined tag or define a new tag.

Q |

FileShare

RemoteTool
( =+ )

@ I- :EI‘:E| .I

4. Define the application(s) to be blocked (so that they are not executed) using one of the following options: Hash or
any combination of File Name / Path / Signer, as follows:

s‘ ! ', FortiEDR blocks only executables and DLLs that meet the defined criteria. When
9 determining whether a file is an executable, DLL, or another type, FortiEDR adheres to the
- file nature rather than the file name (such as the . exe extension).
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« Hash: Mark the Hash radio button and specify one or more Hashes. Each hash is the unique identifier of an

individual application. If you enter multiple hashes, then they must be comma separated. Supported hash
formats are specified under the field.

Hash

OR
« File Name / Path / Signer: Mark the Attributes radio button, check at least one of the File Name / Path / Signer
fields checkboxes and fill the relevant values, as follows:
o Specify the executable file of the application to be blocked by filling in the File name field.
o Specify the path to the executable file of the application to be blocked by filling in the Path field.
If you fill in both the File name field (described above) and the Path field, then that application is only

blocked if its executable is in that path. If you only fill in the File name field, then that application is blocked
no matter where its executable file appears.

Wildcards can be used in a folder name by placing a single wildcard (*) at the beginning, end and middle of
the path.

For example: *\ folderO\folderl*\folder2*
® Attributes

v File name
Path

o If you select Signer, then either upload the Signer’s Certificate (as shown below), provide its thumbprint or

type in the Signer’'s name. Uploading a certificate or specifying thumbprint is more secured that specifying
signer name and hence recommended.

Signer

For example, selecting the Name radio button, then entering the word Microsoft, blocks the execution
of any application that was signed by Microsoft. You must enter the exact name of the Signer.

¥ Signer Certificate Thumbprint (® Name
I

Microsoft

5. Click the Add button. The Application Control Manager then lists a row for each application.

When a Collector Group is assigned to the application control policy (specify above), then all these applications are
blocked and cannot be launched.
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Uploading application(s) to be blocked

To upload a list of applications to be blocked from a file:

1. Select the Upload applications option. The following displays:

Upload Applications

Policy Application Control
Operating System Windows

Tag +

o o e e e e e e e e e e e e m e mm - e bl |

browse

b e e e e PR |

Click here for a sample file

| Cancel |

2. From the Policy dropdown menu, select one or more of the Application Control policies in which to block the
applications specified in the file to be uploaded.

3. You can optionally use the Tag field in order to classify this application. Tags can be helpful for classifying and
filtering long lists of applications. In the Tag field, click to specify the tag to be added to the application. You can
assign a previously defined tag or define a new tag.

Q |

FileShare

RemoteTool

( cancel )
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In the bottommost field of this window, select the CSV file that contains the list of applications to be blocked. This file
should be a CSV file in which the five leftmost columns (shown below) identify the application to be blocked. A
sample file can be downloaded from this window. Alternatively, you can use the same file as can be exported, as
described in Exporting the list of applications to be blocked on page 90.

A 8 c [} E F G H

FZ:RTINET liorndé Report created by u

APPLICATIONS CONTROL

Danny Application
@ CBFFB50B0F72047EBCAFE 35ADIBACCEIBERYSD2B Control clane, Windows 20224
4 Anplic ation

Danny Application
Axure Software Solutions, Inc Control clone. Windows 20224
s Anplication
Danny Appiication
Test Control clone, Windows 20224
€ Anolication

Danny Appiication
nexel s Control clone —— il

Japan-Application
terapad exe Contral clone, Windows 20224
8 CSE - Avolication
Danny Appiication

Control clone Windows 20224

\Usersluser1\Deskiop APPS\ TreeSizeFree.exe

free-hexexe Dany Applicetion Windows 20224
Control clone

Click the Add button. The Application Control Manager then lists a row for each application in the uploaded file.
When a Collector Group is assigned to the Application Control policy (specify above), then all the applications that
are added will be blocked and will not be launched.

Exporting the list of applications to be blocked

To export the list of FortiEDR applications to be blocked:

Use the Export button to export an Excel file.

Enabling/disabling application blocking

If you wish to disable the blocking of all the applications that are under a specific policy, we recommend simply disabling
the blocklist rule of that policy. Alternatively, in order to temporarily block only specific applications, then we recommend
enabling/disabling each application separately. If an application no longer needs to be on the blocklist, then we
recommend deleting it using the Delete button in the right-most column or in the toolbar.

To enable/disable the blocking of specific applications:

1.

Select SECURITY SETTINGS > Application Control to display the Application Control Manager. Each row
represents an application to be blocked.

In the STATUS column on the right, toggle the value between Enabled and Disabled. Alternatively, you can check
the checkboxes of the desired application rows, and then select the Enabled or the Disabled option from the Set
State dropdown.

Set State s
Enabl ':'[}

Disabled
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Changing the policy under which the application is blocked

To change the policy that blocks an application:

1. Select SECURITY SETTINGS > Application Control Manager to display the Application Control Manager. Each row
represents an application to be blocked.

2. Inthe Application Control Manager window, check the checkboxes of the desired application rows, and then select
the Policy Assignment option. The following displays.

POLICY ASSIGNMENT

Manage policy assignment for 3 selected applications

Policy
B Application 1 (1/3 Selected application)
= Application 2 (2/3 Selected application)
Application Control (0/3 Selected application)
Application Control clone (0/3 Selected application)
¥ Application Control Einat (2/3 Selected application)

{ — A\
| Cance

The policies that have a checkbox to their left have already been assigned all the selected applications. The

policies that have a green minus sign = to their left have already been assigned some of the applications. The
right side of the window indicates how many of the applications that you selected in the Application Control Manager
window have been assigned to that policy. The policies that have an empty box to their left were not assigned any of
the selected applications.

3. Inthe Policy Assignment window, check (or uncheck) the checkboxes of the policies that should block the currently
selected applications.

4. Click the Save button.

) ' /, Alternatively, in order to modify the policy to which a specific application is assigned, select the
g
? Edit# button in the Application Control Manager window in the right side of that application’s
= row.
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Searching and filtering applications

To filter the list of applications defined in the Application Control Manager, use the fields at the top of the window, as
follows:

1. Entertextin the Search field. This search field uses exact word matching.

» By default, the System-defined option is selected, which specifies that the search is performed on the most

relevant fields and then the list is filtered accordingly. Alternatively, from this dropdown menu, you can select
the column that is searched, as follows:

System-defined v | Search Q
« Systemn-defined

Application

Creator | ATTRIBUTES

Updated by

Tag

2. Select the relevant policy from the Policy field.
3. Inthe State field, select Enabled or Disabled.

Threat Hunting

FortiEDR’s threat-hunting capabilities feature a set of software tools and information sources focused on detecting,
investigating, containing, and mitigating suspicious activities on end-user devices.

A\,

‘?' Threat Hunting Settings is a license-dependent add-on. You may contact Fortinet Support for
- more information.

To set up Threat Hunting in FortiEDR, configure the following:

« Collection Profiles on page 92
» Collection Exclusions on page 94
e Threat Hunting data retention on page 101

Collection Profiles

A\,

‘Q' Threat Hunting Settings is a license-dependent add-on. You may contact Fortinet Support for
- more information.
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Threat Hunting Collection Profiles control the type of activity data that is collected for the Threat Hunting feature (which is
described in Threat Hunting on page 237). Activity data that is collected is stored on the Repository server.

To access Threat Hunting settings, select SECURITY SETTINGS > Threat Hunting Setting > Collection Profiles.
The following page displays:

amn
== BankMisgav ~ DASHBOARD EVENT VIEWER FORENSICS

COMMUNICATION CONTROL v (@) SECURITY SETTINGS INVENTORY v

ADMINISTRATION ! (C® simulation v Galit ¥

THREAT HUNTING COLLECTION PROFILES

@ Threat Hunting Data Retention: null days

FErATINET Event Collection And Storage

Collect and store Activity Events of the following categories and Types

Inventory Profile

2 Collector Groups (0 Colleczors)
Enabled

FIRTINET

Standard Collection Profile File Detected

No collector groups assigned

FERTINET

Comprehensive Profile Screen Capture Process Termination Process Creation Process Start Thread Created Executable Loaded Driver Loaded
servers

Library Loaded Keystroke Consumption

File Created File Write File Read File Rename File Delete File Time Set Direct Volume Access
Direct Volume Write

Network

HTTP Request Socket Netwerk Statistics Socket Connect DNS Query Socket Listen socket Close Sacket Accept

Regist

The left side of the Threat Hunting Settings page shows a list of Profiles. A Profile defines the activity event categories
and actions to be collected. FortiEDR comes with several predefined default Profiles, which cannot be modified.

In addition to the pre-defined Profiles, you can define your own custom Profiles by cloning an existing Profile.

The pane on the right side of the page lists all activity event categories and their associated actions. These categories
are the same as those described on Threat Hunting on page 237

Selecting a Profile on the left displays the categories and actions defined for that Profile in the right pane.

Check the checkboxes of the actions for which FortiEDR will collect activity data.
Assigning a Collector Group to a Profile

Profiles are assigned to Collector Groups. Only a single Profile can be assigned to each Collector Group. New Collector

Groups are automatically assigned to the default Inventory Scan Fortinet Profile, which is the first Profile listed in the
Profiles pane.

To assign a Collector Group to a Profile:

1. Inthe Profiles pane, click the + button of the Profile to which to assign a Collector Group. The following displays

showing the list of all Collector Groups:
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v DASHEOARD  EVENTVEWER @)  FORENSICS v COMMUNCATONCONTROL v ()  SECURTYSETTINGS ¥ INVENTORY v ADMINISTRATION (@) ®  Preenonv  Galt v

THREAT HUNTING COLLECTION PROFILES

@ Threat Hunting Data Retention: null days

FEERNNET Event Collection And Storage

! It Profils
nventery Profile Collect and store Activity Events of the following categories and Types

34 Collector Groups (40 Colectors)
Enabled

FiERTINET

Standard Collection Profile File Detected

No collector g

igned

FEIRTINET

Comprehensive Profile Screen Capture Process Termination Process Creation Process Start Thread Created Executable Loaded Driver Loaded
No collector signed + Library Loaded Keystroke Consumption

a
lior swaz0)
NewG (0 Collectors) Home Users (1)

Research-Ben (0) File Write File Read File Rename File Delete File Time Set Direct Volume Access
david_profile 20213200 wirite
No collector g Moshe_test (0)

5.1.0(0)

MyTest (0)

anatoly (1)

Socket Network Statistics Socket Connect DNS Query Socket Listen Socket Close Socket Accept
Sofi(1)

2. Select the checkbox(s) of the Collector Group(s) to assign to the Profile.

3. Click Assign. A message is displayed indicating that the selected groups are currently assigned to another Profile
and they will be reassigned and asking for you approval. Please approve.

Creating/cloning a Profile
In order to create a new Profile, you must first clone an existing Profile and then customize the clone.

1. Click the Clone icon that appears on the right of the Profile to be cloned.

RTINET
Inventory Profile (default)

All collector groups

2. Enter the name of the new Profile.

3. Ontheright side, enable the activity events to be collected and disable the activity events that should not be
collected.

4. Click Save.
5. Assign the Collector Group(s) on which to apply the newly created Profile.

Collection Exclusions

Exclusions are needed for reducing the amount of Threat Hunting data that is collected and by doing so prolonging the
data retention. The less data that is collected, the longer it will be stored in the databases.
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Exclusions enable you to define certain types of activity events to be excluded from being collected by Threat Hunting
data (even though should be collected according to the Threat Hunting Collection Profile assigned to a Collector group,
which was described in Collection Profiles on page 92). For example, if you know that a certain process is legitimate, but
it creates many activity events that are not relevant to your Threat Hunting investigation, you can use the Collection
Exclusions to define that these activities are not collected.

The Collection Exclusions enables you to define and manage exclusion lists and the exclusions that they contain.

Exclusions are different than security event exceptions, as follows:
O ! ’, ¢ Exclusions define which activity events should be collected. They are exclusions to the
q Threat Hunting Profile.
= e Security event exceptions are defined after a particular security event has occurred. They
are an exception to the assigned Security Policy.

To access the Collection Exclusions, select SECURITY SETTINGS > Threat Hunting > Collection Exclusions.

The Collection Exclusions page contains the following areas:

owsvoonn memviws ) FOTENSCS ¥ COMMUAKATIONCONTRDL scumvsenes v veony v @) sousstanon @)

Filters

To filter the Collection Exclusion list names and its content, simply enter text in the Search field. Afterwards, only the
Exclusion lists that match the provided text are displayed showing only the relevant exclusions.

Defining Collection Exclusion Lists

A Collection Exclusion List contains a list of exclusions. You can assign Collector Groups to an Exclusion List in order to
specify that the exclusions in the Exclusion List apply to the Collectors in the Collector Groups assigned to it. Exclusion
Lists enable you to logically organize, categorize and group exclusions based on the type of activity data they are to
exclude.

For example, let’s say that you want to collect network activity data for your system, but a specific application generates
quite a bit of uninteresting logistical network activity that you do not want to collect. In this case, you can define an
Exclusion List named after that application that contains one or more exclusions that relate specifically to the network
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activity generated by that application. Exclusion Lists can be organized anyway you see fit. For example, you can create
an Exclusion List for security products, a different one for PDF documents, a different one for HR-related software and so
on.

Adding an Exclusion List

To define an Exclusion List:

1. Click the + Add List option and provide a name to create a new Exclusion List.

2. Add (define) the exclusions of this Exclusion List (as described on the following page). Each exclusion that you add
belongs to a specific Exclusion List.

3. Assign Collector Groups to this Exclusion List (as described below) in order to determine to which Collector Groups
these exclusions apply. A Collector Group can be assigned to multiple Exclusion Lists.

Assigning a Collector Group to an Exclusion List

Excel Related
Buchhaltung =

You can perform the following operations on an Exclusion List:

Operation Description

Assign a Collector Group: Click the + button in the Exclusion List to which to assign a Collector Group. Then,
select the Collectors groups to which to assign this list and approve it. Note that a
Collector Group can be assigned to multiple Exclusion Lists.

Unassign a Collector Group Click the + button and uncheck the Collector Group to be removed from an
Exclusion List.

Delete Exclusions List Click on the Bl 'ﬁ' button. Note that all Exclusions in this list will be removed

and will no longer be applied to the assigned Collector groups.

Defining Collection Exclusions

All exclusions must belong to an Exclusion List. Select an Exclusion List on the left to display the exclusions that are
defined init.

Exclusions can be defined for a

» Source (process)— Which is identified by a source attribute, such as a Signer.
« Typel/Action — Activity event types, as described in Threat Hunting on page 237.
« Target— Which is identified by a target attribute, such as IP & Port.

Exclusion can include all of these three or any combination. However, defining an exclusion that only contains a Type is
not valid, because this kind of exclusion should be defined in a Threat Hunting Profile.
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For example, you can define to exclude activity events of a specific Type that have a specific source and a specific target
or to exclude (for example) activity events that have a specific source and any activity or target.

Adding an Exclusion

1. Inthe left pane, click the Exclusion List to which to add the exclusion.
2. Intheright pane, click the + Add Exclusion button. The following displays:

Threat Hunting Data Collection Exclusion

Exclude Activity Events with ...

-

Event type 37 ltemns Selected i

Exclusion List n

E
1]

Comments

3. From the Operating system dropdown menu, select either Linux or Windows.

4. To define that an exclusion includes a specific Activity Event Type, select the type of action(s) to exclude from the
displayed dropdown list. Alternatively, select the Any option (the default option), which means that you are not
specifying a specific action type.

All action types to be collected are listed according to Category. You can select one or more actions from a single
Category. Actions cannot be selected from different categories. For example, you can select the Process
Termination and the Process Start options from the Process Category in the same exclusion. However, you cannot
select the Key Created option together and the Thread Created options in the same exclusion — to do this you must
create two different exclusions.
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ANy hd

Process Termination  Process Creation
Process 5tart  Thread Created
Executable Loaded  Key Created

Key Deleted  Key Renamed

Value Created Value Read 15 picre

| Q, kearch

« Process Termination
« Process Creation
v Process Start
+ Thread Created
3 v Executable Loaded
5. To define that an exclusion includes a Source attribute condition, from the Select box, select Source attribute, which

can be identified by file name, path, hash and signer for Source Process or Event Log Name for event log related
activity events, as shown below:

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.



Security Settings

LA
m
[ 1]
M

}

Event Log Name
Hash
Path
File Mame
Signer
If you select Hash, then specify the hash, as shown below:

Source attribute ~ js | Hash MW

If you select Path, then specify the Path, as shown below. A path can include wild cards. If you wish to include sub-
folders as well, check the Select sub folders checkbox.

Source attribute “ s | Path "W

Include sub folders

If you select File Name, then enter the file name.
If you select Signer, then either upload the Signer’s Certificate, provide its thumbprint or provide the Signer’'s name.
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Source attribute ¥ Is | Signer X W

® ) Certificate Thumbprint Name

P o o e e e e e e e e e e e e e e e e e e e e e e = e —— e ——————-———==q

browse

[

Sy g S0 00 0000 S SOY

6. To define that an exclusion includes a Target attribute condition, click the + button. From the Select box, select the
Target Attribute and then define the target criteria, as described below:

Targets can be identified by various criteria, depending on the selected Activity Event Category.

« Aprocess Category event is identified by hash, path, file name or Signer.

« Anetwork Category event is identified by network-related properties, such as a remote IP and port.

« Aregistry Category event is identified by a registry key path, value name, value type or value size.

« An Eventlog Category event is identified by the Event Log ID.
When defining an exclusion that contains multiple conditions, an AND relationship exists between the
conditions.
Note: If an OR relationship is needed between the conditions that you define, simply create another exclusion.

7. Click the Add button. This new exclusion is then listed in the Collection Exclusions page, as shown below:

omown  meovews Q) FORENSCS ¥ COMMAMKATONCONTRDL ¥ sommvsmnes Y wenony v @) sounstaanon @)

] 2022-01-06 11:04:43 by lior 9 Enatled

= 20210602 154745 by for @ Enabled

HEAD a 2021-01-14 15:41:34 by lior 9 Enatled

137326107 = 20210112 12:05:23 by for ® Enabled

8. The newly defined exclusions appear with a green background and the words Pending save appear in their LAST
UPDATED column. To define that these exclusions take effect, you must click the Apply button and then click the
Save button in the window that pops up. Their LAST UPDATED column then shows the timestamp when they were
saved.

Setting the state of an Exclusion

The Set State button enables you to enable or disable the selected exclusion(s). By default, an exclusion is enabled.
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Deleting an Exclusion

The Delete button enables you to delete the selected exclusion(s).

To delete multiple exclusions, check the requested exclusions checkboxes and click Delete in the toolbar.

Threat Hunting data retention

Because the size of the Threat Hunting Repository database is limited, the data that is written to it is overwritten in a
cyclical manner when it gets full.

Therefore, the amount of time that the data is retained is dependent upon —

« The size of the repository database.
— AND -
« The amount of data that is collected.

The amount of data that is collected is dependent upon —

« The Threat Hunting Data Collection Profiles, which is defined in SECURITY SETTINGS > Threat Hunting >
Collection Profiles
— AND -

» The Threat Hunting Data Collection Exclusions, which is defined in SECURITY SETTINGS > Threat Hunting >
Collection Exclusions

In order to extend the data retention period, you can —

« Increase the size of the repository database by purchasing additional Threat Hunting Repository add-ons.
— AND/OR -

« Reduce the amount of data that is collected, by either defining the Collection Profiles (so that they collect less data)
or defining more Collection Exclusions (so that they exclude more data), as described above.

Regarding Threat Hunting Collection Profiles, switching from the Inventory Scan Profile typically reduces data retention
by at least 50% and switching to the Comprehensive Profile typically reduces data retention by an additional 50%.

To see an estimate of the Threat Hunting data retention:

o Select ADMINISTRATION > LICENSING and look next to the Threat Hunting row.
—OR-
o Select SECURITY SETTINGS > Collection Profiles. The data retention period is displayed in the top left corner.

Playbook policies

The FortiEDR Playbooks feature determines which automatic actions are triggered, based on the classification of a
security event. Playbook policies enable administrators to preconfigure the action(s) to be automatically executed
according to a security event’s classification. Typically, Playbook policies only need be configured once, and can be
modified thereafter, if needed. FortiEDR classifies each security event into one of five categories.
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FortiEDR provides the following Playbook policy out of the box:

» Default Playbook: This Playbook policy specifies the default actions for the Collector Groups assigned to the
policy. By default, all Collector Groups are assigned to this policy.

Automated Incident Response - Playbooks Page

The AUTOMATED INCIDENT RESPONSE — PLAYBOOKS page displays a row for each Playbook policy. To access
this page,select SECURITY SETTINGS > Playbooks.

Each Playbook policy row can be expanded to show the actions that it contains, as shown below:

OASHBOARD evenT viEwsR FoRENSICS v COMMUNICATION conTROL ~ @) SECURITY SETTINGS INVENTORY sosTRATION @)

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

Group (0 collectors included)
NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE |  LIKELY SAFE
- Bl pefault Playbook remmner (D

NOTIFICATIONS (sentin protection and simulation modes)

p (2 collectors included)

Send mail notification v v v v v

Open ticket v v v v v
INVESTIGATION

Isolate device with Collector v

Isolate device with NAC Nac_HK v v

Move device to the High Security Group
REMEDIATION

Terminate process v

Delete file

Clean persistent data v

Block address on Firewall Sharon M v

[> ADVANCED PLAYBOOKS DATA

You can drill down in a Playbook policy row to view the actions for that policy by clicking the icon.

¢ There are more options and actions than those shown above that can be added to a
Playbook policy, such as the blocking of a malicious IP address. You may consult Fortinet

P Support about how to add them.
‘ql ¢ Automatic Incident Response Playbook features can also be triggered by extended
- detection events when follow-up actions are configured for the Collector Group of a

device on which the event triggered. This enables the system to follow up upon the
detection of such an event and execute a sequence of actions, such as to block an
address on a firewall or to isolate the device in which part of the event occurred.

Assigned Collector Groups

The Assigned Collector Groups pane on the right lists the various Collector Groups in the system. By default, all
Collector Groups are assigned to the Default Playbook policy. You can reassign one or more Collector Groups to
different Playbook policies, if preferred.
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Note: When upgrading your FortiEDR system, all existing Collector Groups are automatically assigned to the Default
Playbook policy.

Cloning a Playbook Policy

Cloning a Playbook policy unassigns the policy from one Collector Group and then reassigns it to a different Collector
Group. A Collector Group can only be assigned to one Playbook policy.

1. Inthe AUTOMATED INCIDENT RESPONSE - PLAYBOOKS page, select the Playbook policy row that you want to
clone in the Playbook Policies list.
2. Do one of the following:

a. Select the checkbox(es) of the Collector Group(s) in the Assigned Collector Groups pane that you want to
assign to the cloned Playbook policy. Then, click the Unassign Group button in the Assigned Collector Groups
pane.

DASHBOARD eveNTviEWeR @)  FORENSIS v COMMUNICATION conTRoL v (D) SECURITY SETTINGS INVENTORY v ADMINISTRATION €@ ®  Protection v Barbara v

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

B Unessign Group

High Security Collecto lectors included)

NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE | LIKELY SAFE emulation (4 collector:
- EL] Default Playbook Foamner (I v ensilo employees (2 c: ors included)
NOTIFICATIONS (sent in protection and simulation modes)
Send mail notification v v v v v
Admin
Open ticket v v v v v
INVESTIGATION
Isolate device with Collector
Admin
Move device to the High Security Group v
REMEDIATION
Terminate process v
Delete file
Clean persistent data v
Admin
> [EL] Test playbook a»
[3 Bl victims Playbook a»
[3 Bl victims Playbook clone a»

> ADVANCED PLAYBOOKS DATA

b. Click Collector Group in the Assigned Collector Groups pane that you want to assign to the cloned Playbook
policy. Then, drag the Collector Group onto the cloned Playbook policy in the Playbook Policies list, as shown
below:

OasHBOMD  evenTviewer @)  FOReNSs v commuNGATONCONTROL v @) SECURITYSETTINGS v INVENTORY v ADMINISTRATION @) ®  Frotection v Barbara v

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

Bl Unessign Group

High Security Collecto 0 collectors included)

NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE | LIKELY SAFE emulation (4 collector: ed)
> EL] Default Playbook Foamner (10 v | ensilo employees included)
[3 [EL] Test playbook a»
[3 [EL] Test playbook clone a» ensilo employees (2 collectors included)
> E] Victims Playbook a»
[3 [EL] victims Playbook clone »

The following message displays.
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CONFIRM

Group [enSilo employees] is already assigned to [Playbook] policy -

[Test playbook].

A Collector Group cannot be assigned to more than one [Playbook]
policy and therefore will be removed from the previous one.
Do you want to continue?

Click Yes.

Advanced Playbooks Data

The ADVANCED PLAYBOOKS DATA area at the bottom of the AUTOMATED INCIDENT RESPONSE — PLAYBOOKS

page displays more details about the action selected in the Playbook Policy list.

DASHBOARD

evenT ViEwer @)

FORENSICS W

No )
r

I,-’
Yes |
L

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS

) ClonePlaybook (I Set Mode + fssign Colleccor Group | Delese

NAME
L] Default Playbook FaAnner (D)

NOTIFICATIONS (sentin protection and simulation modes)

Send mail notification

Open ticket
INVESTIGATION

Isolate device with Collector

Move device to the High Security Group
REMEDIATION

Terminate process

< ADVANCED PLAYBOOKS DATA

ACTION NAME: Send mail notification

ACTION DETAILS

couMuNICATION conTRoL v (@)

MALICIOUS

SUSPICIOUS

.
2
g

SECURITY SETTINGS v

INVENTORY v

INCONCLUSIVE

der Admin setting:

der Admin settings

ADMINISTRATION € [ ]

LIKELY SAFE

Protection ~

ASSIGNED COLLECTOR GROUPS
Bl Unassign Group
High Security Collector Group (0 collectors included)

emulation (4 collectors included)

v ensilo employees (2 collectors included)

Barbara v

This option enables you to receive an email each time an event is triggered by Fortinet, based on an event-specific classification. Each email contains all the raw data items collected by Fortinet about that event. This operation is performed both in Simulation and Prevention
s,

mode:
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Playbook policy actions

Playbook policy actions are divided into the following types:

« Notifications on page 105
 Investigation on page 106
o Remediation on page 108
e Custom on page 110

Each of these categories contains different types of actions that can be performed when a security event is triggered.

Notifications

Notification actions send a notification when a relevant security event is triggered. These actions are implemented in
both FortiEDR modes (Simulation and Prevention).

Notifications can be one of the following types:

o Emails
« Syslog
o Open Ticket

Each row under Notifications corresponds to a single type of notification (mail [email] notification, Syslog notification or
Open Ticket notification). In the Notifications area, you configure each notification type to indicate whether or not it is to
automatically send the relevant notification, once triggered by a security event. By default, the Default Playbook policy is
set to Simulation mode, and only email notifications are automatically enabled, as shown below:

E E-3
NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE LIKELY SAFE
v EDefault Playbook FuAnner (@
NOTIFICATIONS (sentin protection and simulation modes)
Send mail notification v v s v v
S ! ’, Notification actions must be enabled in order to be implemented by a Playbook policy. If
q notifications are disabled, they are not implemented by the Playbook policy, even if that policy
- is configured to send notifications. For more details see SMTP on page 313.

The Malicious, Suspicious, PUP, Inconclusive, and Likely Safe columns correspond to the possible classifications for a
security event. When a checkmark ** appears in one of these columns, it means that a notification of the specified type
is sent when an event is triggered that has that classification. Notifications are sent for all security events except those
classified as Likely Safe. For example, the figure below shows that an email notification is sent whenever a Malicious,
Suspicious, PUP or Inconclusive security event is triggered. Syslog and Open Ticket notifications work in the same way
as Email naotifications. For more details about classifications, see Events pane on page 150.

SMTP, Syslog and Open Ticket must already be configured in order to send their respective notifications. If their settings
are not already configured, the relevant row in the Notifications list displays a message indicating that you must first
configure it, as shown below:
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E 2 -3 4+

NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE LIKELY SAFE
< « Bl pefaurt playbook Fomnner (@)
NOTIFICATIONS (sentin protection and simulation modes)
Send mail notification v v v v v
Admin
Admin
O ! ’, The word Admin in each of these messages is a link that when clicked, jumps to the relevant
q place in the user interface to configure it. For example, when you click Admin in any of these
3 messages, the following window displays in which you can configure the relevant settings.

OAsHBoMRD  evenTviewen ) FORENSICS v COMMUNICATONCONTROL v (@) SECURTYSEIINGS v INVENTORY v ADMINISTRATION @) ®  Protcion v Barbars v

LICENSING OPEN TICKET

ORGANIZATIONS Save B Clear

Systemname  [splunk Email address  * [mysplunk@test.com

USERS

DISTRIBUTION SYSLOG NOTIFICATIONS
LISTS
[Wfoefine New sysiog

EXPORT
SETTINGS

TOOLS

SYSTEM
EVENTS

IP SETS

INTEGRATIONS

Investigation

Investigation actions enable you to isolate a device or assign it to a high-security Collector Group, in order to further
investigate the relevant device’s activity.

NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE | LIKELY SAFE

- E Default Playbook FuRnner (00

NOTIFICATIONS (sentin protection and simulation modes)

Send mail notification v v v v v
Admin
Open ticket v v v v v
INVESTIGATION
Isolate device with Collector v
Isclate device with NAC Nac_HK - v

Move device to the High Security Group

Investigation actions can be one of the following types:

« Isolate device with Collector on page 107
« Isolate device with NAC on page 108
» Move device to High Security Group on page 108

FortiEDR 5.2.1 Administration Guide 106
Fortinet Inc.



Security Settings

Isolate device with Collector

This action blocks the communication to/from the affected Collector. This action only applies for endpoint Collectors. For
example, if the Playbook policy is configured to isolate the device for a malicious event, then whenever a maliciously
classified security event is triggered from a device, then that device is isolated (blocked) from communicating with the
outside world (for both sending and receiving). This means, for example, that applications that communicate with the
outside world, such as Google Chrome, Firefox and so on, will be blocked for outgoing communications.

A checkmark % in a classification column here means that the device is automatically isolated when a security event is
triggered with that classification.

Isolate device W v v
N ! /., The tab bar at the top of the window may display a white circle(s) with a number inside the
9 circle to indicate that new security events have not been read by the user. The number
3 represents the number of new registered devices.

DASHBOARD eventvieweR @) FoRensicsy communicaTion controLv @D SECURTY SETINGS Y nventorr @ aowinistrarion €8

When the circle is white, it means that there are no isolated devices and the number inside the circle represents the
number of new registered devices in the last three days.

When the circle is red, it indicates that there are one or more isolated devices. In this case, the number inside the circle
indicates only the number of isolated devices.

DASHBOARD eventviener @)  Forensicsv communicaTion conTRoLY @) SECURITY SETTINGS v INVENTORY v apmiisTration G

You can hover over the number to see the list of new registered devices and isolated devices. Each row shows the
number of devices added, by day.

INVENTORY ™ apMiNisTRATION €D
TYPE ACTION ADDED DATE
Collectors Added 2 04-Feb-2020
Collectors Isolated 1 05-Feb-2020
loT devices Added 1 04-Feb-2020
loT devices Added 11 03-Feb-2020
loT devices Added G 02-Feb-2020
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Isolate device with NAC

This action blocks the communication to/from the affected device by disabling this host on an external Network Access
Control system. A NAC connector must already be configured in order to perform this action. For details about how to
configure NAC connectors, see Network Access Control (NAC) integration on page 345.

In the dropdown menu next to the action, you can specify which NAC to use for disabling the host or select all of them.

NP Unlike devices that are isolated using the FortiEDR Collector for which there is an isolation
‘Q' indication on Inventory tab and un-isolation is available, devices that were isolated using an
- external system such as a NAC are not indicated as such on the FortiEDR Console and un-

isolation is only possible on the external NAC system.

Move device to High Security Group

FortiEDR provides two default Collector Groups: the Default Collector Group and the High Security Collector Group.
Both of these default Collector Groups are initially assigned to the Default Playbook policy, and cannot be deleted.

A checkmark # in a classification column here means that the device is automatically moved (assigned) to the High
Security Collector Group when a security event is triggered that has that classification. This feature is useful when you
want to mark Collectors that triggered malicious events.

Move device to High security group ,/ v o v

Remediation

Remediation actions enable you to remediate a situation in the FortiEDR system, should malware be detected on a
device.

Remediation actions can be one of the following types:

o Terminate process on page 108

¢ Delete file on page 109

o Clean persistent data on page 109

» Block address on Firewall on page 109

Terminate process

This action terminates the affected process. It does not guarantee that the affected process will not attempt to execute
again. This action can also be performed manually using the Forensics add-on, as described on Remediating a device
upon malware detection on page 227

A checkmark #" in a classification column here means that the affected process is automatically terminated on the
device when a security event is triggered that has that classification.
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Delete file

This action ensures that the file does not attempt to exfiltrate data again, as the file is permanently removed from the
device. This action can also be performed manually using the Forensics add-on, as described on Remediating a device
upon malware detection on page 227

A checkmark #" in a classification column here means that the affected file is automatically removed on the device when
a security event is triggered that has that classification.

Clean persistent data

This action cleans the registry keys in Windows. This action can also be performed manually using the Forensics add-
on, as described on Remediating a device upon malware detection on page 227.

A checkmark #" in a classification column here means that the affected registry key is automatically cleaned on the
device when a security event is triggered that has that classification.

Block address on Firewall

This action ensures that connections to remote malicious addresses that are associated with the security event are
blocked. A Firewall Connector must already be configured in order to perform this action. For details about how to
configure firewall connectors, see Firewall Integration on Firewall integration on page 337.

In the dropdown menu next to the action, you can specify which firewalls are used to perform the blocking or select all of
them, as shown below:

REMEDIATION
Terminate process v
Delete file
Clean persistent data v

Block address on Firewall FortiGate300 - v

& E’Estp\syham All Firewalls

¥ FortiGate300
D E\f ctims Playbook

MyFW
b EV ctims Playbook clone

A checkmark #" in a Classification column means that communication with the affected destination is automatically
blocked when a security event is triggered that has that classification.

The firewall must already be configured in order to add malicious destinations to blocked addresses. If its settings are not
already configured, the relevant row in the Remediation list displays a message indicating that you must first configure it,
as shown below:

REMEDIATION
Terminate process v
Delete file
Clean persistent data v

\‘ ! 'l
? Clicking the Integration Admin link in this message jumps to the relevant place in the user
|| interface to configure it (in the Integration page under the Admin tab).
FortiEDR 5.2.1 Administration Guide 109

Fortinet Inc.



Security Settings

Custom

Custom actions enable you to automatically trigger an incident response in a third-party system as the result of a security
event detected by FortiEDR, according to the Custom Integration connector (and its actions) that you define.

CUSTOM
Re-profile a device fortinac fortidem - v v o v
AWS Lambda Logout User fortigate fortide - v ., v
Disable interface fortigate fortide - v

Slack Notification fortigate fortide - v v v v v

The CUSTOM section of the Playbook page lists the actions that have been defined for Custom Integration Connectors,
as described on Custom integration on page 365.

YL
‘9' This list appears empty appears until at least one Custom Integration Connector has been
defined.

A checkmark #* in a classification column here means that the defined action is triggered in the third-party system when
a security event is triggered that has that classification.

Other options in the Playbooks tab

You can perform the following operations using the toolbar at the top of the tab:

» Clone Playbook: Clones a Playbook policy, as described on Playbook policies on page 101.

» Set Mode: Changes the mode of the Playbook policy. This process is similar to that for setting the mode for a
standard security policy, which is described on Setting a security policy’s Prevention or Simulation mode on page 69

» Assign Collector Group: Assigns a Playbook policy to a Collector Group. This process is similar to that for assigning
a standard security policy to a Collector Group, which is described on Assigning a security policy to a Collector
Group on page 72.

» Delete: Deletes a cloned Playbook policy. Default Playbook policies cannot be deleted.

Ay
S L4
q The default Playbook policy (named Default Playbook) is mandatory and cannot be deleted.
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Inventory

This chapter describes the FortiEDR Inventory, which enables you to monitor the health of FortiEDR components and to
create Collector Groups.

Introducing the Inventory

The INVENTORY tab displays separate pages for COLLECTORS, IoT (devices) and System Components
(AGGREGATORS, CORES and REPOSITORIES). Click the down arrow next to INVENTORY and then select the
relevant option to access its page, as shown below.

INVENTORY

Collectors

loT

System Components

This view enables you to monitor system health and to define Collector Groups. If you have a large system with
thousands of FortiEDR Collectors, it may take a few moments to populate this window.

By default, the INVENTORY tab and its various pages are filtered to display all the FortiEDR components that are
degraded, except for FortiEDR Collectors, which are filtered to see all Collectors, regardless of their state.

COLLECTORS (19/42) Showing 1-15/33 | b |

- 32 Creste Growp fove 10 Group Delzte s Enzble/Diszblen solatens Export

Al

50,
o

50,
(e
50.

.1.225
kil

If there are Collectors in the Degraded state, the following indication appears at the right top corner, which you can click
to filter the view to only show the Collectors in the Degraded state.

/M 3 Degraded Collectors were found X

You can select to display all Collectors that are in one of the specific states (New, Running, Disabled, Degraded,
Disconnected, Isolated, Selected, Pending Reboot, Migrated, Pending Migration, or Unmanaged) using the dropdown
menu at the top left of the window, as shown below:
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~ DASHBOARD evenTviEner @) FoRensicsw comMmuNicaTioN conTRoL @) SECURITY SETTINGS v INVENTORY apminisTration D)

COLLECTORS (3/46) Show all Collectors Search Collectors or Groups ¥ Q

Degraded v | 8%cCreateGroup $2 MovetoGroup i Delete ¥ (W Enable/Disable ¥ [lsolate ¥ [F export ¥ X, uninstal A\ 158 Unmanaged devices were found
Al
o ROUP NAME DEVICE NAME LAST LOGGED 0s ® MAC ADDRESS VERSION STATE LAST SEEN
egrade
<|  Disabled
Disconnected
. ot Windows 10 Pro 1051121118 00-0C-29-EC-D3-0E 4108 Degraded Now
Isolated .
p ¢ Windows 10 10.51.121.80 00-50-56-BE-75-7F 4108 Degraded Now
Migrated Enterprise
b New

Pending Migration
pending Reboot
Running

selected

Unmanzged

When a new FortiEDR Collector registers, an indicator displays on the INVENTORY tab.

iNnvENTORY™ D)

The X/Y numbers in the Collector Group Name column indicate the following:
» Xindicates the number of Collectors, based on the filter option selected ((New, Running, Disabled, Degraded,
Disconnected, Isolated, Selected, or Pending Reboot), as described on the preceding page.
* Yindicates the total number of Collectors in the Collector Group to which the Collector belongs.

For example, the figure below shows 4/4 for the Collector Group named 5.0.1, which means that there are 4 Collectors
that are Running in a Collector Group containing 4 Collectors.

COLLECTORS (37/47) Showing 1-15/35 [k | kI Search Collectors QO

A 7 Degraded Collectors were found %

rE(E) @

Al ~ 3% Cre== Group _ 5
A 657 Unmanaged devices were found
COLLECTOR GROUS MAME DEVICE NAME LAST LOGGED oz [ MAC ADDRESS VERSION TaTE LAST ZEEN
ey High Securicy Colector Group

50.2

/o)

502132

©/0)

503 .
@7127] & B 110027 >

A1TQEF ENSILOeugzne Windews 10 Pro N 192.168.11.170 10-02-B5-42-A7-ED, FB-C..  5.2.0.2003 W Running Now

e

'

ENSILOVanatoly Windows 10 Pra 192.168.1.157 12-AB-C5-42-F3-F6 5202003 ® Running Now

s 10Pre 192.168.68.112 D4-81-D7-F3-30-14, FB5..  5.2.0.2003 ® Running Now

ENSILO'khalifab

‘5;‘24 1P 192.168.68.101 5.2.0.2003 W Running Now
‘p'z? ENSILOVior 510 Pre 10.151.91.24 5.2.0.2003 ® Running Now
‘75 ENSILOVior s 10Pre 10.151.91.60 5.2.0.2003 W Running Now
“95 ENSILONeinat 1P 10.51.102.105 5202003 ® Running Now
‘0 1P 1051102101 2C-FO-50-14-08-3 5.2.0.2003 W Running Now
.(4}3 1P 1051102156 AD-23-13-AC-EE-FA AL 5.2.0.2003 ® Running Now
-ua FORTINET-US\basapov  Windows 10 Pro 10.100.102.118 FO-SE.44.25.9A30 339 5202003 ® Running Now

Ay
‘9' The Connect to Device button opens a console that provides direct access to FortiEDR-

protected devices. See Administration on page 274.
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To export the list of FortiEDR components:

Use the Export button and select Excel.

Uninstalling a Collector

Use the Uninstall button to uninstall a Collector from a device. Use caution when using this option, as a Collector cannot
be reinstalled after removal using the FortiEDR user interface. Therefore, it is recommended to disable a Collector using
the Enable/Disable option rather than uninstalling it.

Collectors

The COLLECTORS page displays a list of the previously defined Collector Groups, which can be expanded to show the
FortiEDR Collectors that each contains. Additional Collector Groups can be defined by you, as described on Defining a
new Collector Group on page 116. FortiEDR Collectors automatically register with the system after installation. By
default, each FortiEDR Collector is added to the Collector Group called All. You can move any Collector to another
Collector Group, as described on Assigning Collectors to a Collector Group on page 117.

To access this page, click the down arrow next to INVENTORY and then select Collectors, as shown below.

Collectors

loT
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DASHBOARD evenTviEweR@)  FORENSICSW communicaTion conTRoLY @) SECURITY SETTINGS v INVENTORY v apmiNisTRaTIoN @B ®  Protection v BarbaraV

COLLECTORS (46/46) Search Collectors or Groups ¥ Q

Al v | 8% cCreateGroup  §3 Moveto Group g Delete v (B [3 sxport v X, uninstal A 158 Unmanaged devices were found
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os P MAC ADDRESS VERSION STATE LAST SEEN
Linux
" @)
lior1
© (9/9)
R jp Windows 8.1 1051.121.126  00-50-56-8F-AB-E4 4108 % Running Now
Enterprise N
Ul 4 ¢ Windows8.1 10.51.121.86 00-50-56-8F-0F-E9 4108 % Running Now
Enterprise
I [ Windows 8.1 10.51.121.109 00-0C-29-54-97-18 4108 % Running Now
Enterprise N
! ) Windows Server 201911 151 163 00-50-56-BE-93-2E 4108 % Running Now
Standard
\ t Windows 8.1 1051421114 00-0C-29-1D-5C-38 4108 % Running Now
v 1 . ; Windows Server 2016 5 o 151 57 00-50-56-8F-07-55 4108 % Running Now
Standard
Windows Server 2012
) 51121130 00-50-56-8F-5E- . ]
v ¢ R2 Standard 10.51.121.130 00-50-56-8F-5E-C3 4.1.0.8 #% Running Now
' r Windows8 1051.121.98 00-50-56-8F-49-91 4108 % Running Now
\ t WindowsBEnterprise 1051121125 00-50-S6.8F-10-85 4108 % Running Now
liorggss
" (©/0)
osx
" (5/5)
oti
" (/)

The default Collector Group (to which new Collectors are automatically added) is marked with a yellow group icon
You can change to a different default Collector Group by clicking the group icon of another Collector Group.

Click the Expand icon ( * ) to expand the list and display the FortiEDR Collectors that the Collector Group contains.

DASHBOARD COMMUNICATION CONTROL Y INVENTORY ¥ ®  Prowecion v Barbara¥

COLLECTORS (46/46) Search Gollectors or Groups ¥

Al v | 8% cCreateGroup §2 Moveto Group i Delete v (W Enable/Disable ¥ [2lsolate ¥ [F export ¥ X, Uninstal A\ 158 Unmanaged devices were found
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os 3 MAC ADDRESS VERSION STATE LAST SEEN
s || g HighSecurity Collector Group
o0
N Default Collector Group
(0/0)
roupt
" (©/0)
sroup2
" (©/0)
Insiders
v @12)
Linux
" 373
. lior1
©/9)
Windows 8.1 1051.121.126  00-50-56-8F-AS-E4 4108 % Running Now
Enterprise N
4 ; Windowsg.1 10.51.121.86 00-50-56-8F-0F-E9 4108 % Running Now
Enterprise
Windows &1 1051.121.109  00-0C-29-54-97-18 4108 % Running Now
Enterprise N
] - WindowsServer2019 651 121 163 00-50-56-86-93.26 4108 % Running Now
Standard
Windows 8.1 1051121114 00-0C-29-1D-5C-3B 4108 % Running Now
3 Windows Server 2016 101 157 g7 00-50-56-8F-07-55 4108 % Running Now
Standard
, Windows Server 2012 P
y . e 1051121130 00-50-56-8F-5E-C3 4108 % Running Now
Windows 8 1051.121.98 00-50-56-8F-43.91 4108 % Running Now
1 Windows 8 Enterprise 1051121125 00-50-56.8F-10-85 4108 % Running Now
lior88s8

The following information is provided for each Collector:

Information Field Description

Checkbox Check this checkbox to select the Collector. You can then use one of the buttons
at the top left of the window, such as the Delete button.
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Information Field Description
Collector Group Name Specifies the name of the Collector Group to which the Collector is assigned.
Device Name Specifies the device name taken from the communicating device on which the

FortiEDR Collector is installed.

Last Logged Specifies the last user that logged into the device on which the Collector is
installed. It shows the domain of the computer/username. If this device has not
been logged into, then this column is blank. In addition, if the Collector is not
V3.0.0.0 or above, then this column is empty and the events from this Collector
will not contain the user from which the security event was triggered.

(OK] Specifies the operating system of the communicating device on which the
FortiEDR Collector is installed.

IP Specifies the IP address of the communicating device on which the FortiEDR
Collector is installed.

MAC Address Specifies the physical address of the device. If a device has multiple MAC
addresses, three dots (...) display. You can hover over the MAC Address to
display the value (or values, in case of multiple MAC addresses) in a tooltip.

COLLECTORS (46/46) Soarc Q

MAC ADDRESS

Version Specifies the version of the FortiEDR Collectors installed on the communicating
device.
State Specifies the current state of the FortiEDR Collector. Hovering over the STATE

value pops up the last time the STATE was changed. Possible value for STATE
are as follows:

State Description
Running The FortiEDR Collector is up and all is well.
The device is offline, powered down or is not connected to the
FortiEDR Aggregator.
The device has not been connected for 30 or more consecutive
days. Collectors in this state are not counted for licensing
purposes. To see the list of Collectors in this state, click the down
arrow in the Search box at the top right of the window to display
the following window:

Disconnected

Disconnected
(Expired)
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Information Field Description

SEARCH GROUPS & COLLECTORS

Collector Group v

Device Name

User

Operating System v
Mac Address

IP

Version v
Last seen before

Show only devices that have not been seen for more than 30 days
I Cancel I

Then, check the Show only devices that have not been seen for
more than 30 days checkbox, and click the Search button. The
Collectors area then displays only devices in the Disconnected
(Expired) state.

After the FortiEDR Collector is installed, you may want some
devices to be rebooted before the FortiEDR Collector can start

Ezrt])z::tg running. This status means that the FortiEDR Collector is ready to
run after this device is rebooted. The reboot is performed in the
usual manner on the device itself.

Specifies that this FortiEDR Collector was disabled in the

Disabled FortiEDR Central Manager. This feature is not yet available in
version 1.2.

Specifies that the FortiEDR Collector is prevented from

Hegraded performing to its full capacity (for example, due to lack of
resources on the device on which it is installed or compatibility
issues).

Last Seen Counts the number of days passed from the last time this Collector communicated
with the Core.
Defining a new Collector Group
Y Creating multiple Collector Groups enables you to assign different FortiEDR policies to
‘?' different FortiEDR Collectors, which means to different end user groups. In addition, it enables
- data segmentation in FortiEDR and reports according to user groups. For example, you may

want to assign a more permissive policy to the CEO of your organization.
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1. Click the Create group button. The following window displays:

NEW GROUP

ew Group Name

Y
Create new group NN
o A

2. Enter any name for this group and click Create new group.

Assigning Collectors to a Collector Group

1. Inthe COLLECTORS page, select the checkboxes of the FortiEDR Collectors to be moved to a different group.

ar
2. Select the Move to group L L Move to Eroup button. The following window displays showing the names of
the current Collector Groups and how many Collectors each contains:
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COLLECTOR GROUPS

COLLECTOR GROUP MAME # OF COLLECTORS
Default VDI Group 0
enSilo Servers 0
Home users 6
my citrix pool (VDI) 0
05X Users 13

Move to group | Cancel )

3. Select the Collector Group to which to move the selected Collectors.
4. Click the Move to group button.

Deleting a Collector Group/Collector

Deleting a Collector Group simply means that you are deleting a logical grouping of Collectors. These Collectors then
become available to be selected in the default Collector Group. The Collector Group assigned as the default Collector
Group cannot be deleted.

Deleting a Collector only deletes it from the FortiEDR Central Manager’s console. If the FortiEDR Collector is not
uninstalled on the device, it will automatically reappear in the FortiEDR Central Manager's COLLECTOR list.

To delete a Collector Group/Collector:

1. Select the Collector Group’s/Collector’s checkbox.
2. Click the Delete button.
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Enabling/disabling a Collector
You can enable or disable one or more Collectors simultaneously.

To enable one or more Collectors simultaneously:

1. Inthe COLLECTORS page, select the checkboxes of the FortiEDR Collectors to be enabled. All selected Collectors
must be in a Disabled (* ) state.

2. Click the down arrow on the Enable/Disable button and select Enable. This button is only enabled when one or more
Collectors are selected.

To disable one or more Collectors simultaneously:

1. Inthe COLLECTORS page, select the checkboxes of the FortiEDR Collectors to be disabled. All selected Collectors
must be in a Running (") state.

2. Click the down arrow on the Enable/Disable button and select Disable. This button is only enabled when one or
more Collectors are selected. A confirmation message displays:

DISABLE COLLECTORS

Are you sure you want to disable the 3 selected collectors?

Motice that disconnected collectors cannot be disable

DL ) [ Gl ( Cancel )

3. Click Disable collectors.

Device isolation

An isolated device is one that is blocked from communicating with the outside world (for both sending and receiving). A
device can be isolated manually, as described below. For more details see Investigation on page 106

Isolation mode takes effect upon any attempt to establish a network session after isolation
S : !, mode has been initiated. Connections that were established before device isolation was
q initiated remain intact. The same applies for Communication Control denial configuration
- changes. Note that both Isolation mode and Communication Control denial do not apply on
incoming RDP connections and ICMP connections.
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To isolate a device:

1. Inthe COLLECTORS page, select the checkbox(es) of the FortiEDR Collector(s) that you want to isolate.
2. Click the down arrow on the /solate button and select Isolate.
The following window displays:

ISOLATE COLLECTORS

Are you sure you want to isclate the selected collectors?

I-l-.- -HI
G- | Cancel |
L A

3. Click the Isolate button. A red icon appears next to the relevant Collector to indicate that the Collector has been
isolated, as shown below:

COLLECTORS (46/46) Search Colle ups ¥ O
Al v 3% CioaleGoup 52 b 158 Unmanages deviees wers found

LAST SEEN

MAC ADDRESS

COLLECTOR GROUP NAME BEVICEJEIE VERSION STATE

wx
33

lior1
(@79

llor8368
(00}

¢ e

o ror Microsoft windows

1051121128

1051121127

103dministrator  Microsoftwindows XP 1051121134 00-50-568F-3E-78

To remove isolation from a device:

1. Inthe COLLECTORS page, select the checkbox(es) of the FortiEDR Collector(s) whose isolation you want to
remove.
2. Click the down arrow on the /solate button and select Remove isolation, as shown below.

Isolate d

Remowve isolation
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The following window displays:

REMOVE ISOLATION

Are you sure you want to remove isolation from the selected collectors?

|'-'--- -\H\I
CEnl-a | Cancel )
L A

3. Click Remove.

Unmanaged devices

The COLLECTORS page also indicates the number of unmanaged devices found in the system at the top right of the
page, meaning those non-loT devices on which no Collector is installed.

Ay
‘9' Unmanaged devices are not protected in the system. Therefore, it is recommended that you

either install a Collector on each such device or remove it from your network.

DASHBOARD evenTviEweR@)  FORENSICSW communication conTroLy @) SECURITY SETTINGS v invenToryy @) ADMINISTRATION

Search Collectors or Groups ¥ Q

COLLECTORS (44/49) Showing 1-15/16 | » | »1

= B .
Al v 8t Create Group 82 MovetoGroup iy Delete v (I Enable/Disable ¥ solate v [ Export v X, Uninstal £\ 185 Unmanaged devices were found

COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os P MAC ADDRESS VERSION STATE LAST SEEN
... High Security Collector Group
= o)

Default Collector Group
(0/0)

emulation
[0

groupl
(0/0)

To view the list of unmanaged devices, select Unmanaged in the filter at the top left of the page.
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DASHBOARD

event viewer D)

FORENSICS™

commuNicaTion conTroL v @D

SECURITY SETTINGS v

nventorr @D

somisTrarion (D)

COLLECTORS (185/185)

8% Create Goup  $3 MovetoGroup i Delete v (I EnzbleDisable ¥ solate ¥
COLLECTOR GROUP NAME DEVICE NAME

Unmanaged devices
(185/185)

(3 export v

X, Uninstall

LAST LOGGED 0s

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

P MAC ADDRESS
10.51.121.144 00-50-56-BE-1C-63
10.51.121.135 00-50-56-8F-B3-E1
10.51,121.136 00-50-56-BE-20-6C
10.51,121.133 00-50-56-8F-45-EF
10.51.121.124 00-50-56-8F-70-81
10.51.121.53 00-50-56-BE-5E-3F
10.51.121.173 00-50-56-BE-F3-09
192.168.2.1

192.168.186.1

10.51.121.63 00-50-56-BE-06-EE

VERSION

Search Devices or Groups ¥ Q

A\ 185 Unmanaged devices were found

STATE LAST SEEN
110/185
® Unmanaged Today
® Unmanaged Today
® Unmanaged Today
® Unmanaged Today
® Unmanaged Today
® Unmanaged Today
® Unmanaged Today
® Unmanaged Today
® Unmanaged Today
® Unmanaged Today

None of the action buttons at the top of the window are available for unmanaged devices, as there is no Collector

installed on these devices.

loT devices

The IOT DEVICES page lists the non-workstation devices, such as printers, cameras and so on, that are part of your
network. To access this page, click the down arrow next to INVENTORY and then select IoT.

This option is only available to users who have purchased the Discover and Protect or the Discover, Protect and

Response license.

>

FortiEDR provides you with visibility to any device in your network, including those on which FortiEDR components are
not installed. IoTs are proactively discovered from existing FortiEDR Collectors. For more details, see loT device

discovery on page 324.

DASHBOARD EVEN

FORENSICS

10T DEVICES (102/102)

Al ~ ¥ Create Group 83 MovetoGroup W Deletev £ Device Details [ Export~

DEVICE GROUP NAME DEVICE NAME CATEGORY
Default 10T Group
e (/)
Other
Expired Other
Expired Other
Other
R Media device
(3/3)
N Network device
(55)
IS Other
(83/83)
IS Power device
an
Printer
" @2
R Remote management
(0/0)
Storage
" @3)
R Video Device

(1/1)

COMMUNICATION CONTROL v ()

MODEL

Dell
Microsoft, Linux 3.2 -49
Dell

Sony Interactive Entertai...

SECURITY SETTINGS '

INTERNAL IP

10.51.102.55

10.51.102.21

10.51.102.5

10.51.102.26

INVENTORY v @)

MAC ADDRESS

8C-04-BA-75-9D-AD
00-15-5D-2E-D4-0F
A4-4C-C8-BE-4D-83

2C-CC-44-87-22-AC

ADMINSTRATION

LOCATION

Israel

Israel

Israel

Israel

®  Protection v

Search 0T Device vQ
FIRST SEEN LAST SEEN
57 days ago 6 days ago
87 days ago 27 days ago
134 days ago 113 days ago.
203 days ago 6 days ago

This page provides all the collected information about each discovered device, including its name, Category (device

type), model number, internal IP address, MAC address, the physical location where the device was detected (based on
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its external IP address) and when it was first and last seen. FortiEDR presents all the information it collected for each
device. Information that was not available for a device is marked as N/A in that device’s row in the table. The New
indication indicates that the device was discovered within the last three days. The Expired indication indicates that the
device has not been seen for more than one week.

The default loT Group to which new IoT devices are automatically added is marked with a yellow group icon .You
can change to a different default loT Group by clicking the group icon of another loT Group. Alternatively, you can use

Category-based grouping, where each new loT device is automatically added to the group that represents its Category
(for example, network devices, cameras, printers and so on).

Defining a new loT group

1. Click the Create group button. The following window displays:

NEW GROUP

New Group Name

Create new group | Cancel )

2. Enter any name for this group.
3. Click Create new group.

Assigning devices to an loT group

1. Inthe IOT DEVICES page, select the checkboxes of the 10T devices to be moved to a different group.

2. Selectthe Move to group button. The following window displays showing the names of the current IoT Groups and
how many devices each contains:
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IOT GROUPS

Moving 5 10T devices to:

\ OT GROUP NAME # OF DEVICES
\ Computer 190
d Media device 3
| Network device 16
| Other 1
Power device 1

| Cancel |
3. Selectthe loT Group to which to move the selected devices.
4. Click Move to Group.

Deleting an loT device/loT group

Deleting an loT Group simply means that you are deleting a logical grouping of IoT devices. These devices then become
available to be selected in the default IoT Group. The IoT Group assigned as the default IoT Group cannot be deleted.

Deleting an loT device deletes it from the FortiEDR Central Manager’s console. However, if the device is still connected
to your network, it will re-appear following the next network scan.

To delete an loT device/loT group:

1. Selectthe loT group’s/loT device’s checkbox.
2. Click Delete.
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Refreshing loT device data
You can run a scan for a specific IoT device to recollect data for that device.

To rescan an loT device(s):

1. Select the loT device’s checkbox for the device(s) that you want to scan and then click the Device Details button. A
confirmation window displays.

DEVICE DETAILS

Are you sure you want to rescan the 2 selected devices?

PESE R el (| Cancel )

2. Click Rescan devices.

Exporting loT information

To export the list of loT devices:

1. Click the Export button.
2. Select Excel.

To export details for an loT device:

1. Check the checkbox of the device of interest.
2. Select Device Info under the Export button.

S ! ’, You can only export details for one device at a time. This report exports all collected data for
9 the 10T device of interest, including additional data beyond what is presented in the user
- interface.

System Components

The SYSTEM COMPONENTS page lists the FortiEDR Aggregators, Cores and Repositories. To access this page, click
the down arrow next to INVENTORY and then select System Components, as shown below.
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Collectors
loT

System Components

The following displays:

DASHBOARD EVENTVIEWER () FORENSICS COMMUNICATION CONTROL SECURITY SETTINGS INVENTORY ADMINISTRATION ) @  Protection v

SYSTEM COMPONENTS

‘ CORES (2/2) Search Cores *Q
v Al 1P NAME DEPLOYMENT MODE FUNCTIONALITY VERSION STATE
cloud soth 50.1.153 ® Running
Cloud Core only 50.1.153 ® Running
AGGREGATORS (1/1) Search Aggregators - Q
- Al P NAME CONNECTED COLLECTORS VERSION STATE
127.0.0.1:8081 Fortinet 41 5.0.1.155 ® Running

REPOSITORIES (2/2)

P STATE
ensilofordev-prod-
middleware.dr- ® Running

prod.ensilo.com:8095

Aggregators

The AGGREGATORS area lists the FortiEDR Aggregators.

v DASHBOARD evenTviener @) FoRensicsw communication conTroLy @B SECURITY SETTINGS v INVENTORY ™ AominisTRaTion @B @  Prowcion v BarbaraV

SYSTEM COMPONENTS

‘ CORES (1/1)
‘ AGGREGATORS (1/1) Search Aggregators v Q ‘
v Al P NAME CONNECTED COLLECTORS VERSION STATE

127.0.0.1:8081 Fortinet 46 4105 % Running

‘ REPOSITORIES (1/1)

Click the Expandicon ( ) to expand the list. The following information is provided for each FortiEDR Aggregator:
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Information Field Description

Checkbox

P

Name

Connected Collectors

Version

State

Cores

Check this checkbox to select the Aggregator. You can then use one of the
buttons at the top left of the window, such as the Delete button.

Specifies the IP address of the communicating device on which the FortiEDR

Aggregator is installed.

Specifies the Aggregator name entered during installation.

Specifies the number of FortiEDR Collectors that have been configured to operate

with this Aggregator.

Specifies the version of the Aggregator software.

Specifies the current state of the FortiEDR Aggregator.

The CORES area lists the FortiEDR Cores.

oasksome  eventviewsn @)

FORENSICS COMMUNICATION CONTROL ~ ! SECURITY SETTINGS ™ INVENTORY somiisTRaToN @) ®  Proection v g5

SYSTEM COMPONENTS

CORES (2/2)

NAME

AGGREGATORS (1/1)

REPOSITORIES (2/2)

search Cores Q

DEPLOYMENT MODE FUNCTIONALITY VERSION STATE
Cloud oth 5.0.1.153 ® Running

Cloud Core only 5.0.1.153 s Rumning

Click the Expand icon ( © ) to expand the list. The following information is provided for each FortiEDR Core:

Information Field Description

Checkbox

Organization

IP

Name

Deployment Mode

FortiEDR 5.2.1 Administration Guide
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Check this checkbox to select the Core. You can then use one of the buttons at
the top left of the window, such as the Delete button.

Specifies the name of the organization in a multi-organization FortiEDR
environment. In a single-organization FortiEDR system, this column does not
appear.

Specifies the IP address of the communicating device on which the FortiEDR
Core is installed.

Specifies the FortiEDR Core name entered during installation.

Specifies whether the FortiEDR Core is physically deployed on your
organization's premises (On-Premise) or in the cloud provided by Fortinet
(Cloud). The following deployment options are available.

* Cloud

e On-premise
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Information Field Description

Functionality Specifies the core's functionality and enables you to modify it by selecting one of
the following options:

FUMCTIONALITY
Both

Core only
JumpBox
" Both

» Core only — Specifies that the system provides basic FortiEDR Core
functionality: events processing, communication control handling, activity
events proxy to the Repository and so on.

e JumpBox — Specifies that the FortiEDR Core is used by the Central Manager
(the central web user interface) as a JumpBox, while the JumpBox connects
to the LDAP, sandbox or to the products. No basic Core functionalities are
provided.

configure a cloud Core to function as JumpBox, please

s‘é’, The JumpBox option is unavailable for cloud Cores. To
= contact Fortinet Support.

» Both — Provides both Core and JumpBox functionality, as described above.

Itis not mandatory to have a Core with JumpBox functionality.
N - & However, removing JumpBox functionality (by selecting the
q Core only option) may affect previously defined connectors,
- thus causing them to be nonfunctional. In this case, an
appropriate message is displayed.

Version Specifies the version of the FortiEDR Core.

State Specifies the current state of the FortiEDR Core.

Repositories

The REPOSITORIES area shows details about the FortiEDR Threat Hunting Repository server.
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> remem  amrema(s)  smsee T O R e G o)

SYSTEM COMPONENTS
CORES (1/1)
AGGREGATORS (1/1)
REPOSITORIES (1/1)

P STATE

10.132.0.66:443 # Running

Click the Expand icon ( © ) to expand the list. The following information is provided for each FortiEDR Repository:

« IP: Specifies the IP and port address of the communicating device on which the FortiEDR Repository is installed.
o STATE: Specifies the current state of the FortiEDR Repository.

Exporting logs

The Export Logs feature enables you to retrieve technical information from the FortiEDR devices deployed in the
organization, such as from Collectors, Cores, Aggregators and the Management server. The retrievable technical
content describes the activities of each FortiEDR device. Typically, the technical content contains logs and statistical
information. The retrieved technical content is password-protected. The password is enCrypted.

Logs only need to be retrieved when Fortinet technical support requests that you provide them. There is no need for you
to analyze the data contained in the FortiEDR logs. You can retrieve logs for the following:

» Exporting logs for Collectors on page 129
» Exporting logs for Cores on page 131
» Exporting logs for Aggregators on page 131

Exporting logs for Collectors

To export Collector logs:

1. Inthe COLLECTORS page, select the checkboxes of the FortiEDR Collectors for which you want to export logs.

~ DASHBOARD eventvieweR @) FoRensicsy communicaTion conTRoLy @) SECURITY SETTINGS ™ INVENTORY ™ oministRaTion @D ®  Prowcion v BarbaraV
COLLECTORS (46/46) Search Collectors or Groups ¥ Q
Al v | 8% CreateGroup 32 Move toGroup T Delete ¥ (I Enable/Disable ¥ [@isolste v [4 Export ¥, X, Uninstall A 158 Unmanaged devices were found
PDF
COLLECTOR GROUP NAME DEVICE NAME Exce T LOGGED os 3 MAC ADDRESS VERSION STATE LAST SEEN
s | g HighSecurity Collector Group Collector Logs
o0
R Default Collector Group
©/0)
group
’ ©/0)
group2
>
(0/0)
Insiders
>
272
Linux
" G3)
o H tiort
©9
RALQA81 320t Windows 8.1 10.51.121.126  00-50-56-8F-AB-E4 4108 % Running Now
Enterprise N
_QAWINB_1 oot Windows 8.1 10.51.121.86 00-50-56-8F-0F-£9 4108 % Running Now
Enterprise
PANDAT\ro0t Windows 8.1 10.51.121.109 00-0C-29-54-97-18 2108 % Running Now
Enterprise N
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2. Click the down arrow on the Export dropdown menu and select Collector Logs.
A progress window displays, showing the status of the Collector log retrieval process:

RETRIEVE COLLECTOR SYSTEM LOGS

Operation in progress

I.-r-.- -.H.'NI
| Cancel )
e
After the retrieval process completes, the following window displays:

RETRIEVE COLLECTOR SYSTEM LOGS

Operation completed successfully on device

Download

! Close

3. Click Download to automatically send the retrieved logs to Fortinet technical support.
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Exporting logs for Cores

1. Inthe SYSTEM COMPONENTS page, select the checkboxes of the FortiEDR Cores for which you want to export
logs.
2. Click the down arrow on the Export dropdown menu and select Core Logs.

remw  amnmm()  wmses  ermemmemae(5)  semmemes mEmEe o mememns()

SYSTEM COMPONENTS
‘ CORES (1/1) Search Cores Q ‘

=
Woeee [ Bpon ~

PDF
v A NAME DEPLOYMENT MODE VERSION STATE

Excel
Cloud 4105 % Running

Core Logs

‘ AGGREGATORS (1/1) ‘

‘ REPOSITORIES (1/1) ‘

A progress window displays, showing the status of the log retrieval process:
After the retrieval process completes, the following window displays:

RETRIEVE CORE LOGS

Operation completed successfully on 1 devices

Download

3. Click Download to automatically send the retrieved logs to Fortinet technical support.

Exporting logs for Aggregators

1. Inthe SYSTEM COMPONENTS page, select the checkboxes of the FortiEDR Aggregator for which you want to
export logs.
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2. Click the down arrow on the Export dropdown menu and select one of the following options:

orswposy evenrviewse @) FoRensicsy s e () s WVENTORY AouisTRATION @D

SYSTEM COMPONENTS
COREs (1/1)

AGGREGATORS (1/1)

Search Aggregators Q

=
Woeee [ Bpon ~

PDF
v A NAME CONNECTED COLLECTORS VERSION STATE
Excel

v 7.0.0.1:8081 Fortinet 46

4105 % Running
Aggregator Logs

stem Logs

Sy:
REPOSITORIES (1/1)

a. Aggregator Logs: Exports the log for the selected Aggregator(s).
b. System Logs: Exports the logs of the central Manager.
A progress window displays.

After the retrieval process completes, a window displays.
Click Download to automatically send the retrieved logs to Fortinet technical support.
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Dashboard

This chapter describes the FortiEDR DASHBOARD for monitoring security events.

Introduction

The FortiEDR Dashboard provides a visual overview of the FortiEDR protection of your organization. It provides an at-a-
glance view of the current security events and system health. The Dashboard is automatically displayed after installation
or when you click the DASHBOARD tab.

DASHBOARD eventviener@)  Forensicsv communicaTion conTRoLY @) SECURITY SETTINGS v INVENTORY Y AomiNisTRaTioN €D

SECURITY EVENTS COMMUNICATION CONTROL COLLECTORS

Unhandled Processes Unresolved Communicating Applications

=i B2 ey s,

2 wanaous . 8 crcal vnerainy
3 Suspicious 10 Unki wdﬁ\\/rgd
1 PUP 36
Bicancisve A D el
305 Applications monitored by Fortinet
MOST TARGETED # Malicious F Suspicious PUP nconclusive - Likely Safe EXTERNAL DESTINATIONS Week SYSTEM COMPONENTS Runnin g
Applications Degraded
B Disconnectes d
Devices (#) % : : : :
12
7 o (1) ®
fs
I o & - & - %
| | ] o pmmers Reesery s
cscriptexe 979c6ded 1cc. DynamicCode. BO3276BFBFS.
NP The system time is displayed in all pages at the bottom right of the status bar. It represents the
b [ 4 . . . . . .
9 local FortiEDR server time. For example, if the FortiEDR server is located in London, and you
log in from Los Angeles, USA, then the time shown is the current time in London, and not the

current time in Los Angeles.

Systemn Time (UTC +03:00) 10:17:49

The Dashboard enables you to display two different slices or views of the data collected by FortiEDR:
* Device View (E): This view presents information by device, and represents all the security events detected on a
given device.

* Process View (m): This view presents information by process, and represents all the security events detected for a
given process.

Click the applicable view button at the top left of the window to display that view in the DASHBOARD tab.
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The information presented in the Dashboard represents an aggregation of events. For more details, you may refer to the
Event Aggregation on page 147. FortiEDR aggregates security events in both the Device view and the Process view in
the Dashboard.

Use the Logged-in User dropdown list at the top-right of the window to access the following options:

DASHBOARD  EENTVIEWER @)  FORENSCS v COMMUNGMTONCONTROL v @) SECURIVSETTINGS v NENTORY v ADMINISTRATION @)

Help

©
privacy Policy
SECURITY EVENTS COMMUNICATION CONTROL COLLECTORS
Unhandled Devices Unresolved Communicating Applications View by version
Critical
E:‘ 1 8Vulnerability
a 4
% 2 valicious
g‘\ Suspicious
_=i3pup
£+ 1 Inconclusive
Unknown And
87 Unsigned Vendors . 1 . 1 . 1
12 Devices protected by Fortinet 1133 Applications monitored by Fortinet =101 20036 o 20015 0012

e Help: Enables you to download the latest version of the FortiEDR Installation and Administration Guide.
 Privacy Policy: Downloads the FortiEDR privacy policy.
» Logout: Exits the FortiEDR application.

Security Events chart

SECURITY EVENTS

Unhandled Devices

= i

1 Malicious
5 6 Likely safe ¥ waiicious
! #4 Suspicious

=!/ PUP

46 Devices protected by Fortinet 11:3 Inconclusive
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The SECURITY EVENTS chart for the Device view shows the number of protected devices in the system at the bottom
of the pane.

SECURITY EVENTS

Unhandled Processes

jil G 2 Likely sate

*2 Malicious

ﬁ.g Suspicious

3 Inconclusive

The SECURITY EVENTS chart shows the number and classification of the FortiEDR security events that have not yet
been handled. The chart is color-coded according to security event classification:

» Red: Critical

+ Yellow: High

o Grey: Medium
Click this chart to drill down to the Event Viewer, which shows a filtered chart listing the unhandled security events

(Marking a security event as handled/unhandled on page 156) according to the classification (color) that you clicked in
this chart.

Each security event that is detected by the FortiEDR system is initially marked as unread and unhandled. Multiple users
may be using the FortiEDR Central Manager in parallel. The Unread and Unhandled statuses enable users to keep track
of whether anyone has read and handled the message.

Communication Control chart

The COMMUNICATION CONTROL chart displays a breakdown of the applications with an Unresolved status detected
in your organization.
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COMMUNICATION CONTROL

Unresolved Communicating Applications

8 Critical Vulnerability
ll Unknown And
Unsigned Vendors

305 Applications monitored by Fortinet

Click a box in the chart to drill down to the Communication Control.

Collectors chart

The COLLECTORS chart provides an overview of FortiEDR Collectors. When in operating system view, each bar in this
chart represents a different operating system: Windows, Windows Server and MacOS. In addition, when in General View
mode, the window shows the number of unmanaged devices in the system.

The bar chart is color-coded and numbered to indicate the distribution of statuses among the components within the
operating system group.

Each bar chart indicates the version or the Operating System of that component, according to the option that you
selected in the View By dropdown menu.
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Select the View of
Bar Charts

COLLECTORS

e General view

Click this chart to drill down to the relevant Inventory on page 111, which shows a filtered chart listing the Collectors with
the selected version or Operating System.

B Running
Degraded

@ Disconnected
Pending Reboot

Disabled

Running

Nurnber of Collectors
with this status

A\,

Disconnected status may indicate that the device on which the FortiEDR Collector is installed
is simply powered down or disconnected from the network. It does not necessarily mean that
there is a problem with that FortiEDR Collector or that device.
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Most Targeted charts

MOST TARGETED ¥ Malicious FF Suspicious PUP Inconclusive - Likely Safe

3 1 3 1

2 H2
i . i
ensw-lap153 Mac ensw-lap147 WIN-UBASCLO... root-PC

The MOST TARGETED chart displays the history of the most-infected and targeted processes, applications and
devices. This chart is color-coded according to the classification of the attacks. The information is displayed per last day,
last week or last month, according to your selection.

Click this chart to drill down to the Event Viewer on page 146, which shows a filtered chart listing the security events for
the selected process or device.

External Destinations

The EXTERNAL DESTINATIONS map displays the locations of the destinations for the security event for the past day,
week, or month. Select the timeframe for displaying data in the dropdown menu at the top of the pane.
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EXTERNAL DESTINATIONS Week =
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System Components
SYSTEM COMPONENTS @ Running

@ Degraded
@ Disconnected

Cores Aggregators Repository FCS

The SYSTEM COMPONENTS chart shows the status of the Cores, Aggregators, Threat Hunting Repository, and FCS.

Executive Summary Report

The Executive Summary report provides a comprehensive summary describing security events and system health.
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1. 1 Click the Q Generate Reports button at the top-right of the Dashboard window. The following window displays:
EXECUTIVE REPORT

Report time frame

from | 15-04-2017 o | 15-05-2017

Ty

2. Specify the timeframe for the report in the From/To fields. The default period for the report is one month.
3. Click Generate Report. The report opens in a pop-up window.

DASHBOARD event vewen @ FoRENSICS v COMMUNIATION CONTROL SECURTY SETTINGS eNToRy v @ sovinisraTion @)

EXECUTIVE SUMMARY

Oct. 2020, 25 - Nov. 2020, 24

EVENTS STATISTICS

=i8eup
126 inconcivsive

DESTINATIONS EVENTS BY TOP COUNTRIES 1

195 Germany

175 France save print

4. 4 Click Save/Print to save or print the report.
The report presents several sections of information, as follows:
» Event Statistics on page 142
« Destinations on page 142
» Most-targeted Devices on page 143
» Most-targeted Processes on page 143
« Communication Control on page 144
» System Components on page 144
« License Status on page 145
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Event Statistics

The Event Statistics section of the Executive Summary report displays a breakdown of the security events created
during the timeframe of the report. Security events are classified by classification. The total number and percentage of

events triggered by the Exfiltration and Ransomware policies are also displayed. For more details, seeEvent Viewer on
page 146.

EXECUTIVE SUMMARY

Jan. 2020, 06 - Feb. 2020, 05

EVENTS STATISTICS 18 OVERALL SECURITY EVENTS GENERATED
4 Malicious
7 Suspicious

2 Likely Saf
T 2 ey sate 1 o
4 Inconclusive
2 Likely Safe
Eilewe
4 Incondclusive *4 Malicious 14 exfutration prevention policies triggered events (77.78%)
37 SUSpI(IOUS 0 Ransomware prevention policies triggered events (0.00%)

4 Executlon prevention policies triggered events (22.22%)

Destinations

The Destination section of the Executive Summary report displays a map of all the destinations for the security events
triggered during the timeframe of the report. The names of the top seven countries with the most security events are

shown. There is a pin on the map for each represented country. For more details, see External Destinations on page
138.

DESTINATIONS EVENTS BY TOP COUNTRIES

397 united states
A7 tsrael
o wo i 23 cansc
@ 23 ireland
10 France
5 Germany
5 spain

28 events from 15 other countries
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Most-targeted Devices

The Most Targeted Devices section of the Executive Summary report displays all the security events in the system
during the timeframe of the report. A breakdown for the top-five most-targeted devices is shown. For more details, see
the Most Targeted charts on page 138.

MOST TARGETED DEVICES EVENTS PER DEVICE
6 Eventsin device ensw-lap153
* Mallclous ﬁ Susplcious pup Inconclusive -B- Likely safe 5 Eventsin device Mac
5 Eventsin device ensw-lap147
3 Eventsin device WIN-USASCLOIITR
3 Eventsin device root-PC
5
s 11 Eventsin 11 other devices
5 *d 5 %d
3 1 3 1
2 H2
1 i |
e, ’19'0{\ 'S o, o
%, Y, R ey “
3 > i,

Most-targeted Processes

The Most Targeted Processes section of the Executive Summary report displays all the security events in the system
during the timeframe of the report. A breakdown for the top-five most-targeted processes is shown. For more details, see
the Most Targeted charts on page 138.

MOST TARGETED PROCESSES INFECTED DEVICES PER APPLICATION

12 Devices infected with process FortiEDRCollectorService.exe

* Maliclous # suspiclous PUP Inconclusive -B- Likely safe 2 Devices infected with process cscript.exe

1 Devices infected with process

979c6de81cc0f4e0a770f720ab82e8c727a2d422fe6179684b239fe0dc28d86C.vir
12 ; 1 Devices infected with process dumb-init

1 Devices infected with process enSiloCollector

9 Devices infected by 5 other applications

[ R 2 ke
o E’.’;«-% J’%{G o, b, o e,
h Prl?b.co//& to ))0;_:; e o s ,:ie(,
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Communication Control

The Communication Control section of the Executive Summary report displays the number of applications detected for
the first time during the timeframe of the report. In addition, it shows how many of these applications have suspicious
characteristics, such as low reputation or critical vulnerabilities. For more details, see Communication control on page

190.

COMMUNICATION CONTROL

4 critical vunerabiliy.

Unknown And
Unsigned Vendors

Report created by Fortinet user Barbara on 2/5/2020, 4:33:12 PM

System Components

13

UNRESOLYED COMMUNICATING
APPLICATIONS

Low reputation

E =Y

Critical vulnerability

Unknown vendors

271

46

OVERALL NEW COMMUNICATING
APPLICATIONS

New vendors

75

New products from known vendors

150

New versions from known products

Confidential

The System Components section of the Executive Summary report displays a bar chart showing the Collectors in the
system by their state. In addition, it shows a breakdown of the components in the system, the number of detected loT
devices and the number of unmanaged devices (non-loT devices on which no Collector is installed). For more details,
see the FortiEDR components on page 14. For more details about |oT devices, see loT devices on page 122. For more
details about unmanaged devices, Unmanaged devices on page 121.

System Components

46 Collectors

35 Workstations

11  servers

223 0T Devices

Cores

Aggregators

Repositories

B N

ECS

138

36

3 7

RUANING Degraded  Disconnected  Unmanaged
B unmanaged

RunAIng Degraged g Disconnectsd Pending regoot

Diszaled

COLLECTORS
ACTIVITY DISTRIBUTIONS
36 collectors - Runn ng
3 Collectors- Degraded
7 Collectors - Disconnected

158 Collectors - Unmanaged

10T DEVICES
ACTIVITY DISTRIBUTIONS

T Devices - Recently Seen

Expired

Based on the latest net

ork discovery05-Feb-2020
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License Status

The License Status section of the Executive Summary report displays a summary of license-related information. For

more details, see Licensing on page 274.

LICENSE STATUS

License Type:

Expiration Date:

Communication Control:

extended Detection

Forensics:

Threat Hunting:

Vulnerability Assessment:

Content Updates:
License Capacity-
In Use:

Remaining:

FortiEDR 5.2.1 Administration Guide
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Discover, Protect and Response

12-Aug-2023

10 workstations, 10 servers, 10 loT devices
3 workstations, 0 servers, 0 loT devices

7 workstations, 10 servers, 10 loT devices
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Event Viewer

This chapter describes the FortiEDR Event Viewer for monitoring and handling security events.

Introducing the Event Viewer

Upon connection establi

which sends it on to the FortiEDR Aggregator so that it can be displayed in the FortiEDR Central Manager Event Viewer.

shment attempt, each FortiEDR Collectors sends relevant metadata to the FortiEDR Core,

The Event Viewer enables you to view, investigate, and acknowledge handling of each such security event. A row is
displayed for each event.

The Event Viewer enables you to display two different slices or views of the event data collected by FortiEDR:

« Device View (IE)): T
device.

his view presents information by device, and shows all the security events detected on a given

* Process View (m): This view presents information by process, and shows all the security events detected for a

given process.

Click the applicable view button at the top center of the window to display that view.

oasHgoRD  eventvieweR @) FORENSCS v COMMUNICATONCOnTRoL v @) SECURTYSETTNGS v mvENTORY v @) somisTraTion @) ®  roecion~  Galt v

EVENTS

03 export ~
a D DEVICE

pe explorer 1_5540510041.exe (1event)

[ 4 4442569 @ ensw-lap-152

None Unsigned
nanocore.exe (1 event)
Tht.exe (1event)
powershell.exe (2 events)
EvilProcessLauncherTests.exe (1 event)
abe22cf0d78836¢32a072daeafAcSeeaf9c29b6 ebS.
ConnectivityTestApp.exe (1 event)
traefik (1 event)
utweb_installer.exe (1 event)
SearchApp.exe (1 event)
ViewsecurityDescriptor.exe (1 event)
EditSection.exe (1 event)
ConnectivityTestAppNew.exe (2 events)
java.exe (1 event)

TeamViewer Service.exe (1 event)

D> ADVANCED DATA

= showng 117177 || o] [ even: Q CLASSIFICATION DETAILS

s B4 Exception Manager

PROCESS CLASSIFICATION «  DESTINATIONS ~ RECEIVED LAST UPDATED
PUP 174an-2021, 06:41:00
PUP FeATiner
pe explorer 1_554051004... =! PUP File Read Attempt  17-Jan-2021, 06:41:00  17-Jan-2021, 06:41:00 2 a
Threat name: W32/Ekstak.VHO!tr
Threat family: Unknown
\pe explorer 1_5540510041\pe explorer 1_5540510041.exe 1 Threat type: Unknown
¥ wmalicious 17-Jan-2021, 06:36:07 Automated analysis steps completed by Fortinet Details
4 Likely safe 17-Jan-2021, 03:50:27 History
Inconclusive 15-Jan-2021, 21:57:08 . .
PUP, by FortinetCloudServices, on 17-Jan-2021, 06:41:05
H Likely safe 15-Jan-2021, 10:32:08
% Malicious, by Fortinet, on 17-Jan-2021, 06:41:01
. (1event) & Malicious 144an-2021, 08:52:30
& Malicious 144an-2021, 08:33:30
Inconclusive 14-Jan-2021, 02:13:00
PUP 07-an-2021, 14:29:41
Triggered Rules
=V safe 06-Jan-2021, 15:43:28 )
< @ Execution Prevention
PUP 06-Jan-2021,07:13:44 - .
> @ Malicious File Detected
PUP 06-Jan-2021, 07:13:41
¥ Malicious 06-Jan-2021, 04:30:34
4 Likely safe 05-Jan-2021, 16:33:43
=¢ safe 05:1an-2021. 12:14:13

Ay

Security events that were triggered by Saved Queries appear slightly different in the Event
Viewer, as Event Viewer on page 146
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Event Aggregation

For convenience and easier navigation, FortiEDR aggregates security events in both the Device view and the Process
view in the Event Viewer, as follows:

» Each primary-level row represents a device/process.

v A ID DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED ¥ LAST UPDATED
TeamViewer.exe (1 event) PUP 10-Feb-2020, 04:47:59
4 171302 WIN-MQHOCMRUD2] TeamViewer.exe PUP 4 destinations 10-Feb-2020, 04:47:53  11-Feb-2020, 13:43:06
[+] :: User: WIN-MQHOCMRUD2]\root Certificate: Signed ath: C:\Program Files (x86)\TeamViewer\TeamViewer exe R lata items: 4
DynamicCodeTests32.exe (1event) ﬁ Suspicious 06-Feb-2020, 02:39:27
L}
S L4
The All filter also displays expired security events.
-
—

« You can drill down on a device/process to display the security events for that device/process. Each security event

row is marked withaflag' indicator.

In the Process view, the Destinations column indicates the number of destinations to which the process attempted
to connect. If only one destination was accessed, its IP address is shown. If more than one destination was
accessed, the number of destination IPs is shown in the Destinations column.

In the Process view, the Device column indicates the number of devices the malware attempted to attack. If only
one device was attacked, its device name is shown. If more than one device was attacked, the number of devices is
shown in the Device column.

A 1D DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED ™ LAST UPDATED
TeamViewer.exe (1 event) PUP 10-Feb-2020, 04:47-59
4 171302 WIN-MQHOCMRUD2| TeamViewer.exe PUP 4 destinations 10-Feb-2020, 04:47:59  11-Feb-2020, 13:49:06 Q@
————3 > %8 User WIN-MQHOCMRUD2)\root Certificate: Signed Process path: C:\Program Files (x86)\TeamViewer\TeamViewer exe aw data items: 4

DynamicCodeTests32.exe (1event) £ suspicious 06-Feb-2020, 02:39:27

* You can drill down further in a security event row to view the raw data items for that event by clicking on the [* icon.
Raw data items display the relevant information collected by FortiEDR from the device. For example, if a specific
process was connecting to 500 destinations, then 500 raw data item rows display for that security event. For
example, in the figure below, the security event comprises 2 raw data items, coming from different devices and

going to different destinations. You can click the icon to return to the aggregated security event view.

traefik (1 event) Inconclusive 14-Jan-2021, 02:13:00
4 4429238 nginx.webserver traefik Inconclusive 2 destinations 14-]an-2021, 02:13:00  17-Jan-2021, 02:12:59 Q@ Q
-1 -
None Unsigned ftraefik 2
ID DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED LAST UPDATED ACTION
| 4429238 nginx.webserver traefik Inconclusive 2 destinations 14-Jan-2021, 02:13:00  17-Jan-2021, 02:12:59 @ Gl
s
(1]
None Unsigned ftraefik 2
RAW ID DEVICE PROCESS OWNER DESTINATION FIRST SEEN LAST SEEN USERS COUNT
@ 1802503228 nginx.webserver 104.26.3.101 16-Jan-2021,02:12:59  17-]an-2021, 02:12:59 6
@ 1802238279 nginx.webserver 165.227.206.205  14-Jan-2021,02:13:00 14-Jan-2021, 02:13:00 1
FortiEDR 5.2.1 Administration Guide 147

Fortinet Inc.



Event Viewer

problem. In this way, you can determine whether the issue is organization-wide or if only

\‘é’, Examine the data in both the Device view and the Process view to identify the source of a
3 specific devices are infected.

A security event is triggered when one or more rules in a policy are violated. For example, let's assume that people
in your organization using the Adobe PDF application modified this application to meet their individual needs, and
that FortiEDR detected this as malware that appeared on 1,000 devices in the organization. In this case, when the
same security event occurs on multiple devices for the same process, you see the following in the Event Viewer:

o Inthe Device view, you see 1,000 aggregation security events, each with one security event under it.

o Inthe Process view, you see one security event aggregation named adobe . exe. Under it, there is one security
event for the adobe . exe process. That security event shows the number 1000 in the Devices column and
1,000 raw data items.

The Event Viewer is divided into the following areas of information:

Events pane on page 150
Advanced Data on page 154
Classification Details on page 183

The following actions can be performed in the Event Viewer:

Marking a security event as handled/unhandled on page 156
Manually changing the classification of a security event on page 158
Marking a security event as read/unread on page 177

Viewing relevant activity events on page 177

Viewing expired security events on page 177

Viewing Application Control security events on page 178

Viewing Device Control security events on page 179

Other options in the Event Viewer on page 180

When a new security event is generated by FortiEDR, an indicator number displays or is incremented.

Hovering over this number indicates the number of new unread security events, shown below:

FortiEDR 5.2.1 Administration Guide
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D

170199

145884

163078

145722

149594

145698

145686

170174

170192

170183

145793

166692

166577

152984

152854

CLASSIFICATION

T Inconclusive
T Inconclusive
=+ Safe

£ suspicious
£ suspicious
£ suspicious
£ suspicious
T Inconclusive
T Inconclusive
T Inconclusive
T Inconclusive
T Inconclusive
£ suspicious
- Likely safe

T Inconclusive

FortiEDR 5.2.1 Administratiod'@aide® 2venis...

Fortinet Inc.

TIME

10-Feb-2020, 09:40:27

10-Feb-2020, 05:05:53

10-Feb-2020, 04:15:27

09-Feb-2020, 15:08:48

09-Feb-2020, 15:08:47

09-Feb-2020, 15:08:46

09-Feb-2020, 15:08:44

09-Feb-2020, 03:18:34

09-Feb-2020, 03:18:32

09-Feb-2020, 03:18:32

06-Feb-2020, 13:37:46

06-Feb-2020, 03:34:47

06-Feb-2020, 02:54:29

04-Feb-2020, 10:52:04

03-Feb-2020, 04:27:01
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In some cases, Updated displays next to the number of new unread security events indicator. Updated means that

FortiEDR originally classified one of the unread events, but that classification was later changed by the user. After more

data for this security event was received, FortiEDR overrode the manual classification of the event by the user and

changed the classification for the event again, based on the newly received data.

Events pane

Clicking a security event expands it to show more details and enables the buttons at the top of the window. The following

information is provided for each security event:

EVENTS E:l Shawing 1-17/71 | » || I Search Event
[3 export ~ Handle Event Forersice B Exception Manager
vA 1D DEVICE PROCESS CLASSIFICATION « DESTINATIONS RECEIVED ¥ LAST UPDATED
B ensw-lap-152 (31 events) * Malicious 17-Jan-2021, 06:41:00
B ensw-lap149 (1 event) 4 Likely safe 17-Jan-2021, 03:50:27
@ EUGENE-PC (1 event) * Malicious 15-Jan-2021, 21:57:08
B ENSW-LAP119 (1 event) * Malicious 15-Jan-2021. 10:32:08
@ TT-collector1 (1 event) ¥ wmalicious 14-]an-2021, 08:52:30
B Einat-PC (2 events) * Malicious 14-Jan-2021. 08:33:30
B nginx.webserver (1 event) Inconclusive 14-Jan-2021, 02:13:00
B ensw-lap167 (2 events) * Malicious 06-Jan-2021, 15:43:28
@ DESKTOP-FI4MQHB (3 events) ﬁ Suspicious 06-Jan-2021, 07:13:44
4371806 DESKTOP-FIAMQHB ViewSecurityDescriptor.e... PUP File Read Attempt 06-Jan-2021, 07:13:44 07-]an-2021, 07:04:32
(- H
None Unsigned C:\Program Files\windowsPowerShell\Modules\NtObjectManager\1.1.28\ViewSecurityDescriptor.exe 2
4371796 DESKTOP-FI4MQHB EditSection.exe PUP File Read Atte... 06-Jan-2021, 07:13:41 07-Jan-2021, 07:04:32
4366590 DESKTOP-FI4MQHB baé0efe2e939dalee3d2... ﬁ Suspicious File Execution ... 05-Jan-2021.08:34:29 05-Jan-2021, 08:34:29

Device View

FortiEDR 5.2.1 Administration Guide
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Showing 1-17HM77 [ »| ¥l

EVENTS m Search Event v
G Export ¥ D B ¥ Excepion Manager
YA 1D DEVICE PROCESS CLASSIFICATION = DESTINATIONS RECEIVED ¥ LAST UPDATED
pe explorer 1_.5540510041.exe (1 event) PUP 17-Jan-2021, 06:41:00
nanocore.exe (1 event) * Malicious 17-Jan-2021, 06:36:07
Tbt.exe (1event) 'B‘ Likely Safe 17-Jan-2021, 03:50:27
powershell.exe (2 events) Inconclusive 15-Jan-2021, 21:57:08
| 4 4438976 @ EUGENE-PC $Res Inconclusive File Access 15-Jan-2021, 21:57:08 15-Jan-2021, 21:57:08 @
> um
Local System Signed CAwindows\System32\WindowsPowerShellw1.0\powershell.exe 1
4346626 @ ensw-pc179 DisableUnusedSmb1.ps1 =¥ safe File Service Acc... 03-Jan-2021, 07:15:08 04-Jan-2021, 09:55:37 @ @:
EvilProcessLauncherTests.exe (1 event) 'B‘ Likely Safe 15-Jan-2021, 10:32:08
abe22cf0d78836c3eal72daeafdcSeeafdc29b6febs... (1 event) * Malicious 14-Jan-2021, 08:52:30
ConnectivityTestApp.exe (1 event) * Malicious 14-Jan-2021, 08:33:30
traefik (1 event) Inconclusive 14-Jan-2021, 02:13:00
utweb_installer.exe (1 event) PUP 07-Jan-2021, 14:29:41
SearchApp.exe (1 event) =+ safe 06-Jan-2021, 15:43:28
ViewSecurityDescriptor.exe (1 event) PUP 06-Jan-2021, 07:13:44

Process View

The Extended Detection policy provides detection features (meaning that events are logged
and displayed in the Event Viewer). No protection (blocking) features are provided. The
exceptions and forensics options are not available in the Event Viewer for security events
triggered by the Extended Detection policy, because these events were not collected by a
FortiEDR Collector.

A\,

Information Field Description

View Indicator Indicates the view context for the security event aggregation. = displays for a

device and 1! displays for a process.

Specifies whether any FortiEDR Central Manager user handled this security
event, as described on Marking a security event as handled/unhandled on page
156

Handled/Not Handled (2

Specifies an automatically assigned unique identifier for each security event
generated by FortiEDR. This identifier is particularly useful for security event
tracking purposes when monitoring security events using an external system,
such as a SIEM.

Device Specifies the device name on which the security event has occurred.

Process Specifies the process that is infected. This is not necessarily the process that
made the connection establishment request (such as Firefox, which might be
being controlled by the infected application). If the security event was triggered by

a script, then the script name is specified.

FortiEDR 5.2.1 Administration Guide
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Information Field Description

Specifies how malicious the security event is, if at all. Classifications are initially
determined by FortiEDR. They can be changed either automatically as the result
of additional post-processing, deep, thorough analysis and investigation by the
FortiEDR Cloud Service (FCS) or manually. See Classification Details on page
183 for more detailed information about the classification of the event, such as the
classification history. Classifications are as follows:

Classification

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.

Icon

+

b

11
<

Classification

Malicious

Suspicious

Inconclusive

PUP (Potentially
Unwanted
Program)

Likely Safe

Safe (Confirmed
Safe Software)

Definition

Events with the following
characteristics:
 Verified to have
malicious capability
¢ Intended to harm the
infected device

e Haveno
commercially viable
use

Events that behave in
ways that strongly
indicate malware, but are
not verified malware.

Further investigation
needed to determine if
the event is malicious.

Events triggered by
programs that are
bundled with legitimate
software or commercial
software that may be
used for malicious
purposes, for example,
torrents.

Events that probably
carry no risk, and are
most likely legitimate.

Events triggered by
legitimate software that
was intended for use by
the customer, for
example, security
software.

Recommended
Action

Remediate

Review and
remediate

Administrator
review

Administrator to
review whether the
program should be
removed
(recommended) or
allowed

Administrator
review

No action
necessary
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Information Field Description

Destinations Specifies the IP address to which the malicious entity requested to establish a
connection.

Received Specifies the first time that this security event was triggered. For aggregations,

the earliest received time is displayed.

Last Updated Specifies the last time that the security event was triggered. For aggregations, the
most-recent time is displayed.

Action Specifies the action that was enforced:

Block 2 : The exfiltration attempt was blocked and this blocking event was
generated.

Simulated Block @ : The policy that protected this device was set to
Simulation mode. Therefore, the exfiltration attempt was NOT blocked and
this blocking event was generated. FortiEDR would have blocked this
exfiltration security event if the policy had been set to Prevention mode.

* Log i . The security event was only logged and was not blocked.

For raw data items, the following information is available:

Information Description

Device Specifies the device name on which the security event has occurred.

First Seen The Event Viewer aggregates the occurrences of the same security events into a
single row when it represents the same attack on the same device. This
timestamp specifies the first time this security event occurred. The row of this
security event pops to the top of the list in the Event Viewer each time it occurs
again.

FortiEDR Collector, then the security events before and after

\‘é', If a change is made to the FortiEDR policy used by a specific
- that change are not aggregated together.

Last Seen Specifies the most recent time this same security event occurred. See FIRST
SEEN described above.

Destinations Specifies the external address for connection attempt security events.

Process Owner Specifies the user who ran the process that triggered the security event.

Process Type Specifies whether the infected process is 32-bit or 64-bit.

Use Specifies the domain of the computer/user of the device.

Certificate Specifies whether the process or application have a certificate — Signed or

Unsigned. You may refer to http://en.wikipedia.org/wiki/Authorization_certificate
for general information about the subject.
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Information Description

Process Path Specifies the path of the infected process.

Count Specifies the number of occurrences of the same raw event on the same device.

Advanced Data

The ADVANCED DATA area displays a graphic representation of what occurred that led to the security event. This
information shows operating system metadata that occurred immediately preceding and at the time the connection
establishment request was issued.

The ADVANCED DATA area contains three tabs.

» Event Graph on page 154
e Geo Location on page 155
o Automated Analysis on page 155

Ay
‘?' The events graph tabs are always available. The other two tabs may be missing when there is
- no data available for the security event.
Event Graph

In addition to textual information that is displayed (described above), the Event Graph tab provides an image depicting
the flow of operating system events that led up to the connection establishment request or the attempt to lock data. The
picture is shown as a timeline from left to right (meaning that the left process happened before the others). A circle can
represent an operating system entity such as a process, a thread, a service, a file and so on. The white boxes represent
the operation that was done between the operating system entities, such as create, open, inject, connect and so on.
Typically, the last circle (rightmost) is a connection establishment request or a file access. Each white box has a number
attached to it, representing the sequence of operations, and also the rules that were violated during that operation, along
with the worst classification associated with that operation.

< ADVANCED DATA

You can zoom in and zoom out using the O® buttons at the top right. The @ button fits the picture to the size of the
window.
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Geo Location

The Geo Location tab displays a world map showing the locations of the destinations of the security event and indicating
the country by its flag.

7 ADVANCED DATA

o®
@
[ 4
\‘ ! 'l
q An abundance of additional investigative tools and information are provided by FortiEDR’s
- Introduction on page 219.

You can zoom in and zoom out using the O® buttons at the top right. The @ button fits the picture to the size of the
window.

Automated Analysis

The Automated Analysis tab provides additional information about the investigation done automatically on Fortinet Cloud
Services (FCS) per the security event to help you understand FortiEDR’s rationale when classifying an item with a
specific classification.

< ADVANCED DA’
Event Graph  Automa

@ Fie( @ Memory (1) @ Network & Extended Data (3

v @wanadecryptor@exe v Memory Address 1 ¢

6007630551420 4cbalc21848a442¢31d55eb0

The classification history of a security event is presented in the Classification Details on page 183 area and shows the
chronology for classifying a security event, as well as the automatic investigation and remediation actions performed by
FortiEDR for that event.

The information shown in the Aufomated Analysis tab supplements this analysis, providing even more information about
how and why a given security event was classified as it was. This tab shows the actions that were performed for the
analysis plus a categorized summary of what was analyzed. For example, the analyzed files, memory segments, the IP
address involved in the communication, the email address associated with the security event and so on. A Fortinet Cloud
Services comment is available at the top of this area that summarizes the analysis verdict and conclusion in text.

For example, the following shows a security event that was initially classified as Inconclusive by FortiEDR Core, but after
FCS automatic analysis was reclassified as Malicious. In this case, four files were analyzed. You can click the name of
the file to display more details about it, including its metadata along with several properties of the file (signature,
certificate, hash and so on).

You can click the down arrow next to an item to view all the investigation actions performed and analysis results related
to that item.
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¥ ADVANCED DATA

conclusive - $ Malicious

Machine was compromised by FINT Group. More devices suspected to be infected

¥ winBiodil [ ¥ Memory Address  52.168.20.22 B8

L]

» Memory Address 2 | > Email Address

10 devices out of 5343 ﬁ

Marking a security event as handled/unhandied

The following describes how to specify that you have handled a security event. When any FortiEDR Central Manager
user marks a security event as Handled, all users see it as having been handled.

1.

Select the rule’s checkbox and then click the Handle event button or just click the flag icon of the security event row.

The Event Handling window displays.

Al
‘Q' If an exception was already defined for this security event, then the words event includes
- exceptions are displayed at the top of the Event Handling window.

In the Classification dropdown list, change the classification for the security event, if needed. For more details, see
Manually changing the classification of a security event on page 158.

In the comments box, use free text to describe how you handled the security event.

Click the Save as Handled button. The flag icon next to the security event changes from dark gray r to light gray

to indicate to all users that it has been handled.
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EVENT HANDLING

Unhandled event 163078
for device WIN-MQHOCMRUDZ2)

Classification Safe v
- Malicious
| |[Type comment
PUP
Safe F::ATINET

Archive When Handled

[ > Advanced

and Handled ) m [ Cancel )

5. (Optional) Check the Archive When Handled checkbox to archive the security event after handling it. When you
select this option, the security event is marked both as handled and as archived.

6. (Optional) Click the arrow to the left of Advanced to display the Mute events notification field. Select this checkbox if
you want to mute the notifications for this security event. In addition, specify how long to mute the security event
notifications. Notifications can be muted for any of the following periods: 7 Week, 1 Month, 1 Year, or Permanently.
When checked, you will not receive notifications whenever this security event is triggered. When using this option,
click the Save as Handled button, which indicates that the security event has been both handled and saved.

LN
[aT]
(gt}
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Archive When Handled

= Advanced

Mute Event Notifications for

| Save and Handled | m | Cancel )

Al
‘9' Security events with muted event notifications are indicated by the = icon in the Event
Viewer.

Manually changing the classification of a security event

You can manually change the classification of a security event, if needed.

1. Select the rule’s checkbox and then click the Handle event button or just click the flag icon of the security event row.
The EVENT HANDLING window displays.

FortiEDR 5.2.1 Administration Guide 158
Fortinet Inc.



Event Viewer

2. Inthe Classification dropdown list, change the classification for the security event, as needed.

EVENT HANDLING

Unhandled event 163078
for device WIN-MQHOCMRUD2J

Classification | Safe - - pp—
1 Malicious
| [Type comment
LIP
Safe F::ATINET

Archive When Handled

[ > Advanced

| Save and Handled ) @ | Cancel )

3. Click Save.
4. (Optional) Click Save and Handled to mark the security event as handled after saving the event.

5. (Optional) Once the eventis handled, it is advised to archive the event. To do so, click the Archive button in the
actions area. See Introducing communication control on page 191.

After changing the classification of a security event, the CLASSIFICATION DETAILS pane displays the history of any
actions (Playbook policy-related actions and others) that were made automatically by FortiEDR, as shown below. For
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Playbook policy actions, the timestamp shows when the action was performed, as defined in the Playbook policy. For
more details about Playbook policy actions, see Playbook policies on page 101.

DASHBOARD oavewR@  roRmscsY communacanoncontrolw @) secuRTY sETTGS Y wvestorr~ @D sommsTranon @

CLASSIFICATION DETAILS

< ADVANCED DATA
-

When the Fortinet logo appears next to an entry in the CLASSIFICATION DETAILS pane, it indicates that the security
event was automatically classified by FortiEDR. Security events that are manually classified do not display the Fortinet
logo.

L}
S L4
9 Notifications for security events are not shown in the CLASSIFICATION DETAILS pane.

Defining security event exceptions

The following describes how to create a new exception and how to edit an existing one.

Exceptions enable you to limit the enforcement of a rule, meaning to create a white list for a specific flow of security
events that was used to establish a connection request or perform a specific operation.

FortiEDR exception management is highly flexible and provides various options that enable you to define pinpointed,
granular exceptions.

Details describing how to edit an existing exception are described in Editing security event exceptions on page 175. You
can access the Exception Manager by clicking the Exception Manager button at the top of the Events pane or by
selecting SECURITY SETTINGS > Exception Manager. Additional options for managing exceptions are provided in the
SECURITY SETTINGS tab, as described in Exception Manager on page 75.

An exception that applies to a security event can result in the creation of several exception pairs.

An exception pair specifies the rule that was violated and the process on which the violation occurred, including or
excluding its entire location path. For more details, see Playbook policies on page 101
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After an exception is defined for a security event, new identical events are not triggered.

T
W) Security events that occurred in the past appear with an ™™ jcon to indicate that an
‘Q' exception has been defined for them, even though at the time they were triggered, the

exception did not exist. This ™M™ icon on past security events serves as an indication to you
that there is no need to create an exception for it, since one was already created (but after the
event occurred).

In cases where an exception was defined for the security event but it does not fully cover all the existing occurrences or
raw data items of this event, a slightly different icon is displayed, as described and shown below.

Al
‘Q' When defining an exception for Listen on Port Attempt events, listening on 0.0.0.0 means
- listening on all interfaces. In such cases, you should use All Destinations.

Defining the scope of an exception

When defining an exception, it is important not to make it too broad or too narrow in scope, so that it properly identifies
and cafches the data items that you want.

O
If an exception does not cover all the raw data items for a security event, the BE jcon displays for that exception. This
can happen, for example if the exception was defined only on part of the collector groups and the security event occurred
on devices that are not part of the collector groups on which the exception was set.

In addition, the raw data items comprising a security event distinguish between data items that are covered ( : )and

not covered ( : ) by the exception, based on the exception’s current definition.

EVENTS _ - =

B4 Exceprion Manager

D DEVICE PROCESS CLASSIFICATION DESTINATIONS ~ RECEIVED LAST UPDATED ACTION
P 49858 3 devices DTLite4491-0356.exe * Malicious File Read Attempt  05-0ct-2020, 13:51:46  06-0ct-2020, 07:43:24 @
oF
un
&llone Signed CAUsers\Administrator\Desktoplinstall\Programs\DTLited491-0356.exe &5
RAW ID PROCESS OWNER  DESTINATION FIRST SEEN LAST SEEN USERS COUNT
@ 805273434 malr-win10x64-bet... File Read Attempt 06-Oct-2020, 07:43:24  06-0ct-2020, 07:43:24 1
@ 687601117 Pandat File Read Attempt 05-Oct-2020, 18:19:38  05-0ct-2020, 18:19:38
@ 2970979 WIN-TVTV943PABS File Read Attempt 05-Oct-2020, 13:51:46  05-0ct-2020, 1

For example, if you see that the current exception is too narrow and excludes a raw data item that you want to include in

the exception, you can click the : icon and then modify and broaden the exception sufficiently so that it will also
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include that raw data item. When you click the <> icon, the Event Exceptions window automatically opens and
displays the existing exception which can be broadened. Alternatively, you can click the + icon to create another
exception that will include the non-covered raw data item. Clicking the + icon after the exception is opened using the
covered icon next to the raw data item opens a new exception from the perspective of that raw data item, meaning that it
includes all the data that is relevant for that raw data item, as shown below:
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EVENT EXCEPTIONS

Exceptions for event 49858
Last updated at 06-0ct-2020, 07:33 By lior

Exception 1 Exception2 <+

Created from Raw Data Iterm 12970979 of event 45858

Collector groups

e All groups All organizations

Destinations

1L

o All destinations

Users

Triggered Rules:

B Malicious File Detected

Type comments

i
Remowve Exception

<> 1/3Raw Data Items in the event are not coverad Cancal

In addition, when saving an exception, if the exception does not cover all raw data items for a security event, a message
such as the following displays.
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PARTIALLY COVERING EXCEPTION

Exception was saved successfully

@ Flease note that 1 out of 3 Raw Data ltems in the event are
not covered with the exception

Non-covered items

Back to Exception

You can click the Non-covered items link in this message to open the Event Viewer in a new window, and display only

not-covered raw data items, as shown below:

EVENTS H v |
84 Excepsion Manager
[} DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED LAST UPDATED ACTION
4 49858 3 devices DTLite4491-0356.exe ’ Malicious File Read Attempt  05-Oct-2020, 13:51:46  06-Oct-2020, 07:43:24 @
oF
.
None Signed (11 Desktop L \DTLite4491-0356.exe 3
RAW ID DEVICE PROCESS OWNER  DESTINATION FIRST SEEN LAST SEEN USERS COUNT
®@587601 17 Panda1 File Read Attempt  05-0c1-2020, 18:19:38  05-0ct-2020, 18:19:38 1
Defining a security event as an exception
1. Click the security event row to be defined as an exception.
EVENTS (=) Showing 1-9/9 Search Event X CLASSIFICATION DETAILS
3 &xport ~ Handle Event < BZ Excepuion Manager
a v All D DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED ~ LAST UPDATED
\:\VAWIN—MQHOCMRUDZJ (2 events) * Malicious 10-Feb-2020, 04:47:59
£ SuspiCious FaATiner
|17 DESKTO[;-BSOSMQF (1 event) # suspicious 06-Feb-2020, 02:39:27 By Reversinglabs
InN 2 166577  DESKTOP-BSOSMQF DynamicCodeTests32exe & Suspicious 74.125.235.20 06-Feb-2020,02:39:27  06-Feb-2020, 02:54:29 Q Threat name: Unknown

————p 81 User: DESKTOP-BS09MQRadmin

[)% nginx.webserver (1 event)

Certificate: Unsigned

T inconclusive

Process path: C:\Users\admin\Desktop\DynamicCodeTests32.exe

01-Feb-2020, 12:07:10

Raw data items: 1

Threat family: Unknown
Threat type: Unknown

o collector group High Security Collector Group 3 times
o Simulation Device DESKTOP-BS09MQF Was isolated 3 times

[ | ensw-lap153 (5 events) £ suspicious 03-Feb-2020, 05:25:12

= History

[/@Mac (5 events) % Malicious 03-Feb-2020, 04:00:50

- ~ $ Suspicious, by FortinetCloudServices , on 06-Feb-2020, 02:54:36

[ 12 ensw-lap147 (4 events) £ suspicious 02-Feb-2020, 15:08:35

- ©  Simulation Device DESKTOP-BSO9MQF Was moved from collector group win10
[ ]2 Avast1 (1 event) £ suspicious 02:Feb-2020, 11:18:43

()% WIN-USASCLOIIR (2 events)
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*u
2. Click the Create Exception MM button. The following window displays:

EXCEPTION CREATION

Exceptions for event 3702945

Exception 1 +

Created from Raw Data Item 1993877425 of event 3702945

Collector groups

() v All groups All organizations

Destinations

L) - All destinations

Users

Triggered Rules:

[ Modified Executable

> Writeable Code

[* Unconfirmed Executable

Type comments

|"’- -\n
| Cancel )
S A

3. Specify whether this exception applies to all the Collector Groups or only to the Collectors in the same Collector
Group as the one for which this security event was triggered.
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Al
‘Q' The All groups and Collector groups options only apply to the current organization in which

the security event occurred.

For a multi-organization FortiEDR system, an Administrator who is assigned to All organizations (see Users on
page 398) can also specify whether the exception applies to all organizations. The All organizations option applies
the exception to all organizations, regardless of whether or not the security event already occurred.

Admins not assigned to All organizations or other non-admin roles cannot set the All

\‘é', The All organizations option is available only for Admins assigned to All organizations.
= organizations option.

If an Administrator wants to define an exception that applies to one or more, but not all organizations, then he/she
must define the exception separately for each organization.

Exceptions defined by an Administrator (Hoster) that apply to all organizations display as Locked by the
administrator to other users, and cannot be changed by a user other than the Administrator who created it, as
shown below:
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EVENT EXCEPTIONS

Exceptions for event 3702945
Last updated at 27-0Oct-2020, 10:09 By Einat

Exception 1

Created from event 3702945

E] Locked by administrator

Collector groups

Destinations

Users

Triggered Rules:

[ Modified Executable

> Writeable Code

[ Unconfirmed Executable

Type comments

( cancel )
N ! ’, Exceptions can only be defined for Collector Groups. If you would like to define an
9 exception for a specific Collector, then create a Collector Group that only contains that
- Collector.
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4. Specify whether this exception applies to all Destinations or only to specific destinations. The IP addresses listed in
the dropdown menu are those IP addresses that generated connections for this security event. Use the dropdown
menu to select the specific IP addresses to exclude that were triggered on this security event, which can be either
internal or external.

& Destinations: All destinations

set J exception on:

To apply the exception to a specific destination(s), select from the following options:

Option Description

Select All Applies the exception on all destinations that were seen as part of this security
event. If there will be an identical violation (the same set of rules will be
violated on this process) but the connection attempt will be to a different IP,
than the security event will be triggered. To exclude this security event
completely from being triggered in the future you can select the All
Destinations radio button.

Internal Destinations Applies the exception on all internal destinations. Internal destinations are
internal IP addresses that are defined in TCP/IP standard definitions for
internal networks. These IP addresses include the following:

¢ Loopback addresses: 127.X.X.X, 0:0:0:0:0:0:0:1 and 0:0:0:0:0:FFFF:7f

¢ 10.0.0.0-10.255.255.255

e 192.168.0.0-192.168.255.255

e 169.254.0.0-169.254.255.255

e 172.16.0.0-172.31.255.255

¢ IPV6: fc00:: — fd0O:: :: or fe80
This option is useful when an application is allowed for use within the
organization, but you do not want it to be used for external communications.
Using this option enables the application to communicate internally without
triggering alerts. However, the application might still trigger alerts when
attempting to connect to an external IP.

<IP Address> Applies the exception to the selected IP address. You can select multiple IP
addresses.

FortiEDR 5.2.1 Administration Guide 168
Fortinet Inc.



Event Viewer

Option Description

® | Destinations: All destinations

All Internal destinations, 5.4..*

Select All

"  All Internal destinations
92.168.153.128

» 545179173
T
Ja. 21504554

<IP Set> An IP set defines a set of IP addresses to be included or excluded from a

security event. When you select an IP set here, it means that an exception is
applied only to a device that has one of the IP addresses specified in the IP
set. IP sets can only be defined by an Administrator, as described in IP sets on
page 334.

@) Destinations All destinations

Select All

—— lobalset { eXception on:

5. Specify whether this exception applies to all users or to a specific user.

Users

[ - All users
Trig Select All

b ENSILOViDr

6. Inthe Triggered Rules area, specify the path on which to apply the exception. You can select either the Current Path
or Any Path. By default, all options are set to Any Path. In this context, the path indicates the entire path of the
[folder name] in which the process’s file is located. The Current Path is the path used in this security event, as
displayed in the window. When you select Any Path, the process triggers the exception no matter from where itis
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running.
Triggered Rules:
_Rule1
Triggered by ey < Mo dified Executable
Event

Process | =———e-ADply exception on:
| MSI15F9.tmp (Unsigned) ¢

Path (e Current: \Windows\Installer #

Any path

When created by:

> Writeable Code

I Unconfirmed Executable

Create Exception NGRS

You can define an exception so that a security event is triggered, based on a complex set of conditions. For
example, you can define an exception so that a security event is triggered when a specific process (B) is executed
by another process (A). For example, you can limit an exception so that it applies only when process B is executed
by process A, or every time that process B is executed.

You can also define an exception that specifies that an exception is triggered only when one of the two process
triggers is running, as shown below:

Triggered Rules:
< Modified Executable :
Apply exception on:
v| M5I15F5.tmp (Unsigned) #

Path (®) Current: \Windows\Installer #

Any path

When created by:
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You can also define an exception specifying that it is triggered only when both processes are running.

You can click the Help button to view relevant help information, as shown below:

Triggered Rules;

< Modified Executable

1. Only * operand can be used

Apply exception on: 2. The pattern should match the original value

¥'| [MSI15F8.tmp {Unsigned)

Path (@) Current: \Windows\Installer #

Any path

FortiEDR enables you any to specify any of the processes in a security event’s stack when defining an exception.

Let’s look at an example in more detail. Let’s say that you want to define an exception that allows the SursSvc.exe
executable to run, but only when it is created from the services.exe executable. Therefore, in order to define this
exception, you would select the Sursvc. exe process in the Apply exception field and select the services.exe
process in the When created by field. Based on this security event’s ancestry chain, wininit.exe, whichis the
grandparent of the Sursvc. exe executable, would not be selected in the When created by field.

The immediate parent of the SurSvc. exe executable is services.exe and thatitis

NP therefore listted at the top of the When created by field dropdown list and that the
‘Q' SurSvc.exe executable’s grandparentis wininit . exe, which is listed at the bottom of
- the list. The order in which the processes run in a security event chain is always

maintained. This means that the oldest ancestor is shown at the bottom of the list of
processes in this window and the immediate parent is at the top.

< ADVANCED DATA
Evel ph  Automated Analysis

Process Process
wininit exe services.exe

R . . ...
mi 1 Create r—ﬁi 2 Create ——-@7 3 DF?Ji‘rve‘ruplav FaATIET a. @
- o Process - @
SurSvc.exe w_e

_stack-000002-000037 tx
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EXCEPTION CREATION

Exceptions for event 53103

Exception 1 +

&) Allusers
Triggered Rules:
= File Encryptor
Apply exception on:
«| sursvcexe (Signed) #
Path Current: \Program Files\ntehSURVQUEEMNCREEK
& Any path
When created by:
— | /| | services.exe ~ (Signed by Microsoft Corporation) &
v 5e@ces.e:¢e System32 ¢

wininit.cxe

Type comments

Create Exception

You can edit the process path and file name. Wildcards can be used for this purpose.
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To use wildcards as part of a process path or file name definition, all Collectors must be
V3.0.0.0 or above. If you attempt to use wildcards with older Collectors, the following error
message displays:

ERROR

‘Q' Using Wildcards in exceptions is not supported since there are stil
— Windows Collectors with version older than 3.0.0.0. Please upgrade

your e nvironment.

You can only edit the process path or file name when selecting the Current Path option. To do so, click the adjacent

Edit h’ button, and then edit the process/file name as needed. When doing so, the following conditions apply:

Field Condition

Path ¢ Only an asterisk (*) character(s) can be added.
¢ Do not change the displayed path. Otherwise, it will no longer match.
However, you can replace a piece of the string with an asterisk (*).
¢ Only a single asterisk character (*) is permitted between two consecutive
path separators (/).
* The number of separators (/) in the displayed path must remain the same.

File Name ¢ Only an asterisk (*) character(s) can be added.
¢ Do not change the file name. Otherwise, it will no longer match. However,
you can replace a piece of the string with an asterisk (*).
¢ Only a single asterisk character (*) is permitted.
When a wildcard is used as part of the process path or file name
definition, the entry displays in green, as shown below:
Triggered Rules:
< Modified Executable
Apply exception on:
| MSI15F*tmp #
path (®) Current: \Windows\Installer #

Any path

7. (Optional) Enter any comments in the Comments box.
8. Click the Create Exception button.

9. (Optional) You can define another exception for this same security event by clicking the plus + button at the top of
the window. Then, define the exception in the same manner as described in the previous steps.
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EXCEPTION CREATION

Exceptions for event 665672

e

Exception 1 Exception2  +

Collector groups

. - All groups All organizations
Destinations
. - All destinations
Users
\‘ ! ’I
q If this exception was created previously, the Remove Exception button appears enabling
- you to delete the exception.

Device Control exceptions

Ay
‘?' Device Control capabilities are license-dependent. You may contact Fortinet Support for more
information.

Exceptions on device control security events are similar to other exceptions, with several additional capabilities that
enable you to set the exception on a device name, description, serial number or a combination, as follows:

» The USB device’s description is specified under the Process Name field.
» The device’s serial number is listed in order to exclude a specific USB device with the designated serial number.
o The device’s name is specified under the second Process name.

For example:
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EXCEPTION CREATION

Exceptions for event 3693708

Exception 1 +

(T

= USB Mass Storage Device

Apply exception on:

Device Name =3 /| Amazon Kindle (Unsigned) #

Vendor =3 Script (@) Current: Kindle 4

Any script

When created by:

Description === |+/| USB Mass Storage Device v | (Unsigned) &

Serial Number === Script (® Current: BOOSADAZ00630829 4

Any script

Type comments |

./- -\.
[ Cancel )
h A

Editing security event exceptions

u’
1. Click the Edit Exception ™M button in the security event row for the exception you want to modify. The following
window displays:
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EVENT EXCEPTIONS

Exceptions for event 30558956
Last updated at 23-Mar-2020, 09:47 By Tzaf

Exception 1 +

Created from Raw Data lterm 558547576 of event 30558956

’]

Collector groups

® Allgroups All organizations

Destinations

@) All destinations

Users

Triggered Rules:

> Suspicious 5cript Execution

Type comments

Remove Exception

( cancel )

2. Modify the Collector Groups, Destinations and Users to which the exception applies and the pairs of rules and
processes that operate together to define an exception in the Triggered Rules area, as needed. For more details,
see Defining a security event as an exception on page 164.

For a multi-organization FortiEDR system, an Administrator can also specify whether the exception applies to all
organizations. The All organizations option applies the exception to all organizations, regardless of whether or not
the security event already occurred.
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3. Click Save Changes.

Marking a security event as read/unread

The following describes how to specify that you have viewed a security event. This does not mean that the security event
has been handled (Marking a security event as handled/unhandled on page 156). When any FortiEDR Central Manager
user marks a security event as read, all users see it as having been read. Unread security events are displayed in bold.

To mark a security event as having been viewed:

1. Select the rule’s checkbox.
2. Click Mark As and select Mark as read from the dropdown menu.

fad MarkAs. v |
Mark as read
Mark as unread

The security event row text is no longer displayed in bold.

Viewing relevant activity events

Security events may have related activity events that can be viewed in the Threat Hunting tab.

To view the related activity event of a security Event in the Event Viewer

1. Click the Threat Hunting Q icon that is displayed when you hover over the event, as shown below.

ViewSecurityDescriptor.exe (1 event) PUP 06-Jan-2021, 07:13:44 =

4371806 (A DESKTOP-FI4MQHB ViewSecurityDescriptor.e... PUP File Read Attempt  06Jan-2021, 07:13:44  074an-2021, 07:04:32 @ Gi

None Unsigned C:\Program Files\WindowsPowerShell\Modules\NtObjectManagert1.1.28\ViewSecurityDescriptor.exe 2

The Threat Hunting window then opens.

Viewing expired security events

Security events in the Event Viewer can be filtered to show only expired events. Expired security events are events that
the system has determined as safe. As such, these security events are only triggered once and then saved internally in
the system. There is no need to define an exception for them. Expired security events cannot be handled in the system in
any way, such as marking them as read/unread, defining an exception for them and so on.

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.

177



Event Viewer

Expired security events can only occur when a Collector is connected to the Core, and do not occur when a Collector
works autonomously.

EVENTS

—_— - d ID DEVICE

Xpir

[§#]

SharedLibrary.dll (2 events)
dsquery.dll (1 event)
dsuiext.dll (2 events)

3DViewer.ResourceResolver.exe (2 events)

Viewing Application Control security events

Security events in the Event Viewer can be filtered to show only Application Control security events. Application control
security events are events that were triggered on rules that are part of the Application Control policy. Such events do not
necessarily mean that there was malicious activity but indicate an attempt to execute an application that is listed in the
user-defined blocklist. These security events are displayed separately from other security events. Defining an exception
for them can be done in a similar manner as for other security events. The exception specifies which applications are
blocked by its hash.
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EVENTS

Viewing Device

E Export ~

TP DEVICE

Unread .
32 A 2 devices
Unhandled I
DESKTOP-5QHDUCK\aa
Archivec

517 @ DESKTOP-AUF04!

Control security events

A\,

Device Control capabilities are license-dependent. You may contact Fortinet Support for more
information.

Security events in the Event Viewer can be filtered to show device control security events. Device control security events
are events that were triggered on rules that are part of the Device Control policy. Such events do not necessarily mean
that there was malicious activity but indicate USB peripheral access. These security events are displayed separately
from other security events. Defining an exception for them can be done in a similar manner as for other security events.
The exception can be set on the device name, vendor, serial number or a combination.
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EVENTS

Archive E Export - Ha

_._._.-} » Device Contro ID DEVICE

Virtual Bluetooth Adapter (2 events)
VMware Virtual USE Mouse (2 events)
AS52115 (2 events)

Mass Storage (3 events)

VMware Virtual USE Video Device (1 event)

Other options in the Event Viewer

Option Description

Sorting Events Click any column name to sort security events. For example, you may want to sort
by process and collector in order to see the history of everything that happened to
that process on that device.

Free text search Enter text in the search field.

By default, the System Defined option is selected, which specifies that the search
is performed on the most relevant fields and then the event list is filtered
accordingly. Alternatively, from this dropdown menu, you can select the field(s)
that are searched, as follows:
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Option Description

v I Search Event *Q

¥ System Defined

D

LAST UPDATED
Raw ID

Device
Frocess
Remote IP/URL

Logged Users

Select a specific field when you know what you are searching (meaning whether it
is ID, Process name or so on) in order to get results faster.

Searching For Events Click the down arrow in the Search Event field to display a variety of search

options v Q . When the Event Viewer display is filtered
by a search, the Search Event field displays the words Multiple search

Multpie search . To redisplay all the security events (unfiltered),

click

SEARCH EVENT

D
RAWID
Classification Malicious Suspicious PUP Inconclusive Likely Safe Safe
First Seen From To Collector Group v
Last Seen From To User
Event Status Handled Unhandled Collector Name
Event Notification Muted Unmuted

Process
Event Actions Block Simulation Block Log

Policies -
Destination

Rules v
Pracess Path

Raw Items Count v
Operating Systems -

Playbook Action v
Certificate Signed Unsigned

Include Archived-Events
@ (' cancel )
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Option Description

Time Filter

Archiving Events

Exporting Events

Deleting Events

Forensics

Exception Manager

FortiEDR 5.2.1 Administration Guide
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¢ The Userfield refers to the employee’s username on the
computer and on the FortiEDR Manager.

¢ You can select one or more action types in the AIR Action
dropdown list.

\ ' ’ AIR Action Isolate device, Terminate process, Delete filg, Cleanp..»
S L4
' |solate device
- « Terminate process
« Delete file
« Clzan persistence data

+ Move device o High security group

Click the down arrow in the Time Filter to display a list of time period options. The
defaultis Last 30 days.

Click the Archive button (E Archive ) to archive the selected security
events. These security events are not deleted. You can display them using the
Search option (described above) and selecting the included Archived Events
option.

' —
s‘q’v To unarchive a security event, click the Unarchive button (9..-/1 ),

and then confirm the unarchive action in the window that
displays.

Click the button ([~ -~ ) to export the selected security events to
Export (L, Export ) p Yy

Excel.

— ™
Click the Delete button ( ™ “¥™ ) to completely delete a security event from the
FortiEDR system.

\‘é', A deleted security event cannot be restored or retrieved.

Unless you are having storage capacity issues, we highly
recommend just hiding security events and not deleting them.

The optional FortiEDR Forensics add-on enables you to perform deep analysis of

security events, as described on Forensics on page 219.

Click the button (m# sian Manazer ) fo access the
Exception Manager (3& Exception Manager)

Exception Manager on page 75.
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Classification Details

After you click a security event in the Events pane on page 150, the CLASSIFICATION DETAILS pane displays detailed
information about the classification, policy, and rules assigned to the FortiEDR Collector that triggered this security
event.

Click the History down arrow to display the classification history of a security event. The classification history shows the
chronology for classifying the security event, and the actions performed by FortiEDR for that event. This area also
displays relevant details when the FortiEDR Cloud Service (FCS) reclassifies a security event after its initial
classification by the Core.

All FortiEDR actions are based on the final classification of a security event by the FCS. The FCS is a cloud-based,
software only service that determines the exact classification of security events and acts accordingly based on that
classification — all with a high degree of accuracy. All Playbook policy actions are based on the final determination of the
FCS. For more details, see Playbook policies on page 101.

For example, the following example shows that the security event was reclassified by the FCS and given a notification
status of Suspicious at 15:44:51.
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Event Viewer

CLASSIFICATION DETAILS

f Suspicious reRminer
By Reversinglabs

Threat name: Unknown
Threat family: Unknown
Threat type: Unknown

History
£ Suspicious, by FortinetCloudServices , on 10-Feb-2020, 15:44:51

Inconclusive, by Fortinet, on 10-Feb-2020, 15:25:31

Triggered Rules

— gy Exfiltration Prevention

b @ Unmapped Executable - Executable File Without a Correspo...

In the Triggered Rules pane, only rules that were violated are displayed. The rule’s configured action is displayed for
each rule, as defined in POLICIES. The Action that was actually executed is displayed in the action column of the
EVENTS pane of this window. The action taken is determined by the rule with the highest priority.
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EVENTS
3 xport ~
. ) DEVICE PROCESS
traefik (1 event)
> 4429233 @ nginx.webserver traefik
Select an event here to s
display additional oo
play None Unsigned

information about it in —————

the CLASSIFICATION java.exe (1event)
DETAILS area. SSDUpdate.exe (1 event)

Docker Desktop Installer.exe (2 events)

Docker Desktop Installer.exe (1 event)

Loader.exe (1event)

< ADVANCED DATA

tGraph  Geo Location Automated Analysis

@— M 2Create
- S

CLASSIFICATION
Incondlusive

Inconclusive

Ntraefik
B Likely safe
=V safe
=V safe
=V safe

=7 safe

DESTINATIONS

2 destinations.

’_.@_ -

Showing 1-17/27

RECEIVED LAST UPDATED
144an-2021, 02:13:00

14Jan-2021,02:13:00  174an-2021, 02:12:59

2
05-Jan-2021, 16:33:43
01-Jan-2021, 01:56:30
23-Dec-2020, 12:01:29
30-5ep-2020, 10:14:40

19-May-2020, 03:33:57

’—0— 4 Create

P

>[I | muttiple search -

()

CLASSIFICATION DETAILS

Triggered Rules
< Mgy Exfiltration Prevention

>l Unconfirmed Executable - Executable File Failed Verificati...
Mgy Symantec Exfiltration Prevention

> @ Unconfirmed Executable - Executable File Failed Verificati...

0
o
®

Each entry in the CLASSIFICATION DETAILS pane displays the threat name, threat family, and threat type. If threat
intelligence data is available for the threat, it displays as well.
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CLASSIFICATION DETAILS

N

Inconclusive ezzAminer

By Reversinglabs
Threat name: Unknown
Threat family: Unknown
Threat type: Unknown

u
History

v fI Inconclusive, by FortinetCloudServices , on 06-Feb-2020, 13:37:55

o Simulation Device WIN-UBASCLOIIMTR was moved from collector group lior1 to
collector group High Security Collector Group once

o Simulation Device WIN-USASCLOIITR was isolated once

Triggered Rules

— gy Exfiltration Prevention

b @ Invalid Checksum - Connection Attempt from Application wi...
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When the Fortinet logo appears next to an entry in the CLASSIFICATION DETAILS pane, it indicates that the security
event classification is the one that was automatically added by FortiEDR. Security events that were manually classified
do not display the Fortinet logo.

Contact Fortinet Support for more details about the third-party tool used by Fortinet for the classification process.

Note that when the Playbook policy that relates to a security event is set to Simulation mode, then the event action is
documented in the Event Viewer, but is not performed. Such security events display (simulation) in the History section of
the CLASSIFICATION DETAILS pane, as shown below:
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Event Viewer

CLASSIFICATION DETAILS
R

£ Suspicious FemRniner
By Reversinglabs
Threat name: Unknown

Threat family: Unknown
Threat type:

- #F Suspicious, by FortinetCloudServices , on 20-Feb-2020, 05:00:31

o Simulation Device ensw-lap147 was moved from collector group win7 to
collector group High Security Collector Group once

o Simulatien Device ensw-lap147 was isolated once

Triggered Rules

= E‘ Ransomware Prevention
b @ Dynamic Code - Malicious Runtime Generated Code Detected

> @ Unmapped Executable - Executable File Without a Correspo...

A\,

‘9' Notification actions are not shown in the Event Viewer, but Investigation and Remediation
- actions are. For more details, see Playbook policy actions on page 105.
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When expanding triggered rules, you can see the techniques that were used in this security event, based on the MITRE
ATT&CK common techniques scheme. Clicking the technique opens the MITRE web page, providing additional details,
as shown below.

Triggered Rules

MITRE Techniques:
T1186 - Process Doppelganging
T1093 - Process Hollowing

Retrieve the executable file of the parent process from the targeted
device according to its Path by using the Forensic Tab. In addition,
retrieve a full executable file memory of the process for deeper

analysis.

MITRE AtT8CK

Techniques ™ Mitigations ¥ Groups Software

Resources ™ Blog & Contribute

ENTERPRISE ¥

TECHNIQUES

All

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion
Access Token Manipulation
Application Access Token
Binary Padding
BITS Jobs
Bypass User Account Control
Clear Command History
CMSTP
Code Signing

Compile After Delivery

Register to stream ATT&CKcon 2.0 October 29-30

Home > Techniques > Enterprise > Process Doppelganging

Process Doppelganging

Windows Transactional NTFS (TxF) was introduced in Vista as a method to perform safe file operations. 170 ensure data integrity, TxF
enables only one transacted handle to write to a file at a given time. Until the write handle transaction is terminated, all other handles are
isolated from the writer and may only read the committed version of the file that existed at the time the handle was opened. 2 To avoid
corruption, TxF performs an automatic rollback if the system or application fails during a write transaction. ¥l

Although deprecated, the TxF application programming interface (API) is still enabled as of Windows 10. 1]

Adversaries may leverage TxF to a perform a file-less variation of Process Injection called Process Doppelganging. Similar to Process
Hollowing, Process Doppelganging involves replacing the memory of a legitimate process, enabling the veiled execution of malicious code
that may evade defenses and detection. Process Doppelgénging’s use of TxF also avoids the use of highly-monitored API functions such as
NtUnmapViewOfSection, VirtualProtectEx, and SetThreadContext. 1

Process Doppelganging is implemented in 4 steps 1!

+ Transact - Create a TxF transaction using a legitimate executable then overwrite the file with malicious code. These changes will be
isolated and only visible within the context of the transaction

* Load - Create a shared section of memory and lead the malicious executable.

« Rollback - Undo changes to original executable, effectively removing malicious code from the file system.

* Animate - Create a process from the tainted section of memory and initiate execution.
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ID:T1186

Tactic: Defense Evasion

Platform: Windows

Permissions Required: Administrator, SYSTEM, User
Data Sources: APl monitoring, Process monitoring

Defense Bypassed: Process whitelisting, Anti-virus,
Whitelisting by file name or path, Signature-based detection

Version: 1.0
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Communication control

This chapter describes the FortiEDR communication control mechanism for monitoring and handling non-disguised
security events.

Application communication control - how does it work?

FortiEDR provides visibility into any communicating application in your organization, enabling you to control which
applications can communicate.

After FortiEDR installation, the system automatically maps all applications in your network that communicate externally.
After that, you then decide which of these applications to allow to communicate externally when used by a legitimate
user in your organization (allowlist). After the allowlist of communicating applications is defined, only applications in the
allowlist can communicate externally. If an attacker abuses an application in the allowlist, FortiEDR’s patented
technology (Exfiltration and Ransomware prevention policies) blocks the communication and displays a security eventin
the EVENTS tab.

FortiEDR Communication Control uses a set of policies that contain recommendations about whether an application
should be approved or denied of communication.

These policies can be configured as a next-generation firewall in order to automatically block communications of
potentially unwanted applications. For example, applications with a known bad reputation or that are distributed by
questionable vendors.

Moreover, FortiEDR Communication Control provides data and tools for efficient vulnerability assessment and control.
Virtual patching is made possible with Communication Control policies that can be configured to automatically block
connections from vulnerable applications.

FortiEDR’s Communication Control mechanism provides the following key advantages:

Mechanism Description

Realtime Proactive Risk Attack surface reduction using risk-based proactive policies that are based on
Mitigation application CVE and rating data.

Avoids Productivity Inhibitors Non-authorized applications can still execute. Only their outgoing communication

is prevented.

Manageability Reduces the scope of the problem, which means that Security/IT needs to handle
only applications that communicate externally.

Frictionless Application Control Reduces users’ requests from Security/IT to approve applications.
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Introducing communication control

The COMMUNICATION CONTROL tab identifies all the communicating applications detected in your organization. To
access this page, click the down arrow next to COMMUNICATION CONTROL and then select Applications.

OasHgoMRD evenTviewen (@) FORENSICS v

communicaTion conTRoL v (B)

SECURITY SETTINGS.

v

INVENTORY

v

AoumisTRATION @)

Protection ~ Barbara v

APPLICATIONS
Unresolved ~ Bad Mark As..v

APPLICATION

- @ Google Chrome
® 50.0.2661.102
® 51.0.2704.54
® 31.0.1650.59
® 50.0.2661.94

® 51.0.2704.63

3 @ Firefox

> ® Teamviewer

[ @ Forticlient Console
> ® iTunes

> ® safari

> ® Nodejs

3 @ Google Chrome

> @ vLC media player
> @ PostgresqQL

> ADVANCED DATA

i Delete

signed

signed
signed
Signed
signed
signed
signed
signed

signed

Unsign...

(B Modify Action Y[’ Advanced Filter

VENDOR

Google Inc.

Morzilla Corporation
TeamViewer GmbH
Fortinet Inc.

Apple Inc.

Apple Inc.

Node.js

Google

VideoLAN

PostgresQL Global Develop...
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[3 exportw!

REPUTATION
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Policies

Hast Firewall

VULNERABILITY

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

10105

FIRST SEEN
24-May-2016
24-May-2016
24-May-2016
24-May-2016
25-May-2016
26-May-2016
24-May-2016
24-May-2016
24-May-2016
24-May-2016
26-May-2016
20-May-2016
29-May-2016
29-May-2016

30-May-2016

LAST SEEN
24-May-20...
29-May-20...
26-May-20...
29-May-20...
27-May-20...
29-May-20...
05-Mar-20...
24-May-20...
12-5ep-2016
13-5ep-2016
28-Jun-2018
13-5ep-2016
15-0¢t-2020
11-5ep-2016

13-5ep-2016

» | »1| |search Appication

Q

APPLICATION DETAILS

Policies
Policy

[E pefault communication Contro... Fermner
Servers Policy FsRTINET

& Home Test

servers Policy2

B winzip all

XK

Isolation Policy Fmmner:

Action

Allow
=1 Deny
Allow
=1 Deny
Allow
=1 Deny

-1 Deny

According to policy

According to policy

According to policy

According to policy

According to policy

According to policy

According to policy
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The tab bar at the top of the window may display a white circle(s) with a number inside the
circle to indicate that new applications. The number represents the number of new
applications.

You can hover over the number to see the list of new products. Each row shows the number of

new products, by day.

22

TIME

11-Feb-2020
10-Feb-2020
06-Feb-2020
05-Feb-2020
04-Feb-2020
03-Feb-2020
02-Feb-2020
01-Feb-2020
31-Jan-2020
30-Jan-2020

29-Jan-2020

256 more products seen before 29-Jan-2020

The COMMUNICATION CONTROL tab contains two main pages:

» Applications on page 193
« Policies on page 209
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Applications

The APPLICATIONS page lists all communicating applications detected in your organization that have ever attempted to
communicate. By default, applications are sorted according to their first-seen indicator, placing new applications at the
top. To access this page, click the down arrow next to COMMUNICATION CONTROL and then select Applications.

OasegonD  evenTviewen ) FORENSICS v coMMUNICATIoNcowTroL v (@) SECURTYSEIINGS v INVENTORY v ADMMISTRATION @) @D Protccion > parbara

4 Applications
APPLICATIONS Policies 101105 [» | »1] | search Appiication vQ APPLICATION DETAILS
Unresolved ~ fad MarkAs.v i Delste (P> Modify Actien Y[ Advanced Fiter [ Export~|  Host Firewall
Policies
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN Policy Action
v @ Google Chrome signed Google Inc. Unknown ® Critical 24-May-2016 24-May-20... B pefault communication Contro... Fmmmner Allow  According to policy
® 50.0.2661.102 Unknown ® Critical 24-May-2016 29-May-20... Servers Policy FRmner -1 Deny
® 51.0.2704.54 Unknown ® Critical 24-May-2016 26-May-20... & Home Test Allow
® 31.0.1650.59 Unknown ® critical 24-May-2016 29-May-20... Servers Policy2 1 Deny
.0.2661. unk Critical 25-May-2016 27-May-20...
® 50.0.2661.94 nknown @ Critical ay- ay- EWmZ\pAH Allow
@ 51.0.2704.63 Unknown ® critical 26-May-2016 29-May-20...
KKK I Deny  According te palicy
> @ Firefox signed  Mozilla Corporation - | ® critical 24-May-2016 05-Mar-20...
Isolation Policy FsRTnET: =1 Deny According to policy
> @ Teamviewer signed TeamViewer GmbH Unknown ® Critical 24-May-2016 24-May-20...
3 @ Forticlient Console signed Fortinet Inc. Unknown ® Critical 24-May-2016 12-Sep-2016
3 ® iTunes signed  Apple Inc. Unknown ® critical 24-May-2016 13-Sep-2016
3 ® safari Signed  Apple Inc. B ® Critical 26-May-2016 28-Jun-2018
3 ® Nodejs signed  Node.js Unknown ® Critical 29-May-2016 13-Sep-2016
3 @ Google Chrome signed  Google I | ® Critical 29-May-2016 15-0ct-2020
3 @ VLC media player signed  VideoLAN Unknown ® Critical 20-May-2016 11-Sep-2016
3 @ PostgresqL Unsign...  PostgresQL Global Develop... Unknown ® Critical 30-May-2016 13-Sep-2016

> ADVANCED DATA

Information is organized hierarchically in a two-level tree. The first (top) level specifies the name of the application. The
second level specifies the application version. For example, the figure below shows five versions for the TeamViewer
application.

orsksorrs  eventvieweR @) FORENSICS v commuNicaTionconTroL v @) SECURTYSETINGS v INVENTORY v ADMINISTRATON @) Protection v Barbara

APPLICATIONS Showing 1-10/105 b [»1] [ Search Applcation - Q APPLICATION DETAILS
Unresolved v fad MarkAs.v i Delete (2 Modify Action  Y{ Advanced Fiter [ Exportw
Policies
APPLICATION VENDOR REPUTATION 'VULNERABILITY FIRST SEEN LAST SEEN Policy Action
> @ Google Chrome signed  Google Inc. unknown @ Critical 24-May-2016 24-May-20... [ pefault Communication Contro... Fearner Allow
3 ® Firefox signed  Mezilla Corporation B @ Critical 24-May-2016 05-Mar-20... Servers Policy FeRTInET -1 Deny g to policy
—_— ® Teamviewer signed TeamViewer GmbH Unknown @ Critical 24-May-2016 24-May-20... B Home Test Allow  According to policy
® 110595180 uUnknown ® critical 24-May-2016 134ul-2016 Servers Policy? 1 Deny
.0.47484. uUnknown Critical 24-May-2016 06-Aug-20...
® 100474540 ° v & B winzip all Allow
® 11.0.62308.0 Unknown o critical 134ul-2016 22-Jul-2016
[E] xxx -1 Deny  According o policy
® 11.063017.0 Unknown o critical 22-Jul-2016 14-Aug-20...
Isolation Policy FmmIneT: =l Deny  According o policy
® 11.0.64630.0 Unknown o critical 10-Aug-2016 20-Aug-20...
> ® FortiClient Console signed  Fortinet Inc. Unknown o critical 24-May-2016 12-5ep-2016

The following information displays for each application in the application list:

» Selection checkbox

» Resolving status icon

» Signed/Unsigned indication

o APPLICATION/VERSION: The name of the application/version.

« VENDOR: The application’s vendor and certificate details.

o REPUTATION: The reputation score of the application. For more details, Reputation score on page 194
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o VULNERABILITY: The highest CVE vulnerability score for the application. For more details, see Vulnerability on
page 195

o FIRST SEEN: The date and time when the application was first seen in the organization.
o LAST SEEN: The date and time of the last connection of this application.

The APPLICATION DETAILS area of the window on the right displays policy-related details for the entity (application or
version) selected in the application list. This area displays the policy action (Allow or Deny) for each communication
control policy.

oasisomn  mvenrvewss @) FomeNss v communcationcowTroL v @) SECURTYSETINGS v NVENTORY v ADMINISTRATION @) Protection v Barbara

APPLICATIONS Showing 1101105 [ » | »1| [scarch Appication vQ APPLICATION DETAILS
Unresolved v fad MarkAs.v i Delete  (CrModify Acion  Y{ Advanced Fiter [ Export
Policies
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN Policy Action
> ® Google Chrome signed  Google Inc. Unknown o critical 24-May-2016 24-May-20... = Default communication Contro... Femmner Allow
3 @ Firefox signed Mozilla Corporation B ® critical 24-May-2016 05-Mar-20... Servers Policy FeATNET. =1 Deny
e ® Teamviewer signed  TeamViewer GmbH Unknown ® critical 24-May-2016 24-May-20... [E Home Test Allow  According to policy
® 11.059518.0 Unknown @ critical 24-May-2016 13-Jul-2016 Servers policy2 =+1Deny  According o policy
.0.47484, unknown critical 24-May-2016 06-Aug-20...
® 10474840 ° 4 € B winzip All Allow  According o polic
® 11.0.62308.0 Unknown ® Critical 134ul-2016 224ul-2016
XK -1 Deny
® 11.063017.0 Unknown ® Critical 224ul-2016 14-Aug-20...
Isolation Policy FemmneT -1 Deny
® 11.0.64630.0 Unknown ® Critical 10-Aug-2016 20-Aug-20...
> @ Forticlient Console signed  Fortinet Inc. Unknown ® Critical 24-May-2016 12:5ep-2016

Application Details

DASHBOARD evenTviEWER (@D FORENSICS COMMUNICATION conTroL v () SECURITY SETTINGS INVENTORY V' ADMINISTRATION @) Protection v Barbara v

APPLICATIONS Showing 110/105 |» | b1 | [Search Appiication Q VERSION DETAILS
Unresolved ~ fad Mark As..~ T Delete (% Modify Action Y[ Advanced Fiter (3 Export
Policies
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN policy Action
> @ Google Chrome signed  GoogleInc. Unknown @ critical 24-May-2016 24-May-20... = pefault Communication Contro.. Fmmner Allow
o ® Frirefox signed  Mozilla Corporation I | ® Ccritical 24-May-2016 05-Mar-20... Servers Policy FeRTINET. =1 Deny
< @ TeamViewer signed TeamViewer GmbH Unknown ® critical 24-May-2016 24-May-20... B Home Test Allow
——> @ 110595180 Unknown ® critical 24-May-2016 134ul-2016 Servers Polcy? +1 Deny
10.0.47484.0 Unknown ® Critical 24-May-2016 06-Aug-20...
o ¥ i = winzip Al Allow
©® 110623080 Unknown ® critical 13-ul-2016. 224ul-2016
poes =1 Deny  According to policy
® 11.063017.0 Unknown ® Critical 22-Jul-2016 14-Aug-20...
Isolation Policy FeATINET. -1 Deny  According to palicy
® 11.064630.0 Unknown ® critical 10-Aug-2016 20-Aug-20...
D @ Forticlient Console signed Fortinet Inc. Unknown ® Critical 24-May-2016 12-5ep-2016
> ® iTunes signed  Applenc. unknown ® critical 24-May-2016 13-5ep-2016 Vulnerabilities
> ® safari signed  Applelnc. B ® critical 26-May-2016 28-Jun-2018 Toral 5 CVEs
3 ® Nodejs signed  Nodejs Unknown ® critical 29-May-2016 13-Sep-2016 CVE201816550 - @ Critical (CVSS 3.0: 9.8, CVSS 2.0:5)
3 @ Google Chrome signed Google N - | ® critical 29-May-2016 15-0ct-2020 CVE-2020-13699 - High  (CVSS 3.0: 8.8, CVSS 2.0: 6.8)
> @ VLC media player signed  VideoLAN Unknown ® critical 29-May-2016 11-5€p-2016 CVE2019-18988 - @ High  (CVS53.0:7,CVS520:4.4)
CVE2018-14333 - ® High  (CVSS3.0:8.1, (VS5 2.0:4.3)
D @ PostgresqL Unsign... PostgresQL Global Develop... Unknown ® Critical 30-May-2016 13-Sep-2016
CVE2019-18196 - © Medium (€VSS 3.0: 6.7, CVSS 2.0: 6.9)

Version Details

The Advanced Data area at the bottom of the window presents statistics about the selected application/version in the
application list. For more details, see Advanced Data on page 203.

Reputation score

Each application in the APPLICATIONS page shows a REPUTATION indicator. Reputation scores are determined by a
third-party service, and are based on the hash (signature) of the file.
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AFPLICATION
@ Thunderbird
@ WhatsApp
® Firefox

@ filebeat.exe

Signed
Signed

Signed

Unsign...

VENDOR

Mozilla Corporation
WhatsApp

Mozilla Corporation

Unknown Vendor

Reputation scores use the following range to indicate the reputation for an application:

Reputation Score

Reputation Description

REPUTATION

I
b oo

1

2
3
4
5

Known as bad

Assumed as bad

Unclear, indication a contradiction or inability to determine the reputation

Assumed as good

Known as good

The REPUTATION indicator displays Unknown if the reputation score is unknown.

Vulnerability

This option is only available to users who have purchased the Discover and Protect license or the Discover, Protect and

Response license.

Each application in the application list also shows a vulnerability score.

FortiEDR categorizes applications/versions based on the Common Vulnerability Scoring System (CVSS) CVE scheme,

which is commonly used worldwide. FortiEDR’s vulnerability scoring system provides a useful tool for vulnerability
assessment, and enables you to review the weaknesses detected in your environment that could be exploited by
attackers before they actually occur. Vulnerability assessment can be used together with virtual patching to block
applications with known critical vulnerabilities, so that they cannot connect, until the system is patched for the CVEs

listed.
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DASHEORD v @ roescs v communcamoncowrror v @) SECURTYSEITINGS v INVENTORY v ADMINISTRATION (@) Protection v Barbara v

APPLICATIONS Showing 1107105 |» | »1| [ Search Appiication ~Q VERSION DETAILS
Unresolved ~ ~ fad MarkAs.~ g Delete  (E¥Modify Action Y[ Advanced Fiter  [% Exports
policies
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN policy Action
> ® Google Chrome signed  GoogleInc. unknown @ critical 24-May-2016 24-May-20... [ pefaultjcommunication Contro.. Femmner Allow  According to policy
> ® Firefox signed  Mozilla Corporation I : | ® critical 24-May-2016 05-Mar-20... Servers|Policy FeRTINET = Deny  According to policy
< @ TeamViewer signed TeamViewer GmbH Unknown @ Critical 24-May-2016 24-May-20... B Home Test Allow  According to policy
——3> @ 110595180 Unknown ® critical 24-May-2016 134ul-2016 serverslpolicy2 1 Deny
.0.47484. unki critical 24-May-2016 06-AUg-20...
@ 10.0.47484.0 nknown ® Critica ay- wug- E winzip i Allow
® 11.0.623080 Unknown ® Critical 134ul-2016 22Jul-2016
KX -1 Deny
® 11.063017.0 unknown ® critical 22-Jul-2016 14-Aug-20..
Isolatioh Policy FezATINET. =1 Deny
® 11.0646300 Unknown ® Critical 10-Aug-2016 20-Aug-20...
3 @ Forticlient Console signed  Fortinet Inc. Unknown ® critical 24-May-2016 12-5ep-2016
> ® iTunes signed  Apple Inc. Unknown @ critical 24-May-2016 13-5ep-2016 Vulnerabilities
> ® safari signed  Appleinc. B ® critical 26-May-2016 28-un-2018 Torel o CVEs
3 @ Nodejs Signed Node.js Unknown ® Critical 29-May-2016 13-Sep-2016 CVE-2018-16550 - @ Critical (CVSS 3.0: 9.8, CVSS 2.0:5)
> ® Google Chrome signed  Google . | ® Critical 29-May-2016 15-0¢t-2020 CVE2020-13699 - ® High  (CVSS3.0:8.8 CVSS20:6.8)
> @ VLC media player Signed  VideoLAN Unknown @ critical 29-May-2016 11-5ep-2016 CVE2019-18988 - @ High  (CVS53.0:7, (VS5 20:4.4)
CVE2016-14333 - ® High  (CVSS3.0:8.1, CVSS 20:4.3)
3 ® PostgresaL Unsign... PostgresQL Global Develop... Unknown ® Critical 30-May-2016 13-5ep-2016
CVE2019-18196 - O Medium (CVSS 3.0: 6.7, CVSS 2.0: 6.9)

FortiEDR categories vulnerabilities into the following categories based on National Vulnerability Database (NVD)
severity ratings:

¢ Unknown
e Low
¢ Medium

« High
e Critical

The Vulnerabilities area at the bottom right of the window lists the CVE-identified vulnerabilities for the selected
application/version. Each CVE row includes the CVE identifier, the FortiEDR-assigned vulnerability Category and the
CVSS vulnerability scores.

Vulnerabilities

Total 4 CVEs

CVE-2015-3568 ® C(Critical (CV553.0: 9.8, CVS5 2.0:7.5)

CVE-2018-6350 ® Critical (CV553.0: 9.8, CVS5 2.0:7.5)

CVE-2018-6344 High (CV55 3.0: 7.5, CV55 2.00 5)

CVE-2019-3571 - Medium (CV55 3.0: 5.3, CV55 2.0: 5)

\‘é', CVSS scoring utilizes two systems: CVSS 3.0, the most recent, and CVSS 2.0, its

predecessor. FortiEDR vulnerability information presents both CVSS 3.0 and CVSS 2.0
scores.s
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You can click a CVE identifier link to view more details about that vulnerability in your browser, including the type of
vulnerability, the application(s) it affects, the version(s) it affects and so on.

g:- — NVD
\
comnan .

arch CVE List Download CVE Data Feeds Request C

Commedt
Valnarasiitas and Eises.

TOTAL CVE Entries: 122388

Printer-Friendly View

CVE-2019-9820 =2 at National Vulnerability Database (NVD)

rn more
+ CVSS Severity Rating « Fix Information » Vulnerable Software Versions « SCAP Mappings » CPE Information

@ event handler when it is freed while still in use. This results in a patentially exploitable crash. This vuinerability affects Thunderbird < 60.7, Firefox < &7, and Firefox ESR < €0.7.

necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly disclosed, or

After a vulnerability is detected in your system, you can decide the type of the action needed to address it. Typically, it is
recommended to upgrade to a newer version of the application, meaning one that does not have the identified
vulnerability. Alternatively, virtual patching can be applied with vulnerability-based policy that is configured to block
communication of any application with known critical vulnerability. For more details, see Policies on page 209. The
information presented in the Advanced Data area of the window also provides useful information to help protect against
vulnerabilities. For more details, Advanced Data on page 203.

Resolved vs. unresolved applications

By default, all new applications have an Unresolved status. Unresolved means that either FortiEDR or the user have not
examined the application to ensure that it is safe. Applications with the Unresolved status are indicated by the ® iconin
the application list.

FortiEDR automatically resolves an application as safe by checking the application’s characteristics. For example,
checking the application’s reputation and vulnerabilities to ensure that it does not have a bad reputation or critical
vulnerabilities. Applications that meet these criteria are automatically changed to the Resolved status by FortiEDR.
Applications with the Resolved status are indicated by the © icon in the application list. You can also change applications
to the Resolved status manually.

Sorting the Application List

The application list can be sorted alphabetically by product, vendor, reputation score, vulnerability or arrival time (first
seen or last seen). By default, the list is sorted by arrival time, with the most recent communication at the top.

Marking an Entry as Read/Unread

The following describes how to specify that you have viewed an entity in the application list. You can mark applications or
versions as read/unread.

FortiEDR 5.2.1 Administration Guide 197
Fortinet Inc.



Communication control

The first time that an application/version is detected in the application list, it is shown in bold. Bold indicates that the item
is unread (see below).

APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN
13 @ Thunderbird Signed Mozilla Corporation — j @ Critical 18-Dec-2019 24-Dec-2019
[ @ whatsApp Signed WhatsApp — j @ Critical 18-Dec-2019 18-Dec-2019
[ ® Firefox Signed Mozilla Corporation — j @ Critical 18-Dec-2019 25-Dec-2019
o] @ filebeat.exe Unsign... Unknown Vendor — . Unknown 19-Dec-2019 09-Feb-2020
[ @ Google chrome Signed Google — j ® Critical 19-Dec-2019 19-Dec-2019

To mark an entity as read:

Select the entity’s (application or version) checkbox and then click the down arrow on the ﬁ Mark A=.. ¥ putton
and select Mark as read. The text no longer displays in bold.

Q hark As.. ¥
Mark as read

Mark as unread

Note — If you mark an application version as read, all lower levels in the version hierarchy for that application are also
marked as read.

Modifying a Policy Action

The following describes how to apply a different action to an application/version other than that specified in the current
policy for that application/version. In this case, the application/version is excluded from the current action defined in the
policy (Allow or Deny).

When modifying a policy action in this manner, the Application/Version Details area displays Manually to indicate that
the action was modified manually, and is excluded from the action defined in the policy.
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DASHBOARD EVENT VIEWER 5 COMMUNICATION cONTROL v @) SECURITY SETTINGS v INVENTORY

@ | Protection v admin v

APPLICATIONS Showing 1-1/1 Viindows Explorer % VERSION DETAILS

All v fad Mark As... ¥ Delste (& Modify Action [ Advanced Fiter [ Export ¥
Policies

APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN Policy Action
< = (& windows Explorer signed Microsoft Corporation S - | unknown 24-Mar-2020 24-Mar-20... [E Default Communication Contro... FRMNET =1 Deny  Manually
% 2 10.0.18362.628 (WinBuild.... S | Unknown 24-Mar-2020 24-Mar-20... Servers Policy FzATINET Allow  According to policy

B3 Allow  According to poliey
2345 Allow  According to policy
B pefault Communication Control Palicy clo.. Allow  According to policy
Servers Policy clone Allow  According to policy
Isolation Policy Allow  Msnusli e

Vulnerabil

There are no vulnerabilities for this version

D ADVANCED DATA
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To modify a policy action:

1. Select the application/version checkbox and then click the G+ usdtyacion button. The Modify Action window displays.

MODIFY ACTION

2 applications were selected

E Default Communication Control P... ezzRrminer Deny v
Isolation Policy zzaminer According to policy (Deny) v
Servers Policy rezAminer According to policy (Deny) w

Type comment

(® will be applied to all current and future versions of the selected applications
Exclude All Current Versions

Save and Resolve ¥ ( Save )( Cancel )

2. Inthe dropdown list on the right of the policy row whose action you want to change, click the down arrow and then
select the action to apply to the selected entity. You can change the action for one or more policies.

3. [Optional] In the Comment field, enter a free-text comment describing the action change. By default, the date and
time when the policy action was changed automatically displays.

OK for server

admin, at 10-Sep-2019, 03:42:53]

4. [Optional] Check the Exclude All Current Versions checkbox if you want to exclude existing application versions
from the decision. In this case, the new communication control decision only applies to a future version of the
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product. The application of the policy action change applies for current versions of the application. When this
checkbox is not selected, the change is applied to all versions of the application.

5. Click the arrow next to the button to save the new communication control

Save and Resolve v
- Save and Resolve

Save and Unresolve

decision for the selected application(s).

When any FortiEDR Central Manager user marks an application/version as Resolved, all users see it as having been
resolved. You can also mark an application/version as resolved using the © icon in its row in the application list.

Searching the Application List

v
You can use thel Q field to perform an advanced search. Click the down arrow to open
the Search Applications window, in which you specify your search criteria.

SEARCH APPLICATIONS

Application First Connection  From To
Last Connection  From To
Version
Status Unresolved Resolved
vendor Action v by in Policy
Policy ~ with Rule
Certificate Signed Unsigned Collector Group v
Reputation [ ] 2 3 Collector
a ] Unknown
Vulnerability ® Critical High Medium Destination
o Low Unknown Process fame orhash

CVE identifier

[: Cancel :II

You can filter the application list by the following criteria:

Filter Criteria

Application Filters by application name
Version Filters by version. This is a free-text field.
Vendor Filters by vendor name.
Certificate Filters by signed or unsigned certificate.
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Filter Criteria

Reputation Filters by reputation score. Check the checkbox(es) for the reputation score(s) of
interest.

Vulnerability Filters by vulnerability score.

CVE Identifier Filters by exact match of the vulnerability identifier, using the following format —

CVE-YYYY-nnnn.

First Connection / Last Filters by the specified date range when the first/last connection of the application
Connection was detected in the system.

Status Filters by status (Resolved, Unresolved,).

Action Filters by action.

In Policy Filters by policy. If you specify a specific action in the Action field, then you can

only select from policies with that specific action.

Policy Filters by a specific policy.
With Rule Filters by a specific policy predefined rule.
Collector Group Filters by the Collector Group used to communicate. This means that a device(s)

in the specified Collector Group was used to communicate.

Collector Filters by the Collector (device) used to communicate.
Destination Filters by the Collector destination (IP address).
Process (Name/Hash) Filters by the process name or hash value.

Other options in the Application pane

Option Function

2 hd Click the down arrow in the All * button and then select an option
in the dropdown list to filter the application list accordingly. You can filter the list
by:

All Lists all applications for the organization.

Unresolved Lists applications that have not been resolved by either the user or FortiEDR.

Applications with this status are indicated by the ® icon in the application list. This
is the default filter.

Resolved Lists applications that have been resolved by either the user or FortiEDR.
Applications with this status are indicated by the @ icon in the application list.

Unknown Vendors Lists applications whose for which the vendor is not known in the system.
Low Reputation Lists applications with a low reputation score.
Critical CVE Lists applications with a Critical CVE score.
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Option Function

Unread Lists applications that have not yet been viewed in the application list.

; Mark As... ¥ Click the down arrow on the Q Mark Az w  button and then select Mark as

read or Mark as unread. For more details, you may refer to the Marking an Entry
as Read/Unread on page 197.

i— Delete Click to delete the entity selected in the application list. Note that if the deleted
entity attempts external communication again, it will be added back to the
application list. In this case, any action defined in the policy for this entity must be
redefined.

(© Modity acion Click the button to change the current policy action to be applied for the selected
entity, as described in Modifying a Policy Action on page 198

I Advanced fiter Click the advanced filter to review applications by suspicious characteristics, such
as existing vulnerabilities or reputation score. This filter can be used to set up
policy rules. See Policy rules on page 213.

Select Fiter. ~ | | Select Criteria. ~ | Setuprule

G Export Click the down arrow in the Export button (G Export and select the format

for exporting data. You can select Excel or JSON.

I Use the Search Application field to perform an advanced search, as described in
Searching the Application List on page 201.

Advanced Data

The Advanced Data area presents statistics about the selected entity in the application list. The information that displays
varies, depending on the entity selected (application or version).

Application Advanced Data

When an application is selected in the application list, the ADVANCED DATA area displays the following information for
it:

¥ ADVANCED DATA

APPLICATION USAGE DESTINATIONS

Total System: 998 connections / gay P CONNECTION TIME COUNTRY

emulation ] A 235018727 29Jan-2020, 03:18:24 = Netherlands

06-Fetr2020, 0253:20 137.117.228.253 06-Feb-2020, 02:53:20 = Netherlands

o762,
(9786: 40.85.83.182 06-Feb-2020, 02:35:11 Ll Ireland

(9B0CS..
And 2 more... More More.,

» Application information on page 204
o Application Usage on page 205
o Destinations on page 206
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Application information

The APPLICATION INFO area displays summary information about the selected application.

Y~ ADVANCED DATA

APPLICATION INFO

Application Description: Windows Defender SmartScreen

First Connection Time: 17-Dec-2019, 15:42:1

Last Connection Time: 06-Feb-2020, 02:53:20

Process Mames: f \Device\HarddiskVolume2\Windows\System 32\smartscreen.exe (97864,

f ‘\Device\Harddizk\olume3WWindows\Systemn32\smartscreen.exe (SB0CE...

And 2 mare...

In the Process Names field, a separate row appears for each application that shares the same vendor, product and
version properties. The Process Names field displays the full file path for each such application.

Y~ ADVANCED DATA

APPLICATION INFO APPLICATION
Application Description: Windows Defender SmartScreen Total System:
First Connection Time: 17-Dec-2019, 15:42:01

emulation
Last Connection Time: 0&-Feb-2020, 02:53:20

Process MNan \Device\HarddiskVolume3\Windows\System32\smartscreen.exe (9B0C636DF33BDE2 1F98627991 1EOFBO3C96EE3ST)

i \Device\HarddiskVolume3\Windows\System32\smartscreen.exe (3B0CE...

And 2 more... More...

You can click the three dots next to the Process names field to navigate to the Threat Hunting window for that process
name or hash, or to explore the hash in VirusTotal, as shown below:

FortiEDR 5.2.1 Administration Guide 204
Fortinet Inc.



Communication control

Y~ ADVANCED DATA

APPLICATION INFO

Application Description: MAA

First Connection Time: 02-lan-2000 404057
VirusTotal

Last Connection Time: 23-

Threat Hunting by Hash
Process Names: i &0y eatlLogs\Filebeat\filebeat.exe (C6111...

Threat Hunting by File Name

Application Usage

The APPLICATION USAGE area displays details about usage of the selected application.
APPLICATION USAGE

Organization Total =——J» Total System: i i i ; 0 connections / day

T

g . connections / day

; connections / day

Collector Groups

Administration

; connections / day

1]
QJ
w)
s e Dmi)e ; o)

More...

This area shows the number of connections (communication sessions) per day. The top line shows the total number of
devices within the organization on which the selected application is installed.

Each row below the underline represents a different Collector Group, and shows the number of devices in the
organization in that Collector Group.

. »
Each person 1 icon represents 10% of the total devices in the organization/Collector Group. Black 1 icons represent

devices that communicate externally using the selected application, and gray " icons represent devices that did not
communicate externally using the application.

You can hover over the people icons to see the percentage of devices that communicate externally per day using the
selected application. For example, the figure below shows that only 3% of the devices in the organization have the
selected application installed.
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APPLICATION USAGE

Total System: - 16.2 connecticns / day
3%
emulation a MR
More

Click the More link to open the following window, in which you can view additional details about the selected application.

Microsoft Corporation - App Uri Handlers Registration Verifier

Total System
Seen on & device(s) out of 246 (2%) device(s)

Average use frequency - 16.3 connections / day

emulation
Seen on & device out of 200 (3%) devices

Average use frequency - N/A

Export to Excel JENaEI

Click the Export to Excel button in this window to export application usage information to Excel.

Destinations

The Destinations area shows the destinations to which the selected application communicated (Allowed) or attempted to
communicate (Denied).

DESTINATIONS

IP COMNECTION TIME COUNTRY

65.55.252.150 16-Mar-2016, 07:23:42 == United States
23.34.23527 16-Mar-2016, 01:08:13 = United States
157.56.194.72 15-Mar-2016, 21:19:07 == United States

Each row shows the IP address, connection time and country of the destination.
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By default, this area displays the five most-recent destinations. Click the More link to open the following window, which

displays the last 50 destinations.

ACCESSED IP ADDRESSES

WinZip (Signed)
WinZip

Total number of IP5- &

IP

216.58.212.8
216.58.208.104
182.50.136.2359
157.55.160.240
54.210.8.37
216.58.212.40

Version Details

CONNECTION TIME =

12-5ep-2016, 05:12:35
12-5ep-2016, 05:12:34
11-5ep-2016, 05:48:36
11-5ep-2016, 05:48:30
11-5ep-2016, 05:48:30
11-5ep-2016, 05:48:30

COUNTRY

& United States
& United States
SSingapore

& United States
& United States

& United States

e ™
Export to Excel \_Close )

The Version Details area displays the action defined for the application in each policy, plus its vulnerability details and

affected destinations.
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VERSION DETAILS

Policies

Policy

E Default Communication Contro...

Servers Policy FE&:ATINET

E Home Test

Servers Policy2

B winzip Al

Vulnerabilities

Total 1484 CVEs

CVE-2020-6831

CVE-2020-6826 -
CVE-2020-6825 -
CVE-2020-6823 -

DESTINATIONS

Mo destinations
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® Critical
® C(ritical
® (ritical
® C(ritical

Action

Fo:ATINET Allow
=| Deny
Allow

=| Deny

Allow

(CV55 3.0: 9.8, CV55 2.0:7.5)
(CV55 3.0: 9.8, CV55 2.0:7.5)
(CV55 3.0: 9.8, CV55 2.0:7.5)
(CV55 3.0: 9.8, CV55 2.0:7.5)

According to policy

According to policy

According to policy

According to policy

According to policy
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Policies

The POLICY SETTINGS page displays the Communication Control policies that can be applied to an application or
version in the application list. Communication Control has its own policies. Each policy row can be expanded to show the
rules for that policy. To access this page, click the down arrow next to COMMUNICATION CONTROL and then select
the Policies.

DASHBOARD evenT viewer @D COMMUNICATION cONTROL v () SECURITY SETTINGS INVENTORY ADMINISTRATION € ®  Protection v Barbara v

Applications

Policies Showing 1-7/7 Search Application Policy ¥ Q ASSIGNED COLLECTOR GROUPS
Al v~ mc W Delete (I et Mode ~ Assign Collector Grou Host Firewall B3 Unassign Group
POLICY NAME RULE AFFECTED APPS ACTION STATE
< | Eoefaut communication Control Polcy s, (®) B High Security Collector Group (0 collectors included)
A (0 collectors included)
Reputation is less than or equal to 1 «#  0applications =1 Deny @ Enabled
a (0 collectors included)
e AVictim (0 collectors included)
Vendor is within 7 vendors #  11applications =1 Deny Accounting (0 collectors included)
Default rule (if none of the rules apply) 1121 applications Allow Default VDI Group (0 collectors included)
> [E] servers Policy reanner (D) Total 639 denied apps (b7 emu (5 collectors included)
> Isolation Policy FeATINET Total 1130 denied apps (b user emulation (4 collectors included)
ensilo employees (2 collectors included)
> B Home Test @ Total 36 denied apps (6 «
enSilo Servers (0 collectors included)
> [E] servers Policy2 a» Total 1125 denied apps oy vser:
Home users (0 collectors included)
winZip All i y user:
> B winzip @ Total 0 denied apps oy maya test (0 collectors included)
> Eex @ Total 1133 denied apps (o vser: 0Allw, 0 Der my citrix pool (VDI (0 collectors Included)

New Group (0 collectors included)
05X Users (0 collectors included)

PT (0 collectors included)

TEST-GRP (0 collectors included)
TEST-GRP 123 (0 collectors included)
Tzaf (0 collectors included)

Udi Collectors (1 collector included)

zee (0 collectors included)

Communication Control policies define the actions to be taken for a given application or application version. Each policy
applies to a different Collector Group(s), and all the devices that belong to that Collector Group(s). A Collector Group can
only be assigned to one policy.

The following information is defined for each communication policy:

Information Field Description

Policy Name The policy name appears in the leftmost column. The policy name is defined when
the policy is created.

Rule The rule as it applies to the policy. The default action for the policy is displayed
under the default rule of the policy. For more details, see the Policy rules on page
213.

Affected Apps The number of applications affected by the policy.

Action Specifies the action that is enforced when this rule is violated (Allow or Deny).

State (Enabled/Disabled) This option enables you to disable/enable this rule.

The Assigned Collector Groups area on the right lists the Collector Group(s) assigned to the policy.
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ASSIGNED COLLECTOR GROUPS

ﬂ Unassign Group

High Security Collector Group (0 collectors included)
Default Collector Group (0 collectors included)
emulation (200 collectors included)

group1 (0 collectors included)

group2 (0 collectors included)

Insiders (2 collectors included)

Linux (3 collectors included)

lior1 (9 collectors included)

lior8888 (0 collectors included)

os¥ (5 collectors included)

oti (0 collectors included)

Roy (1 collector included)

test (1 collector included)

Win10 (12 collectors included)

Win7 (2 collectors included)

WinXP (5 collectors included)
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Predefined policies

FortiEDR is provided out-of-the-box with several predefined policies, ready for you to get started. These policies are
marked with the F&-ZATIMNET logo.

» The Default Communication Control policy is one such policy, and is always listed first in the list of policies. The
Default Communication Control policy is a blocklisting policy that is automatically applied to any Collector Group
that is not assigned to any of the other Communication Control policies.

« The Servers predefined policy is an allowlist policy that assigns a Deny action to all applications by default, except
for a list of known, recognized and legitimate applications, which are allowed. This policy gives your organization a
jump-start, as some of the leg work to identify legitimate applications in your organization has already been done for
you.

» The Isolation predefined policy isolates (blocks) communication to/from a device. This policy cannot be deleted and
only applies in Prevention mode. When this policy is in force and communication for a given device has been
blocked, you can manually permit communication to/from the device for a specific application using the procedure
below.

To permit communication to/from the device for a specific application:

1. Selectthe APPLICATIONS page.
2. Select the application/version to which you want to permit communication.
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3. Click the Modify Action button. The following displays:

MODIFY ACTION

Firefox

All Versions

E Default Communication Control P... rmrminer According to policy (Allow) v
Isolation Policy FezRminer Allow v
Servers Policy Fe:Aminer According to policy (Deny) v

Type comment

@ Will be applied to all current and future versions of the selected applications
Exclude All Current Versions

Save and Resolve ( Save )( Cancel )

4. Inthe Isolation Policy row, select Allow in the dropdown menu.

Policy mode

The slider m for a policy indicates the current mode for the policy. A green slider indicates Prevention mode and a

gray slider @ indicates Simulation mode. You can change the mode using the Set mode ( (B Setmode~ )
button at the top of the Policies pane. For more details about these modes, you may refer to Protection or Simulation
mode on page 66.
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Policy rules

For each communication policy, FortiEDR provides four rules out of the box. These rules can be modified to specify the
connections to be blocked/unblocked according to several parameters. FortiEDR provides the following communication

policy rules:

POLICIES SETTINGS

All v Clone Delete set Mode ¥
POLICY NAME
< [B Default Communication Control Policy  Feanner (CHID

FEIATINET c.

FEIATINET

> [E] servers policy

[ Isolation Policy

RULE

Vendor is within 0 vendors

Default rule (if none of the rules apply)

ctor Group

Showing 1-3/3 Search Application Palicy ¥ Q

AFFECTED APPS ACTION STATE
Total 0 denied apps (by user: 0 Allow, 0 Deny)

0 applications =1 Deny

310 applications Allow

Total 209 denied apps (by user: 1 Alliow. 0 Deny;

Total 309 denied apps (by user: 1 Allow, 0 Deny

Policy Rule Description

Default rule

Reputation is less than or equal
toX

Vendor is within X vendors

This rule applies when none of the other three rules apply.

This rule enables FortiEDR to block/unblock by reputation score.

This rule enables FortiEDR to block/unblock by vendor. For this rule, you specify

the vendor(s) to include and to exclude.

Vulnerability is greater than or
equal to X

In the rules, X represents a user-defined value.

This rule enables FortiEDR to block/unblock by vulnerability. In the rules, X
represents a user-defined value.

For example, the figure below shows that the Servers Policy has the following rules defined for it:

POLICIES SETTINGS

Al v W Clone T Delete (W SetMode ¥

POLICY NAME
FIATINET G
rzrriner (D)

[ E Default Communication Control Policy

- [E] servers policy

> Isolation Policy

FIRTINET

Assign Collector Group

RULE

Vendor is within 12 vendors

Default rule (if none of the rules apply)

Showing 1-3/3 |Search Application Policy ¥ Q

AFFECTED APPS ACTION STATE
Total 0 denied apps (by user: 0 Aliow, 0 Denyl

Total 209 denied apps (by user: 1 Allow, 0 Deny.

101 applications Allow

209 applications =1 Deny

Total 309 denied apps (by user: 1 Aliow, 0 Deny,

» Vendor is within 12 vendors. This rule is enabled for the policy. The action for this rule is Allow.

» Default rule (if none of the rules apply). This rule is always enabled.

You can enable or disable a rule for a policy by clicking the Enabled/Disabled button in the State column of the applicable
rule. This button toggles between Enabled/Disabled.
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STATE

@ Enabled

® Enabled

Editing a policy rule
The four rules for a policy can be modified, as needed.

To edit a rule:

1. Click the Edit (+ ) button for the rule of the policy that you want to modify. This switches the view to the
APPLICATIONS page, enabling you to review the applications affected by this rule before saving it. The following

displays:
x
select Filter... & | | select Criteria. Setup rule.
2. Inthe Select Filter dropdown list, select the parameter whose value you want to set in the rule. This dropdown list
lists the parameters available to configure for the rule.
x

Vulnerability severity is greater tha... v | | Select Criteria... ~ | Setuprule.
Vulnerability severity is less than or equal to

Vulnerability severity is greater than or equal to VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN

Reputation is less than or equal to . .
- od BitTorrent Inc. Unknown High 24-May-2016 13-Sep-2016
Reputation is greater than or equal to

7 Unknown High 24-May-2016 08-Sep-2016
Vendor is within

3. Inthe rightmost Select Criteria dropdown list, select the value for the parameter. This dropdown list lists the values
available to configure for the parameter specified in step 2.

x
Vulnerability severity is greater tha... v | | Select Criteria... ~ | Setup rule.
Low
APPLICATION Medium R REPUTATION VULNERABILITY FIRST SEEN LAST SEEN
High .
= pTorrent lent Inc. Unknown High 24-May-2016 13-5ep-2016
Critical
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When modifying the Vendor is within X vendors rule, you specify the vendor(s) to include
and those to exclude for the rule.

EXCLUDE VENDORS
All v | | Search Vendor Q Showing 1-15/61 | » | &l
VENDOR NAME (0) SIGNED (0) UNSIGNED (0)

Acronis International
Adobe Systems Inc.
‘q‘ Advanced Micro Devices Inc.
- AQ Kaspersky Lab

Apache Software Foundation

Apple Inc.
Atlassian
AVAST Software

AVG Technologies

( Cancel )
4. Click the Setup rule link.
x
Vulnerability severity is greater tha... v | | High v Setup rule...
5. Inthe Underdropdown list, select the policy to which this rule applies.
i i x
If | vulnerability severity is greater tha.. » | | High v Under | select Policy... v Then I: Cancel :w
6. Inthe Then field, specify whether to Allow or Deny the application based on this rule.
i § x
If | Vulnerability severity is greater tha...~ | | High ~ Under Home Test v Then =+l Deny \: Cancel :‘
The application list now shows the number of application(s) affected by the rule change.
) . x
If | Vulnerability severity is greater tha...~ | | High ~ Under Home Test v Then =+l Deny \: Cancel :‘
7. Click the Save and Enable button to save and enable the changes to the rule. A confirmation window displays,
confirming the rule change.
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RULE SAVED

Rule has been saved and enabled.

8. Click OK.

Assigning a policy to a Collector Group

1. Check the policy that you want to change in the policy list and then click theAssign Collector Group button. The

following displays:

COLLECTOR GROUP ASSIGNMENT
Search Q

GROUP NAME «

# OF COLLECTORS

High Security Collector Group
1@#$%"
1234 qwer

Default Collector Group

Group name that is so long that will have 3 ..

hvghv
keren
kjkbhj

knikin

1 Collector group selected
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m ( cancel )

2. Check the checkbox of the Collector Group you want to assign to the policy.

Available
Available
Available
Available
Available

Available

Available

Awvailahle
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3. Click Assign. A window displays, prompting you to confirm the reassignment.

CONFIRM

Group [A Victim] is already assigned to [Communication Control] policy - [Default Communication
Control Policy]. A Collector Group cannot be assigned to more than one [Communication Control]
policy and therefore will be removed from the previous one. Do you want to continue?

4. Click OK. The following displays:

ASSIGNMENT CONFIRMATION

Collector group

keren

was successfully assigned to application policy
Servers Policy

5. Click OK.

Creating a new Communication Control policy

A new Communication Control policy can be created by cloning an existing policy, as described below. New policies are
only needed if you are going to assign different policies to different Collector Groups. Otherwise, you can simply modify

one of the default policies that come out-of-the-box and apply it to all FortiEDR Collector Groups by default.
Modifications made on one policy do not affect any other policies.

1. Inthe policy list, check the policy that you want to clone. There are two types of Communication Control policies:

blocklisting policies ( =] ), such as the Default communication control policy, which allows any connection by

default, and allowlisting policies ( ), such as the Servers policy, which denies any connection by default.
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2. Click the Clone button. The following window displays:

POLICY CLONING
ORIGINAL POLICY NAME CLOMED POLICY NAME
Default Communication Control Policy Default Communication Control Policy clong]

1 Application policy will be cloned

(OW\-3 ( Cancel )

3. Inthe Cloned Policy Name field, specify a name for the cloned policy.
4. Click Clone.

Other options in the Policies pane

Option Description

- = Click the down arrow in the & ~ button and then select an option in the
dropdown list to filter the policy list accordingly.

Click this button to clone a policy.

_!I Clone
i‘ Delete Click this button to delete a policy. Before deletion, a confirmation message
displays, prompting you to confirm the deletion of the policy.
(P Setmode~ Click the down arrow inthe (") Set mode = button and then select the mode
for the policy, as described in Policy mode on page 212
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Forensics

This chapter describes the FortiEDR Forensics Analysis add-on option for deep analysis of security events.

Introduction

The Forensic Analysis add-on enables a security team (or anyone else) to delve deeply into the actual internals of the
communicating devices’ operating system that led up to the security event.

The Forensic Analysis add-on provides an abundance of deep analysis and drill-down options that reveal the process
flows, memory stacks and a variety of operating system parameters in a graphic view, such as:
« Infected device and application details.
« Evidence path, which includes the process that the threat actor violated and which type of violation was executed.
« Side-by-side security event comparisons.

The first stage of working with Forensics is to select one or more security event aggregations or security events to
analyze. To do so, use one of the methods below:

=
- - - - eobuton @ Forensics

In the Event Viewer, select a security event aggregation and then click the Forensics button ( ).

Selecting a security event aggregation lets you analyze the aggregation of events triggered on this process.

DASHBOARD evenTviewer @)  FORENSICS v COMMUNICATION coNTROL v (B SECURITY SETTINGS INENTORY v @) AominisTRATION (@) ®  Protection v Galit v

EVENTS

Showing 1117/177 | »| b1

CLASSIFICATION DETAILS

B Acnve  fad Marks. v [3 Export v PHandiefvent i Delete

D DEVICE PROCESS CLASSIFICATION ~  DESTINATIONS ~ RECEIVED ¥ LAST UPDATED
pe explorer 1.5540510041.exe (1 event) PUP 17-4an-2021, 06:41:00 §
Malicious resmmner
v nanocoreexe (1event) % walicious 17-Jan-2021, 06:36:07
Threat name: W32/GenKryptik.DPDXItr
—_ v P 4442515 @ ensw-lap-152 nanocore.exe # malicious File Read Attempt  17-an-2021,06:36:07  174an-2021,06:36:07 @ Threat family: Unknown
o Threat type: Unknown
[ H
None Unsigned Ca\Users\shanih\Documents\nanocore.exe 1 Automated analysis steps completed by Fortinet Details
Thtexe (1event) B Likely safe 17-Jan-2021, 03:50:27 History
powershell.exe (2 events) Inconclusive 15-Jan-2021, 21:57:08 - . .
% Malicious, by FortinetCloudServices , on 17-Jan-2021, 06:36:40
EvilProcessLauncherTests.exe (1 event) B Likely safe 15-an-2021,10:32:08

abe22cf0d788363ea072daeafAc5erafoc29b6febs... (1 event) ¥ Mmalicious 14an-2021, 08:52:30

< ADVANCED DATA

EventGraph  Automated Analysis

@7 1 Create ‘—-@7 2 Create f—bai 3 Detected * }
Malicious File Detected

Process Process Process nanocore.exe
explorer exe Searchindexer exe SearchProtocolHost exe

@0O®

In this case, the Forensics add-on shows a separate tab for each security event associated with the security event
aggregation. For example, the figure below shows seven tabs for a security event aggregation containing two
events.
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DASHBOARD  EvENTVIEWER @B)  FORGNSICS v COMMUNICATONCONTROL v ()  SECURTYSETTINGS ~  INVENTORY v @) ADMINISTRATION (@) ®  Powcionv  Galit v
e (€2 E 03
Srenasiissa
) Tne
2 Add Exception Retrieve femedze  [Dlisolate v (3 export Raw Data Items: All selected | 171 o)
DEVICE 0os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P EUGENE-PC ‘Windows 10 Pro powershell.exe Inconclusive File Access 15-Jan-2021, 21:57:08 15-Jan-2021, 21:57:08 (7] _6
RAW ID: 2092947449 Process Type: 64 bit Certificate: Signed Process Path: C: hellw1.( User: ENSILO\Eugene Count: 1
Q_ - s vaume ' [®)
= <5 = — Sl @
. )
Select an individual it tin the Event Vi d then click the Forensics butt @' Forensics |
elecCt an Inaiviaual security eventin the event viewer an en clic € FForensics putton ( ) n

this case, the Forensics add-on shows a single tab for the selected security event, with all of its related raw data
items.

= :
Select a raw data item when in drill down, and then click the Forensics button (@ Fo r-EI-'SI':S). In this case, the
Forensics add-on shows a single tab for the selected security event with a single raw data item.

« Inthe FORENSICS tab, select Events. In the page that displays, click the Event Viewer link, shown below, and then
select the security event of interest using any of the methods described above.

oeowo e Q) romwscsv  comuncmonconmoL v @) siumv TGS ¥ weony v soustinor @ o Fowcion~ gt v

Events
Threat Hunting (Legacy)

Threat Hunting

Event Viewer

To start forensic analysis
load events from the Event Viewer

You can click the @ button in the FORENSICS tab to display classification details, including the classification, policy
and rules assigned to the FortiEDR Collector that triggered this security event. For more details about classification
details, see Classification Details on page 183.

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.

220



Forensics

AommsTRATON @D

orsweortD  EvenTviEER(D)  FoRENSKSw < weonmmon @) 5 wvenTorv @D

[OF o

CLASSIFICATION DETAILS <&

%

Threat family: Urknown
Threat type: Unknown

History

& Malicious, by Barbara, on 11-Feb-2020, 14:58:58

=+ Safe, by FortinetCloudServices , on 10-Feb-2020, 04:15:35

Inconclusive, by Fortinet , on 04-Feb-2020, 07:48:00

Triggered Rules

< Rigy Exfiltration Py

@ Suspicious Application - Connection Attempt from a Suspici

To perform deep Forensic analysis:

1. Select the security events to analyze using one of the methods described on Event Viewer on page 146.
Selected security events that are currently loaded to the FORENSICS tab are marked in the Event Viewer with a
fingerprint icon.

2. Each selected security event is then displayed in the Event Viewer as a separate tab:

wentviews @) FORENSICS v COMMUNICATONCONTROL ~ Q) SECLRTYSETTINGS v INVENTORY v @) AomNisTRaTIon @)

® Protecion v Galit v

et (63| @ [}

DASHBOARD

Event 4441954
Thtexe
2 Add Exception Retrieve femedioe [@lisoiste v (3 Export Raw Data Items: All Selected | 1/1 0]
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P ® enswlap1as windows 10 Pro Thtexe 4§ Likely Safe File Execution Attempt 17-Jan-2021, 03:50:27 17-Jan-2021, 03:50:27 %) Q
RAW ID: 474912152 Process Type: 32 bit Certificate: Unsigned Process Path: C:Windows\Temp\Del\Tht.exe Count: 1
1

®
2 Create 4 Create ‘ 5 Create I @
®

6 Create 7 Execute

Unconfimed File Detected

3 Create

1 Create

ss Process Process
sssssss exe ServiceShellexe: Infel_TET3_FW_UPDATE_NVh40_PGW
R47A0Z4.40.32 001.exe

Each tab shows the same information as in the Event Viewer on page 146, with additional information as described

below.
The following options for viewing more information are provided:
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Stack

Flow Analyzer . Switch to
View Ei I::I Compare View

In the Raw Events area, use the right and left arrows to scroll through the raw data items for a security event.

Raw Data Items: All - Selected 1177 >

Click the All Raw Data Items IZH button to display all raw data items. Click the Selected Raw Data items! | button
to select a specific raw data item. This action opens the following window, in which you specify the raw data item(s)
to display.

SELECT RAW DATA ITEMS

Showing 1-2/2

ID DEVICE DESTINATION FIRST SEEMN LAST SEEN COUNT
172412835 WIN-MQHOCMRUDZ]  Sensitive Inform... 10-Feb-2020, 04:15:27 10-Feb-2020, 04:15:27 1
767009555 WIN-MQHOCMRUDZ]  Sensitive Inform... 04-Feb-2020, 07:47:59 04-Feb-2020, 07:47:59 1

| Close )

Click Close inthe SELECT RAW DATA ITEMS window. The Events page displays only those raw data items you
selected in the view.
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DASHBOARD EVENTVIEWER @)  FORENSICS v COMMUNICATION CONTROL v () SECURITY SETTINGS ™ INVENTORY ApminisTraTion (@D @  Preventon v Galit v

corn (3@ 12

Event 5772756 " Event 5780977
Skype.exe FortniteClient-Win64-5...
5 Add Exceprion Retrieve Remediate isolzte * (&) Connectto Device [ Expore Raw Data Items: All Selected | 173 NG}
DEVICE 0s PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P @ senPC2 Windows 10 Pro FortniteClient-Win64-S... =! PUP 52.214117.46 30-Mar-2022, 11:02:53 30-Mar-2022, 11:02:53 (7]
RAW ID: 779491855 Process Type: 32 bit Certificate: Signed Process Path: D iteClient-Win64-hipping_EAC.exe User: BEN-PC2\barva Count: 1

EventGraph  Automated Analysis

@0®

Click the Threat Hunting —Q button to review relevant Activity Events in the Threat Hunting tab.

Ay
‘Q' The Connect to Device button opens a console that provides direct access to FortiEDR-

protected devices. See Administration on page 274.

Flow Analyzer view

wmowons  emavews@  rpecsy  comumomoncomoy @ scumvsemesy ivetoer @) aowmstaanon @

H#E ©o

Event 163078 " ez
python.exa (nstallAllpy)  Teamviewerex
8t tecepnon Biose « [ espon raw ata tems: i | 2] [ setected | 11 [0}
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVEL LAST SEEN
P % WIN-MQHOCMRUDZ) Windows Server 2012 python.exe % Malicious 04-Feb-2020,07:47:59 04.Feb-2020, 07:47:59 @
A 009555 Process Type: 32 bit Certificate: Signed Proc C\Python3g\python exe User- WIN-MQHOCMRUD2wroot Count 1

=
o 10 0 0 -0 O O 10 0 |0 > @
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The Flow Analyzer view ( Ei ) shows a graphic flow diagram depicting the history of what happened before the security
event was triggered, from left to right. Each node can represent a process, a thread or a service.

The arrows indicate the sequence of processes and specify the operation that was performed, such as Create, Inject,
Open and so on. If multiple operations were performed between two processes, then multiple arrows are shown between

them. If an operation repeated several times in the same segment, it is represented by a dashed line

Typically, the next to last rightmost node represents a connection request CO“”!“O" and specifies the IP address to
which it attempted to establish a connection. It can also represent an attempt to lock or encrypt a file by ransomware

The rightmost node represents the action performed by FortiEDR, such as Log, Block, or Simulated Block.

O Log @ Block

LZERATINET LERTINET

The flow chart is interactive. Clicking on a specific node or arrow drills down to the Stack View (described in Stack view
on page 224). This enables you to perform further investigation of the specific stack that was collected during that step.

Stack view &

DasiBonRD renrvewen @) FoReuacsy comsmucaon conoL @) SECURIY SETTINGE mvemonv @D AoMnisTianon @

Evert 145722 Event 162078 Event 171382
CSCrip axe (WA 5565, Pymon.exe Ntz ) Teamviewer.exe
8 solate v+ [ export Raw Data ftems: All -_| selected | 174 BNo)
DEVICE o5 PROCESS CLASSIFICATION DESTINATION RECEVED LAST SEEN
Event P @ WINMQHOCMRUDZ) Windows Server 2012 Teamiiewer exe = PUP 5214314383 10-Fet-2020, 09:48.02 11-Fel 2020, 16:49:06 -]
Details
RAWID: 147071627 Process Type: 3 centificate: Signed Process Pati: C\Program Files (x86)\TeamvieweriTeamviewer exe User: WIN-MQHOCMRUDZJ\ro0t Coun 32
a

CONNECTION

Process |D: 2592 Company: TeamViewer GmbH Product: TeamViewer Process Hash (SHA-15: § 16135896041 CICSFOESI2E9961581 2953049025
rocess . eN\Program Files (86N TeamViewer\TeamViewer exe Description: Team\Viewer 10 Comments: Process Owner: WIN-MQHOCMRUBZJ\roct
arget Version: 10.038475.0 Command Line:
EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETIIONS BASE ADDRESS END ADDRESS HASH
b O te CR— Ne sigres 1 161ISEoRDAICIDBDESO2BS . —
Stack _|
Details ~ [ [ ! no signes acero oursteson0 1 ECIT3CESIIBED3D125F0TF

b [ | iDewceiarddiskvohme!\windons ysema2wownbcl No sigres 2 000 ouTstn000
b No sigred 2 7idEa 70000 ox7HdGad 000
P No Sigred 1 xTT050000 x771be000 i 646304F2F03366F 1 B23CFDE.
3 No Signed XTITEaLTO000 OxTMHdgad 000 § EF2481EDBF29DB1FEBOIFSS

The Stack view displays the following sections of information:
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Field Description

Events Shows the same information as in the Event Viewer on page 146.

Stacks A control toolbar that depicts the stacks that were collected in each step prior to
the connection establishment requestor file access. A red dot means that a rule
violation was observed in this stack. You can click the different stack names to
see the collected stack data.

Stack Content Details The bottom of the window displays each stack in the flow of the selected step. The
stack entries represent the executable files that resided in the stack upon
collecting the stack data. Click the stack node to filter the display to show that
stack. The selected stack appears with a red line below it.

Click the Process Hash link display a dropdown menu with the following options:

Process Hash (SHA-1): § 9B4AF388FEC4511CE3FASBF855626C7C7B517...

Process Owner: DESKT VirusTotal

Threat Hunting
HASH

Add to Blocklist |
OBAF 38R FECAS e e e A 2 = I

 VirusTotal: Checks whether this hash was seen elsewhere. This involves
searching another external website (VirusTotal). Clicking the link runs the
query in VirusTotal. Alternatively, you can go to www.virustotal.com, click the
Search tab, paste the hash from FortiEDR and then click Search It.

e Threat Hunting: Checks the activity events that are relevant to this hash.
Clicking this option takes you to the Threat Hunting page.

» Add to Blocklist: Adds this hash to the Application Control block list, as
described in Application Control Manager on page 85. Clicking this option
opens up the Add Application Window with this hash specified.

For each executable, you can see the following information:

» Executable File Name

« Writable: Specifies whether the executable code can be modified.

« Certificate: Specifies whether or not the certificate was signed.

» Repetitions: Specifies how many times this executable was detected in the stack.
« Base Address of this entry in memory.

o End Address of this entry in memory.

« Hash: Specifies the file hash.

o
The row of the executable that triggered the FortiEDR security event is highlighted with a red dot . This
indicates the row that you may want to investigate further.

You can click an executable row to display an even deeper level of information describing that process, as shown below:
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oL

ADMINISTRAT

are @D

B 145722 vent 163078 Evenc 171302

Recrieve I Remesiae

P 8 WIN-MOHOCMRUDY Windows Server 2012 Teamviewer.exe

RAW ID: 147071627 Type:32 bit Sig

PUP

5214314383

ignea

PARENT

CONNECTION
Process 1D: 2592
ption: TeamViewer 10

©1\Program Files (x86)\TeamViewer TeamViewer exe D

Version: 10.0.38475.0

EXECUTABLE FILE NAME WRITAL

0 ) | Devceiardtikvohme! indows SysemSZmonsacpud Ho
D[] F Devicearddinolume Windows\SystemSZmonds 3 Ho
b (] 1 \DeviceMardtiskVohume | Windows\System3 el Ho
© (] 1 \DeviceargtiskVokme | Windos\SysWOWSS Lol Ho

any
A core 05 exscutatle
A console application

Compare view 3

DASHBOARD EVENT

Company: Teamviewer Gm

Product: Teamviewer
Comments

Command Line:

ale cenmicATE REpETITIONS
sgres :
sgrus 2
sgres 2
sanae 1

o il Format Er

FORENSICS™

viewer @)

Path: CAProgram Files (XGENTeamViewenTeamviewer.exe

communication conTroLv €D

RECE

10-Febs-2020, 09:48:02

L=

Count: 32

1 16125296041C 108FDEG0288984581 29520490525

Process Hasn (sHA 1)
Process Owner: WIN-MQHICMRUDZ\r00T

BASE ADDRESS END ADDRESS. HASH

OxTBra0000 axrermson0 § ECITCE591620340125707F

ou7r90000 axrerEm0s 1 TAIB4BCIOATTAFBADESEDS,
2k t

OuTRUs0N0 aTTIbS000 1 646304FEFITIEN1B26CFDRB.

Addronaiints

SECURITY SETTINGS v inventorry @ aomivistration @ ®  Prowcion v

Barbara™'

Cearml | 8 @ [
Event 145722 Event 163078 Event 171302 - Event 145722 " Event 163078 " Event 171302 "
escriptexe (WWAN_S565. python.exe (installAll py) TeamViewer.exe cscript.exe (WWAN _556. python.exe (installAll.py) TeamViewer.exe
» -
Add Excepton = Retrieve B Remediate lsolae = [ export 14 O dd Exception == Retrieve Remediate [3 expore 176 BNO]
Raw Data ltems: All Selected Raw Data Items: All Selected
DEVICE 0s PROCESS DESTINATION  RECEIVED LAST SEEN DEVICE 0s PROCESS DESTINATION ~ RECEIVED LAST SEEN
P % WIN-MQHOCMR Windows Serv..  TeamViewerexe 52143143 10-Feb-2020,09:48:02 11-Feb-2020,16:49:06 @ | P @ enswlap1s3 Windows 10Pro  cscriptexe  23.50.187.27 03-Feb-2020,04:45:31  03-Feb-2020, 04:45:31 ]
RAW ID: 147071627  Process Type: 32 bit  Certificate: Signed  Process Path: ..iewen\TeamViewer.exe User: ..CMRUD2\root Count:32 | RAWID:238987426 Process Type: 64 bit Certificate: Signed  Process Path: ..ws\System32\cscriptexe  User: ENSILOVyossim  Count: 1
<4 . > 4 —b
PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION CONNECTIO PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CI
CONNECTION CONNECTION
Process ID: 2592 Company: TeamViewer GmbH Product: TeamViewer Process Hash (SHA-1):  16135896...| Process ID: 20444 Company: Microsoft Corporation  Product: Microsoft ® Windows Sc... Process Hash (SHA-1): § B6384FAF.
Source Process: .. \TeamViewer.exe Description: TeamViewer 10 Comments: Process Owner: WIN-MQHOCMR .. | Source Process: ..em32\cscript.exe Description: Microsoft ® Console .. Comments, Process Owner: NT AUTHORITY\S..
Targer: Version: 10.0.38475.0 Command Line: Targer: Version: 5.812.10240.16384 Command Line: /nologo WWAN_
EXECUTABLE FILE NAME WRITABLE .. CERTIFICATE... REPETITION.. BASEADDRESS... END ADDRESS EXECUTABLE FILE NAME WRITABLE . CERTIFICATE... REPETITION.. BASEADDRESS .. END ADDRESS..
> umelWindows\system32wwowsscpuil  No signed 1 0x76180000 0x76189000 b [] i® Main-_e3Windows\System3\cscriptere  No Sgned —
> Volume1\Windows\System32wwowé4.dll - No Signed 2 0x76f20000 0x76fdb000 3 olume3\Windows\System32\mswsock dil  No Signed 2 0x7ff8afc80000 Ox7ff8afce7000
3 iskVolume1\Windows\System32\ntdlidll - No Signed 2 0x7ffd6ab70000  Ox7ffd6ad1c000 IS KVolumea\Windows\System32webio il No Signed 5 OXTFB97E50000 Ox7HBO7FA3000
4 kvolume1\Windows\SyswOW64\ntdildll - No Signed 1 0x77050000 0x771be000 b iskVolume3\Windows\System32\ntdiLdll  No. Signed 2 0x7ff8b3540000 Ox7§8b3730000
Analysis Information Executable File Format Errors Additional Info '3 olume3\Windows\Systam32\kernel32.dll No Signed 1 0x7ff862520000 0x7ff8b25d2000
A core OS executable
& rancnla annlicatinn D iskVolume3\Windows\Svstem32\ntdil.dil No Siened 1 0x7ff803540000 0x7ff8b3730000

Task View |

The Compare view enables you to display two views side-by-side. They can both be either Flow Analyzer view on page

223or Stack view on page 224
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Defining an exception

After Forensic analysis, you may decide to create an exception for a specific security event. To do so, you may refer to
the Defining security event exceptions on page 160. You may refer to Playbook policies on page 101 for general
information about exceptions.

Remediating a device upon malware detection

After malware is detected on a device, you can use one of the following methods to remediate the situation in the

FortiEDR system:
Method Description
Terminate the Process This method does not guarantee that the affected process will not attempt to

execute again.

Delete the Affected File fromthe  This method ensures that the file does not attempt to exfiltrate data again, as the

Computer file is permanently removed from the device. When using this method, be careful
not to delete files that are important to the system, in order to protect system
stability.

Remove or Modify the Registry This method removes a registry key or updates a registry key’s value. This
Key method changes malicious registry key modifications by removing newly created
keys or returning key values to their original form.

V) Some malware have persistency capabilities, which makes the
‘9' infection appear again. In addition, in some rare cases,
- malware can cause the system to crash if you try to remove
- them.

Both of these methods can be performed using the Forensics add-on.

To remediate a device on which malware was detected:

1. Select the security event(s) to analyze using one of the following methods described in Event Viewer on page 146

2. Inthe Raw Events area, select the relevant process. Use the various forensic tools provided by FortiEDR to
determine the process of interest.
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—

DASHBOARD EVENT VIEWER

FORENSICS

COMMUNICATION CONTROL v @)

SECURITY

ApminisTRATION @)

Protection v

8=

Clear All

admin v

s

Event 87477 Event 87488 Event 107146 Event 84974
DynamicCodeTe Dy -CodeListenTests StackPivotTests.exe
8 cd Bxceprion 2 Recrieve I8 Remediare isolate v 3 Expore Raw Data Items: All selected |12 | <[> @
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P ® CollectorspC Windows 7 Ultimate N DynamicCodeTests exe % suspicious 74.125.235.20 17-Mar-2020, 18:11:54 17-Mar-2020, 21:50:50 (%)
RAW ID: 530581512 Process Type: 32 bit Certificate: Unsigned Process Path: \Device\Harddiskvolume2\Users\rooh\Desktop\DynamicCodeTests.exe User: Collector8PQroot Count:2

PARENT PROCESS CREATION

CONNECTION
Process ID: 3908

®
CONNECTION

Company: ensilo Test

Source Process: ..Volume2\Users\root\Desktop\DynamicCodeTests.exe Description:

Target:
EXECUTABLE FILE NAME

Version: 1.0.0.1

deTests.exe

D £ Main -

il

Analysis Information
Acore 0S executable

After selecting the process of interest, the bottom pane of the window displays the list of files associated with that

process.

DASHBOARD evevivewess @D roreeics

WRITABLE
No

No

Product:

Comments:

Command Line:
CERTIFICATE REPETITIONS
Unsigned
Unsigned 1

Executable File Format Errors

wnacanion conmoL @

SECURITY SETTINGS

Process Hash (SHA-1): § A3268A68563DDDS3EEBCOC24D62 DAFECSSE2555E

Process Owner: Collector8PC\root

BASE ADDRESS END ADDRESS
0x73620000 0x73628000
Additional Info

Barbars ™

2]

[x)

Event 163075 evene 166577 Event 171302
S T T b s at [ 1] e 14 <]+ @
pevice os PROCESS CLASSIFCATION DESTINATION RECEIVED
F 8 WIN-MQHOCMRUDZ] Windows Server 2012 .. Teamviewer.exe = PP 143.143.83 10-Feb-2020, 09:48:02 11-Feb-2020, 17:49:06 @
RAWID 147071627 Process Type 32 bit Certificate. Signed Pam C\Program Flles (xB6)TeamieneriTeamiiwer ex= User WIN-MQHOCMALI ount. 33
REATION PARENT PROCESS PARENT PROCESS CR
PARENT PROCESS CREATION
PracessID: 452 Company: Micrasaft Corparation product Process Hash [SHA 1) § F2999491 DENRR3E2S0GCCARDBAFCHRF 6 R85EE
Comments Process Owner. NTAUTHORITY\SYSTEM

Description:

Sau

Targer

ro

EXECUTABLE FILE NAME

b v

Main ADevicarHarddeskVoluma | indoars Syster 32 services. exe

me1Program Flles <86/ TeamVieneriTeamyiewer_Senice exe Version

WRITABLE

He
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CERTIFICATE

Signed

Command Line:

REPETITIONS BASE ADDRESS

END ADDRESS HasH

§ 29048 1DE0RR2E2506CC 48,

HASH
1 A3268A68562DDD53EEBCOC2...

| 27860 1EDSOAFA2639BBAFFFF.
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3. Check the checkbox of the relevant file and then click the Remediate button. The following window displays:

REMEDIATE DEVICE WIN-MQHOCMRUD?2)J

services.exe
EVENT 171303
PROCESS ID 452

| | Terminate process services.exe |

I:I Remowve 1 selected executable file

|:| Delete file at path  |c:\temp\abecd exe

|| Handle persistent data (registry)

eEistry value (Default)

F=

Cancel
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4. Do one of the following:
a. Check the Terminate process checkbox to terminate the selected process. A warning message displays.

WARNING

SeIViCces exe
Do you want to remntely rGCESS

services.exe ?

If an open program is associated with this process on the remote device,
closing it will result in losing any unsaved data.
If you end a system process, the remote device may become unstable.

Are you sure you want to continue?

Sy
Terminate process MNNeERN

Click Terminate process to terminate the selected process.

b. Check the Remove selected executable file checkbox to delete the specified file from the device. A warning
message displays.

WARNING

Do you want to remotely delete executable file
\Device\HarddiskVolume1\Windows\System32\services.exe ?

Deleting an executable file will prevent its future execution on the target
device

Are you sure you want to continue? |

|/-—-\|
Delete file I'x Cancel ,z"

Click Delete file to remove the selected file.
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c. Check the Delete file at path checkbox. In the adjacent field, enter the file path on the device that contains the
file to be removed.

v' Delete file at path c\templabcd exe

A warning message displays.
WARNING

You are about to delete file
c:temp

Are you sure you want to continue?

DR (| Cancel )

Click Delete file to remove the file from the specified path.

d. Check the Handle persistent data (registry) checkbox to clean the registry keys in Windows. In the adjacent
field, enter the value of the registry key to be removed or modified.

Handle persistent data (registry)

Value data should be provided in the required format, based on the value type selected in the dropdown list, as
follows:
o String for types REG_SZ(1), REG_EXPAND_SZ(2), REG_DWORD(4) and REG_QWORD(11).

« Base64 for types REG_BINARY(3), REG_DWORD_BIG_ENDIAN(5), REG_LINK(6), REG_MULTI_SZ
(7), REG_RESOURCE_LIST(8), REG_FULL_RESOURCE_DESCRIPTOR(9) and REG_RESOURCE_
REQUIREMENTS_LIST(10).

Select the Remove key radio button to remove the registry key value.

Select the Modify registry value radio button to change the current registry key value. When selecting this
option, you must also specify the new value for the registry key in the gray box and the key’s value type in the
adjacent dropdown menu (for example, string, binary and so on).

5. Click Remediate.
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Retrieving memory

The Retrieve Memory function enables you to retrieve the stack-memory of a specific Collector. This option enables you
to retrieve memory from a specific communicating device in order to perform deeper analysis by analyzing the actual
memory from the device. This function is only accessible from the Stack view.

Memory is fetched by the Collector in binary (* . bin) format, compressed, encrypted and then sent to the user’s local
machine. The returned file is password-protected. The password is enCrypted.

If the file cannot be sent, it is saved locally on the host by the Collector.

To retrieve memory for a Collector:

1. Inthe Stack view, select the stack(s) that you want to analyze by selecting its checkbox(es).

DASHBOARD EveNTViEweR @) FORENSICS V' CcOMMUNICATION CONTROLY @) SECURITY SETTINGS v invenToryy @D aominisTraTion @D [ Protection v BarbaraV
cearat | €3 || L3

x * x
Event 163078 Event 165577 Event 171302

pymonexe(nsialAlpy) | DynamicCodeTests3ze.. | TeamViewerexe

- .
Bdeotexcepion = Rerrieve I Remesiate isolate (3 export Raw Data Items: All Selected 171 ©
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P % DESKTOP-BS0SMQF Windows 10 Pro DynamicCodeTests32 £ Suspicious 74125.235.20 06-Feb-2020, 02:39:27 06-Fe-2020, 02:54:29 )
RAW ID: 127258682 Process Type: 32 bit Certficate: Unsigned Process Path: CAUSsers\admin\Desktop\DynamicCodeTests32.exe User: DESKTOP-BS09MQRadmin count:2
0
PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION CONNECTION
CONNECTION
Process ID: 12740 Company: Product Process Hash (SHA-1): § A7ADGCEOD7843E0485FSE0SGERCI002054A45A26
Source Process: ..me3\Users\admin\Desktop\DynamicCodeTests32.exe Description: Comments: Process Owner: DESKTOP-BS09MQRadmin
Targer version Command Line:
¥ EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS END ADDRESS HASH

b v B Man-Devicel o No Unsigned | ATADGCBOD7BA3EDABSFSEOS.
b v i acpud No signed 2 0x77260000 0x77269000 £ BFSGEGDBAGOFTE0S1BDICAS
b ook 4. No signed 2 071722340000 07122395000 t 31DB04FFBED225278236955,
bovot a.di No Signed s 0X7c30120000 Ox720310000 # 330EBGADECAFEGB4809284FC
b ovt No Unsigned 1 Oxe20000 Oxer000 ¥ ATADGCBOD7BA3E0AESFSE0S.
bovot i No Signed 1 0X730120000 Ox7e20310000 # 330EBGADECAFEGB4809284FC
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2. Click Retrieve. The following window displays:

MEMORY RETRIEVAL
EVENT 166576, DESKTOP-BS09MQF
DynamicCodeTests32.exe

@ Retrieve memory of selected stack
entries - 29 entries selected

Retrieve from:
~ Memory Disk

Retrieve memory region from address: |Hex value (0x..) to address: |Hex value (0x..)
Retrieve the entire process memaory

Estimated Memory Retrieval file size: 29.6 MB

(Ccancet)

3. Select one of the following options:
a. Retrieve memory of selected stack entries: Select this radio button to retrieve memory for one or more specific
stack entries. Then, select the stack entries you want to analyze by checking their checkboxes, as shown
below:

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v (@) SECURITY SETTINGS v INVENTORY ApMiNisTRATION. @) @) Protection v admin v

cernr |63 | |03

Event 87477 Event 87488 Event 107146 Event 82074
DynamicCodeTes: DynamicCodeTe DynamicCodeListenTest:
$8 Add Exceprion 2 Rerrieve I Remediace isolate v [ export Raw Data Items: All Selected | 172 BNo)
DEVICE os PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P @ CollectorsPC Windows 7 Ultimate N DynamicCodeTests.exe £ suspicious 74.125.235.20 17-Mar-2020, 18:11:54 17-Mar-2020, 21:50:50 (%]
RAW ID: 530581512 Process Type: 32 bit Certificate: Unsigned Process Path: \Device\Harddiskvolume2\Users\root\Desktop\DynamicCodeTests.exe User: CollectorgPC\root Count:2
- &
PARENT PROCESS CREATION CONNECTION
CONNECTION
Process ID: 3908 Company: ensilo Test Product Process Hash (SHA-1): § A3268A68569DDDS3EEBCOC24DE2DAFECSSER5SSE
Source Process: ..Volume2\Users\root\Desktop\DynamicCodeTests.exe Description: Comments: Process Owner: Collector8PCiroot
Target Version: 1.0.0.1 Command Line:
EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS END ADDRESS HASH
b []F ManD D T No Unsigned 1 A3268A68569DDDSIEEBCOC.. |
> No Unsigned 1 0x73620000 0x73628000 1 278601ED50AR42630BBAFFFF.
bV dl No Unsigned 2 0x73590000 0x735c000 I 6BEBBE72BFDDACAF51697D3..
> No Signed 1 0x7600000 0x77029000 1 22015F7BBDBIDADISE1CS3...
> No Signed 1 0x7600000 0x77029000 1 22015F7BBDBIDADISE1CS3...
> No Signed 4 0x7600000 0x77029000 1 22015F7BBDBIDADISE1CS3...

You must also specify whether to retrieve the memory from memory, disk, or both by selecting the respective
checkbox. The Memory option is the default. You can select either option or both options. It is important to
remember that the retrievable data may be different in the memory and on disk. In addition, the stack entry may
no longer reside in memory, for example, if the system was rebooted.
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After you make your selection, the window indicates how many stack entries were selected, as shown below.
For example, the figure below shows that three stack entries were selected for analysis.

MEMORY RETRIEVAL
EVENT 284376, JEFFDURAN-PC
backgroundTaskHost.exe

®) Retrieve memory of selected stack
entries - 2 entries selected

Retrieve from:
v Memory " Disk

Retrieve memory region from address: |Hex value (0x..) to address: [Hex value (0x..)

Retrieve the entire process memaory

Estimated Memory Retrieval file size: 4 MB

b. Retrieve memory region from address: Select this option to retrieve memory from a specific memory region.
Specify the To and From addresses for the region in the adjacent fields.

® ) Retrieve memory region from address: |Hex value (0x..) to address: |Hex value (0x..)

c. Retrieve the entire process memory: Select this option to retrieve memory for an entire process. This option
retrieves all the stack entries comprising the process.

4. Click Retrieve.

Isolating a device

An isolated device is one that is blocked from communicating with the outside world (for both sending and receiving). For
more details about device isolation, see Investigation on page 106.

Isolation mode takes effect upon any attempt to establish a network session after isolation
< !/ -’ mode has been initiated. Connections that were established before device isolation was
q initiated remain intact. The same applies for Communication Control denial configuration
= changes. Note that both Isolation mode and Communication Control denial do not apply on
incoming RDP connections and ICMP connections.

To isolate a device using the FortiEDR Collector:

1. Inthe EVENT VIEWER tab, select the checkbox(es) of the security event(s) that you want to isolate, and then click
the Forensics button, as shown below:
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DASHBOARD eveNTviEWeR€)  FORENSICSY

communicaon conroLy @)

SECURITY SETTINGS™

inventorr @

ApminisTRaTION (D [ ]

Protection v

EVENTS
B Archive KA Markas. v [3 Export ~
VAl D DEVICE
#Panda (3 events)
4 180497  Pandal
> 8 Certficate: Signed
T 180468 Pandal
4 180477 Pandal

% WIN-MQHOCMRUD2) (2 events)
1% DESKTOP-BS09MQF (1 event)
Dlensw-lap153 (5 events)
®Mac (5 events)

% ensw-lap147 (4 events)

< ADVANCED DATA

Event Graph

E:l Showing 1-10/10 Search Event vQ CLASSIFICATION DETAILS
P Handletvent il Delete @ Forensics  BZ Exception Manager
PROCESS CLASSIFICATION ~  DESTINATIONS ~ RECEIVED ~ LAST UPDATED
=! pup 11-Feb-2020, 21:15:58
pandasecurityDx.dll =! pup File Read Atempt  11-FeD-2020,21:15:58  11-Feb-2020,21:16:17 @ By Reversinglabs
Process path: C:\Program Files (x86)\pandasecuritytb\pandasecurityDx.dil Raw data items: 1 Threat name: Win32.PUA Netfilter
Threat family: Netfilter
pandasecurityDx64.dll  =' PUP File Read Atte... 11-Feb-2020, 21:14:04 11-Feb-2020,21:16:17 Q@ Threat type: PUA
pandasecurityDx.dil =! pup File Read Atte... 11-Feb-2020, 21:14:04 11-Feb-2020,21:14:04 |
History
¥ wmalicious 10-FeD-2020, 04:47:59
¥ =! PUP, by FortinetCloudServices, on 11-Feb-2020, 21:16:04
F suspicious 06-Feb-2020, 02:39:27

F suspicious
¥ Malicious

F suspicious

03-Feb-2020, 05:25:12
03-Feb-2020, 04:00:50

02-Feb-2020, 15:08:35

The following window displays:

o Simulation Device panda1 Was moved from collector group lior1 to collector
group High Security Collector Group 2 times
o Simulation Device panda1 was isolated 2 times

& Detected

Event 180458
pandasecurityDusd.dil

Excepoon

DEVIcE o3

P ®Pandal

RAW D 1341779749

2,

B isolete

Windows 8.1 Enterpris.

pandasecurityDx4.dil = PuP

ype: 32 bit ertificare: Signed

DESTINATION

File Read Amempt

RECEIVED

11-Feb-2020, 21:14:04

select Isolate. The following window displays:

ISOLATE COLLECTORS

h: C:\Program Files (x86)\pandasecur tytb\pandasecurityDx64 dil

Clear a1

88 o

raw Data nems an [[T] [71] setecrea | 11 [0)

11-Feb-2020, 21:16:17 1]

ounc: 11

In the Events tab, click the security event that you want to isolate, click the /solate button dropdown arrow and then

Are you sure you want to isolate the selected collectors?
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3. Click Isolate. A red icon appears next to the relevant security event in the Events tab to indicate that the
applicable Collector has been isolated, as shown below:

P @ pandat @ Windows 8.1 Enterpris. pandasecurityDx6a di Pup File Read Atrempt

To remove isolation from a device:

1. Inthe FORENSICS tab, select the checkbox of the security event whose isolation you want to remove.
2. Click the down arrow on the /solate button and select Remove isolation, as shown below.

|solate A

Remowve isolation

The following window displays:

REMOVE ISOLATION

Are you sure you want to Remove Isolation from the selected
Collectors?

o
Remove '.1 Cancel ;.'

3. Click Remove.
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Threat Hunting

FortiEDR’s Threat Hunting functionality enables you to search for many types of Indicators of Compromise (IOCs) and
malware across your entire environment in order to enable enhanced detection. Searching can be based on various
attributes of files, registry keys and values, network, processes, event log and activity event types. Search operations
apply to both Windows and Linux operating system activity.

Select from the following FortiEDR'’s Threat Hunting options:

o Threat Hunting on page 237—Search for activities based on a security event’s process or HASH, activity types,
Process/File/Registry/Network or Event Log criteria. Use this option for a wide range of threat hunting capabilities
for Collectors that run FortiEDR 5.0 or later.

» Legacy Threat Hunting on page 265—Hunt for files and hashes collected before the upgrade to 5.0 on Collectors
that runs a FortiEDR version earlier than 5.0. This functionality is unavailable if all Collectors in your system run
FortiEDR 5.0 or later.

Ay
‘Q' Threat Hunting is a license-dependent add-on. You may contact Fortinet Support for more
- information.

Threat Hunting

Threat Hunting significantly expands and enhances the capabilities of the Legacy Threat Hunting feature, which is
described in Legacy Threat Hunting on page 265. In addition to searching for activities based on a security event’s
process or HASH, you can also search for these activities based on a variety of activity types (such as Process Creation,
File Deletion, Registry Value change, Socket Connect, and so on), as well as by Process/File/Registry/Network or Event
Log criteria.

Threat Hunting is ideal in situations where you have identified malware on one endpoint and want to search throughout
your organization to determine whether this same malware exists on another endpoint, even though it may not be
currently running (stealth mode) or in situations where you would like to hunt for the existence of a specific loC within
your organization.

Threat Hunting utilizes activity events, which specify an action taken by an entity. Each type of entity may be involved in
a variety of types of actions. An activity event consists of a source (usually a process), an action (the activity event type)
and a target (Process, file, Registry key/value, network item(, where the source performs the designated action on the
target.

For example, when a process runs, it can perform various actions on files, such as File Open, File Read, File Delete and
so on. In this case, the process is the source, and it performs an action such as File Open on a target File.

Activity events are not the same as the security events identified in Event Viewer. Unlike Event
) 1/ -’ Viewer security events, which are only reported in Event Viewer as they occur and are
? detected, activity events are continuously collected based on a wealth of data, activity and
- actions occurring in your system and the chosen Threat Hunting Profile. You may refer to
Threat Hunting on page 92 for more information.

FortiEDR categorizes the various actions that can be performed into the following categories:
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Description

Registry Key Actions All targets are either registry keys or registry values and all actions are registry-
related, such as Key Created, Key Deleted, Value Set and so on.

File Actions All targets identify the target file on which the action was performed and all actions
are file-related, such as File Create, File Delete, File Rename and so on.

Process Actions The target is another process and all actions are process related, such as
Process Termination, Process Creation, Executable Loaded and so on.

Network Actions The target is a network item (such as connection or URL) and all actions are

Event Log Actions

Network related, such as Socket Connect, Socket Close and Socket Bind.

The only action is Log Entry Created and relates to the logs of the operating
system - Windows and Linux.

Access the Threat Hunting page under the Forensics tab by selecting the Threat Hunting option under the Forensics tab.
The following page displays:

DASHBOARD

svenT vieves. @)

FORENSICS v

communicarion controL v (P

SECURITY SETTINGS

somnisTeaTion @)

@  Prevention v Galit v

THREAT HUNTING

T v e B
v
All A:('\vi(y (851.4K) Process (86.3K) File (140.9K) Network (5.7K) Registry (592.9K) Log (25.5K)
() connect to Device 000 choose columns <
CATEGORY TIME « 0s DEVICE NAME TYPE BEHAVIOR PROCESS AND ATTRIBUTES TARGET EVENT ATTRIBUTES
0 15-May-2022 03:16:25 Trace Entry Crea... svchost.exe EventID 11 Microsoft-Windows.. :"EL ééﬁ;‘»‘;mm - ©000...
0 15-May-2022 03:16:25 Trace Entry Crea... svchost.exe EventID 11 ;‘:;‘;‘;ﬁrw‘ndomm j'ﬂ géﬁﬁmmd =
0B 15-May-2022 03:16:25 Trace Entry Crea... suchostexe EventID 11 ;@;g:;mw‘ndow& :'EL &‘;ﬁ:‘;mm - 000,
(] 15-May-2022 03:16:25 Trace Entry Crea... svchost.exe EventID 11 Microsoft-Windows... j'“ gésrrei{mmm Gro..
P 15-May-2022 03:16:24 € Value Read ngentask.exe 2 0w ??g;s . ;)K‘Lb;r\éo}rR/\;;kRSET\a;;;:s\CLS\D\(CFACCQ.
P 15-May-2022 03:16:24 Value Read ngentask.exe 20 ??g;s ” ;);L?Arr\zlé;rz\/;ngET\a;;;:s\cstD\((FA(Ca.
14 15-May-2022 03:16:24 Value Read ngentask.exe 20 ??;5 ” ;);L?Arr\?é;rz\;:;g\aa:;:s\cstD\((m((a.
The Threat Hunting page contains the following areas:
 Filters on page 238
o Facets on page 249
» Activity events tables on page 252
o Details pane on page 256
« The Connect to Device button opens a FortiEDR Connect (remote shell) session that provides direct access to the
FortiEDR-protected device. See Administration on page 274.
Filters
The Filters area enables you to define a query that filters the activity events to display in the result tables. It comprises
the following filters:
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THREAT HUNTING

caTEGORY DEVICE Tme
Y oo Categories v ACWiIn10A v Last hour ~

v

Ay
‘9' This area also enables you to save queries and to redisplay saved queries, as described in

Saving queries and saved queries on page 241.

Filter Description

Category The Category filter enables you to filter the activity events by their category.
CATEGORY
All Categories W

+ All Categories

Process
hawi

File
a2
iviley  Registry

fptl  petwork

eral
Lﬂg
COnE Jhﬂ
Device The Device filter enables you to filter by a specific device[s].
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Filter Description

DEVICE

ACWIn10A v

ACWin10A

Q lﬁesrcl"
(85 f
ZEWINDOWSVICTIM
ABCDEFGHIJKLMNO

v ACWIN10A

ACWIN10B
ACWIn10C

ACWINZ01 2A

Free-text Query This filter enables you to specify a free-text query to filter the results. This filter
uses Lucene syntax. For details about the supported Lucene syntax features, see
Appendix B - Lucene syntax on page 418.

To simplify query definition, the free-text query filter has an auto-complete helper
dropdown list that contains all the available activity event fields, as well as
available syntax operators. Simply start typing to see a dropdown menu of
options. The automatic-complete helper guides you through the process of
creating a query by displaying appropriate options in the dropdown menus, such
as fields and operators when appropriate.
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Filter Description

name

Device.Name

) L Target Process... (280.1K)
Device.OrganizationName
g Eit.exe 58.5K
] Source.Process.OperationSource.RemoteEndpoint. MachineName . T o
2 Source.Process.OperationSource.RemoteEndpoint.Username chrome.exe 22K
Source.Process.File.Mame rearns.exs T
proxyhost.exe 10.5K
Source.Process.File. ThreatName
¥ More(13)
Source.Process.File.CompanyName
Time The Time filter enables you to filter for a specific time period. The default is the last
hour.
TIME
Last 24 hours I:é

Last hour
Last 12 nours
v Last 24 hours
Last 7 days
Last 30 days

Time range...

To clear the contents of all the filters in the Filters area, at the far right of the page, click the eclipsis icon ( i ) and select

Clear all.

Saving queries and saved queries

After filtering the activity events displayed in the result tables, you can save the query to be redisplayed when needed.
Saving a query in this manner also enables you to define it as a scheduled query in order to automate the process of

threat detection.
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. Out-of-the-box queries, provided by Fortinet, are marked with the logo FERATIAET vy
S e can change the scheduling of a query defined by Fortinet and/or disable the execution of a
q query. However, the query itself and its name cannot be edited. If you need to edit one of the
- Fortinet-defined queries, copy the query itself and paste it in a newly created query. In this
case, itis recommended to disable the original Fortinet-defined query.

To save a query:

Use the filters to display the desired filtered events in the result tables.

2. Inthe Filters area, at the far right of the page, click the ¥ button and select Save Query. The following displays
populated with the current filter definitions. The Category, Device, and Time dropdown menus show the filter
selections and the box underneath it shows the actual query string. For example, as shown below:

Save Query

Query Name | oC for Bad Wolf

Description

Tags 4

Qrganization ®) ensilofordey All Organizations

Full Query

Category Device Time

Network v v Last hour v

BadWaIf.exe|

Community query

Scheduled query

3. Fillin or modify the definitions of this saved query, as follows:
« Query Name: Enter any free text name describing this query.
« Description: Enter any free text description of this query.

« Tags: Enables you to assign one or more metadata tags to this query. You can assign a previously defined tag
to this query or define a new tag. These tags can then be used for general information purposes and for
searching through queries in the Event Viewer.
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Ay
b [ 4
? These tags only relate to saved queries.

Tags -+
Click the Add button to assign tag(s) to this query. The following displays:

ags

Q
Credentials
+Addnewtag
Apply

All previously defined tags (for any query in your organization) are listed for your selection.
If this tag is assigned to this query, a checkmark appears on its left; ¥ credentials

To assign a tag to this query, simply click on it. It will then show the checkmark to its left. Each tag that you
assign appears as an icon, as follows:

Tags BadWolf Credentials 4
Q fea
+ BadWolf
@Creden[ials rd ‘i'

4+ Add new ta

To unassigned a tag from a query, click on it in the list so that its checkmark is removed or hover over it to
display a Cancel button (X) and then click the Cancel button (X) to delete it, as shown below:

Tags ‘Ij +

To create a new tag, click the + Add new tag button.
To modify the name of the tag or to delete it from the list (and from all queries to which it was assigned
previously in the organization(s) of the logged in user), hover over it and click the Edit or Delete icon, as

Credentials S =
needed. B

Click the Apply button to assign all the selected tags (with checkmarks) to this query.

« Organization: Specifies the name of the organization in a multi-organization FortiEDR environment when the
logged in user has a Hoster role. In a single-organization FortiEDR system, this field does not appear.

« The Category, Device and Time dropdown menus show the filter selections and enable you to modify the
selection.

» Query String Box: Displays the actual query string according to the selections made above and enables you to
modify it.

« Community Query: Select this option to specify that it is shared with the entire FortiEDR community including
other organizations.
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NP After you have defined a Community Query and saved it, you can edit it. Unchecking
‘Q' the Community Query option means that this query is no longer available to the
- FortiEDR community. If however, a community member already copied this query, they

will still have it, even after you unshare it here.

» Scheduled Query: Mark this option to automate the process of detecting threats so that this query is run
automatically according to the schedule that you define. A security event is automatically created in the Event
Viewer upon detecting threats (query matches). Notifications are sent according to the security event's
definition, such as via email, Syslog and so on. You can also configure playbook actions for the triggered
security events from the scheduled query.

Enabling this checkbox shows the following options:

| Scheduled Query

Classification Suspicious v
Repeat every 1 v | |Weeks v
on sun | Mon | Tue | Wed | Thu | Fri | Sat | at 12:00 AM v

The time range of the activity events that this query matches is determined by the frequency of the schedule.
For example, if you define that the query automatically runs once a week, then each time it runs, it will match
and create a security event for all the activity events in the most recent week; the same goes for it being
scheduled once a month —in this case, the query will match all the activity events in the most recent month.

Define the scheduled query, as follows:

Field Definition

Classification Select the classification of the Security Event to be issued when the
scheduled query has run and found matches. The Classification specifies
how malicious the security event is, if at all. Classifications are initially
determined by FortiEDR automatically or manually and are shown in the
Event Viewer, as described in Classification Details on page 183. They can
be:

* Malicious

e Suspicious

¢ Inconclusive

¢ Likely Safe

* PUP (Potentially Unwanted Program)
* Safe

Repeat Every/On These options enable you to define the frequency and schedule when this
query will be run. For example, to repeat the query every week on Sunday,
make the selections shown in the screen above.
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Field Definition

Trigger Playbook Actions Specifies whether to allow FortiEDR to trigger the corresponding Playbook
action of the triggered security event from the scheduled query. Enabling
this checkbox allows FortiEDR to automatically apply the action of the
Playbook that is assigned to the Collector Group the triggering device
belongs to.

Configure the following options:
e Terminate Process—Specifies which process in the Activity Event,
which resulted from the execution of the saved query, should be
terminated:

e Source Process
e Source Process Parent
e Target Process

¢ Delete File—Specifies which file in the Activity Event, which resulted
from the execution of the saved query, should be deleted:

» Source Process File

e Target File

e Target Process File

e Target Executable Image File

4. Click Save to save this query so that it is available to be redisplayed, as described below. The system runs the query
immediately in order to verify that it is functional.

V) If the system detects a large quantity of events about which to send notifications, then a
‘9' warning message is displayed suggesting that you refine the query so that there are fewer
|| matches. The reason being that extremely large quantities of notifications may be more of

a hindrance than a help.

To display a saved query:

1. Inthe Filters area, at the far right of the page, click the eclipsis icon ( i ) and select Saved Queries. The following
displays listing all the queries that were saved using the Save Query option.
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Saved Queries

=y

& Target Path

b There is a Behavior BadWalf

User | 2% Community

(© Scheduled | Unscheduled

DEVICES + LAST RESULT

18 04-Feb-2021 05:37:48

15 04-Feb-2021 05:35:47

ST UPDATED

04-Feb-2021, 05:37 by Galit

04-Feb-2021, 05:35 by Galit

For each saved query, this list shows the quantity of matches detected (MATCHES), the quantity of devices on
which these matches were detected and the last time the query was run (LAST RESULT). These three columns are
highlighted in gray, as shown above. Additional details about the queries definition are also displayed in each row.

Out-of-the-box queries, provided by Fortinet, are marked with the Fortinet logo FE:ATINET.
2. Click on the row of a saved query to display additional details about that query’s most recent run. For example, as

shown below:

There is a Behavior BadWalf

ill Query Categoryall Device All devices Time Last hour

_exists_: Behavior

15 04-Feb-2021, 05:35

04-Feb-2021, 05:35 by Galit

3. You can filter this list of saved queries by typing into the Search field and/or selecting one of the following options:
a. FiEATINET /yUser: To select FEEATINET defined queries. Selecting User filters by saved queries that

were created by a user.

b. Scheduled/Unscheduled: To specify that Scheduled Queries are listed in this window, click the Scheduled
option. A Scheduled Query is one with the Scheduled Query field marked when it was created/modified.

c. Community/User: To specify that Community Queries are listed in this window, click the Community option. A

Community Query is one whose Community Query field was marked when it was created/modified. &
appears in the list next to Community Queries. User refers to queries that are not Community Queries, meaning

that each one is only available to the Organization for which it was created.

4. You can modify a saved query by hovering over it. The following tools are displayed on the right of the row:

".

-

04-Feb-2021, 04:15

2021, 04:19 by Gait @ Enabled A |
o

Tool Definition

To run and detect activity events now according to this saved query.

Run Now A

Edit #
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Tool Definition

Delete & To delete the saved query. Multiple queries can be deleted at once by marking

the checkboxes on the left side of each row and then clicking the -
Delete

icon at the top of the window.

5. Toenable/disable a saved query, mark the checkboxes on the left side of the relevant rows and select the
Enable/Disable option in the Set State dropdown menu.

Set statew

Enable

Disable

Scheduled queries

Scheduled queries enable you to automate the process of detecting threats so that it is activated automatically according
to the schedule that you define. This will enable timely and continuous detection and notification of threats. A scheduled
query runs automatically when you define a query as a scheduled query, as described below. Each time it runs and
detects a match, it generates a security event in the Event Viewer, and sends a notification (via email, Syslog and so on)
according to the security event’s definition.

The security event that is generated by a scheduled query in the Event Viewer is similar to a standard security event,
except for the following:

« The following options are not available in the Event Viewer for saved query security events:

(o]

The Forensics option is not available because it is irrelevant.

o

An exception cannot be defined for saved query security events.

* Inthe Process Viewm of the Event Viewer, a saved query security event shows the name of the saved query
instead of the process name, as shown below:

EVENTS _m showing 117190 [ » | [w1] [search event ~Q

E Archive Q Mark As.. * U Export - P"ia ndle Event -i- Delete =: Exception Manager
- D DEVICE PROCESS CLASSIFICATION =~ DESTINATIONS RECEIVED ~ LAST UPDATED
powershell.exe (6 events) % walicious 03-Feb-2021, 14:15:00
+  Credential access by devenv (1 event) <3 Suspicious 03-Feb-2021, 00:00:00
v P 4528335 3 devices Credential access by dev... # Suspicious 03-Feb-2021, 00:00:00 04-Feb-2021, 00:00:00

The classification (in the CLASSIFICATION column) is determined by the definition of the saved query.

In the same manner as other security events it indicates the quantity of devices (in the DEVICE column) on which
this type of activity events were found. All other aspects of a saved query security event are the same as other
security events.

« Clicking the Threat Hunting option on the right side of the saved query security event in the Event Viewer displays
the Threat Hunting tab and the saved query that was run, because that is what triggered the security event.

powershell.exe (6 events) ¥ malicious 03-Feb-2021, 14:15:00 Threat HLI!II!gj
r 4527075 @ Install.pS1 =4 safe Sensitive Inform... 03-Feb-2021, 14:15:00  03-Feb-2021, 14:15:00 @ ﬂq
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o The Event Viewer does not show any advanced data for a saved query security event.

eenrviewee ) Fomriscs oummcanon contioL v @) SECURTYSETTNGS v sENToRs

EVENTS - m showns 117180 | » | [ m1| [ eorch Eve ~Q CLASSIFICATION DETAILS
B oe ? an Manag
o DEVICE ROCESS CLASSIFICATION = DESTINATIONS  RECEIVED ¥ LAST UPDATED
powershell.exe (6 events) # Malicious 03.Feb-2021, 14:15:00 History
Credential sccess [Edited) (1 event) & suspicious 03 Fb 2021, 00:00:00 # suspicious, by Galit, on 04-Feb-2021, 05:52:06
r 4528335 3 devices. Credential access [Edited) 3 Suspicious 03-Feb-2021, 00:00:00  04-Feb-2021, 00:00:00
Total of 78 :Lﬁ"»“\'ytvcm:‘ /8 File
dumb-init (1 event) Inconclusive 02-Feb-2021. 17:50:29
ConnectivityTestApphew.exe (4 events) # walicious 02-Feb-2021, 13:54113
ematet doc WMI_3de4426d1130110ece2c130b2... (2 events) ¥ wmalicious 01-Feb-2021, 16:01:44 Triggered Rules
Eemotet_doc WMI_doc (1 event) ¥ wmalicious 01-Feb-2021, 15:40:24 = @ Scheduled Threat Hunting query
eqnedt32.cxe (1 event) Inconclusive 01-Feb-2021, 13:41:01 Credential access [Edited]

=——————3p-7 ADVANCED DATA

» Triggered Rules: When a saved query security event is selected in the Event Viewer, the Triggered Rules pane on
the bottom right of the page indicates that this security event was triggered by a Scheduled Threat Hunting Query,
as shown below:

evenT viewer (D) FORENSICS v communicanion controe v (BB SECH NVENTORY ] Protection v Galit v

EVENTS /—m Showing 11171180 | » | »1 | Search Event *Q CLASSIFICATION DETAILS
[3 export = e 82 Euceprion Manager
D DEVICE PROCESS CLASSIFICATION *  DESTINATIONS  RECENVED * LAST UPDATED
powershell.exe (6 events) * Malicious 03-Feb-2021, 14:15:00 History
Credential access [Edited] (1 event) $F suspicious 03-Feb-2021. 00:00:00 v & Suspicious, by Galit, on 04-Feb-2021, 05:52:06
> 4528335 3 devices Credential access [Edited) & Suspicious 03-Feb-2021, 00:00:00 04-Feb-2021, 00:00:00
Total of 78 Activity Events: 78 File
dumb-init (1 event) & Incondusive 02-Feb-2021,17:50:29
ConnectivityTestAppNew.exe (4 events) ¥ malicious 02-Feb-2021, 13:54:13
emotet_doc WMI_3de4426d1130110ece2¢13002... (2 events) * malicious 01-Feb-2021, 16:01:44
emotet_doc WMI_doc (1 event) ¥ Malicious 01-Feb-2021, 15:40:24
eqnedt32.exe (1 event) T inconclusive 01-Feb-2021, 13:41:01
Triggered Rules
PoWERsheLL.exe (1 event) * malicious 01-Feb-2021, 13:40:23
DynamicCodeTests.exe (5 events) & suspicious 31Jan.2021, 04:11:35 o) M’“‘“W’M%
sechost.dil (1 event) & inconelusive 304an-2021, 06:47:01 b Credertsal access Etac]
Unknown Driver (1 event) 1 Inconclusive 28-Jan-2021, 07:17:36
test.hta (1 event) # malicious 27-Jan-2021, 15:38:12
BFE10335B E48C .. (1event) # Mmalicious 274an-2021, 15:33:20
videostream-native.exe (1 event) ' Inconclusive 27Jan-2021, 12:42:08
fctupdate (1 event) fF Incondlusive 27Jan-2021, 07:30:27

" SR —

The name of the saved query is listed below it. Click that saved query’s name (for example, Credential Access
(Edited)) to display additional details about this saved query, such as its description and the tags that were defined
when it was created/modified, as shown below:

Triggered Rules

= ﬂ Scheduled Threat

= Credential access [Edited]
Threat Hunting query that is scheduled to run has found matches.

BadWolf

Press on the Threat Hunting icon _@i to switch to the Tlﬁeat Hunting
tab populated with the query results for further analysis. In case the
query needs adjustments, edit the query at the Threat Hunting tab ->
Saved Queries
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In the Device ViewE of the Event Viewer, a saved query security event appears under the devices that were
affected. It also shows the name of the saved query instead of the process name, as shown below:

DASHBOARD EvenT VIEWER (D) FORENSICS » coMMmunicaTIoN conTroL v (BB SECURITY SETTINGS ™ InvEnToRY v @)

EVENTS (= swowing 11777 [»] ] [“Search v -

[3 export ~ < B2 cceprion Manager
- Al D DEVICE PROCESS CLASSIFICATION = DESTINATIONS RECEIVED * LAST UPDATED
(4 events) $ Suspicious 03-Feb-2021, 14:15:00
(2 events) E=3 Suspicious 03-Feb-2021, 11:00:34
(3 events) % Suspicious 03-Feb-2021, 03:00:59
@S (3 events) % walicious 03-Feb-2021, 00:00:00
4 4528335 ENSW-LAP108 Credential access [Edited] % Suspicious. 03-Feb-2021, 00:00:00  04-Feb-2021, 00:00:00
Total of 12 Activity Events: @
4 4490578 | Unknown Driver I inconclusive 2 destinations 02-Feb-2021, 04:28:41  03-Feb-2021, 02:46:48 @
A

If this security event was triggered for more than 100 devices, then this row shows a notification indicating that they
are not all listed here and that you can use the Threat Hunting option on the right of this event’s row to investigate
further.

Facets

As expected, the continuous, realtime collection of Threat Hunting data produces numerous activity events. The sheer
volume of activity data makes working directly with these activity events almost unmanageable. Therefore, FortiEDR
uses facets to summarize the data displayed in the results tables. Facets are predefined in FortiEDR and represent the
same data that is displayed in the results tables, but in an aggregated form. As such, facets represent the aggregation of
the values in the results tables.

Device Name (19) %L Type (24) % Behavior(12) 11 Source Process... (203) 5| Source Process Signed TargetFileNa... (1K+) 5]  TargetFile Path (1K+) 3]  Target Process Signed
TLIK Socket Close B5.5K log deletion 918 system 833K ~) Signed 264.9K utilsdil.dll 43K program files\fortinet\f.. 4.9K ~ Signed 16.6K
36.0K Socket Connect BOTK lateral movement 552 chrome exe 452K =) Unsigned 43K fortitrayresc.dil 43K program files\fortinetif . 49K = Unsigned o
337K Library Loaded 333K €2 communication 207 svchostexe 393K inh-£:01 sdb-journal 28K users\anatoly\appdata.. 26K
23K Key Created EEEL privlege escalation 10 fortipraxy.exe 325K store.dbjournal 23K programdatalusoprivat.. 23K
2BIK Socket Bind 34K execution 46 citrixfiles.exe 203K udb-user1028315%rem... 22K userstalexanderblappd... 2.2K
w More(11)

Each individual facet pane summarizes the top five items for that facet. For example, in the Type (action) facet below, the
facet lists the top five actions, based on the filters applied in the query. The number at the top in parentheses () indicates
the total number of different values for this facet in the results table, in this case 24. In this case, the top five actions are
Socket Close, Socket Connect, Library Loaded, Key created, and Socket ind.

Facet can show the bottom five instead of the top five. In order to switch from the top five to the bottom five for this

specific facet, click on the arrow on the right side of the number
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Type (24) 1
Socket Close B5.5K
Socket Connect G0.TH
Library Loaded 383K
Key Created 358K
Socket Bind INAK

The filters applied in the Filters area affect the results displayed in the Facets and Results Tables areas.

The displayed facets vary according to the filters used in the Filters area.

You can click the More link to display additional facets.

(83) =) Type (22641) =) Device Name  (22641) =] Target Process Na... (329) =)

63 File Read 10725 12878 Bitexe 81
File Write 2809 9763 chrome.exe 48
File Create 2674 conhost.exe 28

14

°

4

3 Executable Loaded 2367 svehost.exe
2

backgroundsaskhoszexe 12

You can click the

Filtering using facets

button to minimize the Facets area.

Registry Name
00030220
0003031f
00036602
00086659

001fésda

(1140) =T

1
1
1
1
1

Registry Key Path  (1140) =)

hkimtsystem\controlses. 182
hkim\softwas
Ihkim\software\mi

hkim\system\controlserd... 48

Registry Data

(1120) =)

osoft.. 46

b

Registry Value

dwe

Ty... (1140) =}
411
290
258
60
57

Facets provide an easy-to-use mechanism to aggregate the results in the Activity Events tables. In addition, you can also
further narrow the results in the Activity Events table directly from the facets by including or excluding specific values. For

example, when you hover over an item in a facet pane, a green and red button appear in its row. Click the green plus

button to include that item as a filter or click the red minus = button to exclude that item as a filter.

Type (22641) =]
Filz Read 10725
File Write 2899
File Create —|
Execurable II.:Ea ded 2367
File Delete 1474

Then, click the Apply button.
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(83) =, Type 22641) =} Device Name  (22641) 5| Target Process Na... (329) =} Registry Name  (1140) =1

63 File Read 10725 12878 gitexe 8 00030220 1 560 (-3 an
9 Fila Wrize 2899 9763 chrome.exe 43 0003031F [ 57 dw 220
scripting 4 File Create x conhostexe bl ] 00036604 1 3 3 bin 38
P 3 [Eseomsbietosces B 767 @ ooomssse : sss 2 o= ©
¥ More (10)
_ o _ File Create x ,
An item highlighted in green [ indicates that it has been marked as an
inclusion filter, but has not yet been applied by clicking the Apply button. An item highlighted in red
«  Signed 2670

indicates that it has been marked as an exclusion filter, but has not yet been
applied by clicking Apply.

Clicking the Apply button applies the additional filtering criteria to the threat hunting query. In addition, it creates a chip
(indicated by the arrow in the following picture), which represents that additional filter and displays it at the top of the
Facets area. In the example below, the query has been further filtered to only show the File Create type of action. Each
chip is also part of the threat hunting query.

. I' File Create (—

Type (2674) =) Device Name (2674) =) Source Process Fi... (2674) =) Source Pracess Signed Source Pracess Architecture Source Process P... (267d) =1
| File Create 2674 1354 1410 v} Signed 2670 5 6dbic 2521 adobe reader and acrobet... 1
1320 . 784 — Unsigned 4 2 32bic 153 dropbax update 2

453 forticlient aute-update ag... 3

L) slack 3

8 microsoft edge 4

Each chip has either a green or red border on its left side to indicate whether it was defined to include (green) or exclude
(red) that item in the filter.

Each Facet pane may have a green or red left border to indicate whether it has been applied in the query, meaning that
the displayed results are filtered by it.

A  [rype: Fiecrene [ nor >rocess File Owner: administracors, ensilo\galic
Type (1264) =} Device Name (1268) = Source Process Fi... (1264) =| Source Pracess Signed Source Process Architecture Source Process P... (1264) =1
I File Create 1264 . {+]- | . 784 ~! Signed 1260 4 fdbis 1216 adobe reader and acrobat., 1
54 local gystem 483 =) Unsignad 4 , 32 bit 4B forticlient autc-update ag... 3
I g slack 3
8 rmicrosoft edge 4
microsoft office 4

You can define an unlimited number of chip filters, with an AND relationship between multiple filters. Each facet can
create up to two chips, one for the inclusion of values and one for the exclusion of values.

If two values have been added to the query from the same Facet pane, the relationship between the values in the chip is
OR. The following example shows that the query includes activity events in which their Target Process Name is either
chrome.exe Or teams . exe, Which is shown below in both the chip and in the facet.
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l Target Process Mame: chrome.exe, teams.exe

pe (2.5K) =] Device Name (2.5K) =l Target Proces... (2.5K) =l
ocess Termination 1.3K — 1.3K I chrome.exe 1.8K
ocess Creation 1.3K - 535 I teams.exe 750
— 467
19

Hovering over a chip enables you to remove, disable or copy it, as follows:

> £[ED 3

Tool Definition

Remove The chip is removed and the Facets and Result tables are updated accordingly.

Disable A disabled chip no longer affects the results. The Facets and the Results tabs are
updated as if the chip was removed and the chip appears as follows:
l Type:

Copy The chip content is copied to memory and can be pasted into the query for further
editing.

In order to enable a disabled chip and update the results according to its criteria, click the Enable 7 icon.

Activity events tables

The results presented in the tables in this area are activity events. The activity events table area contains six tabs, each
representing one category of activity events, as follows:

All Activity (14.94M) Process (806.4K) File (10.85M) Network (2.74M) Registry (538.1K) Event Log (15.6K)
CATEGORY TIME + 05 DEVICE NAME TYPE BEHAVIOR PROCESS AND ATTRIBUTES TARGET
E:!. 12-Jan-2021, 06:05:16 E File Read selfelectController.exe ¥, 55 downloadermulticast
[ 124an2021, 0605016 EU- 3 File Read TaskbarX.exe -2 Accessibility.api
[ 124an-2021, 08:05:15 EU 3 File Read dilhost.exe o oleacc.dll
[ 124an-2021, 0805116 WPC File Read uihost.exe o Local State
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Category Definition

All Activity This tab lists all activity events, based on the filters defined for the Threat Hunting
query. The number in parentheses () specifies the total number of activity events,
based on your query criteria. This total equals the sum of the activity events in the
other five tabs. Each Category of activity events is represented by a different icon,
as follows:

* m Process
° E‘File

a g
* === Registry
* @ Network

* DLog

You can hover over the icon in the Process and Attributes column to temporarily
display additional details about the source process, including whether it is signed,
its signature, issuer and so on.

Process And Artributes Target

msiexec.exe v# E'"’, Idap-brute.nze
kNS <) Signed (valid)

git.exe A4341B0FD50FBO064283220A36A1 EF6FEFAATSA0

SUE0 O

HIsaxac axe Microsaft Windows
\‘ ! ’I
9 There are several types of attribute icons, such as
|| Signed/Unsigned.
Process This tab shows all matching activity events of category Process.
File This tab shows all matching activity events of category File.
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Category Definition

K Flle@S89K)  Nework(BIK)  Regisliy(246K  EventLog(1K)

000 choose columas

Network This tab shows all matching activity events of type Network.
Registry This tab shows all matching activity events of type Registry.
Event Log This tab shows all matching activity events of type Event Log.

Each table contains a row for each matching activity event and each table includes different columns according to the
category.

You can select which columns should appear in any of the tables using the Choose Columns option at the far right of the
page. You can type in the Search box to help narrow the list of columns that display.

I]I]l] Choose Columns

05

Device Name

Type

Behavior

source PID

Each activity event may also be a part of a behavior and/or a MITRE Technique. A behavior indicates that this activity
event is part of a specific behavior as determined by FortiEDR. A MITRE type (Technique or Tactic) indicates that the
activity event is part of specification of a technique and tactic as classified by MITRE.

The activity events that have such behaviors and/or MITRE indications have values in the related columns in the activity
events tables, as shown below:
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15 DEVICE NAME TYPE BEHAVIOR MITRE TACTIC MITRE TECHNIQUE PRe
C File Delete Log deletion Defense Evasion Indicator Removal on Hest: File Deletion sla
File Read Credential Access  Credential Access  Unsecured Credentials: Private Keys pre

When an activity event has a related MITRE indication, it is indicated in the Details pane on page 256 (see below). You
can hover over the associated icon to display more details.

m Process Creation | Privilege escalation

Summary *+ SearchApp.exe 2= dllhost.exe 10-Dec-2020, 03:50:
I:l Status W Running Internal IP 10.0.0.22
~PC Uptdme 2d, 48min, 28sec v
¥
I SearchApp.exe PID-16372 TID-18348 vl o
Path CAWindows\SystemApps\Microsoft. Windows.Search_cw5Sn1h2txyewy\Se...

Executing user
Product Microsoft® Windows® Operatng System
SHA1 BASECAADASE3I601255D4043CCARM EGEDT1B41C3D

Command line

ServerMame:Cortanalll.AppXBz9rjmS6hwdbsbneegwlkynoc2 Sowr St....

Process Creation

E File Read | Credential Access

4
Summary s proxyhost.ex 120, 04:23
m Mitre Techniques
echnique
D Status
— Unsecured Credentials: Private Keys, T1552.004
e RELSE Tactic 5
A Credential Access, TADDODG
32
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Filtering using activity events tables

The activity events tables area can be used to add filters to the query in a similar manner as facets.

When you hover over an item in the table, a green and red button appear to its right. Click the green plus button (H)to

include that item as a filter or click the red minus button (= ) to exclude that item as a filter. For more details, see
Filtering using facets on page 250.

BEHAVIOR SOURCE PID PROCESS AND ATTRIBUTES

ation  Privilege escalati.. 5056 kg B OUTLOOK.EXE o’

ation Privilege e=scalati... 19192 WhatsApp.exe v

Details pane

You can click anywhere in a row in any of the Activity Events tables to display more details about the specific activity
eventin a Details pane on the right. The selected row is marked by a green border on its left.

o OAsBOARD  EVENTviewer Q@) FORENSICS v COMMUNIGATIONCONTROL v @) SECURTYSETTINGS v IVENTORY v ADMINISTRATION ®  Protecion v Galt v

THREAT HUNTING

CATEGORY DEvICE name v
V' Aicategories v v Last 24 hours v

v

All Activity (14.94M)  Process (806.4K)  File (10.85M)  Network (274M)  Registry (538.1K)  Event Log (15.6K)

100 choose cormns 2 Pl fead

e Summary  =»TaskbarXexe  +eAccessibilityapi 124an-2021, 06:05:16
CATEGORY TIME - o5 NAME TYPE PROCESS AND ATTRIBUTES TARGE EVENT ATTRIBUTES
. . . = Srus @ Running ——
’ o SoURCE P A e

[@  1242n2021,0605:16 EN.. FileRead SelfElectController.exe 2 O goen ProgrampatalL.. ; Uit GART B .
[@  124an2021,0805116 U FleRead Taskbarx. SN A e o e “ 2
= LanZe2y - FlleRex askbark.exe bie 22900 Program Files (.. {0 TaskbarX.exe PID-22900 TID-14296 = b

o SouRCEFID pat s Path < \Downloads\TaskbarX_1.6.2.0\Taskbark exe
[@  124an2021.0605:16 EU.. FileRead dilhost.exe SR oo r00a Windonsisyste.. o

” SOURCE PID pan HaSH Parent 1D-2.. [ Acua
[@  124an2021.0605:16 U..  FileRead uihost.exe SR [E

Product Taskbark

o SOURCE PID patH HasH SHAT SEOE74218758A5C2E10078BCAE0B0DAZ2004985F

[ 1242n-2021.08:05:16 L.  FileRead uinost.exe v [ —." f
Command line ths=2 -calor=63;00;
25p=300 -pi0=0 -5tbo=0 =400 -obir=400 -5r=0 fote=1

” SOURCE PID paTH Hast
[@  124en2021.0605:16 U.  FileRead uihost.exe v o See  Jmiz
[2  124en2021.0805116 L.  Fleread uihost.exe 5 Lo SaiarEf® o i
2 . - bit 7812 . File Read
- - B SGURCE PID PATH HASH

The Details pane for an activity event contains a Summary tab and one or two other tabs, as follows:
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.
Action
Behavior e E!- File Read | Credential Access [}
and MITRE
- Summary = MEIEKEC. B1e = ms-sql-empty-pa.. 2020-Oct-25 08:31:23
[e=] Status  Running Internal (P 10.212.134,130,192.168.0....
Uptdme 3d, 1h, 23min, 24sec o
A -1
[l msiexec.exe PID-4424 2 I
Source
Path C:\Windows\System32\msiexec.exe
Executing user Local Systern
Froduct Windows Installer - Unicode
SHAT 5D6102F3A1F0EE2CTTISBFCZBICT ADADDA3SFIN
Command line Y
Action
(Event Type) File Read
[2 ms-sql-empty-password.nse
Target =
Path \Device\HarddiskVelume3\Pragram Files\Fortinat\FartiEDR\scriptsims-s...

o Summary tab: This tab specifies a summary of the activity event. At the top of the tab, it shows details about the
endpoint, including the endpoint and its IP, path, operating system, and so on. The area below the endpoint section
shows the source process and its detail. The area below the source graphically shows the action again, which is the
activity event type, as well as some additional data regarding the action, if any. The area at the bottom of the pane

shows the target and its details. You can click the Expand (¥ ) or Collapse (¥* ) arrows in an area of this pane to
show or hide additional relevant details, respectively.
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« Process tab: This tab shows additional details about the source process.

(2 FileRead  EETEEEIESss [

Summary " MSiexXec.exe P+ ms-5q|-empty-pa... 2020-001-25 08:31:23
Iy [U msiexecexe PID-4424 &
Integrity level "I“| System
SHA1 SD8102F3A170EDEZCY /I5BFC2ZESCTADADDA3SFIT
Command line N
File Version Fame Windows Installer - Unicode

Informaticn ) ]
Company name Microsoft Corporation

File Description Windows® installer

File Version 3.0.19041.1 (WinBuild.160101.0800)

5TD Out Console

S5TD In Conscle

STD Err Conscle

Source Process File Extension (73

Source Process File Original YDevice\HarddiskYalume 3\
Drive

Source Process Volume Type Local

Source Fle Signature Time Valid v
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« Targettab: This tab only displays if the target is of type Process or File, and details additional data regarding such.

E File Read  Credential Access m

Summary 3 MSieRec.exe = ms-sql-empty-p... 2020-O¢cr-25 08:31:23

[2 ms-sql-empty-password.nse

Patch \Device'HarddizkVolume3\Program Files\Fortinet\Fortl EDR\scripts\ms-sgl-empuy-...
Executable File ms-5ql-empry-password.nse
Creation Time 2020-0ct-20 17:53:00

r-:.r;::iuf::azucf Time 2020-Oer-22 11:33:08

Cwiner Local System
Owner ID 51-3-18
Status (00000000
Target File Extension rse
Target File Volume Type Local

You can click an icon in the Details pane to display additional details, as shown below:

s Columns 1= Da File Read

Summary = MSiBNAC axE 3+ |dap-brute.nse 2020-Ocr-25 08:31:23

D Status M Running Internal [P 10.212.134.130,192.168.0....

, 1h, 23min, 24zec

[« Signed (valid)
4474

©

Sigmature thumbprint

Ad341B9FD50FBO964283220A30A1 EFGFOFAATEL0 Wystem3dimsiexec.exe
Issued by n
Micrasaft Windows staller - Unicode

170E982CT7I5BRCZEOCTADADDAISFIN

Command line N
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Event Log Details pane

The Details pane for an activity event of type Event Log Created appears somewhat differently, as shown below. In this
case, the action is always Log Entry Created and the target is always the event ID.

Log Entry Created

Summary 2020-Oct-25 08:31:19
|:| Status M Running Internal 1P 10.212.134.130,192.168.0....
Uptme 3d, 1h 23min, 20sec v
[T security
Log Entry Created
F.}
[y EventID 4672 .
Event Provider Microsoft-Windows-Security-Auditing
Lewvel H
Message
Special privileges assigned o new logan.
subject:
Security ID: 5-1-518
Arerminr Mame: SYRTEM
You can scroll down in the Target area to view the actual log entry.
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Log Entry Created

Summary 2020-Oe¢x-25 08:31:19

T_Eﬂg-fﬂ'l'lj LS = A
A
WEvent ID 4672

Event Provider Microsoft-Windows-Security-duditing
Lewvel o
Message

Special grivileges assigned to new logon.

Subject:
Security 1D: 5-1-5-18
Account Mame: SYSTEM
Account Domain: NT AUTHORITY
Logen ID: Ox3E7

Frivileges: SebssignPrimaryTokenPrivilege
SeTebPrivile
SefecurityPrivilege
S5eTakaOwnershipPrivilege
SeloadDriverPrivilege
SeBackupPrivilege
SeRestorePrivilege

SeDebugPrivilege

—

Retrieving a file / Remediating devices upon malware detection

You can remediate any file that is a target of an activity event. You can also download a copy of any file (Retrieve action)
that is a target of an activity event.
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To retrieve a file or remediate the process:

1. Select the relevant activity event and open its Details Pane.
2. When hovering over the filename, you can select either of the following options:

 Inthe Summary pane, select the three dot dropdown menu and then select Retrieve of Remediate the file, as
shown below:

. [2 WmiPerfinst.dll vy & Retrieve :
Remediate
Path CA\Windows\System32%Wbem\WmiPerflnst.dll
Owner MT Services\Trus... 1D - 5-1-5-80-056008885-3418522649-183103804...
SHA1 BC3B2C25CA3TAZ4BBSARCADEFFABLDZEZF36DEAA
—-OR-

» In the Details pane, click the Retrieve or Remediate button, as shown below:

i — ==

Summary =3 WmiPrvSE.exe ¥ WmiPerflnst.dll

[@ WmiPerfinst.dll e

[l - P = A
= Fetrieve Remediate

Path C\Windows\System32Wwberm\WmiPerflnst.dll

Adding an application to the Application Control policy blocklist

You can add any process that is either the source or the target of an activity event to the Application Control Policy
blocklist such that this process won’t launch on the devices that are assigned to that Application Control policy.

To add a process to an Application Control policy:

1. Select the relevant activity event and open its Details Pane.

g
®
2. Inthe Summary page, click the More (®) option next to the process name and select Add to Blocklist, as shown
below:
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E- File Create

Summary =3 Adobe CEF He... 3= ACC 2022-1-1... 14-]an-2022 03:54:17
D Status .Running Internal IP 10.100.102.6
ens Uptdme 3d, 1h, 27min, 43sec o
A

{I] Adobe CEF Helper.exe PID-12620 TID-13720 Add to Blacklist

Path C:\Program Files\Comman Files\Adobe\Adobe Desktop Comm...

Executing user EMNSILOWyi

Parent \Device\HarddiskVolume3\Program Files\Adobe\Adob... 1D- ...

Product Adobe CEF Helper, v35.6.0.788

SHAT DEDSC331AE6T71DCIAZCEABSEAS13B208B88B5F10

Command line --type=renderer --no-sandbox --autoplay-policy=no-user-

gesture-required --js-flags=--expose-gc --log-
file="C:\Users\yossimiAppDataiLocal\Tempt\CreativeCloudh...

OR
Go to either the Source or the Target tab of type process and click the Add to Blocklist button, as shown below:
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E- File Create

Summary

*+ Adobe Deskt... # longpoll[9].json 24-Jan-2022 16:38:02

JIJ Adobe Desktop Service.exe PID-13868 TID-10764 % W

{gn Add to Blocklist

Creation time

Product Information

Executing user
Executing User ID

Remote Endpoint

C:\Program Files (x86)\Common Files\Adobe‘\Adobe Desktop Comm...
D 14292  MName \Device\HarddiskVolume3\Program Files\Ado...
Creation Time 18-Jan-2022 02:30:45

18-Jan-2022 02:30:50

Name Adobe Creative Cloud

Version 5.6.0.788

Company name Adobe Inc.

5-1-5-21-: 1952-3802803170-27590584230-2235

GDPR and activity event data

The FortiEDR system fully complies with the General Data Protection Regulation (GDPR) standard, as described in
Personal data handling on page 325. When you use the Personal Data Handling feature to delete data, it also deletes
activity event data. However, the Personal Data Handling Search option does not search for and display the activity data
that it will delete. Just for your own knowledge, in order to see a list of the activity data that will be deleted you can view it
here before you delete it. To do so, simply enter a query here that includes the chosen record from the Activity Report
(that can be accessed by selecting Administration >Tools > Personal Data Handling) in order to find the data to be
removed. For example, if you have provided the string 14 9 in Personal Data Handling for Search by Device name, then
in the displayed Activity Report, select the record containing the device name to be deleted. In this example, itis US-
Dev149. Then, in order to display all the activity events that are related to this device, enter the query Device.Name:
US-Dev149, as shown below in order to display the relevant records.

DeviceMame: US-Davlds
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To find all activity related to a user chosen from a Personal Data Handling Activity Report, enter the following query, and
select the required time range:

"Source.File.Owner:<username> OR Source.User:<username> OR Process.File.Owner:<username> OR
Process.User:<username> OR Target.File.Owner:<username>"

Similarly, to find all activity related to an IP chosen from a Personal Data Handling Activity Report, enter the following
query:

"Device.IPInternal:</P> OR LocallP:< IP > OR RemotelP:< I[P > OR Target.Network.AdditionalData.Remotelp:</P>"

Legacy Threat Hunting

If your FortiEDR environment has recently upgraded and one or more Collectors in your system run a FortiEDR version
earlier than 5.0, Legacy Threat Hunting allows you to hunt for files and hashes on those Collectors that were collected
before you upgrade to 5.0 from earlier versions. Access the Threat Hunting Legacy page by clicking Forensics > Threat
Hunting Legacy. If all Collectors run FortiEDR 5.0 or later, the Legacy Threat Hunting option is unavailable. Use the
FortiEDR’s Threat Hunting on page 237 feature instead in this case, which has more extensive collected data.

The following shows the Legacy Threat Hunting page. In this case, the Hash/Process field is empty.

DASHBOARD evenTviener@D)  FoRemsicsv COMMUNICATION CONTROLY SECURITY SETTINGS v INVENTORY~ ADMINISTRATION

Hasn OO O—— 0O

Lastmonth Last week [FELEY Custom

Enter a file name

COLLECTOR NAME PATH FILE NAME CREATION TIME MODIFICATION TIME 0s

To search for malware using Threat Hunting (legacy):

1. Select the basis for the search by clicking the Hash ( ) or File Name ( ) button. When you
select the Hash button, the search results represent matching HASH values. When you select the File Name button,
the search results represent matching filenames.

When accessing the Threat Hunting page using Method 1, the relevant HASH value appears in the field adjacent to
the Hash button, as shown below.

When accessing the Threat Hunting page using Method 2, the field adjacent to the Hash and File Name buttons is
empty.

2. Ifthe field adjacent to the Hash and File Name buttons is empty, copy and paste the applicable filename or HASH
value into the empty field.
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3. Specify the time range for the search using the timeline buttons at the top of the window.

Last we

ek Custom

4. Click the Search button. The system searches for matching files in all devices in your environment. When the
search completes, the search results display in the window. The example below shows a search by process.

DASHBOARD EVENT VIEWER. FORENSICS

Hash

DynamicCode.exe

3 pevices 3 patHs 14 weeks

FILE NAME

67ED8429C1 B5ES...

DBABOCT65ES...

DB4BOCT65ES...

% Pandal

67ED8489C1 655

wiskvolume2\user p dynamiccode.exe

CREATED

20-Feb-

COMMUNICATION CONTROL v @)

Last week

MODIFIED

30-Apr-2015, 05:37

30-Apr-2015, 05:37

SECURITY SETTINGS INVENTORY v @) ApmiNisTRATION (2D ®  Protection v lior v

—O0—O0—0O0—O0

Last month

Last day Custom

Showing 1-4/4.

SIZE os BIT CERTIFICATE  VENDOR PRODUCT VERSION
549376 22 No
saoa76ly 2 No
549376 22 No
549376 32 No

The row directly above the results table summarizes the results of the search. For example, in the window above,
the system found 2 unique devices and one unique path created in the same one week. The example below shows

the results of a search by HASH.
£

DASHBOARD

File Name

90197E2FD04B2189FI6ECF300E04E01EDIB14B82

90197€2¢D048. 2 56028615 No
2 DEVICES 1 paths 1 weeks

COLLECTOR NAME PATH FILE NAME

% wnusascLoms \devicanarddiskvolume T lebeatiogsiiebeat _ Mebeatese

B winTkt ESS18QB8 \device\harddiskvolume1\ga\filebeatlogs\filebeat filebeatexe

smnmm(s) e

communicaTion controLv @D

Last week

CREATION TIME

094ul-2019, 07:25

084ul-2019, 0956

204un-2019,11:06

204un-2019,11:06

SECURITY SETTINGS v wventorr~ @ aomnisRanon (D

—O0—O0—0O0—=0

Last month

Last day Custom

Showing 1-2/2

MODIFICATION TIME os

The labels row directly above the summary row identifies common, shared data elements. For example, Sha-1,
vendor, and so on. The identified elements are shared by all files. Note that typically you see more common data
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elements when searching by HASH than by process.

DASHBOARD evenTvieneR @) FoRensics COMMUNICATION CONTROLY @) SECURITY SETTINGS v INVENTORY™ ApminisTRaTIoN (D) ®  Proccion v BarbaraV.

—OO0—0O0——0O0—0O

Last month

File Name:

SEARCH

CLEAR

Last week Last day Custom

90197E2FD04B2189FI6ECF300E04E01EDIB14B82

90197E2FD0O4B. 32 56028615 No
2 DEVICES tprre weer Showing 1-2/2
COLLECTOR NAME PATH FILE NAME CREATION TIME MODIFICATION TIME + 0s
% win-UsasCLOIITR \device\harddiskvolumeT\qa\filebeatlogs\filsbeat filebeat.exe 094ul2019,07:25 204un-2019, 11:06 Windows 8 &
% wiN-TKIE9S18QB8 \device\narddiskvolume1\qa\filebeatlogs\filebeat filebeat.exe 084ul-2019, 09:56 204un-2019, 11:06 Window
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FortiEDR Connect

The FortiEDR Connect feature opens a console that provides direct access to a FortiEDR-protected device running a
v5.2 Windows Collector through a remote Shell connection. This enables you to respond to incidents immediately and to
perform in-depth investigation by running commands and scripts on the device, collecting and downloading forensic data
from the device, remediating threats, and so on.

A FortiEDR Connect console can be accessed from various FortiEDR pages that list devices, such as the INVENTORY
tab, the FORENSICS tab, and the Threat Hunting page under the FORENSICS tab.

» A Connect to Device button appears at the top of these pages, which enables you to connect to the device that is
selected in the list.

« You can only connect to a single device in each FortiEDR Connect session. See Connecting to a FortiEDR-
protected device on page 267.

» Adevice can only be connected to a single session at a time.

o Each FortiEDR user can have up to ten FortiEDR Connect sessions open and connected at the same time —each to
a different device.

o Multiple users in your organization can open up FortiEDR Connect sessions (on the FortiEDR Manager), but no
more than 30 sessions can be opened at the same time.

To allow a user access to the FortiEDR Connect functionality, configure the following options. Otherwise, the Connect to
Device button is deactivated for the user.

» In ADMINISTRATION > Tools, ensure that the Allow FortiEDR Connect— Remote Shell Connection checkbox is
selected, which enables the FortiEDR Connect functionality for the organization. See Tools on page 317.

FORTIEDR CONMECT

« Select the Establish FortiEDR Connect sessions checkbox in the user profile to grant the user access to the
FortiEDR Connect functionality. See Users on page 285.

Ay
S L4
q This checkbox is available for Admin, Analyst, and Senior Analyst users only.

Connecting to a FortiEDR-protected device

The following describes how to open a FortiEDR Connect console session that connects you directly to a FortiEDR-
protected device.

To directly access a FortiEDR-protected device:

1. AFortiEDR Connect console can be accessed from various FortiEDR pages that list devices, such as the
INVENTORY tab, the FORENSICS tab, and the Threat Hunting page under the FORENSICS tab. The operation of
the FortiEDR Connect console is the same regardless of where it was accessed from.

2. Select the relevant device from the list.

You can only connect to a single device at a time, and therefore, if you select more than one device, the Connect to
Device button is deactivated.
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You can only connect to accessible devices. For example, the Connect to Device button is deactivated, when you
select a disconnected device.

YL
‘?' If the list only displays a single device, then the Connect to Device button automatically
|| applies to that device without you needing to select it.

3. Click the Connect to Device button at the top of the list. For example, as shown below —

Connect to Device

A Shell window opens in a new browser tab. You may be requested to wait while the connection is established.

The following displays after the connection has been established:

The name of the device is displayed in the top left corner of the page.
The connection status and a timer is displayed in the top right corner of the page.

4. The main part of this page shows a terminal screen (black) with a prompt (>>>) at the top left where you can type
commands.
Clicking the Help button at the top right of the terminal screen displays a list of the commands (and their parameters)
that you can run. To run a command, simply type it (for example, %dir) with its parameters and press Enter. Note
that when the parameter should be Path, full path should be provided. For example: c: \MyDirectory or
c:\MyDirectory\MyPath.
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Commands help

Command Parameters Description

YAt P s pradn AL I T QiU O S nie e 1ainaesn .
Mipconfig Returns IP information.

Mipconfig_all Returns extended IP information.
download_file Files path Downloads the file to your browser.

Yupload_file Path to which to upload the Uploads the file to the specified path.

file, File in the "File Library"

%upload_and_run Path to which to upload the Uploads the file to the specified path and runs it.
file, File in the "File Library"

wlogged_in_users Returns a list of the logged in users.

Most of these are FortiEDR-specific commands. For example, typing $dir \ displays the following:
®dir \

Volume in drive C has

Volume Serial Number

Program Files

Program Files
Pythonid

In addition, you can use the $cmd command to open a command prompt view, as shown below.
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C:\Windows\TEMP\_MEIZ4B8082>
This view enables you to enter standard Microsoft terminal (cmd) commands, such as dir. For example, the
following displays:
C:\Windows\TEMP\_MEIZ4802> dir
Volume in drive C has no lLabel.

Volume Serial Number is 5486-383C

Directory of C:\Windows\TEMP\_MEIZ24802

11:88 P <DIR>

11: .
11: 9 api-ms-win-core-console-11-1-8.d11

11: ; 9,288 api-ms-win-core-datetime-11-1-8.d11

11: P 2, 20 1-ms-win-core-debug-11-1-8.d11
11: P : i re-errorhandling-11-1-8.d1l
11:68 12,792 api-ms-win-core-file-11-1-8.d11

In addition, you can run Python command at the prompt. The supported Python version is 3.x.

Ay
‘?' The FortiEDR Audit trail on page 317 feature records the connection of a FortiEDR

Connect session, but not every action that was performed in the session.

File Library pane

The File Library pane on the right enables you to upload, download and reuse files during FortiEDR Connect sessions
from/to FortiEDR-protected device. No other users can see these files or upload/download from/to your FortiEDR
Connect session. These files are deleted everywhere when you close the FortiEDR Connect Console, as described in
Disconnecting FortiEDR Connect session on page 272. A FortiEDR Connect session enables you to:

» Upload afile to the FortiEDR File Library on the FortiEDR Manager.

 Upload a file from the FortiEDR File Library to a FortiEDR-protected device by running the $upload fileor
$upload_and runcommand. For example, to upload a forensics script to the device.

+ Download a file from the FortiEDR-protected device. For example, to download an executable from the device for
further inspection in a sandbox.

Uploading a file to the FortiEDR file library

The File Library page lists the files that you have uploaded to the FortiEDR file library on the FortiEDR Manager during
the current FortiEDR Connect sessions, and that are available to be uploaded on the devices.
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To upload a file to the FortiEDR file library:

1. Open a FortiEDR Connect session with a FortiEDR-protected device, as described on Updating the Collector
version on page 277.

2. Click the Upload File button in the File Library pane. A standard file selection window is displayed.
3. Select afile and click the Open button.

You can hover over the question mark icon () at the top right of the File Library pane to display a tooltip showing
the file size limitation.

A progress bar is displayed while the file is uploading, as shown below. After the file has been uploaded (100%), it
appears in the list at the bottom of the pane.

File Library

il
NP * To stop an upload that is in progress, click the Delete button (W) next to its progress
‘?' bar
- ¢ To delete afile that has already been uploaded into the file library, click the Delete
- il

button (m) next to its name.

Uploading a file from the FortiEDR file library to a FortiEDR-protected device
The following describes how to upload a file from the FortiEDR file library to a FortiEDR-protected device.

To upload a file to a FortiEDR-protected device:

1. Open a FortiEDR Connect session with a FortiEDR-protected device, as Connecting to a FortiEDR-protected
device on page 267.

2. In case the file doesn’t appear at the file library, upload a file to the FortiEDR file library on the FortiEDR Manager,
as described on File Library pane on page 270. The File Library page lists the files that you have uploaded to the
FortiEDR file library.

3. Atthe promptin the FortiEDR console, enter the Supload fileor %upload and runcommand and specify the
path to which it should be uploaded, including the name it should have at the uploaded location, and file name to be
uploaded. For example:

>>> %Upload_file C:\Windows\TEMP\_MEI37122\StatScript.bat StatScript.bat

Upload file StatScript.bat success.
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Download a file from a FortiEDR-protected device
The following describes how to download a file from a FortiEDR-protected device.

To download a file from a FortiEDR-protected device:

Open a FortiEDR Connect session with a FortiEDR-protected device, as described on Connecting to a FortiEDR-
protected device on page 267. At the prompt in the FortiEDR console, enter the $download file command and
specify the full path and file name to be downloaded. For example, $download file
c:\SuspiciousDir\abcfilename

Files are downloaded directly to the Downloads folder on the device in which the FortiEDR Connect session is running
in a browser.

File Library

T upload file

file_Name.yp as%

file_Name.yp 57%

Name 1.yp  mesmnner 100KB
Name2yp mommner 100KB
Name 3.yp 100KB
Name 4.yp 100KB

Name 5.yp 100KB

Disconnecting FortiEDR Connect session

Disconnect a FortiEDR Connect session in one of the following ways:

« Clicking the Disconnect button at the bottom right of the File Library pane.
« Closing the browser tab by clicking the Close button.
» Logging out of the FortiEDR Console.
» Rebooting/shutting down the FortiEDR-protected device. For example, using reboot/sh.
o Timing out. If you are not working with the FortiEDR console session, then at some point the session will timeout
and disconnect it.
After you disconnect, the message Device is not connectedis displayed inthe FortiEDR console session.

A connected button is then displayed which you can click to reconnect to the same session, as shown below:
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Sa= FOrtiEDR Connect | lena-wind2019X64
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Administration

This chapter describes the FortiEDR Administration options, which are fully available to users with Admin permissions,
partially available to users with IT or Senior Analyst permissions, and read-only for users with read-only permissions.

Licensing

Selecting LICENSING in the ADMINISTRATION tab displays all the entitlements provided by your license.

This window also shows your Serial Number, which is your FortiEDR unique identifier with Fortinet.

reeren roumm(E)  mmene  sroremnesTm o mwmemem @ meww o)) mremmmmE)

LICENSING Installation ID: 80 Serial Number: FED bc  Nameiliornd  Expiration Date:02Jan-2023

ORGANIZATIONS
License Status Workstations Servers
USERS

License Type: Discover, Protect and Response
DISTRIBUTION Available Licanses Licenses
415 240
usts | St i
ontrol  Available
EXPORT Available
SETTINGS
Available
ToOl Available
gement Available
SYSTEM
EVENTS 10000 workstations, 10000 servers, 100000 IoT devices
In Use. 41 workstations, 24 servers. 51 loT devices
IP SETS
Remaining 9050 workstations, 0976 servers. 90040 loT devices
Update License

Content

senz Varsion: 6923 Update Collectors | Request Collector Installer

Field Description

Installation ID Specifies the unique identifier that is automatically generated upon installation of
the ForitEDR Management server. You may be asked to provide this ID and the
Name field when contacting Fortinet for support.

Name Specifies the name of the organization in a multi-organization FortiEDR system.
For more details, see Multi-tenancy (organizations) on page 377.

Expiration Date Specifies when this license expires. Notifications will be sent to you beforehand.

License Type Specifies whether the Discover, Protect and Response license, Discover and
Protect license, or Protect and Response license was purchased. The license
type defines the availability of the relevant add-ons.

Communication Control Specifies the word Available if the Communication Control add-on is included in
the license.
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Field Description

eXtended Detection Specifies the word Available, when the eXtended Detection add-on is included in
the license.

Forensics Specifies the word Available if the Forensics add-on (described in Forensics on
page 219 is included in the license.

Threat Hunting Specifies the word Available if the Threat hunting add-on (described in Threat
Hunting on page 237) is included in the license. It also specifies whether
Repository add-ons have been purchased and how many have been.

Content Updates Specifies the word Available if the Content Updates add-on is included in the

license. This add-on enables you to automatically receive the latest FortiEDR

policy rule and built-in exception updates.

A\,

is no need to install content during the initial installation.

‘9' The system arrives with the latest content pre-installed. There

The Load Content button enables you to update content, as well as to update the

Collector version on any existing Collector.

Content

Content Version: 5040

Load Content Update Collectors

To load content updates on your FortiEDR system, click the Load Content button
and then select the content file to load. In a multi-tenant environment, the Load

Content button is available in Hoster View m

If the content file contains a Collector update, you can update all Collectors with

the new version at that time, or choose to do so later.

Request Collector Installer

Click the Update Collectors button to update the version for all Collectors.

UPDATE COLLECTOR VERSION

COLLECTOR GROUP « WINDOWS VERSION
Default Collector Group 4.10Rev. 8
groupl 410Rev. 8
group2 4.1.0Rev.8
High Security Collector Group ~ 4.1.0Rev. 8
Insiders 4.1.0Rev.8
Linux 410Rev. 8
lior1 410Rev.8

Update 0 selected groups to

Windows version 4 Rev. 8 macOs version | 3.1.5 Re

MACOS VERSION

3.1.5Rev.
3.1.5Rev
3.1.5Rev.
3.1.5Rev
3.1.5Rev.
3.1.5Rev
3.1.5Rev.

14
14
14

3.1.5Rev.
3.15Rev
3.1.5Rev.
315Rev
3.1.5Rev.
315Rev
3.1.5Rev.

61
61
61
61
61
61
61

LINUX VERSION

Linux version 3.1.5Rev. 6

Note: Version update involves sending 10Mb of data from the Central Manager to each Collector.
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Field Description

Vulnerability Management Specifies the word Available if the Vulnerability Management add-on (described in
Administration on page 274) is included in the license.

License Capacity Specifies the number of available licenses for protection by FortiEDR Collectors
(for workstations and servers). Only the number of FortiEDR Collectors allowed
by the license can register with the FortiEDR Central Manager. Additional
FortiEDR Collectors are not registered with the FortiEDR Central Manager. In
addition, the number of loT devices specified under the License Capacity
determines whether or not loT Discovery is available (zero number).

In Use Specifies the number of FortiEDR licenses for workstations and servers that are
currently in use. In addition, it specifies the number of IoT devices detected in the
system thus far.

Remaining Specifies the number of FortiEDR licenses for workstations and servers that are
still available for use.

circle to indicate that new security events have not been read by the user. For Administration,

\‘é', The tab bar at the top of the window may display a white circle(s) with a number inside the
3 the number represents the number of unread system events.

DASHBOARD EVENT VIEWER ° FORENSICS v COMMUNICATION CONTROL™ @ SECURITY SETTINGS™ INVENTORY ™ @ ADMINISTRA'I'I(]N@

You can hover over the number to see the list of unread system events. Each row shows the number of system events
added by day.
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apminisTramion €80

1 ADDED TIME |
786 12-Feb-2020
197 11-Feb-2020

36 10-Feb-2020
75 09-Feb-2020
6 05-Feb-2020
42 04-Feb-2020
4 03-Feb-2020
3 02-Feb-2020
10 01-Feb-2020
17 30-Jan-2020

434 Older...

Updating the Collector version

The Update Collector Version feature is used to update a FortiEDR version, such as from version 5.2 t0 5.2.1.

The Automatic Collector Updates feature updates the patch and revision for a given FortiEDR version upon the
availability of a new Collector build. The patch and revision numbers are the third and fourth digits of the FortiEDR
version number. For example, for FortiEDR version 3.1.y.x, y indicates the patch number and x indicates the revision
number.

When the Automatically update Collectors to the latest patch revision checkbox is checked, whenever the content
contains a new build (for example, 5.0.3.508 is a new build of 5.0.2.342), all Collectors are updated to that build. This
means that all Collectors in all Collector Groups in all environments and operating systems are updated to the latest
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FortiEDR revision available (as provided by Fortinet using the Load Content feature). For more details about the Load
Content feature, see Licensing on page 274.

In the Advanced section you can choose to disallow automatic updates of the Collector’s policy logic library. When the
checkbox is checked, the engine library is updated on the Collector whenever new engine becomes generally available.
Automatic Policy engine library update keeps the core detection functionality within the Collector up to date and as it
does not enforce any downtime or restart of the device is recommended.

Content

Content Version: 7174 Update Collectors Request Collector Installer

Automatically update Collectors to the latest patch version

< Advanced

Automatically update policy engine to the latest revision

When you click the Update Collectors button in the Licensing window, the Update Collector Version window displays.
This window lists all available Collector Groups. The Windows Version, MacOS Version, and Linux Version columns
indicate the current FortiEDR version for the Collectors in a Collector Group.

UPDATE COLLECTOR VERSION

COLLECTOR GROUP = WINDOWS VERSION MACOS VERSION LINUX VERSION
Default Collector Group 41.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72
emulation N/A N/A N/A
group1 41.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72
group2 4.1.0Rev.23 3.1.5Rev. 14 3.1.5 Rev. 72
High Security Collectar Group 41.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72
Insiders 4.1.0Rev.23 3.1.5Rev. 14 3.1.5 Rev. 72
Linux 41.0Rev. 23 3.1.5Rev. 14 3.15Rev. 72

Update 0 selected groups to

windows version  £.1.0 Rev. 23 macOs version  3.1.5Rev. 14 Linux version 3.1.5Rewv. 72

Note: Version update involves sending 10Mb of data from the Central Manager to each Collector.

( Cancel )

You can update the version for the Collectors in a Collector Group for each operating system.
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NP If the Automatically update Collectors to the latest patch version checkbox is enabled in the
‘9' LICENSING window, then the Update Collector Version window does not display the revision
- number in the Windows Version, MacOS Version and Linux Version columns, as the revision

is automatically updated with the Automatic Updates feature.

UPDATE COLLECTOR VERSION

COLLECTOR GROUP = WINDOWS VERSIOM MACOS VERSION LINUX VERSION
Default Collector Group 3.1.5Rev. 14 3.1.5Rev. 72
emulation N/A N/A N/A

group? 41.0Rev.23 3.1.5Rev. 14 3.1.5Rev. 72
group2 4.1.0Rev.23 3.1.5Rev. 14 3.1.5Rev. 72
High Security Collectar Group 41.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72
Insiders 4.1.0Rev. 23 3.1.5Rev. 14 3.1.5Rev.72
i 41.0Rev.23 3.1.5Rev. 14 3.1.5Rev. 72

Update 0 selected groups 1o

Windows version | 4.1.0 Rev. 23 macOs version 3.1.5Resv. 14 Linux version  3.1.5Rev. 72

Note: Version update involves sending 10Mb of data from the Central Manager to each Collector.

( cancel )
UPDATE COLLECTOR VERSION
COLLECTOR GROUP & WINDOWS VERSION MACOS VERSION LINUX VERSION
Default Collector Group 315 3.15
emulation N/A N/A N/A
group] 41.0 315 315
group2 4.1.0 315 3.15
High Security Collector Group 410 315 315
Insiders 410 315 315
Linux 4.1.0 3.1.5 3.1.5
Update 0 selected groups 1o
Windows version 4.1.C macOS version 215 Linux version
Note: Version update involves sending 10Mb of data from the Central Manager to each Collector.
) .J.-—-\‘.
| Cancel )
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To update the version for the Collectors in a Collector Group:

1. Check the checkbox of the Collector Group(s) whose Collectors you want to update. You can select more than one
Collector Group.

2. Select the checkbox of the operating system(s) to update and in its adjacent dropdown list, select the FortiEDR
version for the Collectors in the designated Collector Group. You can select more than one operating system.

UPDATE COLLECTOR VERSION

COLLECTOR GROUF a WINDOWS VERSION MACOS VERSION LINUX VERSION

Default Collector Group 410Rev. 23 3.15Rev. 14 3.15Rev. 72

emulation N/A N/A N/A

group1 410Rev. 23 315Rev. 14 315Rev. 72

group2 41.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72

High Security Collector Group ~ 4.1-0Rev. 23 315Rev. 14 315Rev. 72
——) v Insiders 41.0Rev. 23 3.1.5Rev. 14 3.1.5Rev. 72

Linux 410Rev. 23 315Rev. 14 3.15Rev. 72

Update 1 selected groups to i i
windows version 4.1.0 Rev. 23 + macOs version | 3.1.5Rev. 14 v Linux version 3.1.5Rev. 72

) ) ) ¥ 315Rev. 14
Note: Version update involves sending 10Mb of data from the Ce. e e vecvag e —w—ach Collector.

b | -~ =
[ Cancel )

3

3. Click Update. FortiEDR gradually updates all the Collectors in the Collector Group(s) to the required version for the
specified operating system(s), and displays the following window:

UPDATE COLLECTORS VERSION

Collectors are gradually being updated to version MacOS5 version
3.1.5 Rev. 14 now 5

4. Click OK.
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Loading a server certificate
To load a certificate:

Central Manager Certificate

1. Click Central Manager Cetrtificate ( )- The Load Central Manager Cetrtificate dialog

opens. ]
LOAD CENTRAL MANAGER CERTIFICATE
Certificate file: | Choose File | No file chosen
Private key file: | Choose File | No file chosen

Private Key Password:

Upload [ Cancel )

2. Click Choose File to upload the certificate file. Only PEM certificates (. pem) are supported.

Ay
‘9' The certificate common name (CN) must match the FQDN of the FortiEDR machine.
- Otherwise, an error will occur.

Click Choose File to upload the private key file.

Enter the certificate password in the Private Key Password field.
Click Upload.

Contact Fortinet Support to configure the certificate.

A

Requesting and obtaining a Collector installer

Requesl Collector Install
You can click the Request Collector Installer button ( £ e ) to obtain a Collector installer file that can

be used to install a Collector. This option enables you to request an installer for a particular operating system(s), such as
Windows, MacOS, or Linux. This installer is similar to the standard wizard used to install a Collector, except that many of
the fields in the wizard have already been filled in for you. The requested installer is then emailed to you. After you

receive the installer file from FortiEDR, simply unzip it using the password provided in the email, double-click the installer
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and then follow the instructions to install a Collector based on the operating system on which it is to be installed, as
described in Installing FortiEDR Collectors on page 21.

In order to determine the type of installer to request (according to the operating system), configure the settings in the
Custom Collector Installers window, as described below.

To configure custom installer settings:

1. Inthe Licensing window, click the Request Collector Installer button ( )- The following
displays:

CUSTOM COLLECTOR INSTALLERS

Select the installers you would like to generate

Windows version macOS version Linux version
Aggregator address
Organization b Group | Default Collector Group -
» Advanced [;s
Send installers link to 1,Com

2. Inthe Select the installer you would like to generate area, select the checkbox of the installer(s) you want to request.

Multiple installers can be requested at the same time.
Select the installers you would like to generate

v Windows version  4.1.0.128 - macCs version LINUX VErsion

3. Inthe adjacent dropdown list, select the installer version. When selecting installers for more than one operating
system, you must specify the version for each of them. Specify the version in the same manner as described on
Updating the Collector version on page 277

4. Inthe Aggregator Address dropdown list, select the aggregator to which this Collector is registered.

5. Inamulti-tenant system, select the organization to which the installed Collector is registered in the Organization
dropdown list.

6. Inthe Group dropdown list, select the Collector Group to which the installed Collector is assigned, or leave the field
empty for the Collector to be assigned to the default Collector Group.
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ACGroup [
Beta 4.0.0.0

Beta 4.1.0

Crediford

David

7. Inthe Advanced area, specify the following:

¥ Advanced
VDI (Virtual Desktop Infrastructure) installation
Use system proxy settings
Start after device reboot

» VDI (Virtual Desktop Infrastructure) Installation: If you are installing the Collector on a VDI environment, check
this checkbox. For more details, you may refer to the Working with FortiEDR on VDI Environments section on
page 54.

« Use System Proxy Settings: If you use a web proxy to filter requests in this device’s network, then check the
Use System Proxy Settings checkbox. Note that Windows must be configured to use a proxy and tunneling
must be allowed from the Collector to the Aggregator on port 8081 and from the Collector to the Core on port
555. (Run as Administrator: netsh winhttp set proxy <proxy IP >).

« Start After Device Reboot. Check this checkbox in order to delay data collection until a device reboot is applied.

This is only required in rare cases. Typically, this checkbox remains unchecked.
8. Inthe Send Installers Link To field, specify the email address to which the installer is to be sent.
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9. Click the Send Request () button. A confirmation message displays.

CUSTOM INSTALLER REQUEST

Installers generation process takes a few minutes.
Once ready, link to Collector installers will be sent to:
barbara@

10. Click OK. After the installer is generated by FortiEDR, it is emailed to the specified email address. Note that the link
to download installers is only available for several hours. Be sure to download the installers within the required time
period so that the link does not expire.

L i
_ |
-

FortiEDR Collector Installers

Hello,

FortiEDR Collector installers are ready

Download Installer

Expires XFhlar)

I the @eowe link does nod work, Copy and paite the tollowing LRL
o your web browsar

Note that in the presence of an email filtering system and/or a mail transfer agent that modifies the URL content, the
installer download URL might include space(s) or %20s in it, that are added by the system/agent. In these cases,
browsing directly to the URL will fail with a signature error message from the installer storage.

In such cases the URL should be amended to drop the redundant space/%20 before it can be used.
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Users

The USERS option specifies who is allowed to use the FortiEDR Central Manager console. During installation of the
FortiEDR Central Manager, you must specify the user name and password of the first FortiEDR Central Manager
console user. This is the only user who can log in to the FortiEDR Central Manager console for the first time.

To add a user:

ot
1. Click the Add Userbutton (#=i  ~0d User,y

2. Fillin the displayed window.

USER DETAILS

User Name

Title

First Name

Email Address

Password

Confirm Password

| |
| |
[ |
Last Name [ j
| |
| |
| |

Role Senior Analyst v

Advanced Rest API
Establish FortiEDR Connect sessions

Require two factor authentication for this user

I.'J.- - --“.
| ancel )
N A

3. Define this user’s password. Make sure to remember it and notify the user about this password.
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4. Selectthe user’s role. The system comes with the following predefined user roles:

Role Description

Admin Highest-level super user that can perform all operations in the FortiEDR Central Manager
console for the organization.

Senior Analyst Analysts supervisor who can define security policies in addition to all the actions that can
be performed by an Analyst.
Similar to admin users but without system configuration privileges under the
ADMINISTRATION tab. A senior analyst can view information and perform actions, such
as marking security events as handled, changing policies and defining exceptions, but
cannot access the system configuration options under the ADMINISTRATION tab.

Analyst SOC/MDR service analyst who can perform actions as required in the day-to-day activities
of handling events.
Similar to senior analyst users but without access to security configuration. An analyst can
view information and perform actions, such as marking security events as handled, but
cannot access the ADMINISTRATION tab or define/change policies.

IT IT staff who can define settings related to the FortiEDR integration with the customer
ecosystem.
This role has system configuration access only. They can deploy and upgrade system
components and perform system integration with external systems using the
ADMINISTRATION tab but do not have access to other areas, such as security
configuration, alert monitoring, or Forensics options.

Read-Only Basic role with read-only access to all functions except system configuration.
\‘ : 'l
q For Multi-tenancy (organizations) on page 377 systems, you can also configure the user
- with role-specific access to all organizations.

5. Select any advanced options as needed. Some options are available to users with specific permissions only.

Option Description

Rest API Specifies whether to allow the user to access the FortiEDR Central Manager through API
calls.

e. You must log in to the Fortinet Developer Network to access the gui

s‘é’, For more information about APIs, see the FortiEDR RESTful API Guid
= de.

Custom script Specifies whether to allow the user to upload and manage (add, modify and delete)
Python scripts that call third-party system APIs (see Integrations on page 336). Those
scripts will then be automatically triggered by FortiEDR as incident responses.
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Option Description

A\,

S L4
9 This option is only available to users with Admin and IT permissions.

Establish FortiEDR  Specifies whether to allow the user to use FortiEDR Connect capabilities which provide
Connect sessions direct access to FortiEDR-protected devices running on Windows through a remote Shell
connection, as described in FortiEDR Connect on page 267.

This option is only available to users with Admin, Analyst, and Senior
N : &z Analyst permissions. This option takes effect only when the Allow
9 FortiEDR Connect - Remote Shell Connection checkbox is selected
= under Administration > Tools, which means the FortiEDR Connect
functionality is enabled at the organization level.

6. Select the Require two-factor authentication for this user checkbox if you want to require two-factor authentication
for the user.

7. Click Save.

Two-factor authentication

You can require two-factor authentication for a specific FortiEDR user. In this case, that user must provide additional
proof in addition to his or her user name and password when logging in to FortiEDR. To verify the user’s identity,
FortiEDR supports two-factor authentication using FortiToken or any third-party authentication application, such as
Google Authenticator, Microsoft Authenticator, Okta, or Duo.

To require two-factor authentication on a user, check the Require two-factor authentication for this user checkbox for that
user, as described in Users on page 285.

The following is an example of how a user logs in using two-factor authentication with Google
Authenticator:

1. When prompted with the following window during your first login, enter the user name and password and click
LOGIN.

F::RTINET

You have been logged out.

<

2. On your mobile device, click the Google Authenticatoricon' = . to launch Google Authenticator. A QR code
displays in the FortiEDR window, as shown below:
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INSERT AUTHENTICATOR CODE

3. Scan the QR code using your mobile device. A FortiEDR token appears on the mobile device, as shown below.
Note that this token (code) changes every 30 seconds.

enSilo

386 077

tomer &

4. Inthe FortiEDR login window, click the INSERT AUTHENTICATOR CODE button. The following window displays:

==RTINET

suBmIT
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5. Enter the authentication token (code) you received in step 3, and then click SUBMIT. Be sure to enter the latest

code, as the code changes every 30 seconds.
You can then log in FortiEDR without two-factor authentication for seven days. FortiEDR verifies your identity every

seven days by asking you for a new token. After each seven-day cycle, repeat steps 1 through 5 to authenticate
yourself again. To set a different cycle on a standalone environment, please contact Fortinet Support.

Resetting a user password

Use the procedure described below to reset a user’s password.

If a user who must use two-factor authentication cannot access the FortiEDR application because of a lost or replaced
mobile device, that user must repeat the procedure in Two-factor authentication on page 287 in order to log in. Before

performing this procedure, you must first reset that user’s password to accept a new two-factor authentication token.

To reset a user password:

1. Inthe ADMINISTRATION tab, click the USERS link. The user list displays.

LICENSING
LOCAL USERS

‘ORGANIZATIONS &F adduser

USERS NAME » TITLE

DISTRIBUTION
LISTS

2. Click the Reset Password button for the user whose password you want to reset. The following window displays:

Showing 1-3/3

LAST NAME EMAILADDRESS ROLE ADVANCED

323 saTE olesiES T T Read-Only a‘ W
in

ke 5 22 12 Admin Rest API, ForiEDR Connect, Custom

RESET PASSWORD FOR USER AAAA

Confirm Passw
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3. Do one of the following:

« Click the Set a New Password radio button and define a new password for the user.

o For a userthat must use two-factor authentication, click the Reset the Two-Factor Authentication Token radio
button to force user identity verification using two-factor authentication during that user’s next login. This
means that the user must complete the procedure inTwo-factor authentication on page 287 in order to log in.

4. Click the Reset button.

LDAP authentication

Lightweight Directory Access Protocol (LDAP) authentication is an open, industry-standard application protocol for
accessing and maintaining distributed directory information services over an IP network. LDAP provides a central place
to store usernames and passwords. This enables many different applications and services to connect to an LDAP server
to validate users. This has a major benefit that allows a central place to update and change user passwords.

When LDAP authentication is enabled in FortiEDR, whenever a user attempts to log in to FortiEDR, the system looks for
that user name and password in the central directory, instead of within the FortiEDR directory. If the user is not found on
the LDAP server, the system checks whether the user is defined locally (under Administration > Users > Local Users).

Before you start firewall configuration, make sure that your FortiEDR deployment includes an on-premise Core that has
connectivity to the LDAP server. Details about how to install a FortiEDR on-premise Core can be found in Setting up a
FortiEDR Core as a Jumpbox on page 57.

To set up LDAP authentication in FortiEDR:

1. Click the LDAP AUTHENTICATION button.

DASHBOARD evenTvieweR @) FoRENsICSV COMMUNICATION CONTROLY SECURITY SETTINGSV INVENTORY™ ADMINISTRATION

LICENSING
LOCAL USERS
ORGANIZATIONS || pAP AUTHENTICATION

USERS

The following window displays:

LICENSING
LOCAL USERS

ORGANIZATIONS

LDAP AUTHENTICATION

USERS LDAP Enabled
DISTRIBUTION Jumpgox
LISTS ~

Directory Type Active Directory -
EXPORT Server Host { ] Bind User DN ‘ I
SETTINGS

Security Level None - Bind Password [ ]
TOOLS Server Port [389 ]
SYSTEM Role/Group mapping
EVENTS

Base DN
IP SETS Specify the LDAP group DN that determines the LDAP user’s permission role

® Addgroup
INTEGRATIONS

Require two factor authentication for LDAP logins
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2. Fillin the following fields:

Field Definition

LDAP Enabled

JumpBox

Directory Type

Server Host

Security Level

Server Port

Bind User DN/Bind Password

Role/Group mapping

FortiEDR 5.2.1 Administration Guide
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Check this checkbox to enable LDAP authentication in FortiEDR.

Select the FortiEDR Core to communicate with the LDAP server. Only

FortiEDR Cores on page 127 configured with JumpBox functionality appear in
the list. If no such core exists in the system, the list is empty and FortiEDR

displays a warning message.

Specify the type of central directory in use. FortiEDR supports Active Directory

and OpenLDAP. The default is Active Directory.

Specify the IP address of your LDAP server.

Specify the protocol to be used for the secured connection: TLS, SSL, or

None.
This value is dependent on the security protocol that was selected.

Specify the user and password for the authentication of FortiEDR in the
Central Directory.

Specify the base DN and define group/role mapping and permissions of the

group:
Role/Group mapping

Base DN

Specify the LDAP group DN that determines the LDAP user's permission role:

@ Add group

1. In Base DN, specify the location in the Central Directory hierarchy where

the Groups that are used for permission mapping can be found. For
example, the DN for the root of the domain should always work, but
results in low performance.

2. Click Add group.

3. Define group/role mapping and permissions of the group:

Specify the LDAP group DN that determines the LDAP user's permission role

Group Role Advanced

[ - RestAPI

® Addgroup

a. Inthe Group field, specify the name of the group, as it is defined in
your central directory (Active Directory or OpenLDAP), that is to be
granted FortiEDR permissions. You can specify multiple groups in
this field by separating them with commas. For example, group

namel, group nameZ2.

b. Under Role, select a role from the list. See Users on page 285 for

more information about the roles.

c. Under Advanced, enable any additional privileges for the group.
Some options are role-dependent.
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Field Definition

4. Click Add group and repeat step 2 for each role you want to map to a
group or multiple groups.

For example:

To give the user John Admin permissions in FortiEDR (for both the FortiEDR

application and the RESTful APIs), assign John to a FortiEDRUsers group that

is defined in your Central Directory:

1. Specify FortiEDRUsers under Group.

2. Select Admin under Role.

3. Check the Rest API checkbox under Advanced.

During authentication, FortiEDR determines the relevant role for the user John

by checking that the Central Directory exists and that the password used in the

FortiEDR login page matches the password in the Central Directory. If both

exist and are correct, then FortiEDR checks the FortiEDRUsers group to which

John is assigned and in this case, and matches the user role permissions.

3. If users must use two-factor authentication to log in, check the Require two-factor authentication for LDAP logins
checkbox. For more details about two-factor login, see the Two-factor Authentication section in Two-factor
authentication on page 287.

s‘ ! ', Click the Reset 2FA Token button to reset the two-factor authentication token for a specific
9 user. This process works in the same way as described in Resetting a user password on
- page 289.
4. Click Save.
V) Users in Active Directory must not have a backslash (\) in the user name, in order for the
‘9' name be supported by the FortiEDR Console. In some cases in Active Directory, a
|| backslash is added when there is a space between a user’s first and last names. For

example, CN=Yell)\,.

SAML authentication

Security Assertion Markup Language (SAML) is an XML-based open standard for exchanging authentication and
authorization data between parties, particularly between an identity provider (IdP) and a service provider (SP).

FortiEDR can act as an SP to authenticate users with a third-party IdP, enabling transparent user sign-in to the FortiEDR
Central Manager Console.
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To set up SAML authentication in FortiEDR:

1. Click the SAML Authentication button.

amrvenes @) roNscs v communcATonconTioL v @) SEcuRy seTGs weNToRy v @) ApmiNisTRATION (D ®  Frotection v

LICENSING

LOCAL USERS

ORGANIZATIONS

LDAP AUTHENTICATION

USERS

SAML AUTHENTICATION

DISTRIBUTION

LISTS [%  Download Serice Provicer Meladata m

The following window displays:

LICENSING

ORGANIZATIONS

DISTRIBUTION
LISTS

EXPORT
SETTINGS

TOOLS

SYSTEM
EVENTS

IP SETS

INTEGRATIONS

LOCAL USERS
LDAP AUTHENTICATION

SAML AUTHENTICATION

Download Service Provider Metadata

SAML Enabled

S50 URL httpsy 33 HA AR mme i 4 [
This URL can serve as an alternate login using SAML S50

IDP Description

IDP Metadata ® File URL

Upload the SAML Identity Provider metadata file
Role/Group mapping

[ l Select file
Attribute Name

Specify name of the SAML attribute containing the groups information

@ Add group

2. Click the Download button to download and save SP data from FortiEDR, which is used by your IdP server during
SAML authentication. Then, upload this FortiEDR data as is to your IdP server using a standard method.
If your IdP requires manual configuration, you can extract the following fields from the XML file that you downloaded
and use them for manual configuration:

Field Description

Entity ID Located underthe md:EntityDescriptor tag, inthe entityID attribute.

Logout Address Value Located under the md: SingleLogoutService tag, inthe Location
attribute.

Login Address Value Located under the md: AssertionConsumerService tag, inthe Location
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Field Description

attribute.

Certificate Value (Public) Located under the ds:x509Certificate tag.

3. Fillin the following fields:

Field Definition

SAML Enabled Check this checkbox to enable SAML authentication in FortiEDR.
SSOurl Specify the URL to be used by users to log in to FortiEDR. If necessary, you

can edit the suffix of this URL (shown in green) by clicking the Edit button ¢
and then modifying it as needed. You can also copy the URL to the clipboard

l._

using the Copy button D (for example, in order to email the FortiEDR

SAML login page to your users).

SSO url https:/ .console. ¢ C
This URL can serve as an alternale legin using SANML 530

Make sure that the suffix does not include any spaces and is comprised of only
letters, numbers and underscores.

IDP Description Specify a free-text description. For example, you may want to specify the IdP
server that you are using here.

IDP Metadata Upload the IdP metadata to FortiEDR. You can either upload an XML file or a
URL. To upload a file, click the File radio button and then click the Select File
button to navigate to and select the applicable *. XML file. To upload a URL,
click the URL radio button and then specify the requisite URL.

IDF Metadata File ® URL

Enter the SAML Identity Provider metadata URL

www, SallLr

Role/Group mapping Specify the attribute name and define group/role mapping and permissions of
the group:
Role/Group mapping
Attribute Name

Specify name of the SAML attribute containing the groups information:

@ Add group

1. In Attribute Name, specify the name of the attribute to be read by
FortiEDR, in order to determine the permissions and role to be assigned
to that userin FortiEDR. This attribute must be included as part of the
response from the identify provider server to FortiEDR when a user
attempts to log in to FortiEDR.

2. Click Add group.
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Field Definition

3. Define group/role mapping and permissions of the group:
Specify name of the SAML attribute containing the groups information:

Group Role Advanced
| | - RestAPI

a. Inthe Group field, specify an attribute value to be granted FortiEDR
permissions.

b. Under Role, select a role from the list. See Users on page 285 for
more information about the roles.

c. Under Advanced, enable any additional privileges for the group.
Some options are role-dependent.

4. Click Add group and repeat step 2 for each role you want to map to an
attribute value.

\‘é’, If more than a single role is mapped to the user, FortiEDR

expects to get multiple roles as a list of values and not in bulk
in the SAML assertion that is sent by IdP.

4. Click Save.

The examples below describe how the Azure, Okta or FortiAuthenticator SSO services can be used as an IdP that
provides authorization and authentication for users attempting to access the FortiEDR Central Manager console. It
demonstrates how to exchange metadata between the two entities, how to define group attributes and how to associate
them with SAML users so that user permissions are dictated by the Group/Roles mapping in FortiEDR SAML
configuration.

SAML IdP configuration with Azure

Ay
‘Q' Azure may require a license to support SAML integration with their Enterprise Application.
- Contact Microsoft’s support for further information.

To configure general SAML IdP portal settings:

1. Before you start configuring SAML on Azure, download and save SP data from the FortiEDR SAML configuration
page (fortiEDR.sp.metedata.id.1l.xml), as described in SAML authentication on page 292.

Sign in to the Azure Dashboard.

In the Azure services, select and navigate to the Azure Active Directory.
From the left menu, select Enterprise applications.

Click New Application and then Create your own application.

o oD
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6. Inthe window that appears, leave the default and click Create.

icrosoft Azure P Search resources, services, and docs (G+/) 0 =
nsiom &

Home > enSilo Ltd > Enterprise applications Create your own application X
Browse Azure AD Gallery (Preview)

What's the name of your app?

t Create your own application (D) Requestnew galleryapp | Got feedbadi [Fortiear s
ortigdr

Click here to switch back to the old app gallery experience. =
L] s What are you looking to do with your application?

v - - o (O configure Application Proxy for secure remote access to an on-premises application

[ _search application single Sign-on : All User Account Management : All Categories : All () Register an application you're working on to integrate with Azure AD

(® Integrate any other application you don't find in the gallery
Cloud platforms
We found the following spplications that may match your entry
We recommend using gallery applications when possible.

Amazon Web Services (AWS) Google Cloud Platform Oracle SAP
FortiGate SSLVPN

3 w Fortiweb Web Application Firewall

Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy Manage Application Proxy connectors

3) Federated 550 @ Provisioning

Featured applications

Adobe Creative Cloud Adobe Identity ADP Globalview Amazon Web Servi
‘ o o ‘ Management L (AWS)
By e In Amazon

Adobe Adobe 23

Create

7. Click Assign users and groups to configure the users and groups to grant access to the FortiEDR application.

8. Click Set up single sign on.

Home » Enterprise applications

g2 FortiEdr 5 | Overview %
VW terprise Application

8 overview Properties
Deployment lan n Name @
FortiEdr 5 [
Manage i Y
" Application 1D
1! Properties =
2 Owners
ObjectiD @
4. Roles and administrators (Preview) 05512€39-acdd-4514-a19c-... O

2 Usersand groups .
Getting Started
D single sign-on

 proviioning

. & 1. Assign users and groups 3) 2 Setupsingle sign on (2) 3. Provision User Accounts @+ Conditional Access
O SR Provide specific users and groups access Enable users to sign into their application Automatically create and delete user Secure access to this application with
to the applications using their Azure AD credentials s in the application customizable access policy.

Assign users and groups Get started

Security

% Conditional Access

© 5. Selfservice

Enable users 10 request access to the
application using their Azure AD
credentials

@ Token encryption

Activity

il Usage & insights (Preview)

What's New
“ »
Sign in charts have moved!
Access reviews TIR] e new nsichts view shows sign ininfo sieng with other uzeful data. View insights

Delete Application has moved to Properties
You can now delets your application from the Properties pags. View propertiss

w

.-{ Getting started has moved to Over:

The Getting Started page has been replac e steps above
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9. When prompted to select a single sign-on method, select SAML.

Select a single sign-on method  Help me decide

Disabled

Q

My Apps.

Single sign-on is not enabled. The user
won't be able to launch the app from

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

&

Password-based
Password storage and replay using a
web browser extension or mabile app.

Q) Linked
Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher,

&

10. Select Users and groups and then + Add user/group to create a new user group.

11. Add users to the group so that they will be eligible to authenticate with FortiEDR Manager.

s > Enterpri

Enterprise Application

i Overview

@ Deployment Plan

K Diagnose and solve problems

Manage

Il properties

& Owners

&, Roles and aministrators
2 Users and groups

D single sign-on

® Provisioning

£ Application proxy

C  self-service

security
& Conditional Access
S permissions

@ Token encryption
Activity

D sign-in logs

fdl Usage & insights
@ Auditlogs

& Provisioning logs

= Access reviews

ions | All applications > SAML_NEW

ss SAML_NEW | Users and groups X

+ Add user/group Columns | &7 Got feedback?

@ Tre application will appear for assigned users within My Apps. Set isible to users?" to no in properties to prevent this. —>

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

22 First 200 shown, to search all users & groups, enter a display name.

Display Name

O

Object Type

Role assigned

12. Go to the groups properties and note down the object Id which will be used in later steps.
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13. Click Editin the Basic SAML Configuration box.
FortiEdr 5 | SAML-based Sign-on

Enterprise Application

netadatafile %) Change single sign-on mode Test this application | P Got feedback?
B Overview

b [

t up Single Sign-On with SAML

m Deployment Plan

¥

Manage Read the configuration guide o' for help integrating FortiEdr 5.
il Properties o
Basic SAML Configuration 2 i
&8 Owners & Edit
- - . Identifier (Entity ID) Required
, Roles a istrators (Preview) i 1 i
& Roles and administrators (Preview) Reply URL (Assertion Consumer Service URL) Required
& Users and groups Sign on URL 0 [

Relay State

D Single sign-on

Logout Ur

D Provisioning

e User Attributes & Claims o
. & Edit
C  Self-service 4 1
gwenname user.gwenname
Security sumame USET.SUrname
emailaddress user.mail
& Conditional Access name user.userprincpalnams
Unigue User Identifier user.userprincipalname
@ Token encryption o
SAML Signing Certificate g
Activity & Edit
Status Active
Thumbprint T e T e T T T
fid Usage & insights (Preview) Expiration 12/20/2025, 10:50:17 PM
Notification Emai . .
App Federation Metadata Url - P Y
& Provisioning logs (Previe Certificate (Basebd)
Certificate (Raw)
AECESS rEViews Federation Metadata XML
o Set up FortiEdr 5
You'll need to configure the application to link with Azure AD.
Login URL . A
Azure AD Identifier [ 1o B
Logout URL M|

fiew step-by-step instructions

14. Click Upload metadata file and browse to select the FortiEDR SP metadata file
(fortiEDR.sp.metedata.id.1.xml)that was downloaded from FortiEDR SAML configuration page during
SAML authentication on page 292. Alternatively, you can manually copy the entitylD and the Reply URL values from
FortiEDR metadata file and paste them to the relevant input text boxes.

FortiEDR 5.2.1 Administration Guide 298
Fortinet Inc.



Administration

15. Click Save. The required SAML configuration fields displays populated with details, as shown below:

o Basic SAML Configuration

-]

m
(=1
—_

dantifier (Entity ID) https: |l esilc.com/sami/metadata/alias/1
Reply URL (Assertion Consumer Senvice URL)  hittps: | ~:'c.com/saml/SS0/alias/ 1

Sign on URL Optiong

Relay State oitic
Logout Ur https '_:-’u:.i-c.:t-"r.-':am /singleLogout/alia

3

16. Click Editin the User Attributes & Claims box.
17. Inthe User Attributes & Claims window, click Add a group claim.

18. Inthe window that appears, select the groups to be added to the claim sent to the FortiEDR application. These
specific groups should be specified in the Role/Group mapping on the SAML configuration page of the FortiEDR
console in order to determine the permissions of the signed in user.

Group Claims X
User Attributes & Claims Manage the group claims used by Azure AD to populate SAML tokens issued ta your app
Which groups associated with the user should be returned in the claim?
-+ Add newdlaim - Add a group claim == Columns
O None
@ All groups
Required claim (O security groups
Claim name Value (O Directory roles

O Groups assigned to the application
Unique User Identifier (Name ID) user.userprincipalname [nam

Source attribute *

Additional claims

| Group D v
Claim name Value

Advanced options
fortiEdrGroups user.groups
httpy//schemas xmisoap.org/ws/2005/05 fidentity/claims/emailaddress usermail Customize the name of the group claim
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname Name (required)
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname ‘ fordbdrGroups ‘
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname

Namespace (optional)

D Emit groups as role claims

19. Select the Customize the name of the group claim checkbox.

20. Inthe Name field, enter the attribute name that was specified on the SAML configuration page of the FortiEDR
console during SAML authentication on page 292. In our example, it is fortiEdrGroups, as shown below:
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Role/Group mapping
Attribute Name

fortiEdrGroups

Specify name of the SAML attribute containing the groups information:

Group Role Advanced
|: = == = B | Senior Analyst v Rest AP
| mrm ngEs e —E— | Admin - Rest API Custom script
@ Add group
21. Click Save.

22. Download the Federation Metadata XML file from the SAML Signing Certificate section on Azure, as shown below:

e SAML Signing Certificate

[}
=1

Expiration 2212025, 11:10:09 Ak
Notification Email sup|
\p Federation Metadata Ul h Iy

Certificate (Basedd) Downloz
Certificate (Raw Dovwnload
Fedaration Metadata XML wownlog

23. Verify that the newly defined attribute is included in the assertion of the Federation Metadata XML file, as shown in
the following example:
<Attribute Name="] i S
< AttributeValue>8d9 19 T oveaaeT
<AttributeValue=D86Cc4¥
<AttributeValue>=02d2a}
<AttributeValue=3b5350
<AttributeValue>=8775d§
<AttributeValue=35a9 148
< AttributeValue > chedd 1 g- - -l ie,

= [Attribute=

fles < /Attributevalue=

b 70 < /AttributeValue=
99 .= fAttributeValue=

ded = /AttributeValue =
had8e < /AttributeValue>

33290 /AttributeValue=

65 5e < /AttributeValue=

24. Select and upload the XML file into the FortiEDR Central Manager, as follows:
IDP Metadata @) File URL

Upload the SAML Identity Provider metadara file

| Select file

Alternatively, you can use the App Federation Metadata URL from Azure, select the URL radio button in the IDP
Metadata configuration on the FortiEDR console and paste it to the same location:
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IDP Metadata File ® URL

Enter the SAML |dentity Provider metadata URL

https

Azure can now be used as an |dP that awards authorization and authentication to users trying to access the FortiEDR
Central Manager console. When logging into the FortiEDR console via an SSO URL that is specified under the SAML
settings page, an Azure user is awarded access rights to the FortiEDR Central Manager according to the User Groups to
which that user was added in Azure.

SAML IdP configuration with Okta

To configure general SAML IdP portal settings:

1. Before starting to configure SAML on Okta, you must download and save SP data from the FortiEDR SAML
configuration page (fortiEDR.sp.metedata.id.1.xml), as described in SAML authentication on page 292

2. Sign in to the Okta Admin dashboard. The following displays:

g}

u e
[ »

3, searee
L

1

o !

-]

3. Inyour Okta org, click Applications and then Add Applications.
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4. Click Create New App . The following displays:

Sayhy 0o el Tl e WED AT A0S [SWA.

Crese Cant

In the Platform field, select Web.

In the Sign on method field, select SAML 2.0.

Click Create.

In the General Settings page, select a name for the application. For example, FortiEDRConsole. Optionally, you can
also add the FortiEDR logo here.

® No o
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9. Click Next. The Configure SAML page displays:

el

10. Copy the following values that are taken from the FortiEDR SP metadata file
(fortiEDR.sp.metedata.id.1.xml)that was downloaded from FortiEDR SAML configuration page, as
described in SAML authentication on page 292.
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« Single sign on URL: Underthe md: AssertionConsumerService tag, in the Location attribute (For example,

https://myexample.fortiedr.com/saml/SSO/alias/1).

« Audience URI (SP entity ID): Under the md:EntityDescriptor tag, inthe entityID attribute (For example,

https://myexample.fortiedr.com/saml/metadata/alias/1).
11. In Advanced Settings, in the Assertion Encryption field, select Encrypted.

12. Use Notepad or another text editor to copy the entire attribute <ds:X509Certificate>XXX
</ds:X509Certificate> fromthe FortiEDR SP metadata file (fort iEDR. sp.metedata.id.1.xml)that was
downloaded from FortiEDR SAML configuration page. Then, save this attribute asa . crt file to be used as a

certificate.
13. Upload this . crt file to the Encryption Certificate box on Okta, as shown below:

<2xmi version="1.0" encoding="UTF-8"2>

C:SAML:2. >

<md:EntityDescriptor entityID="https:/ /nsloeng.console.ensilo.com/sam|/metadata/alias/1" [D="https___nsloeng.console.ensilo.com_sam|_metadata_alias_1" xmins:md="ur
- <md:SPSSODescriptor pre tEnumeration="ur i :2.0:pi i i "false" i "true">
- <md:KeyDescriptor use="signing">
- <ds:KeyInfo xmlns:ds="http:/ /www.w3.0rg/2000/09 /xmldsig#">
- <ds:X509Data>

<ds:X509Certificate>MIZrnDOr 3 22 Z¥1= MR AXAT
MAOGCSqGSIbaDQ]
96/1 1(70ka‘rllgis}
VVWOccuFuyCDS5cC:
YSmGGYGIZLeWdx{

ADOGeRSVIZru
<aLYN8gme
3C/24597702Va
HVkxYvY
=</ds:X500Certificat

RtcILEO+vsl1/| g 1 gy 21 TRGUSCIYS 02BN YUIE 7 PP
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
- <md:KeyDescriptor use="ancryption">
- <ds:KeyInfo xmlns:ds="http:/ /www.w3.0rg/2000/09 /xmldsig#">
- <ds:X509Data>

= </ds:X500Certificat:

</ds:X509Data>
</ds:KeyInfo>
</md:KayDascriptors
<md:SingleLogoutservice Location="https://nsloeng.console.ensilo.com/saml/SingleLogout/alias/1" Binding="ur TTP-POST/>
<md:SingleLogoutservice Location="https://nsloeng.console.ensilo.com/saml/SingleLog ias/1" Binding="ur i :2.0:bindi TTP-Redirect’/>
i 11 id iAdd

N

Format ‘md:NamelDFormat>
DFormat i 2, i mat: i
DFormat i :2. i mat:persistent</md:NamelDFormat>
Format: i 1 id ifi Format>
Format i 1.1 id j Format>
<md:AssertionConsumerService Location="https://nsloeng.console.ensilo.com/saml/SS0/alias/1" Binding= i :2.0:bindi TTP-POST" isDefault="true" index="0"/>
<md:AssertionConsumerService Location="https://nsloeng.console.ensilo.com/saml/SS0/alias/1" Binding="ur i :2.0:bindi ITTP-Artifact” index="1"/>

</md:SPSSsODescriptor>
</md:EntityDescriptors>
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14. Leave the default values in the rest of the settings. For example, as shown below:

Hide Advanced Settings

Response @ Signed v
Assertion Signature @ Signed v
Signature Algorithm &) RSA-SHAZ56 *
Digest Algorithm & SHAZ256 v
Assertion Encryption @ Encrypted v
Encryption Algorithm & AES256-CBC v
Key Transport Algorithm & RSA-DAEP v
Encryption Certificate & 0 my_cert crt ¥
Uploaded by Alex Bandel on Sun Dec 27 16:24:24 UTC

2020

in 3420 days
Enable Single Logout @ I:I Allow application to Initiate Single Logout
Assertion Inline Hook MNone {disabled) v
Authentication context class &) PasswordProtected Transport v
Honor Force Authentication € eg v
SAML Issuer ID & hitp/iweww.okta com/${org.externalikey}

Mame Name format [optiona Value

15. Groups will be used in the assertion so that FortiEDR roles will be assigned according to the current groups in the
Okta directory. For example, to assign the Okta Engineering group to have Admin roles on FortiEDR, add it to Okta
as follows:
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16.

17.
18.

19.

The mapping of this group to the FortiEDR Admin role is then performed in the SAML settings page of the FortiEDR
Central Manager console as follows:

Role/Group mapping
Attribute Name

groups

Specify name of the SAML attribute containing the groups information:

Group Role Advanced
‘: Lin ¥ Bow fou-fou Na=t a1 e ‘ Senior Analyst v Rest API
‘an:r'[-" OIS = i - ‘ Admin v Rest API Custom script

(-:l-) Add group

Previewing the assertion should appear similar to the following example:

<2xml version="1.0" encoding="UTF-8"?>
s ; o, B

= 2.0z ion" Version="2.0" ="2020-12-27T12:13:23.8382" ID="id80825067641464161630120810">

<saml2: Issuer Format= i 2 id ity">http: / /www.okt: Tssuer</saml2:1

- <saml2:Subject>
I

1D Format= i -1 i i </saml2: NameID >
- <saml2;SubjectConfirmation Method=" :2.
<saml2:SubjectConfirmationData Recipient="https://sw.console.ensilo.com/saml/SS0 /alias/1" NotOnOrAfter="2020-12-27T12:18:33.8712"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
- <saml2: Conditions NotOnOrAfter="2020-12-27T12:18:33.8712" NotBefore="2020-12-27T12:08:33.8712">
- <saml2: AudienceRestriction>
12: Audi

I il saml/ alias/1</saml2: Audi

https://:
</saml2:AudienceRestriction>
</samlz:Conditions>
- <saml2:AuthnStatement AuthnInstant="2020-12-27T12:13:33.838Z">
- <saml2:AuthnContext>
I textClassRef: i 2 port< ontextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>
- <saml2: AttributeStatement>
- <saml2: Attrib ="ur i 2 ified" Name="groups">
<saml2:Attributevalue xsi:type="xs:string" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmins:xs="http://www.w3.0rg/2001/XMLSchema">GroupName Match Contains “Engineering” (ignores case) </sami2:Attributevalues
</fsaml2:Attribute>
</sami2:AttributeStatement=
</saml2:Assertion>

Click Next and then click Finish.

When you configure SAML SSO on the FortiEDR console, use the URL for Identity Provide Metadata from the
application Sign On settings in Okta, as shown below:

Paste it into the FortiEDR Central Manager as follows:

D Mlatadats Fia w LA

Okta can now be used as an IdP that awards authorization and authentication to users trying to access the FortiEDR
Central Manager console. When logging into FortiEDR console via the SSO URL that is specified under the SAML
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settings page, an Okta user is awarded access rights to the FortiEDR Central Manager according to the User Groups to

which that user was added in Okta.

SAML IdP Configuration with FortiAuthenticator

FortiAuthenticator configuration is comprised of the following steps:

1. Setting up FortiAuthenticator as an IdP on page 307
2. Setting up user group management on page 308 (if not configured already)
3. Setting up service provider for FortiEDR on page 309

Setting up FortiAuthenticator as an IdP

To configure general SAML IdP portal settings:

1. Goto Authentication > SAML IdP > General and select Enable SAML Identity Provider portal.
2. Configure the following settings:

Setting Definition

Device FQDN To configure this setting, you must enter a Device FQDN in the System
Information widget in the Dashboard.

Server address Enter the IP address or FQDN of the FortiAuthenticator device.

Username input format Select one of the provided options. In our example, we used
username@realm.

Realms Select Add a realm to add the default local realm to which the users will be
associated.

Login session timeout Set the user’s login session timeout limit to between 5 — 1440 minutes (one

day). In our example, we used 500 minutes.

Default IdP certificate Select a default certificate the IdP uses to sign SAML assertions from the
dropdown menu.

Edit SAML Identity Provider Settings
© Enable SAML Identity Provider portal
Device FQDN: 1051.122.65

Server address

Default® Realm Allow local users to override remote users Groups ©

QFilter: (e

Login session timeout: 500

Default IdP certificate: Fortinet_CA1_ Factory | C-US, ST=California, L-Sunnyvale, O+ Fortinet, OU: CN-FAC emailAddress

3. Click OKto apply these changes.
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Setting up user group management

To configure on FortiAuthenticator the assertion attribute that will be used to map users’ permissions to
access FortiEDR:

1.
2,
3.

Go to Authentication > User Management > User Groups.
Select Create New.

Specify a name for the group to be used for setting User access permissions for FortiEDR. In our example, we used
groupuser.

In the Users section, select all the FortiAuthenticator users to be assigned with User permission to the FortiEDR
Central Manager Console in order to add them to this User Group.

Click OK to save the configuration.

Repeat steps 1 — 5 above to create a group for each role and select the users to be assigned to that group with the
corresponding permissions to the FortiEDR Central Manager Console.

In our example, we created a group named groupadmin and assigned this user the same Admin permissions to the
FortiEDR Central Manager Console, as shown below:

Create Mew User Group

Name: Eroupadmin
Type: ® Local
) Remote LDAP
") Remote RADIUS
) Remote SAML
o MAC
Users: Available users @ e —
Q it sam
aamin
demol
demoZewew
demo2orgl
eCm_user
john
kimi
orl
sharon
yosefcd
Choose all visible Remove all
Password policy: Default w
(O Usage Profile | Please Select | v
\‘ ! ’I
9 New or existing FortiAuthenticator users can also be configured into groups on the Local
- Users create and edit page.
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Setting up service provider for FortiEDR

To configure FortiEDR as a SAML service provider on FortiAuthenticator:

1. Go to Authentication > SAML IdP > Service Providers.
2. Select Create New.
Create New SAML Service Provider

5P name:
IDP prefix: Generate prefox
Server certificate; Detautt-Server-Certificate | C=US, ST=California, L=Sunnyvale, O=Fortinet, OU=Fortiauthenticator, CN=Default- Server-Certificate-4F2C01B4 |~
IDP single sign-on URL: https:// /saml-dp/xxx/login/ 73}
IDP single logout URL: https:// 'saml-idp/ocx/logout/ @
Download IDP metadata mport SP metadata
SP entity ID:
SP ACS (login) URL Alternative ACS URLs

SP 5LS (logout) URL:
& Support IdP-initiated assertion response
Relay state:
» Participate in single logout
& SAML request must be signed by SP
Certificate type: 5P certificate ~
Certificate fingerprint: Import certificate
Fingerprint algorithm:
Alternative certificate fingerprint: Import certficate
Fingerprint algorithm:
» Use ACS URL from SP authentication request (override ACS URLs configured abowve)

Authentication
Authentication method: ) Mandatory two-factor authentication
@ Verify all configured authentication factors
) Password-only authentication
O Token-only authentication
B Bypass FortiToken authentication when user is from a trusted subnet [Configure subnets
Assertion Attributes
Subject NamelD: Usermame w

® Include realm name in subject NamelD

Format: Unspecified |«

& Debugging Options
» Do not return to service provider autormatically after successful authentication, wait for user input.
® Disable this service provider
3. Fillin the following fields:
o SP name: Enter a name for the FortiEDR SP.

« IDP prefix: Select Generate prefix in order to generate a random 16-digit alphanumeric string or alternatively
enter a prefix for the IDP that is appended to the end of the IDP URLSs.

4. Click Download IDP metadata to save the FortiAuthenticator IDP data file to be used for uploading into FortiEDR.
Refer to step 3 in SAML authentication on page 292 for more information.

5. Click Import SP metadata and select the SP data file that was downloaded from FortiEDR. Refer to step 2 in SAML
authentication on page 292 for more information.
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Import Service Provider Metadata

Filetype: @ Metadata () Certificate

File: Choose File | forfEDR.sp....tedata.id.1.xml

6. All other service provider configuration fields are auto-filled after the SP data file import:

FortiAuthenticator VM FAC-VMTM20000586

Systi
Lol | @ successtully imported the metadata information. Please complete the rest of the configuration
Authentication v
- sP = sharenhondapl
& User Account Policies > fame srenhendae
@ User Management » IDP prefix [Generate unique prefix
& Self-service Portal N IDP certificate: [ Please Select ] -
& Guest Portals > | IDP address: 10.51.122.65
=8 Remote Auth. Servers 5 IDP entity id: http:/10.51.122.65/saml-idp/réwlojawy? linosx/metadata/ @
& RADIUS Service > B
IDP single sign-on URL: https://10.51.122.65/saml-idp/réwlojawy9 linosx/login/ 2]
& LDAP Service >
R IDP single logout URL: https:/10.51.122.65/saml-idp/réwlojawy linosx/logout/ @&
& OAuth Service >
B samLicP - [ d I0P metadata] [Import SP metadata]
General SP entity ID: https: 1l/metadata/alias/ 34005
Replacement Messages SPACS (login) URL: https /550 alias/34005 [Alternative ACS URLSs
Service Providers
! v SPSLS (logout) URL hitps SingleLogout/alias/34005
22 FAC Agent > B
O SAML request must be signed by SP
Fortinet SSO Methods > B . )
Certificate fingerprint: 4dé 3ddal [Import SP certificate]
Monitor >
Fi int algorithm:
Certificate Management > ingerprint algorithm sha256
Logging » | Authentication
Authentication method: O Enforce two-factor authentication

@ Apply two-factor authentication if available (authenticate any user)
(O Password-only authentication (exclude users without a password)
) FortiToken-only authentication (exclude users without a FortiToken)

(® Bypass FortiToken authentication when user is from a trusted subnet [Configure subnets]
Debugging Options

Assertion Attributes
Subject NamelD: Username 2

Format: Unspecified v

7. Click OKto apply the changes.

8. Go to Authentication > SAML IdP > Service Providers and double-click to open the Service Provider that you
created in the previous step.

9. Inthe SAML Attribute section, click Create New.

10. Inthe popup window, enter the attribute name that was configured in the FortiEDR SAML Authentication settings

and select FortiAuthenticator Group as the User Attribute.
In our example, we use fortiedr role as an attribute name, as shown below:
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Role/Group mapping
Aftribute Name

fortiedr_role

Specify name of the SAML attribute containing the groups information:

Group Role Advanced

JCpEEs ‘ Senior Analyst M Rest API

‘ pr b ‘ Admin v Rest API Custom script
® Addgroup

And therefore the configuration on FortiAuthenticator appears as follows:

Create New Assertion Attribute =
SAML attribute: fortiedr_role
User attribute Group v

_ anee

11. Click OKto save the changes.

FortiAuthenticator can now be used as the IdP, which provides authorization and authentication for users trying to
access the FortiEDR Central Manager Console. When logging into the FortiEDR Console via the SSO url that is
specified in the SAML settings page, a FortiAuthenticator user is awarded access permissions to the FortiEDR Central
Manager according to the User Groups into which he/she was added.

Distribution lists

The DISTRIBUTION LISTS option enables you to specify recipients who will receive an email each time a security event

is triggered by FortiEDR.
\‘ ! ’I
q You must configure SMTP before using the Distribution List option. For more details, see
- SMTP on page 313.
\‘ ! ’I
? Emails are only sent for security events that occur on devices that are part of Collector Groups
- that are assigned to a Playbook policy in which the Send Email Notification option is checked.

Each email contains all the raw data items collected by FortiEDR about that security event. The system is provided with a
Distribution List called All Recipients that contains all FortiEDR Central Manager users. All other recipients that are
added to the system are also automatically added to the All Recipients list.
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DASHBOARD wenvewer @) FoRensicsy sy mTEyeETa () SeameTTE verorrv @ aomiisreanon QD

LICENSING
DISTRIBUTION LISTS NOTIFICATIONS
ORGANIZATIONS = Creste Lis oot | BB Add Recipient
NAME TITLE FIRST NAME LAST NAME EMAIL Showing 1-1/1
USERS 3 All Recipients No notifications can be set for this distr
DISTRIBUTION
LISTS

This window displays a row for each Distribution List. Click the Expand button (%) in a row to view the recipients
assigned to that list.

- .
Use the Create List button (== Create List ) to create a new distribution list.

+ .
Use the Add Recipient button (% Add HECIF' ient ) to add a recipient or user to a distribution list.

DASHBOARD wenvewer @) FoRensicsy sy mTEyeETa () SeameTTE verorrv @ aomiisreanon QD

LICENSING

DISTRIBUTION LISTS NOTIFICATIONS
ORGANIZATIONS =* Create st Deerelier | BB AddRecipient
NAME TITLE FIRST NAME LAST NAME EMAIL Showing 1-1/1

USERS < All Recipients No notifications can be set for this distributio
Tech Writer Barbara Sher barbara@docustar.colil & Edic

DISTRIBUTION Product Einat Velliin einat@ensilo.com & Edic

LISTS N

- Einaty Einaty Einaty Einaty@Einaty & ean

EXPORT Cognlt Taafit Tirkel zafit@cognit.co.il «' Edit

SETTINGS
aaaa aaaa azaa a33a@f com & Edic

TOOLS bbbb. bbbb. bbbb, bbbb@g.com & Edic

Select a distribution list row and then use the Enabled/Disabled option in the NOTIFICATIONS pane on the right to
enable or disable the list per event type (system events or security events).

DASHBOARD evenTviener @) Forensicsv COMMUNICATION CONTROL Y SECURITY SETTINGS ¥ inventorry @) apmmistranion D ®  Protecton v

LICENSING
DISTRIBUTION LISTS NOTIFICATIONS

=+ [ - +

ORGANIZATIONS =% Create List DeleteList | MBS Add Recipient
ORGANIZATION NAME TITLE FIRST NAME LAST NAME EMAIL Showing 1-17/100 | » |/ vl

USERS Al organizations minfugim EdiList Security Events Disabled

> liorgoltas4 All Recipients System Events Disabled
DISTRIBUTION 3 organization10 All Recipients
LISTS .
— [ organization10 keren ediclist

Export settings

The EXPORT SETTINGS option provides access to the following options:
* SMTP on page 313

* Open Ticket on page 313

« Syslog on page 314
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SMTP

The SMTP option enables you to configure the SMTP server to be used for sending emails. You can also check the

connectivity to the SMTP server.

remem  amroma(n)  smsee NGRS SEEeiEsY

e () o)

LICENSING
ORGANIZATIONS
USERS

DISTRIBUTION
LISTS

EXPORT
SETTINGS

TOOLS

SYSTEM
EVENTS

IP SETS

Encryption type

Sender Name

OPEN TICKET
System name
* Used for receivin,

SYSLOG

[WDefine New Sysiog

net Email address ¥ [sup com

* |as2s « Use SMTP authentication

Tis . User name

Password

Email address

g tickets from all organizations

NOTIFICATIONS

(9}

s

In a single-organization system, SMTP settings are only accessible in Hoster view (for

administrators of all organization), or to the administrator of that organization.

To configure SMTP server settings:

1. Inthe SMTP area, enter standard SMTP settings and then click Save.

To test SMTP server connectivity:

1. Inthe SMTP area, click Test. An error message displays if there is no connectivity to the server.

X Connection to SMTP server

Open Ticket

The Open Ticket option enables you to send events to an event-management tool such as Jira or ServiceNow. Open

failed. Please check the SMTP

settings.

ﬁ Save

Ticket automatically opens a ticket and attaches the relevant event to a ticket.

In order for the Open Ticket feature to work properly, you must set up an email feed in the event-management tool to be

used.
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NP Most event-management tools are supported. FortiEDR has tested and verified that Open
‘9' Ticket works with the ServiceNow and Jira systems. For more details about setting up the
- email feed required for this feature, see Appendix A — Setting up an email feed for open ticket
- on page 411.
N ! /, Security events are only sent to a ticketing system when they occur on devices that are part of
9 Collector Groups that are assigned to a Playbook policy in which the Open Ticket option is
3 checked.

DASHBOARD evenTviEweR@)  FORENSICSW commuNicaTiON CONTROLY @) SECURITY SETTINGS v inventory @D apministraion @D

LICENSING
OPEN TICKET

ORGANIZATIONS System name Email address  *

USERS
SYSLOG NOTIFICATIONS

DISTRIBUTION

[Wfoerne New sysiog
LISTS

EXPORT
SETTINGS

To configure Open Ticket settings:

1. Inthe Open Ticket area, in the System name field, enter the system name for the tool to be used for event
management. This is a free-text field.

2. Inthe Email address field, enter the email address that is the destination to which all tickets are to be sent from
FortiEDR. All tickets from all organizations are sent to this email.

3. Click Save.

Syslog

The SYSLOG option enables you to configure FortiEDR to automatically send FortiEDR events to one or more standard
Security Information and Event Management (SIEM) solutions via Syslog.

The FortiEDR Central Manager server sends the raw data for security event aggregations. Each entry contains a raw
data ID and an event ID. Raw data items belonging to the same security event aggregation share the same event ID,
which enables the SIEM to combine them into one security event on the SIEM side, in order to remain aligned with the
FortiEDR system.

DASHBOARD eventvieweR @) FoRensicsy communicaTion controLy @) SECURITY SETTINGS v mventorr @D ApMiNISTRATION

LICENSING
OPEN TICKET

ORGANIZATIONS System name Email address ¥

USERS
SYSLOG NOTIFICATIONS

DISTRIBUTION

+
|Woerine New sysiog
LISTS

uk

Name: * Host: * Port * Protocol v UsessL: v
EXPORT ! TP e

SETTINGS
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+
Use the Define New Syslog button (Ih Define Mew 5-"":' 0B ) to define a new Syslog destination. The Syslog
Name is a free-text field that identifies this destination in the FortiEDR.

\‘é', Syslog messages are only sent for security events that occur on devices that are part of

Collector Groups that are assigned to a Playbook policy in which the Send Syslog Notification
option is checked.

To select which syslog messages to send:

1. Select a syslog destination row.

2. Use the sliders in the NOTIFICATIONS pane on the right to enable or disable the destination per event type (system
events, security events or audit trail) as shown below:

NOTIFICATIONS

Security Events  (8) Enabled ﬁ-
System Events (® Enabled

Audit trail (*) Enabled

To select which fields will be included in the syslog messages:

Check the checkbox of the fields that you want to be sent to your Syslog.
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SECURITY EVENTS NOTIFICATIONS

Organization
Event ID
Device Name
MAC Address
Source IP
Process Path
Severity
Destination
Last Seen
Count

Rules List
Script

Autonomous System

Process Hash

Threat Family

Organization ID

Raw Data ID

Device State

Operating System

Process Name
Process Type
Classification
First Seen
Action
Certificate
Users

Script Path
Country
Threat Name

Threat Type

Cance

Warning: If syslog is configured for both Hoster view and an organization, two syslog events
will be sent.

For more information on syslog messages, such as message types and fields, see FortiEDR Syslog Message

Reference.
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Tools

The TOOLS option provides access to the following options:

\ L}
‘9' Some options are only available to specific roles. For more information about user roles and

permissions, see Users on page 285.

o Audit trail on page 317

» Component authentication on page 319
» File scan on page 320

o End-user notifications on page 321

» |oT device discovery on page 324

» Personal data handling on page 325

o Windows Security Center on page 330
» FortiEDR Connect on page 331

Audit trail

FortiEDR’s audit mechanism records every user action in the FortiEDR system. System actions are not recorded. You
can download the audit trail to a CSV file for further analysis.

Each time a new audit trail is created, it can be sent through the Syslog.

v DASHBOARD eventviewer @)  FORENSICS v COMMUNICATION conTRoL v (ED) SECURITY SETTINGS INVENTORY Vv ADMINISTRATION @) ®  Protection v
LICENSING
AUDIT TRAIL
ORGANIZATIONS Download audit trail - From = To =
USERS
COMPONENT AUTHENTICATION

DISTRIBUTION Display the device registration password
LTS The device registration password is required in order to install or uninstall components from the system
EXPORT
SETTINGS AUTOMATIC UPDATES

Automatically update Collectors to the latest revision
TOOLS
SYSTEM FILE SCAN
EVENTS Malicious files that are found during scan will trigger Execution Prevention security event
1P SETS Periodic scan Ad hoc scan

perform scheduled scan Save ) All Collectors Collector Groups Collectors
INTEGRATIONS

Frequency | Br-weekly | Day | Monday v | Hours | 1:00pM - Files/Directories  [Leave empty to scan all files on the selected devices |(@)

®) Al Collectors Collector Groups Collectors v

Scan executable files only Scan executable files only

END USERS NOTIFICATIONS

+ Show System Tray Icon with Collector Status
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To generate the audit trail:

1. Click the TOOLS link in the left pane.

2.

Inthe AUDIT TRAIL area, specify the From and To dates in the respective fields.

3. Click the Generate Audit button. A progress window displays:

GENERATE AUDIT

Successfully generated audit trail

Download
_— Close

Click the Download link to download the audit trail to a CSV file or spreadsheet, such as the example shown below,
displays:

o

Insert  Pagelayout  Formulas  Data  Review  View  Acobat

&t alibri AW SiwnpTe - e f Neut [Coleutation | *|| 5= I = Autosum ©
o Calib 1o A A 3 S Wrap Text E; 54 | Normal Bad Good utral o= @ . awr
P o | B £ LT B A Brregracene-| $ - % 0 | 23| cnstn foret ] o [ [ i Dee Feme | g .- Sai8 Pt | Loy
Ciipboard 5 Font 5 Alignment Number styes cels Editing
D37 "~ X  £| Collector [qa-performance-2-Test_1] was deleted
A | ) c [ D E [3 G H 1 ) K =

1 Dateand Time  Sub system User Name Description E
2| 2/12/202014:41 Administration Barbara Audit trail from 11-02-2020 to 12-02-2020 was generated
3| 2/12/202014:40 Administration Barbara Audit trail from 11-02-2020 to 12-02-2020 was generated

4| 2/12/202014:15 System Barbara system login
5 2/12/202013:34 System Barbara System logout
6 | 2/12/202012:46 System Barbara X Collectors version "3.1.5 revision 14" for Collector group/s [Insiders] was updated
7| 2/12/202012:44 System Barbara Automatically update collectors to the latest version was disabled

2| 2/12/202012:42 System Barbara Automatically update collectors to the latest version was enabled
9| 2/12/202012:28 Events Barbara Event/s [145793] sent to forensics
10| 2/12/2020 12:27 Events Barbara Event/s [141353] sent to forensics
11 2/12/202012:23 Events Barbara Event/s [145793] sent to forensics
12 2/12/202012:20 Events Barbara Event/s [166577, 166692, 170174] sent to forensics

13| 2/12/202012:17 Events Barbara Event/s (142194, 142211, 152854, 142203, 142220] sent to forensics
18| 2/12/202012:14 Events Barbara Event/s (145793, 145803] sent to forensics
15| 2/12/202012:14 System Barbara system login
16| 2/12/202012:14 System Barbara system logout

17 2/12/202012:13 Events Barbara Event/s (142194, 142211, 152854, 142203, 142220] sent to forensics
18| 2/12/202012:12 Events Barbara Event/s (142194, 142211, 152854, 142203, 142220] sent to forensics
19| 2/12/202012:10 Communication Control Fortinet Application [Windows Update] version [10.0.17763.1 (WinBuild.160101.0800)] from vendor [Microsoft Corporation] was marked as resolved
20 2/12/202012:09 Events Barbara Event/s [163078, 171302] sent to forensics

21 2/12/202012:07 Events Barbara Event/s [163078, 171302] sent to forensics
22| 2/12/202012:05 System lior System logout
23 2/12/202011:56 Events Barbara Event/s [142194, 142211, 152854, 142203, 142220] sent to forensics
24 2/12/202011:56 Inventory Barbara Collector [Panda1] was unisolated

25 2/12/202011:52 Inventary Barbara Collector [Pandal] was isolated
26 2/12/2020 11:49 Events Barbara Event/s [180468] sent to forensics
27 2/12/202011:46 Events Barbara 2events were marked as read
28| 2/12/202011:46 System Barbara System login

29 2/12/202011:46 System Barbara System login failed
130 2/12/202010:19 System lior System logout
I tior 10T discovery was enabled
32| 2/12/20209:41 Administration lior IoT test was stopped

33 2/12/20209:41 System lior System login
38| 2/12/20203:16 Administration lior 10T test started on Collector [214980]
135 2/12/20209:16 Administration tior 10T test was stopped
36 2/12/20209:14 Administration lior IoT test started on Collector [214980]

37| 2/12/2020%:13 Inventory lior Collector [ga-performance-2-Test 1] was deleted
38 2/12/20209:13 Inventory. lior 10 10T device(s) were deleted
139 2/12/20209:13 Administration tior 10T test was stopped
40 2/12/20209:11 Administration lior IoT test started on Collector [214628]

41| 2/12/2020 9:11 Admi lior 10T discovery was disabled -
> 1| audit_11-02-2020_to_12-02-2020__/¥3 Ml m 30|

Each row in the audit trail file contains the following columns of information:
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Field Definition

Date and Time Displays the date and time in the format yyyy-mm-dd hh:mm:ss.

Sub system Displays the change type, such as System, Configuration, Administration,
Forensics, Events, Inventory, Communication Control or Health.

User Name Displays the name of the user.

Description Displays the action and/or a description.

The following actions can be audited:

» Policy actions

» Forensic actions

» Administrative actions
o Events

» Inventory actions

» System health changes

If an employee’s/user’s data was removed from FortiEDR for GDPR compliance, then the

) ' /, affected record for that person still displays in the audit trail but shows GDPR_ANONYMIZE
q instead of actual user data. For example, as shown below:
- 6/20/2018 15:57 Administration admin GDPR report was generated

6/20/2018 15:57 System
6/20/2018 15:57 Administration

GDPR_ANONYMIZE
admin

System login
GDPR Deletion

Component authentication

In order to install, upgrade or uninstall a Collector, you must supply the registration password that you received from
Fortinet. The registration password is the same for all Collectors in the FortiEDR system.

If you forget the registration password, you can use the COMPONENT AUTHENTICATION option to retrieve it.

To retrieve the Aggregator password:

1. Click the TOOLS link in the left pane.

2. Inthe COMPONENT AUTHENTICATION area, click the Display button. The following window displays, showing
the retrieved password.

DEVICE REGISTRATION PASSWORD

Registration password: Vi C
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File scan

FortiEDR can perform periodic scans of the files in the system on a scheduled or on-demand basis, based on its
execution prevention policy. During a periodic scan, only the files on the hard drive are scanned and no memory scan is
performed. For a periodic scan, each file on the hard drive is scanned. If a malicious file is identified during a scan, a
security event is triggered.

To schedule a periodic scan:

1. Click the TOOLS link in the left pane.

2. Inthe FILE SCAN area, check the Perform Scheduled Scan checkbox. This checkbox must be checked to perform
the scan according to the designated schedule.

FILE SCAN

Malicious files that are found during scan will trigger Execution Prevention security event

Periodic Scan Ad hoc scan
 Perform scheduled scan Last scan: 25-Oct-2020 ® All Collectors Collector Groups Collectors

Frequency  weekly v Day @ sunday v Hours | 4:00AM v Scan executable files only

Scan executable files only

ol

In the Frequency dropdown list, select how frequently to execute the scan. Options are Weekly, Bi-Weekly (every
two weeks), or Monthly.

In the Day dropdown list, select the day of the week to execute the scan.
In the Hours dropdown list, select the hour of the day to execute the scan.

6. Use the radio button to select on which devices the scheduled scan should be performed. When selecting Collector
Groups or Collectors, you should specify which Groups or Collectors should be included in the scan. Devices that
are not listed here are not scanned.

7. Click the Save button. The scan is performed as scheduled.

o &

To perform an on-demand file scan:

1. Click the TOOLS link in the left pane.

2. Inthe Ad hoc scan area, select which devices to scan by specifying one or more Collectors or Collector Groups, or
selecting the All Collectors option to scan all devices with installed Collectors.

Ad hoc scan

(®) All Collectors Collector Groups Collectors

Scan executable files only

3. Check the Scan executable files only checkbox to only scan executable files. This option enables a quicker scan,
but neglects documents, scripts and other potentially malicious files.

4. Click Scan now. The scan is performed immediately.
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End-user notifications

Each device protected by FortiEDR can display an icon in the system tray to indicate its state.

The FortiEDR icon indicates the current state of the device, as follows:

l&
Protection On

! ] i~'nLProtection Off/Disabled
. ul
__%/Degraded

. @ |
. | Isolated

Ay
‘Q' Terminating a FortiEDR process ends this process and stops the display of the FortiEDR icon
- in the system tray, but does not stop FortiEDR protection.

When the FortiEDR icon is configured to display on FortiEDR-protected devices, a popup message displays whenever
something is blocked on a protected device (based on the blocking policy set for that device). File modifications (due to
suspected ransomware), the exfiltration of external connections and execution prevention actions can be blocked. For
example, the following shows that a TCP port listening action was blocked for the DynamicCodeListenTests.exe
process.

FiERTINET

TCP port listen blocked for process
DynamicCodelistenTests exe (PID 5172)

Contact your system administrator if a

trusted application is blocked

Ay
‘9' This notification is displayed only once for the same process. If the same process is blocked
- multiple times, only a single FortiEDR pop up is displayed.
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You can choose to show or hide end-user notifications (pop-ups) for the next 24 hours. To do so, right-click the FortiEDR
icon in the system tray and then check the checkbox to hide notifications or leave the checkbox unchecked to display
notifications.

Hide FortiEDR notifications for 24 hours

»  Hide FortiEDR notifications for 24 hours (23:59:51)
Tl dg .

2/25/2020

~ Y

You can double-click the FortiEDR icon in the system tray to review recent blocking activity on the device as shown
below. Each row includes a single event (that can be composed of multiple occurrences) and displays the process name,
the first and last occurrences times, the process ID, and the type of blocking: either security or communication control.

==RATINET

FortiEDR. Protection OM

Version 5.0, 3. 206

Activity Log
Policy Process First Seen Last Seen PID &
@ Security msedge. exe 712021 10:31:01 7/1/2021 10:31:54 2296
@ Security firefox.exe 712021 10:30:12 712021 10:30:12 10333
@ Security DynamicCodelistenTests, exe 5232021 11:40:15 5232021 11:40:15 4208
@ Security DynamicCodeTests, exe 5232021 11:49:03 5232021 11:49:03 1980
@ Security StackPivotTests. exe 5232021 11:49:07 5232021 11:49:07 4172
W
[] Hide notifications for 24 hours

Expanding the arrow on the right of each event reveals more details per event including the process path and the
number of occurrences of the same blocking event:
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==ATINET

FortEDR. Protection ON

‘ CL Version 5.0.3.206

Activity Log

Policy Process First Seen Last Seen PID &

@ Security msedge.exe 712021 10:31:01 712021 10:31:54 2296 PN
Metwork connection blocked

Path: \Device\HarddiskVolume4\Program Files (x38) \Microsoft\Edge\Application\msedge.exe

Count: 7
@ Security firefox. exe 712021 10:30:12 712021 10:30:12 10338 '
@ Security DynamicCodelistenTests, exe 5232021 11:40:18 5232021 11:40:15 4208 '

[] Hide notifications for 24 hours

FortiEDR icon configuration

The behavior of the FortiEDR icon in the system tray must be configured in the Administration tab.

To configure FortiEDR icon behavior:

1. 1 Click the TOOLS link in the left pane.
2. Inthe END USERS NOTIFICATION area, configure the following settings:

END USERS NOTIFICATIONS

v show System con with Collector Status

¥ show a Pop-up Message for Any Prevention Activity

Contact your system administrator if a trusted application is blocked.

Note: Maximum 250 characters

Setting Definition

Show System Tray Icon with Check this checkbox to display the FortiEDR icon on each FortiEDR-protected
Collector Status device or leave the checkbox unchecked to hide the icon on each protected
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Setting Definition

device. Your selection here is applied on all protected devices. The default is

checked.
Show a Pop-up Message for Check this checkbox to enable the display of pop-up messages (end-user
Any Prevention Activity notifications) on FortiEDR-protected devices. Pop-up messages display

whenever a process was prevented. By default, the name of the activity of the
blocked process is displayed in the pop-up message. The default is checked.

In the text box below these two checkboxes, you can customize the text that is displayed in the pop-up message.
Enter the text you want to display in the text box.

3. Click the Save button.

loT device discovery

loT device discovery enables you to continuously perform discovery to identify newly connected non-workstation
devices in the system, such as printers, cameras, media devices and so on. During the discovery process, each relevant
Collector in the system periodically probes all its nearby neighboring devices. Most nearby devices will respond to these
requests by pinging the originating Collector device and providing information about itself, such as its device/host name
(for example, ABC PC, Camera123), IP address and so on.

Such discovered devices can be seen in the IOT DEVICES page, as described in 10T devices on page 122.

The following default configuration applies to loT scans by the FortiEDR Collectors:
¢ For operational reasons, Collectors that are running on servers or Collectors that are
reported to be in one of the following states: degraded, disabled or isolated. Collectors do
not take part in the loT probing process.
« In order to refrain from scans on home or other non-enterprise networks, only subnets in
NP which there is a minimal number of Windows Collectors are scanned in order to find
S . Connected loT devices.
9 « Extremely large subnets are excluded from scans.
= If needed, in order to tune the scans to be more comprehensive and more granular, contact
Fortinet Support who will change the default configuration.

10T DEVICE DISCOVERY

+ perform ongoing device discovery Ad hoc network discovery

To enable loT device discovery, check the Perform ongoing device discovery checkbox. Note that when doing so, all
relevant Collectors in the system perform sniffing in order to identify new connected devices in the system. When
performing this discovery process, FortiEDR uses only the most powerful Collectors in each sub-network to perform
sniffing, and excludes weaker Collectors for this process (disabled and degraded Collectors). This means that FortiEDR
collects all the required information in the most efficient manner possible.

You can exclude specific Collector Groups from this discovery process. To do so, select the relevant Collector Group(s)
in the Exclude Collector Groups dropdown list.

By default and when your organization has more than a single external IP address, FortiEDR ignores the external IP
address of the loT device while identifying and matching them. You can choose to list devices that use different external
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IP addresses separately by unchecking the checkbox next to the Consider devices with different external IP(s) as
separated ones option. However, in this case the same device might be listed more than once in the /oT inventory page.

The Inventory Auto Grouping option enables you to group discovered devices by device type. For example, cameras,
network devices, media devices, printers and so on. Select the Category option in the dropdown list to group discovered
devices by device type or None. When you select Category, devices are auto-grouped in the /OT DEVICES page, as
shown on |oT devices on page 122.

Click Save to save the configuration.

We recommend testing loT the device discovery process to ensure that it works as expected across all your
organizations before enabling the on-going periodic network scan. Testing can only be performed when loT device
discovery is not enabled, meaning the Perform ongoing device discovery checkbox is not checked. Select the Collector
to use to test the IoT device discovery process in the Ad Hoc Network Discovery dropdown list and then click the Test
button, as shown below.

10T DEVICE DISCOVERY

Perform ongaing device discovery Last discavery: 24-Nov-2020 2d hoc network discovery| | @

Einat-PC

The selected Collector sniffs the network once to identify new connected devices. After the test discovery process
begins, you can stop it at any time by clicking the Stop button. In all cases, the scan will be stopped within a predefined
time period (usually 30 minutes).

Ad hoc network discovery  Einat-PC -
$ Inprogress... [ Stop )

Personal data handling

The FortiEDR system fully complies with the General Data Protection Regulation (GDPR) standard. The GDPRis a
regulation in European Union (EU) law regarding data protection and privacy for all individuals within the EU and the
European Economic Area (EEA). It also addresses the export of personal data outside the EU and EEA areas. The goal
of the GDPR is primarily to give control to citizens and residents over their personal data and to simplify the regulatory
environment for international business by unifying the regulation within the EU.

The GDPR standard requires that all relevant data for an employee of a company that is using the FortiEDR system or a
FortiEDR user be removed from the FortiEDR system, once he/she no longer has access to or uses the FortiEDR
system.

In FortiEDR, the GDPR feature is implemented in the Personal Data Handling area of the Tools window.
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PERSONAL DATA HANDLING

Search by -~ ‘

Export report of monitored users

To fully comply with the GDPR standard, the employee’s/user’s device name, IP address, MAC address, and user name
must all be totally removed from the FortiEDR system. This data is deleted from FortiEDR in real time, from everywhere
that it appears in the FortiEDR system (for example, from the Inventory, Event Viewer, Audit Trail and so on).

The GDPR regulation obligates you to notify your users, should the FortiEDR system be hacked. You can use the Export
report of monitored users button to export the list of monitored users in the FortiEDR system. This action exports a report
such as the one shown below:

Users report1 2-Feb-2020-14-55 xlsx = Microsoft Excel |

W o

General < B [nomal Bad Good Neutral
= 57]

cacemere | § - % » | 583 Conatons romat [ISIEIIN] Exolanotory... T | insert Detete Fomat Sorta Finga | Transiate
™% Formatting - as Table - - - - <2Clear~  Fifter~ Select~ | Documen

Numper Styes ces Editing

= ju: } F-Q %::tjium'fl‘vﬁ
orm

81 ~ £ | liorgolfasa

A B c D E F G

FERTINET liorgolf444 Report created by user Barbars on 12-Feb-2020, 1455 Confidential

To remove employee/user data from the FortiEDR system for GDPR compliance:

1. Uninstall the Collector from the employee’s/user’'s computer. This step is important, so that no further data is
collected from that Collector. For more details about uninstalling, see page 55.

Al
‘Q' Be sure to do this for all the employee’s/user’s computers on which Collectors are
installed.

2. Click the TOOLS link in the left pane.

3. Inthe Personal Data Handling area you must specify the device name, IP address, MAC address, and user name of
the employee/user to be removed from FortiEDR.

vy
‘?' If the employee/user has multiple computers on which Collectors are installed, you must
- repeat the steps below for each of his/her computers.

Removing an employee/user for GDPR compliance requires an iterative process in FortiEDR that must be
performed four times, in order to remove the device name, IP address, MAC address, and user name of the
employee/user successively, one after another. You can remove this data in any order that you prefer. For the
purpose of example, we will start by removing all Device name data for the employee/user.
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IMPORTANT - You can remove the device name, IP address, MAC address, and user name of the employee/user
from FortiEDR in any order that you prefer. However, you must remove all device name, IP address, MAC address,

and user name data from FortiEDR in order to fully comply with the GDPR standard.

4. Inthe Search by dropdown list, select Device name. This field determines which criterion to search for in the
FortiEDR system (device name, IP address, MAC address or user name).

5. Inthe adjacent field, enter the device name for the employee/user whose data you want to remove.

Device name

IP address @

MAC address
PERSON

User name

Search by -

Export report of monitored users

LING

Export

You can copy/paste this information into the adjacent field after locating it elsewhere in the FortiEDR user interface.
For example, you can locate the relevant device name in the Last Logged column in the Collectors list in the
Inventory window, such as shown below, and then copy that value into the relevant field in the Personal Data
Handling area. Similarly, you can also readily locate the MAC address and IP address using the Collectors list in the

Inventory window.

DASHBOARD

COLLECTORS (11/12)
Al M ¥ Create Group  $2 Move to Group
COLLECTOR GROUP NAME
N .- High Security Collector Group
- (o0
a
" /)
A
v (0/0)
N Accounting
(0/0)
A Victim
" w©/0)
N Default VDI Group
(©0/0)
emu

(5/5)

evenTvieweR @)

FORENSICS v

@ oen

COMMUNICATION conTroL v (E)

[ o

SECURITY SETTINGS v INVENTORY v

X, Uninstall

DEVICE NAME LAST LOGGED 0s P

DESKTOP-RMRIS1H-0-Test 6 None

DESKTOP-RMRISTH-0-Test 7 None

DESKTOP-RMRISTH-0-Test 8 None

DESKTOP-RMRISTH-0-Test 9 None

Tzafit-Lenovo

Windows 7
Windows 7
Windows 7
Windows 7

. FIEVECIENPAR  Windows 10 Pro

192.168.14.37

ADMINISTRATION @) @  Protection v

Showing 1-15/23 [ »|[»1] [search Collectors vQ

MAC ADDRESS VERSION STATE LAST SEEN
Disconnected

05-50-56-BE-79-A2 30036 iy 916 days ago

06-50-56-BE-79-A2 30036 Disconnected 916 days ago

- (Expired) Vs a8

Disconnected

07-50-56-BE-79-A2 30038 9164
(Expired) ays 280
Disconnected

08-50-56-BE-79-A2 30038 e, 916 days ago

F8-63-3FAF28A5, 8C.  3.1.0407 ® Disconnected  Today

In a similar manner, you can locate the user name in the Event Viewer, and then copy/paste that information into the
adjacent field in the Personal Data Handling area, as shown below:

DASHBOARD

EVENTS Elv] Shaving 1515 Search Event Q
[3 export ~ = B4 Exceprion Manager
D DEVICE PROCESS CLASSIFICATION *  DESTINATIONS ~ RECEIVED LAST UPDATED
@ ENSW-LAP107-1-Test_1 (15 events) * Malicious 02-Jul-2018, 14:23:49
@ SnirMar-PC-4-Test_1 (104 events) * Malicious 02-Jul-2018, 15:22:58
@ DESKTOP-3QINVIU (2 events) PUP 16-Mar-2020, 14:18:52
P 663219 DESKTOP-3QINVIU EXCEL.EXE PUP 2 destinations 03-Jan-2019, 12:09:41 04-Feb-2019, 15:13:46 0 @
-4
Signed \Device\HarddiskVolume3\Program Files (x86)\Microsoft Office\root\Office16\EXCEL.EXE 4
30558956 DESKTOP-3QINVIU netsh.exe =V safe File Execution At... 16-Mar-2020, 14:18:52  16-Mar-2020, 15:24:03 [ X))

EVEN) iEWER @D

FORENSICS v

COMMUNICATION conTRoL v (D) SECURITY SETTINGS v INVENTORY v

ADMINISTRATION @) @  Protection ¥

CLASSIFICATION DETAILS

PUP
Threat name: Unknown
Threat family: Unknown
Threat type: Unknown

History

PUP, by tzafit , on 10-Apr-2019, 21:23:44

If you prefer, you can use another method of your choice to identify the device name.
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6. After entering the details for the device name, as shown below, click Search to search for all occurrences of the
device name in the FortiEDR system.

PERSONAL DATA HANDLING

Search by | Device name v | | DESKTOP \admin m
Export report of monitored users

The following displays, listing all matching results:
ACTIVITY REPORT

Device name contains " i1 32"
1 result found

81 32 12records

* The number of records in the exported report, may be larger than the initial report

e
Export Report i\ Cancel jﬁl Delete All Records

7. Do one of the following:

a. Click the Export Report button to export a report of the data to be removed for the employee/user. This option
enables you to keep a record of what will be deleted. However, use of this option is not recommended, as all
traces of the employee’s/user’s data are to be permanently removed, including this report.

The following displays after the report has been exported:
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GENERATE REPORT

Report was generated successfully

Download

Click the Download link to download the Excel report. An

o ort12-Feb-2020-15-14x1oX ¥ Nicrosot Excel
GO fome | et Pagelyout  Fomubs  Date  Review  View  Acrobat
= 2, [E== utosum +
B cation AN (w9 Ewepte Genenal - g [voma Bad Good Neutral = e [ ;]““ @
G copy + E : - - 3
Poste o omatpanter B 7 U 7| O A- E[EE | i 7 | [EEeoeacea]] S - % 0 Condtonalpormat Explanatory Linked Cell Note S e Dete Fomat | 5 sota Fnaa
Gipboara a Font 5 Aignment Number = sytes cels aiting
E1 - e | Report created by user Barbara on 12-Feb-2020, 15:14. v
] A 8 c B € I G G H E
F::RTINET liorgolfa44 Report created by user Barbara on 12-Feb-2020, 15:14 Confidential
1
Search value 10.51.121.109
2
3 Personal Data
4
Pandal 10.51.121.109 00-0C-29-54-97-18 PANDA1\root

s Collector
5

b. Click the Delete All Records button to remove all device name data for the employee/user. The following

displays:
[ x

DATA DELETION

Are you sure you want to delete all data for device name
-MN4QVI5?

@ Export report to Excel before deleting data

To avoid further data collection, uninstall the relevant Collector.

Click Delete to remove all device name data for the employee/user from FortiEDR. After several moments, the
following displays, indicating that the data has been removed:
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DATA DELETION

Data deletion completed

You can check the Export report to Excel before deleting data checkbox if you want to export the data before it
is removed from FortiEDR.
8. Click Continue to proceed with removing the other required data for the employee/user (IP address, MAC address
and user name).
9. Repeat steps 4-8 to remove the relevant IP address from FortiEDR. Be sure to select IP Address in step 4.
10. Repeat steps 4-8 to remove the relevant MAC address from FortiEDR. Be sure to select MAC Address in step 4.
11. Repeat steps 4-8 to remove the relevant user name data from FortiEDR. Be sure to select User Name in step 4.

Personal Data Handling of Threat Hunting Data

The search performed by Personal Data Handling (described above) does not show activity event data. This data will be
deleted in case you use the delete option (described above), even though it is not displayed in the search results. If
you're interested in seeing the activity data that will be deleted, you can view it by using the Search option of the Threat
Hunting feature, as described in Threat Hunting on page 237.

Windows Security Center

FortiEDR is fully integrated with Windows Security Center and has been certified by Microsoft as an anti-virus and threat
protection application. You can choose whether to register FortiEDR Collectors as anti-virus and threat protection agents
in Windows Security Center. When registering FortiEDR Collectors, Windows Security Center indicates that your system
has anti-virus and threat protection provided by FortiEDR.

Note that in some cases, registering FortiEDR in Windows Security Center may prevent other vendors’ products from
installing or functioning properly. Therefore, you can choose whether or not to register FortiEDR Collectors. Your system
is still fully protected, even if you do not choose to register FortiEDR Collectors with Windows Security Center.
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- DASHEOMD B @ omscy

COMMUNICATION CONTROL v (ED)

INVENTORY v ApmiNisTRATION (ED) @  Protection v

END USERS NOTIFICATIONS

+ Show System Tray Icon with Collector Status

v Show a Pop-up Message for Any Prevention Activity

Please contact company’s security team for more details.

Note: Maximum 250 characters

10T DEVICE DISCOVERY
+ Perform ongoing device discovery

Exclude Collector groups

Inventory Auto Grouping | Category -

PERSONAL DATA HANDLING

Search by - ‘

Exportrpartof montorsavor: (D)

‘WINDOWS SECURITY CENTER

Register Collectors to Windows Security Center

To register FortiEDR Collectors with Windows Security Center:

» Inthe ADMINISTRATION tab, navigate to the Tools > Windows Security Center area, and then check the Register

Collectors to Windows Security Center checkbox.

When registered, FortiEDR is listed under Windows Security, as follows:

Windows Security

& Security providers

@ Home
O Virus & threat protection O Antivirus
8 Account protection
@) Firewall & network protection
B App & browser control Microsoft Defender Antivirus

Microsoft Defender Antivirus is turned off.

Device security

Device performance & health

) Firewall

)] 0

Family options

Windows Firewall
Windows Firewall s tumed on.

& Web protection

No providers

Find security apps in Microsoft Store

FortiEDR Connect

Manage the apps and services that protect your device.

Fortinet Endpoint Detection and Response
Fortinet Endpoint Detection and Response is turned on.

Have a question?
Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

The FortiEDR Connect feature opens a console that provides direct access to FortiEDR-protected devices (endpoints)
that are running a Windows operating system through a remote Shell connection, as described in FortiEDR Connect on
page 267. This enables you to respond to incidents immediately and to perform in-depth investigation by running
commands on the device, running scripts on the device, collecting and downloading forensic data from the device,

remediating threats and so on.
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Select the Allow FortiEDR Connect - Remote Shell Connection checkbox to enable the FortiEDR Connect functionality

for the organization. Otherwise, the Connect to Device button is deactivated for all users of the organization.

FORTIEDR CONNECT

¢ Allow FortiEDR Connect - Remote Shell Connection

To further allow a user access to the FortiEDR Connect functionality, select the Establish FortiEDR Connect sessions

checkbox in the user profile. Otherwise, the Connect to Device button is deactivated for the user. For more information

about user roles and permissions, see Users on page 285.

A\,

The Establish FortiEDR Connect sessions checkbox is available for Admin, Analyst, and
Senior Analyst users only.

System events

Selecting SYSTEM EVENTS in the ADMINISTRATION tab displays all the system events relevant to the FortiEDR

system.

SYSTEM EVENTS

~ Al COMPONENT TYPE COMPONENT NAME
Collector s

Collector

Manager

Manager

Core

Aggregator

Repository

Manager

Core

Aggregator

Collector

Collector

Collector

Collector

Collector

Collector

Collector

Showing 1-17/3998 | »

DESCRIPTION

Collector {41443 state was changed to "Running” .

Collector {547 #5575 state was changed to "Degraded” . Warnings: The Core is not accessible. Please check netw...

Connection to Syslog failed. mysyslog

Connection to Syslog failed. mysyslog:l i 3 2iaginsy
Core Ik il B st 2011 state was changed to “Running”
Aggregator (i state was changed to “Running”

Threat-hunting state was changed to "Running”

Server was restarted

Core et

Aggregator

tate was changed to "Disconnected”

Collector j¥

state was changed to "Degraded” . Warnings: Unknown error .

Collector s

1 was registered and added to the system

Collector:j¥ 24} state was changed to "Running” .

Collector 4

Collect

#4124} state was changed to "disconnected (expired)”

Collector i state was changed to "Running” .

Collector {fa

Use the search bar on the top right corner to filter system events by keywords.

I Search System Event (syst... ¥

+ 71 state was changed to "Disconnected” . Warnings: The following connectors wil ...

5", state was changed to "Degraded” . Warnings: The Core is not accessible. Please check netwar...

(4] state was changed to "Degraded” . Warnings: There is no available configuration. Please conta...

»i| | Search System Event (syst.. ¥

DATE ~

20-Mar-2023, 18:34:19
20-Mar-2023, 18:34:00
20-Mar-2023, 03:52:11
20-Mar-2023, 03:52:02
20-Mar-2023, 03:49:00
20-Mar-2023, 03:48:39
20-Mar-2023, 03:48:39
20-Mar-2023, 03:48:39
20-Mar-2023, 03:45:38
20-Mar-2023, 03:45:37
19-Mar-2023, 06:00:11
19-Mar-2023, 05:50:30
15.Mar-2023, 03:57:01
15.Mar-2023, 03:56:51
14-Mar-2023, 20:00:00
14-Mar-2023, 10:42:21

14-Mar-2023, 10:42:11

Use the Advanced search button to filter system events by component with a date range, which you can specify in the

SEARCH SYSTEM EVENT window.

I Search System Event (syst... |;|

Advanced search
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SEARCH SYSTEM EVENT

Date From EH o |

Component Type v

Component Name

N ! /., System events can also be retrieved using an APl command. For more details, refer to the
q FortiEDR RESTful API Guide. You must log in to the Fortinet Developer Network to access the
3 guide.

Each time a system event is triggered and created, the user receives an email notification for each of them if that system
event is enabled for the user’s Distribution lists on page 311. You can also configure Syslog on page 314 to send system
events messages.

The following events are defined as system events in the system:

Core state was changed to Disconnected (and another event when the Core state was returned to the Connected
state immediately afterward)

Core state was changed to Degraded (and another event when the Core state was returned to THE Connected
state immediately afterward)

Aggregator state was changed to Disconnected (and another event when the Aggregator state was returned to the
Connected state immediately afterward)

Aggregator state was changed to Degraded (and another event when the Aggregator state was returned to the
Connected state immediately afterward)

Threat Hunting Repository state was changed to Disconnected (and another event when the Repository state was
returned to the Connected state immediately afterward).

Threat Hunting Repository state was changed to Degraded (and another event when the Repository state was
returned to the Connected state immediately afterward).

Collector registered for the first time (only UI/API; is not sent by email/Syslog)
Collector was uninstalled via the Central Manager console.

Collector state was changed to Disconnected Expired.

License will expire in 21/7 days/1 day

License expired
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« License capacity of workstations has reached 90/95/100%

License capacity of servers has reached 90/95/100%

» System mode was changed from Prevention to Simulation or vice versa
o FortiEDR Cloud Service (FCS) connectivity is down

IP sets

IP Sets enable you to define a set(s) of IPs to include or exclude for some security events. This feature is used when
defining exceptions.

A\,

S L4
q This page is only available to users with Admin, IT, or Senior Analyst permissions.

osHBOARD wonrvewe @ roRENSICS v COMMUNCATION CONTROL v SECURTYSETTINGS v EnToRY v @ ADMINISTRATION

LICENSING 1P SETS

ORGANIZATIONS
3% Define new IPset Search IP

USERS

Internal Destinations FeRnnET
DISTRIBUTION Exclusiens Demo
LISTS

test einat

EXPORT
SETTINGS

ToOoLS

SYSTEM
EVENTS

IP SETS

NTEGRATIONS

IP Sets can only be defined if all Collectors are V3.0.0.0 and up. If you attempt to define an
exception and all Collectors are not V3.0.0.0 or above, the following error message displays:

ERROR

windows Collectors with version older than 3.0.0.0. Please upgrade

s‘éb Using IP Sets in exceptions is not supported since there are still
= your environment.
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Each row in the IP Sets window represents an IP inclusion/exclusion definition. The Internal Destinations row is provided
by default (as indicated by the adjacent FortiEDR logo), which defines the default IPs that are included in and excluded
from the FortiEDR system. All organizations in a multi-organization system are provided with this default IP set. In a
single-organization system, the main organization is provided with it. The Internal Destinations IP set cannot be deleted.
However, an Administrator can add Included IPs or Excluded IPs to it.

The IP Sets page lists all the IP sets. Users can only edit an IP set that was specifically created for his/her organization.
For example, if the administrator is assigned to only organization A, he/she can edit an IP set create for organization A
but not an IP set that applies to all organizations.

Click the FEZERATIMET |ogo in the Internal Destinations row to view its definition, as shown below:

DASHBOARD wenviewer @)  FoRensicsy sy ETEyETI (T SeameTTEy venrorrv @@ aomiieanon Q)

LICENSING

IP SETS
ORGANIZATIONS 8% Define newip set [er O
USERS 4 N included IPs + Excluded IPs +

DISTRIBUTION
LISTS

EXPORT
SETTINGS

TOOLS

SYSTEM
EVENTS

IP SETS

To define an IP set:

1.

ad s
Click the Define new IP set button (& D&fiN€ New IP Sty pytton. The following window displays:

OASHBOARD  EVENTVEWER ) FORENSICS v COMMUNICATION CONTROL SECURTYSETTINGS v INVENTORY v AomINISTRATION @)

LICENSING P SETS

‘ORGANIZATIONS
% Define new IP set Search IP

USERS
< Crme Included iP5+ Excluded Ps  +

DISTRIBUTION
LISTS

EXPORT
SETTINGS

TOOLS

SYSTEM © Internal Destinations FeRTInET
EVENTS
© DB Net

IP SETS D Microsof ft Cloud

INTEGRATIONS

In the Set Name field, enter a name for the IP set.

In the Organization dropdown list, select the organization to which the IP set applies or select All organizations for
the IP set to apply to all organizations in the FortiEDR system.

In the Description field, enter a description for the IP set.
In the Included IPs area, click the Add button (+ )to add an IP, IP range, or IP mask to be included in the IP set’s

definition. Each click of the Add button () adds a new line to the list. Each entry appears in its own line. For
example, you could add 192.168.23.2, 192.168.23.1-192.168.232 or 192.168.0.0/16.

Similarly, in the Excluded IPs area, click the Add button (#) to add an IP, IP range, or IP mask that is to be
excluded.
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6. Click the Save button.

The Search IP field at the top-right of the page enables you to search for a specific IP in all of the IP sets defined. The
search option identifies matching IPs, even if they are part of a range in an IP set’s definition.

To use an IP set:

Select an IP set in the Destinations area when defining an exception, as described in Defining a security event as an
exception on page 164.

Integrations

Integrations enable you to configure connectors to external systems, which enables you to trigger predefined types of
actions. FortiEDR provides various connectors out-of-the-box, such as Firewalls and NAC systems. The out-of-the-box
FortiEDR connectors utilize Fortinet products’ APls to automatically perform the required actions in order to extend its
automatic Playbook actions.

Admin and IT users with custom script permission can also define customized connectors to any third-party system in
order to trigger any action on that system using an API. For more information about user roles and permissions, see
Users on page 285.

You can set up an unlimited number of connectors for each type and use them by associating Playbook policies or
Security policies to the actions defined for these integration connectors, as described below.

Al
‘Q' The Integration menu is only available when the environment is connected to Fortinet Cloud

Services (FCS).

To display the INTEGRATIONS page:
1. Select ADMINISTRATION > INTEGRATIONS.

event viewes @ FORENSICS communicaTIoN controL v @) SECURTYSETTINGS NVENTORY Aommistranion ) ®  otecon~  samars

LICENSING CONNECTORS
ORGANIZATIONS
JREANIZATION @ AddComnector ~ Zp Action Manager
JSER —_

4 ':'0 Firewall : fortigate.fortidemo.com ® Enabled
DISTRIBUTION o
LISTS 3 k{:;, eXtended Detection Source : fortianalyzer fortidemo.com @® Enabled
EXPORT > py Sandbox : fortisandbox.fortidemo com ® Enabied
SETTINGS

> faf Custom Connector : AD_FTNT @ Enabled
— > (@ NAC: fortinac fortidemo.com @® Enabied

EVENTS
P SETS
INTEGRATIONS

The top left of this page provides two buttons, as shown below:

@ Add Connector = _f? Action Manager
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« Adding connectors on page 337 enables you to add and configure connectors for integration with FortiEDR.

« Action Manager on page 369 enables you to upload and manage (add, modify and delete) actions (Python
scripts that call third-party system APIs) to be automatically triggered by FortiEDR as incident responses.
Python 2.7 or later is supported.

S ! ’, The Action Manager button is only available to users with Admin or IT permissions and
? have the Custom script option enabled. For more information about user roles and
- permissions, see Users on page 285.

Adding connectors

The following types of integration connectors are provided to be configured:

¢ Firewall integration on page 337

* Network Access Control (NAC) integration on page 345
« Identity Management integration on page 350

¢ User Access integration on page 354

« Sandbox integration on page 359

« eXtended detection source integration on page 361

« Custom integration on page 365

S ! ’, Custom integration is only available to users with Admin or IT permissions and have the
? Custom script option enabled. For more information about user roles and permissions, see
- Users on page 285.

You can enable or disable a connector by clicking the Enabled/Disabled button next to the connector name. This button
toggles between Enabled/Disabled.

CONNECTORS
@) Add Connector ¥ = Action Manager
» E5 Firewall : UK office FGT ® Enabled

> Disabled

Firewall integration

When a firewall connector is set and Playbook policies are configured, automatic incident response actions can include
blocking of malicious IP addresses by a firewall upon security event triggering.

Before you start firewall configuration, make sure that:

» Your FortiEDR deployment includes a JumpBox that has connectivity to the firewall. Details about how to install a
FortiEDR Core and configure it as a JumpBox are described in Setting up a FortiEDR Core as a Jumpbox on page
57. You may refer to Cores on page 127 for more information about configuring a JumpBox.

» The FortiEDR Central Manager has connectivity to the Fortinet Cloud Services (FCS).

« You have a valid APl user with access to the external firewall. Please refer to FortiGate documentation at
https://docs.fortinet.com/ for details about how an API user can be added.
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Follow the steps below to automatically deny access on the firewall to malicious destination addresses detected by

FortiEDR.

The example below describes how to define an address group on FortiGate and associate it with a FortiGate policy rule,
such that it blocks connections to the addresses in the group. The address group is then used when configuring the

FortiEDR connector so that it is automatically populated with malicious destinations upon detection by FortiEDR.

The same address group can obviously be used for multiple firewall policies in order to cover any VLAN-to-WAN
interface in the network.

FortiGate configuration

To set up an address group and policy on FortiGate:

1. Goto Policy & Objects > Addresses.

2. Create a new address group to be populated by FortiEDR. The new address group now appears in the FortiGate

Addresses table.

&"= FortiGate VM64-GCP  FGYMO

Favorites Edit Address Group

@ Dashboard

>
>
. ) . Group Name FortiEDR Malicious Destinations
NX Security Fabric >
Color b
i FortiView > % | Change
Members B none x
& Network > +
& System > Exclude Members [ )
I &, Policy & Objects ~ | Showin Address List O
IPv4 Policy Static Route Configuration
Authentication Rules Comments Members of this group will be

IPv4 DoS Policy automatically added by FortiEDR | s10ss

Addresses b d
Wildcard FQDN Addresses Cancel

Internat Service Natahase

3. Goto Policy & Objects > IPv4 Policy.

4. Create a new policy to deny traffic to any address in the address group that was created as part of step 2. The new
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policy now appears in the FortiGate Policies table.

MNew Policy
Name €@ | Block malicious by FortiEDR |
Incoming Interface | 21 SSLVPN tunnel interface (ssl.root « |
Qutgoing Interface | [ port1 hd |
Source = all ®
& SSLVPN x
+
Destination T3 FortiEDR Malicious Destinations %
+
Schedule | fo always -
Service ] ALL x
+

Action v ACCEPT H~Nelalyg

@ Log Violation Traffic

Comments | This policy blocks trafficto
malicious destinations that were
auto-detected by FortiEDR | sBroz3

Enable this policy €@

FortiEDR firewall connector configuration

To set up a Firewall connector with FortiEDR:

1. Click the Add Connector button and select Firewall in the Connectors dropdown list. The following displays:

DASHROARD EvENTVEWER @) FORENSICS v COMMUNICATION cONTROL. ++ @)

LICENSING CONNECTORS
ORGANIZATIONS —

@ AddComector ~ i Action Manager
USERS

caa . .
B .53, eXtended Detection Source : fortianalyzer.fortidemo.com

DISTRIBUTION

LIsTS > (& Sandbox : fortisandbox.fortidemo.com
EXPORT v 8 Firewall : fortigate.fortidemo.com
SETTINGS

JumpBox ‘ore-europe-west . X v
TOOoLS

Details
SYSTEM

API Key ® Credentials

IP SETS

Usemane | 3 [T p— |
INTEGRATIONS
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SECURITY i

INVENTORY v AoMINISTRATION ()

Actions

Host [ | ot ] | Sockadessonieval

Assign NSX tag Test
Add MAC Quarantine Test
+ Add action

@  Protection v

Barbara v

@® Enabled

®© Enabled

® Enabled

Address group | FortiEDR_Malicious_Destinatic|

’ N\
(_cancel )

’ N
(_pekete )
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2. Fillin the following fields:

Field Definition

JumpBox Select the FortiEDR JumpBox to communicate with the firewall.
Name Specify a name of your choice to be used to identify this firewall.
Type Select the type of firewall to be used in the dropdown list.
TYPE  FortiGate ¥
CheckPoint
Cisco
« FortiGate

FortiManager

PaloAlto
Host Specify the IP or DNS address of your firewall.
Port Specify the port that is used for API communication with your firewall.
API Key / Credentials Specify authentication details of your firewall. To use an API token, click the

API Key radio button and copy the token value into the text box. To use API
credentials, click the Credentials radio button and enter the Firewall API
username and password.

3. Inthe Actions area on the right, define an action to be taken by this connector.

You have the option to either use an action provided out-of-the-box with FortiEDR (for example, Block address on

Firewall) or to create and use your own custom actions.

a. Toblock an address on the Firewall, in the Address Group field, specify the name of a previously defined
address group on the firewall. For FortiManager and FortiGate integrations, you can optionally specify the
name of the VDOM domain in the VDOM field. FortiEDR uses the default root VDOM if the VDOM field is
empty.

-OR-
b. To trigger a custom action on the Firewall, click the Add Action button to display the following popup window:
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ADD CUSTOM ACTION

Action -

AD Logout user

He-profile a device

( Cancel )

 Inthe Action dropdown menu, select one of the previously defined custom integration actions.
—OR-

* Click the Create New Action button in this popup window to define a new action on the Firewall to be
triggered according to the definitions in the Playbook, as described below. The following displays:

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.

341



Administration

Action Manager

Name MNew action
MNew action Description
Add Folicy Block
Add MAC Quarantine
Action Scripts T Upload

Disable interface

Assign NSX ta
. ° Please upload a script

Slack Motification

Teams Notification

( cancel )

AWS Lambda Logout User

Fill out the fields of this window as follows in order to define a new action to be triggered in response to an
incident.

In order to trigger this action, a Playbook policy must be defined that triggers this
NP action to execute the script when a security event is triggered. The definition of this
‘9' new action here automatically adds this action as an option in a Playbook policy.
- This action however, is not selected by default in the Playbook policy. Therefore,
- you must go to the Playbook policy and select it in order for it to be triggered when
a security event is triggered.

Field Definition

Name Enter any name for this action.
Description Enter a description of this action.
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Field Definition

Upload Upload a Python script that calls an APl in the third-party system in
order to perform the relevant action. Python 2.7 or later is supported.
This Python script must be created according to the coding conventions

that can be displayed by clicking the icon next to the Action Scripts
field. The following displays providing an explanation of these coding
conventions and provides various links that you can click to see more
detail and or/to download sample files.

Creating A Custom Incident Response Action

The following describes how to create and upload your own Python script to be assigned to an
incident response action. Playbook policies that are configured 1o use this action will automatically
execute this script when a security event is triggered.

Code Conventions

« AForiEDR JumpBox on which one or more scripts are executed is deployed with various
standard Python packages. Click here to see a list of the packages that are deployed with this
type of ForiEDR JumpBox.

= Atthe moment, only Python 2 is supported.

« Parameters

o Integration scripts can use properties that are part of a Connector’s configuration, such
as AP keys or information that is part of the triggering event (such as the process
name)

+ These properties are stored in the config.json file and can be used as script parameters.

+ Click here o see a sample config.json file and a sample action script

4 custom_scriptpy < configjson

Troubleshooting

Script execution (either in test mode or as part of a realtime incident response) is defined as

4. Click Save. The new action is then listed in the Actions area.
5. You can click the Test button next to an action to execute that action.

to integrate with the firewall, but select FortiManager as the integrated device Type when

\‘é', If you are working with a FortiManager in order to manage firewalls, use the same instructions
3 configuring the FortiEDR Connector in the Administration > Integration page.

Playbooks configuration

To configure an automated incident response that uses a firewall connector to block malicious
destinations upon security event triggering:

1. Navigate to the SECURITY SETTINGS > Playbooks page.

2. Open the Playbook policy that is applied on devices for which you want the block IP incident response to apply and
place a checkmark in the relevant Classification column next to the Block address on Firewall row that is under the
REMEDIATION section. In the dropdown menu next to the action, you can specify which firewalls to use to perform
the block or select all of them, as shown below:
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B Test playtood y
I:IJ- D0k . b \. :u-.r.-.r;

FortiEDR is now configured to add malicious IP addresses to the blocking policy on the firewall upon triggering of a
security event. You can check that malicious IP addresses are added to the address group that was configured on

the firewall following FortiEDR security events.

To configure an automated incident response that uses a firewall connector to perform a custom action

upon the triggering of a security event:

1. Navigate to the SECURITY SETTINGS > Playbooks page.

2. Open the Playbook policy that is applied on devices for which you want the custom action (defined above) to apply.
3. Inthe CUSTOM section, place a checkmark in the relevant Classification columns next to the row of the relevant

custom action.

4. Inthe dropdown menu next to the relevant custom action, select the relevant firewall connector with which to

perform the action, as shown below:

CUSTOM
Re-profile a device -
AWS Lambda Logout User SelectAl
« fortinac.fortideme.com
Disable interface v

Slack Notification fortigate. fortide.... - ./

v v v v

FortiEDR is now configured to trigger this action in the third-party system upon the triggering of a security event.

Automatic incident response actions are listed in the CLASSIFICATION DETAILS area of the Events page of the

FortiEDR Console, as shown below:

DASHBOARD eveNTviEWeR@)  FORENsICS™ COMMUNICATION CONTROLY @) SECURITY SETTINGS v INVENTORY~ @)

ominisTRATION (D @  Protecion v Tty

EVENTS Showing 1-14114

Multiple search v CLASSIFICATION DETAILS

3 Eport ~ 84 exceprion Manager
 Unhandled D DEVICE PROCESS CLASSIFICATION «  DESTINATIONS ~ RECEIVED ~ LAST UPDATED
adprivacyd (1 evenr) Inconclusive 16-Feb-2020, 19:56:53
Inconclusive FeAminer
4 236471 % LiorMacOSPara10-14  adprivacyd Inconclusive 2 destinations 16-Feb-2020, 19:56:53  16-Feb-2020, 20:16:21 By ReversingLabs
b 88 Cceruficate: Signed  Process path: ...veloper/Coresimulator/Profiles/Runtimes/iOS simruntime/Contents/Resources/RuntimeRoot/usr/libexec/adprivacyd  Raw data items: 2. Threat name: Unknown
Threat family: Unknown
healthappd (1 event) Inconclusive 16-Feb-2020, 15:02:57 Threat type: Unknown
trustd (1 event) Inconclusive 16-Feb-2020, 14:03:59
History
geod (1event) Inconclusive 16-Feb-2020, 10:03:21
v Inconclusive, by FortinetCloudServices , on 16-Feb-2020, 20:37:26
dynamiccodetests.exe (1 event) & suspicious 13-Feb-2020, 11:06:55
o IP address 198.203.178.52 was blocked on FortiGate
pandasecurityDx dil (2 events) PUP 11-Feb-2020, 21:15:58 GVM02TM 19005776
pandasecurityDx64.dll (1 event) PUP 11-Feb-2020, 21:14:04 © Device MyMac11-16 was moved to quarantine network
High Security VLAN
TeamViewer.exe (1 event) PUP 10-Feb-2020, 04:47:59
DynamicCodeTests32.exe (1event) & suspicious 06-Feb-2020, 02:39:27
escript.exe (4 events) & suspicious 02-Feb-2020, 11:16:45
dumb-init (1 event) Inconclusive 01-Feb-2020, 12:07:10
Triggered Rules
filebeatexe (1 event) Inconclusive 01-Feb-2020, 11:51:23
o = Nigy Exfiltration Prevention
979c6de81cc0f4e0a770f720abB2e8C72702d422fe... (2 events) £ wmalicious 30-Jan-2020, 04:18:06
> @ Invalid Execution - Code Executed from an Invalid Memory L...
B03276BFBF85CFDD7C8998004C1200DA.Vir (2 events) ¥ wmalicious 30-Jan-2020, 04:18:02

D> ADVANCED DATA
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Network Access Control (NAC) integration

When a Network Access Control connector such as FortiNAC is set and Playbook policies are configured, automatic
incident response actions can include isolating a device by a NAC system upon security event triggering.

Before you start NAC configuration, make sure that:

» Your FortiEDR deployment includes a JumpBox that has connectivity to the NAC server.
Details about how to install a FortiEDR Core and configure it as a JumpBox are described in Setting up a FortiEDR
Core as a Jumpbox on page 57. You may refer to Cores on page 127 for more information about configuring a
JumpBox.

» The FortiEDR Central Manager has connectivity to the Fortinet Cloud Services (FCS).

« You have a valid APl user with access to FortiNAC or equivalent network access control system.

Follow the steps below in order to automatically isolate a device by NAC upon the detection of a FortiEDR security event.
The example below describes how to define an APl user on FortiNAC in order to enable FortiEDR to perform automatic
device isolation after a FortiEDR security event.

s‘ ! ', Make sure to add FortiEDR domains and/or IP addresses to the exclusion list on the VLAN
9 that is being used for isolation on the FortiNAC system such that the FortiEDR Collector would

still be able to communicate with its servers when the device is being isolated.

FortiEDR Connector configuration

To configure NAC integration:

1. Click the Add Connector button and select NAC in the Connectors dropdown list. The following displays:
CONNECTORS

(® Add connector

v @ nac

JumpBox

iZ) Action Manager

® Enabled

Details Actions

©) APIKey

solate device on NAC

Add

Credentials action

2. Fillin the following fields:

Field Definition

JumpBox
Name
Type
Host

FortiEDR 5.2.1 Administration Guide
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Select the FortiEDR JumpBox that will communicate with this NAC system.
Specify a name of your choice which will be used to identify this NAC system.
Select the type of NAC to be used in the dropdown list, for example: FortiNAC.
Specify the IP or DNS address of the external NAC system.
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Field Definition

Port Specify the port that is used for communication with the external NAC system.

API Key Specify authentication details of the external NAC system. To use an API
token, click the API Key radio button and copy the token value into the text
box. To use API credentials, click the Credentials radio button and fill in the
external NAC system APl username and password.

3. 3Inthe Actions area on the right, define the action to be taken by this connector.
You have the option to either use an action provided out-of-the-box with FortiEDR (for example, Isolate Device on
NAC)
—OR-
To create or select one of the Custom Integration actions (if one or more have already been defined in FortiEDR, as
described in Custom integration on page 365.

» To trigger an action on a custom connected third-party system, click the + Add Action button to display the
following popup window:

ADD CUSTOM ACTION

Action -

AD Logout user

He-profile a device

=,
[ Cancel )

a. Inthe Action dropdown menu, select one of the previously defined actions (which were defined in FortiEDR as
described in Custom integration on page 365).
-OR-

b. Click the Create New Action button in this popup window to define a new action that can be triggered
according to the definitions in the Playbook, as described below. The following displays:
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Action Manager

New action

Add Paolicy Block
Add MAC Quarantine
Disable interface
Assign NSX tag
Slack Motification

Teams Motification

AWS Lambda Logout User

Name New action
Description
Action Scripts T Upload

Flease upload a script

( cancel )

| Close )

Fill out the fields of this window as follows in order to define a new action to be triggered in response to an

incident.
In order to trigger this action, a Playbook policy must be defined that triggers this action
NP to execute the script when a security event is triggered. The definition of this new action
‘Q' here automatically adds this action as an option in a Playbook policy. This action
- however, is not selected by default in the Playbook policy. Therefore, you must go to

the Playbook policy and select it in order for it to be triggered when a security event is

triggered.

Definition

Name
Description

Upload

FortiEDR 5.2.1 Administration Guide
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Enter any name for this action
Enter a description of this action

Upload a Python script that calls an API from the third-party system in order
to perform the relevant action. Python 2.7 or later is supported. This Python
script must be created according to the coding conventions that can be

347



Administration

Field Definition

displayed by clicking the icon nexttothe | . field. The
Action Scripts

following displays providing an explanation of these coding conventions
and provides various links that you can click to see more detail and/or to
download sample files.

Creating A Custom Incident Response Action

The following describes how to create and upload your own Python script to be assigned to an
incident response action. Playbook policies that are configured to use this action will automatically
execute this script when a security event is triggered.

Code Conventions

« A ForiEDR JumpBox on which one or more scripts are executed is deployed with various
standard Python packages. Click here to see a list of the packages that are deployed with this
type of FortiEDR JumpBox.

+ At the moment, only Python 2 is supported.

» Parameters

« Integration scripts can use properties that are part of a Connector’s configuration, such
as API| keys or information that is part of the triggering event (such as the process
name).

¢ These properties are stored in the config json file and can be used as script parameters.

o Click here 1o see a sample config.json file and a sample action script:

J custom_scriptpy  { config json

Troubleshooting

Script execution (either in test mode or as part of a realtime incident response) is defined as

4. Click Save. The new action is then listed in the Actions area.
5. You can click the Test button next to an action to execute that action.

Playbooks configuration

To configure an automated incident response that uses a NAC connector to isolate a device upon
security event triggering:

1. Navigate to the SECURITY SETTINGS > Playbooks page.

2. Open the Playbook policy that is applied on devices for which you want the isolation response to apply and place a
checkmark in the relevant Classification column next to the Isolate device with NAC row that is under the
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INVESTIGATION section.

INVESTIGATION

Isolate device with Collector v
Isolate device with NAC Nac_HK v -

Move device to the High Security Group

FortiEDR is now configured to automatically isolate the device upon triggering of a security event. Automatic incident
response actions are listed in the CLASSIFICATION DETAILS area of the Events page of the FortiEDR Console as

shown below:

FORENSICS ¥

comauncanon controL v @

SECURTTY SETTINGS ¥ wventorr v @) AomnsTRATION @) ®  Proecion ¥ sharon ¥

D DEVICE PROCESS CLASSIFICATION

DynamicGodeTests exe (2 events) $ suspcious

4 114357 @ JohnLocus DynamicCodeTestsexe 9 Suspicious

"
FORTI-ARBUTUSohnLocus

FORTI-ARBUTUSV/ohnLocus Unsigned

4 114345 @ JohnLocus DynamicGodeTessexe  § Suspicious

ADVANCED DATA

‘Q CLASSIFICATION DETAILS

= | Showing 1171

DESTINATIONS ~ RECEIVED ™ LAST UPDATED

14.4an-2021, 02:14:27 .
SuSpiCious memmrar

74.125.235.20 144302021, 021427 14-Jan-2021, 06:50:59 [

Threat name: Unknovn
Theeat famiy: Unknown

GUsersohnLocus FORTI-ARBUTUS \DeskiopDynamicCodeTests.exe 1 Threat type: Unknown

File Wiile Access  14-Jan-2021, 021427

Automated analysis steps completed by Fortinet Details

149an2021,085059 @

Triggered Rules
Wiy Exfilration Prevention
@ Dynamic Code - Malicious Runtime Generated Code Detected

@ Unmapped Executable - Executable File Without a Correspon

Note that isolation by NAC will only be done for devices that are managed on the specified NAC.

To configure an automated incident response that uses a NAC connector to perform a custom action
upon the triggering of a security event:

1. Navigate to the SECURITY SETTINGS > Playbooks page.

2,

custom action.

the action, as shown below:

CuUsTOM

Open the Playbook policy that is applied on devices for which you want the custom action (defined above) to apply.
Inthe CUSTOM section, place a checkmark in the relevant Classification columns next to the row of the relevant

In the dropdown menu next to the relevant custom action, select the relevant NAC connector with which to perform

Re-profile a device - v v L4 v

AWS Lambda Logout User Select All v v v

« fortinac fortid
Disable interface eriinac fortideme.com

Slack Notification fortigate.fortide - v v v v v

FortiEDR is now configured to trigger this action in the third-party system upon the triggering of a security event.
This automatic incident response action appears in the CLASSIFICATION DETAILS area of the Events page of the

FortiEDR Console.
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EVENTS = v | | P —— Searcn ever Q CLASSIFICATION DETAILS

(3 ot = 27 cxcepton wansger

0 DEVICE
DynamicCoceTests_1.exe (1 event)

£ Suspicious remmner

4 98279 B Win10-64B(T-120-180 Dynam

Threat name: Unknown

o

erl VIN1O-SABIT-120wser  Signe

CynamicCoceTests_20 exe (1 even) Automated analysis $teps compieled by Forinel Detaile
History

~ $F Suspicious, by FortinetGloudServices, on 30-Jun-2021, 10.36.50

* loop w Custom 7 using JumpBox

Triggered Rules.

Ry Exfiltration Prevention
@ Dynamic Code - Malicious Runtime Generated Code Detacted

@ uUnmapped Executable - Executable File Without a Corraspon

@ Writeable Cade - Identified an Executable with Writable Code

Identity Management integration

When an Identity Management connector, such as FortiClient Endpoint Management Server (EMS), is set and Playbook
policies are configured, automatic incident response actions can include ZeroTrust device tagging on FortiClient EMS
upon security event triggering.

Prerequisites

Before you start Identity Management configuration, verify the following:

» Your FortiEDR deployment includes a JumpBox that has connectivity to the identity management server. Details
about how to install a FortiEDR Core and configure it as a JumpBox are described in Setting up a FortiEDR Core as
a Jumpbox on page 57. You may refer to Cores on page 127 for more information about configuring a JumpBox.

o The FortiEDR Central Manager has connectivity to the Fortinet Cloud Services (FCS).
» You have a valid API user with access to FortiClient EMS or equivalent identity management system.

Follow the steps below to tag a device as non-trusted automatically upon the detection of a FortiEDR security event.

Configuring a FortiEDR Connector

To configure Identity Management integration:

1. Click the Add Connector button and select Identity Management from the dropdown list.
The following displays:

CONNECTORS
@ ~dd Connector ™ i Action Manager
v E Identity Management ® Enabled

JumpBox

Details Actions.

+Add action
®) APIKey Credentials
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2. Fillin the following fields:

Field Description

JumpBox Select the FortiEDR JumpBox that will communicate with this Identity
Management system.

Name Specify a name of your choice to be used to identify this Identity Management
system.

Type Select the type of Identity Management to be used in the dropdown list. For
example, FortiClient EMS.

Host Specify the IP or DNS address of the external Identity Management system.

Port Specify the port that is used for communication with the external Identity
Management system.

API Key/Credentials Specify authentication details of the external Identity Management system. Fill
in the external Identity Management system API username/Account and
password/key.

3. Inthe Actions area on the right, define the action to be taken by this connector:

» Touse an action provided out-of-the-box with FortiEDR (for example, Zero Trust device tagging on FortiClient
EMS), tag the device as non-trusted the Identity management system and specify what tag to apply on the
device in the Tag name field.

» To use a custom integration action:
i. Click the + Add Action button. The following popup window displays:

ADD CUSTOM ACTION

Action -

AD Logout user

Re-profile a device

( cancel )

ii. Inthe Action dropdown menu, select one of the previously defined actions (which were defined in
FortiEDR as described in Identity Management integration on page 350), or define a new action that can
be triggered according to the definitions in the Playbook:
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i. Click the Create New Action button. The following displays:

Action Manager

Name New action
Mew action Description
Add Policy Block
Add MAC Quarantine
Action Scripts T Upload

Dizable interface

Assign NSX tag

Please upload a script

Slack Notification

Teams Motification

( cancel )

AWS Lambda Logout User

| Close

ii. Fill out the fields of this window as follows in order to define a new action to be triggered in response to

an incident.
In order to trigger this action, a Playbook policy must be defined that triggers
NP this action to execute the script when a security event is triggered. The
‘Q' definition of this new action here automatically adds this action as an optionin a
- Playbook policy. However, this action is not selected by default in the Playbook

policy. Therefore, you must go to the Playbook policy and select it in order for it
to be triggered when a security event is triggered.

Field Definition

Name Enter any name for this action.
Description Enter a description of this action.
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Field Definition

Upload Upload a Python script that calls an API from the third-party system
in order to perform the relevant action. Python 2.7 or later is
supported. The Python script must be created according to the

coding conventions that can be displayed by clicking the icon
next to the Action Scripts field. The following displays providing an
explanation of the coding conventions and provides various links
that you can click to see more detail and/or to download sample files.

Creating A Custom Incident Response Action

The following describes how to create and upload your own Python script to be assigned to an
incident response action. Playbook policies that are configured to use this action will automatically
execute this script when a security event is triggered.

Code Conventions

« AFortiEDR JumpBox on which one or more scripls are executed is deployed with various
standard Python packages. Click here to see a list of the packages that are deployed with this
type of FortiEDR JumpBox

« Atthe moment, only Python 2 is supported.

- Parameters

= Integration scripts can use properties that are part of a Connector’s configuration, such
as APl keys or information that is part of the triggering event (such as the process
name)

= These properties are stored in the config.json file and can be used as script parameters.

o Click here to see a sample config json file and a sample action script:

& custom_scriptpy  J configjson

Troubleshooting

Script execution (either in test mode or as part of a realtime incident response) is defined as

iii. Click Save. The new action is then listed in the Actions area.
4. You can click the Test button next to an action to execute that action.
5. Click Save to save the connector configuration.

Configuring Playbooks

To configure an automated incident response that uses an Identity Management connector to tag a
device upon security event triggering:

1. Navigate to the SECURITY SETTINGS > Playbooks page.
2. Open the Playbook policy that is applied on devices for which you want the identity management response to apply.

3. Place a checkmark in the relevant Classification column next to the Zero Trust device tagging row under the
INVESTIGATION section.
FortiEDR is now configured to automatically tag a device as non-trusted upon triggering of a security event.

REMEDIATION

Terminate process v
Delete file

Clean persistent data v
Block address on Firewall -

ZeroTrust device tagging FortiClientEMS ... = v
Reset user password v
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To configure an automated incident response that uses an Identity Management connector to perform a
custom action upon the triggering of a security event:

1. Navigate to the SECURITY SETTINGS > Playbooks page.

2. Open the Playbook policy that is applied on devices for which you want the custom action (defined above) to apply.

3. Inthe CUSTOM section, place a checkmark in the relevant Classification columns next to the row of the relevant
custom action.

4. Inthe dropdown menu next to the relevant custom action, select the relevant Identity Management connector with
which to perform the action.
FortiEDR is now configured to trigger this action in the third-party system upon the triggering of a security event.

Automatic incident response actions are listed in the CLASSIFICATION DETAILS area of the Events page of the
FortiEDR Console, as shown below:

demos521 v DASHBOARD EVENT VIEWER @) FORENSICS ¥ COMMUNICATION CONTROL v (@) SECURITY SETTINGS INVENTORY v @) ADMINISTRATIGN ¥ ®  Prevention v D Engish ¥ DemoUser v

EVENTS E:l Shewing 1-515 System Defined  +|| Search for events -Q CLASSIFICATION DETAILS
Al ~ | Last30days Archive [ export 4 Exception Manager
D DEVICE PROCESS CLASSIFICATION « DESTINATIONS ~ RECEIVED = LAST UPDATED
@ DESKTOP-52GGTK5 (11 events) # Walicious 20-Sep-2022, 17:00:00 21-Sep-2022, 22:00:00 A
 Malcious remrmer
DESKTOP-6AVBIKU (5 events) + Malicious 14-8ep-2022, 191636 23-8ep-2022, 16:29:51
Threat Unks
® DESKTOP-KIELTHF (6 events) * Malicious 11-Sep-2022, 00:00:00  18-Sep-2022, 00:00:00 reat name: Uninown
Threat family: Unknown
» DESKTOP-RR8JIDG (3 events) * Malicious 11-8ep-2022, 00:00:00  18-Sep-2022, 00:00-00 Threat type: Unknown
3 DESKTOP-PSOR95V (6 events) + Malicious 07-Sep2022, 11:36:36  23-Sep-2022, 071433 Automated analysis steps completed by Fortinet Details
> 50347  DESKTOPPSORGSV firsfox exe Inconclusive  Senice Access  30-Aug-2022, 15:30:57 30-Aug-2022, 153057 @ it
istory
> 63625  DESKTOP-PSOR9SV  ComnectvityTestAppexe ¥ Malicious 88838 07-Sep2022, 11:36:36 14-Sep-2022, 1208:01 @
Process ..ctivityTestApp.exel with PID 7660 was terminated at device ~
> i DESKTOP_PSORSSV 2 times
FEDRQAIQA-Admin FEDRQAIQA-Admin  Unsigned  C:\Users\QA-Admin FEDR-QA\Downloads\ConnectiityTestApp\ConnectiityTestApp.exe 3 Device DESKTOP-PSOR95V was tagged as untrusted on FortiClient EMS
> 51153  DESKTOP-PSOR9SV  ComnectivtyTestApp.exe S Malicious File Read Attempt 31-Aug2022, 15:22:33 23-Sep2022, 07:14:33 |t FortiClient EMS Cl.... §times
Pracess ...ctivityTestApp.exel with PID 1180 was terminated at device
> 46108 DESKTOP-PSOR35V  ComectiityTestApp.exe ¥ Malicious 88838 29-A002022, 130544 31-Aug-2022, 154212 @ DESKTOP_PSORY5V 2 times "
> 45091  DESKTOP-PSOR3SV  ComectvityTestApp.exe ¥ Malicious 2destinations  20-Aug2022. 130544 23-5ep2022, 071433 e _—
> 46066  DESKTOP-PSOR35V  ComnectiityTestApp.exe ¥ Malicious File Read Attempt 29-Aug-2022, 13:01:05 23-Aug-2022, 130105 @ Triggered Rules

~ Mgy [Chris] Exfiltration Prevention
@ Invalid Checksum - Connection Attempt frem Application with In...
o ln Malicious File Detected
& @ Suspicious Packer - Activity by an Application packed by a Sus.

& @ Writeable Code - Identified an Executable with Writable Code

> ADVANCED DATA

User Access integration

When a user access connector, such as Active Directory, is set and Playbook policies are configured, automatic incident
response actions can include resetting user’s password or disabling user account on domain controller upon security
event triggering.

Prerequisites

Before you start User Access configuration, verify the following:

e Your FortiEDR deployment includes a JumpBox that has connectivity to the domain controller server. Details about
how to install a FortiEDR Core and configure it as a JumpBox are described in Setting up a FortiEDR Core as a
Jumpbox on page 57. You may refer to Cores on page 127 for more information about configuring a JumpBox.

» The FortiEDR Central Manager has connectivity to the Fortinet Cloud Services (FCS).
» You have a valid API user with access to Active Directory or equivalent domain control system.

Follow the steps below to perform user access actions automatically upon the detection of a FortiEDR security event.
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Configuring a FortiEDR Connector

To configure User Access integration:

1. Click the Add Connector button and select User Access from the dropdown list.
The following displays:

CONNECTORS
@ Add connector iZ) Action Manager
v QVQ) User Access @® Enabled

JumpBox

Details Actions

vme ] e <[ eofams | bisable user account. baseDN | Jbinaon | )

Reset user password basej\l‘ ‘bm]hl ‘

APl Key ® Credentials
<+Add action

Username | | password |

2. Fillin the following fields:

Field Description

JumpBox Select the FortiEDR JumpBox that will communicate with this User Access
system.

Name Specify a name of your choice to be used to identify this User Access system.

Type Select the type of user access to be used in the dropdown list. For example,
Active Directory.

Host Specify the IP or DNS address of the external User Access system.

Port Specify the port that is used for communication with the external User Access
system.

API Key/Credentials Specify authentication details of the external user access system. To use an

API token , click the API Key radio button and copy the token value into the text
box. To use API credentials, click the Credentials radio button and fill in the
external User Access system AP| username (or Bind User DN) and password.

3. Inthe Actions area on the right, define the action to be taken by this connector:

« To use an action provided out-of-the-box with FortiEDR (for example, Disable user account on Active
Directory), in the baseDN field of Disable user account or Reset user password, specify where FortiEDR starts
searching for the user upon which actions are performed.
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« To use a custom integration action:
i. Click the + Add Action button. The following popup window displays:

ADD CUSTOM ACTION

Action v

AD Logout user

Re-profile a device

( Cancel )

ii. Inthe Action dropdown menu, select one of the previously defined actions (which were defined in
FortiEDR as described in User Access integration on page 354), or define a new action that can be
triggered according to the definitions in the Playbook:
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i. Click the Create New Action button. The following displays:

Action Manager

Name New action
Mew action Description
Add Policy Block
Add MAC Quarantine
Action Scripts T Upload

Dizable interface

Assign NSX tag

Please upload a script

Slack Notification

Teams Motification

( cancel )

AWS Lambda Logout User

| Close

ii. Fill out the fields of this window as follows in order to define a new action to be triggered in response to

an incident.
In order to trigger this action, a Playbook policy must be defined that triggers
NP this action to execute the script when a security event is triggered. The
‘Q' definition of this new action here automatically adds this action as an optionin a
- Playbook policy. However, this action is not selected by default in the Playbook

policy. Therefore, you must go to the Playbook policy and select it in order for it
to be triggered when a security event is triggered.

Field Definition

Name Enter any name for this action.
Description Enter a description of this action.
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Field Definition

Upload Upload a Python script that calls an API from the third-party system
in order to perform the relevant action. Python 2.7 or later is
supported. The Python script must be created according to the

coding conventions that can be displayed by clicking the icon
next to the Action Scripts field. The following displays providing an
explanation of the coding conventions and provides various links
that you can click to see more detail and/or to download sample files.

Creating A Custom Incident Response Action

The following describes how to create and upload your own Python script to be assigned to an
incident response action. Playbook policies that are configured to use this action will automatically
execute this script when a security event is triggered.

Code Conventions

« AFortiEDR JumpBox on which one or more scripls are executed is deployed with various
standard Python packages. Click here to see a list of the packages that are deployed with this
type of FortiEDR JumpBox

« Atthe moment, only Python 2 is supported.

- Parameters

= Integration scripts can use properties that are part of a Connector’s configuration, such
as APl keys or information that is part of the triggering event (such as the process
name)

= These properties are stored in the config.json file and can be used as script parameters.

o Click here to see a sample config json file and a sample action script:

& custom_scriptpy  J configjson

Troubleshooting

Script execution (either in test mode or as part of a realtime incident response) is defined as

iii. Click Save. The new action is then listed in the Actions area.
4. You can click the Test button next to an action to execute that action.
5. Click Save to save the connector configuration.

Configuring Playbooks

To configure an automated incident response that uses a user access connector to reset user password
or disable a user upon security event triggering:

1. Navigate to the SECURITY SETTINGS > Playbooks page.
2. Open the Playbook policy that is applied on devices for which you want the user access response to apply.

3. Place a checkmark in the relevant Classification column next to the Disable user row under the INVESTIGATION
section or the Reset user password row under the REMEDIATION section.
FortiEDR is now configured to automatically perform user access actions upon triggering of a security event.

INVESTIGATION
Isolate device with Collector
Admin
Move device to the High Security Group
Disable user FEDR-QA AD v s
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To configure an automated incident response that uses a User Access connector to perform a custom
action upon the triggering of a security event:

1. Navigate to the SECURITY SETTINGS > Playbooks page.
2. Open the Playbook policy that is applied on devices for which you want the custom action (defined above) to apply.
3. Inthe CUSTOM section, place a checkmark in the relevant Classification columns next to the row of the relevant

custom action.

4. Inthe dropdown menu next to the relevant custom action, select the relevant User Access connector with which to

perform the action.

FortiEDR is now configured to trigger this action in the third-party system upon the triggering of a security event.

Automatic incident response actions are listed in the CLASSIFICATION DETAILS area of the Events page of the
FortiEDR Console, as shown below:

DASHBOARD

demo521 v

FVENTVIEWER @) FORENSICS v/

CoMMUNICATION ConTROL v @)

SECURTTV SETTINGS v

INVENTORY v @)

®  Prevention v

® english v DemoUser v

EVENTS E:l Show System Defined
Al v Last30days < 3 export M Handle Event cs & Exception Manager
2 DEVICE PROCESS CLASSIFICATION ~ DESTINATIONS ~ RECEIVED ~ LAST UPDATED
® DESKTOP-52GGTK5 (11 events) * Malicious 20-5ep-2022, 17:00:00  21-Sep-2022, 22:00:00
% DESKTOP-6AVIKU (5 events) + Malicious 14-8ep2022, 19:15:36  23-8ep-2022, 15:56:49
® DESKTOPK3ELTHF (6 events) ¥ Malicious 11-5ep-2022, 00:00:00 18-Sep-2022, 00:00:00
% DESKTOP-RRBJIDG (3 events) * Malicious 11-Sep-2022, 00:00:00  16-3ep-2022, 00:00:00
3 DESKTOP-PSORISV (6 events) % Malicious 07-5ep2022, 11:38:36  23-Sep-2022, 07:14:33
> 50347  DESKTOPPSORSEV firefox.exe Inconclusive  Senvice Access  30-Aug2022. 153057 30-Aug-2022, 15:3057 @
> 66625  DESKTOP-PSOR9Y  ComnectivityTestAppexe Malicious 8.6.6.8 07-5ep2022, 11:36:36  14-Sep2022, 1208:01 @
o o
FEDRQA\QA-Admin FEDR-QAIQA-Admin  Unsigned  C:\Users\QA-Admin FEDR-QA\Downloads\ConnectivityTestApp\ConnectivityTestApp.exe 3
> 51153 DESKTOP-PSORSSV  ComnectiviyTestApp.exe ¥ Malicious File Read Attempt  31-Aug2022, 152233 23-5ep-2022, 07:14:33
> 46108 DESKTOPPSORSV — ComnectivityTestAppexe ¥ Malicious 88838 20-Aug2022, 130544 31-Aug2022, 154212 @
4 46091 DESKTOP-PSORSV  ConmectivityTestAppexe ¥ Malicious 2destinations  29-Aug2022, 13:05:44  23-Sep-2022, 07:14:33 |y
> 46066  DESKTOP-PSORSV  ComnectivityTestAppexe ¥ Malicious File Read Attempt 29-Aug2022, 13:01:05 29-Aug-2022, 13.01:05 @

> ADVANCED DATA

CLASSIFICATION DETAILS

£ Malicious roanner

Threat name: Unknown
Threat family: Unknown
Threat type: Unknown

Automated analysis steps complsted by Fortinet Details

History

Process ..ctivityTestApp.exe\ vith PID 4964 was terminated at device
DESKTOP-PSORY5V 2 times

A request to reset the password of user FEDR QAIQA-Admin was sent to
Active Directory FEDR-QA AD once

> % Malicious. by FortinetCloudServices, on 14-Sep-2022, 12:28:40

Triggered Rules

< Mgy [Chris] Exfiltration Prevention
@ Invalid Checksum - Connection Attempt from Application with In.
> I Malicious File Detected
> @ Suspicious Packer - Activity by an Application packed by a Sus.
> @ Writeable Code - Identified an Executable with Writable Code

Sandbox integration

When a sandbox such as FortiSandbox is configured and the Sandbox Analysis Policy rule is enabled, files that meet
several conditions and that have not been previously analyzed trigger a sandbox analysis event on FortiEDR and are

sent to the sandbox. The conditions are a combination of several items, such as the file was downloaded from the

Internet and was not signed by a known vendor. If the file is found to be clean, the event is automatically classified as
safe and is archived. If the file is determined by the sandbox to be suspicious or malicious, then the event is classified as
non-safe and any future execution attempt of the file in the environment is blocked by one of the Pre-execution (NGAV)

Policy rules. Note that in all cases the first file execution is not delayed or blocked.

Before you start sandbox configuration, make sure that:

» Your FortiEDR deployment includes a JumpBox that has connectivity to the sandbox.

Details about how to install a FortiEDR Core and configure it as a JumpBox are described in Setting up a FortiEDR

Core as a Jumpbox on page 57. You may refer to Cores on page 127 for more information about configuring a

JumpBox.
» The FortiEDR Central Manager has connectivity to Fortinet Cloud Services (FCS).
» You have a valid API user with access to the sandbox.
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To set up a sandbox connector with FortiEDR:

1. Click the Add Connector button and select Sandbox in the Connectors dropdown list. The following displays:

CONNECTORS

(® Add Connector v 2 Action Manager

v J% Sandbox @® Enabled
JumpBox
Details Actions
®) APIKey Credentials

2. Fillin the following fields:

Field Definition

JumpBox Select the FortiEDR JumpBox that will communicate with this sandbox.

Name Specify a name of your choice which will be used to identify this sandbox.

Type Select the type of sandbox to be used in the dropdown list, for example:
FortiSandbox.

Host Specify the IP or DNS address of you sandbox.

Port Specify the port that is used for API communication with your sandbox.

API Key Specify authentication details of your sandbox. To use an API token, click the

API Key radio button and copy the token value into the text box. To use API
credentials, click the Credentials radio button and fill in the external NAC
system AP| username and password.

3. Click Save.
In order to complete sandbox integration, the Sandbox Scan rule must be enabled with the FortiEDR Central
Manager.

To enable the Sandbox scan rule:

1. Navigate to the SECURITY SETTINGS > Security Policies page.
2. Open the Execution Prevention policy that is applied on devices for which you want the sandbox scan to apply and
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click the Disabled button next to the Sandbox Analysis rule to enable it, as shown below:

DASHBOARD EVENT VIEWER @ FORENSICS Vv COMMUNICATION CONTROL v (i3] SECURITY SETTINGS v INVENTORY W a ADMINISTRATION (&l

SECURITY POLICIES Showing 1-10/23 | »||» I Search 'Q

82 Exceprion Manager

v A POLICY NAME RULE NAME ACTION STATE
- ' Execution Prevention FeATINET ()
Malicious File Detected @ Block @ Enabled
Privilege Escalation Exploit Detected - A malicious escalation of privileges was detected @ slock @ Enabled
QQ ot
Stack Pivot - Stack Pointer is Out of Bounds @ slock @ Enabled
Suspicious Driver Load - Attempt to load a suspicious driver @ Block ® Enabled
suspicious File Detected @ Block @® Enabled
Suspicious Script Execution - A script was executed in a suspicious context @ Block ® Enabled

FortiEDR is now configured to send unknown files to the sandbox.
You can check file analysis on your sandbox console.

In addition, you can see sandbox analysis events in the Events page. Events of files that were found to be clean appear
under the Archived Events filter and events of files that were found to be risky are displayed under the All filter, such as
shown below. A sandbox analysis digest is added to the security event’s handling comment.

admin ¥

EVENTS (< [seancwenvQ | CLASSIFICATION DETAILS

82 Excoption Manger
8¢ Excoption Manager

m D DEVICE PROCESS CLASSIFICATION ~ DESTINATIONS ~ RECEVED LAST UPDATED ACTION
3 156880 @ collectorn npp.7.8.5.Instaer exe Inconclusive: 08-May-2020, 1056557 0BMay-2020, 11:45:22 [y
&8 Certificate: Unsigned Process path CUsersirootiDownioadsinpp 7.8 5 Installer exe Raw data lems: 2
RAWID DEVICE DESTINATION FIRST SEEN LAST SEEN USERS COUNT Threal tamily: Unknown
Theat type: Unknown
1593099858 codlector1o 0B-42y-2020, 10:55:06  08-May-2020, 11:45:22 "
1533009831 colectorto OB-May-2020, 10:SB5T  08-May-2020, 11:45:22 191 History

PUP, by FortinetCloudServices , on 08-May-2020, 12:05:41

- Inconclusive, by Fortinet , on 08-May-2020, 11:45.17

Triggered Rules

= @ Execution Prevention

> [l Sandbox Analysis - File was sent to the sandbox for analysis

eXtended detection source integration

You can connect to external systems to collect activity log by adding a new connector for extended detection. The
aggregated data is then being sent to Fortinet Cloud Services (FCS) where it is correlated and analyzed to detect
malicious indications that will result in security events of eXtended Detection policy rule violations.

FortiEDR supports extended detection with the following external systems:

« FortiAnalyzer device type, which collects the logs from other systems, such as firewalls, Active Directory and other
security products

« Google Cloud Security Command Center (SCC) and its built-in Event Threat Detection service
o AWS GuardDuty
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Prerequisites

Before you start configuring an eXtended detection source connector, verify you have the following:

A valid license for eXtended Detection Response—While you can create an eXtended detection source connector
without a valid license for eXtended Detection Response, the license is required for a successful XDR definition.

A JumpBox with connectivity to the external detection source, such as FortiAnalyzer. Details about how to install a
FortiEDR Core and configure it as a JumpBox are provided in Setting up a FortiEDR Core as a Jumpbox on page
57.You may refer to Cores on page 127 for more information about configuring a JumpBox.

Connectivity from the FortiEDR Central Manager to the Fortinet Cloud Services (FCS).
Valid permissions to perform API calls on the eXternal detection source:

» (FortiAnalyzer) You have a FortiAnalyzer administrator account with JSON APl access enabled. Refer to the
FortiAnalyzer Administration Guide for more information.

* (Google Cloud SCC) The following roles are required per account:
¢ Organization Admin (resourcemanager.organizationAdmin)
* Security Center Admin (securityCenter.admin)
See Google Documentation for more details about permissions.

o (AWS GuardDuty) An IAM user with Programmatic access type and full permissions to access GuardDuty
service.

Configuring Google SCC

To enable threat logging on Google:

1.

To use Google Cloud SCC as an eXtended detection source, licensing of Security Command Center Premium tier
that has Event Threat Detection feature is required.

Enable Event Threat Detection per monitored project in the organization. The following Event Threat Detection rules
are required:

o Malware: bad IP

» Malware: bad domain
Make sure to enable all log source types that are needed for these rules detectors to work, such as Cloud DNS logs
and Admin Activity log. For more details about Event Threat Detection rules and the required log sources, see
Google Documentation.

Verify that raw log items now show on Google’s Logs Explorer and Event Threat Detection findings show on
Security Command Center as described in Google Documentation.

To enable API access to Google for fetching threat logs:

Set up a service account on Google, as described in Google Documentation.

Download the json key file for this service account. This file should be uploaded via FortiEDR console as part of
setting up the extended detection source connector (see section below).

Grant Security Command Center admin permission to the service account (securityCenter.admin) to allow API
access.

Configuring AWS GuardDuty

1.

Enable Amazon GuardDuty in your account as described in AWS Documentation.

The following GuardDuty finding types are correlated with the FortiEDR events:
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« Backdoor:EC2/C&CActivity.BIDNS

» Discovery:Kubernetes/MaliciousIPCaller
You are encouraged to test that GuardDuty generates these findings as described on AWS documentation.

2. Create IAM user on AWS console as described here:
a. Set Programmatic Access for this user to allow API calls
b. Setfull permissions to access GuardDuty service

c. Show and copy access key ID and secret access key of this user, which will be used on FortiEDR console when
you set up the extended detection source connector in the following section.

Setting up an extended detection connector with FortiEDR

1. Click the Add Connector button and select eXtended Detection Source in the Connectors dropdown list. The
following displays:

CONNECTORS

(@ AddConnector ¥ i Action Manager
ey ®
v % extended Detection Source @© Enabled
JumpBox
Details Actions
) APIKey Credentials

2. Fillin the following fields: eXtended Detection Source Enabled: Check this checkbox to enable blocking of malicious
IP addresses by FortiAnalyzer.

Field Definition

JumpBox Select the FortiEDR JumpBox that will communicate with the external system.

Name Specify a name of your choice which will be used to identify the external
system.

Type Select the type of external system to be used in the dropdown list.

Host Specify the IP or DNS address of the external system.

Port Specify the port that is used for APl communication with the external system.

API Key/Credentials Specify authentication details of your external system. To use an API token,

click the API Key radio button and copy the token value into the text box. To
use API credentials, click the Credentials radio button and fill in the external
system AP| username/password or Access key ID/Secret access key. To use
Service Account key file, upload the JSON file that was created for your
Google Service Account.

Actions Parameters ¢ (Google SCC) Specify the unique organization resource identifier in
Google cloud or ID of Google cloud project to use for fetching alerts.
Actions

Get Security Alerts from

extended Detection Organization 1D I:I Project ID I:I

Source
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Field Definition

¢ (AWS GuardDuty) Specify AWS region for API calls.

Actions
Get Security Alerts from

eXtended Detection Region D

Source

3. Click Save.

Setting up FortiEDR Central Manager

In order to complete eXtended detection source integration, the eXtended detection rules and FortiEDR Threat Hunting
events collection must be enabled with the FortiEDR Central Manager, as follows.

To enable eXtended detection rules:

1. Navigate to the SECURITY SETTINGS > Security Policies page.

2. Open the eXtended detection policy that is applied on devices on which you want the eXtended detection policy to
apply and click the Disabled button next to each of the underlying rules to enable it, as shown below:

~ DASHBOARD EVENT VIEWER @ FORENSICS v COMMUNICATION CONTROL v (@2} SECURITY SETTINGS Vv INVENTORY v ° ADMINISTRATION]

SECURITY POLICIES showing 1-10/40 | »|[v] [ Search Q
- Al POLICY NAME RULE NAME ACTION STATE
> ' Execution Prevention FoAnET ()
[ M4 Exfiltration Prevention FEATINET ()
4 E Ransomware Prevention FoATINET (R
b & Device Control FEATINET (T @)
- ‘# extended Detection FERATINET ()
Suspicious activity Detected @® Enabled
Suspicious authentication activity Detected ® Enabled
Suspicious email activity Detected ® Enabled
® Enabled

Suspicious network activity Detected

To enable FortiEDR Threat Hunting events collection:

1. Navigate to the SECURITY SETTINGS > Threat Hunting > Collection Profiles page.
2. Open the Threat Hunting collection profile that is applied on devices on which you want the eXtended detection
policy to apply.
3. Select the following event types on that profile:
» Socket Connect
» Process Creation
 File Create
 File Detected
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Event Collection And Storage
Collect and store Activity Events of the following categories and Types

Inventory (2 Enabled

~| File Detected

Process (9 Enabled
Screen Capture Process Termination ~| Process Creation Process Start Thread Created Executable Loaded Driver Loaded

Library Loaded Keystroke Consumption

File

Network (9 Enabled

HTTP Request Socket Network Statistics v Socket Connect DNS Query Socket Listen Socket Close Socket Accept

FortiEDR is now configured to issue eXtended detection alerts.

Custom integration

The CUSTOM section enables you to connect to any third-party system in order to automatically trigger an incident
response in that third-party system as the result of a security event detected by FortiEDR. After you define a Custom

Integration connector (and its actions) and configure a relevant Playbook policy, an automatic incident response action

will be triggered in the third-party system upon the triggering of a security event.

N ! /., Custom integration is only available to users with Admin or IT users and have the Custom
9 script option enabled. For more information about user roles and permissions, see Users on
3 page 285.

To set up a custom integration connector in FortiEDR:

1. Click the Add Connector button and select Custom Connector from the dropdown list. The following displays:

DASHBOARD 3 wer @) FORENSICS ~ COMMUNICATION CONTROL v @) SECURITY SETTINGS v INVENTORY ~ ADMINISTRATION (D) @  Protection v

HEENSING CONNECTORS

Conbgure a new conector
ORGANIZATIONS _

(@ AddConnactor ~ = Action Manager
USERS

v
DISTRIBUTION
LISTS JumpBox

i Details Actions
EXPORT
SETTINGS Name Host | Port[as | + Add action
TOOLS ® APl Key Credentials
Key

SYSTEM
EVENTS
P SETS
INTEGRATIONS > ;’é‘ Firewall : fortigate.fortidemo.com

3 _{): eXtended Detection Source : fortianalyzer.fortidemo.com
> ¢& Sandbox : fortisandbox fortidemo.com
> 447 Gustom Connector : AD_FTNT

> (@ NAG : fortinacfortigemo. com
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2. Fillin the following fields:

Field Description

JumpBox Select the FortiEDR JumpBox that will communicate with FortiAnalyzer. A
FortiEDR deployment must include a JumpBox that has connectivity to the
external system of this Custom Integration Connector. This JumpBox must be
exclusive to this organization and cannot function as a core.

Name Specify a name of your choice to be used to identify this custom connector.
Host Specify the IP or DNS address of the relevant third-party application.
Port Specify the port that is used for API communication with the relevant third-

party application.

API Key/Credentials Specify authentication details of the relevant third-party application. To use an
API token, click the API Key radio button and copy the token value into the text
box. To use API credentials, click the Credentials radio button and enter the
relevant third-party application’s APl username and password.

3. Inthe Actions area on the right, define the action to be taken by this custom connector, as follows:

» Totrigger an action on a custom connected third-party system, click the + Add Action button to display the
following popup window:

ADD CUSTOM ACTION

Action I

AD Logout user

Re-profile a device

( cancel )

1. Inthe Action dropdown menu, select one of the previously defined actions (which were defined in
FortiEDR as described Custom integration on page 365).
-OR-

2. Click the Create New Action button in this popup window to define a new action that can be triggered
according to the definitions in the Playbook, as described in the next section below. The following displays:
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Action Manager

Name Mew action
New action Description
Add Policy Block
Add MAC Quarantine
Action Scripts T Upload

Disable interface

Assign NSX ta
g g Flease upload a script

Slack Motification

Teams MNotification

( cancel )

AWS Lambda Logout User

[ Close )

Fill out the fields of this window as follows in order to define a new action to be triggered in response to an

incident.
In order to trigger this action, a Playbook policy must be defined that triggers this
Ny action to execute the script when a security event is triggered. The definition of this
‘Q' new action here automatically adds this action as an option in a Playbook policy.
|| This action however, is not selected by default in the Playbook policy. Therefore,

you must go to the Playbook policy and select it in order for it to be triggered when a
security event is triggered.

Field Definition

Name Enter any name for this action.
Description Enter a description of this action.
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Field Definition

Upload Upload a Python script that calls an API from the third-party system in
order to perform the relevant action. Python 2.7 or later is supported.
The Python script must be created according to the coding conventions

that can be displayed by clicking the icon next to the Action Scripts
field. The following displays providing an explanation of the coding
conventions and provides various links that you can click to see more
detail and/or to download sample files.

Creating A Custom Incident Response Action

The following describes how to create and upload your own Python script to be assigned to an
incident response action. Playbook policies that are configured to use this action will automatically
execute this script when a security event is triggered

Code Conventions

« AForiEDR JumpBox on which one or more scripls are executed is deployed with various
standard Python packages. Click here to see a list of the packages that are deployed with this
type of FOrIEDR JumpBox.

« Atthe moment, only Python 2 is supported

« Parameters

o Integration scripts can use properties that are part of a Connector’s configuration. such
as API keys or information that is part of the triggering event (such as the process
name).

s These properties are stored in the config.json file and can be used as script parameters.

s Click here to see a sample config json file and a sample action script:

{ custom_scriptpy b config json

Troubleshooting

Script execution (either in test mode or as part of a realtime incident response) is defined as

3. Click Save. The new action is then listed in the Actions area.
4. Select this action to associate it with the custom connector.

5. You can click the Test button next to it to execute this action.
A new row is added to the CUSTOM section of the Automated Incident Response — Playbooks page. In order for
this custom integration connector to trigger an action, you must define it in the Playbook, as described below.

The actions that you define here can also be selected as an action for a Firewall integration
on page 337 connector or Network Access Control (NAC) integration on page 345
N - /, connector. These integration connectors might use the same API. Alternatively, you may
q need to upload a different script that will be used to perform the same action on different
- third-party products. You can associate several scripts with the same action and select the
appropriate one per connector. For example, an IM notification action could have two
scripts — one for notifications via Slack and the other for notifications via Teams.

Playbooks configuration

To configure an automated incident response that triggers an action using this custom integration connector upon the
triggering of a security event:
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Navigate to the SECURITY SETTINGS > Playbooks page.
Open the Playbook policy that is applied on devices for which you want the custom action (defined above) to apply.
In the CUSTOM section, place a checkmark in the relevant Classification columns next to the row of that action.

In the dropdown menu next to the action, select the connector with which to perform the action or click Select All, as
shown below:

A owbdhd-=

CUSTOM
Re-profile a device - v 4 B4 v

AWS Lambda Logout User Select Al £ v v

¢ fori
Disable interface fortinac fortideme.com

Slack Notification fortigate fortide - ,, ,, ,, v v

The example above showed how to configure two custom connectors by using the same action named IM
notification in the Playbook — one for notifications via Teams and the other for notifications via Slack.

FortiEDR is now configured to trigger this action in the third-party system upon the triggering of a security event.
This automatic incident response action appears in the CLASSIFICATION DETAILS area of the Events page of the
FortiEDR Console.

EVENTS -Q CLASSIFICATION DETAILS

Action Manager

S ! ’, The Action Manager button is only available to users with Admin or IT permissions and have
? the Custom script option enabled. For more information about user roles and permissions, see
- Users on page 285.

FortiEDR enables you to define connectors to external systems, so that FortiEDR will automatically trigger predefined
actions when a security event is triggered in FortiEDR. You can define your own actions while defining a Custom
integration connector, Firewall integration connector or NAC integration connector (as described above). Each action is
comprised of a Python script (one or several ones) that calls an API from the third-party system in order to perform the
relevant action.

The Action Manager enables you to upload and manage (add, modify and delete) these actions and the Python scripts
that call third-party systems’ APls. Python 2.7 or later is supported.
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To display the Action Manager:

1. Inthe ADMINISTRATION tab, select INTEGRATIONS.
2. Click the Action Manager button. The following displays:

Action Manager

Mame Mew action
New action Description
Add Policy Block
Add MAC GQuarantine
Action Scripts T Upload

Disable interface
Assign NSX tag
Slack Motification

Teams Motification

( cancel )

AWS Lambda Logout User

2
]
3]

To define a new action:

1. Click the + Add action button in the top left corner of the window.
2. Fill out the fields of this window as follows in order to define a new action to be triggered in response to an incident.

In order to trigger this action, a Playbook policy must be defined that triggers this action to
N : /, execute the script when a security event is triggered. The definition of this new action here
9 automatically adds this action as an option in a Playbook policy. This action however, is
- not selected by default in the Playbook policy. Therefore, you must go to the Playbook
policy and select it in order for it to be triggered when a security event is triggered.
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Field Definition

Name Enter any name for this action.
Description Enter a description of this action.
Upload Upload a Python script that calls an API from the third-party system in order to

perform the relevant action. Python 2.7 or later is supported. This Python script
must be created according to the coding conventions that can be displayed by
clicking the icon next to the Action Scripts field. The following displays
providing an explanation of these coding conventions and provides various
links that you can click to see more detail and/or to download sample files.

Creating A Custom Incident Response Action

The following describes how to create and upload your own Python script to be assigned to an
incident response action. Playbook policies that are configured to use this action will automatically
execute this script when a security event is triggered.

Code Conventions

« AFortiEDR JumpBox on which one or more scripts are executed is deployed with various
standard Python packages. Click here to see a list of the packages that are deployed with this
type of FortiEDR JumpBox.

« At the moment, only Python 2 is supported.

- Parameters

o Integration scripts can use properties that are part of a Connector's configuration, such
as API keys or information that is part of the triggering event (such as the process
name).

= These properties are stored in the config.json file and can be used as script parameters.

o Click here to see a sample config json file and a sample action script:

J custom_scriptpy 4 configjson

Troubleshooting

Script execution (gither in test mode or as part of a realtime incident response) is defined as

3. Click Save.

To modify the script of an action:

1. Inthe ADMINISTRATION tab, select INTEGRATIONS.
2. Click the Action Manager button.
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3. Select the action of the script to be modified. The following displays:

Action Manager

@ Add action

Add Policy Block Description | Assign NSX security tag for a device on
FortiGate (whatever the severity is)

Mame Assign NSX tag

Add MAC Quarantine

Disable interface

Action Scripts
Assign NSX tag

custom_script1sv.py L 4 X
Slack Notification B
Teams Motification
AWS Lambda Logout User
Azure Function DB Insert
( Close )

4. Inthe Action Scripts area, hover over the name of the script in order to display various tools, as follows:

Tool Description

4 To overwrite the current script by uploading a different script instead of it.
J To download the action’s current script. For example, so that you can edit it.
p_4 To delete the action’s selected script.
1 Upload To upload a new Python script that calls an API from the third-party system in
= order to perform the relevant action. Python 2.7 or later is supported.
Vi , , : , , ,
‘9' To delete an action entirely, hover over its name in the list on the left and click the
- Trashcan ™ icon.
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5. Click Save.
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Troubleshooting

This chapter describes how to troubleshoot various problems that you may encounter in the FortiEDR system.

S ! ’, For debugging and troubleshooting, Fortinet Support may request that you provide the logs for
q the FortiEDR devices deployed in your organization (Collectors, Cores, Aggregators). You
- may refer to Exporting logs on page 129 for details about how to do so.
N ! ’, If your system includes the Forensics add-on, you can use the Retrieve Memory function to
9 retrieve memory related to a specific stack on a specific Collector. For more details, you may
- refer to Retrieving memory on page 232.

A FortiEDR Collector does not display in the INVENTORY tab

After a FortiEDR Collector is first launched, it registers with the FortiEDR Central Manager and is displayed in the
INVENTORY tab. If it does not appear to have registered, then perform the following:

1. Check that the device on which the FortiEDR Collector is installed is powered on and has an Internet connection.
2. Validate that ports 8081 and 555 are available and that no other third-party product is blocking these ports.

No events on the FortiEDR Central Manager console

If no events are displayed in the FortiEDR Central manager console, then perform the following.
Validate that there is network connectivity between all the system components.
To do so, we recommend:

¢ Running Telnet on the FortiEDR Collector and connecting to the FortiEDR Core IP via port 555.
« Running Telnet on the FortiEDR Core and attempting to connect to the FortiEDR Aggregator IP on port 8081.

A\,
S r'd
q Make sure that Telnet is enabled on Windows.
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User cannot communicate externally or files modification activity is
blocked

Microsoft Windows-based devices

The Windows Event Viewer records whenever a FortiEDR Collector blocks communication from a device or file
modification related to ransomware activity. This information is recorded in the Windows Event Viewer log located in the
following location: Event Viewer > Windows Logs > Application.

{8] Event Viewer - a X
File Action View Help

«=| =5 B

[&] Event Viewer (Local) Application Number of events: 1,436 Actions

- : \i,l::t::;:’:iv;ss va&\ Date and Time Source Event D Task Category ~ | | Application -

{] Application (@Information  1/26/2020 5:21:34 PM EventSystem 4625 Mone = Open Saved Log...

] Security (i) Information  1/2/2020 10:38:53 AM EventSystem 4625 None ¥ Create Custom View...

E] Setup €1 Information  2/6/2020 6:55:18 PM FortiEDR Collector 20 None | ]

. . mport Custom View...
5] System ® Information  2/6/2020 6:55:19 PM FortiEDR Collector 20 MNone
] Forwarded Events (D) Information  2/6/2020 6:55:21 PM FortiEDR Collector 20 Mone Clear Leg...
C) Applications and Services Lo| | (7) Information  2/6/2020 2:11:49 PM FortiEDR Collector 10 Nene ¥ Filter Current Log...
24 Subscriptions (@ Information  2/6/2020 4:56:20 PM FortiEDR Collector 70 None Properties

(i) Information  2/6/2020 6:55:15 PM h FortiEDR Collector 20 None )
(@ information  2/6/2020 6:55:22 PM FortiEDR Collector 10 None 8 Find..
(i)Information  2/4/2020 7:1%:11 PM FortiEDR Collector 10 None Il Save All Events As..
@ Information  2/4/2020 3:24:02 PM FortiEDR Collector 70 MNone Attach a Task To this L...
()Information  2/6/2020 7:42:21 PM FortiEDR Collector 70 None View N
® Information  2/6/2020 6:55:23 PM FortiEDR Collector 20 None
® Information  2/6/2020 6:55:25 PM FortiEDR Collector 20 MNone |G Refresh
@ Information  2/6/2020 6:55:27 PM FortiEDR Collector 20 MNone ﬂ Help >
(D Information  1/13/2020 406:07 PM Msilnstaller 11707 None .
(@ Information  1/13/2020 40217 PM Meilnstaller 1040 None . | |t fomEbR Colietorius
= Event Properties
Event 20, FortiEDR Collector X

] Attach Task To This Eve...
General Details &3 Copy »

A [ Save Selected Events...

Internet access blocked for process \Device\HarddiskVolume2\Windows\System32
\browser_broker.exe (PID 6848) |G Refresh
Help >

Log Name: Application
Source: FortiEDR Collector Logged: 2/6/2020 6:55:18 PM
Event ID: 20 Task Category: None
Level: Information Keywords: Classic
leer N/B Camniter rollectar? v

macOS-based devices

The mconsole records whenever a FortiEDR Collector blocks communication from a device or file modification related to
ransomware activity. This information is recorded in the macOS console log located in the following location:
Applications > Ultilities > Console > All Messages, as shown below:

Feb 26 20:06:5@ Mac7@ fortiEDRCollector[3654]: Fortinet Endpoint Detection and Response: Connection blocked for process /System/Library/PrivateFrameworks/
IMFoundation.framework/XPCServices/IMRemoteURLConnectionAgent.xpc/Caontents/Mac0S/IMRemoteURLConnectionAgent (pid:3813)
Feb 26 20:86:51 -—- last message repeated 2 times ———

Feb 26 20:86:51 Mac7@ fortiEDRCollector[3654]: Fortinet Endpoint Detection and Response: Connection blocked for process /System/Library/PrivateFrameworks/
IMFoundation. framewark/XPCServil:es/IMRemcteURI_.Ccnnectiangent .xpc/Contents/Mac0S/IMRemoteURLConnectionAgent (pid:3814)
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Collector is slow or hangs

If an endpoint is slow or hangs, check the Collector logs. It might be caused by collision with another AV product that
FortiEDR is running in parallel with. You can fix the collision by excluding AV exceptions in both FortiEDR and the other
AV product.
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Multi-tenancy (organizations)

This chapter describes the operations that can be performed by an Administrator in a FortiEDR multi-organization
system.

This chapter is only relevant for administrators in a multi-organization system. If you do not have Administrator rights,
there is no need to read this chapter.

What is a multi-organization environment in FortiEDR?

Beginning with 3.0, the FortiEDR system can be set up as a single-organization or multi-organization environment.
When set up as a single-organization system, the FortiEDR system and all its operations and infrastructure serve a
single tenant, called an organization in the FortiEDR system, and work as described in all the previous chapters of this
guide.

L}
S L4
9 Prior to 3.0, the FortiEDR system only supported a single tenant (organization).

In a multi-organization FortiEDR system, someone with Administrator rights can perform operations and handle data for
all organizations in the system. For example, think of a multi-organization environment like a hotel chain, which has a
parent company along with hotels in various cities. In this scenario, the ABC Hotel corporate entity represents the main
organization, and each ABC Hotel branch location represents a separate, discrete organization. For example, ABC Hotel
Los Angeles, ABC Hotel New York, ABC Hotel Boston and so on.

FortiEDR uses organizations to distinguish between tenants in a multi-tenant environment. Each organization uses the
same FortiEDR user interface and shares the same FortiEDR database.

Multi-organization and user roles

FortiEDR uses a series of predefined roles to control access to organizational data, as follows:

Role Description

Admin Highest-level super user that can access all data and perform all operations in the FortiEDR
Central Manager console for one specific organization or all organizations, as defined in the
user settings.

In a FortiEDR multi-organization system, the system comes with one predefined Administrator
user. More than one user with the Admin role is permitted.

Al
\9' There must always be at least one Administrator in the system. Prior to
- 3.0, the FortiEDR system only supported a single tenant (organization).
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Role Description

Senior Analyst Analysts supervisor who can define security policies in addition to all the actions that can be
performed by an Analyst.
Similar to admin users but without administration privileges. A senior analyst can view all
information and perform actions, such as marking security events as handled, changing
policies and defining exceptions, but cannot access the Administration on page 274 tab.

Analyst SOC/MDR service analyst who can perform actions as required in the day-to-day activities of
handling events.

Similar to senior analyst users but without access to security configuration. An analyst can view
all information and perform actions, such as marking security events as handled, but cannot
access the ADMINISTRATION tab or define/change policies.

IT IT staff who can define settings related to the FortiEDR integration with the customer

ecosystem.

This role has system configuration access only. They can deploy and upgrade system
components and perform system integration with external systems using the
ADMINISTRATION tab but do not have access to any security configuration, alert monitoring,
or Forensics options.

Read-Only Basic role with read-only access to all non-administrative functions.

Component registration in a multi-organization environment

Collector registration

Each organization has its own registration password. The Collector installer specifies the Collector organization name. If
the Organization field is left empty during installation, the Collector is added to the default Hoster account, as shown
below:
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#
Collector Configuration ]

Aggregator Address: |_ Port: |Eﬂ31

Registration Password: | sessssss

Organization:

Advanced:
] vDI (Vitual Desktop Infrastructure) installation

[] Use System Proxy Settings

Cancel < Back | @ Install

After registration, the Collector receives the organization ID. You can rename the organization if preferred.

To specify the organization when installing from a command line, run the following command:

msiexec..\qn ORG=<organization name> AGG=

For more details about Collector installation, see Installing FortiEDR Collectors on page 21.

Core registration
Most Cores are shared between organizations. It is possible to install a Core that belongs only to your organization by
installing it on-premises. In this case, you must specify the organization during the Core installation process.
Collectors that do not belong to an organization cannot see that organization’s organization-specific Core.

For more details about Core installation, see Setting up a FortiEDR Core as a Jumpbox on page 57.
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Workflow

The following general workflow applies for Administrators when working in a FortiEDR multi-organization system:

Logging In to a Multi-organization
System

Defining or Imperting an
Organization

Navigating Between

Organizations

Defining a Local Administrator for
an Organization

Performing Operations in the
FortiEDR System

Step 1 — Logging in to a multi-organization system

For a FortiEDR multi-organization system, a user must also specify the organization when logging in to the system.

=RTINET

A user must be defined for an organization in order to log in to that organization. When logging in, the user must specify
the organization name in the Organization Name dropdown list unless he/she is an administrator with privileges to all

organizations, in which case he/she is logged in to the main organization by default without the need to specify an
organization.
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Step 2 — Defining or importing an organization

The ORGANIZATIONS page lists all the organizations defined in the FortiEDR system.

DASHBOARD eventviewsn @) FORENSICS v communicaTonconTroL v @D SECURTY SETTINGS v nENTORY v @) aomisRaTIoN €D

LICENSING ORGANIZATIONS

+ -
ORGANIZATIONS B Ads Organizacion B imporc Organization
USERS Workstations Licenses Servers Licenses loT Devices Licenses
NAME capACTTY INUSE capacTy | Nuse capACITY INUSE EXPIRATION DATE MIGRATION

CrRBLTIC . . . . . 2B
DISTRIBUTION ensiofordeu (hoster) 1000 2 1000 3 10000 % 26400201 1
LisTS
100

10 Rives H

) L
Sinon 38

.

0
EXPORT 25 10 0
SETTINGS
. o 10
0

@ & & & &
=

0 :
10 0 0 0

0 0

TooLs Westwing 100 [ [} 0

SYSTEM
EVENTS

P SETS

NTEGRATIONS

The Default (hoster) organization is predefined in the system. This organization represents the main organization in the
system, such as the ABC Hotel chain described before. The Default (hoster) main organization cannot be deleted.

The default organization can be accessed by an Administrator with permissions to the default organization or to all
organizations.

\‘é', In a single-organization system, the Default (hoster) organization is the only organization. To

set up a multi-organization system, see Moving from a single-organization to multi-
organization structure in FortiEDR on page 385 in FortiEDR.

The Organizations window contains the following information:

Field Definition

Name Specifies the name of the organization.

Workstation Licenses Capacity For the organization, specifies the number of workstation licenses allocated to the
organization.

Workstation Licenses in Use Specifies the number of workstation licenses in use (installed).

Servers Licenses Capacity For the organization, specifies the number of servers allocated to the
organization.

Servers Licenses in Use Specifies the number of servers in use (installed).

loT Devices Capacity For the organization, specifies the maximum number of loT devices that can be
detected in the organization.

loT Devices in Use Specifies the number of IoT devices detected in the organization.

Expiration Date Specifies the expiration date of licenses for the organization.

Click the Edit button in an organization row to edit the properties of that organization.
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===
You can delete an organization as long as it does not have any workstations or servers in use. Click the Delete .
button in an organization row to delete that organization.

wq::
Click the Migrate Organization E % puttoninan organization row to migrate that organization. For more details, see
Migrating an organization on page 387.

To define an organization:

1. Click the ADMINISTRATION tab and then click ORGANIZATIONS in the left pane. The ORGANIZATIONS page
displays.

2. Click the Add Organization button. The following window displays:

ORGANIZATION DETAILS

Name |

Serial Number |

Registration Pazsword |

Confirm Password |

Expiration date El

+" Wulnerability and IoT Management

+" Threat Hunting

Repository storage add-ons of 0 available globally
v eXtended Detection

ORGANLZATION LICENSE CAPRACITY

VWorkstations out of & globalhy available
Servers out of 10 globally svailsble
loT Devices out of 50 globslly svaishie

| Cancel )

3. Fillin all fields in this window. All fields are mandatory.

Field Definition

Name Define the name of the organization. Supported characters in the organization
name: 0123456789:=@ABCDEFGHIJKLMNOPQRSTUVWXYZ_
abcdefghijklmnopqgrstuvwxyz. Spaces are also allowed. For example, you can
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Field Definition

Serial Number

Registration Password

Expiration Date

Vulnerability and loT
Management

FortiEDR 5.2.1 Administration Guide
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specify the organization name of a hotel branch as ABC Hotel@Los

Angeles.

Your FortiEDR unique identifier with Fortinet, which can be found at the top of

the Administration > Licensing tab.

Specifies the registration password for the organization. Each organization
can have a different registration password. You set the value for this

password.

Supported special characters in the password: |, #, %, &, ', +,-, ., /,:, <, =,>,?

@v [7 \’ ]7 A7 — " {’ |’ }a ~ and ’

A\,

You can display the registration password for an
organization by selecting ADMINISTRATION > TOOLS >
COMPONENT AUTHENTICATION > DISPLAY.

A\,

If third-party software attempts to stop the FortiEDR
Collector service, the system prompts for the registration
password. This is the same password used when installing
the Collector. If an incorrect password is supplied at the
prompt, the message Access Denied displays on the
Collector device. In this case, the FortiEDR Collector service
is not stopped. For more details about the required password
to supply in this situation, refer to Component authentication
on page 319.

Specifies when this license expires. Notifications are sent to you beforehand.
Each organization can have its own expiration date.

A\,

If the Default (hoster) organization expiration date is earlier
than that for the organization, then the expiration date for the
Default (hoster)organization applies. Whenever there is an
expiration date conflict, the earlier date always applies.

Check this checkbox for the organization to have access to these features.
This option is only available on setups that have purchased a Discover and
Protect license or Discover, Protect and Response license.

A\,

The various license types in FortiEDR enable access to
different FortiEDR features. The Administrator can configure
the various organizations in a multi-tenant environment to
each have access to different features in the product. For
example, Organization A may have access to the Threat
Hunting feature and Organization B may not.
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Field Definition

Threat Hunting Check this checkbox to provide the organization access to threat hunting. This
option is only available on setups that have purchased a Discover, Protect and
Response or Protect and Response license.
¢ Repository storage add-ons: Specifies the number of repository add ons,
out of the total number of add on purchases, to enable this organization to
use.

eXtended Detection Check this checkbox to give the organization access to this feature. This
option is only available on setups that have purchased an eXtended Detection
add on. See Licensing on page 274 for details on how to check the license

type.
Workstations / Servers / loT Specifies the number of license seats for the organization, meaning the
Devices License Capacity number of Collectors that can be installed in this organization. Before

allocating licenses to an organization, you may need to verify the number of
available licenses that can be distributed. All currently unallocated licenses are
available for allocation to an organization. You cannot enter a number that is
greater than the number of licenses available for allocation.

V) The License Capacity field in the Licenses window shows
‘9' the total number of license seats for the entire FortiEDR
|| system, which are divided into Workstations, Servers and
- IoT Devices.

The Default (hoster) organization initially receives the total allocation of
licenses. The Administrator is responsible for allocating these licenses among
organizations. In a single-organization FortiEDR system, licenses do not need
to be allocated between organizations, as there is only one organization.

4. Click the Save button. Note that it may take a minute or so to create the organization.
After creating the organization, the organization appears as a new row in the Organization dropdown list.
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DASHBOARD EVENT VIEWER @ FORENSICS

Hoster view
m 981174771 Name: enSilo Expiration Date: 28-Jun-2021
A
ORGAN
A_Big Bank tatus
USERS | X
Predict, Protect and Response
B
DISTRIB — on Control: Available
LISTS
Available
Brett's compnay
EXPORT Ig: Available
SETTING |
ites: Available
Chris BarBQ
TOOLS Mianagement:  Available
SYSTEM Iity: 100 workstations, 100 servers, 100000 loT devices
v
EVENTS 1 workstations, 0 servers, 0 loT devices
If a user attempts to use a feature that is not available with their license, a warning
message displays. For example, as shown below.
Al

Threat Hunting nse was not purchased

Moving from a single-organization to multi-organization structure in FortiEDR

In a single-organization system, the Default (hoster) organization is the only organization.

To create a multi-organization (multi-tenant) system, an Administrator simply needs to add one or more organizations to
a single-organization system. When there are multiple organizations in the system, you can select the organization of
interest in the Organization dropdown menu that appears at the top left of the window, as described below.
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Step 3 - Navigating between organizations

In a multi-organization system, all types of information are now organized per organization.

Administrators can view information in the FortiEDR system for a specific organization or for all organizations together.
To do so, use one of the following methods:

a. Select the Hoster view in the Organization dropdown menu at the top left of the window to display information for all
organizations together. For more details about Hoster view, see Hoster view on page 397.

b. Select the organization of interest in the Organization dropdown list.

DASHEOARD  EVENTVIEWER FORENSICS v COMMUNICATION CONTROL SECURTYSETTINGS v INVENTORY AOMINISTRATION @)

LICENS)| 981174771 Name: ensilo  Expiration Date: 28-Jun-2021 Central Manager Certificate

A_
ORGAN
tatus Workstations Servers
USERS
Predict, Protect and Response
8
DISTRIB -~ on Control:  Available Licenses Licenses
UsTS Jintse Ointse
Available
Brett's compnay
EXPORT g Available
SETTING |
Jtes: Available
Chris BarBQ
TOOLS Vianagement:  Available
svsTe sity: 100 workstations, 100 servers, 100000 loT devices
EVENTS 1 workstations, 0 servers, 0 loT devices
- T Remaiing: 99 workstations, 100 servers, 100000 loT devices
Remainin g
twere notin use for more than 30 days and are not 100Licenses
INTEGRATIONS
Content
Content Version: 5040 Update Collectors Request Collector Installer

In Hoster view, each row in the Organizations pane represents a different organization. Note that after you select an
organization, the entire user interface only shows information for that organization.

If that multiple web browser tabs or windows are opened on the same device and each of
N - /, them navigates to a different organization on the FortiEDR Central Manager Console, they
q all show the data of the same organization, which is the last organization that was selected
- in the Organization dropdown list. In this case, the dropdown may look as if it points to
Organization A however the data would be of Organization B.

Step 4 — Defining an Administrator for an organization

Administrators can create one or more Administrators for an organization or for all organizations. You should define at
least one Administrator for each organization.

To define an Administrator for an organization:

1. In Hoster view, click the ADMINISTRATION tab and then click USERS in the left pane.
2. Click the Add User button.
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3. Select the organization in the Organization field, as shown below.

USER DETAILS

Organization demo521 -
User Name All organizations
Title + demo521
First Name AWNS
Last Name Google
lior

Email Address

Password | moshe_A |
Confirm Password | |
Role Admin -
Advanced Rest API Custom script

Establish FortiEDR Connect sessions

Require two factor authentication for this user

( cancel )

4. Fillin the displayed window, as described in Users on page 285.
5. Click Save.

Step 5 — Performing operations in the FortiEDR system

Administrators can perform all of the operations described from Security Settings on page 64 to Forensics on page 219
in this guide using the user interface of the FortiEDR Central Manager for all organizations in the system.

Administrators can monitor the system per organization or using Hoster view, which shows data for all organizations
together.

Migrating an organization

FortiEDR’s Consolidation feature enables you to copy all the data and definitions within an organization from one
environment to another environment. This feature copies an organization from one environment (source
setup/environment)to another (destination setup/environment). The copy operation adds to the contentin
the destination environment, and does not replace the target’s existing content.

FortiEDR 5.2.1 Administration Guide 387
Fortinet Inc.



Multi-tenancy (organizations)

A\,

This feature is only available to Administrators.

Organization migration involves three steps, which are described in detail in the procedure below.
To migrate an organization:

1. Click the ADMINISTRATION tab and then click ORGANIZATIONS in the left pane. The Organizations window

displays.

DAsHBOARD event viewsn @)

FORENSICS v

communcaTion conTroL. v @D

SECURITY SETTINGS v

wenoRy v @

omisTRaTIoN @)

LICENSING

ORGANIZATIONS

USERS

DISTRIBUTION

LIsTS

EXPORT
SETTINGS

ToOoLS

SYSTEM
EVENTS

P SETS

NTEGRATIONS

2. Click the Migrate organization E

ORGANIZATIONS

. «
B o0 ozsnzeron [ imporeorganizston

NAME
ensiofordey (noster)
DEMO

i2ss

InfosecTesting

Workstations Licenses

capaciry | INUsE
1000 2
100 0
10 0
10 0
100 0

q:i

Servers Licenses

CAPACITY.

1000

environment. The following window displays:
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INUSE

E

0

o

0

o

10T Devices Licenses

capACITY

10000

100

INUSE

276

EXPIRATION DATE
26-pr-2021

31.Mer-2021

314an.2021

30-Mer-2021

MIGRATION
F
&
H
I
a8

® & & & @«

* button in the row of the source organization that you want to copy to another
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MIGRATE ORGANIZATION

(1] 2 3

Export organization Import organization Transfer collectors

ts collectors from the source
environment

Export organization

Setan organization name in the destination environment

organization100 w

From this window, you perform three steps to migrate the organization to another environment:
a. Export the Organization: This step exports all the data of the selected organization to a zip file.

b. This step imports all the organization’s data using the zip file exported in step 1. Note that this step is performed
on the destination environment.

c. This step moves all the Collectors of the selected organization from the source environment to the destination
environment.

3. Inthe Export organization field, specify the name of the organization to appear for this data in the destination
environment. Make sure that you assign an organization name that does not already exist in the destination
environment.

4. Click the Export button. All the data and definitions for the organization are exported to a zip file. The zip file is
named as follows: <source organization name> <environment name> FortiEDR <timestamp>
Export.zip. Forexample,ad localhost.localdomain enSilo Feb.05.2019 Export.zip.

After the export completes, a Download link displays in the window:

Export organization

LAV L L L LALLM LAV L LA LN N

Data for the § organization was generated successfully

Download
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Ay
b [ 4
? You can cancel the migration process at any time by clicking the Abort button.

5. Click the Download link to download the exported zip file.

Click the Close button if you want to close this window and continue the migration process
NV at a later time. This action saves the relevant organizational data. You can later continue

Cont.

S L 4 "E
q this migration process by using the Continue Migration B« button.

If you click the Close button before downloading the exported zip file, a warning displays.
In this case, you must perform the migration process again from the beginning.

6. Click Next. The following window displays:

MIGRATE ORGANIZATION

o L2 3
Export organization Import organization Transfer collectors

ts collectors to the destinatlon
environment

Import organization
Log in to the system to which you migrate the organization and perform "Import organization” using

the exported file from the previous step.
Please enter the code you have received at the end of the import organization process.

Import code

( Abort ) ( Close )

7. Login to the destination environment.
8. Clickthe ADMINISTRATION tab and then click ORGANIZATIONS in the left pane.
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9. Inthe ORGANIZATIONS page, click the Import Organization button. The following window displays:

IMPORT ORGANIZATION

Load organization file

10. Select the exported zip file to load and then click Import. This step copies all the data and environment definitions of
the exported organization.

You cannot import an exported organization that has a name that already exists in the
destination environment.

O ! ’, To import an organization, the FortiEDR platform version must be the same in both the
q source and destination environments.
- The content version must be the same in both the source and destination environments.

You can see the Content Version at the bottom of the Licensing on page 274 window.
You must have sufficient workstation and server licenses in the destination environment.

At the end of the import process, the Import Organization window displays a code. Write down this code, as it will be
entered later as part of the migration process.
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IMPORT ORGANIZATION
" SSsSssesaweswaswasas

org A organization was successfully imported.
Import code: 14560

Use this code for verification in the Migrate Organization process at
the source environment

Close
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The Import code also displays in the Organization Details window, which you can display
at any time by clicking the Edit button in an organization row in the Organizations window.

ORGANIZATION DETAILS

Name org A

Registration Password [sssssses

Expiration date 01-01-2020
NP Workstations allocated (500 (6580 available for allocation)
S L4
9 Servers allocated SO0 (6580 available for allocation)

mported organization (import code - 14560)

| Cancel )

Note that the name of the organization cannot be changed in this window, and is read-only.
11. In step 2 of the Migrate Organization window, enter or copy the import code into the Import code field.

If you previously closed the Migrate Organization window, then click the Continue

3>
Migration B cont button in the source organization row in the ORGANIZATIONS page.

28
[ b
28 com
&8¢
38 cone

e oasvmovD BV vEwen
S L 4 N
ORGANIZATIONS
ORGANIZATIONS B~ organizacon B immon Organe
-—
- .

=

XY

"
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12. Click Next. The following window displays:

In this window, you move the Collectors from the source environment to the destination environment. The Collectors

MIGRATE ORGANIZATION
o o

Export organization Import organization

Transfer collectors

L3

Transfer collectors

source environment to the
destination environment

Transfer all collectors of the org organization to the org A organization in the destination environment

FROM:

Aggregator Fortinet (127.0.0.1:8081)

@ Important! Verify that the aggregator
details are valid

( Abort )

TO:

Aggregator Address

cannot be registered to both environments at the same time.

Note that until this step is completed, the Collectors are still registered to the organization in the source environment
and their status and security events are displayed there. In the destination environment, Collectors are displayed
with the Pending Migration state, as shown in the Inventory window. This state indicates that the Collector has not
yet been transferred from the source environment to this environment. Collectors in the Pending Migration state are

still registered to the source environment.
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EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v @) SECURITY SETTINGS v INVENTORY v @) ADMINISTRATION (C® simulation v admin v

COLLECTORS (2/2) Search Collectors or Groups ¥ Q
Al v 8% Create Growp 82 MovetoGroup i Delete v (W EnablesDisable v [@lisolate v [3 export v X, Uninstal £ 178Unmanaged devices were found
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os P MAC ADDRESS VERSION STATE LAST SEEN

.. High Security Collector Group
= (010)

Default Collector Group

(22)
Running

N
(Autonomously) o

Collector COLLECTORT\root  Windows 10 Home 10.51.121.231 00-50-56-BE-77-E1 41.052 [ ]
Windows 10 Disconnected

MICHAL-COL MICHAL-COL\root Enterprise 20161758 105112113 00-50-56-8F-E5-76 31.0.425 [ ] tn:\eg::‘trogm 4 days ago

13. Specify the Aggregator Address in the To field. Each Collector is connected to one Aggregator. In this field, you

specify the IP address or DNS name and the port of the Aggregator that will service the Collectors in the destination
environment.

Transfer collectors

Transfer all collectors of the org organization to the org A organization in the destination environment

FROM: TO:

Aggregator Fortinet (127.0.0.1:8081) Aggregator Address

14. Click the Transfer button. The Collectors are transferred from the organization in the source environment to the
organization in the destination environment. A progress indicator counter displays as the Collectors are transferred.

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL m SECURITY SETTINGS ™ INVENTORY e ADMINISTRATION 0

o The organization is in the midst of a migration process. 1/ 2 collectors have already been transferred

\NIZATIONS

.
dd Organization [ Import Organization

Workstations Licenses Servers Licenses 10T Devices Licenses
JE CAPACITY IN USE CAPACITY IN USE CAPACITY IN USE EXPIRATION DATE MIGRATION
ult (hoster) 10000 6 10000 0 2000 359 02-Feb-2021 EE
1 0 1 0 1 0 7Feb2020 (D EE Cont.

The progress indicator counter continues to display until the organization is deleted in the

O 1/ P source environment, which is recommended after all Collectors have been transferred
9 from the source environment to the destination environment. See step 16 below.
- If you click the Abort button at this step, any Collectors already transferred from the source

environment to the destination environment remain in the destination environment.

After a Collector has been transferred from the source environment to the destination environment, its state is
Migrated in the source environment, and is Running (functional) in the destination environment.
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DASHBOARD  EVENTVIBWER  FORENSICS ¥ COMMUNICATONCONTROL ) SECURTYSETTINGS »  INVENTORY v @ ADMINISTRATION (@) (C® sinuaton v admin v

@ The organization is in the midst of a migration process. 1 /2 collectors have already been transferred

COLLECTORS (2/2)

Search Collectors or Groups ¥ Q

A\ 183 Unmanaged devices were found

Al v S Create Group Move to Group Delete ¥ Enable/Disable ¥ solate v [ Export ¥ Uninstal

COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os [ MAC ADDRESS VERSION STATE LAST SEEN
N -2 High Security Collector Group
 (0/0)

Default Collector Group
(212)

Collector1 COLLECTORT\root  Windows 10 Home 10.51.121.231 00-50-56-BE-77-E1 41.0.52 Disconnected

Today
(Migrated) Y
MICHAL-COL MICHAL-COLVroot  'Nindows 10

10.51.121.13 00-50-56-8F-E5-76 3.1.0.425 Di ted 4.d:
Enterprise 2016 LTSB @ Disconnecte ays ago

A\,

S L4
q Collector protection remains in effect throughout the entire migration process.

15. (Optional) Click the Stop Transfer button to pause the Collector transfer process. You can resume the transfer
process by clicking the Transfer button again.

If a user enters the source organization while a migration process is in progress for it, a
warning displays. Any changes made by this user will not be migrated or included in the

destination organization. Any changes made to an organization while it is being migrated
are ultimately lost.

MIGRATION PROCESS

Ay A

S L 4
9 The organization is being migrated to a new environment. Your
- work on this organization will not be saved. For more details
please contact support.

16. After all the Collectors were successfully migrated from the organization on the source environment to the
organization on the destination environment, delete the source organization. To do so, select the Administration tab

and then click Organizations in the left pane. In the Organizations window, click the Delete button in the row of the
source organization to be removed.

\,

S L4
9 Collector protection and functionality remain throughout the entire migration process.
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Hoster view

When you select Hoster view in the Organization dropdown list, all windows in the user interface are affected. In general,
this view shows aggregated data for all organizations.

However, some data is only available in Hoster view, such as SMTP-related information under Administration > Export
Settings in a multi-organization system.

In addition, there are some special cases where you cannot view administration data in Hoster view, and can only view
data for a specific organization, such as the following:

o Component Authentication
« Automatic Updates

« End User Notifications

o Periodic Scan

Many of the windows that display aggregated data for all organizations have some special features when displaying data
in Hoster view. In general, in Hoster view, these windows have an additional column or field, and require that you specify
the organization in order to add the item. Several examples are provided below. The examples below are not all-
inclusive.

Licensing

When in Hoster view, the Licensing window shows aggregated information for all organizations.

osssosd  enTvews @) FORENSCS v COMMUNKATONCONTROL v SECURTYSETINGS v mwenToRy v @) AomwisTaaTion @) o proecton v ‘v
LICENSING Installation ID: ' Name:d Expiration Date: 26-Apr-2022 Central Manager Certificate
ORGANIZATIONS

License Status Workstations Servers
USERS i
License Type: Discover, Protect and Response
DISTRIBUTION extended Detection: Unavailable Licenses
3inuse
LISTS )
Communication Control: ~ Available
EXPORT Forensics Available
SETTINGS ) )
Threat Hunting: Available, no Repository add-ons
TooLs Content Updates Available
Vulnerability Management: Available
SYSTEM
EVENTS License Capacity: 100000 workstations, 100000 servers, 100000 loT devices
In Use: 40 workstations, 3 servers, 685 loT devices
1P SETS Remaining emaining
Remaining 99960 workstations, 99997 servers, 99315 loT devices 99960 censes 99997 Lcenses
O There are 5 collectors that were not in use for more than 30 days and are not considered as in-use.
Content

Content version: 6738 (QURELEAS Update Collectors Request Collector Installer

For example, the Workstations and Servers diagrams indicate the number of allocated and available licenses for all
workstations and servers, respectively, in the entire FortiEDR system. The Licenses in Use numbers represent the
number of Collectors that have been installed out of the total permitted to be installed.

The Load Content option loads content to all organizations. Once loaded, the new configuration applies to all
organizations, including new Collector installers. However, Collectors are not being updated yet.
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When in this view, you cannot load content to a specific organization.

When you click the Update Collectors button in the Licensing window, the Update Collector Version window displays,
and includes an Organization Name column. Use the checkboxes in this column to update the organization for a
Collector Group. All other functionality in this window works in the standard manner.

UPDATE COLLECTOR VERSION

ORGANIZATION NAME a COLLECTOR GROUP a WINDOWS VERSION MACOS VERSION LINUX VERSION
liorgolfasa Default Collector Group 4.10Rev. 23 315Rev. 14 3.15Rev.72 '
liorgolfa44 emulation N/A N/A N/A
| liorgolfad4 group? 410Rev. 23 315Rev. 14 315Rev. 72
lorgolfaa group? 410Rev. 23 315Rev. 14 315Rev. 72
: lorgolfasa High Security Collector Group 410 Rev. 23 315Rev. 14 315Rev. 72
liorgolfasa nsiders 4.10Rev. 23 315Rev. 14 3.15Rev.72
i liorgolfaaa Linux 410Rev. 23 315Rev. 14 315Rev. 72

Update 0 selected groups to

Windows version = 4.0.1 Rev. 153 macQOS version  3.1.5Rev. 14 Linux version 3.1.5Rev.72

{ Note: Version update involves sending 10Mb of data from the Central Manager to each Collector.

) ( cancel )

Users

In Hoster view, this window includes an Organization column.

Hoster View ~ DASHBOARD event viewer @) FORENSICS ¥ COMMUNICATION CONTROL ¥ SECURITY SETTINGS Vv nventory v @ apministration @ ® Prevention v (D
LICENSING
LOCAL USERS
ORGANIZATIONS & Adduser Showing 1-12/12
USERS NAME a ORGANIZATION TITLE FIRST NAME LAST NAME EMAILADDRESS ROLE ADVANCED
Wi Al organizations e s (e Admin Rest AP, ForEDR Connect, Custom
DISTRIBUTION i demo521 s s dos B = - Read-Only
LISTS
Al organizations Taet =g S o Admin ForEDR Connect, Custom script
1 wn bt Al organizations = Ca = = Admin
EXPORT ’ - = =
SETTINGS e All organizations r Sra el EEL CepPeey Admin ForiEDR Connect, Custom script
Al organizations Py 1 ] Admin Rest AP, ForEDR Connect, Custom
TOOLS -
Al organizations crmae a Zew Admin
Al organizations = m wiwe Admin
SYSTEM " " -
EVENTS way demo521 - - - Admin
e Al organizations - s 2 Senior Analyst
IP SETS
val =l el BT Admin Rest API, ForiEDR Connect, Custom
wbadn demo521 P e e = el S Admin Rest AP, FortEDR Connect, Custom

When you click the Add User button from this window, the User Details window displays. The User Details window
includes an Organization field that you must specify to add the user. You can assign the user to one specific organization
or All organizations.

FortiEDR 5.2.1 Administration Guide 398
Fortinet Inc.



Multi-tenancy (organizations)

USER DETAILS

Organization

All organizations v
User Name | + All organizations
Title | demo521
First Name | ANS
Last Name | Google
Email Address | lior
Role AGmr::joshe_A .
Advanced + Rest API + Custom script

+ Establish FortiEDR Connect sessions

Require two factor authentication for this user

\
L Cancel )

Tools

In Hoster view, the following sections are either view-only or unavailable in the Administration > Tools page:

» Component authentication on page 319 (view-only)
» File scan on page 320 (unavailable)

» End-user notifications on page 321 (view-only)

« |oT device discovery on page 324 (unavailable)

» Personal data handling on page 325 (unavailable)

+ Windows Security Center on page 330 (unavailable)
» FortiEDR Connect on page 331 (unavailable)
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DASHBOARD EVENT VIEWER )

FORENSICS COMMUNICATION coNTROL v @)

SECURITY SETTINGS

v

INVENTORY Vv

ADMINISTRATION !

®  Prevention v

® Engiish v

The device registration password is required in order to install or uninstall components from the system

LICENSING

AUDIT TRAIL
ORGANIZATIONS Download audit trail - From B To
USERS

COMPONENT AUTHENTICATION
DISTRIBUTION
LISTS Display the device registration password
EXPORT
SETTINGS
TOOLS END USERS NOTIFICATIONS

She e

SYSTEM i
EVENTS Show a Pop-up
IP SETS

Note: Maximum 250 characters

Dashboard

In Hoster view, some information does not display in the Dashboard. The information that does display is aggregated for

all organizations, such as Collectors, System Components, Repositories and so on, as shown below.

evenT viEwer @)

Hoster view v

FORENSICS v COMMUNICATION CONTROL v

SECURITY SETTINGS v

inventorvy @

ADMINISTRATION

1612

Se

Hoster View

COLLECTORS

Running
# Degraded
B Disconnected

General view -

37

Running

SYSTEM COMPONENTS

Cores

Pending reboot
Disabled
B Unmanaged
169

w )
Degraded  Disconnected  Unmanaged

Running
B Degraded
B Disconnected

Aggregators  Repository ECS

To view Dashboard information for a specific organization, you must select the organization of interest in the

Organization dropdown list.
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Event Viewer

In Hoster view, the Event Viewer displays the security events from all organizations. The Organization column indicates
the organization in which the security event occurred.

DASHBOARD

amn
- -
i Hoster view v

FORENSICS v

COMMUNICATION CONTROL Y

SECURITY SETTINGS V'

inventorry @ aommvisTration (D ®  Prowcion v Barbara™

EVENTS
3 export ~
A D DEVICE PROCESS ORGANIZATION
pandasecurityDx.dil (2 events) liorgolfaad
pandasecurityDx64.dil (1event) liorgolfad4
TeamViewer.exe (1event) liorgolfad4
DynamicCodeTests32.exe (1event) liorgolf444
python.exe (1event) liorgolfaaa
SmartConsole.exe (1 event) liorgolfadd
ensiloCollector (1 event) liorgolfadd
DynamicCode32.exe (1event) liorgolfad4
cscript.exe (4 events) liorgolfadd
dumb-init (1 even) liorgolfad4
filebeat.exe (2 events) liorgolfa44
979c6de81cc0fae0a770f720ab82e8c727a2d422fe... (2 events) liorgolf444
B03276BFBFE5CFDD7CE998004C1200DA Vir (2 events) liorgolfadd
DynamicCodeListenTests.exe (1 event) liorgolfadd

setup.exe (1event) organization10

EvilProcessTests.exe (1 event) organization10

UnpackingDetectionTests.exe (1 even) organization10

D> ADVANCED DATA

’
=4 Exception Manager

CLASSIFICATION 4 DESTINATIONS

& suspicious
* Malicious
4 Likely Safe
Inconclusive
F suspicious
£ suspicious
Inconclusive
Inconclusive
¥ Malicious
¥ Malicious
F suspicious
F suspicious
4 Likely safe

=Y safe

Showing 11718 | » | | >

RECEIVED ¥
11-Feb-2020, 21:15:58
11-Feb-2020,21:14:04
10-Feb-2020, 04:47:59
06-Feb-2020, 02:39:27
04-Feb-2020, 07:47:59
03-Feb-2020, 05:25:12
03-Feb-2020, 04:00:50
02-Feb-2020, 11:18:43
02-Feb-2020, 11:16:45
01-Feb-2020, 12:07:10
01-Feb-2020, 11:51:23
30-Jan-2020, 04:18:06
30-Jan-2020, 04:18:02
29-Jan-2020, 14:34:48
19-Dec-2019, 09:17:28
19-Dec-2019, 09:15:39

19-Dec-2019, 09:15:36

Search Event

Q CLASSIFICATION DETAILS

LAST UPDATED

History

\,

The same security event can occur in multiple organizations. In this case, it is displayed in
separate rows per organization.

The various options in the toolbar can be applied on multiple organizations simultaneously. For example, you can
archive security events from different organizations at once using the Archive button and you can export security events
from different organizations using the Export button.

You can also use the Handle Event button to handle security events from multiple organizations. In Hoster view, for each
security event selected in the Events window, the Event Handling window shows the organization name and security
events selected for that organization (when you select security events in up to three organizations).
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EVENTS CLASSIFICATION DETAILS
a

Liorgolf44
o Organization Events

organization10
Organization Events

“1 EVENT HANDLING

ADVANCED DATA

If you select security events from more than three organizations, the Event Handling window displays the number of
organizations and security events you selected in a summary line at the top of the window.

EVENT HANDLING

35 Events in 4 Organizations where selected

Classification v

1 |Type comments

La

{ | | Archive When Handled

i > Advanced

L
s Y £
g | Save and Handled ) m | Cancel )
e A M A
ilrs IE-FErlF-1010 1T 7007
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In this case, when you hover over the summary line, the details of the selected security events display in a gray box. This

box shows the name of the organization and its associated event IDs.

ADMINISTRATION (@) @  Protection v admin v

SECURITY SETTINGS ¥ INVENTORY v @)

COMMUNICATION CONTROL %

== 5 _ .
- DASHBOARD EVENT VIEWER €D FORENSICS ¥

fesi7: 120385, 120452, 120518, 120203, 120269, 120140, 120336, 12040, 120468, 120534,

120152, 120221, 120287, 120352, 120418, 120485, 120237, 120175, 120302, 120369, 120435,
120501, 120186, 120319, 120254

test1: 62659, 62741, 62632, 62621, 59342

test5: 110932, 119819

CLASSIFICATION DETAILS

EVENTS

35 Events in 4 Organizations where selected

v 8 Collectors (25 events) test7 Suspicio|  C1@ssification v History
v @ Collector3 (2 events) tests suspicio|  [Type comments
v @ ensilo's Mac70 (3events

Collector6 (303 events) Default Suspiciof

collector7 (101 events) Default Suspiciof

2events spiciol

ubuntu16 (6 events) Default Inconcluf

+ [ collector7 (2 events) test1 suspicio| [] Archive When Handled
- ol b Advanced
2 {:' Save and Handled ':] @ (:I Cancel w
test1 Suspiciotzs -

collector7 (5 events)
PC (3events

e o e

Forensics

You can select security events from multiple organizations in the Event Viewer and then click the Forensics button in the
Event Viewer to display these security events in the Forensics window. Each security event tab in the Forensics window
shows the name of the organization in which the security event occurred above the event ID.

SECURITY SETTINGS ¥ INVENTORY ADMINISTRATION @) @  Protection ¥ Barbara v

DASHBOARD evenTviEweR @)  FORENSICS v COMMUNICATION CONTROL v
cern |83 | & [

Taafic2 Tzafie2 Taafic2

EC::: 656041 Eeent 683954 - Event 685124 Event 685069 Event 685206
rpenetave Nursing CR.exe Nursing (Rexe svehostexe svehost.exe svehost.exe
&2 Add Exception 3 oo Raw Data Items: All Selected | 1/1 @ O
DEVICE 05 PROCESS ORGANIZATION CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P @ rweoTest 1 Windows 10 Nursing CR.exe test Inconclusive 10.70.0.55 05-Nov-2018, 11:21:56 05-Nov-2018, 11:21:56 Q
Count: 1

Process Path: \Device\Mup\K:00000000008ec8fe\RMHFS\Departmentrolders\TApps\AppsiinfoMaker\Shared\NUrsing\Nursing_CR.exe

RAW ID: 1707806339 Process Type:32 bit Certificate: Unsigned

®0®

Communication Control

The Communication Control window is not available in Hoster view.
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Threat Hunting

Threat Hunting (Legacy)

In Hoster view, this window includes an Organization column. In addition, you can hover over an entry in the Product

column to display version information for the item.

DASHBOARD EVENT VIEWER FORENSICS Vv

Hoster view

dynamiccodetests.exe

COMMUNICATION CONTROL v

Last month

2 ORGANIZATIONS 16 pevices 16 patrs 255 weeks

ORGANIZATION ~ COLLECTOR NAME HASH PATH FILE NAME
liorgolf444 a A3268A68569DDDS53EEBCOC... ..diskvolume3\users\lioridesktop dynamiccodetests.exe
liorgolfddd . A3268A68569DDDS53EEBCOC. iskvolume2\users\user\desktop dynamiccodetests.exe
liorgolfd44 ] A3268A68569DDD53EEBCOC... \simulations\dynamiccodetests dynamiccodetests.exe
liorgolfddd . A3268A68569DDDS53EEBCOC. ..iskvolume1\users\root\desktop dynamiccodetests.exe
liorgolf44 a A3268A68560DDD53EEBCOC...  ...3\users\yos: P ml dynamiccodete:
organization10 ] A3268A68569DDD53EEBCOC. ..iskvolume2\users\root\desktop dynamiccodetests.exe
liorgolf444 [ ] 7DFOCA7D8BBFO5BD168995... ..e2\users\administrator\desktop dynamiccodetests.exe
liorgolfa4d » AEAC2C2767EDB489C165ES. -.iskvolume2\users\root\desktop dynamiccodetests.exe

Threat Hunting

In Hoster view, this window includes an Organization column.

All Activity (200.8K)  Proc: e(S4K)  Nework(104.3K)

CompanyA @  o7-Feo2021 140807 DESKTOR-RATTQEF SockarClass noskrmi.exe
CompanyA @ o7-Fen2021 140807 DESKTOR-RATTOEF Socker Close nitoskmi.exe
CompanyBg [3  o7-Feb2021 140759 DESHTORR4ITOEF File Rename SupportAssistCiientul
CompanyA 3  or-Fen2021 140759 DESKTOR-RATTOEF File Create SupportAssistCiientiL...

Security settings

SECURITY POLICIES page

SECURITY SETTINGS W INvENTORY v ()

Last week Last day

CREATED MODIFIED SIZE 0s

18-Aug-2019, 11:09 29-jan-2018, 01:40 132376 Windows 10 Pro
29-Aug-2018, 06:02 29Jan-2018,01:40 132376 Windows 7 Professional
28-May-2019, 09:13 29-Jan-2018, 01:40 132376 Windows 8.1 Enterprise
25-Mar-2018, 05: 294an-2018,01:40 132376 Windows 8.1 Enterprise N
07-Nov-2019, 06:41 294an-2018, 01:40 132376 Windows 10 Pro
10-Dec-2019,06:22  29Jan-2018,01:40 132376 Windows 10 Pro
29-Jun-2016, 10:16 294un-2016, 10:16 547840 Windows Server 2008 R2 5...
08-5ep-2016,05:59  30-Apr-2015,05:37 549376 Windows 8.1

1
L 00:0:0-0:0:0:0:0
TupportAzsistizants P

SupportAssisagenton-RFZel

In Hoster view, the SECURITY POLICIES page displays all policies from all organizations.

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.

TRATION

1842

BIT CERTIFICATE
32 No
32 No
32 No
32 No
32 No
32 No
32 No
32 No

[0 Choose Columns

SupporthssistAgent e —tmp

SupportassistAgent na-RFe..
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osows  merveve @) FORISG v COMNGIONGONFOL v SEUNTYSETNGS v wewoR v AounsTAToN @) O Frotecion v Barbars

SECURITY POLICIES showing 1-10/103 [»|[»| | Search Q ASSIGNED COLLECTOR GROUPS
- A ORGANIZATION POLICY NAME RULE NAME ACTION STATE
3 A @ Execution Prevention FoRTNET  (—@)
4 A Ry Exfiltration Prevention  FeAnnEr (@)
3 A & rensomware prevention  FemrnEr (@)
v A €& Device Control FoRnnEr (9
3 A_Big_Bank @ execution Prevention FoRnner  (—g)
3 A_Big Bank Wy Exfiltration Prevention  FATnEr (@)
3 A_Big Bank & Rensomware prevention  Ferrner (@
3 A_Big_Bank & Device Control FEATINET (@)
D A_Big_Bank @ Block-Execution Preventi... @
3 A_Big_Bank Way Block-Exfiltration Preven... @

[> ADVANCED POLICY & RULE DATA

FortiEDR’s multi-organization feature enables you to clone a security policy from one organization to another. To do so,
you must be in Hoster view. When not in Hoster view, you can only clone a policy within the same organization.

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS page

In Hoster view, you can view all the notifications for the entire organization, based on the actions defined in the Hoster
Notifications Playbook. This Playbook policy is only available in Hoster view.

PR —— COUMUNCATON CONTROLY  SECURITYSETINGS .

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS
ORGANIZATION NAME MALICIOUS | SUSPICIOUS Pup INCONCLUSIVE  LIKELY SAFE
Bl Hoster noficatio . memmrer
Bl oefauit playpock  eommner C®
iorgolfads Bl Default Playbaok e
organization10 Bl oefauit playpock  eoemner CHD
organization00 Bl efauit Playbock  mmemner C@
organization11 Bl oefault Flaybock  Fmrmner C@

Bl efault Playbock  mmmmner (@
Bl pefault Flaybock  Fmrmner C®
B Ocfauit Playbock  mommrer (B
Bl pefaurt Playbock  moemner C@
B octaut piayoock  eommeer (B
Bl oefauit playnock  ememner (@
[ ofauit Playock  memmner (]
Bl pefault Playbock  roemner C@
Bl osfault Playpock  ememner C@
Bl pefault Flaybock  Fmrmner C@
Bl osfault Flaybook  emrmner (@

[ I EWAP—— Y

P ol v v|lv w|v v v v v v v v v %

> ADVANCED PLAYBOOKS DATA

Exception Manager

In Hoster view, the Exception Manager page displays all exceptions from all organizations.
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DASHBOARD EVENT VIEWER (@D FORENSICS COMMUNICATION CONTROL SECURITY SETTINGS INVENTORY v ADMINISTRATION @) @  Protection v Barbara v

EXCEPTION MANAGER

Search Exception Advanced

] [3 export Showing 1-10/201 | » || m
EVENT  PROCESS PROCESS PATH EXECUTED WITH PATH RULES ORGANIZATION ~ COLLECTORGROUPS ~ DESTINATIONS USERS LAST UPDATED ~
663219 EXCELEXE Any path Suspicious Macro ensilo High Security Collector ... 92.122.136.167 All Users 06-Nov-2020, 17:45 H1
by: Barbara
30558956 netsh.exe \Windows\System32 PanGpHip.exe Any path Suspicious Script Execution  ensilo All groups of ensilo All Destinations. All Users 23-Mar-2020, 09:47 74
by: Tzaf
665954 OfficeTimelineStartUp.e... Any path Unconfirmed Executable  ensilo All groups of ensilo Internal Destinations... All Users 23-0ct-2018, 19:05 H4
by: Tzafit
OfficeTimelineStartUp.e... Any path Unconfirmed Executable
666041 maktubransomware.exe  ..\Ransomware.Maktub PUP ensilo All groups of ensilo 167.114.64.227 All Users 23-Oct-2018, 18:51 H4
by: Tzafit
maktubransomware.exe .\Ransomware.Maktub PUP
maktubransomware.exe ..\Ransomware.Maktub PUP
442648 camstudio.exe .5ers\TM.CDE\Desktop Malicious File Detected All Organizations  All Collector Groups Internal Destinations... All Users 25-5ep-2018, 23:16 -4
by: Tzafit

When creating an exception in Hoster view, the organization in which the security event occurred is also shown in the
Exception Creation window, as well as the event ID.
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EVENT EXCEPTIONS

Exceptions for event 663219 from enSilo organization

Last updated at 05-Oct-2020, 11:45 By Einat

Exception 1 +

Created from event 663219

Collector groups

®) | High Security Collector Gro... =

Destinations

Users

Triggered Rules:

D Suspicious Macro

All groups (enSilo)

@ All destinations

All organizations

CLL)

Type comments

Remove Exception

|/- -\u
| Cancel |
L A

The Exception Manager page also shows the organization to which the exception applies. In addition, the Collector

Groups column indicates the Collector Groups to which the exception applies.
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DASHBOARD EVENT VIEWER (@D FORENSICS COMMUNICATION CONTROL SECURITY SETTINGS INVENTORY v ADMINISTRATION @) @  Protection v Barbara v

EXCEPTION MANAGER

Search Exception Advanced

] [3 export Showing 1-10/201 | » || m
EVENT  PROCESS PROCESS PATH EXECUTED WITH PATH RULES ORGANIZATION ~ COLLECTOR GROUPS ESTINATIONS USERS LAST UPDATED ~
663219 EXCELEXE Any path Suspicious Macro ensilo High Security Collector .. p2.122.136.167 All Users 06-Nov-2020, 17:45 H1
by: Barbara
30558956 netsh.exe \Windows\System32 PanGpHip.exe Any path Suspicious Script Executior|  ensilo All groups of ensilo Il Destinations All Users 23-Mar-2020, 09:47 74
by: Tzaf
665954 OfficeTimelineStartUp.e... Any path Unconfirmed Executable |  ensilo All groups of ensilo nternal Destinations... All Users 23-0ct-2018, 19:05 H4
by: Tzafit
OfficeTimelineStartUp.e... Any path Unconfirmed Executable
666041 maktubransomware.exe  ..\Ransomware.Maktub PUP ensilo All groups of ensilo 67.114.64.227 All Users 23-Oct-2018, 18:51 H4
by: Tzafit
maktubransomware.exe .\Ransomware.Maktub PUP
maktubransomware.exe ..\Ransomware.Maktub PUP
442648 camstudio.exe .5ers\TM.CDE\Desktop Malicious File Detected All Organizations  All Collector Groups Internal Destinations... All Users 25-5ep-2018, 23:16 -4
by: Tzafit

Inventory

COLLECTORS page

In Hoster view, the COLLECTORS page shows all the Collectors from all organizations.

oowowo  oervaen@  romsce omumorovcomory s iwevonr @ sownsunon @D O remeen

COLLECTORS (42/47) Showing 1-15/214 | » [ »1| [ Search Collectors or Groups ¥ Q

Al v S cCreate Group 32 Move o Group i Delete ¥ (O Enable/Disable ¥ lcolate ¥ (3 Export Y X, Uninstal R
ORGANIZATION COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os P MAC ADDRESS VERSION STATE LAST SEEN

> liorgolfasa [Fgfgoh) Security Collector...

> liorgolfaaa :B(%Tultca\\sctor Group

> liorgolfaaa i’;“)‘ﬂﬂm

> liorgolfaaa (Soffot;w

> liorgolfaas group2

(0/0)
4 liorgolfa4a :25;9'5

When in Hoster view, you can move Collectors between organizations using this window.

O ! ’, Only Collectors from 3.0 and above can be in the non-default organization. All older Collectors
9 can only be installed in the default organization.

Only Collectors from 3.0 and above can be moved between organizations.
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To move a Collector between organizations in Hoster view:

1. Check the checkbox of the Collector Group or check the checkbox(ex) of one or more Collectors.

COLLECTORS (108/108) Showing 1-10/219 | » || »1
$% Cresezoup 83 Movetogoup W Delee  + (B Enable/Disable lsolate [ exporc + X Uninsan
ORGANIZATION COLLECTOR GROUP NAME COLLECTORNAME v | LASTLOGGED 05 P MAC ADDRESS VERSION STATE LAST SEEN
5 High Security Collector Group
3 F-40 e 5
Default Collector Group
b v F-40 00,
High Security Collector Group
3 liorferrari o)
Default Collector Group
> liorferrari 1)
b v liorferrari emulation
(92/92)
group_to_policy_playbook
3 liorferrari o
> liorferrari trort

(5/5)
lior10

2. Click the Move to group button. The following window displays:

COLLECTOR GROUPS

Moving 2 workstations collectors to:
Organization  liorgolf444 w
liorgolf444

COLLECTOR( o©Organizationi10

H|gh S,E{urity ﬂrganizatiﬂﬂ1[:'[:'

Default Colle organization11

emulation ﬂrganizati::m“ll
grﬂup‘| organizationi3 )
grou []2 0
| Cancel )
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3. Inthe Organization field, select the organization to which to move the Collector(s).
4. Click Move to Group.
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Appendix A — Setting up an email feed for open ticket

The Open Ticket feature enables you to send events to an event-management tool such as Jira or ServiceNow.

In order for the Open Ticket feature to work properly, you must set up a receiving email feed in the event-management

tool to be used. This appendix provides an example that describes how to set up the required email feed in ServiceNow.

To set up an email feed in ServiceNow:

1. Launch ServiceNow.

2. Inthe window that opens, select System Properties > Email Properties. The following window displays:

service

(7 system pro

Basic Configuration UI16

My Company

Tablet Ul Properties
css

System

Email Properties

Import Export

Approval Engines

LDAP

SLA

Oracle DB Options

Service Management

Email Properties

Email accounts can be created or modified in the Email Accounts table.

Email account ion status and ion can be found on the Email Diagnostics page.

Outbound Email Configuration

Email sending enabled (3)

@Yes |No

Send all email to this test email address (non-production testing) (%)

Append timezone to dates and times in sent email (3)

@ Yes | No

Create visible watermark in sent email. If false, create invisible watermark via hidden div tag. ()

@ Yes | No

Resend email if server returns these SMTP error codes (%)

421,450,451,452

Do ot resend emailif server returns these SMTP error codes (3)

500,501,502,503,504,550,551,552,553,554

Resend email when server returns unknown SMTP error codes. (3)

wYes | No

FortiEDR 5.2.1 Administration Guide
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Inbound Email Configuration

Email receivingenabled ()

@ Yes|No

Identify email as a reply by these subject prefixes (3)

re:,aw:,r:,Accepted: Tentative:,Declined:

Identify email as a forward by these subject prefixes (2)

fw:,fwd:

Discard everything below this text if found in a reply body (comma separated, case sensitive) (2)

\n\n——Original Message-——\n\n \n\nFrom:

Ignore mail with these headers (comma separated namexvalue pairs) (2)

X-ServiceNow-Spam-Flag:YES X-ServiceNow-Virus:INFECTED,Auto-Subm

Ignore email when subject starts with text (comma separated, case insensitive) (%)

out of office autoreply, undeliverable:, delivery failure:,returned mail:,ay

Ignore email from these senders. Use the name before the @ sign. (comma-separated) (2)
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3. Inthe Inbound Email Configuration area, check the Email receiving enabled checkbox.

Inbound Email Configuration

Email receiving enabled (%)

w Yes | No

Identify email as a reply by these subject prefixes (2)

res,aw:,r,Accepted: Tentative:,Declined:

Identify email as a forward by these subject prefixes (7)

fw:, fwed:

Discard everything below this text if found in a reply body (comma separated, case sensitive) (2)

\n\n----Qriginal Message-—---,\n\n \n\nFrom:

Ignore mail with these headers (comma separated name:value pairs) (7)

X-ServiceNow-Spam-Flag:YES,X-ServiceNow-Virus:INFECTED,Auto-Subm

Ignore email when subject starts with text (comma separated, case insensitive) (%)

out of office autoreply, undeliverable:, delivery failure:,returned mail:,au

Ignore email from these senders. Use the name before the @ sign. (comma-separated) (%)

4. Inthe left pane, select System Security > Users and Groups > Users. The following window displays:

service ERe R T——

(== = Us“m Saany) forec v|:]

=

Departments
Companies
Manufacturers
Vendors
Locations

Location Map

System Security

W Users and Groups

Groups

Roles

CRECAECRECAECRICRECRNCRNCRNCRECRECORNC)

®

FortiEDR 5.2.1 Administration Guide
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= User ID

lucius.bagnoli

jimmie barninger

melinda.carleton

jewel.agresta

sean.bonnet

jacinto.gawron

laystlestika

billie.cowley

christian.marnell

naomigreenly

jess.assad

cherie.fuhri

geriforness

= Name = Email
Lucius Bagnoli lucius.bagnoli@example.com
Jimmie Barninger jimmie.baminger@example.com
Melinda Carleton melinda.carleton@example.com
Jewel Agresta jewel.agresta@example.com
Sean Bonnet sean.bonnet@example.com
Jacinto Gawron jacinto.gawron@example.com
Krystle Stika krystle.stika@example.com
Billie Cowley billie.cowley@example.com
Christian Marnell christian.mamell@example.com
Naomi Greenly naomi.greenly@example.com
Jess Assad jess.assad@example.com
Cherie Fuhri cherie.fuhri@example.com

Geri Forness geriforness@example.com

= Active

true

true

true

true

true

true

true

true

true

true

true

true

true

@ System Administrator ~

<<«

= Created

2012-02-17 19:04:49

2012-02-17 19:04:49

2012-02-17 19:04:49

2012-02-17 19:04:49

2012-02-17 19:04:50

2012-02-17 19:04:50

2012-02-17 19:04:50

2012-02-17 19:04:50

2012-02-17 19:04:50

2012-02-17 19:04:53

2012-02-17 19:04:49

2012-02-17 19:04:49

2012-02-17 19:04:50

1 | to020 of 565

= Updated

2012-10-29 09:44:41

2012-10-29 09:44:49

2012-10-29 09:44:58

2012-10-29 09:45:07

2012-10-29 09:45:15

2012-10-29 09:45:22

2012-10-29 09:45:37

2012-10-29 09:45:46

2012-10-29 09:46:24

2012-10-29 09:46:37

2012-10-29 09:46:47

2012-10-29 09:47:04

2012-02-2513:17:18

S NORC

> >
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5. Click the New button to create a new user. The following window displays:

< | = User
= New record

User ID
First name
Last name
Title
Department
Password
Password needs reset
Locked out
Active e
Web service access only
Internal Integration User

Submit

Related Links

View Subscriptions

Email

Language

Calendar integration

Time zone

Date format

Business phone

Mobile phone

Photo

support@ensilo.com

--None -

Outlook

System (US/Pacific-New)

System (yyyy-MM-dd)

Click to add...

¥
1

ooo

Submit

0]

6. Inthe Emailfield, enter the email address of the FortiEDR messaging system. This email address is specified in the

Email Address field of the FortiEDR Open Ticket settings, which can be accessed by selecting Administration >
Export Settings in the FortiEDR user interface, as shown below:

Hoster view v

DASHBOARD

LICENSING SMTP

ORGANIZATIONS
ServerName  *

USERS

Port * [s87
DISTRIBUTION
LISTS Encryption type s
EXPORT Sender Name
SETTINGS
TOOoLs

OPEN TICKET

SYSTEM
EVENTS

System name
IP SETS

SYSLOG

IWoetine New sysiog

Organization: * | all organiza.. ~  Name: *[ QA syslog server | Host: *[10.0.1.34

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.

et venes @

COMMUNICATION CONTROL ™

.

* Used for receiving tickets from all organizations

INVENTORY ™

Email address  * | FortiEDRAdmIn@fortinet.com

' Use SMTP authentication

User name * [admin

Password *

Email address  *

| Port: #[10s14 | Protocol: tcp  + | UsessL

|

AOMINISTRATION @)

L

®  Protection v

NOTIFICATIONS

Barbara v
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7. Inthe left pane, select System Policy > Email > Inbound Actions. The following window displays:

service

(7 SystemPo

Service Management

All

= v
& Q

Favorites
System Policy - Inbound Actions &
System Policy

'V Email

© 0 0 o

Templates

Layou

©

Client Templates

Quick Messages

Inbound Actions

'V Rules

Data Lookup Definitions

Assignment Lookup Rules

© © e © |0

Priority Lookup Rules

Assisnment 6}

= Name

Create Ensilo incident

Create Incident

Unsubscribe from Notification

Update Incident (BP)

Create Live Feed Reply

Create Live Feed Like Reply

Reopen Incident

Create Incident (Forwarded)

Update Service Category Request

Update Change

= InboundEmailmionsm Goto | Updated vl:]

Q System Administrator ~

<< <

Notification Messages [cmn_notif_message]

Approval [sysapproval_approver]

Live Feed Message [live_message]

Message Liked by [live_message_like]

Service Category [catalog_category_request]

Sactive  SEventname = Script = Target table
true email.read J/Note: current.opened_by s already se...  Incident [incident]
true email.read J/Note: current.opened_byis already se...  Incident [incident]
true email.read (function runAction(/* GlideRecord*/ curr...
gs.include(validators);
true email.read Incident [incident]
if (current.g..
true email.read [*global current, email, gs, GlideContro.
; var [fUtil = new LiveFeedUtil();
true email.read
var rep...
var [fUtil = new LiveFeedUtil();
true email.read
varre...
true email.read Incident [incident]
true email.read J/Note: current.opened_byis already se...  Incident [incident]
true email.read if (current.getTableName() == "catalog c..
gs.include(validators");
true email.read

Change Request [change_request]

8. Click the New blue button to create new inbound email actions. The following window displays:

1 tol50f15

= Updated ¥

2018-09-05 06:58:50

2018-05-28 03:49:28

2016-06-29 09:58:15

2015-10-27 10:02:55

2015-04-28 12:58:40

2014-11-21 00:38:59

2014-11-21 00:36:00

2014-10-15 13:37:20

2014-01-17 14:07:38

2013-12-13 08:48:29

2013-09-10 09:48:39

Q&G &

> »>

= Order

10

100

100

100

100

¢ == Inbound Email Actions

= New record

¢ =

Inbound email actions specify how ServiceNow creates or updates task records in a table when the instance receives an email. The inbound email action looks for awatermark in the email to associate it with a specific task. Ifthe conditions specified in the inbound action are met, the script s

run. More Info

Name Fortinet inbound email
Target table incident [incident]
Action type Record Action

Whentorun  Actions  Description
Only emails of the selected Type will trigger this inbound action.

Type New

Order determines when to run relative to other inbound actiens. The inbound action with the lowest order runs first.

Order

100

All of the following conditions must be true, to trigger this inbound action.

Conditions

— choose field -

Condition

Add Filter Condition

Add "OR" Clause

v || —oper—

9. Fillin the following fields in this window:

Definition

Application

Active

Stop processing

Global

Only emails from senders with the Required roles wil trigger this inbound action.

Required roles

re

©nly emails from this sender will trigger this inbound action.

From

—value -

Fortinet Fortinet

Name

Target table
Action type
Active

Stop Processing

FortiEDR 5.2.1 Administration Guide
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Enter a free-text name for the inbound email feed. For example, Fortinet

inbound email.

Select Incident [incident] in the dropdown list.
Select Record Action in the dropdown list.
Check this checkbox to select it.

Check this checkbox to select it.
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10. Inthis window, select the When to run tab and then in the From field, select the FortiEDR user created in step 6.

Whentorun | Actions ~Description
Only emails of the selected Type will trigger this inbound action. Only emails from senders with the Required roles wil trigger this inbound action.

Type New v Required roles. 7

Order determines when to run relative to other inbound actions. The inbound action with the lowest order runs first. Only emails from this sender will trigger this inbound action.

Order 100 From Fortinet Fortinet Q@

Allof the following conditions must be true, to trigger this inbound action.

Conditiens Add Filter Condition | Add "OR" Clause

— choose field - v | —oper— —value

Condition

11. Select the Actions tab and then paste the provided JavaScript (see below) into the email body. You can modify this
script, as needed.

// Note: current.opened by 1is already set to the first UserID that matches the From: email
address
current.caller_id = gs.getUserID();

({3

current.comments = “received from: + email.origemail + “\n\n” + email.body_text;
current.short_description = email.subject;

current.category = “request”;

current.incident_state = 1;

current.notify = 2;

current.contact_type = “email”’;
//set highest priority for emails from FortiEDR notification
if (email.origemail == "doNotReply@fortinet.com") {

current.impact=1;

current.urgency=1;

}
if (email.body.assign != undefined)
current.assigned_to = email.body.assign;
if (email.importance != undefined) {
if (email.importance.toLowerCase() == "high")
current.priority = 1;
}

if (email.body.priority != undefined)
current.priority = email.body.priority;
//parsing fields from message body example
var severityStart = email.body_text.indexOf('Severity:') + 9;
var classificationStart = email.body_text.indexOf('Classification:') + 15;
var destinitionStart = email.body_text.indexOf('Destinations:");

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.
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12,

13.

var severity = email.body_text.slice(severityStart, classificationStart -15 );
var classification = email.body text.slice(classificationStart, destinitionStart);
current.insert();

When pasting in the JavaScript, make sure that:
« The emails address on line 11(see above) is the same as that specified in Email Address field of the FortiEDR
Open Ticket settings (see step 6).
» You set the current.impact and current.urgency fields on lines 12 and 14 to specify the impact and urgency
values for ServiceNow.
Various types of information can be extracted from the email sent by FortiEDR. For example, the text on line 33
in the JavaScript (see above) is an example of how to extract the classification value of this event from the
email.
Click the Submit button in the ServiceNow window. This completes the email feed setup.
When FortiEDR sends an email to ServiceNow, a JSON file is attached to it. This JSON file contains the raw data for
the event. Once received, you should save this raw data to the ticket.

The following shows a sample JSON file:

//parsing fields from attachment example
if (sys_email.hasAttachments()){
var att = new GlideRecord("sys_attachment");
att.addEncodedQuery("table_name=sys_email~table_sys_id="
id"));
att.query();
while (att.next()){

if (att.file_name == "event.json" ) {

+ sys_email.getValue("sys_

var sa = new GlideSysAttachment();

var binData = sa.getBytes(att);

var strData = Packages.java.lang.String(binData);
var parser = new JSONParser();

var parsed = parser.parse(strData);

current.comments =("EventId from JSON:

}

+ parsed.EventId);

The following shows how an event appears when received in ServiceNow, after being sent from FortiEDR:

FortiEDR 5.2.1 Administration Guide
Fortinet Inc.
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Appendix B - Lucene syntax

The FortiEDR Threat Hunting free-text query is based on Lucene syntax. This syntax consists of terms and operators, as
described below. For more details about the use of this query, see Threat Hunting on page 237.

Terms

A free-text termis a single word (for example NetworkService or CryptSvc) or a phrase surrounded by double quotes (for
example, "NetworkService -p -s CryptSvc”) that searches for all the words in a phrase (in the same order) regardless of
the field in which the words appear.

A Field: Value term is a combination of a field and a value.

Alist of available fields is provided in the query box, which is an automatically-complete dropdown list.

Examples

Where the Source command line contains the value NetworkService:

Source.CommandLine: NetworkService
Where the value of the remote IP is 10.151.121.130:

RemoteIP: 10.151.121.130

Operators

Operators enable you to customize the search and/or to create more complex queries.

Operators are case insensitive.

OR, || The query should match either one of the terms/values.
AND, && The query should match both of the terms/values.
NOT, ! The query should not match the term/value.
_exists_ The query should match when the field value is not null.
+— The term following this operator must be present.
. The term following this operator must not be present.
FortiEDR 5.2.1 Administration Guide 418
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Example

Where the Event includes either the RemotelP field that contains 10.151.121.130 or the Remote Port field that contains
443

RemoteIP: 10.151.121.130 OR RemotePort: 443

Where the ProductName field contains both Microsoft and Windows
Source.File.ProductName: (microsoft AND windows)

Where the ProductName field contains Microsoft and does not include Windows
Source.File.ProductName: (microsoft -windows)

Where the Product Name field contains the exact phrase “Microsoft Windows”
Source.File.ProductName: "microsoft windows"

Where the field Behavior has any non-null value

_exists : Behavior

Where the field PID does not include the value 5292

Source.PID: (NOT 5292)

Where the Event does not include the value 5292 in any of the Event fields

NOT 5292

Wildcards

Wildcard searches can be run on individual terms using a ? (question mark) to replace a single character, and an *
(asterisk) to replace zero or more characters:

Progr?m Filx*

Note that wildcard queries may consume huge amounts of memory and perform poorly.

Ranges

Ranges can be specified for date, numeric or string fields. The inclusive ranges are specified with square brackets
[min TO max] and exclusive ranges with curly brackets {min TO maxj}.

Numbers 1..5

count:[1 TO 5]

Numbers from 10 upwards

count:[10 TO *]

Dates before 2012

date:{* TO 2012-01-01}
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Ranges of IPs

RemoteIP: [140.100.100.0 TO 140.100.100.255]

Reserved characters

Should you need to use any of the characters that function as operators in the query itself (and not as operators), then
you should escape them with a leading backslash (\). For instance, to search for c:\Windows\, write the query as
c\:\\Windows\.

Reserved characters are +,-, =, &&, ||, >, <,, (), {}, [, A", ~ %, ?,;,\and /.
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