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Foreword
Conventions
The CLI commands mentioned in this handbook will adhere to these general This handbook will introduce the WebUI operations with the WebUI screenshots and lower-case
conventions: letter symbols combined, as follows:
Style Convention
Bold typeface | The body of a CLI command is in Boldface.
Italic CLI parameters are in Italic. | |
- - Interface || ARP || Routing || Name Resolution Host || DNS _
<> Parameters in angle brackets < > are required. Pl | ink Aggregation | Summary _
[1 Parameters in square brackets [ ] are optional. INTERFACE SETTINGS
GS
Subcommand such as “no”, “show” and “clear”. Port1D: portl1 ~
. . . Name: portl
{x]|y]|...} | Alternative items are grouped in braces and separated by
Port Speed: auto @ 10half 100half 100full 1000full
vertical bars. One should be selected. MTU: 1500
[ X | yl ] Optiona] alternative items are grouped in square brackets Static IP Address: 172.16.85.40 Static Netmask: 255.255.255.0
. . ~—{= VLAN CONFIGURATION Delete VLAN | Add VLAN =1—
and separated by vertical bars. One or none is selected. : oo |
ﬁLAN MName | Network IP Netmask DTag MNumber ‘
1 1 (10 10.25.25.25 259.255.2550 10
| ‘

©2011 Fortinet, Inc. v
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Web User Interface Introduction

Web User Interface Introduction

The FortiBalancer Web User Interface (WebUI) is designed to maximize the functionality and performance of the FortiBalancer appliance by allowing administrators to configure
and control key functions of the FortiBalancer appliance. This WebUI Guide covers the functional elements of the graphical interface as well as basic setup steps.

This WebUI Guide is one of the three documentation resources available to administrators from Fortinet, Inc. The other two are the CLI Handbook and User Guide. The CLI

Handbook is a resource tool that instructs administrators on detailed CLI operations of the FortiBalancer appliance. The User Guide is a more in-depth configuration strategy
resource for complex FortiBalancer appliance deployments.

The three documents as well as current release notes and installation guides are available on the Documentation CD that accompanies the FortiBalancer appliance or from Fortinet,
Inc. directly.

©2011 Fortinet, Inc.
All Rights Reserved. 1
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Enabling the WebUI Function

Connecting to the FortiBalancer Appliance

To use the WebUI function, first we should connect the client PC to the FortiBalancer appliance.

Put the FortiBalancer appliance onto the rack properly. Attach the power cord to the power supply, and turn on the power by pressing the power button.

Connect one end of the Console cable to the serial port of the client PC, and the other end to the serial port of the FortiBalancer appliance. Then, run the terminal software on the
client PC to access the FBLOS via the Console connection.

Enabling the WebUI Function via CLI

To access the FBLOS via the terminal software, please first make certain that your terminal software is set as follows:

Setting Value
Emulation VT 100
Baud 9600
Number of Bits 8
Parity No
Stop Bits 1
Flow Control No

©2011 Fortinet, Inc.
All Rights Reserved.
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Enabling the WebUI Function

Enabling the WebUI Function via CLI (Continue)

After the above settings are finished, you can access the FBLOS CLI interface via the terminal software.

In the CLLI interface, you will be first prompted for the user name and password (default to admin and admin). Once you log in successfully, the FBLOS will show the prompt
“FBL>". Enter the command “enable” to go to “Enable” mode, and the FBLOS will show “FBL#”. Continue to enter the command “configure terminal” to go to “Config” mode,
and the FBLOS will show “FBL(config)#”.

Then, execute the following commands to complete necessary network settings and enable the WebUI function:

Command Operation
ip address {system_ifname|mnet_ifname|vlan_ifname|bond_ifname} This command is used to set the IP address and netmask of the system
<ip_address> <netmask> interface, MNET interface, VLAN interface or bond interface.
webui ip <ip_address> This command is used to set the WebUI IP address.
ip route default <gateway _ip> This command is used to set the default gateway IP address.
webui {on|off} This command is used to enable or disable the WebUI function.
Example:
FBL>enable

FBL#config terminal

FBL(config)#ip address outside 10.3.70.100 255.255.255.0
FBL(config)#webui ip 10.3.70.100

FBL(config)#ip route default 10.10.0.1
FBL(config)#webui on

FBL(config)#exit

©2011 Fortinet, Inc.
All Rights Reserved.
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Using the WebUI Function

Supported Browsers

The FortiBalancer appliance WebUI supports the following browsers

Microsoft Internet Explorer (Recommended)

~

},f'

o

Mozilla Firefox

Google Chrome

Opera

D9 G

Note: It is highly recommended to use the Microsoft Internet Explorer (1E) browser for accessing the FortiBalancer WebUI. This handbook will introduce the WebUI operations in

the IE browser.

©2011 Fortinet, Inc.
All Rights Reserved.
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Using the WebUI Function

Accessing the WebUI

.
To access the FortiBalancer appliance, enter the configured WebUI Authentication Required ﬁ
IP address into the browser. Please note that this is a secure
connection and therefore should be entered as an HTTPS address. 9 ) Enter username and password for “Fortinet WebUI” at http://10.3.70.100:8888
User Name:

Example: 1

P admin
|g. https://10. 3. 70. 100: 3585/ Password:

wanan

If the FortiBalancer appliance is correctly configured and the |
WebUI is turned on (see the example on the previous page), you

will be prompted for the user name [a] and password [b]. Input the
user name and password correctly. By default, the user name is [ OK ] [ Cancel
admin and the password is admin. Click on “OK” when finished.

| Use Password Manager to remember this password.

©2011 Fortinet, Inc. 5
All Rights Reserved.
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Logging in the FortiBalancer WebUI

After the step of user registration, the FortiBalancer appliance will
prompt you for an Enable level password. Enter the enable
password correctly in the text field [a] (default to null), and click
on the “Login” button [b]. Then, you will be taken to the
FortiBalancer WebUI.

Using the WebUI Function

FortiBalancer

Please enter your enable password...

[ Login] { Reset |

©2011 Fortinet, Inc.
All Rights Reserved.
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Understanding the FortiBalancer WebUI

Understanding the FortiBalancer WebUI

The FortiBalancer WebUI turns an ordinary browser window into
an extraordinary configuration and management tool for the
FortiBalancer appliance.

Illustration separates and labels the FortiBalancer WebUI’s three
active portions of the interface: top bar [a], sidebar [b], and
configuration window [c].

F-RTINET

I
g
3
£

SYSTEM CONFIGURATION
General Settings

Basic Networking

Adwvanced Networking
Clustering

Webwall

Monitaring

Real Services
Virtual Services
Chack Lists
Groups
Application Setting
Monitoring

Compression
Caching Proxy
S5L
Menitaning

ADVANCED LOAD BALANCE
Link Load Balance
Global Load Balance

Monitoring

ADMIN TOOLS
Sustam Manaaamant
o

sername: admin rts | Help | Log Out

ostname: AN

Mode: @ Enable Config 4

(| Basic Information || Flight Deck || Quick Starts |

SERVER LOAD BALANCE i

M llSE R MANUAL

Host Name AN CLI Handbaok  ppE

Boot Time  Mon Jun 20 06:44:43 GMT (+0000) 2011

Current Tima = Mon Jun 20 06:47:02 GMT (+0000) 2011
Up Time 2 mins,

WeblUl Handbook  ppE
Application Guide  ppp

Model  FortiBalancer 3000 [Registered] ——
Serial Number  0437A3345903520003011044723476 CPU Usage M 4%
Software Build Info | FBLOS Rel.FBL.8.2.0.2
Webui login language | -}, SNMP Enable [details]
Licensed Features  webwall Clustering L4SLB towina fnole [detalis]
L7SLB Caching ==
SwCompression e GSLB View Statistics <--Salect--> -
QoS MultiLang DynRoute
FFO REDUNDANT 1PVE

Default Route 1P

Interface Summary Interface Name | Netwark 1P | Metmask | nterface Type | Tag Mumb._| interface speec
1 |portl 108643 355255285182  portl - autoselect (100
4| | |

©2000-2011 Fortinet, Inc. All rights reserved.
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Understanding the FortiBalancer WebUI

Top Bar

The top bar displays basic static information such as user’s name
[a], FortiBalancer appliance host name [b] and four basic | | v

hyperlinks: Quick Starts [c], Help [d], Log Out [e] and Save Config Username: admin Quick Starts | Help | Log Out
[f]. Users can also set the WebUI display language via the selector

[a]- Hostname: FBL CEVCRGIT RN English ~

Side Bar

—— Mode: @ Enable Config

A Bl q A Home
The side bar serves as the principal navigational tool for the Web
interface. With this sidebar, administrators can perform desired S
. . General Settings :
configuration management and general setup about the < el
q R = asic Networking :
FortiBalancer appliance. Advanced Networking el
Clustering o
Administrators can switch between the Enable and Config modes Monitoring S
via the radio buttons [h]. Features are presented in groups [l Sl [ ———
depending on site and user specifics as well as licensed features. I A Real Services T e e ==
Virtual Services —
To configure a specific feature, click on the link, A white strip [j] Check Lists
will indicate your location within each feature group. Groups
Application Setting
Monitoring

©2011 Fortinet, Inc.
All Rights Reserved.
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Understanding the FortiBalancer WebUI

Configuration Window

Though individual features will have slightly differing elements for
specific configuration windows and tasks, these basic elements
remain universal for the WebUI. | |

Interface |[ ARP Routing || Name Resolution Host || DNS _
There are foreground tabs [a] and background tabs [b] for PO | ik Aggregation | Summary _

configuration navigation. Current tabs will be displayed with white

. q A INTERFACE SETTINGS
backgrounds [a]. During configuration you may go through oy
multiple pages under a given tab; to return to the top level, click on Potics loots -
the tab [a] again for the desired feature or function. fame: iports

Port Speed: auto @ 10half 100half 100full 1000full
Some configuration pages may have action links [c] for adding, MTU: 1500
deleting, saving, canceling or otherwise applying key configuration Static IP Address: 172.16.85.40 Static Netmask: 255.255.255.0
data. The text of the links will outline the actions to be taken. |~ VLAN CONFIGURATION Delete VLAN | Add VLAN ——
Most configured information will be entered through labeled data (AN Name [hetacrk B al b [rag Number _|
. . . . 1 1 (10 10.25.25.25 255.255.255.0 10

entry fields [d] or assigned via radio buttons [e]. _ ‘

You will find active tables [f] with sort options [g] available for
displaying critical information. Some tables are sort-ready [h].

©2011 Fortinet, Inc.
All Rights Reserved.
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Using the FortiBalancer WebUI

When you log into the WebUI, please note that you are first in the
Enable mode [a]. Also note the default username “admin” and
default FortiBalancer appliance hostname “FBL” are displayed [b]
within the top bar. Finally, notice that the feature link Home [c] is
right justified and framed with a white bar. Whenever a feature link
like General Settings [d] is selected, all related features in the
feature group [e] will become right justified with the selected
feature singled out with the white bar [d] and the previously
selected feature link [c] returns to the left side of the sidebar.

E RTINET P —

i Hostname: FBL

Mode: o Enable Config

Home

SYSTEM CONFIGURATION |
General Settings
Basic Networking
Advanced Networking
Clustering
Monitoring

&
Basic Networking
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

Understanding the FortiBalancer WebUI

=

F-RTINET

Mode: Enable @ Config
Home mm——

SYSTEM CONFIGURATION
General Setting

Basic Networking
Advanced Networking
Clustering

SERVER LOAD BALANCE

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

©2011 Fortinet, Inc.
All Rights Reserved.
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Configuring with the WebUI

Configuring with the WebUI

The FortiBalancer appliance offers two levels or modes for the
configuration and access to the FBLOS.

The first level is Enable mode. Users in this mode have access to a
majority of view only operations, such as some statistics pages.

The second level is Config mode. It is at this level that the user can
make changes to any part of the FortiBalancer appliance
configuration. The configuration mode can be accessed by only one
user at one time.

To switch between the Enable to the Config mode, simply click on
the radio button [a]. Once in Config mode all data fields will be
available for configuration [b] for all licensed features.

When changes are made to the existing configuration, “RESET”
and “SAVE CHANGES” buttons [c] will appear within the
configuration window. You can click on either of them as desired.

———Mode:— @ Enable Config
Home

SYSTEM CONFIGURATION

General Settings
Basic Networking
Advanced Networking

———Mode:—  Enable @ Config
Home

SYSTEM CONFIGURATION

General Settings
Basic Networking
Advanced Networking

Host Settings |[ Date/Time |[N1P

A

-

Host Settings |[ Date/Time |[ NTP |

HOST NAME
Host Name:

\

Host Settings |[ Date/Time |[ NTP |

HOST NAME
Host Name: FBL

SAVE CHANGES

HOST NAME
Host Name: FBLU

©2011 Fortinet, Inc.
All Rights Reserved.
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Home Page

When you log into the WebUI, the FortiBalancer appliance will
display a general status Home page. This home page will vary
based on appliance model and licensed features.

Basic Information

The home page will have tabs [a]: Basic Information, Flight Deck
and Quick Starts.

| Basic Information ]f Flight Ded(] f Quick Starts1

Configuring with the WebUI

The Basic Information will present several pieces of useful
information including current system information [b], a list of

SYSTEM INFORMATION

Host Name  FBL

licensed features [c], available user manuals [d], current resource BootTime Tue Feb 23 00:36:40 GMT (+4000) 2010
allocation [e], feature status (enabled/disabled) [f] and general Current Time  Tue Feb 23 16:48:02 GMT (+(000) 2010
network configuration data [g]. i Up Time  16:11

Model FortiBalancer 3000 [Register Now]
On this page, Fortinet will invite you to register your product. By Senal Number: 0437A3345200010002262002502162

Software Build Info FBLOS Rel.FBL.8.2.0.2

clicking on the “Register Now” button [h], you will be directed to

- - . —_— Licensed Features  Clusterin L4SLB L7SLB
the Fortinet official website to complete the registration. After you Cathing ! sl tProxy
finish registration, the button will be displayed as “Registered”. || . AppGateway SwCompression LLB

GSLB Qos DynRo
FFO

SYSTEM/NETWORK CONFIGURATION
Default Route IP  172.16.85.1

USER MANUAL

CLIHandbook  ppF

WebUI Handbook  ppg /

Application Guide ppg

CPUUsage |10% =
FEATURE STATUS
SNMP Enable [ [details]

Logging Enable 7 [details]

ADMIN TOOLS

View Statistics <--Select--> =

"y

Interface Summary Interface Name | Network IP | Netmask

|In!erface Type |Tag Number llnterfau
1 |portl 172.16.8540 255.255.255.0 portl - autose

©2011 Fortinet, Inc.
All Rights Reserved.
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Configuring with the WebUI

Flight Deck
——{{Busic tnformution f Flight Deck | Quick Starts |
SYSTEM STATISTICS (REFRESH IN EVERY 5 SECONDS)
Cache Hit Ratio System Usage ==
100 10%] 100 TT%)
Request Rate Requests,.fSecond |BG -+ 80 +
A a AR UP S !AJI S
The Flight Deck allows you to supervise system statistics and —1—T—  ServerHealth e I + 60 +
watch parameter tendency by dynamic graphs. 1CP Cornechons lao
. . . . Concurrent Connections HIIR.COntiecions ‘ T “3
Make certain that you are in Config mode, and have clicked on - con‘;emns 0
the feature link “Home” from the sidebar. Click on the “Flight 0 |
Deck” tab, the configuration window will display a panel where 0 0
there are system statistics and graphs [a]. TR =
Type: Choose a graph... * Int I: S5seconds =~
You can check the Request Rate, Server Health, Concurrent s S (5 saconds
Connections, Cache Hit Ratio and System Usage from System | =S 20 sweonss
P |
Statistics panel [b]. Paseiie Gptrié imne
ODE?:IF?:M?(? | 10 minutes
q q Established Conns | |
To view dynamic system parameters by graphs, you can select Resets Received ) s |
A Ri S I
parameter type [c] and set update interval [d]. The tendency graph it : |
will be instantaneously updated [e]. = iy e i .
- | | 1P 3 | |
Packets Received i : T f
Packets Sent | | |
Bytes Received | | i |
Bytes Sent T T T
weeneiCPUemememne

% CPU Utilization

-==-Proxy-Cache--------
HTTP/HTTPS requests
Established Client Connections
Established Server Connections

Request Received
Resolving Successfully
Resolving Failed
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==:RTINET.

Quick Starts

In order to make the total configuration easier and more convenient
for FortiBalancer appliance users, we set up “Quick Starts” to
guide users to directly complete desired configurations.

To perform quick start configuration, make certain that you are
in Config mode and have selected the tab “Quick Starts” [a].

Select the “Basic Quick Start” module from the selector [b], and
the configuration window will present 6 steps to carry out basic
configurations [c].

You may notice the action links are in two colors in the
configuration page. The red ones represent the steps that have
already been finished, while the green ones indicate you have not
configured them yet. Click on the action links according to the
numbers of collective steps.

Next, we will take Basic Quick Start as an example to illustrate
the operation steps of quick starts.

Configuring with the WebUI

Basic Information | [ Flight Deck ]f Quick Starts ]

QUICK STARTS
Please choose one module: Basic Quick Start v
Basic Quick Start
- - Cluster Quick Start
1 . Modify host settings Server Load Balance Quick Start
2 . Modify date/time SSL Accelerator Quick Start
3 . Add interface ip Proxy & Cache quick Start
dd defaul Link Load Balance Quick Start
e et Global Server Load Balance Quick Start
5 . Add static route
6 . Add dos(*)

©2011 Fortinet, Inc.
All Rights Reserved.
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==:RTINET.

Quick Starts (Continue)

Basic Quick Start:

Click on the action link “1. Modify host settings”, WebUI will
guide you to the Host Settings configuration page [a]. Fill in the
blank with host name [b], click on the button “Save Changes” [c],
and then click on the action link “Quick Starts” on the upper right
side [d], the configuration window will return to the Quick Starts
panel (see the former page).

Click on the action link “2. Modify date/time”. For details about
configuring this page [e], please refer to the “General Settings”
section in the “System Configuration” chapter.

After configuring the Date/Time, click on “Quick Starts” [f] to go
back to the Quick Starts main panel in order to perform further
tasks.

“3. Add interface ip”, “4. Add default route”, “5. Add static route”
and “6. Add dns” action links are all from System
Configuration/Basic Networking. Remember to click on the action
link “Quick Starts” if you have finished one step and want to move
on to another.

F--RTINET.

Mode: Enable @ Confia *

i Username: admin

i Hostname: FBL

Hemme

SYSTEM CONFIGURATION|

General Settings
Basic Networking

F--RTINET

Mode: Enable @ Confia -

Host Settings |[ Date/Time |[ NTP |

Configuring with the WebUI

. "
i Save [ UM English -

SAVE CHANGES —|

HOST NAME
Host Name: FBL

i Username: admin

{ Hostname: FBL
H

SYSTEM CONFIGURATION|

General Settings
Basic Networking
Advanced Networking
Clustering

Manitoring

SERVER LOAD BALANCE i

Real Services
Virtual Services
Check Lists

Note:

DATE/TIME
Date: 2 /23 / 2010 (Month / Day / Year)
Time: 16 : 54 1116 (Hour : Minute : Second)
TIMEZONE
GMT:

Changing timezone will restart webUL

©2011 Fortinet, Inc.
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==:RTINET.

Quick Starts (Continue)

You can follow the similar operation steps to Basic Quick Start to
complete the following configurations.

Cluster Quick Start [a]:

Please refer to System Configuration>Clustering to know more
about how to “1. Add cluster” and “2. Enable cluster”.

Server Load Balance Quick Start [b]:

Please refer to Service Load Balance>Virtual Services in this
handbook.

SSL Accelerator Quick Start [c]:

Please refer to Proxy>SSL in this handbook.

Proxy & Cache Quick Start [d]:

Please refer to Proxy>Caching Proxy in this handbook.
Link Load Balance Quick Start [e]:

Please refer to the “Link Load Balance” section in the “Advanced
Load Balance” chapter in this handbook.

Global Server Load Balance Quick Start [f]:

Please refer to Advanced Load Balance>Global Load Balance in
this handbook.

——Cluster Quick Start -

——Server Load Balance Quick Start -------------- b

Configuring with the WebUI

-1. Add cluster
. Enable cluster

Add a new real service

Add a new group

Add a real service into group

Add a new virtual service

Define associate group in a virtual service

Add SSL Virtual Host

. Generate CSR or Import Cert/Key for SSL Virtual Host
. Enable SSL for SSL Virtual Host

Add SSL Real Host
Import Cert/Key for SSL Real Host
Enable SSL for SSL Real Host

. Enable global url filter
-2. Http setting
-3. Enable cache

Enable dns cache
LLB OutBound Settings

. Set dns domain name and ip
-2. Enable SDNS
-3. Add SDNS mem (local member)

©2011 Fortinet, Inc.
All Rights Reserved.

16



==:RTINET.

System Configuration

System Configuration

General Settings

Host Settings

Make certain you are in Config mode, click “General Settings”

[a].

On the “Host Settings” page [b], enter the host name for the
FortiBalancer appliance [c], and click on the “SAVE CHANGES”
button [d] to save your settings.

Date/Time

Click on the “Date/Time” tab [e]. Enter the date and time as
desired [f], and click on “SAVE CHANGES” [g]. The
FortiBalancer appliance has the default time zone set to GMT [h].
To change this time zone, un-select the time zone box, and
configure the time zone properly via the three selectors [i]. Then,
remember to click on the “SAVE CHANGES” button [g].

Advanced Networking

SYSTEM CONFIGURATION Host Settings |[Date/Time | (NP | Il IS

General Settings
Basic Networking HOST NAME

Host Name: FBL
Clustering

[rostseings || Date/Time | (NTP |

DATE/TIME

w— Date:

Time:

6 f 28 / 2011 (Month / Day / Year)
02 : 23 1 48 (Hour : Minute : Second)

TIMEZONE

GMT:

TIMEZONE
GMT:
Continent:
Country:

Timezone:

¥

Asia -
China -

Most of China(GMT+08:00)

©2011 Fortinet, Inc.
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==:RTINET

NTP

Click on the “NTP” tab [a]. You can enable NTP by selecting the
check box [b]. (Remember to save your setting [c].) Before you
enable NTP, you need to first add an NTP Server. Click on the
action link “Add” [d], supply the IP address and version number of
the NTP server [e]. Click on the action link “Save” [f]. The newly
added server will be displayed in the sort ready table [g].

With the NTP function enabled, you can view the NTP statistics in
the box [h].

NTP

System Configuration

RESET SAVE CHANGES

NTP SETTINGS
tEnable NTP: [

NTP SERVERS

Edit | Delete | Add

[ NTP Server

NTP Version

1 |21072.145.44

ADD NTP SERVER

- NTP Server IP:

NTP Server Version:

4

Cancel | Save & Add Another | Save ——

VIEW NTP STATISTICS

ntp on
time since restart:

time since reset:
packets received:
packets processed:

current version:

ntp server 210.72.145.44 4

OO0 Wwo o
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==:RTINET

Basic Networking

Make certain you are in Config mode and click “Basic
Networking” [a].

Interface

To complete the interface settings, select the tab “Interface” and its
sub tab “Port” [b].

Port

To perform interface settings, select port ID via the selector [c],
supply its name [d], set the port speed via the radio buttons [e],
supply the MTU value [f] and supply the static IP address and
static netmask [g]. Besides, you can change the MAC address of
the system interface [h].

After confirming the input information, click on the “SAVE
CHANGES” button [i] to save your settings.

System Configuration

SYSTEM CONFIGURATION

General Settings
Basic Networking

Interface

ARP || Routing

SAVE CHANGES

Name Resolution Host || DNS || Switch

I FACE SETTINGS
ort 1D:

: portl

portl «

( Port Speed:

auto @ 10half 100half 100full 1000full ]

MTU:

1500

[Static IP Address:

Static Netmask: 255.255.255.192 ]

10.8.6.43

___________,_..._MAC:

00:30:48:93:a7:40

I
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==:RTINET

Interface (Continue)

Port (Continue)

To add VLAN, click on the action link “Add VLAN” [a]. In the
new configuration window, supply the VLAN name, IP address
and netmask, and VLAN ID [b], and click on the action link

“Save” [c]. The new VLAN will appear in the sort ready table [d].

To add MNET, click on the action link “Add MNET” [e]. In the
new configuration window, supply the MNET name, IP address
and netmask [f], and click on the action link “Save” [g]. The new
MNET will appear in the sort ready table [h].

System Configuration

VLAN CONFIGURATION

Delete VLAN | Add VLAN =

VLAN Name

| Network IP

| Netmask | Tag Number

ADD VLAN

Port Name:
VLAN Name:
Network IP:

Netmask:
Tag Number:

(1 - 4094)

&

Cancel | Save & Add Another | Save -

MNET CONFIGURATION

Delete MNET | Add MNET

MNET Name

| Network IP

| Netmask ‘

ADD MNET

Port Name:
MNET Name:
Network IP:

Netmask:

3

Cancel | Save & Add Another | Save —|

©2011 Fortinet, Inc.
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==:RTINET

Interface (Continue)

Link Aggregation
Select the “Link Aggregation” sub tab [a].

First select the Bond ID via the selector, and supply the name of
the bond interface [b]. Then, supply the IP address and netmask of
the bond interface [c]. Click on the “SAVE CHANGES” button to
save your settings [d].

To add a system interface into the bond interface, click on the
action link “Add Bond” [e]. In the new window, select a desired
system interface, set it as the primary or backup interface of the
bond [f], and click on “Save” [g]. The configuration will be
displayed in the sort ready table [h].

System Configuration

Interface || ARP || Routing || Name Resolution Host || DNS RESET SAVE CHANGES
/ Link Aggregation | Ssummary

INTERFACE SETTINGS

Bond ID: bondl ~
Name: bondi]

Delete Bond | Add Bond =

Bond Speed: auto @ 10half 100half 100full 1000full
MTU:
——[Static IP Address: Static Netmask: ]
System Interface Name |Irrterface Type |
ADD BOND Cancel | Save & Add Another | Save T

| Bond Name:

Interface Name: portl =

Interface Type: Primary @ Backup

©2011 Fortinet, Inc.
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==:RTINET

Interface (Continue)

Link Aggregation (Continue)

The FortiBalancer appliance supports configuring MNET or VLAN
on bond interface. The bond interface configuration must be
performed before configuring MNET/VLAN on it.

To add VLAN, click on the action link “Add VLAN” [a]. In the
new window, supply the VLAN name, IP address and netmask, and
VLAN ID [b], and click on “Save” [c]. The new VLAN will appear
in the sort ready table [d].

To add MNET, click on the action link “Add MNET” [e]. In the
new window, supply the MNET name, IP address and netmask [f],
and click on “Save” [g]. The new MNET will appear in the sort
ready table [h].

System Configuration

VLAN CONFIGURATION

Delete VLAN | Add VLAN

VLAN Name

| Network IP | Netmask I Tag Number |

ADD VLAN
Bond Name: ﬁ
VLAN Name: [
Network IP: ﬁ
Netmask: [—

Tag Number: (1-4094)

l Cancel | Save & Add Another | Save —p—

MNET CONFIGURATION Delete MNET | Add MNET =
MNET Name | Network IP ] Netmask
ADD MNET l Cancel | Save & Add Another | Save =1

Bond Name: ﬁ
MNET Name: [
Network IP: ﬁ

Netmask: |

©2011 Fortinet, Inc.
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==:RTINET

Interface (Continue)

Summary

To view current setup and statistics, click on the sub tab
“Summary” [a].

Interface m Routing || Name Resolution Host || DNS
Port Link Aggregation Summary

System Configuration

INTERFACE CONFIGURATION AND STATISTICS

portl(porcl): £lags=8843<UP, BROADCAST, RUNNING, SIMPLEX> mtu 1500

ecther 00:15:17:b9:64:4d

media: autcselect (100baseTX <full-duplex>)

status: active

webwall status: OFF

Hardware is 182571leb_guad copper_lp

Input queue: 646/4096 (size/max)
total: 34146 packets, good: 34146 packets, 2951444 bytes
roadcasts: 28833, multicasts: 0
26705 64 bytes, 5385 65-127 bytes,987 128-255 bytes
509 255-511 bytes,497 512-1023 bytes, 63 1024-1522 bytes
0 input errora

©2011 Fortinet, Inc.
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==:RTINET.

ARP

Extreme care should be taken when altering the ARP table.
Administrators should not clear ARP entries for IP addresses that
are already assigned to establish.

Click on the “ARP” tab [a] and the main window will display an
ARP table.

The table contains sort-ready columns [b]. To add an ARP table
entry, click on the “Add ARP” action link [c]. A new configuration
window will appear.

Enter appropriate IP and hardware address in the data fields [d].
Click on the desired action link [e].

To remove an ARP entry, select the desired entry form the
displayed list [f] and click on “Delete ARP” action link [g]. A new
window will appear, click “OK” to delete ARP entry, click
“cancel” to keep the ARP entry.

[interface-}{-#RP |[ Routing |[ Name Resolution Host |[ DNS |

System Configuration

ARP CONFIGURATION Delete ARP | Add ARP.
IP Address [Hardware Address I Additional Information
1 |172.16.85.1 0:e0:fc:22:d6:25 [ethemet]

¥

ADD ARP

1P Address: |

Hardware Address: | (OC0C00CX0 XX XX where X = a hexidecimal digit)

Cancel | Save & Add Another | Save

Interface ][ ARP “' Routing ” Name Resolution Host ” DNS ]

ARP CONFIGURATION

Delete ARP fRUGARP

IP Address [Hardware Address

[ A

172.16.85.1 0:e0:fc:22:d6:25

I Additional Information
[ethemnet]
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==:RTINET

Routing

Make certain you are in Config mode and have selected the
“Routing” tab [a]. Six sub tabs are displayed [b].

Default Routes

Verify and/or change the default route. To add a global default
route, click on the action link [c] and the configuration window
will present configuration field for the route.

Supply the destination IP in the field [d]. Click on the desired
action link [€] to continue. Configured routes are displayed in the
table [f].

To remove a global default route, simply select the destination
from the displayed list and click on the “Delete Global Default
Route” action link [g]. A new window will appear, click “OK” to
delete ARP entry, click “cancel” to keep the ARP entry.

System Confi

GLOBAL DEFAULT ROUTES

Delete Global Default Route | Add Global Default Route

Default Route IP ]

1 |10.861

ADD GLOBAL DEFAULT ROUTE
t=  Default Route IP:

' Cancel | Save & Add Another | Save ™

guration

Interface

Name Resolution Host || DNS
AT Gt Static Routes RTS/IPFLOW/ERoutes Dynamic Route -- RIP Dynamic Route -- OSPF IP Region

GLOBAL DEFAULT ROUTES

Delete Global Default Route | Add Global Default Route -

Default Route IP [

1 |10861

©2011 Fortinet, Inc.
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==:RTINET.

Routing (Continue)

Static Routes
Select the “Static Routes” sub tab to add a static route [a].

Click on the action link “Add Global Static Route” [b], and the
configuration window will present data fields for adding a static
route.

Supply the destination IP, netmask and gateway IP [c], and click on
the desired action link to continue [d]. Configured routes will be
displayed in a sort ready table [e].

To remove a global static route, click on the action link “Delete
Global Static Route” [f]. A new window will appear, click “OK” to
delete ARP entry, click “cancel” to keep the ARP entry.

Interface

m Routing

Name Resolution Host m
Safoult-Routes SCIUNEEY RTS/IPFLOW/ ERoutes

Dynamic Route -- RIP| Dynamic Route -- OSPF IP Region

System Configuration

GLOBAL STATIC ROUTES

Add Global Static Route =—f—

Destination IP | Netmask

| Gateway 1P

ADD GLOBAL STATIC ROUTE
Destination IP:
T Netmask:

Gateway IP:

¥

Cancel | Save & Add Another | Save —f—
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==:RTINET.

Routing (Continue)

RTS/IPFLOW/ERoute

Make certain that you select the “RTS/IPFLOW/ERoutes” sub
tab [a].

Enable RTS functionality via the selector, and supply the desired
expiration time [b]. To turn on the RTS function, the option “on
all” means RTS records all external senders that send packets to the
unit, and all the packets will be sent back along the route which
they came from. “on gateway” means RTS records external senders
as configured gateways, and only the packets coming from these
gateways will be sent back along the route which they came from.

Select the check box to enable IPFLOW, and supply the expiration
time and priority [c].

To add an eroute, click on the action link “Add” [d], and then the
configuration window will display text fields for adding an eroute

[e].

Fill in these fields, and click on the desired action link to continue
[f]. If the eroute is added successfully, it will be displayed in the
table [g].

System Configuration

Interface || ARP || Routing || Name Resolution Host ][ DNS |
Defouit-Routes—Siatic-Routes [T CEGTH NN Dynamic Route -- RIP Dynamic Route -- OSPF
RTS SETTINGS
Enable RTS: on all v all
RTS Expires in: 60 Seconds on gateway
IPFLOW SETTINGS
Enable IPFLOW:
IPFLOW Expires in: 60 Seconds
IPFLOW Priority: 1000 (0 - 1999)
EROUTES Add
__I_ | Name i Priority Source Ip/Mask:Port 1Destination Ip/Mask:Port | Protocol ]
ADD EROUTE ‘ Cancel | Save & Add Another | Save ——
Name:
Priority: (1001 - 1999)
Source IP:
Source NetMask:
Source Port:
Destination IP:
Destination NetMask:
Destination Port:
Protocol: any ~
Gateway:
Weight: 1 (Default is 1)
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==:RTINET

System Configuration

Routing (Continue)

NON-EROUTES

Name | Priority Source Ip/Mask:Port Destination Ip/Mask:Port Protocol
RTS/IPFLOW/Eroutes (Continue) 1 fnterface 2000 0.0.0.0/0.0.0.0:0 127.0.0.1/255.255.255.255:0 any
| 2 |interface 2000 0.0.0.0/0.0.0.0:0 10.3.0.0/255.255.0.0:0 any
You can also check the following items: RTS STATISTICS ot

Rts Stacistics:
NON-Eroutes [a]. = 0 rts hits

0 source MAC matched

RTS Statistics [b].
[ ] IPFLOW STATISTICS Clear

IPFLOW Statistics [C] I el | Ipflow Statistics:

0 ipflow hits

Eroute Statistics [d].

EROUTE STATISTICS Clear

1= | Ercute Statistics:
0 eroute, 0 lookup, 0 fail

©2011 Fortinet, Inc.
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==:RTINET

Routing (Continue)

Dynamic Route--RIP

Select the “Dynamic Route--RIP” sub tab [a]. You can enable RIP
by selecting the check box [b]. If you enable the RIP, you need to
further specify the version of RIP via the selector [c]. Then, click
on “SAVE CHANGES” button [d] when it appears.

Click on the action link “Add” [e] and a new configuration page
will be presented. Supply the destination IP address and netmask
[f] properly and click on the “Save” action link [g]. Then, the
added information will be displayed in the table [h]. You can clear
RIP settings by clicking on the “Clear” button [i].

After you set the RIP network properly, the information of the
routes dynamically detected will be displayed in the table [j].

Interface || ARP || Routing || Name Resolution Host ][ DNS]

| _Dafault Doutes  Static Boutas RIS /IDELOW/EDoutas Dynamic Route -- RIP

System Configuration

RESET SAVE CHANGES
Dynamic Route -- OSPF IP Region

RIP SETTINGS
Enable RIP: [V

[~ Version: 2 ~

L— Clear RIP: | Clear

—| "RIP NETWORK

Add———

Destination IP [ Netmask

"RIP NETWORK
Destination IP:

Netmask:

’ Cancel | Save & Add Another | Save

RIP ROUTES

[ Destination IP ] Netmask

| Gateway IP [
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==:RTINET

Routing (Continue)

Dynamic Route--OSPF

Select the “Dynamic Route--OSPF” sub tab [a]. You can enable
OSPF by selecting the check box [b]. Then, click on “SAVE
CHANGES” button [c] when it appears.

Click on the action link “Add” [d] and a new configuration page

will be presented. Supply the destination IP address, netmask and
area ID [e] properly and click on the “Save” action link [f]. Then,
the added information will be displayed in the table [g]. You can

clear OSPF settings by clicking on the “Clear” button [h].

After you set the OSPF network properly, the information of the
routes dynamically detected will be displayed in the table [i].

System Configuration

Interface

Routing || Name Resolution Host || DNS

|_Dafault Boutes  Static Boutes DTS LIBELOW/EBoutes.  Dynamic Boute -. 010 Dynamic Route -- OSPF il L

SAVE CHANGES

OSPF SETTINGS

Enable OSPF: [V

————Clear OSPF: [Clear |

OSPF NETWORK

Delete | Add~]

Destination [P Netmask Area 1D
1 |10.3.100 255.255.255.0 10
2 |103.200 255.255.255.0 20
OSPF NETWORK ' Cancel | Save & Add Another | Save —f——
Destination IP:
i Netmask:
Area ID: (0 - 4294967295)
OSPF ROUTES

Destination IP

Netmask

Gateway IP
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==:RTINET.

System Configuration

Routing (Continue)

Interface |[ ARP |[ Routing |[ Name Resolution Host |[ DNS |
Default Routes Static Routes RTS/IPFLOW/ERoutes Dynamic Route -- RIP Dynamic Route -- OSPF | CE- YT

IP Region IP REGION ROUTE Add | Delete | Clear =f—
Name: asadf -

Select the “IP Region” sub tab [a]. To set the route for IP region, L Gateway: 10.8.6.1

select the desired IP region file name via the selector, and supply Priority: 1999

the gateway IP, priority and weight [b] properly and click on the Weight: 1

“Add” action link [c]. Then, the added information will be Name Gateway [ priority [ weight

1 Jefined_cernet 10861 1999 1

displayed in the table [d]. You can clear IP region route settings by
clicking on the “Clear” button [c].

Clicking on the action link “IP Region Table” and “IP Region
Proximity” [e] will direct you to the related configuration pages.

IP Region Table | IP Region Proximity =—f=—

©2011 Fortinet, Inc.
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==:RTINET.

Name Resolution Host

Make certain you are in Config mode and have selected the
“Name Resolution Host” tab [a]. To add a new host, click on the
action link “Add Network Host” [b].

Within the supplied configuration window, supply the host name
and the host IP address in the text fields [c]. Once completed, click
the next desired action link [d].

All added hosts will be displayed in a sort enabled table [e] for
editing.

To delete a host, select the host name from the table [e] and click
on the desired action link [f]. A new window will appear, click
“OK” to delete ARP entry, click “cancel” to keep the ARP entry.

(imterface [{-ARP-|{-Reuting |- Name Resolution Host |[ DNS |

System Configuration

NETWORK HOSTS

Delete Network Host | Add Network Host=—

Host Name | Host IP

1 |sample 103.06

ADD NETWORK HOST
Host Name:
Host IP:

¥

Cancel | Save & Add Another | Save=—

"NETWORK HOSTS

Delete Network Host add-Networktost—

l Host Name Host IP

1 |sample 10.3.0.6

©2011 Fortinet, Inc.
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DNS

Make certain you are in Config mode and have selected the
“DNS” tab [a].

From this configuration page, you may edit or assign DNS IP
addresses by clicking on the action links [b].

Enter DNS IP address in dotted IP format [d] and click on the
desired action link [e].

To delete a DNS, select the DNS address from the table [c] and

click on the desired action link [b]. A new window will appear,

click “OK” to delete ARP entry, click “cancel” to keep the ARP
entry.

System Configuration

i DNS IP Address:

(Fmertace{{-arr-}[-Routing-|f-Nome Hostf DNS
DNS IP ADDRESSES Delete DNS IP Address | Add DNS IP Address———
| DNS 1P Address |
1 [10354221
ADD DNS IP ADDRESS Cancel | Save & Add Another | Save—
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Advanced Networking

NAT

NAT converts the address behind the FortiBalancer appliance into
one IP address for the Internet and vice versa. NAT also keeps
individual IP addresses hidden from the Internet.

Make certain you are in Config mode, and have selected the
“Advanced Networking” feature link from the sidebar, and further
selected the “NAT” tab [a]. The configuration window displays the
sort enabled table of previously setup NATS.

To create an NAT port configuration, click on the “Add NAT Port”
action link [b]. The configuration window will present some new
fields. First, select the “IP” or “IP Pool” mode via the radio buttons
[c], and then supply the required virtual IP/IP pool name, network
IP, netmask, timeout length (defaults to 60 seconds) and gateway
IP [d]. If “IP Pool” mode is selected, you should first select desired
IP pool name via the selector [e]. Then, click on “Save” [f], and the
created NAT port configuration will be displayed in the table [g].
You can double click on an item in the table to edit the timeout
value.

To create static NAT, click on “Add NAT Static” action link [h].
The window will present four text fields [i], where you can supply
the virtual IP, network IP, timeout length (defaults to 60 seconds)
and gateway IP. Then, click on “Save” [j], and the created static
NAT configuration will be displayed in the table [k]. You can
double click on an item in the table to edit the timeout value.

System Configuration

NAT |[ 1Pv6 |[ IP Region ][ IP Pool |[ Port Forwarding |

NAT PORT CONFIGURATION

Clear NAT Port | Delete NAT Port | Add NAT Port—|

Virtual IP Or Pool Name ‘ MNetwork IP | MNetmask [Timeout | Gateway

2

ADD NAT PORT Cancel | Save & Add Another | Save ADD NAT PORT Cancel | Save & Add Another | Save

Mode: IP @ IP Pool
Virtual IP:
Network IP:

Netmask:

Timeout: 60 (Seconds)

Gateway: 0.0.0.0

Mode: IP IP Pool @
1P Pool: -
Network IP:
Netmask:

Timeout: 60 (Seconds)

Gateway: 0.0.0.0

NAT STATIC CONFIGURATION

Clear NAT Static | Delete NAT Static | Add NAT Static —

Virtual IP lNetwork P

] l_Timeo ut [_Gateway

ADD NAT STATIC
Virtual IP:
Network IP:
Timeout: 60 (Seconds)

Gateway: 0.0.0.0

l Cancel | Save & Add Another | Save =
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NAT (Continue)

To enable the PPTP protocol or change its port number,
you can double click on the Port column to change the
PPTP port [a], and click the “Enable” check box to enable
the PPTP protocol [b]. At last, click on the “Set” button to
save your changes [c].

System Configuration

PROTOCOL CONFIGURATION

Set™ |

Protocol

Poit

Er

\abled

1 |pptp

1723
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IPv6

Fortinet IPv6 implementation includes two parts currently: IPv6
routing and NAT-PT (Network Address Translation-Protocol
Translation).

Select the “IPv6” tab [a], and the window displays the “Addresses”
sub tab by default [b].

Addresses

This page allows you to set the IPv6 addresses for system
interfaces. First, specify the interface name via the selector, and
further input the desired IPv6 address and prefix length in the text
fields [c].

Then, click on the “Set” action link [d]. The configuration will be
displayed in the sort ready table [e]. Note: Only one address can be
configured on each interface.

You can also click on the “Delete” action link to delete a
configuration item in the table or “Clear” to delete all the
configurations [d].

System Configuration

(NAT |[ 1Pv6 |[ IP Region |[ IP Pool |[ Port Forwarding
= Addresses [BUGINCLTIMEN NI

IPV6 ADDRESS Set | Delete | Clear j—

Interface Name: portl «
1Pv6 Address:
Prefix Length: (1-128)

Interface Name IPv6 Address | Prefix Length
port1
port2

port3
port4

Balw o e
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IPv6 (Continue)

Routing
Select the “Routing” tab [a].

First, you can configure the default IPv6 gateway. Input the default
gateway address in the text field (should be a global unicast IPv6
address) [b], and click on the “Set” action link to save your
configuration [c].

Then, you can set the IPv6 static route. Input the destination
address, prefix length and gateway IP address (the destination
address and gateway address should be global unicast IPv6
addresses) in the text fields [d] and click on the “Add” action link
[e]. The configuration will be displayed in the sort ready table [f].

NAT || 1Pv6 || IP Region || IP Pool || Port Forwarding

' Routing |

System Configuration

DEFAULT ROUTE

— Default Route:

Set

Delete

STATIC ROUTES

Destination:

T Prefix Length:

Gateway:

(1 - 128)

Add -

Destination Prefix Length

I Gateway
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IPv6 (Continue)

NATPT
Select the “NATPT” tab [a].

First, you can activate the NATPT translation by selecting the
“Enable NATPT” check box and setting the IPv6 prefix [b], and
then click on the “Set” action link [c] to save your configuration.

To set a dynamic IPv6-to-1Pv4 translation rule, you can input the
IPv4 address, start port and end port in the text fields [d], and click
on the “Set” action link [e] to save your configuration.

To set a static IPv4-to-IPv6 translation rule, you can input the IPv4
addresses and IPv6 address in the text fields [f], and click on the
“Add” action link [g]. The configuration will be displayed in the
sort ready table [h].

The window also displays the NAT-PT translation table [i].

- Start Port:

NAT || I1Pv6 || IP Region || IP Pool || Port Forwarding

- NATPT |

System Configuration

IPV6 NATPT SETTINGS
Enable NATPT: ||

Prefix:

Set —

NATPT IPV6 TO IPV4 SETTINGS
IPv4 Address:

End Port:

(1025 - 65535)
(1025 - 65535)

Set | Delete —

NATPT IPV4 TO IPV6 SETTINGS
IPv4 Address:
IPv6 Address:

Add —

IPv4 Address IPv6 Address

NATPT TRANSLATIONS

Protocol Local Address(src)

Local Address(dst)

l Remote Ac
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IP Region

Make certain you are in Config mode and have selected the “IP
Region” tab [a].

To import an existing IP region table via a local file, you can select
the radio button “Local File” [b], and specify the location of the
local file [c].

To import an existing IP region table via FTP, you can select the
radio button “FTP” [e], and specify the server address [f].

To import an existing IP region table via HTTP, you can select the
radio button “HTTP” [g], and specify the server address [h].

After confirming the supplied information, click on the action link
“Import” to import the IP region table [d]. The name of the IP
region table files imported successfully will be displayed in the
table [i].

To remove an IP region table file, simply select the desired file
name from the displayed list and click on the “Delete” action link
[d]. A new window will appear, click “OK” to delete the file, or
click “cancel” to cancel the deletion.

Double click on an IP region table file in the table, and the contents
of the files will be displayed [j].

Clicking on the action link “IP Region Route” and “IP Region
Proximity” [K] will direct you to the related configuration pages..

B Name:
Local File: Erowsa...

T
Name: }

System Configuration

~ 1Pv6 |[ 1P Region |[ 1P Pool |( Port Forwarding |

IP REGION TABLE T'Using: Local File ®  FTP HTTP ) ] (Import | Delete | Clear }-—

IP REGION TABLE [ Using: Local File FTP @ —HFP——Import|Detetet-CSlear——
Name: }

FTP URL: ftp://
IP REGION TABLE [ Using: Local File FTP HTTP @ “—Import|-Belete-|-Elear——

_HTTP URL: http://
-

Name

asadf

predefined_cernet

predefined_cnc
predefined_ct

Balw (e

IP Region Route | IP Region Proximity —

Subnet Country Description

bt 58.116.0.0/14 CN China Educaticn and Research Network

58.128.0.0/13 CN China Education and Research Network
58.154.0.0/15 CN China Educaticn and Research Network
5€.192.0.0/12 CN China Education and Research Network
59.64.0.0/12 CN China Education and Research Network

110.64.0.0/15 CN China Education and Research Network

111.114.0.0/15 CN China Education and Research Network
111.116.0.0/15 CN China Education and Research Network
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IP Pool

Make certain you are in Config mode and have selected the “IP
Pool” tab [a].

To set an IP pool, you can input the pool name, start IP and end IP
of the IP segment to be added into the IP pool in the text fields [b],
and click on the “Add” action link [c] to save your configuration..

The configuration will be displayed in the IP pool list table [d].
You can also click on the “Delete” action link to delete a
configuration item in the table or “Clear” to delete all the
configurations [e].

NAT |[ IPv6 |[ IP Region |[ IP Pool |[ Port Forwarding |

System Configuration

ADD IP POOL
p AL

Pool Name:

Start IP:
End IP:

Add ——

IP POOLS LIST

Delete | Clear }—

Pool Name
+— | Pooll

1 Stirt ]_D
10.8.6.47

[end P
10.8.6.49
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Port Forwarding

Port Forwarding allows the FortiBalancer appliance to
transparently forward traffic destined for one IP and port to another
port on the network. All related network servers should point to the
appliance for their gateway routes to take full advantage of port
forwarding.

Make certain you are in Config mode, and have selected
Advanced Networking from the sidebar, and further selected the
“Port Forwarding” tab [a].

TCP/UDP

Select the sub tab “TCP/UDP” [b]. The configuration window
displays two sort enabled tables of previously setup TCP and UDP
port forwarding schemes.

To set up port forwarding, click on “Add TCP Entry” for TCP [c]
or “Add UDP Entry” for UDP [d]. The configuration window will
present several text fields [e], where you can supply the local IP
address and port, the remote IP and port as well as the timeout
length in seconds (the configuration fields are the same for UDP
and TCP; only TCP configuration is pictured here.). Choose the
appropriate action link [f].

To delete schemes, simply select the configuration from the table
and click on “Delete TCP Entry/Delete UDP Entry” [c]/[d]
respectively. You can double click on a configuration in the table
to go to the timeout value edit page.

System Configuration

I

™ TCP/UDP

NAT | 1IPvs |[ IP Region || IP Pool

Port Forwarding

TCP PORT FORWARDING

( Delete TCP Entry | Add TCP Entry H

Local IP

' Local Port

| Remote IP | Remote Port | Timeout

UDP PORT FORWARDING

Delete UDP Entry | Add UDP Entry =

_J__I.ocal IP

lLocaI Port

LRemote P [Remote Port [_Timeout

Local IP:
Local Port:
Remote IP:

Remote Port:

Timeout:

ADD UDP ENTRY

60

*Caucel | Save & Add Another | Save -
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Port Forwarding (Continue)

Mode

You may set the FortiBalancer appliance for transparent (default)
or You may set the FortiBalancer appliance for transparent
(default) or non-transparent port forwarding.

Select the sub tab “Mode” [a]. The configuration window displays
two radio buttons to set the transparent mode or non- transparent
mode [b] for port forwarding. This will affect TCP/UDP Port
Forwarding.

Select the desired mode and click the “SAVE CHANGES” button
[c] to save the settings.

Port Forwarding

System Configuration

SAVE CHANGES

PORT FORWARDING MODE

* Note: The Mode configuration below will affect both TCP/UDP and SSL Port

Forwarding.

— Mode: Transparent @

Non-transparent
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Clustering

The Fortinet Clustering Technology allows you to maintain high
availability within local sites. Virtual Clustering provides high
availability to SLB VIPs for the outside interface and for redundant
gateways via the inside interface.

Make certain you are in Config mode and have selected
“ Clustering ” from the sidebar [a].

You can see four tabs in the configuration window: Virtual
Clusters, Fast Failover, Discreet Backup Mode, and Statistics [b].
Note that to use the Fast Failover (FFO) function you have to first
get the FFO license. Otherwise, the Fast Failover and Discreet
Backup Mode tabs will not be displayed on the WebUI.

System Configuration

SYSTEM CONFIGURATION

General Settings
Basic Networking
Advanced Networking
Clustering

Virtual Clusters || Fast Failover || Discreet Backup Mode || Statistics |

VIRTUAL CLUSTER CONFIGURATION
Enable Al Virtual Clusters: [ Enable NOW |

Disable Al Virtual Clusters: [ Disable NOW

Gratuitous ARP Interval: 60_ ) (30-65535 second, 0 means only send gratuitous ARP when
switching to master.)

VIRTUAL CLUSTER LIST Delete Virtual Cluster | Add Virtual Cluster
|lnterfa¢¢ Name | Virtual Cluster ID (VCID) Virtual Cluster Enable | Virtual Cluster
| 1 |portl 5 on incomplete
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Virtual Clusters

Click on the buttons [a] to enable or disable virtual clusters. Set the
interval of sending gratuitous ARP packets in the text box [b].

Select “Add Virtual Cluster” [c] and a new page will appear. Give
the virtual cluster an ID (1-255), and assign the cluster to an
interface via the selector [d]. Then, select “Save” [e]. The
information will be displayed in the table [f]. Double click on an
entry in the table, the clustering configuration window for the entry
will appear. You may also select from the created virtual clusters
via the selector [g].

General Settings

Select “General Settings” sub tab [h]. Enable the individual cluster
and/or preemption via the check boxes [i]. Set advertisement
interval in the text field [j]. Use the radio buttons [k] to configure
whether to use an authentication code or not. If “Yes” is selected,
you need to further input the password [I]. Click on the button [m]
to save changes.

System Configuration

Virtual Clusters ][ Fast Failover ]f Discreet Backup Mode_][ Statistics ]

VIRTUAL CLUSTER CONFI
Enable All Virtual Cluster§: [ Enable NOW |

Disable All virtual Clusterd: [ Disable NOW |

1 Gratuitous ARP Interval: o
switching to master.)

60 (30-65535 second, 0 means only send gratuitous ARP when

VIRTUAL CLUSTER LIST

Delete Virtual Cluster | Add Virtual Cluster s

E Interface Name Virtual Cluster ID (VCID)

Virtual Cluster Enable |\ﬁrtual Cluster

1 _|port1 5

on incomplete

ADD VIRTUAL CLUSTER l

Virtual Cluster ID (VCID): (1-255)

Interface Name: portl «

Cancel | Save & Add Another | Save ———

P ————

Select Virtual Cluster (Interface Name, VCID): portl, 5 =

 General Settings |[ Virtual 1P (VIP) |[ Priority |

[Back to top menu]

VIRTUAL CLUSTER GENERAL SETTINGS
Enable This Virtual Cluster:

Enable Preemption: [V|

|_— Advertisement Interval: 5 (3 - 60 Seconds, Default = 5)
-] Use Authentication Code: No Yes @
// Password: (Up to 8 Characters of Authentication Code)
-""'--
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Virtual Clusters (Continue)

Virtual IP (VIP)

Make certain you select the “Virtual IP (VIP)” tab [a]. Select the
action link “Add VIP Entry” [b]. The configuration window will
present a new screen.

Supply the VIP in dotted format in the text field [c]. Next, click on
the desired action link [d]. The configured VIP will be displayed in
the table [e].

Priority

Select the “Priority” sub tab [f]. To set priority, firstly you should
add a node from “Config Management” (Please refer to the
“Config Management” chapter for further information). Then,
navigate back to the “Priority” sub tab and directly double click on
the Priority column [g] to modify the value.

Once you’ve added a virtual cluster, it will be displayed in the table
[h] under the “Virtual Clusters” tab [i]. You can use either of the
two buttons [j] to universally enable or disable the clusters.

System Configuration

Select Virtual Cluster (Interface Name, VCID): portl, 5 ~ [Back to top menu]

\___{ General Settinas || Virtual 1P (vIP) |[ Priority |

VIRTUAL CLUSTER VIP CONFIGURATION

I\ﬁrtual 1P (VIP) | Interface Name | Virtual Cluster ID (VCID)

Delete VIP Entry | Add VIP Entry

el Viirtual IP (VIP):

ADD VIP ENTRY ' Cancel | Save & Add Another | Save

Select Virtual Cluster (Interface Name, VCID): portl, 5 + [Back to top menu]

General Settings H Virtual IP (VIP) “ Priority ‘l

VIRTUAL CLUSTER PRIORITY SETTINGS [ Priority Range = 1 - 255, 1=Lowest, 255=Highest ]

Please click on the desired Priority column in the table below to change and assign different priority to the

node/peer.
| Priority Node/Peer Name NodefPeer Type Node 1s Memt
1 100 Primary *Local/Primary Node

" Virtual Clusters " Fast Failover ][ Discreet Backup Hoda] |' Statlstlcs]

VIRTUAL CLUSTER CONFIG
Enable Al virtual Clusters:| [ Enable NOW ]

Disable Al virtual Clusters: Disable NOW

Gratuitous ARP Interval: 60_ (30-65535 second, 0 means only send gratuitous ARP when
switching to master.)

VIRTUAL CLUSTER LIST Delete Virtual Cluster | Add Virtual Cluster

| Interface Name | Virtual Cluster ID (VCID) | Virtual Cluster Enable | Virtual Cluster

_}_'] portl 5 on incamplete
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Fast Failover

Select the “Fast Failover” tab [a].

You can enable fast failover by checking the box [b], and set FFO
interface carrier loss timeout in the text field [c]. Then, click on the
“SAVE CHANGES” button [d] to save the settings you made.

Discreet Backup Mode

Select the “Discreet Backup Mode” tab [e].

You can enable the cluster discreet backup mode by checking the
box [f]. Note that to have the discreet backup mode work, you have
to first enable FFO. You can do this by selecting the check box [b]
under the “Fast Failover” tab.

At last, remember to click on the “SAVE CHANGES” button [g] to
save the changes.

-WMWS‘I Failover ] [ Discreet Backup Mode ][ Statistics ]

RESET SAVE CHANGES

System Configuration

VIRTUAL CLUSTER FAST FAILOVER(FFO)

Enable Fast Failover: [¥

FFO Interface Carrier Loss Timeout: 1000 (0-65535 Milliseconds)

\-Clustess|| Fast Failover |[ Discreet Backup Mode [ Statistics |

RESET

SAVE CHANGES

VIRTUAL CLUSTER FAST FAILOVER(FFO)

e . E13bIE Fast Failover: [V

FFO Interface Carrier Loss Timeout: 1000 (0-65535 Milliseconds)
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Statistics

Select the “Statistics” tab [a]. The statistics information about all
configured clusters [b] and transition logs of virtual clusters [c] are
displayed here.

To clear cluster statistics or transition logs, users can select a
desired cluster or all clusters (all) from the selector [d] and click on
the “Clear” action link [f].

H-lserect-Backup-rinde-H-statistics |

System Configuration

/

—

-_—

VIRTUAL CLUSTER STATISTICS Virtual Clusters  all b

pr—t— DOM1 5 0 1] 1] o

Interface VCID Transition to Master | Quit Master VRRP Loss = Quick Transition | Inconsistency |

Clear ==

0 |

VIRTUAL CLUSTER TRANSITION LOG Virtual Clusters  all -

Clear —

_|.x£nm = portl, veid = 5

\"--.._
\ |
‘\“-.
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WebWall

The Webwall function of the FortiBalancer appliance allows you to
filter TCP, UDP and ICMP packets from the network by creating
permit/deny rules. You can enable the Webwall function on desired
interfaces, define various permit/deny access control rules and
further bind these rules to desired interfaces within the network.

Make certain you are in Config mode and have selected the
feature link “ Webwall “ from the sidebar [a].

Access Control

Select the “Access Control” tab [b]. You can enable the Webwall
function on desired interfaces via the check boxes [c]. There are
two modes: 0 and 1. Refer to section [d] for descriptions of the two
modes. Confirm the interfaces and modes to enable and click on
“SAVE CHANGES” [e] to make your settings take effect.

System Configuration

General Settings
Basic Networking
Advanced Networking

Clustering
Webwall
- Access Control |r Attacking Packet Filler]
WEBWALL STATUS
| Interface Name | Enable: Mode 0 ‘ Enable: Mode 1 | -
1 |port1 [ =
2 |port2 ) r
3 |port3 v r
4o i I
5 |ports I r
6 |ports = r
7 |portz r r ~|
Mode:

0: Normal mode. All the packets will follow ACL rules;
1: Ack mode. In this mode, WebWall is backward compatible in that all the ACK TCP packets will be

permitted by default.
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Access control (Continue)

To define the access control rules, select the action link “Add” [a].
Some new parameters will appear [b]: supply the Access list ID,
permission setting (permit or deny), protocol (ICMP, TCP or
UDP), source IP with netmask, destination IP with netmask (if TCP
or UDP protocol is selected, you need to further input the source
port and destination port), and select an ICMP type via the selector.
Then, click on the “Save” action link [c]. The access rule will be
displayed in the sort-ready table of access list [d].

After creating an access control list, you can bind the rules in the
list with desired interfaces.

First, select an interface via the selector [e], and input the ID
(1-999) of the access control rule to bind with the interface in the
text box [f]. Then, click on the action link “Add” [g]. The
configuration will be displayed in the sort ready table [h].

System Configuration

ACCESS LIST CONFIGURATION

Clear | Delete | Add——

ID | Action |Plotoc...| Source (IP/NetworkMask:Port)

[ Destination (IP/NetworkMask:Port) ‘ Interface |

1 |5 PERMIT [CMP  10.11.1/255.255.255.255

20.2.2.2/255.255.255.255

ADD ACCESS LIST ENTRY
Access List ID: (1-999)

Action: PERMIT ~

Protocol: ICMP

Source IP:

Source Network Mask:

Destination IP:

Destination Network Mask:

ICMP Type: Echorequest =

Cancel | Save & Add Another | Save ———

ACCESS GROUP CONFIGURATION

Clear | Delete | Add/

—1— Interface: - Access List ID: (1 - 999) =
Interface Name D |
1 |port3 5
2 |bondl 5
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Attacking Packet Filter

Select the “Attacking Packet Filter” tab [a].

You can set the level to filter invalid packages via the radio buttons
[b]. Three levels (0, 1 and 2) are available. Refer to section [c] for
descriptions of the three levels. After setting the level properly,
click on the “SAVE CHANGES” button [d] when it appears to
save your configuration.

You can also view the filtering statistics of attacking packets in
details in the table [e].

System Configuration

M Attacking Packet Filter ]

ATTACKING PACKET FILTERING

= Filter Level: D 1@ 2C

0: Disable the internal filter for IP packets.
That is to say, it will permit any packets to Ethernet card into our system.

1: System will drop the packets which match the following cases:
(1) Source IP or destination IP is 0.0.0.0
(2) Source IP is 255.255.255.255
(3) Source IP is 224.x.x.x
(4) TCP port or UDP port is zero. This requires the WebWail on the specific interface.

2: System will drop the packets which match the following cases:
(1) Source IP or destination IP is 0.0.0.0
(2) Source IP is 255.255.255.255
(3) Source IP is 224.x.x.%
(4) TCP port or UDP port is zero. This requires the WebWall on the specific interface.
(5) Source IP is the local IP address, but the packets are received by Ethernet

interfaces.
ATTACKING PACKET FILTER STATISTICS
|___Dropped packets
. - RTS rout
tnvalid 1P Invalid TP Invalid UDP  Invalid 1P joopback
address port port route
0 0 0 0 0
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Monitoring

The FortiBalancer appliance allows you to monitor the interface
running status and further shows you the realtime interface
statistics.

Make certain you are in Enable mode and select the feature link
“Monitoring” from the sidebar [a].

Interface Statistics

Select the “Interface Statistics” tab [b] and the window will
display detailed information about the realtime interface and
VLAN (if configured) statistics in the box [c]. The page is
automatically refreshed every twenty seconds.

SYSTEM CONFIGURATION

General Settings
Basic Networking
Advanced Networking
Clustering
Monitoring

" Interface Statistics ][ NAT Translation ‘l'al:lias]

System Configuration

INTERFACE STATISTICS

1) This page will be automatically refreshed every 20 seconds.
2) FW Not Permit/Deny value is NfA means currently FireWall is disabled.
3) Throughput In/Out shows the average throughput of every 5 minutes

Bytes In es Out Pkts Pkts Errs Errs FW Not FW |
Name Status (l"l';vtas) ?::Bv‘l ) In | Out | In | out 8| permit |Deny |
portl | active 4 10 2132335776 | 0O 0 0 N/A NA |
port2 Ino carrier 0 0 0 0 0 0 0 N/A NA |
port3 Ino carrier 0 0 0 0 0 0 0 N/A NA |
'port4 no carrier 0 0 0 0 0 0 0 N/A N/A |
Name Throughput In Throughput In Throughput Out Throughput Out

(MBytes/Sec) (Pkts/Sec) (MBytes/Sec) (Pkts/Sec)
portl 0 0 0 0
port2 0 0 0 0
port3 0 0 0 0
portd 0 0 0 0
Note:
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NAT Translation Tables

Select the “NAT Translation Tables” tab [a] and the window will
display detailed information about the normal NAT translation [b],
PPTP GRE NAT table overview [c] and the PPTP GRE NAT table
[d]. The page is automatically refreshed every five seconds.

System Configuration

This page will be automatically refreshed every 5 seconds.

—’-l'nterfuccﬂtutlsﬂu-]f NAT Translation Tables 1
NORMAL NAT TABLE
From IP I From Port I Through IP | Through Port I ToIP To Port
4 | »f
PPTP GRE NAT TABLE OVERVIEW
Current GRE tunnel | Total Out Packets Total In Packets Total Out Bytes | Total In Byte: :]
1 |o 0 0 0 0 |
< |
PPTP GRE NAT TABLE
From IP From Call ID Through IP I Through Call ID I TolP | To Call ID
< 2
Note:
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Server Load Balance

Server Load Balance

Server Load Balancing (SLB) allows you to distribute load and
traffic to specific groups of servers or to a specific server. The
FortiBalancer appliance supports server load balancing through
layer 2 to 7 of the OSI network model. The L4 SLB is mostly
concerned with port based load balancing, and the L7 SLB is used
when you want to perform load balancing based on URLs, HTTP
headers or cookies.

Real Services

The first step in setting up your network architecture with the
FortiBalancer appliance to perform SLB tasks is to create and
configure your real services.

Make certain you are in Config mode and have selected the
feature link “Real Services” from the sidebar [a]. The
configuration window will display two tabs [b]. The default page is
“Real Services”.

SERVER LOAD BALANCE

Real Services

—{ Real Services ][ Health Check Setting n

SLB REAL SERVICES CONFIGURATION Delete Real Service Entry | Add Real Service Entry

| Real Service Name | Real Service Type Real Service IP ]R:al Service Port R
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Real Services

Select the action link “Add Real Service Entry” [a]. The
configuration window will present a new screen.

The new screen is for you to configure real servers. Depending on
which type of real service is specified, certain parameter fields will
appear, change or disappear [b].

Then set the health check type for the real service via the selector
(FTPS and RDP types are supported in 8.2) [c], and configure the
related parameters of health check [d]. The parameter fields may
vary with different health check types. Note: For the TCP real
services, LDAP health check can be set up. For the UDP and
SIP-UDRP real services, the Radius health check can be configured.

Finish the configuration of the real service and its health check by
clicking on the desired action link [e].

Server Load Balance

Real Services ][ Health Check Setting ]

SLB REAL SERVICES CONFIGURATION Delete Real Service Entry | Add Real Service Entry —

| Real Service Name

I Real Service Type | Real Service [P | Real Service Port R

Real Sewices] Health Check Settin

ADD REAL SERVICE ENTRY

Real Service Name:
Real Service Type:
Real Service IP:
Real Service Port:

Connection Limit:

Health Check Type:

Cancel | Save & Add Another | Save
REAL SERVICE SETUP [Enable this Service: |/ ]

tep -

1000

HEALTH CHECK SETUP
tep v

Health Up Limit:

R

3 Health Down Limit: 3
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Real Services (Continue)

Once you’ve added a real service, it will be displayed in the sort
ready table [a]. The status of the service is also displayed:

i  Enabled and Up (healthy);
W  Enabled but Down (unhealthy);
) Disabled.

Select a created real service from the table [b] and double click on
it. The configuration window will present a new window to
complete more real services configurations.

Edit Real Service

Select a desired real service from the selector [c]. Use the check
box to enable the real service [d]. You may change the real service
settings and health check settings [e], and finish the system
warm-up configuration [f]. Then, remember to click on the “Save”
action link [g] to save your settings.

This page also displays the current running statistics concerning the
selected real service [h].

Server Load Balance

SLB REAL SERVICES CONFIGURATION

Delete Real Service Entry | Add Real Service Entry

| Real Service Name | Real Service Type

Real Service IP | Real Service Port | Real Service Status

1 |MOss2 tc
= P

10.5.54.222 80 (¥

—Select Real Service: MOS52 - [Back to top menu] l

Edit Real Service | Additional Health Check |

EDIT REAL SERVICE ENTRY

Real Service Name:

Real Service Type:

REAL SERVICE SETUP [Enable this Service: [v!]

tcp

Real Service IP:
Real Service Port:

Connection Limit:

Health Check Type:
Health Up Limit:

10.5.54.222

80

1000

HEALTH CHECK SETUP

tep -

3 Health Down Limit: 3

WARM-UP SETUP

[ Recovery Time:
l warm-up Time:

3 |

STATISTICS

Real Service:
Main health check:
Connection Count:

Average Response time:

MOSS2 10.5.54.222 80 DOWN INACTIVE
10.5.54.222 8O tcp DOWN
0

Qutstanding Request Count 0
Total Hits:

0
0.000 ms

Cancel | Save —
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Server Load Balance

Real Services (Continue)

Additional Health Check
Select Real Service: MOSS2 ~ [Back to top menu]

Click on the “Additional Health Check” tab [a]. This page allows __(Caiwasl samica)( Additional Health Check |
you to set additional health check for the specified real service. |

ADDITIONAL HEALTH CHECK RELATION

Set the relation between additional health checks via the radio p—t==Acciioga Haith theccRelation:1 o O R snd @

buttons [b]. Set the health check name and select health check type shln il e LB e e S
[c]. Enter health check IP address and port [d]. Depending on Real Sanvice Mame: MOSS2 DS wviog Ivps{op

which additional health check type is specified, certain parameter | (teat check o Heath Check Port: )

fields will appear, change and disappear [e]. The Radius health I e Tpe. 1 - - )

check and LDAP health check are both supported with different == . ot

ADDITIONAL HEALTH CHECK LIST Delete

parameter fields.
| Real Service Name | Health Check IP Health Check Port | Health Check Type |Real Service Status

After completing the operation, click the action link “Add” [f]. The
added additional health check will be displayed in the table below

la].
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Health Check Setting

Make certain you select the “Health Check Setting” tab [a]. Use
the check box to enable the health check [b]. Set the health check
interval and server timeout in seconds [c]. Use the check box to
enable failover function [d]. Configure the times of retries before
failover [e].

Set the request index and string in the text fields [f]. You may
overwrite the existing request string of any index from 0 to 999.
The new request string will be listed in the Existing Requests list

la].

Set the response index and string in the text fields [h]. You may
also overwrite the response string of any index from 0 to 999. The
new response string will also be listed in the Existing Responses
list [i].

Set the health early warning threshold in the text field [j], which
ranges from 0 to 60000 milliseconds.

Remember to click on the “SAVE CHANGES” button after
completing the settings [K].

You can click on the “Delete” buttons respectively to delete
specified existing request or response, or click on the “Clear”
button to clear all existing requests or responses [I]. You can also
click on the “Clear” button to clear the health early warning setting

[m].

Real Services || Health Check Setting ]

Server Load Balance

RESET SAVE CHANGES

HEALTH CHECK SETTING

Enable Health Check: V]

[Health Check Interval(seconds):

Server Timeout(seconds):

Retries Before Failover:

Request Index:

I

Existing Requests:
Response Index:
Existing Responses:

Health Earlywarning:

Enable Failover: [7]

3

0 Request String: HEAD / HTTP/1.0\r\n\r\n

0 HEAD / HTTP/1.0\r\n\r\n v

0 Response String: 200 OK
0 200 OK -

0 (0-60000 mill'rsecond%

Delete | | Clear |

Delete Clear |

Clear |
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Health Check Setting (Continue)

To configure a reflector for L2 SLB TCP health check, input the
name, IP address, port of the reflector in the text fields and set the
protocol via the drop-down list [a]. Then click on the action link
“Add” [b] and the new reflector will be listed in the sort ready table

[c].

You can select a specific reflector and delete it or clear all the
reflectors by clicking on the desired action link [b].

Server Load Balance

IP REFLECTOR LIST

Name: |reﬂector1
1P: 110.3. 121.3

(Add | Delete | Clear {—

port: [7777
Protocol: |tcp -
Name P Port Protocol
1 | reflectorl 10.3.121.3 7777 tep
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Server Load Balance

Virtual Services

SERVER LOAD BALANCE]

Real Services
Virtual Services

A Virtual IP is an IP address that you define and that will service
requests for the content which a group is designed for. For

example, if groupl is a set of image servers, we could define a VIP i
of 10.10.0.10 that is tied to groupl. Any requests made to this

[ virtual Services

All Policy Statistics

Policy Order Templates || Virtual Service Global Setting

ADD VIRTUAL SERVICE Add

Virtual IP will be passed to either the Cache or SLB subsystem Vitual Sarvice Name: (Enable this Service: ]
depending on your cache and SLB settings. In essence you are Virtual Service Type: TGP~
hiding your internal architecture by only exposing one IP and not Virtual Service IP:

many. = Virtual Service Port:

) ) ) Enable ARP: [V
Make certain you are in the Config mode and have selected the

feature link “Virtual Services” from the sidebar [a]. The
configuration window will display four tabs [b]. The “Virtual
Services” page is displayed by default [c].

Connection Limit: 0

VIRTUAL SERVICE LIST Delete|Edit

Virtual Service Name Virtual Service Type Virtual Service 1P Virtual Service Port
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Virtual Services

Set the virtual service’s name [a]. Use the check box to enable the
virtual service [b]. Select the virtual service type from the selector
(RDP type is supported in 8.2) [c]. Set the virtual service IP and
port [d]. Use the check box to enable ARP [e]. Set the maximum
number of open connections per virtual service [f]. Depending on
which type of virtual service is specified, certain parameter fields
will appear, change or disappear. Click on the desired action link
[g] to add a virtual service. Once a virtual service is added, it will
be displayed within the table [h]. Select a virtual service in the table
and double click on it or click on the action link “Edit” [i]. A new
configuration window will present a new series of tabs for
completing virtual services configuration.

/

\

Server Load Balance

Virtual Services ]fAII Policy Statistics ]f Policy Order Templates ]r Virtual Service Global Setting ]

ADD VIRTUAL SERVICE

Add

Virtual Service Name: [Enable this Service: [V]]
| Virtual Service Type: TCP i

Virtual Service IP: ]

Virtual Service Port: J

e Enable ARP: [V]

Connection Limit: 0

VIRTUAL SERVICE LIST

Delete|Edit

Virtual Service Name Virtual Service Type Virtual Service IP

Virtual Service Port \
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Virtual Services (Continue)

Vlink Setting

Select a vlink in “Vlink List” [a], double click it or click

the “Edit” actional link [b], and a new window will display.

In the “Vlink Setting” window, you can set the regex case
mode for the vlink via the radio button [c]. Then, click on
the “Save Changes” button [d].

Server Load Balance

VLINK LIST

Viink Name:

Add|Edit|Delete|Clear

Viink Name

1 |a3a

Select Vlink: aaa ~ [Back to top menu]

Vlink Setting |

4

RESET

SAVE CHANGES

VLINK SETTING

—— RagEx case mode: insensitive sensitive

use global mode @
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Virtual Services (Continue)

Virtual Services Settings

You may select from created virtual services via the selector [a],
and modify configurations about the virtual service in the area [b].
Then, click on “Save” [c].

More parameter fields [d] are available for completing settings of
the selected virtual service. Depending on the different types of the
created virtual services [e], certain parameter fields will appear,
change or disappear. For the virtual services of TCP, UDP or IP
type, the Triangle Proxy mode is available for configuration; for
the HTTP type, redirecting all HTTP requests to HTTPS requests is
supported; for the UDP type, the packet based forwarding mode
can be enabled via the check box [f].

Then, click on the “Save Changes” button [g] to save your settings.

Server Load Balance

——Select-Virtual-Serviees V1 ~ [Back to top menu] RESET SAVE CHANGES

Virtual Service Settings |[ Virtual Service Statistics |[ URL Rewrite |[ URL Filter |[ HTTP Forwarding |

Virtual Service Port: 80
Enable ARP: [

Connection Limit: 0

* Note: Change virtual service parameter will delete all original configuration of this virtual service: policy, URL
rewrite, URL filter etc.

VIRTUAL SERVICE INFOMATION Cancel |Save

Virtual Service Name: v1 vVirtual Service Type: HTTP  ~
L Virtual Service IP: 10.3.70.65

VIRTUAL SERVICE SETTING

TCP Timeout:

Redirect All HTTP Requests to HTTPS:

Enable OWA Support:

Additional HTTP Request Headers:

HTTP Client IP Headers:

Remove Port From Location Header:

Rewrite Redirections From Backend to Use HTTPS:
Enable data compression for this service: (V]

Enable X-Forwarded-For for this service: ||

RegEx case mode: insensitive sensitive use global mode @
Mode: Us® System Operate as Operate as
ionisd Mode Transparent Proxy Reverse Proxy

Enable this Service: [V]

Enable Cache: [V Enable Packet Based Forwarding Mode:
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Virtual Services (Continue)

Virtual Services Settings (Continue)

And also on this configuration page, if the virtual service’s port is
set to be 0, the “Port Range List” will be displayed here [a].
Administrators need to configure “Begin port” and “End port” [b]
and then click on the action link “Add” [c], and then the port range
will be added to the table [d]. For a virtual service, you can
configure three port ranges at most.

Also on this configuration page, you may assign the virtual service
to the established groups as set up earlier in the configuration
process. Use the scroll down menu to select the desired group and
the necessary policy [e]. Depending on different virtual service
types, certain parameter fields will change, appear or disappear [f].
Click on the desired action link “Add” [g]. The group and the
policy will be displayed in the sort ready table [h].

Use the scroll down menu to assign the configured real services [i]
to the virtual service. Then choose a policy order template by the
selector [j] for the virtual service.

Server Load Balance

VIRTUAL SERVICE INFOMATION
Virtual Service Name: asdf
Virtual Service IP: 172.16.85.41
I Virtual Service Port: 0
Enable ARP: @
Connection Limit: 0

URL rewrite, URL filter etc.

Virtual Service Type: HTTP

-

= Note: Change virtual service parameter will delete all original configuration of this virtual service: policy,

Cancel |[Save T

PORT RANGE LIST

Begin port:

End port:

Add|Delete =f—

Begin port End port

Protocol

Destination or port

|-

ASSOCIATE GROUPS

Virtual Service Or Vlink: asdf ~

Netmask:
Low Port:
High Port:

Policy Precedence:

Eligible Viink Or Groups | Policy Name

Eli Attribute

Eligible Groups: g1 = Eligible Policies: qos clientport v)
Policy Name:
Network IP:

Add|Deleto ==f—

Value

ASSOCIATE REAL SERVICE (STATIC POLICY)

Set

Static Real: -

ASSOCIATE POLICY ORDER TEMPLATE

Policy Order Template: -

Set
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Virtual Services (Continue)

Virtual Services Statistics
Select the “Virtual Service Statistics” sub tab [a].

To view statistics of a desired virtual service, select the service
from the drop-down list [b] and the window will display related
running statistics for the virtual service, including virtual service
statistics, policy statistics, cache statistics and compression
statistics [c].

You can clear desired statistics information by clicking on the
action link “Clear” [d].

—Gelect-Virtual-Serviee: asdf ~ [Back to top menu]

Server Load Balance

Virtual Service Settings || Virtual Service Statistics || URL Rewrite |[ URL Filter |[ HTTP Forwarding |

VIRTUAL SERVICE STATISTICS

Clear

http virtual service “asdf" (172.16.85.41:0)
Max Connection Count:
Current Connection Count:
Total Connection Count:
Total Bytes In:

CR-N-N-1

POLICY STATISTICS
All Policy: -

Clear =1

CACHE STATISTICS

Clear

Basic Statistics:
Requests received:

Requests with GET method: 0
Requests with HEAD mechod: Q

Reverse Proxy Cache Statistics for Virtual Service: asdf

COMPRESSION STATISTICS

Clear

Compression Statistics for Virtual Service: asdf
Throughput Statistics:
0 Total bytes sant out to client
0 Total bytes s2ent To compression
0 Total bytes rcvd from compression
0 Sent bytes/second
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Virtual Services (Continue)

URL Rewrite

Select the “URL Rewrite” sub tab [a], and a configuration screen
will appear. The contents in this configuration page are available
only if you have selected the HTTP or HTTPS type of virtual
service.

HTTP Redirect: Assign a name to the HTTP redirect policy [b].
Set the priority of the rule [c], the larger the higher. Set the HTTP
status code to send back response by selecting from the selector
[d]. Set an exact string of host header and regular expression to
match the path of the request [e]. Select a new protocol of
redirected response, either HTTP or HTTPS [f]. Then assign a new
name to the redirected response and Set a new string to replace the
part matching Path Regex [g]. Click on the desired action link
“Add” [h]. The configurations will be displayed in the table below
[i].

Server Load Balance

Virtual Service Settings |[ Virtual Service Statistics |[ URL Rewrite |[/URL Filter |[ HTTP Forwarding |
i

Add|Delete

HTTP REDIRECT
[ — /
Policy Name: Prigrity: Response Code: 301 ~

Original Protocol: Host: Path Regex:
New Protocol: http ~*  Host: Fath Replacement:
Policy Name Prionty Host Path Regex | New Protocol Host Path Rep

L~
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Virtual Services (Continue)

URL Rewrite (Continue)

HTTP Rewrite Request URL: Assign a name to the HTTP
rewrite policy [a]. Set the priority of the rule [b], the larger the
higher. Set the exact string of host header and regular expression
[c] to match the path of the request. Then assign a new name to the
rewritten request [d]. Set a new string to replace the part matching
Path Regex [e].

Click on the desired action link “Add” [f]. The configurations will
be displayed in the table below [g].

Server Load Balance

HTTP REDIRECT |

Add|Delete

Policy Name: Priority: Response Code: 301 -
Original Protocol: (Host: Path Regex:
New Protocol: http ~  Host: Path Replacement:

| Policy Name Priority ] Host | Path Regex | MNew Protocol Host Path Rep
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Virtual Services (Continue)

URL Rewrite (Continue)

HTTP Rewrite Response URL: Assign a name to the HTTP
rewrite policy [a]. Set the priority of the rule [b], the larger the
higher. Use the scroll down menu to select an original protocol,
HTTP, HTTPS or both [c]. Set the exact host string in the response
“Location:” header and regular expression to match the path in the
response “Location:” header [d]. Use the scroll down menu to
select a new protocol [e]. Then assign a new host name to the
rewritten request and configure a string to replace the part
matching Path Regex [f].

Click on the desired action link “Add” [g]. The configurations will
be displayed in the table below [h].

Server Load Balance

|

HTTP REWRITE REQUEST PRL | Add|Delete
Policy Name: Priority:
Onginal Protocel: ( Hest: Path Regex:
New Protocol: (_ Host: Fath Replacement: ]
Policy Name ] Priority | Host | Path Regex Host Path Replacement |
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Virtual Services (Continue)

URL Rewrite (Continue)

HTTP Remove Request Header: Input the name of the HTTP
header to be removed from all client requests for this virtual service
in the text box [a] and click on the action link [b]. Then, the header
name will be displayed in the table [c]. To delete a header name
from the table, select it in the table and click on the action link
“Delete” [b].

HTTP Remove Response Header: Input the name of the HTTP
header to be removed from all server responses for this virtual
service in the text box [d] and click on the action link [e]. Then, the
header name will be displayed in the table [f]. To delete a header
name from the table, select it in the table and click on the action
link “Delete” [e].

Server Load Balance

HTTP REMOVE REQUEST HEADER

Header Name:

AdHBelete—

Header Name

HTTP REMOVE RESPONSE HEADER

|-

Header Name:

Add|Delete —

Header Name
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Virtual Services (Continue)

URL Filter

Make certain you are in Config mode and Select the “URL
Filter” sub tab [a], and a configuration screen will appear. URL
filtering includes VIP URL filtering and global URL filtering.
(Here, only VIP URL filtering configuration is described. Please
refer to the “Caching Proxy” chapter for global URL filtering
configuration.) The contents in this configuration page are
available only if you have selected the HTTP or HTTPS type of
virtual service.

URL Filtering: Enable the VIP URL filtering feature [b], and save
the change by clicking on “SAVE CHANGES” button [c]. After
saving, more configurations appear.

Alert E-mails: Set the behavior mode for filtering as active or
passive [d]. Configure the destination email address for filter
related alerts and the threshold for the number of dropped requests
before issuing the alert [e].

//M.ERT E-MAILS

Select Virtual Service: asdf ~ [Back to top menu]

Server Load Balance

m

Virtual Service Settings |[ Virtual Service Statistics |[ URL Rewrite |[ URL Filter |[ HTTP Forwarding

URL FILTERING

————Enable: [/

/JOGE: active @

passive

E-mail Address:

Threshold :
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Virtual Services (Continue)

URL Filter (Continue)

Length Based Filtering: Configure the filter length parameters for
requests coming into the network [a]. You may reset by clicking on
the action link [b].

Keyword Filtering: Assign the default filtering policy as permit or
deny [c] and supply the Match Keyword text field [b]. Then, click
the action link “Add” [e]. The restrictions will be displayed in the
sort ready table [f]. Note that if you want to change the default
global filtering policy, you must firstly delete all configured
restriction entries displayed in the table [f].

Type Filtering: Set the variable type (integer or string) [g], and
supply the variable name [h]. Click the desired action link “Add”
[i]. Then, the restrictions will be displayed in the sort ready table
[il- To remove an existing restriction, select the desired entry in
table [j] and click on the action link “Delete” [i].

Character Based Filtering: Configure the filter character
parameters for requests coming into the network. To deny specific
requests based on URL character ranges (ASCII values); enter the
starting and ending values of the character range [k]. Click on the
action link “Add” [I].

Keyword Filtering Statistics: Display the statistics of default
policy, deny policy and permit policy of URL keyword filtering
[m].

Server Load Balance

LENGTH BASED FILTERING
Header: 1024 Request: 10000

Query: 1024 Query Data: 512

Query Variable: 128

URL: 1024

KEYWORD FILTERING

Default Policy: permit @  deny

Match Keyword: [Test]

AddTOETETE

Keyword Policy |

TYPE FILTERING

e Variable Name: Variable Type: string

Addigelete |

Variable Name Variable Type

CHARACTER BASED FILTERING

Character Range From: Character Range To:

Character Range ... | Character Range

.KEYWDRD FILTERING STATISTICS

wvirtual service asdf - default permit - 0 requests matchad default
[~ wirtual service asdf - default permit - 0 requests matched default

Clear
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Virtual Services (Continue)

HTTP Forwarding

Select the “HTTP Forwarding” sub tab [a]. The contents in this
configuration page are available only if you have selected the
HTTP or HTTPS virtual service. Note: The configuration pages of
the HTTP and HTTPS are different. Here, we take the HTTPS page
as an example.

HTTP XClientCert Virtual: Turn on forwarding client certificate
to the server by selecting the check box [b], and specify the transfer
mode and certificate type [c].

HTTP XClientCert RDNSEP: You can customize RDN field
separator (defaults to “,”) and specify the position (“pre” or “post”)
to put the separator [d].

HTTP ClientCert DN Encoding: You can specify the DN
encoding format via the selector [e]. It defaults to UTF-8.

HTTP ClientCert Fields: Input a customized name for the HTTP
certificate field [f]. Specify the transfer mode [g], the certificate
field name [h] which can be customized, and the DN sequence via
the selector [i]. Then, click on the action link “Add” [j], then all the
configurations will be presented in the table [K].

Server Load Balance

Select Virtual Service: asdf » [Back to top menu]

Virtual Service Settings |[ Virtual Service Statistics |[ URL Rewrite |[ URL Filter |[ HTTP Forwarding |

HTTP XCLIENTCERT VIRTUAL

Forward Client Certificate to the Server:

v

Transfer Mode:

Certificate Type:

header ~« ]
body

HTTP XCLIENTCERT RDNSEP
\N

™ RDN delimiter: ,

RDN position: post

"] HTTP CLIENTCERT DN ENCODING

DN Encoding: UTF-8 -

HTTP CLIENTCERT FIELDS

Customized Name:

lode: header »
ficate Field Name: Subject

Option: positive =

_

Add| DeTeTETCiTTr—|

/‘ﬁ:de

Certificate Field Name Customized Name Optis
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Virtual Services (Continue)

HTTP Forwarding (Continue)

HTTP ACL Setting: Set the matched URL [a] by which the
network resource defined needs to be protected through access
level. Select the access permission level through the pull down
menu [b]. Click on the “Add” action link [c], and the added ACL
rule will be presented in the table [d].

HTTP Client Host IP: Specify a customized name for the IP

address [e]. Select the forwarding mode via the pull down menu [f].

Finally, click on the action link “Enable” [g] to forward the IP
address to the backend server.

Server Load Balance

HTTP ACL SETTING
Matched Path Name:
Access permittion level: 1--HTTPS ACCESS,SERVER AUTH »

g
Add|Delete

Matched Fath Name Access permittion level

HTTP CLIENT HOST IP
(===Customized Name: X-Forwarded-For

Mode: header «

EIIabchDiEﬂh':"
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All Policy Statistics

Select the tab “All Policy Statistics” [a]. This page shows how
many times that all policies have been matched [b], as well as
statistics of virtual service policy [c] and vlink policy [d].You can
clear desired statistics information by clicking on the action link
“Clear” [e].

Policy Order Templates

Make certain you are in Config mode and have selected the
“Policy Order Templates” tab [a].

Assign a name for the new order template [b]. Specify the policy
type via the scroll down menu [c]. Supply the desired index [d] for
the specified policy. Then, click on the action link “Set” [e], and
the created order template will be listed in the table below. If you
click on the template name in the table [f], the new policy orders
will be displayed in the column “Attribute” on the right [g].

Server Load Balance

w’nn Policy Statistics “ Policy Order Templates ][ Virtual Service Global Setting ]

» ALL POLICY STATISTICS

Clear .

VIRTUAL SERVICE POLICY STATISTICS

Clear mfe—

(:Iea/

Virtual Service Name qos clientpert hits qos network hits I persistent url hits recockie hits
| 1 |2t 0 0 0
VLINK POLICY STATISTICS
Viink Mame qos clientport hits qos network hits persistent url hits rcockie hits

T 2 }r( Al Dolicy-Shati

‘”' Policy Order Templates " Virtual Service Global Setting T

Order Template Name

1 |aa

Value

=il bl p e

ADD POLICY ORDER TEMPLATE Set
b Order Template Name:
Policy Type: gos-clientport
_._____,___._.-Polii::\-I Index:
POLICY ORDER TEMPLATES LIST Delete

Default Policy Type
qos-clientport
qos-network
pu
e}
=
pc

qos-cookie|
qos-hostn ame

qos-url
regex
header
hu

Attribute
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Virtual Service Global Setting

Click on the “Virtual Service Global Setting” tab [a]. A new
configuration window will be displayed.

Specify the proxy mode for the system via the radio buttons [b]. In
addition to the “reverse” and “transparent” modes, the system also
supports the “triangle” mode.

Enable global x-forwarded-for function by selecting the check box

[c].

Set the client certificate header name [d]. The default name is
X-Client-Cert.

Enable SLB virtual service health check via the check box [e].

Set the port range for data connection in passive FTP/FTPS in the
text fields [f]. Users can add 20 to 1000 ports to a port range. The
port range is global. It can be used for all FTP/FTPS virtual
services.

Enable or disable the global SLB regexcase mode via the radio
button [g].

Enable TCP connections soft close feature via the radio button [h].

Once any change is made, the “RESET” and “SAVE CHANGES”
buttons [i] will appear. Click on the desired button to reset or save
the change.

Server Load Balance

SAVE CHANGES

Virtual Services " All Policy Statistics ][ Policy Order Templales] Virtual Service Global Setting |

SYSTEM MODE

Operate as Reverse o Operate as Transparent

Mode: Proxy Proxy

Operate as Triangle
Proxy

HTTP CLIENT HOST IP

Enable Global X-forwarded-for:

XCLIENTCERT HEADER NAME

XClientCert Header Name:

SLB VIRTUAL HEALTH

Enable SLB Virtual Health: ||

FTP PASSIVE MODE PORT RANGE

Begin port: End port: (1024--65535)

REGEX CASE MODE

RegEx case mode: insensitive sensitive @

TCP CONNECTIONS CLOSING MODE

Mode: Both Actively and Passively Closing Only Passively Closing @
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Check Lists

A health checker is defined as one transaction of health check. It
consists of sending one message and receiving one response. A list
of health checkers can compose a health checker list, which is
identified by the health checker list name.

Note that the health checker list will work while doing health check
only when the hc_type is set as “script_tcp” or “script_udp”.

Make certain you are in Config mode and have selected “Check
Lists” from the sidebar [a]. The configuration window will display
three tabs [b]. The “Health Checker” page is displayed by default.

Health Checker

Supply a checker name [c]. Set the request index and response
index by selecting from the scroll down menu [d]. Set checker
timeout and checker flag [e]. Click on the “Save” action link [f].
The created health checker will be saved and displayed in the table
below [g].

To edit a health checker, you can select it in the table [g] and then
make desired changes. At last, remember to click on “Save” [f] to
make the changes take effect.

SERVER LOAD BALANCE]

Real Services
Virtual Services
Check Lists

" Health Checker ][ Health List " Health Imports ]

Server Load Balance

ADD HEALTH CHECKER

Checker Name:

Save =

( Request Index: 0 HEAD / HTTF/L.0\r\n\r\n ¥ Response Index: 0200 OK - ]\

/{ Checker Time Out: 3 Checker Flag: 1 ]

= Note:Checker success/fall flag{optional, the range Is 0~3, default value is 1):

0:the response does not need to match the expected response mode, HC

succeeds and the request and response should be input in ASCII.

1:the response nead to match the axpected response mode, HC succeads and

the request and response should be input in ASCIL.

2:the response does not need to match the expected response mode, HC

succeeds and the request and response should be input in HEX.

3:the response need to match the expected response mode, HC succeeds and

the request and response should be input in HEX,

HEALTH CHECKER LIST

Delete

Checker Name Request Index Response Index Checker Time Out
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Health List

Click on the “Health List” tab [a]. Assign a health list name [b].
Click on the action link “Add” [c]. A new health checker list is
created and will be displayed in the sort ready table below [d].
Select a desired health list and double click on it or click on the
action link “Edit” [e]. A new configuration page will be displayed.

This page is used to add members to the specified health list. Use
the scroll down menu [f] to select the created checkers. Set the
place index for the selected checker [g]. Click on the desired action
link “Add” [h]. The selected checker is added in the specified
health list, and will be displayed in the table below [i].

(~weaitirciecker || Health List |[ Health Imports |

Server Load Balance

ADD HEALTH LIST

—— List Name:

Add =

HEALTH LIST LIST

Delete | Edit <

List Name

List Member Count

1 |sample

0

$

ADD HEALTH LIST MEMBER Cancel| Add —
List Name:
l. Checker Name: * place: 0
LIST MEMBERS Delete

I Checker Name

- —
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Server Load Balance

Health Imports

Click on the “Health Imports” tab [a]. You can import a health
request/response file from a remote URL, and further load
imported files into memory.

Input the URL which the request file should be imported from [b],
and select the index of the file from the selector [c]. Then, click on
the action link “Import” [d]. After the file is imported, you can
select the index of the imported file from the selector [e] and click R R ot Tpors)
on the action link “Add” [f]. The newly imported request file will = ]

be displayed in the table below [g]. Note that only after you have
imported a request file can you load it into the memory. You can
view detailed information of a request file by double clicking it in
the table [g] or clicking on the action link “Detail View” [h].

IMPORT HEALTH CHECK REQUEST [ Using: Local File @  FTP HTTP ] Import |Delete |[Clear |Detail View

Request Index: 0 -

Local File: Browsa...

LOAD HEALTH CHECK REQUEST Add ~—
|~ Request Index: 0 -
LOADED HEALTH CHECK REQUEST Delete |Detail View

To delete a loaded request file, you must first select the file from
the list [g] and click on the action link “Delete” [i], and then select
the index of the file from the selector [c] and click on the action
link “Delete” [d].

| Request Index | Health Check Request \

To delete a file which has been imported but not loaded into
memory Yet, you only need to select an index from the selector [c]
and click on the action link “Delete” [d]. You can also clear all
imported request files by clicking on “Clear” action link [d], or
view details of desired imported request file by clicking on the
action link “Detail View” [d].

©2011 Fortinet, Inc.
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==:RTINET.

Health Imports (Continue)

To import a health response file from a remote URL, and further
load the imported file into memory, you need to first input the URL
which the response file should be imported from [a], and select the
index of the file from the selector [b]. Click on the action link
“Import” [c]. After the file is imported successfully, you can select
the index of the imported file from the selector [d] and click on the
action link “Add” [e]. The newly imported response file will be
displayed in the table below [f]. Note that only after you have
imported a response file can you load it into the memory. You can
view detailed information of a response file by double clicking it in
the table [f] or clicking on the action link “Detail View” [g].

To delete a loaded response file, you must first select the file from
the list [f] and click on the action link “Delete” [h]. And then select
the index of the file from the selector [b] and click on the action
link “Delete” [c].

To delete a file which has been imported but not loaded into
memory Yet, you only need to select the index of the file from the
selector [b] and click on the action link “Delete” [c]. You can also
clear all imported response files by clicking on “Clear” action link
[c], or view details of desired imported response file by clicking on
the action link “Detail View” [c].

Server Load Balance

[——Response Index: 0 -

IMPORT HEALTH CHECK RESPONSE [ Using: Local File @ FTP HTTP limport [Delete I(_'ilza;r |Detail View

Local File: R ]

LOAD HEALTH CHECK RESPONSE
e RE5pONSE Index: 0 v

Add —

LOADED HEALTH CHECK RESPONSE

Delete |Detail View

Response Index I Health Check Response |

\
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Groups

It is time to assign the previously defined real services to groups. A
group is first defined by using the slb group command. This
command will define a group to which you may add real servers.

Make certain you are in Config mode and have selected the
feature link “Groups” from the sidebar [a]. The configuration
window will display two tabs. Click on the “Groups” tab [b].

SERVER LOAD BALANC

Real Services

Virtual Services

Check Lists

Groups ]fmwg_l

Groups

Server Load Balance

ADD GROUP

Group Name:

Group Method:

Least Connections

Add
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==:RTINET

Groups

Supply the group name [a]. Select a group method from the pull
down menu [b]. Depending on the group method selected, different
parameter fields will appear for configuration [c].

After making configurations on those parameter fields, click on the
action link “Add” [d]. Then the newly created group will be
displayed in the sort ready table below [e].

Choose a group in the table and double click on it or click on the
action link “Edit” [f]. A new configuration page will be displayed.

Groups " Groups Setting ]

Server Load Balance

ADD GROUP

Group Method:

Group Name:

Least Connections

Threshold Granularity:

| Round Robin at Same Threshold:

10
V]

]

Add ——

GROUPS LIST

Delete | Edit —{—

Group Name

Group Method

1 |rmgroup

m
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==:RTINET

Groups (Continue)

You can modify the group method and make relevant
configurations in the area [a], and click on “Save” [b] to save your
changes. Depending on the group method selected, different
parameter fields will appear for configuration.

Input the number (1-65535) of real servers to activate in the text
field [c]; for pi group, you can also set persistence timeout for it.
Then, click on “Set” [d] to save your setting.

To assign an IP Pool to this group, you should select a pool name
via the pull down menu [e], and click on the “Add” action link [f],
the created IP pool will displayed in the following table [g].

Server Load Balance

Groups |[ Groups Setting |

GROUP INFORMATION Cancel | Save

rrgroup Group
Group Name:

- " Method: Least Connections -

Threshold Granularnity: 10
Round Robin at Same Threshold: [V]

Keep group member configuration only: [}

* Note: Change group parameter may not success because of the compatibility among real service
type, group method, policy and virtual service.
For example:
Group member and group method is not compatible: A group with TCP member can not change
method from Round Robin to Insert Cookie.
Group method and virtual service type is not compatible: A Hash Header method group can not
associate with a FTP virtual service by any policy.
Group method and policy is not compatible: A group with insert cookie method can not associate
with virtual service by policies except default and insert cookie.

GROUP SETTINGS Set +Clear—
Number of Active Real Servers: 0 (1-65535)
Persistence Timeout: Minutes (0-50000)
IP POOLS LIST Add foetereclear——

[—
All IP Pools: -

Pool Name
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==:RTINET.

Groups (Continue)

To assign a configured real service to a newly created group, you
can select an eligible real service via the pull down menu [a],
configure required parameter [b], and set the priority of the group
member [c].

For the parameter [b], set the Weight value for the method Ic, rr,
ph, pi, ic, rc, he, hh or sslsid; set the Cookie value for pc; set the
URL value for pu; for other methods, no parameter will be required
for configuration.

Then, click on the “Add” action link [d] and the assigned real
service will appear in the table [e]. You can change the configured
parameters in the table directly, and click on “Save” [d] to save
your changes.

At this page, you can view real-time group statistics [f]. To view
the latest statistics, you can click on “Refresh” [g].

Server Load Balance

GROUP MEMBERS

e Eligible Reals: MOS51 ~

Weight: 1

/ Priority: 0

Add | Delete | Save s

Real Service Name Weight

Priority

Active

Reasol

L~

1 [MOSS1 1

IR
2 |Reall 1

0
0

NO
NO

HEALT
HEALT

GROUP STATISTICS

Refresh =

LA

N e K

Group Name Mechod

gl
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Groups Setting

Click on the “Groups Setting” tab [a], and a new configuration
window will be displayed. Set “pi” group method timeout value for
SLB [b]. Use the pull down menu to set the SLB insert/rewrite
cookie mode [c]. Use the pull down menu to finish the insert
cookie setting [d]. Remember to click on the “SAVE CHANGES”
button to save the settings [€].

To assign an IP pool as a global IP pool, select an IP pool via the
pull down menu [f], and click on the “Add” action link [g], the
created IP pool will be displayed in the following table [h].

M Groups Setting ]

Server Load Balance

GROUPS SETTING

Persistence Timeout: 0

Ircookie Setting: plainname «

Icookie Setting: always «

GLOBAL IP POOLS LIST
= All IP Pools: Pooll =

Pool Name

1 |Pooll
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Application Setting

Make certain you are in Config mode and have selected the
feature link “Application Setting” from the sidebar [a]. The
configuration presents two tabs. The SIP NAT configuration page
is displayed by default.

SIP NAT

Users may set the SIP NAT rules for the defined SIP real services
on this configuration page.

Turn on the multi-register function via the check box [b], if the
backend servers don’t share the same database.

Set the source IP address and port of a SIP real service [c]. And set
the source IP address and port of the virtual service [d] which the
packets from the SIP real service will be translated into. Configure
the timeout value (in seconds) [e]. Specify the protocol of the
packets to be translated through the pull down menu [f]. Click on
the action link “Add” [g] to add the SIP NAT rule. Then, the rule
will be displayed in the sort ready table [h].

Users can view the statistics of all the SIP NAT rules [i].

Server Load Balance

SERVER LOAD BALANCE]

Real Services
Virtual Services
Check Lists

SIP NAT |[ Direct Forward |

Groups

Application Setting

SIP MULTI REGISTRATION

— Enable SIP Multi Registration: [ ]

ADD SIP NAT

Virtual service IP: ]

Virtual service port:

Real service port:

Real service IP: ]

Add =

Timeout(seconds): 60

Protocol type: udp

SIP NAT LIST

Delete

Virtual service IP | Virtual service portl Real service IP

| Real service ... | Pro

SIP NAT STATISTICS

Clear

_I__
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Direct Forward

Direct Forward is a new L4 SLB module by utilizing a multi-thread
and non-lock architecture based on a multi-core system. This new
architecture has maximized the advantage of the multi-core system.
Compared with the traditional L4 SLB, the Direct Forward module
provides remarkably better L4 SLB performance.

Click on the “Groups Setting” tab [a].

To enable the Direct Forward function, you can select the check
box [b].

You can also enable the Direct Forward module’s syncache
function via the check box [c]. This function can avoid synflood
attacking effectively.

Remember to click on the “SAVE CHANGES” button to save the
settings [d].

SIP NAT ]f Direct Forward 1

RESET

Server Load Balance

SAVE CHANGES

DIRECT FORWARD SETTINGS

=] Enable Direct Forwarding Mode:

Enable Syncache:

v
v
l
|
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Monitoring

This feature allows you to monitor the general status of the related
groups and real services of a specified virtual service, and further
view their statistic information.

Make certain you are in Enable mode and select “Monitoring”
from the sidebar [a]. The configuration presents four tabs. The
“Status page” [b] is displayed by default.

Status

Select a desired virtual service via the selector [c], and the general
status information of its related groups and real services will be
displayed in the table [d]:

U; Enabled and Up (healthy);

W Enabled but Down (unhealthy);

€).  Disabled.

Note: The icon descriptions also apply to the “Virtual Service
Statistics” and “Real Service Statistics” pages.

You can view the statistics of a virtual service, a group or a real
service by clicking on it in the table [e].

SERVER LOAD BALANCE

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

Server Load Balance

- Status N Virtual Service Statistics ][ Group Statistics ]r Real Service Statistics ]

SLB VIRTUAL SERVICE STATUS

— Please select a virtual service: asdf

Virtual Service Name Related Groups Related Real Services

Oasaf N/A N/A
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Virtual Service Statistics

Select the “Virtual Service Statistics” tab [a], and the new
configuration page will display the statistics of all virtual services
in details in the table [b]. The page is refreshed automatically every
twenty seconds.

Group Statistics

Select the “Group Statistics” tab [c], and the new page will
display the name of all groups in the table [d]. You can click on the
“View Details” link [e] of a group, and then you will be presented
with the real service details of the group on the Real Service
Statistics page. This page is refreshed automatically every twenty
seconds.

Real Service Statistics

Select the “Real Services Statistics” tab [f], and the new page will
display the statistics of all real services in details in the table [g].
The page is refreshed automatically every twenty seconds.

Server Load Balance

——{-Status-|[ Virtual Service Statistics |[ Group Statistics |[ Real Service Statistics |

VIRTUAL SERVICE STATISTICS

Virtual Service Name [Vnrtual Service IP ] Virtual Service Port | Status | Bytes In(MBytes)

asdf 172.16.85.41 443 (v 0

(-status-|{-virtuat-Service-Statistics-|{ Group Statistics |[ Real Service Statistics |

GROUP STATISTICS

Name | Related Real Services |

gl View Details

—FstatusYf-virtuat-Service Statistics - Group-Statistics ]| Real Service Statistics

REAL SERVICE STATISTICS

Real Service Name Tﬂeal Service IP l Real Service Port | Status l Bytes In(MByte

1 | MOSs2 10.5.54.222 80 (=] 0
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Proxy
Proxy
Compression
Setting
Make certain that you are in the Config mode and have selected
“Compression” [a]. The configuration window will present three [ PROXY|
tabs. The “Setting” page is displayed by default [b]. Compression
Enable or disable the HTTP data compression via the check box [ Setting |[ Type |[ Statistics |
[c]. The selector [d] lists all configured HTTP/HTTPS virtual HTTP COMPRESSION SETTING Enable VS Compression|Disable VS Compression="
services. You can choose one and click on the “Enable VS S L
. . . ) . pression:
Compression” action link [e]. The HTTP/HTTPS virtual service for
. . . . . . HTTP/HTTPS Virtual Service(s): asdf v
which compression feature is enabled will be displayed in the sort
. . . . COMPRESSION IS ENABLED FOR THE FOLLOWING HTTP/HTTPS VIRTUAL SERVICES:
ready table [f]. To disable the compression of a virtual service, you _
can select the service in the table [f] and click on the “Disable VS - ::'r”’ e I
Compression” action link [e].
COMPRESSION URL EXCLUDE Add™|
You can add a url-exclude policy for a virtual service to disable the ) Wildcard Expression:
compression function. Input the wildcard expression [g], and select HTTB/HTTPS Virtual Service(s): asdi—v
a desired HTTP/HTTPS virtual service from the selector [h]. Click AL EXCLUDE (ies e
on the action link “Add” [i], and the new configuration will be = . . -
) ) . Virtual service | Wildcard Expression
displayed in the sort ready table below [j].
©2011 Fortinet, Inc.
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Proxy

Type
—{-setting-}f Type |[ statistics |

COMPRESSION MIME TYPES Add Mime Type|Delete Mime Type|Apply Tested User Agents ==
Click on the “Type” tab [a]. Enter a particular browser name in the — User Agent:
field [b]. Select one compression MIME type from the “Mime Mime Types: | JS (JavaScript) >
Type” select box [c]. Click on the “Add Mime Type” action link SUPPORTED COMPRESSION MIME TYPES
[d]. The added user agent and mime type will be displayed in the User Agent | Mime Type
table below [e]. 1 |MSE6 css — |

2 |MsiEs js
To remove the added user agent and mime type, select a desired S [zl o=
entry or multi entries from the displayed list [f] and click on the : ::: ;: ’:ss
“Delete Mime Type” action link [d]. e s
A 7 | Mozilla/5.0

Click on “Ap!oly Tested L_Jser Agents” [d]_, and the default user s M::“ 0 ;:5
agents and mime types will be displayed in the table [e].
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Proxy
Statistics
g-|[-Fype|[ statistics |
COMPRESSION STATISTICS Clear =
Global Compression Statistics:
. B T Throughput Statistics:
Click on the “Statistics” tab [a]. 0 Total bytes sent cut to client
0 Teotal bytes sent to compression
5 S 5 S FraF 0 Total byctes revd from compression
The main V\{IﬂinV\.l dlsplay§ global cqmpressmn statlstlf:s aqd 0 Sent Dytesrsncand
content statistics information [b]. Click on “Clear” action link [c], 0 Revd bytes/second
= R 0 Peak Sent bytes/seccond
and the statistics will default to 0. 0 Peak Revd bytes/second
0 Currently active transactions
Compresaion Ratio Statistics:
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Caching Proxy

The reverse proxy cache better enhances the overall speed and
performance of your Web servers. Using the cache will improve
website performance and throughput, and will reduce server load
by moving heavily requested data closer to the end user and away
from the backend servers. You may set up limitations on queries
made to your network based on header length, request length, URL
and query length as well as ASCII character ranges and keyword
matches.

Global URL Filter

Make certain you are in Config mode and have selected the
feature link “Caching Proxy” [a]. The configuration window will
display four tabs, and the default page is “Global URL Filter” [b].

On the Global URL Filter page, you can enable the global URL
filtering feature by selecting the “Enable” check box [c]. Save the
change by clicking on the “SAVE CHANGES” button [d]. After
saving, more configurations appear.

You can set the behavior mode for filtering as active or passive [e],
and enable or disable the control characters filtering feature of
URL filter via the check box [f]. Configure the destination email
address for filter related alerts and the threshold for the number of
dropped requests before issuing the alert [g].

Click on the “SAVE CHANGES” button to save the changes [d].

—

Proxy

Compression

Caching Proxy

Global URL Filter |[ HTTP Setti

\[Coche soinge | oW €ache sevinas

URL FILTERING

Enable:

v

(Nade: active @

passive }

L—=Filter Control Char:

v

ALERT E-MAILS

E-mail Address:
Threshold :
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Global URL Filter (Continue)

Configure length-based filtering rules for requests coming into the
network [a]. Then click on the action link “SAVE CHANGES” to
save your settings [b].

Assign the default filtering policy as permit or deny [c]. Supply the
match keyword and click on the “Test” button to check whether the
inputted keyword matches one of configured regular expressions
for URL filter rules [d]. Confirm your settings, and click the action
link “Add” [e]. The restrictions will be displayed in the table [f].
Note: If you want to change the default global filtering policy, you
must first delete all configured restriction entries displayed in the
table here.

Name the variable in the text field [g], and set the variable type
(integer or string) [h]. Click the desired action link “Add” [i]. The
new restriction will be displayed in the table [j].

Configure character-based filter rules for requests coming into the
network. To deny specific requests based on URL character ranges
(ASCII values), enter the starting [K] and ending [I] values of the
character range respectively and click on the action link “Add”
[m]. The new restriction will be displayed in the table [n].

This page also displays statistics about the filter URL keyword
default policy, deny policy and permit policy [0]. You can click on
“Clear” [p] to clear all statistics.

Proxy

RESET SAVE CHANGE S

LENGTH BASED FILTERING
Header: 1024 Request: 10000 URL: 1024
Query Query
Query:1024 Data: 512 Variable: 128
KEYWORD FILTERING Add[Delete
[===—Default Policy: permit @ deny
(Match Keyword: [Test|)
Keyword Policy
LB 1 |
TYPE FILTERING Add|Delete
—r—Variable Name: Variable Type: string ----.._________‘___
Variable Name Variable Type T
CHARACTER BASED FILTERING AddHBelete
b—
#____.Character Range From: Character Range To: \
Character Range ... | Character Range ... \\
L~
L~
/ KEYWORD FILTERING STATISTICS Clear N
virtual service global - default permit - 0 requests matched default \
| virtual service global - default permit - 0 requests matched default
=== There are no permit rules configured for this vip. Please use the command show statistics url keyword deny
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Proxy
HTTP Settings
This page allows you to set/enable various parameters for your
network caching strategy. For specific HTTP settings based on
individual virtual sites, please refer to the “Virtual Services”
section in the “Server Load Balancing” chapter.
Select the “HTTP Settings” tab [a].
HTTP Setting: You may enable the following functions [b]: [GlobatURFilter|[-HFTP Settings |[ Cache Settings |[ DNS Cache Settings |
»  Buffer response with no HTTP message length: When e _
enabled, responses that don’t process an “end of response” Fuffer: foenae vetintio) HELE W cenge | ent: 8
HTTP message length indicator within the headers will still be Hide "Server” HTTP Header from Client: |
buffered before returning the information to the client. Hide "Via" HTTP Header from Client: [¥
. . Add " " K d to Set-Cookie Headers for HTTPS Virtuals: [¥
> Hide “Server” HTTP header from client: Removes Server L SecHrE Teymore o Semaoe Tesderm e e
header from the response that is forwarded to the client. Enable OWA Support:
Enable Reuse of Connection to Origin Server: [V
> Hide “Via” HTTP header from client: Does not insert Via Enable Persistent Connection to Origin Server: [¥
header into the response that is forwarded to the client.
Reset Non-reusable Server Connections:
» Add “secure” keyword to Set-Cookie headers for HTTPS Enable X-Forwarded-For Header Insertion:
Virtuals: Inserts secure keyword into the Set-Cookie header in Enable Http Modifyheader: |
the responses that are sent to HTTP clients.
» OWA support: Enables or disables the subsystem, which
inserts OWA (Outlook Web Access) specific header
FRONT-END-HTTPS: on in the requests forwarded to
backend servers.
©2011 Fortinet, Inc.
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Proxy
HTTP Settings (Continue)
» Reuse of connection to origin server: If disabled, each
connection will be used only for a single transaction after
which the connection is terminated. If enabled, each server
connection will be used by multiple transactions.
> Persistent connection to origin server: When connection reuse
is enabled, enabling connection persistence ensures that all
transactions from the same client connection are forwarded to Global URL Filter || HTTP Settings |[cache Settings |[ DNS cache Settings |
the same backer.ld server. If connection reuse is gnabled but HITP SETTINGS
connect.lon perS|ster.1(:e is disabled, then transaf:tlons from the Buffar Rusponsa with No HTTP Messags Langth: | [
same client connection may be forwarded to different backend TR
c c - c ae erver eader frrom ent:
servers. Note that the connection persistence option is only '
applicable when real server persistence methods such as hash B D e
IP or persistent cookie are disabled. Add "secure” Keyword to Set-Cookie Headers for HTTPS Virtuals: [V]
. Enable OWA Support:
> Reset non-reusable server connections. Enable Reuse of Connection to Origin Server: [V
»  X-Forwarded-For header insertion: Turns on/off inserting the Enable Persistent Connection to Origin Server: [V
X-Forwarded-For header in the request forwarded to the Reset Non-reusable Server Connections:
backend server. The client IP address is set as .the vaIL!e of this Ena bl S Earwardad:For Headas Tnasrtion:
header. This header is currently inserted even if the client Enebls Ftp Mol eadert
request already has an X-Forwarded-For header.
» HTTP Modifyheader: Enables or disables HTTP modify
header.
Confirm your settings and click on “SAVE CHANGES” [a] to
make them take effect.
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Proxy

HTTP Settings (Continue)

HTTP OWA VIRTUAL Add|Delete —j—-I
HTTP OWA Virtual: Set an OWA virtual service in the text field — OWA Virtual:
[a]. Click on the desired action link “Add” [b], and the OWA OWA Virtual, OWA Virtual
virtual service name will be displayed in the table [c]. To delete an
entry, select the desired entry and click on the desired action link HTTP XCLIENTCERT VIRTUAL Add|Delete |
“Delete” [b]. XClientCert Virtual:

Transfer Mcde: header »

HTTP XClientCert Virtual: Set an Xclientcert virtual service in [ i e body =
the text filed, and select the transfer mode and certificate type via e Trr Tranater Mode | Cerircate Type
the selectors [d]. Click on the desired link “Add” [e], and then the 1 Jasdf header body
Xclientcert virtual service name will be displayed in the table [f]. =5
To delete an entry, select the desired entry and click on the desire e |
link “Delete” [e]. * Note: When the permit list is empty all hostnames are permitted. When the permit list has at least one hostname,

only the hostnames on the permit list are allowed access.
HTTP Host Permissions: Set the host name for HTTP Host kb
Permissions [g]. Click on the desired action link “Add” [h], and e UL
then the host will be displayed in the sort ready table [i]. To delete
an entry, select the desired entry and click on the desire link HTTP METHOD PERMISSIONS Clear
“Delete” [h]. virtual IP:  0.0.0.0 ~

Allowed HTTP methods: Denied HTTP methods:
HTTP Method Permissions: Use the selector [j] to set the virtual ot g == [
IP. Select the desired HTTP method in the field [K] and click on the Eﬂt“
button [I] to add it into the text field [m]. You can also select one srg | —
method in the field [m] and click on the button [n] to move the /
method to the “Allowed HTTP method” list.
©2011 Fortinet, Inc.
95

All Rights Reserved.



==:RTINET.

Proxy

HTTP Settings (Continue)

HTTP Error Pages: Supply the HTTP error code [a]. Configure the

desired destination that generated the error in the “Hostname” text

field [b]. Set the location of the customized error page in the text

field “URL” [c]. The supported HTTP error codes for importing

customized error pages include: |

HTTP ERROR PA+ES Add|Delete

400: Bad request

Error Code: 400 ||

403: Forbidden Hostname:

URL:
412: Precondition failed Enabled: _ _ Disabled:

>

416: Requested range not certifiable =

502: Bad gateway

503: Service unavailable
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Proxy
Cache Settings
Select the “Cache Settings” tab [a]. You will be presented with
three sub-tabs. The default page is “Cache Settings” [b].
. Global URL Filter || HTTP Settings || Cache Settings || DNS Cache Settings SAVE CHANGES
CaChe Settlngs e = LRIl Cache Filter | Caching Proxy Statistics
You can enable the cache function via the check box [c]. If CACHE SETTINGS
enabled, you need to further set the maximum size of cacheable Enable Cache: [/]
objects (defaults to 5120KB) and the expiration time of the cached Maximum Cachable Object Size(KB): 5120 ]
objects (defaults to 82800 seconds) in the text fields [d]. Then, \ ExpaatonilitaiSaconds): 82600
CIle on “SAVE CHANGES” button to save your Settlngs [e] VIRTUAL SERVICE CACHE SETTINGS Enable | Disable ==
I .\-’irtual_ServiceN_ame _LEnahleci I_ |
This page also displays the cache settings of existing virtual 1_|a=df YES
services [f]. Here, you can enable or disable the cache setting for a
virtual service. To do this, simply select a desired virtual service in
the table and click on the “Enable” or “Disable” action link [g].
. - i VIEW CACHE CONTENT View fetemr———
To view specific cache contents, just supply the host name and i
URL regular expression [h] and click on the action link “View” [i]. | URL: Rigax:
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Proxy
Cache Settings (Continue)
Cache Filter
Select the sub-tab “Cache Filter” [a]. Global URL Filter i gs |[ DNS Cache Settings SAVE CHANGES
| Cache Settings Cache Filter Caching Proxy Statistics
You can enable the cache filter function via the check box [b].
) CACHE FILTER SETTING
Remember to click on the “SAVE CHANGES” button [c] to save - =
ache Filter Setting: [V
your change. CACHE FILTER RULE Add | Delete | Clear ~——
To add a cache filter rule, supply the host name, regular expression . :m o
- - . r r 1on:
and TTL in the text fields [d] and choose to enable (yes) or disable AR “ST:L_
(no) the Cache or URL query function for the host via the selectors = =
[e.]. Then, _cllck on the action link “Add” [f], and the rule will be URL Query: =
dlsplayed in the table [g] Host Name IRegular Expression| Cache URLQuery | TTL
The “Cache Host Name” selector lists all hosts configured with
cache filter rules. You can choose one from the selector [h] to view
related cache filter statistics. To clear the statistics, simply click on
the action link “Clear” [i].
CACHE FILTER STATISTICS Clear =1
= Cache Host Name: -
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Proxy
Cache Settings (Continue)
Caching Proxy Statistics
Global URL Fllter HTTP Settings || Cache Settings u DNS Cache Settings
Click on the “Caching Proxy Statistics” sub-tab [a]. et LRG| Caching Proxy Statistics —
. . . . . . == CACHING PROXY STATISTICS Virtual Service Name: - Clear—}——
The window displays the statistics information about reverse proxy e s
cache [b], including basic statistics and advanced statistics. Basic Statiscica: )
Re ats received: 1]
) ; ) 1.:::::: u‘_:: GET mathod: (1]
You can select a desired virtual service from the selector [c] to Requests with HEAD method: 0
. . . . Requests with PURGE method: =]
view its cache proxy statistics. Regquests with POST methed: o
Humber of open client connections: Q
- . . . . Humber of open server connections: o
To clear the statistics, simply click on the action link “Clear” [d]. Bagueases: sedtracued ue RN 0
Regquests redirected based on regex match: 0
Requests forwarded with rewritten url: 1]
Locations rewritten to ETIPS: o
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Proxy
DNS Cache Settings
DI GBS Global URL Filter |[ HTTP Settings |( Cache Settings |[ DNS Cache Settings m
Click on the “DNS Cache Settings” tab [a]. Enable the DNS cache DNS CACHE
via the check box [b]. Set the time to live for the cache entry in the ——{— Enable DNS Cache: [¥]
text field [c]. [ Min(Seconds): Eﬁnﬂmes} Max(Seconds): 3600 (Expire Time of Dynamic DNS Cache ]__
In “DNS CACHE STATIC ENTRIES”, enter the desired host D e RO RN R e
name and IP in the text fields [d] and click on the action link el 9 H“'H":::::
“Add” [e]. Then the added host will be displayed in the table [f]. °H t'N —
Remember to click on the “SAVE CHANGES” button [g] after bcabdkid =
changing the DNS Cache settings. You can reset the configuration
by clicking on the “RESET” button [g].
In “DNS CACHE STATISTICS”, all DNS cache statistics
information is displayed [h]. DNS CACHE STATISTICS

___1_0 records valid in dns cache, hits 0 times,
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SSL

To do SSL configurations, make certain you are in Config mode
and select the “SSL” feature link [a]. The configuration window
will display four tabs: Global Settings, SSL Errors, Virtual Hosts
and Real Hosts. The Global Settings page is displayed by default
[b].

Global Settings

On this page, you can complete the following SSL global settings:
specify whether to ignore the close_notify alert messages [c],
specify whether to enable sending the close_notify alert messages
[d], enable the certificate verification function [e], enable the SSL
renegotiation function [f], enable the CRL (Certification
Revocation List) memory support function [g], and set the session
cache idle timeout (in seconds) [h].

Then, confirm your settings and click on “SAVE CHANGES” [i]
to make them take effect.

To add a global CRL, click on the action link “Add” [j], and a new
configuration window will appear.

L

Compression
Caching Proxy

Global Settings |[ SSL Errors |[ Virtual Hosts |[ Real Hosts |

SSL

RESET

SAVE CHANGES

S5L GLOBAL SETTINGS

Ignore close_notify Alert Messages:

Enable Sending close_notify Alert b g

Enable Server Certificate Verification:

Enable S5L Renegotiation:

Session Cache Idle Timeout:

Enable Memory CRL Support: []

43200 (60-86400 Seconds)

SSL GLOBAL CRL

Add

| CRL Name CRL URL

CRL Interval

CRL Delay

Proxy
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Proxy
Global Settings (Continue)
CRL Cancel | Save & Add Another | Save -
preeCRL Name:
CRL URL:

(=—=CRL Interval: 1440 (Minutes)
In the new window, assign a name to the CRL in the text field [a]. CRL Delay: 0 (Minutes)
Specify the URL where the CRL is downloaded [b], the time
interval between two downloads [c] and the delay time [d]. At last,

) ) ) ) SSL GLOBAL CRL Delete | Add
click the desired button to save the configurations [e]. The new s — —
= o c ame Erval L)
added global CRL is displayed in the sort ready table [f]. T Jerle o = !
A new session appears after adding the global CRL [g]. Select the
desired global CRL via the pull down menu [h], and then associate
the global CRL with the specified virtual host or disassociate the A R T o
global CRL from the specified virtual host via the buttons [i]. Slobal CRL:)) samplo: >
Dissociated Hosts: Associated Hosts:
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Proxy
Global Settings (Continue)
GLOBAL ROOT CA CERTIFICATE [ Using: Local File @ TFTP Manual Input 1 Import | View ==
™ Local File Path: Browse...
You can import a trusted CA certificate via selecting a local file, GLOBAL CRL CA CERTIFICATE [ Using: Local File @  TFTP Manual Input ©) ] Import | View
using TFTP or manually inputting the certificate. Local File Path: Brove...
To import from a local file, specify the file path in the text field [a];
to import Via TFTP, SeleCt the radiO button “TETP” and Supply the GLOBM; ROOT CA CERTIFICATE [ Using: Local File TFTP @ Manual Input 1 Import | View
server address [b]; to import via manual input, select the radio = .
e 5 File Name: grootca.crt
button “Manual Input” and supply the global certificate in the text
field [c]. After confirming the supplied information, click on the GLOBAL ROOT CA CERTIFICATE [ Using: Local File TFTP Manual Input @ ] Import | View
action link “Import” to import the CA certificate [d]. Global Root CA Certificate:
To view the global CA certificate information, click on the “View” B
action link [e]. Then a new window displays all global CA
certificates in numeric order [f]. You can view the simple or
complete mode of certificates via the radio buttons [g].
VIEW GLOBAL ROOT CA CERTIFICATE [ Mode:Simple @ Complete ' g
You can also delete an undesired certificate. Select the sequence Certificate 1:
number of the certificate from the list [h] and click on the “Delete” f::f:ii..ms‘ O=American Express Company\, Inc. OUsAmerican Express Technologies
button [|] to start deleting. Hot Before: RAug 14 22:01:00 1998 GMT
Hot After : Aug 14 23:59:00 2006 GMT

You can further import or VieW CRL CA Certiﬁcate by following Subject: C=US,0=American Express Company\, Inc.,0U=American Express Technologie
the steps of importing or viewing global CA certificate. Certificate: 15 -

3 [ Delete |

5

s =
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Proxy
SSL Errors
Click on the “SSL Errors” tab [a].
L . . —{-atobat-settings-f SSLE 1 1
First, import a customized static error page from the ot eerors |[ il s |[ omt oms
administrator’s remote host. You need to input the URL address of et SSL:"'“’“ = E Ty
the remote host in the text box [b], from which you can obtain the == E": “:"ZL: —
static error page. Select the code for the customized error page = 'c -
from the selector [c], where error codes 901 to 906 are available. pOmEC IR T
Click “Add” on the upper right side [d], and then the imported
error code will be displayed in the display window [e].
Next, load the imported SSL customized error page into the
FortiBalancer appliance system memory. Thus, when client LOAD SSL ERROR PAGE Add
authentication fails, this error page will be displayed at the SSL ——t— Error Code: 901 +
client. Select the error code for the customized error page from the Ioaded Error Code
selector [f], and click “Add” on the upper right side [g]. Then, the
loaded error code for the error page will be displayed in the display
window [h].
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Proxy
Virtual Hosts
(Globat-Settings{-55t-Errors-f Virtual Hosts |[ Real Hosts
SS5L VIRTUAL HOSTS Edit | Delete | Clear | Add——u
. . . | Virtual Host Name | 5L virtual Service |
Make certain that you have already created virtual hosts via the 1 |sample
Virtual Services configuration. |
|
Select the “Virtual Hosts” tab [a]. A list of SSL virtual hosts will
be displayed in the sort ready table [b]. ’
To add a virtual host, click on the action link “Add” [c], and supply Global Settings | SSL Errors || Virtual Hosts |[ Real fosts |
the virtual host name and select an SLB virtual service [d], and T : —
o o o c C. e Save A An her | Save=1—
then click on the desired action link [e]. Then, the newly added s e ST FRDRIEE |
. . . irtu H
host names will be displayed in the table [b]. S =
If you can't select SLB Virtual Service, please go to Server Load Balancing->Virtual Services page to add
hitps/teps virtual service first,
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Virtual Hosts (Continue)
Select SSL Virtual Host: | dd v | <f#ack-to-top-mema}
D_ouble clickona hosF in the table, and the configuration vymdow e —r—— -
displays two tabs: “Virtual Host CSR/Cert/Key” and “Virtual o T T 2| 1mport Cert/Key | Backup/Restore Cert/Key | Import Client Cert/Key
Host Settings”. The i‘CS.,R/Key” sub tab under the “Virtual Host R RN T o ——
CSR/Cert/Key” tab is displayed by default [a]. KéyiLenpth: [ 1028 Bbit. *Gariarste New Key 7
. Country (2 letter code): [
You can select a virtual host from the selector [b] to complete o i
R . . ate/Province:
configurations about it. cityLocality: [
) —. Organization:
Virtual Host CSR/Cert/Key e
Don't use vhost name as Common Name: [~
CSR/Key
Common Name:
i :
To create a new CSR/Key, supply the country code for the CSR . N:rn.l:lstr:tor :n:.. Nl— —
. — rivate Key Exportable: No es !
[c], aer supply the parameter fields properly [d]. Then, you can set T — )
the private key to be exportable or not (Yes/No) [e]. If you select Confirm Private Key Password: [ )
“Yes”, you need to further set the private key password in the text SSL EXPORTABLE KEY
bOXGS [f] |lcey is not marked exportable
Then, click on the action link “Apply” [g] to create a new CSR/Key pustiioie ot o
A c T BEGIN CERTIFICATE REQUEST-----
[h]. To delete the generated CSR, you can click on the action link MIIBQDCCARECAQAWADELVALGAL UEBRMCHTE xCZATBQNVEAGTAIEXMQawCQYDVRQH
1 » I EwIXMIELMAKGA1UEChMCMTEXCZAJBgNVBASTA)ExMQswCQYDVRODEWI XMIEYMBYG
Remove [I] CS5qGSIb3DQETARYIMI FAMTEUY29tMIGEMAOGCSqGS Ib3DQEBAQUARSGNADCBLQKB
gQDNhtMiébcy3F0BIM25aETEfuahrlliCktjNakCHEKnr25xDOMrOMI1Iu2ioISQV
. . . MN£Z/Q5+X6nBCWU2NG531Yp4GcFVTSKxoUvmETNE I tGr JuOWC4 TOYHXbPTSP1Eqk
You can also view the SSL exportable key in the area [j]. 0/N2B6pXS1U6dxr60dN2g/SGDBT8GHVNOT Iqmo3ZOT PaDWT DAQABOARWDQY JHoZ T
hvcNAQEFBQADgYEAKNEAE20aFREEUSW2EQT PGmPKY+1 665Eu3MDdiQQAtnBbEa3R
QZqrOWuBJUxOvFt tHgulmYU6g6UMhQKaHX sswD0r 78X rW/ SKQ1nGH4Kg) gShDrd
FlMsF4haqlsrP1I8z2TwD0x6qRSq20+Vhvz/wcONBwhBBJIJqgcargMMFMFE=
----- END CERTIFICATE REQUEST-----
SSL EXPORTABLE KEY
key is not marked exportable L___
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Proxy
Virtual Hosts (Continue)
Select SSL Virtual Host: sample « [Back to top menu]
: Virtual Host CSR/Cert/Key || Virtual Host Settings
Il Backup/Restore Cert/Key | Import Client Cert/Key
SSL KEY [ Using: Local File @  TFTP Manual Input )] Import ——
Local File Path: Browse...
Import Cert/Key g B
—t—SSL-CERTHFIGATE-[ Using: Local File @ TFTP Manual Input 1 Import
Select the “Import Cert/Key” tab [a]. You can import an existing LocalFes Path: R
Cert/Key pair via local file, TFTP or manual input method. Kev.Eomphnes: J
Note: You should input key passphase when the format of a certificate is pfx, otherwise,
. .. .. . keep it empty.
To import an existing Cert/Key pair via a local file, you can select _
R ) . . INTERMEDIATE CA CERTIFICATE [ Using: Local File @  TFTP Manual Input 1 Import
the radio button “Local File” [b], and specify the local file path and e e
inpUt the password [C] TRUSTED CA CERTIFICATE [ Using: Local File @ TFTP Manual Input 1 Import
n R R R : This is used for Verifying Cli ifi
To import a Cert/Key pair via TFTP, select the radio button i :“ e e e O —~
a L | File Path: FOWES. .«
“TFTP” [d], and supply the server address, file name and key S : '
CRL CA CERTIFICATE [ Using: Local File @ TFTP Manual Input 1 Import
password [e] Local File Path: Browse...
To manually input a Cert/Key pair, select the radio button “Manual
Input” [f], paste your existing certificate and key into the text —— [ INTERMEDIATE CA-CERTIFTCATE—[-Usiny—tucat-Fite———TFTP @  Manual Input ] Impart
fields, and supply the key password [g]. TFTE ]
File Name: sample.crt J
After confirming the supplied information, click on the action link
“Import” to import the Cert/Key pair [h]. —INTFERMEBIATE-CA-CERTIFICATE—Usingriesal-File——FFFR——Manual Input @ ] Import
Intermediate CA Certificate:
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Proxy

Virtual Hosts (Continue)
BaCkUp/ReStore Cert/Key Select SSL Virtual Host: sample + [Back to top menu]
To backup or restore an existing Cert/Key, select the Virtual Host CSR/Cert/Key |[ Virtual Host Settings | _
“Backup/Restore Cert/Key” sub tab [a]. Backup/Restore Cert/Key

e . BACKUP CERTIFICATE/PRIVATE KEY Backup ==
To backup an existing Cert/Key, supply the file name and password Feiere:
in the text fields [b], and click on the action link “Backup” to save et
a backup file [c]. Then the saved file will be displayed in the RESTORE CERTIFICATE/PRIVATE KEY Shve | beleta [ Restore~+—
“Backup Files” list [d]. -

Backup Files |
To restore a Cert/Key from the server, select a backup file from the :
list [d] and click on the desired action link [e].
To restore a Cert/Key from a local station, supply the TFTP server REMOTERESTORE CERTIETCATE/ ERTVATE KEY e
address, file name and password in the text fields [f], and click on LA
the action link “Restore” [g]. ——  Backup fileName:
Backup File Password:
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Proxy
Virtual Hosts (Continue)
Select SSL Virtual Host: sample + [Back to top menu]
Virtual Host CSR/Cert/Key || Virtual Host Settings
X Impert-Corti%ey | Backup/Rectoro-Gord oy [ Import Client CQn}Kev _
Import Client Cert/Key . :
SSL CLIENT KEY [ Using: Local File @  TFTP FTP HTTP Manual Input | Import
Select the “Import Client Cert/Key” sub tab [a]. You can import Local File Path: (Beomse.s.. ]
a client Cert/Key pair via local file, TFTP, HTTP or manual input Key Bagsphase:
method. eSS CLIENT CERTIFICATE{ Using: Local File @ TFTP( ) FTP HTTP Manual Input ] Import
Local File Path: | Browse... ]
To import via a local file, you can select the radio button “Local Key Passphase: (Only use when certificate format is pfx) J
File” [b], specify the file path and input the password [c].
To import a client Cert/Key pair via TFTP, select the radio button [ SSLELIENTREY{UsingTtocat e T TFTP @ FTP HTTP O Manual Input O ] Import
“TFTP” [d], and supply the TFTP address and password [e]. TFTP URL: titp://
| Key Passphase: )
To import a client Cert/Key pair via FTP, select the radio button
w« ” =SS CLIENT REY—[-Usinyrtocal-Pile=——TFTe-=—FTP @
TFTP” [f], and supply the FTP address and password [g]. ; oI o Lol i Tt
FTP URL: ftp:// )
To import a client Cert/Key pair via HTTP, select the radio button Key Passphase:
“HTTP” [h], and supply the HTTP address and password [i]. : -
: HTTP ®  Manual Input ] Import
To manually input a client Cert/Key pair, select the radio button HTTP URL: |http://
“Manual Input” [j], paste your existing certificate and key into the | Key Passphase: | J
text fields, and supply the key password [K].
S GLIENT-KEY [ Ugingi-Losal-Fil TR TR HETR Manual Input @ ] Import
After confirming the supplied information, click on the action link SSL Client Key:
“Import” to import the client Cert/Key pair [1].
Key Passphase:
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Proxy
Virtual Hosts (Continue)
Virtual Host Settings
To execute virtual host settings, make sure that you have already
generated a CSR or imported a certificate and key. Select the
“Virtual Host Settings” tab [a], and the configuration window will
display two sub tabs “Basic Settings” [b] and “Advanced
Settings” [c].
Select SSL Virtual Host: sample -~ [Back to top menu]
Basic Settings : '
Virtual Host CSR/Cert/Key || Virtual Host Settings
On this configuration page, you can enable SSL on this virtual host sk Sl thigs “‘"’""d i
by selecting the check box “Enable SSL” [d]. SSL BASIC SETTINGS
Note: You need to generate a CSR or import a certificate and key before enabling 55L.
You can view certificate information in the configuration window i N
- g . nable SSL: [V
[e]. Select the display mode via the l‘.aC.iIO bL!ttons [f]: If yo.u choose [wm T IS D Conie ]}
the “Complete” mode, complete certificate information will be —L o : . = | l
. | Certificate is not present for host “sample’
displayed.
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Virtual Hosts (Continue)

VIEW INTERMEDIATE CA CERTIFICATE [ Mode: Simple @ Complete ;| Clear

|In:|:=a is not present for vhost "sample" l

. . . VIEW TRUSTED CA CERTIFICATES [ Mode: Simple ® Complete ] Clear
Basic Settings (Continue)

an::ca is not present for vhost "sample”™ ‘

On this configuration page, you can also view intermediate CA VIEW CRL CA CERTIFICATES [ Mode:Simple @ Complete © ] Clear —|
certificate, trusted CA certificate, CRL CA certificate and client [m CAL CA is not present for vhost “sample” |
certificate information. VIEW CLIENT CERTIFICATE [ Mode: Simple @ Complete () ] Clear

IC&::ificlze is not present for host "sample" ]

Select the display mode of certificate information (simple or

complete) via the radio buttons [a]. SRR Clear

S5L Connection Statiscics for “"sample"
. . ) Open SSL connections : 0
You can click on the “Clear” action link [b] to remove the Accepted SSL connections : 0

. Requested SSL connecticns : 0
Cel’tlflcate 5 minutes regquested rate a

connections/sec

. . . . . . S5L Session Statistics for "sample™
You can also view SSL statistics information on this page [c]. Resumed SSL sessionz  : 0
Resumable SSL sessicns : 0
Session Misses z D
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Virtual Hosts (Continue)

Advanced Settings
Click on the sub tab “Advanced Settings” [a].

SSL Advanced Settings: You can select proper SSL version
(SSLv3 or TLSv1) [b], enable session reuse [c] or enable SSL
renegotiation [d]. Then, click on the “SAVE CHANGES” button
[e] to make your settings take effect.

Client Authentication: To enable client authentication, you can
select the check box [f], and click on the “SAVE CHANGES”
button [e]. Then, some new configuration items will appear [g]
where you can: input authentication certificate subject (optional),
select client authentication mode (mandatory or non-mandatory),
set whether to accept certificate chain from peer, enable OCSP and
input OCSP URL address, and enable CRL online check. After
completing the configurations, click on “Apply” [h] to make them
take effect. (Note: If OCSP is enabled, CRL online check will be
disabled, and you cannot make CRL settings.)

Client Authentication-CRL Settings: After enabling client
authentication, CRL settings can be configured. Click on “Add” [i]
and a new window will appear. Supply the CRL name, the URL
where to download the CRL, the interval between two downloads
(in minutes) and the delay time (in minutes) [j]. Then click on
“Save” [K], and the added settings will be displayed in the table [I].

Select SSL Virtual Host: sample ~ [Back to top menu]

—

|

sl.Host CSR/Cert/Key || Virtual Host Settings

T
LEEE T Bl | Advanced Settings

Proxy

SSL ADVANCED SETTINGS

\( S5L Versions:

SSlvd: v TLSv1: Ll )——
Enable Session Reuse: (V|
Enable SSL Renegotiation:
’/
CLIENT AUTHENTICATION Apply =
Enable Client Authentication: [V]
Auth Cert Subject: (Optional)

Note:

1) You need to import the trusted CA certificate to enable client

authentication.

Client Auth Mode: mandatory @ non-mandatory

Accept Certificate Chain from Peer: |

Enable OCSP:
OCSP URL:
Enable CRL Online: |

CLIENT AUTHENTICATION -- CRL SETTINGS

CRL Name CRL URL

| cRLInterval | cRL Delay | Download Time

CRL

Virtual Host Name:

CRL Name:
CRL URL:
CRL Interval: 1440

CRL Delay: 0

Cancel | Save & Add Another | Save =

(Minutes)

(Minutes)
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Proxy
Virtual Hosts (Continue)
Advanced Settings (Continue)
Cipher Strength Redirection: Specify the minimum cipher strength
via the radio buttons [a], and fill in the text field with redirect URL
[b]. Then click on “Apply” [c] to save the changes.
. ) i i CIPHER STRENGTH REDIRECTION Apply =—
Cipher Suites: In order to determine whether to enable a cipher No Minimum
suite or not, select the desired cipher suite from the list [d], and Minimum Acceptable Cipher Strength: st ® 0 200 e Ne e ]
then click on the button to either enable it [e] or disable it [f]. =
Redirect URL:
You can also change the position of the cipher suites in the list by CIPHER SUITES
clicking on the “Move Up” or “Move Down” button [g]. Dieiod Cipter Enabled Cipher Suites:
Note: To modify the configurations of a virtual host, you have to o ey : ey
make sure that the virtual host is in inactive status (unselect the =] A Choew)
“Enable SSL” check box on the Basic Settings page). That is = T_] g e
because the WebUI will execute "stop host" first before the
modification operation and "start host" after the modification
operation without asking for your confirmation. This may cause
unexpected risks.
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Proxy
Real Hosts
To perform real host configuration, first make certain that you have
already created real services via the Server Load Balance.
Select the tab “Real Hosts” [a] to enter the “SSL Real Hosts” Global Settings |[ SSL Errors |[ Virtual Hosts |[ Real Hosts |
configuration window, where the previously created SSL real hosts e REAL T EHit | Delete | Clear | Addee
are displayed in the sort ready table [b]. T Real Host Name TSLB Real service [
1 |avc

To add an SSL real host, click on the action link “Add” [c], and a '
new configuration widow will appear. Supply the real host name !
and specify the SLB real service [d], and then click on the “Save”
aCtion ||nk [e] Global Settings ][ SSL Errors ][ Virtual Hosts " Real Hosts 1

SSL REAL HOST Cancel | Save & Add Another | Save=—
After a real host is added successfully, it will be displayed in the Real Host Name:
table [b]. You can edit a real host by double clicking on it or click a SLB Real Service:  ~
real hOSt in the table and SeIeCt the action link "Edit” [f] Then, a If you can't select 5L8 Real Service, please go to Server Load Balancing->Real Services page to add
new configuration window will appear. fitips/teps Tael servios ficst.
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Proxy
Real Hosts (Continue)
—SElect 35S Reairiiostc—ave v [Back to top menu]
Double click on the real host name in the list box, and the e ——
5 g g g o « . eal Host Cert/Key eal Hos! ings
configuration WlndO\{v will display two tabs “Real Host Cert/Key e
and “Real Host Settings”. By default, the sub tab “Import : T — -1
Cert/Key” under the “Real Host Cert/Key” tab is displayed [a]. “:‘E:F_: "':'::‘ el il sl doanls - e
cal File Fath: TOWSG. « s
You can switch among the created real hosts by selecting from the Koy.Ras ae:
selector [b] —eeSEL-CERTFIFIEATE~] Using: Local File @  TFTP Manual Input i} Import
. Local File Path: Browse. ..-]
Import Cert/Key Key Passphase: )
Note: You should input key passphase when the format of a certificate is pfx, otherwise,
You can import a Cert/Key pair via local file, TFTP or manual Koop K emply:
input method.
To import a Cert/Key pair via a local file, select the radio button
“Local File” [c], and supply the file path and password [d]. 85KV —-UsmgrtocehFile-=—TFTP @  Manual Input ©) ] Import
TFTP

To import via TFTP, select the radio button “TFTP” [e], and supply File Name: avc.key ]
the server address and password in the text fields [f]. Key Passphase: J
To manually input a Cert/Key pair, select the radio button “Manual
Input” [g], and paste your SSL key and CA certificate into the =R it st bellORUETE IRt
blanks and supply the key password [h]. Bk eyt
After confirming the information input, click on the action link [
“Import” [i].

Key Passphase:
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Proxy
Real Hosts (Continue)
Select SSL Real Host: avc ~ [Back to top menu]
Real Host Cert/Key ][ Real Host semnns]

Backup/Restore Cert/Key Backup/Restore Cert/key N
To backup or restore an existing Cert/Key pair, select the sub tab ”:]":" gl o !
“Backup/Restore Cert/Key” [a]. — p:s ’::
To backup an existing certificate or private key, supply the file RESTUSE CERCITALATEPRIVAIE KEY, st sk by mu
name and password [b], and then click on the action link “Backup” Backilp Elles |
[c]. The saved files will be displayed in the “Backup Files” list [d]. 1
To restore from local backup files, select an entry from the backup
files list [d], and click on the desired action link [e].
To restor_e via remote server, supply the TFTP server agdre§s, SEOTE TS TOIE COT T IEATE PN e e B
backup filename and password [f], and click on the action link o
“Restore” [g] =] Backup FileName:

Backup File Password:
©2011 Fortinet, Inc.

116

All Rights Reserved.



==:RTINET

Proxy
Real Hosts (Continue)
Select SSL Real Host: avc ~ [Back to top menu]
Basic Settings: [Real Host cert/Key |[ Real Host Settings
- T Ao Gl Advanced Settings
Make certain you have selected the “Real Host Settings” tab, and SSL BASIC SETTINGS
the “Basic Settings” page is displayed by default [a]. ——— Enable SsL: [¥)
. VIEW CERTIFICATE [ Mode: Simple @ Complete
Select the check box to enable SSL on this real host [b]. Then, Sariiians tn:oom:pmemmn Bor: hoasiBt
click on .the §AVE CHANGES” button when it appears to save | see— =
the configuration [c]. .
S5L Connection Statistics for "ave™
Open 55L connections : @
You can also view the certificate and statistics [d]. Select the Accapoad SIL-carsactione 2.0
. . . . . Requested SSL connecticns : 0
display mode via the radio buttons [e]. If the display mode is set to § minutes requested rete : 0 connections/sec
“Complete”, all the certificate information will be displayed on the SSL Session Statistics for “ave"
page. Peidabte §05 sceatios o §
Session Misses 0
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Proxy

Real Hosts (Continue)

Select SSL Real Host: avc + [Back to top menu]

Real Host Cert/Key || Real Host Settings RESET SAVE CHANGES
Advanced Settings anced Settings u

Select the sub tab “Advanced Settings” [a]. Specify the SSL el Ll AL
version (SSLv3 or TLSv1) via the check boxes [b]. Enable SSL SSLVersions: SSLv3: V] Tsvi: ¥ Tsvii: [ Tisviz: W
session reuse via the check box [c]. To enable the function of Enable Session Reuse: [G]

checking server certificate common name, you can first check the

. . b Checking Server Certificate Common Name:
box [d] and then input the common name in the text box thereafter.

You can also enable the client authentication feature by selecting SHERT RV FHERTICATION
the check box [e]. Enable Client Authentication:
CIPHER SUITES
After finishing these settings, you can click on the “SAVE Disabled Cipher Ertied Caher St
CHANGES?” button to save your configuration [f]. Suites:
DES-CEC-SHA RC4-MDS
In order to determine whether to enable a cipher suite or not, select o |f
the desired cipher suite from the list [g], and click on the button to [ >> | | AES128-SHA [ Moveup |
either enable it [h] or disable it [i]. =1 =
" . . L ]
You can also change the position of the cipher suites by clicking on

the “Move Up” or “Move Down” button [j].

Note: To modify the configurations of a real host, you have to make sure that the real host is in inactive status (unselect the “Enable SSL” check box on the Basic Settings page). That
is because the WebUI will execute "'stop host™ first before the modification operation and *'start host™ after the modification operation without asking for your confirmation. This
may cause unexpected risks.
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Proxy
Monitoring
The FortiBalancer appliance allows you to monitor the cache hits Compression
ratio in real time. Caching Proxy
Make certain you are in the Config Mode and select the feature SSL
link “Monitoring” from the sidebar [a]. Monitoring
Cache
_._..Caclle]

CACHE HITS RATIO
Select the “Cache” tab [b] and the window will display the e Patlo
realtime hit ratio in the box [c]. The page is automatically refreshed o
every twenty seconds. T ko e ke w 6 009 - piaant coiac sHatbar oris o hia'se ot
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Advanced Load Balance

Advanced Load Balance

Link Load Balancing (LLB) allows TCP/IP network traffic to be
balanced through up to 128 upstream Internet Service Providers
(ISPs). Load balancing can be performed on egress to the Internet
(outbound LLB) or on ingress from the Internet (inbound LLB).

Make certain you are in Config mode, and select the Link Load
Balance feature link from the sidebar [a]. The window will present
you four tabs [b].

NAT || IPVv6

IP Pool
NATPT |

IP Region

Port Forwarding

IPV6 NATPT SETTINGS
Enable NATPT: []

Prefix:

Set =

NATPT IPV6 TO IPV4 SETTINGS
IPv4 Address:

Set | Delete ——

Start Port: (1025 - 65535)
End Port: (1025 - 65535)
NATPT IPV4 TO IPV6 SETTINGS Add ——
IPv4 Address:
IPv6 Address:
IPv4 Address IPv6 Address
N-ATP'I' ITR&NSLATIONS
Protocol Local Address(src) Local Address(dst) Remote Ac
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InBound Settings

Select the “InBound Settings” tab [a]. First, set the DNS load
balance method via the selector [b]. Click on the “SAVE
CHANGES” button [c] when it appears to save your setting.

To create a DNS entry, click on the “Add” action link [d] and then
supply the host name, host IP, port number, weight value and link
route in the text fields [e] and click on the “Save” action link [f].
The newly created DNS entry will be displayed in the sort ready
table [g].

To change the DNS TTL value, select a desired host in the table [h]
and click on “Modify” [i]. Input the new TTL value in the new
configuration page [j], and click on “Save” [k] to make your
change take effect.

-

InBound Settings |[ OutBound Settings |[ Statistics |[ Report |

Advanced Load Balance

RESET SAVE CHANGES
DNS LOAD BALANCE
——Method: Weighted Round Robin
DNS ENTRIES Delete | Add =1

[ Host Name

P

| Port

| Weight

1 | www.a.com
2 | www.b.com

3 | www.c.com

10.10.2.2
10.10.2.3
10.10.2.4

0
0
o

1
1
1

ADD DNS ENTRY

' Cancel | Save & Add her | S

Host Name:
1P:
Port:

o

Weight: 1

Link Route: -

TIME TO LIVE

Modify ==

[ Host Name

-

1 | www.a.com

_2_J www.b.com

3 | www.c.com

g g g|d

MODIFY DNS TTL
Host Name:

TTL: 60

3

Cancel | Saves{—

©2011 Fortinet, Inc.
All Rights Reserved.

121



==:RTINET

OutBound Settings

Click on the tab “OutBound Settings” [a]. The configuration
window presents a new configuration page.

Set the Link Load Balance method via the selector [b]. If
“Dynamic Detecting” method is selected, you need to set time
interval and connection count for triggering DD refresh [c]. Use the
check box [d] to enable the LLB health check. Once any change is
made, the “RESET” and “SAVE CHANGES” buttons will appear.
Remember to save any change made by clicking on the “SAVE
CHANGES” button [e].

Select the action link “Add” [f]. A new configuration page is
displayed.

Specify the link name, gateway IP, weight value for the link, set the
health check source IP and bandwidth threshold [g]. At last,
remember to click on the action link “Save” [h] to complete the
configuration. The newly added LLB link route will be displayed in
the table [i].

Advanced Load Balance

(SmBound-Settings-|| OutBound Settings |[ Statistics |[ Report |

LLB LINK GLOBAL SETTINGS

Method: |Round Robin
t=== Enable Link Heath Check: [

=

LLB LINK ROUTE

Link Name | GateWay IP | Health Check IP | Interval IWeighl | Enable | Health Check Source IP

1 |inkl 10.3.121.1  10.3.121.9%

10

Time Interval: [300 (60-7200 Seconds)
Connection Count: |1000 (10-5000000)

Enable Link

1 v 10.3.121.99

Method: [Dynami:r;etectino ¥

DD REFRESH TRIGGER

Edit | Delete | Add ~—

Heath Check: [~

ADD LINK ROUTE

I Cancel | Save & Add Another | Save ———

Link Name:
GateWay IP:
Health Check IP:

Interval

Weight:
Health Check Source 1P:

’7
.
e
s ﬁ-ﬁ— (Seconds)
,1_
J
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OutBound Settings (Continue)

In the LLB link list, you can enable a link via the check box [a].
Then, remember to click on “SAVE CHANGES” [b] to save your
configuration.

To modify the settings of a link, double click on it in the table [c],
or select it and click on the action link “Edit” [d]. A new
configuration page will be displayed.

Enable or disable the link via the check box [e]. Then, click on
“Save” [f] to make your setting take effect.

To add an LLB link health checker, click on the action link “Add”
[g]. A new configuration page will appear.

Select the health check type, and supply the required information
[h]. The parameter fields may vary with different health check
types. After finishing the configuration, click on the action link
“Save” [i], and information about the health checker will be
displayed in the sort ready table [j].

Advanced Load Balance

RESET |  SAVE CHANGES |

LLB LINK ROUTE

"\ Eqit| Delete | Add

Link Name

1 |ink1
L

LLB LINK ROUTE

Link Name:

GateWay IP:

‘Weight:

Source IP:

Bandwidth Threshold:

Enabla:

GateWay IP | Weight Source IP !Bandwidth mreshnla\\ Enable
10.3.10.1 1 0.0.0.0 10Mbps v
r
Cancel | Save
T
f—
boas |

LINK HEALTH CHECKER

Delete | Add —

3 |dns  10.3.121.5¢
|

| Type |Host I Port . Domain Name | Intenval | Timeout | Continuous Up | Continuous Down
1 |iemp  10.3.121.52 10 5 3 3
2 |t 10312151 333 104 5 3 3

www.xyz.com 10 3 ' 3 3
ADD LINK HEALTH CHECKER Cancel | Save & Add Another | Save—

Link Name: [_

Type: |icmp = |
Wost: [
Interval: llu—Sm:onds
Timeout: ls_semnds
Continuous Up: [3
Conbinuous Down: [3—
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Statistics

Make certain you are in Config mode and have selected the
“Statistics” tab [a].

Use the check box [b] to enable the function of displaying the LLB
statistics. Once any change is made, the “RESET” and “SAVE
CHANGES” buttons appear. Remember to save any change made
by clicking on the button [c].

Once the “Enable LLB Statistics” function is enabled, you can
view the statistics about all the links in the table [d].

Advanced Load Balance

InBound Settings |[ OutBound Settings |[ Statistics |[ Report RESET |  SAVE CHANGES

LLB STATISTICS SETTINGS
[~ Enable LLB Statistics: [+

LLB LINK STATISTICS
|_— Link Name: |all _~

Clear

Link “"linkl":
status statistics:
Gateway Destination Interval Weight Resp time Status Down Up_time
10.3.121.1 ——— 10 1 0.000ms Down 1 00:00:30
Basic HC: 10.3.121.99 — —— —— Down 1 00:00:30
Extra HC: 10.3.70.59 S m— o Down 1 00:00:30
Bandwidth statistics:
Bandwidth (bit/sec): Min. Smin. Hour Day
10.3.121.1 Avg.: 128.000 (bps) 128.000 (bps) 128.000 (bps) 128.000 (bps)
10.3.121.1 Peak: 128.000 (bps) 128.000 (bps) 128.000 (bps) 128.000 (bps)
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Report

Select the “Report” tab [a]. You can view the report under the
Enable mode.

Specify the link name, interval and format of the report via the
selectors [b] and click on the action link “Preview” [c]. Then, you
will be presented with an LLB Link Statistics Report in the format
you have specified.

Note that the Report page is available only after you have selected
the “Enable LLB Statistics” check box [d] on the Statistics page
[e], and also have enabled the statmon function via the check box
[f] on the Graph Monitoring Setting page under the “Graph
Monitoring” tab [g] (select the Graph feature link under the
Admin Tools feature group [h]).

Advanced Load Balance

InBound Settings | OutBound Settings |[ Statistics |[ Report |

LLB LINK STATISTICS REPORT

Link Name: |all _~

Interval: |1 Hour =

File Format: |PDF =

Note:
Please turn on ip statistics first, and disable cache in your browser settings.

Preview —

InBound Settings | OutBound Settings |[ Statistics | Report |

LLB STATISTICS SETTINGS
et nable LLB Statistics: [V

Logging "' SNMP “'Statisﬁe; Graph Monitoring 1
System:Management (e 'l Predefined Graphs | User Defined Graphs
Config Management

Graph | STATMON ENABLE
Troubleshooting
Statmon Enable: [v

User Management
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Global Load Balance

Fortinet GSLB (SDNS) solution transforms the FortiBalancer
appliance into a complementary DNS server which is able to
resolve a set of defined domain names based on the configured load
balancing methods. SDNS runs on each FortiBalancer appliance
and is able to resolve a given domain name (A Record) as an
authoritative DNS server. When DNS queries (typically forwarded
by Corporate DNS Server or ISP DNS Server) for the domain name
received, the SDNS function will resolve the domain name with IP
addresses selected from its Domain Name and IP Service Database
with load balancing method configured.

Make certain you are in Config mode, and have selected the
feature link Global Load Balance from the sidebar [a]. Then, nine
tabs [b] will be displayed on the configuration page. The default
page is General Settings.

Advanced Load Balance

_H_odewl General Settings H Records " Topology ]f Method " Bandwidth ][ DPS H IANA ]f Stntlstil:s][ Report]]

Home
GENERAL SETTINGS
SYSTEM CONFIGURATION

General Settings SDNS Status: |on check v |
Basic Networking e [
Advanced Networking SONS Statistics: [
Clustering SDNS Local Statistics: [v
Monitornni
g SDNS Report Interval: |30
—
Real Services SDNS Heart Beat Interval: |2
Virtual Services SDNS persistent timeout: (3600
Check Lists Racursion: [
Geoips ecursion:
Application Setting SDNS MEMBER SETTINGS Delete Member Entry | Add Member Entry
Monitoring
| hame | Type | P Address Port Max Connections | Status
Compression | 1 ] sdns1 | all ¥ 172.16.63.2 5888 1000 DOWN
Caching Proxy | 2 |sdns2 proxy - | 172.16.63.3 5888 1000 DOWN
Monitoring
ADVANCED LOAD BALANCE
Link Load Balance
Global Load Balance
Monitoring
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General Settings

Select the General Settings tab [a]. First, turn on or turn off the
SDNS function via the selector [b]; to turn on the function, you
need to further specify checking (on check) or not checking (on no
check) virtual hosts’ health status.

Next, you can make some basic SDNS settings [c]: enable or
disable the SDNS statistics and local DNS statistics functions,
specify how often HTTP proxy cache servers should report their
local status information, specify how long the FortiBalancer
appliance will wait to send heartbeat messages to all other
members in an SDNS network, specify the SDNS persistent
timeout value, and enable or disable the SDNS recursive query.
Then, click on the “SAVE CHANGES” button [d] to save your
settings.

To add an SDNS member, click on the action link “Add Member
Entry” [e]. In the new configuration page, specify the name, type,
IP address and port number (defaults to 5888) of the SDNS host [f],
and click on “Save” [g]. The newly created SDNS host will be
displayed in the sort ready table [h].

You can also change the SDNS members’ type or set them as local
DNS member in the sort ready table. Remember to click on “SAVE
CHANGES” [d] to save your change.

Advanced Load Balance

I W
[Generalsenings]rnecmﬂs]ﬁopolomr]]' hods | Bandwidth | DPs |[ 1aNA |[ Statistics | [ Report |

GENERAL SETTINGS
SDNS Status

: |on check _» =

r

SDNS persistent imeout

.

SDNS Statistics:

SDNS Local Statistics:
SDNS Report Interval:
SDNS Heart Beat Interval:

Recursion:

3

SDNS MEMBER SETTINGS

Delete Member Entry | Add Member Entry

Name | Type

| P Address

Fort

| Max Connectons | status | Local Member

1 | sdnst |all

-] 172.16.63.2

| | 2 |sdns2 proxy > | 172.16.63.3

5888
5888

1000
1000

DOWN C

DOWN (

ADD MEMBER ENTRY

1P Ad

Name: |

Type: Iproxy ~]
dress: |

Port: |5888

l Cancel | Save & Add Another | Save —f—
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Records

Select the “Records” tab [a]. The configuration page will display
five sub-tabs. The default page is A [b].

A

On this page, all the existing DNS A records in the system are
displayed in the sort ready table [c]. Select a host via the selector
[d], and the table will only display the A records about the selected
host. To delete a record, simply select it in the table and click on
the “Delete” action link [e].

To add a new A record, supply the domain name, IP address, port
number, weight value and link route in the text fields [f], and click
on the “Save” action link [g]. The newly created A record will be
displayed in the table [c].

In the sort ready table [h], all the existing real servers and virtual
servers in the system are displayed. You can use their IP addresses
as the IP address of newly added A records. To do this, simply
input the domain name, select one or more real/virtual server in the
table [h], input the port and weight, and click on “Save”. The
newly created A record(s) will be displayed in the table [c].

Advanced Load Balance

General Settings || Records || Topology || Methods || Bandwidth || DPS || IANA || Statistics || Report
— A Cname | Others IPv6 | SNMPIP
A RECORDS Delete =p—
= DOMain Name: [—LI
[ Host Name [lP | Port Weight | Service

| 1 |forti 10.3.100.10 0 1 <

ADD A RECORDS Save =t—
(Domain Name: |
1p:| Port:|0 Weight:|1
Name | Service Fag | IP [ Port ‘ Weight |
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Records (Continue)

Cname

Select the sub-tab “Cname” [a]. You can add new CNAME
records for a domain name. Supply the domain name and alias
name in the text fields [b] and click on the action link “Add” [c].
The newly added CNAME records will be displayed in the sort
ready table [d].

To delete an entry in the table, simply select the entry and click on
the “Delete” action link [e].

Advanced Load Balance

SDNS CNAME SETTINGS

17

Delete | Add ——

-

omain Name: |
Alias: | J
Domain Name | Alas
1 | domainl akasl
2 | domain2 akas2
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Records (Continue)

Others
Select the sub-tab “Others” [a].

You can reboot the local DNS function by clicking on the “Restart”
button [b].

Supply the path and name of the zone file in the text fields [c] and
click on the action link “Import” [d]. Then, the name of the
imported zone file will be displayed in the list box [e]. Multiple
zone files can be imported.

To view the contents of a file, double click on the file in the list, or
select it and click on the action link “View” [f]. The file contents
will be displayed in a new page. To save a zone file, simply click
on the action link “Save” [g].

Specify the path of the config file in the text field [h] and click on
the action link “Import” [i]. The contents of the config file will be
displayed in the box [j]. You can save the file by clicking on the
action link “Save” [K].

IPV6

Select the sub-tab “IPv6” [1]. You can add a new IPv6 record for a
domain name. Supply the domain name and IPv6 address in the
text fields [m] and click on the action link “Add” [n]. The newly
added record will be displayed in the sort ready table [o].

Advanced Load Balance

Methods

General Settings || Records || Topology
—others G BCLLLE G

Bandwidth || DPS

IANA || Statistics || Report

LOCALDNS RESTART

LocalDNS Restart: _Restart f————

ZONE FILE

Import =

rZcme File Path: |

Zone Name: [

ZONE FILE LIST

Sa!ve | Delete | View =

Zone Fie

1 | sample.rev

CONF FILE

| Conf File Path: |

Browse... ]

Import =

VIEW CONF FILE INFORMATION

Save _|

// Refer to the manual for decails.

// understocd the hairy dectails of how DNS is working.

// Copyright (c) 2000-2011 Fortinet,Inc. All rights reserved.

// If you are ever going to setup & primary server, make sure you've

Even with

General Settings || Records || Topology || Methods || Bandwidth m IANA || Statistics || Report
==l SNMP IP

SDNS AAAA SETTINGS

-
Domain Name: |

Delete | Add =—

| IPv6 Address: |
Domain Name | 1Pv6 Address
1 | www.fortipvb.com 2001:db8:8533:8d3:1319:8a32e:370:7344
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Records (Continue)

SNMP IP
Select the sub-tab “SNMP IP” [a].

To create an SNMP service group, you can supply the group name
in the text field [b] and click on the action link “Add” [c]. The
newly added group information will be displayed in the sort ready
table [d].

You can further add members for the SNMP group. Select a group
via the selector, and then specify the service type and OID [e], and
click on the action link “Add” [f]. The group member information
will be displayed in the sort ready table [g].

You can set the SNMP check interval (in seconds) in the text field
[h] and click on “Set” to save your setting [i].

Then, you can configure the IP address of the created SNMP group.

Supply the IP address, select the group name and set the SNMP
community and port number [j]. Then, click on the action link
“Add” [K]. The newly created SNMP IP information will be
displayed in the sort ready table [I].

Advanced Load Balance

General Settings || Records

Topology || Methods
~SNMP IP |

Bandwidth || DPS || IANA || Statistics || Report

SERVICE GROUP

e Group Name: |

Add | Delete

.

[ Group Name

1 J groupl

2 | group2
1

GROUP MEMBER

Group Name: |groupl ~ I
Service Type: L]
0I1D:

Add | Delete

Service Type ‘ oD

SNMP CHECK INTERVAL
L SNMP Check Interval: |300 Seconds

Set =t

SNMP IP

IP Address

Group Name

SNMP Port

SNMP Community:

: |group1 = |
[ ——

: {161

Add | Delete | Clear

IP Address
1 |172.16.63.4

2 |172.16.63.5
|

l Group Name

groupl
groupl

| SNMP Community

aaa
bbb

SNMP Port

161
161
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Topology

Select the “Topology” tab [a]. The configuration page will display
five sub-tabs. The default page is Site [b].

Site

On the “Site” page, all sites previously configured are displayed in
the sort ready table [c]. To add a new site, click on the action link
“Add Site Entry” [d], supply the site name and weight [e] in the
new configuration page and click on “Save” [f]. Then the newly
created site will be displayed in the sort ready table [c].

You can select a desired site via the radio button to view the
members of the selected site [g]. To edit the site members, click on
the action link “Edit Members of the Site” [h]. Select the members
for the site via the check boxes [i], and click on the “SAVE
CHANGES” button [j] when it appears to make your change take
effect.

et Siite |

General Settings

Records

Proximity

Region

Topology || Methods

Advanced Load Balance

SDNS SITE SETTINGS

site lWeight | Members View
1 | befing 1 2 .
2 | tanjn 2 0 C

ADD SITE ENTRY

| Site: |
g E—

Cancel | Save & Add Another | Save ———

MEMBERS OF THE SELECTED VIEW

Delete Member | Edit Members of the Site ———

Name IlP Address is‘atus |
1 |sdnsl 172.16.63.2 al
2 | sdns2 172.16.63.3 proxy
SDNS SITE'S LIST Cancel
Name IP Address Status |Is Stte Member
sdns1 172.16.63.2 al v
sdns2 172.16.63.3 proxy ~
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Topology (Continue)

Region
Select the sub-tab “Region” [a].

On the “Region” page, all regions previously configured are
displayed in the sort ready table [b]. To add a new region, click on
the action link “Add Region” [c], supply the region name and
weight [d] in the new configuration page and click on “Save” [e].
Then the newly created region will be displayed in the sort ready
table [b].

You can select a desired region via the radio button to view its
child regions [f]. To add a new child region for the selected region,
click on the action link “Add Region Division” [g], and select a
division region via the selector [h]. Then click on the “Save” action
link [i] to make your setting take effect.

Advanced Load Balance

General Settings || Records || Topology || Methods || Bandwidth || DPS || IANA || Statistics || Report
Region | Over Flow Chain | DR Group
SDNS REGION SETTINGS Delete Region | Add Region ~
Name [ D | Band Limi(Mbytes/S) | Weight | Dwvsions | View
Asia 3 1 1 —_—
2 | Euro 4 2 0 &
ADD REGION l Cancel | Save & Add Another | Save =
Name: |
_Weight: I

DIVISIONS OF THE SELECTED VIEW

Delete Region Division | Add Region Division —f—

Parent:

Children |

ADD REGION DIVISION

= Select a Division Region: |Euro >

bejing

Cancel | Save & Add Another | Save -——
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Advanced Load Balance
Topology (Continue)
General Settings || Records || Topology || Methods || Bandwidth || DPS || IANA || Statistics || Report
I Over Flow Chain DR Group
Proximity SITE DISTANCE Delete Site Distance | Add Site Distance ~|~
| ste 1 | ste 2 | Distance
Select the sub-tab “Proximity” [a]. ""*-+E beiing _-| |being -] T o
, _— : : 1 | being tanjin 1
You can set the distance between two sites. First, specify two sites 12| vangn shanghai 2
via the selectors respectively [b] and input the distance between the ' |
two sites [c]. Click on the action link “Add Site Distance” [d]. The PROXIMITY RULES Delete Proximity Rule | Add Proximity Rule ———
new configuration will be displayed in the sort ready table [e]. P Address P Mask [ste [ Weight
Still on this configuration page, click on the action link “Add i 1031215 e o
o . o i ) 2 |10.3.121.56 255.255.255.255  tianjin 20

Proximity Rule” [f]. The window will display a new configuration =
page. '
Input the IP address, mask and weight in the text fields [g], select ADD PROXIMITY RULE Cancel | Save & Add Another | Save ~|—
the location type via radio buttons [h] and set the site via the pull 1P Address: |
down menu [i]. Then, click on “Save” [j]. The newly created pMask: [
proximity rule will be displayed in the sort ready table [K]. weight: o
The IP region information will be shown in the “IP Region Bl LT SR
Proximity” table [I]. Clicking on the action link “IP Region Table” site: [beijing _-f
and “IP Region Route” [m] will direct you to the related
configuration pages.. IP REGION PROXIMITY

‘ Name Site/Region I Priority

|

|

IP Region Table | IP Region Rout:
©2011 Fortinet, Inc.
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Topology (Continue)

Over Flow Chain
Select the sub-tab “Over Flow Chain” [a].

On this page, all overflow chains previously configured are
displayed in the sort ready table [b]. To add a new chain, click on
the action link “Add Overflow Chain” [c], supply the chain name
[d] in the new configuration page and click on “Save” [e]. Then the
newly created chain will be displayed in the sort ready table [b].

You can select a desired chain via the radio button to view the
members of the chain [f]. To edit the chain members, click on the
action link “Edit Members of the Chain” [g]. Select the members
for the chain via the check boxes [h], and click on the “SAVE
CHANGES” button [i] when it appears to make your change take
effect.

General Settings

Advanced Load Balance

RESET SAVE

Topology |[ Methods |[ Bandwidth |[ DPS ][ 1ANA |[ Statistics |
L_over Flow Chain | [JRLYSLTT

= Chain Name: I

OVERFLOW CHAINS Delete Overflow Chain | Add Overflow Chain ==
I Chain Name View Members |
1 | chainl 10
2 | chain2 C
| 3 |chain3 &
ADD OVERFLOW CHAIN Cancel | Save & Add Another | Save =

MEMBERS OF THE CHAIN Delete Member | Edit Members of the Chain ——
I Name | 1P Address | Status
1 |sdns2 172.16.63.3 DOWN
| 2 |[sdnst 172.16.63.2 DOWN
SDNS CHAIN'S LIST l Cancel
Name IP Address Status | Is Chain Member
sdns1 172.16.63.2 al v
sdns2 172.16.63.3 proxy 4
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Topology (Continue)

DR Group
Select the sub-tab “DR Group” [a].

Enter the DR (disaster recovery) group name and the domain name
that requires disaster recovery in the text fields [b], and click on the
action link “Add DrGroup” [c]. The newly added group
information will be displayed in the sort ready table [d].

In the table, you can switch on/off a DR group via the check box
[e]. Remember to click on the “SAVE CHANGES” button [f] when
it appears to save your change.

Select a desired DR group via the radio button [g], and you can see
the list of the sites in the group [h]. You can further add these sites
into a primary DR group or a standby DR group. To do this, select
“Primary” or “Standby” via the selector [i], and specify the sites to
be added into the group via the check boxes [j]. Then, click on the
“Save Group Site Settings” action link [K] to save your changes.

You can disable the primary group or standby group via the check
boxes [I].

General Settings || Records || Topology

Proximity | Over Flow Chain - ¥efyui

Advanced Load Balance

RESET SAVE CHANGE S

Methods || Bandwidth || DPS || IANA || Statistics || Report

SDNS DRGROUP SETTINGS

Group Name:
Domain Name:

)

Delete DrGroup | Add DrGroup =

Group Name | Domain Name | Primary Status standby Status | Siitch On | View Sttes
1 | drgroupl www.drgl.com Inactive Inactive (o
2 | drgroup2 www.drg2.com Inactive Inactive r S

SDNS DRGROUP SITE SETTINGS

Disable Primary Group: [
Disable Standby Group: [

Select Group/Site View: | Primary ;I

Reset Group Site Settings | Save Group Site Settings =

2 | tinjin

|Sfte | To Current Group |
1 _|bejing
=
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Methods

Select the “Methods” tab [a]. The configuration page will display
two sub-tabs. The default page is Host [b].

Host

Click on the action link “Add SDNS Host” [c]. Enter the SDNS
host name in the text field and specify the host method via the
selector [d]. Then, click on the action link “Save” [€] to save your
settings. The created SDNS host will be displayed in the sort ready
table [f].

You can modify the SDNS hosts’ methods via the selectors [g].
Select a desired SDNS host via the radio buttons [h] and the
window will display details about the SDNS host in the table [i].

You can add backup IP addresses for SDNS hosts. Click on the
“Add Backup IP Entry” action link [j], and then select desired host
name from the drop-down list of existing hosts and further specify
the backup IP address for the host [K]. Click on “Save” [l], and the
configured backup IP address will be displayed in the sort-ready
table [m]. Note that backup IP address is used for DNS resolving
when and only when all the other IP addresses are not available.

Advanced Load Balance

General Settings

=Host BLECLTLNL

Records

Topology || Methods

Bandwidth |[ DPs |( 1aNA |[ Statistics |[ Report

SDNS HOST SETTINGS

Delete Host Entry | Add SDNS Host =

Domain Name

1 | www.gr.com

2 | www.vwgr.com
www.glc.com

| Method | TTL | Up Vips |I'Jown Vips !Tot:al Traffic | View Detai
[grr ~] &0 0 0 0 5
1 VWgrr =] 60 0 0 0 { c——
! glc *| 60 0 0 0 ks

ADD SDNS HOST

I Cancel | Save & Add Another | Save

Method: |gmr

\

Domain Name: ]

=l

DETAILS OF SDNS HOST

Method:

TIL:

Is Local:
mNumluery:
IxCount:

Domain Name: www.a.com

grr
60
1

1]

0

BACKUP IP

Clear Backup IP Entry | Delete Backup IP Entry | Add Backup IP Entry —

Domain Name

1 WWW.gr.com

2 WWW.VWQr.com

1 Backup IP |
172.16.63.2

ADD SDNS HOST

172.16.63.3
I Cancel | Save & Add Another | Save =

E)ornain Name: | www.gr.com ¥
Backup IP: [—
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Methods (Continue)

Region/Pool
Select the sub-tab “Region/Pool” [a].

Click on the action link “Add Pool Entry” [b]. A new configuration
page will appear. Select to add an SDNS pool or an SDNS rule via
the selector [c], and the parameter fields will vary with your
selection. The following will introduce how to add an SDNS pool
and how to add an SDNS rule.

To add an SDNS pool, specify a host and select a configured region
or site to be the pool via the selectors respectively [d], and set the
pool type (A or CNAME) via the selector [e].

For type “A”, you need to set the pool’s method [f]. For method rr,
wrr or snmp, you need to enter the number of returned IPs [g]. For
method ipo, you need to enable or disable the SDNS pool ipo
preemption [h] and further enter the number of returned IPs.

Then, click on “Save” [i]. The newly added pool will be displayed
in the sort ready table [j].

To modify the SDNS pool settings, you can select an entry and
select the radio button [Kk], or double click on the entry. The
window will display a new configuration page.

Advanced Load Balance

General Settings || Records || Topology || Methods || Bandwidth || DPS || IANA || Statistics || Report
Region/Pool
SDNS POOL LIST Delete Pool Entry | Add Pool Entry =
| Pool I Host Name | Method I Number of returned records | Type | View Detais |
1 ' bejing WWW.gr.com m 11 A .
2 | tianjin WWW.YWgr.com I CNAME t‘"

ADD POOL OR RULE
pre——Add Pool or Rule:

i pool *

Host Name:
ite/Region:

! wWww.gr.com

beijing _|

0y

Type:
Method:

|a

m

| __Number of returned records: i

ﬂ

| Cancel | Save & Add Another | Save =

Method: |ipo v |

Preemption: [

Number of returned records:
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Methods (Continue)

Region/Pool (Continue)

In this new page, you can modify the pool type via the selector [a].
If A is selected, you need to set the method [b]. If you select the
“snmp” method, you need to further set the order type (ascending
or descending), service type and weight value [c]. Click on the
action link “Save” [d] to save your configuration.

If the “ipo” method is selected and if the SDNS pool ipo
preemption is disabled, you can manually preempt [e].

You can further add pool resources.

For pool type “A”, you need to specify the record type (A or
AAAA) via the selector [f]: if “A” is selected, you need to input the
IP address and priority in the text fields [g]; if “AAAA” is selected,
you need to input the IPv6 address and priority in the text fields

(hl.
For pool type “CNAME?”, you need to input the IP address [i].

Click on the action link “Add” [j]. The newly added pool resource
will be displayed in the sort ready table [k].

Advanced Load Balance

SDNS POOL SETTINGS
Pool: beijing

w:me: WWW.gr.com
ype: |A -

_______________._._.—--Hethod: m |

Number of returned records: |11

Cancel | Save =T

Method: [ipo | Method: [snmp = |
Preemption: [~ ﬁumber of returned records: [20 ]
_____.--f‘m.l’nﬁ;:f’re’tu’med records: ]20— Oakelpe s @Ree s —
Service Type: =l weight: | —
Mg%\ seviceType: [ =] weight: [
Priority: |Highest Manually Preempt | L Service Type: =] weight: [
SDNS POOL RESOURCES Delete | Add
Record type: m"’""————' : T TRecord type: [m
bt _| IP Address: | 1Pv6 Address: | J__
_‘[ Weight: [ ] Priority: | |
! Record type | IP Address Weight
|
SDNS POOL SETTINGS Cancel | Save
Pool: tianjin

/\

Host Name: www.vwgr.com

’,‘____’__,-Type: | CNAME ~

SDNS POOL RESOURCES

\]P Address: |
Weight: N/A

Delete | Add
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Methods (Continue)

Region/Pool (Continue)

To add an SDNS rule, click on the “Add Rule Entry” action link
[a]. In the new configuration page, select “rule” via the selector
[b], input the rule name in the text field and select a configured
region or site via the selector [c]. Set the method via the selector
[d] and enter the number of returned records in the text field [e].

Click on the “Save” action link [f]. The newly added rule will be
displayed in the sort ready table [g].

In the table, you can select the radio button [h] or double click on
an entry The window will display a new configuration page.

Advanced Load Balance

SDNS RULE LIST

Delete Rule Entry | Add Rule Entry =4—

Site/Region Rule Method Number of returned records | View Detais
1 |befing rulel " 20 C
2 | tianjin rule2 wIT 22 .
3 |Ask rule3 snmp 33 £

ADD POOL OR RULE

e idd Pool or Rule: |rule 'l

| Cancel | Save & Add Another | Save —|

Rule: |
ite/Region: |beijing ~

]7

Method: |rr x
Number of returned records:
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Advanced Load Balance

Methods (Continue)

| Reser | savecuances |
SDNS RULE SETTINGS Cancel | Save
Rule: rulel I__

Region/Pool (Continue) Site/Region: beijing
Method: |rr - |

In this new page, you can modify the method via the selector [a],
and set the number of returned records in the text field [b]. Then,

Number of returned records: |20

click on the action link “Save” [c] to save your configuration. SDNS RULE RESOURCES Delete | Add ~[
IP Address: |

You can further add rule resources. Input the IP address and weight ——{ weight: | ‘

properly in the text fields [d] and click on the action link “Add” [e]. T S

Then the newly added information will be displayed in the sort BN 10.3.121.1 It

ready table [f]. |

You can further specify the hosts that use the created rule. Specify OIS LT TRNE RIS

the desired hosts via the check boxes [g] and click on the “SAVE Hout Hame ”r‘e Oient Rils
»” A f | 1 | www.a.com v
CHANGES” button [h] when it appears to make your settings take " E— r
effect. 3 | www.c.com I
4 | www.d.com r
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Bandwidth

Select the “Bandwidth” tab [a]. The configuration page will
display five sub-tabs. The default page is Region [b].

Region

On the new page, all regions configured previously are displayed in
the sort ready table [c]. To specify the maximum bandwidth of a
region, double click on the entry under the “Limit” column and
input the value in the text field [d]. You can also set the mode of
each region via the selector [e]. Remember to click on the “SAVE
CHANGES” button [f] when it appears to save your configuration.

Site

Select the sub-tab “Site” [g]. Follow the same steps with the region
band settings to set the bandwidth for sites.

Member

Select the sub-tab “Member” [h]. Follow the same steps with the
region band settings to set the bandwidth for members.

et REGION

General Settings

Topology || Methods

Bandwidth

DPS || IANA || Statistics

Advanced Load Balance

" SAVE CHANGES |

SDNS REGION BAND SETTINGS

Delete Band Entry

B Reaicn BUZSY Member | Host |0 | |

Name D | L'l'rl{:(Mbytes,fS) | usage(Bytes/s) | Mode |
1 |Asa 3 i 0 [ null Li
2 | Euro 4 0 WI—B__

SDNS SITE BAND SETTINGS

Delete Band Entry

e i - member [ N

Stte E | Limit(Mbytes/S) | Usage(Bytes/S) | Mode |
1 | bejing 1 0 null |
2 | tanjin 2 0 null = i

SDNS MEMBER BAND SETTINGS

Delete Band Entry

Name J Limit{Mbytes/S) | Usage(Bytes/S) | Mode |
1 | sdnst 0 [ null |
2 | sdns2 0 null -]
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Bandwidth (Continue)

Host

Select the sub-tab “Host” [a]. Enter the domain name and the
maximum bandwidth in the text fields [b]. Specify the bandwidth
mode via the selector [c]. Then, click on the action link “Add Band
Entry” [d], and the information will be displayed in the sort ready
table [e].

You can modify the maximum bandwidth by double clicking on it
under the “Limit” column [f]. You can also change the mode via
the selector [g].

IP

Select the “IP” sub-tab [h]. Enter the IP address and the maximum
bandwidth of the IP address in the text fields [i]. Set the bandwidth
mode via the selector [j]. Then, click on the action link “Add Band
Entry” [K], and the configured information will be displayed in the
sort ready table [I].

To modify the IP bandwidth and mode, follow the same way with
the host bandwidth modification.

Advanced Load Balance

General Settings || Records

| Ragion. |_<ita | Momhaor

Topology || Methods || Bandwidth || DPS || IANA || Statistics || Report
ost P

SDNS HOST BAND SETTINGS

Delete Band Entry | Add Band Entry =4

Band Mode For Host:
A: Client R

t + Client Response + Server Reqguest + Server Response

B: Client Request + Server Reguest
C: Client Response + Server Response
D: Client Regquest + Client Response

i *
Domain Name: |

LLimit(l*-"l bytes/s): |

fe—Mode: [A *|

Limit(Mbytes/s): )

Domain Name | Lmit(Mbytes/s) | |Usage(Bytes/S) | Mode
WWw.a.com 99 0 |a =]
2 |www.b.com 88 0 B X
SDNS IP BAND SETTINGS Delete Band Entry | Add Band Entry ——
IP Address: | ]

——— L L -

1P Address | Lmit(Mbytes/s) | Usage(Bytes/S) IMode ]

1 ]172.16.63.5 66

0 [ingout =

©2011 Fortinet, Inc.
All Rights Reserved.

143



==:RTINET.

Advanced Load Balance

DPS

SDNS Dynamic Proximity System (DPS) aims at providing a
dynamically generated proximity rule table, instead of statically
configured proximity rules for Fortinet SDNS. For DPS feature,
DPS detectors are needed for proximity detection and DPS servers
are used for DNS resolution.

Select the “DPS” tab [a]. The configuration page will display three
sub-tabs. The default page is SDNS DPS Settings [b]. General Settings |[ Records

Dynamic Proximity Rules

Bandwidth
Local Detectors

Topology || Methods

~—iSDNS DPS Settings

SDNS DPS Settings

SDNS DPS SETTINGS Clear =——
You can turn on SDNS DPS by selecting the check box [c], and SDNS DPS: [
start the DPS master by selecting the check box [d]. Specify the e SONS DPS Master: [
interval of SDNS dynamic proximity query, the interval of sending Query Interval: [1200
local DNS IP addresses, the time span of history data that the candwtenaifizm
detector detects, and the expiry count in the text fields respectively — Watory scales Boo0.

[e]. Select the method of SDNS DPS server via the selector [f]
(defaults to “rtt™). If you set the method to “mix”, the DPS detector
will detect a mixed value of the rtt, plr and hops methods. In this
case, you need to further specify the weights of the three methods
in the text fields [g].

Expire Count: |1

e Method: |t =]

[\;eights: rtt fl_ pir ll_ hops ’1__]

After confirming the inputted information, click on the “SAVE
CHANGES” button to save the settings [h].

©2011 Fortinet, Inc.
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DPS (Continue)

SDNS DPS Settings (Continue)

To add a DPS server into the DPS member list, enter the IP address
of the DPS server in the text field [a] and click on the “Add” action
link [b]. The new member will be displayed in the sort ready table
[c]. You can delete a member from the list or clear all members by
clicking on the desired action link [d].

To add an SDNS DPS detector, you can click on the action link
“Add” [e], and the configuration window will display a new page.
Specify the site (must have been defined in SDNS configuration),
the IP address of the detector, port number (defaults to 44544) and
detect interval in the text fields [f]. Click on the “Save” action link
[g], and the settings will be displayed in the sort ready table [h].
You can select to delete a detector, edit detector configuration or
clear all detectors’ configuration by clicking on the desired action
link [i].

Advanced Load Balance

SDNS DPS MEMBERS

(= Member IP Address:

Clear | Delete | Add
| ]

Member IP Address

172.16.63.6

2 |172.16.63.7

SDNS DPS DETECTORS

(Clear | Delete | Edi;}l Add ™|

Ske 1P Address [ Detect Interval
bejing 172.16.63.5 990
2 | tanjin 172.16.63.6 900

ADD OR EDIT SDNS DPS DETECTOR

Site:
IP Address:

Port: (44544

Detect Interval: [900

L

Cancel | Save & Add Another | Save =
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DPS (Continue)

Dynamic Proximity Rules

Select the “Dynamic Proximity Rules” sub tab [a]. On this page,
all the dynamic proximity statistics generated based on the
detection results will be displayed in the table [b].

To export the dynamic proximity statistics, you can first select the
sort standard and specify to export the statistics in ascending or
descending order [c], and then click on the “Export” action link [d].

You can export the dynamic proximity rules via three methods:
File, SCP and TFTP. For File method, select the “File” radio button
and input the file name in the text field [e]; for SCP method, select
the “SCP” radio button and input required information in the text
fields [f]; for TFTP method, select the “TFTP” radio button and
input required information in the text fields [g].

After confirming the inputted information, click on the “Export”
action link [h] to start exporting.

Advanced Load Balance

General Settings Records] Topology [Hethods Bandwidth || DPS || IANA || Statistics || Report
ynamic Proximity Rules | eI 0E

DYNAMIC PROXIMITY STATISTICS First Page | Previous Page | Next Page | Last Page

| 1P Address | Default region

[ Best site

Export Method: File ® scp C  TFTP O

p—————File Name:

Export Method: File C scPp @ TrTP
Server IP Address: |

Username: |

Password: Ii

Filepath: [

File Name: Ii

EXPORT DYNAMIC PROXIMITY STATISTICS Export ==
+—{Sort standard: |IPAddress  ~| asc: @ pesc: C |
EXPORT DYNAMIC PROXIMITY RULES Export ——

Export Method: File ¢ scp C TFTP (®

[Server IP Address: |

File Name: | }
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DPS (Continue)

Local Detectors
Select the “Local Detectors” sub tab [a].

To add and SDNS DPS local detectors, first specify a name for the
local detector [b]. Then, enter the IP address, interface name, detect
port number, report port number and detect timeout value in the
text fields [c]. After confirming the inputted information, click on
the action link [d]. The configured information of the local
detectors will be displayed in the table below [e].

To delete a local detector or clear all local detectors, you can click
on the desired action link [f].

You can view the version information of the SNDS DPS local
detector in the table [g].

Advanced Load Balance

General Settings

Topology || Methods

SDNS DPS Settings Dynamic Proximity Rules

Bandwidth
Local Detectors

ADD AN SDNS DPS LOCAL DETECTOR

— N T |
8

IP Address: |
Interface: |
Detect Port: |53455

Report Port: |44544
|Detect Timeout: [30

Add

L

Cllear | De'lete

SDNS DPS LOCAL DETECTORS
| Name I 1P Address | Interface Detect Port Report Port j Detect Timeout
detectorl 172.16.63.2 bond1 53455 44544 30
detector2 172.16.63.3 bond1 53456 44544 30

SDNS DPS LOCAL DETECTOR VERSION

SDNS DPS Detector Version: 1

Copyright (c) 2000-2011 Fortinet,Inc. All rights reserved.

DPS | IANA " Statistics || Report |
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IANA

Select the “IANA” tab [a]. The window presents two sub tabs. The
Import page is displayed by default [b].

Import

You can import an IANA address table via HTTP or FTP method.
To import via HTTP method, supply the URL address in the text
field [c]. To import via FTP method, supply the parameter fields
properly [d].

Confirm the inputted information, and click on the action link
“Import” [e].

Query

Select the “Query” sub tab [f]. You can query the corresponding
region of an IANA address. Supply the address in the text field [g]
and click on the action link [h] to begin query.

Advanced Load Balance

|

General Settings || Records || Topology || Methods || Bandwidth || DPS || IANA || Statistics || Report
= Import
IMPORT IANA ADDRESS TABLE [ Using Mode: HTTP &  FTP (T ] Import =
et URL: |
IMPORT IANA ADDRESS TABLE [ Using Mode: HTTP (  FTP @& ] Import

Server IP: f
User Name: ’—
| Password: [
File Name: l—

Note: If FTP server supports access with anonymous mode, User Name and Password should be reserved
empty!

—{ B - ouery |

IANA ADDRESS AND REGION Query =

—t—Address: r—
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Advanced Load Balance

Statistics

Select the “Statistics” tab [a], and the configuration page will
display four sub-tabs. The default page is Local DNS [b]. To view
the statistics, you just need to enter the Enable mode.

Topology || Methods || Bandwidth m IANA || Statistics || Report

General Settings

Local DNS
SRR Bl SDNS Host | VIP Address
This page displays all local DNS statistics information [c]. e T T T
SDNS Host | Local DNS TotalReq SuccessRequest Unauthoritative FiratRequestTime IPSeg

— BT sons o | RIS

SDNS HOST STATISTICS

Select the sub-tab “SDNS Host” [d]. This page displays all SDNS
host statistics, including host name, method, time to live (TTL), the

number of up VIPs, the number of down VIPs and total traffic [e]. pomen. name Hethad TEL omcvipe:tp: Mo vipe: down Jotal Batilc
WWW.gr.com grr 60 0 0 0
WWW. VWG . Com VWgrr &0 0 0 0

VIP Address WWW.glc.com gle &0 1] 1] 1]

— L SO - VIP Address

Select the sub-tab “VIP Address” [f]. The configuration page will

display all VIPs statistics of SDNS, including virtual IP, traffic STRES VI STATTSTICS
information, the number of TCP connections and the VIP status VIP Traffic(current/max) ICP_Connections  Status =]
[g] 172.16.63.5 0/66000000 0 DOWN

| tpantome | cnmic ttack | Ao Addeac.
—-ceal-BNE [~SBNS-Hest vIn-Address

Query
SDNS QUERY STATISTICS [ Domain Name: [ ;] ]
Select the "Query" SUb tab [h] to VieW a“ query statistics of SDNS Host Requests Success Failed Lastminhits Lasthourhits Pealminhit
a forti o 1] 0 Q 1] 0
[i].
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Report

Select the “Report” tab [a]. To view the report, you just need to
enter the Enable mode.

Specify the interval of the report via the selector [b] and select the
desired report format [c]. Click on the action link “Preview” [d].
Then, you will be presented with an SDNS Statistics Report file in
the format you have specified.

Note that the contents on the Report page are available only after
you have made the following configurations.

> Go to the General Settings page [e], and enable the SDNS
Statistics and SDNS Local Statistics functions [f].

» Select the Graph feature link [g] under the Admin Tools
feature group, and go to the Graph Monitoring Setting page
under the “Graph Monitoring” tab [h]. Then, enable the
statmon function via the check box [i].

Advanced Load Balance

General Settings ][ Records ] [ Topology ] [ Methods ] [ Bandwidth ]r DPsS ][ IANA ][ Statistics ] [ Report ]_

Interval: |1 Hour =

SDNS STATISTICS REPORT

Preview —|

File Format: [PDF

Note:

v

Please turn on ip statistics first, and disable cache in your browser settings.

: ——=General Settings ][ Records ] [ Topology ] [ Methods ] [ Bandwidth ]r DPS ][ IANA ][ Statistics ] [ Report ]

GENERAL SETTINGS

SDNS Status:

SDNS Statistics:
DNS Local Statistics:

SDNS Report Interval:

[oncheck ]
I3

4

30

System Management

[OIITRECIIE ( Logging |[ SNMP | [ Statistics | [ Graph Monitoring |
Graph Monitoring Setting Predefined Graphs | User Defined Graphs

Config Management

Graph STATMON ENABLE

Troubleshooting
User Management

Statmon Enable: [
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Monitoring

FortiBalancer appliance allows users to monitor real-time SDNS query and pool SNMP statistics.

SDNS

To use this feature, you just need to enter the Enable mode.
Select the feature link Monitoring from the sidebar [a].

Select the “SDNS” tab [b], and the window will display the
monitoring information about SDNS queries in the table [c].

Pool SNMP Statistics

Select the “Pool SNMP Statistics” tab [d]. The window will
display the monitoring information about pool SNMP statistics in
the table [e].

Real Services
Virtual Services

SDNS |[Pool SNMP Statistics |

Advanced Load Balance

SDNS QUERY MONITORING OVERVIEW

Check Lists Query Success Unauthoritative Fail
Groups 0 0 0 0
Application Setting SDNS QUERY SECOND MONITORING
Monitoring Query = Success Unauthoritative Fail
Last Second o 1] o o |
PROXY Peak I B 0 ] N/A_
Compression SDNS QUERY MINUTE MONITORING
Caching Proxy Query itative Fail
Momitonng Last Minute o 0 1] L
Peak 0 0 0 N/A |
LOIELMDROINETIRLINSE soNS QUERY HOUR MONITORING
Link Load Balance s Fail
Global Load Balance Last Hour OI';!W 0 (] ;
Monitoring Peak 0 0 0 N/A
SDNS QUERY DAY MONITORING

ADMIN TOOLS -
System Management Query Success Unauthoritative Fail

: Last Day o o o o
Config Management Pask o o o N/A
Graph N

( SDNS || Pool SNMP Statistics ]—
POOL SNMP STATISTICS
| Host wame | Pool | Order Type |service Type | weight | service Type | Weight
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Admin Tools

Admin Tools

System Management

In this section, we will discuss various configuration management functions available for the FortiBalancer appliance.

System Info

Make certain you are in Config mode and have selected the
System Management feature link from the sidebar [a]. The
configuration window will present a page with five navigational
tabs [b].

Under the “System Info” tab, there are three sub tabs: Version,
Memory and Statistics. By default, the Version page is displayed
[c].

Version

On this page, the window displays the current running version and
related information of the FBLOS powering the FortiBalancer
appliance [d].

Basic Networking
Advanced Networking

System Info
Memory

Clustering
Monitoring

SERVER LOAD BALANCE
Real Services

Virtual Services

Check Lists

Groups

Application Setting
Monitoring

PROXY
Compression
Caching Proxy
Monitoring

ADVANCED LOAD BALANCE
Link Load Balance

Global Load Balance
Monitoring

ADMIN TOOLS

System M. g
Config Management
Graph
Troubleshooting
User Management

Version

Access Control

Statistics

SYSTEM VERSION

Host name

Current time

Model

Licensed Features

Telephone
Email
Update
Website

FBLOS Rel.FBL.B.2.

Other Root Version
Rel THM.8.2.0.5 build on Thu Jun 23 11:36:51 2011

0.

2 build on Fri Jun 10 13:18:05 2011

: AN

System CPU :
Sysctem Module :
System RAM :
System boot time :

Intel(R) Core(TH)2 Quad CPU
PDSMi-LN4+

3991824 kbytes.

Mon Jun 27 07:46:27 GMT (+0000) 2011

QEE00 @ 2.40GHz

: Mon Jun 27 09:17:42 GMT (40000) 2011

System up time :
Placform Bld Date :
S5L HW :
Compression HW :
Hetwork Interface :

1:31
Fri Jun 10 13:17:54 UIC 2011
HW ( 1X16C ) Inivialized
Ho HW Available
4 x Gigabit Ethernet copper

: Array APV 3520 B

Serial Number :

0437TA3345903520003011044723476

: WebWall Clustering L4SLE L75LB Caching

License Key :

SSL cProxy AppGateway SwCompression LLB GSLB
QoS Multilang DynRoute IPvE
lbleaad9-67a£1899-8cdTb083-£d37c0bl-0£85£7£8-00000000

FORTINET Customer Support

: please go to URL support.fortinet.com

: please go to URL support.fortinet.com

: please contact support for instructions
: http://wwvw.fozrtinet.com
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System Info (Continue)

Memory

Select the “Memory” sub tab [a], and the window will display all
data about current memory usage in the box [b].

Statistics

Select the “Statistics” sub tab [c], and the window will display all
information about current configuration in the box [d].

Admin Tools

' System Info || Access Control || Update || Shutdown/Reboot || License
Memory |
SYSTEM MEMORY USAGE

Vm.atcpzone:

ITEM S5IZE LIMIT USED FREE REQUESTS
FastSLE nat entry: 328, 4000000, 0, 0, 0
FastSLB hash node: 40, 4400000, 0, 0, 0
FastSLB syncache: 8o, 131072, a, a, ]
Fastslb bitmap: 40, 4000, a, o, 1]
hw compression data: 6ge, 2048, 0, 0, 0
compression event: 48, 5120, 0, 0, 0
compression data: 104, 2048, o, o, 0
Cache filter host gqueue: 24, 5040, a, a, 0

— e - statistics | [

SYSTEM STATISTICS

<<<< Version >>>>

FBLOS Rel.FBL.B.2

Host name

Current time

SSL HW

Meodel

Licensed Features

-0.

2 build on Fri Jun 10 13:18:05 2011

: AN

System CPU :
System Module :
System RAM :
System boot time :

Intel (R) Core(IM)2 Quad CPU
PDSMi-LN4+

3991824 kbytes.

Mon Jun 27 07:4€:27 GMT (+0000) 2011

Q6600 @ 2.40GHz

: Mon Jun 27 09:24:18 GMT (+0000) 2011

System up time =
Platfozrm Bld Date :

1:38
Fri Jun 10 13:17:54 UIC 2011

: HH ( 1X16C ) Initialized

Compressicon HW :
Network Interface :

Ne HW Available
4 x Gigabit Ethernet copper

: Array APV 3520 B

Serial Number :

0437A334550352000301104472347¢

: WebWall Clustering L4SLB L7SLB Caching
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Access Control

Select the “Access Control” tab [a], where you can perform
settings about access control.

Enable or disable WebUI via the check box [b], and change WebUI
IP or port settings via text fields [c]. Please read the Note messages
[d] before making configuration here.

Enable or disable XMLRPC via the check box [e]. Supply the
desired port number in the text field [f].

Enable or disable SSH access to the FortiBalancer appliance via the
check box [g]. You can click on the action link [h] to regenerate
SSH host keys.

Enable or disable the external authentication via the check box [i].
Then, specify the authentication method, server, host name, port
number and secret key in the area [j]. To delete or clear AAA
configuration, you can click on the desired action link [K].

To change the enable mode password, you can input the new
password in the text field [I]. The default password is null.

You can set the Config Mode timeout value in the text field [m], or
reset the Config Mode immediately by clicking on the “Reset”
button [n]. Note that resetting Config Mode will terminate the
current WebUI session.

Remember to click on the “SAVE CHANGES” button [0] to save
the changes made.

Admin Tools

WEBUI SETTINGS

|| _* Note: Changing WebUI and port settings will disable your current WebUI session. Changing IP setting
may also disable your current session.

Enable webul: ¥

1P (Optional):
Port: |8888 (1025 - 65000)

XMLRPC SETTINGS

Enable XMLRPC: [~

Port: |9999 (1025 - 65000)

SSH SETTINGS Regenerate SSH Host Keys
Enable S5H Access: [

ADMIN AAA SETTINGS
|——Enable Admin AAA: [

Delete AAA Server Configuration Clear AAA Configuration

Mﬂms Control ]fUadate ]fshutdown/Reboot ] f License ] -

Method: RADIUS ® TAC_X (
Server: ’m
Most: [
port: [
Secret: l—

ENABLE MODE SETTINGS
New Enable Password: |
CONFIG MODE SETTINGS

Config Mode Timeout: (180 (30 - 36000 Seconds)
e _Config Mode: Reset

* Note: It will force other users to switch from Config to Enable Mode.In case the
other user is actively changing the system configuration, the result may be
unpredictable.
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Update

Select the “Update” tab [a], and the window will present a new
configuration page. You can update the system by using a local
host file or a URL. To update via a local host file, select the radio
button and specify the file path [b] (a browse button is present to
help locate files). To update via a URL, select the radio button and
specify the URL [c]. Once the file path is located or the URL path
is specified, click on the “Apply Update” action link [d].

Admin Tools

System Info][Access Conlml][l‘,‘ t H‘L td. /Reb ‘][License]

SYSTEM UPDATE [ Using: Local Host File ®  URL ( ] Apply |1udate\

t—— Local Host File Path: | Browse...

SYSTEM UPDATE [ Using: Local HostFile ¢ URL @ ] Apply Update

t=—— URL: |

* Note: Include http:// or ftp:// in the source URL.

Vd
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Shutdown/Reboot

Select the “Shutdown/Reboot” tab [a], and the window will
present a new configuration page. You can reboot the system by
clicking on the “Reboot NOW” button [b], and shut down the
system by clicking on the “Shut down NOW” button [c]. The check
box [d] can be selected to fall back to the previous software version
on the next reboot. Remember to click on the “SAVE CHANGES”
button [e] when it appears to save your configuration.

License

Select the “License” tab [a], and a new configuration page will be
displayed. In the text field [b], the current license for the
FortiBalancer appliance is displayed. If you want to replace the
license with a new license, input the new one in the field [b] and
click on the desired action link [c].

Admin Tools

System Info " Access Control " Update ]f Shutdown/Reboot

SYSTEM CONTROL

System Reboot: Reboot NOW :'—
System Shutdown: Shut down NOW

Fallback to Previous Version on Next Reboot: f

| / \
System Info][.nccessl:onh'ol“’l'," t HSI d /Reb ‘][License]/ g

LICENSE IMPORT Import With Validation | Import Without Validation

——|— License Code: |e6f35512-d456557f-d8b2c30e-df16a3e72-008b29d4-00000000-00c5d8823-99999999

* Note: Import Without Validation option should be used only if you are upgrading to a newer
version.
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Admin Tools

Config Management

In this section, we will discuss the configuration management functions available for the FortiBalancer appliance.

View

Make certain you are in Config mode and have selected the
Config Management feature link from the sidebar [a]. The |

window will present a configuration page with seven navigational Advancfed Netwarking View || Backup || Load || Clear || Synchronization || Synchronization Sdns || Command Timeout
e . s Clustering HrIe il Startup Config | Saved File
tabs. The View page is displayed by default [b]. Monitoring
RUNNING CONFIGURATION
Under the “View” tab, there are three sub tabs: Running Config, Py T fommmnd vimscur contiguretion
Startup Config and Saved File [c]. virtual Services i
Check Lists #admin aasa configuration
i i Groops admin aaa off
Runnlng Conflg Aupfication SEI.‘UHQ admin aaa mechod RADIUS
. . . . . Monitoring #hoatname configuration
The Running Config page displays information about the current iy
i i i config timecut 180
running configurations [ Conpressen storup Confiy L
. Caching Proxy
Startup Config ssL STARTUP CONFIGURATION
. . ) Monitoring Current configuration on disk
Select the “Startup Config” sub tab [e], and the configuration _ o e — :
3 R R ) B R 8 ADVANCED LOAD BALANCE #Last configuration change at Mon Jun 27 08:44:25 2011 by admin
window will display the startup configuration information [f]. trictoad-Batance gversion Rel.FBL.2.2.0.2 build on Fri Jun 10 13:18:05 2011
Global Load Balance
. - 2 fcommand timeocut configuration
Saved Flle Homtoning system command timecut 120
_ o ST | soved Fie - —— | |
Select the “Saved File” sub tab [g], and the configuration window System Management - : :
B} ) ) . ) . Config M t CONFIGURATION ON SAVED FILE (Doubledlick a row to view each saved configuration)
will display all configuration files currently saved in the sort ready e ,
table [h]. Double click on a file entry to view the file details Troubleshooti Savid i e oo saar | Dt B 1= |l
: . L s ] sync_sdns4321 Jan 09 2009 17:15:52 430 ‘
=LA = 2 |aa2 Jan 24 2010 02:52:09 7796
©2011 Fortinet, Inc.
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Backup

Select the “Backup” tab [a], and the configuration window will
present several options for backing up configuration files.

To simply back up the existing running configuration and retain
this as the “Startup Config”, simply select the radio button [b] and
click on the action link “Backup” [c].

To back up the configuration file using SCP [d], supply the SCP
server name, user name, password and server path in the text fields
[e] and click on the action link “Backup” to begin the backup.

To back up the configuration file using TFTP [f], supply the TFTP
server IP address and file name in the text fields [g] and click on
the action link “Backup” to begin the backup.

To save the configuration in a local file [h], supply the file name in
the text field [i] and click on the action link “Backup” to begin the
backup. A list of previously saved files will be displayed in the sort
ready table [j]. You may select one of these files to be updated or
deleted.

Admin Tools

View || Backup ] [ Load ][ Clear ][ Synchronization ][ Synchronization Sdns ][ Command Timeout ]

RUNNING CONFIGURATION BACKUP Backup ==

Backup Using: Startup Config™® scp TFTP{  Saved File

* Note: This OPTION will backup current Running configuration into Startup configuration
including All Sites and Databases.

Please click the Backup link on the upper right hand to backup now.

RUNNING CONFIGURATION BACKUP Backup
Backup Using: Startup Config! SCP ® TFTP(  Saved File

Server Name:
User Name:
Password: J

Path: [

——

RUNNING CONFIGURATION BACKUP Backup

I
Backup Using: Startup Config” ScP( TFTP ® Saved File ¢
Server IP: [
File Name: |

RUNNING CONFIGURATION BACKUP Backup
Backup Using: Startup Config C scp TFTP € Saved File @

— File Name: |
CONFIGURATION ON SAVED FILE Delete Saved File
Saved Fle Name on Server Date Time ]Size
1 |sync_sdns4321 Jan 09 2009 17:15:52 430
2 |aa2 Jan 24 2010 02:52:09 7796
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Load

Select the “Load” tab [a], and the configuration window will
present several options for loading configuration files.

To load the last running configuration, select the “Startup Config”
radio button [b] and click on the action link “Load” [c].

To load a file from an SCP server [d], supply the SCP server name,
user name, password and server path in the text fields [e] and click
on the action link “Load” to begin loading.

To load a file using TFTP [f], supply the TFTP server IP address
and file name in the text fields [g] and click on the action link
“Load” to begin loading.

To load a file from an HTTP server [h], supply the HTTP URL in
the text field [i] and click on the action link “Load”.

To load a locally saved file [j], select the file name from a list of
previously saved files [k] and click on the action link “Load”.

To load a file from a network location [I], supply the file name in
the field [m] or click on the “Browse” button to locate the file.
Then click on the action link “Load”.

Admin Tools

'ﬂmﬂfﬂaﬂnﬁfLoad " Clear ][ Synchronization ][ Synchronization Sdns ]r Command Timeout ]

RUNNING CONFIGURATION LOAD Load =

* Note: Loading a new configuration may disconnect any current sessions in the FORTINET Pilot.

Load Using: Startup Config (} scP C TFTP( HTTP( SavedFile ¢ Upload File

* Note: This OPTION will load previously SAVED configuration into memory as Running
configuration.

Please click the Load link on the upper right hand to load now.

Load Using: Startup Config ¢ SCP (£ TFIP C  HTTP(  SavedFile  Upload File

=
Server Name: |

User Name

: |
Password: |
Path: |

\

T
Load Using: Startup Config” SCP ( TFTP@® HTTP( SavedFile C Upload File

Server IP: ]

| File Name:

-
Load Using: Startup Config ¢ SCP C  TFTP ( HTTP ® Saved File Upload File

URL: |

Load Using: Startup Config” SCP( TFTP (¢ HTTP( SavedFile & Upload File

Saved File Name on Server Date Time ]S'rze
1 | sync_sdns4321 Jan 09 2009 17:15:52 430
2 |aa2 Jan 24 2010 02:52:09 7796

|
Load Using: Startup Config C SCP C TFTP( HTTP( SavedFile  Upload File @

File Name: | Bromie...
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Admin Tools

Clear

Caution should be taken when clearing configurations from the
FortiBalancer appliance. Make certain that you only clear those
configurations you wish to clear. If you have any questions with
clearing a running or saved configuration, please contact Fortinet
Customer Support.

Select the “Clear” tab [a] and the configuration window will
present four buttons for clearing various configurations. View |[ Backup |[ Load |[ Clear |[ Synchronization || Synchronization Sdns |[ Command Timeout |

CLEAR CONFIGURATION

Primary Configuration: = Clear NOW | (See Note below).
Secondary Configuration: Clear NOW (SeeNote-below):

To reset the primary networking functions of the FortiBalancer I
appliance to the default, including all access lists and groups, IP
addresses, clustering and synchronization, click on the “Clear

NOW?” button [b] for primary configuration. Entire-Gonfigurationi— Clear NOW _ | (See Note below).

Factory Default Configuration: Reset NOW | (See Note below).

To reset those secondary network functions of the configuration

such as WebUI, NAT, proxy settings, SNMP and logging, click on * Note: Clearing the Primary/Entire Configuration or resetting to the Factory Default Configuration will
) i ' ] 3 o disable WebUI.
the “Clear NOW” button for Secondary Conflguratlon [C] Clearing Primary configuration RESETS the following parameters to the default setting: clustering,
access lists, access groups and IP addresses.
To clear and delete all locally saved configuration files, except for Clearing Secondary configuration RESETS the following parameters to the default setting: NAT, PORT
i g « ” : FWD, WEBUI, SNMP, ing, d ttings.
the default startup file, click on the “Clear NOW” button for entire SRS SRS S DS S

) 3 Clearing Entire configuration RESETS the following parameters to the default setting: clustering,
configuration [d]. access lists, access groups and IP addresses.

Re_semng to Factory Default CLEARS ALL conﬁguratr‘on elements with the exception of the feature
To reset the FortiBalancer appliance to factory default allowing for ficenise: Onlvi consoke access to the oppdarce will be avaiiable.
console connectivity only, click on the “Reset NOW” button for

factory default configuration [e].

Read the notes [f] carefully before clearing.

©2011 Fortinet, Inc.
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Synchronization

The synchronization feature allows you to transfer configuration
information among separate FortiBalancer appliances (referred to
as Peers or Nodes) on the same network. Using configuration
synchronization, you can also setup an active-standby
configuration for failover support. The basic configuration must be
completed before configuring the virtual clustering functionality.

Nodes/Peers

Make certain you have selected the “Synchronization” tab [a], and
the window presents five sub tabs. The Nodes/Peers page is
displayed by default [b]. Here, all peers previously configured will
be displayed in the sort ready table [c]. The first step with
synchronization is to define the name and IP address for each peer.
To do this, you can click on the action link “Add Node/Peer Entry”
[d].

In the new configuration window, supply the node/peer name and
IP address in the texts fields [e] and click on the “Save” action link

[f].

All newly added peers will be displayed in the sort ready table [c].

Admin Tools

[ view Backup || Load || Clear || Synchronization || Synchronization Sdns || Command Timeout
Ciodes;peers

SYNCH NODE/PEER CONFIGURATION

Delete Node/Peer Entry | Add Node/Peer Entry

Node/Peer Name | Node/Peer IP Node/Peer Type

1 | nodel 172.16.63.2 Peer Node

TR Tosks | Resuts | Dierences [isory | |

ADD NODE/PEER ENTRY

}1 and 32 characters with no space in it)

Node/Peer Name: |
Node/Peer IP: |

Cancel | Save & Add Another | Save ———
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Synchronization (Continue)

Tasks

Select the “Tasks” sub tab [a]. The configuration window will
display all configured peers in the table under “Configuration
Synchronization” [b] where all individual FortiBalancer appliances
share the same configuration, and also in the table under
“Synchronization Rollback” [c], where you can pull a specific
FortiBalancer appliance back out of a clustered group and rollback
the configuration to the pre-synchronized status (refer to the
following “Synchronization Rollback” section).

Configuration Synchronization: This feature allows you to either
“push” a configuration onto other FortiBalancer appliances in the
network via the “TO” radio button [d] or “pull” a configuration
from a specific appliance and place the configuration on the
appliance being setup via the “FROM” radio button [e]. Note that
you may “push” a configuration onto all existing appliances, but
you can only “pull” a configuration from one appliance at a time.
Once you have selected the appliances to synchronize, click on the

link [f].

Synchronization Rollback: To reset to a previously synchronized
configuration that was received from another peer appliance on the
network, select the “LOCAL” radio button [g], select the peer
appliance that originated the configuration from the list [c] and
click on the “Rollback” action link [i]. To reset a peer that received
the configuration from the current appliance, select “REMOTE”
[h], specify the destination appliance from the list [c] and click on
the action link [i].

Admin Tools

View || Backup || Load || Clear || Synchronization || Synchronization Sdns || Command Timeout
| Nodec/Poorc kSN Results
* Note: If you change the local configuration by synchronization or roliback, this WebUI session might be

terminated. If this happens, you need to use the CLI to enable the WebUI after the config mode timeout
(180 seconds).

CONFIGURATION SYNCHRONIZATION Synchronize —

Synchrenization Direction: TO ®  FROM (1

| Node/peer Name | Node/Peer 1P Node/Peer Type
..... 1_| Al Nodes/Peers All Nodes/Peers E
— 2 | nodel 172.16.63.2 Peer Node
SYNCHRONIZATION ROLLBACK Rollback =
Rollback Location: LOCAL & REMOTE o
| Node/Peer Name | Node/Peer IP ‘ Node/Peer Type
1 | node1 172.16.63.2 Peer Node

©2011 Fortinet, Inc.
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Synchronization (Continue)

Results

Select the “Results” sub tab [a], and the configured peers are
displayed in the sort ready table [b]. You can view the
synchronization results of a peer by double clicking on it in the
table or selecting it and clicking on the action link “View Synch
Summary” [c]. Then, the results will be displayed in the table
below [d].

Differences

Select the “Differences” sub tab [e], and all configured peers are
displayed in the sort ready table [f]. Double click on a desired peer
to view the configuration differences between the selected remote
peer FortiBalancer appliance and the appliance which you are
currently synchronizing from.

History

Select the “History” sub tab [g], and the page will display all
synchronization events related to the current FortiBalancer
appliance being configured in the box [h].

Admin Tools

View || Backup || Load || Clear || Synchronization || Synchronization Sdns || Command Timeout
]. Naodec /Doore | Tacke Results

SYNCHRONIZATION RESULTS (Doubleclick a row to view Synch Resuits)

View Synch Summary s

Node/Peer Name | Node/Peer IP INode!Peer Type
1 nodel 172.16.63.2 Peer Node
CONFIG SYNCH RESULTS FROM OTHER [ View S';Ich Summary ]
TIME IP (FROM) STATUS

ifferences | X I

SYNCHRONIZATION DIFFERENCES (Doubleclick a row to view Synch Differences)

Node/Peer Name I Node/Peer IP

| Node/Peer Type

1 | nodel 172.16.63.2 Peer Node

istory

HISTORY OF SYNCH EVENTS INITIATED ON THIS NODE/PEER

Fri Jan 9 17:15:52 GMT 200% | sync to

10.3.58
10.3.5

Fri Jan 9 17:15:52 GMT 2009 |
missing license key

8.-1 I error
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Synchronization Sdns

The SDNS Synchronization feature of the FortiBalancer appliance
allows administrators to synchronize SDNS configurations and
BIND 9 zone files except SDNS member configurations from a
FortiBalancer appliance to its peers.

Select the “Synchronization Sdns” tab [a], and the window
presents two sub tabs.

Nodes/Peers

Select the “Nodes/Peers” sub tab [b]. All peers previously
configured will be displayed in the sort ready table [c]. The first
step with synchronization is to define the name and IP address for
each peer. To do this, you can click on the action link “Add
Node/Peer Entry” [d]. In the new configuration window, supply the
node/peer name and IP address in the texts fields [e] and click on
the “Save” action link [f]. The newly added peers will be displayed
in the sort ready table [c].

Tasks

Select the “Tasks” sub tab [g]. The configuration window will
display all configured peers in the table under “Configuration
Synchronization” [h]. Select a desired node or peer in the table and
click on the “Synchronization” action link [i] to begin
synchronizing.

Synchronization || Synchronization Sdns || Command Timeout

i Nodes /Peers

Admin Tools

SYNCH NODE/PEER CONFIGURATION

Delete Node/Peer Entry | Add Node/Peer Entry———

l Node/Peer Name | Node/Peer 1P I Node/Peer Type

172.16.63.2 Peer Node

1 | peerl

ADD NODE/PEER ENTRY

]1 and 32 characters with no space in it)

|Nudefpeer Name: |
Node/Peer IP:

I Cancel | Save & Add Another | Save™ |

R Tasks

* Note: If you change the local configuration by synchronization or rollback, this WebUI session might be
terminated. If this happens, you need to use the CLI to enable the WebUI after the config mode timeout
(180 seconds).

CONFIGURATION SYNCHRONIZATION

Synchronize _{—

Node/Peer Type
Peer Node

[ Node/Peer Name
1 |peert
|

 Node/peer 1P
172.16.63.2
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Command Timeout

Select the “Command Timeout” tab [a], and a new configuration
window is displayed.

You can specify the command timeout value (in seconds) in the
text field [b]. Remember to click on the “SAVE CHANGES”
button [c] when it appears to save your configuration.

Please read the notes [d] carefully before you set the timeout value.

Admin Tools

View ][ Backup ]f Load ] [ Clear ][ Synchronization ]f Synchronization Sdns ][ Command Timeout

COMMAND TIMEOUT SETTING

Command Timeout (seconds): |1200

Note:
This value should be 30 - 65535 seconds or 0.
0 means no timeout.
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Graph

Admin Tools

Make certain you are in Config mode and have selected the Graph feature link from the sidebar [a]. The configuration window presents four tabs [b].

Logging

Under the “Logging” tab, there are five sub tabs [c]. The General
page is displayed by default [d].

General

Enable the logging feature via the check box [e], and enable the
timestamp feature for log entries via the check box [f]. Set the
facility from LOCALO to LOCALY via the selector [g], and set the
log level (any message below the specified level will be ignored)
via the selector [h]. Set the source port in the text field [i].

You can reset the log setting by clicking on the “Clear NOW”

button [j]. Note that this operation will set log setting to the default.

You can generate a test log message by clicking on the “Generate
NOW?” button [K].

You can view the log list text file or HTML file by clicking on the
“View” buttons [I] and [m] respectively.

Monitoring

SERVER LOAD BALANG |

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

PROXY

Compression
Caching Proxy
SSL
Monitoring

ADVANCED LOAD BALANCE

Link Load Balance
Global Load Balance
Monitoring

ADMIN TOOLS

System Management
Config Management
Graph

Troubleshooting
User Management

< m »

p g
Syslog Servers ‘ HTTP Logging { Email ‘ Buffer

GENERAL SETTINGS

Enable Logging:
Enable Timestamp:
Facility:

Level:

Source Port:

L
i)

v
LOCALD «
1: INFO ¥ ]

514
L

CLEAR LOG SETTINGS

Clear Log Settings:

| Clear NOW

* Note: Clearing settings wiii also set HTTP Logging and Email
Alert settings back to the defauit.

LOG TEST

Generate a Test Log Message:

[ Generate NOW J

LOG DOCUMENTATION

Log List Text File:

Log List HTML File:

—t—

| View |

[view)
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Logging (Continue)

Syslog Servers

Select the “Syslog Servers” sub tab [a]. The log host is the remote
Syslog server receiving messages. Up to three servers may be
configured (all messages will be sent to all servers). The host port
number defaults to 514.

To add a Syslog server, click on the action link “Add Server Entry”
[b]. In the new window, set the server host IP, logging protocol,
host port and host ID [c]. Then, click on the “Save” action link [d].
The configuration will be displayed in the sort-ready table [e].

You can also configure HTTP log filters to filter undesired logs. To
add a log filter, click on the action link “Add” [f]. In the new
window, select the server ID, set the filter ID and input the filter
string [g]. Then, click on the “Save” action link [h]. The
configuration will be displayed in the sort-ready table [i].

HTTP Logging

Select the “HTTP Logging” sub tab [j]. You can enable or disable
HTTP logging and further set the format via the radio buttons [K].
You can also select to include the VIP and Host in log reports via
the check boxes [I]. Then, click on the “Apply” action link [m] to
make the configuration take effect.

Admin Tools

Logging || SNMP || Statistics || Graph Monitoring

B LE L Syslog Servers [JEARLAETTILT]

Buffer

REMOTE SYSLOG SERVER CONFIGURATION

Delete Server Entry | Add Server Entry ™~ |

HostIP Host Port

I Protocol

[ Source Port I HostID |

ADD SERVER ENTRY
" Host IP:

Protocol: UDP =

Host Port: 514
Host ID: 0

I Cancel | Save & Add Another | Save -

HTTP LOG FILTER CONFIGURATION

Delete | Add =

| Host ID Filter ID

| Fiter string |

ADD LOG FILTER ENTRY

Host ID: -

Filter ID: (1-3)

Filter String:

l Cancel | Save & Add Another | Save ™

HTTP LOGGING CONFIGURATION

Apply ~

———{HITP Logdina; Of ©) Sauid ® Common() Combined ™) Welf & Custom©) )

VIP Option: T—

Host Option: [+
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Logging (Continue)

Email

Select the “Email” sub tab [a], and a new configuration page is
displayed. You can configure an alert email to report issues. To add
an email alert, click on the action link “Add Email Alert Entry” [b]
and a new configuration page appears.

Set the log/entry ID in the text field [c], define the message that
accompanies the log alert [d] as a message of importance, supply
the email address of the recipient [e] and the interval between
sending reports (in minutes) [f], and specify the report type via the
selector [g]. The report can be either a “data” report or a “count”
(number of incidents) report. At last, click on the desired action
link [h] to complete configuration.

You can set the “From” header in the mail being sent out via the
text field [i], and set the value of the hostname from which the mail
is recorded as sent via the text field [j]. Remember to click on
“SAVE CHANGES” [K] when it appears to save your
configuration.

Admin Tools

Logging || SNMP || Statistics Graph Monitoring
General | Syslog Servers | HTTP Logging Email

EMAIL ALERT CONFIGURATION Delete Email Alert Entry | Add Email Alert Entry

ID | Regular Expression (String to look for in a message)| Email Address
£g P 9 9

=1 From: %h<alert@log.domain>

SYSTEM EMAIL CONFIGURATION

Host: %l.alert_pseudo_domain

Below is a list of format characters for use with above fields:
% - is an escape character in both strings.
%%h full hostname defined by hostname command.
%q doublequote ().
%% a literal percent.

—

—_—

%l first part of the hostname (up to irst .).
[ 1
ADD EMAIL ALERT ENTRY Cancel | Save & Add Another | Save

Entry ID: (1-32)

Regular Expression: = (String to
look for in a message)

Email Address:
abc@xyz.com)

Interval: (010000 MnutEsy
Report Type: data =

e
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Logging (Continue)

Buffer

Select the “Buffer” sub tab [a] and the configuration window will
display a scrolling list [b] (if applicable) of logged events based on
the logging configuration to this point. You can set the display
order of events in the list via the “Forward” and “Backward” radio
buttons [c]. Forward means the oldest events are listed on the top,

while backward means to display the most recent events on the top.

You may also clear the log buffer by selecting the action link
“Clear Log Buffer” [d].

Logging || SNMP || Statistics || Graph Monitoring

General

Syslog Servers | HTTP Logging

Admin Tools

Direction: Forward @ Backward )

Clear Log Buffer

atart of
INFO

buffer
Feb 25 04:51:28 CLI: User “"webui_agent” executed cmd “"clear log buffer”
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SNMP

Admin Tools

SNMP (Simple Network Management Protocol) is a widely used
protocol for network monitoring and control. Data are passed from
SNMP agents, which are hardware and/or software processes
reporting activity on each network device to the workstation
console which oversees the network. At most three SNMP hosts
can be configured. Note that SNMP traps must be enabled to view
graphs on the FortiBalancer Flight Deck.

Make certain that you are in Config mode and have selected the I
“SNMP” tab [a]. The window presents five sub tabs. By default,

the General page is displayed [b]. Logging || SNMP
T General SNMP Servers

Statistics || Graph Monitoring SAVE CHANGES

Permit IP

MIB File

General
GENERAL SETTINGS

Enable/disable the SNMP feature via the selector [c]. You can Enable SNMP: [on v3 2
enable the FortiBalancer appliance to send generic and enterprise
traps via the “Enable Trap” check box, and enable access control

| e Enable Trap: [

\

based on the source IP of an SNMP client via the “Enable IP” Enable IP: [

check box [d]. Define a community string [e] (at most 32 Community String: |public

characters) to act as a password to limit or control access from the — Contact: | J
NMS to the agent. Specify the contact person and FortiBalancer |

appliance location in the text fields [f] (at most 128 characters for
each). Click on the “SAVE CHANGES” button [g] when it appears
to save changes made.

Note: For the sake of security, it is strongly recommended to
modify the default SNMP community string to avoid possible
system information interception.
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SNMP (Continue)

SNMP Servers

Select the “SNMP Servers” sub tab [a], and the configuration
window will present a list of configured SNMP servers. To add a
new entry, click on “Add Server Entry” [b]. In the fields provided
on the new configuration page, supply the SNMP server IP address
[c], specify the SNMP trap version via the selector [d], and supply
the community string [e]. Complete the configuration by clicking
on the desired action link [f]. Then, the added entry will be
displayed in the table [g].

If you specify the SNMP trap version to be 3 [d], several new
parameter fields [h] will appear. Set them properly and click on the
desired action link [i]. Then, the added entry will be displayed in
the table [j]. To do this, you can also directly click on the action
link add “Add Server Entry” [K].

Admin Tools

Logging || SNMP || Statistics || Graph Monitoring
SNMP Servers User Permit IP MIB File

SNMP SERVER CONFIGURATION

Delete Server Entry | Add Server Entry =

Configured SNMP Server IP

| Version ID ! Community String

SNMP SERVER V3 CONFIGU

RATION

Delete Server Entry | Add Server Entry |

Configured SNMP Server [P

I User Name Authentication Password I P

ADD SERVER ENTRY
[ IP Address:

/\-’ersmn ID: 1 =

Community String: public

. ! |
Cancel | Save & Add Another | Save

ADD SERVER ENTRY
IP Address:

Version ID: 3 «

Cancel | Save & Tdd Another | Salvc

-

Engine Id:

User Name:

Security Level:

Authentication Password:

authNopriv
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SNMP (Continue)

User

Select the “User” sub tab [a], and the configuration window will
present a list of SNMP V3 users. To add a user, click on the action
link “Add User” [b]. In the fields [c] provided on the new
configuration page, supply the user name, specify the security level
and set the authentication password. Then, click on the desired
action link [d]. The added user entry will be displayed in the table

[e].
Permit IP

Select the “Permit IP” sub tab [f], and the configuration window
presents a list of permitted IP addresses. To add an IP address,
click on the action link “Add Permit IP” [g]. The window will
present a new configuration page. Supply the IP address and
netmask [h], and click on the desired action link [i]. Then, the
added IP address entry will be displayed in the table [j].

MIB File

Select the “MIB File” sub tab [k], and the configuration window
will display the user’s MIB file in the box [I] if applicable.

Logging || SNMP || Statistics || Graph Monitoring

Permit IP | MIB File

Admin Tools

SNMP V3 USER SETTING

Delete User | Add User =~

User Name | Authentication Password

I Private Password

ADD USER ' Cancel | Save & AJd Another | Sallve

r

User Name:

Security Level: authNopriv =

|Authentication Password:

General | SNMP Servers | User |[ESSeSEll MIB File

SET PERMIT IP ADDRESS

Delete Permit IP | Add Permit IP A l—

IP Address | Netmask

l

ADD PERMIT IP

IP Address: ]

Netmask:

l Cancel | Save & Ad‘d Another | Sa\l.rc

General | SNMP Servers User Permit IP MIB File

CUSTOM MIB FILE VIEW

CA-SHMP-MIBE DEFINITIONS ::= BEGIN

IMPORTS
OBJECT-TYFE, NOTIFICATION-TYPE, MODULE-IDENTITY,
1 22

2, Gauge32, Counter€d, Opaque, Iphdd

FROM SHMPv2-SMI

TEXTUAL-CONMVENTION, DisplayString, TruthValue, TimeStamp
FROM SHMPvZ-IC

MODULE-COMPLIANCE, OBJECT-GROUP
FROM SHMPvZ-CONEF;

ises
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Statistics

Make certain that you are in Config mode and have selected the
“Statistics” tab [a]. The configuration window will present four
sub tabs, the default sub tab is “IP” [b].

IP

Select the “IP” sub tab to view the IP statistics. You can
enable/disable the collection of IP statistics via the check box [c].

Then, click on the “SAVE CHANGES” button [d] when it appears.

The IP statistics info will be displayed in this area [e], you can
click on the “Clear Statistics” action link [f] to remove the
statistical information about IP addresses.

Logging || SNMP || Statistics || Graph Monitoring
T IP

Admin Tools

SAVE CHANGES |

e

Clear Statistics

IP STATISTICS
Enable Collection of IP Statistics: [v
Host: FBL
Current Time: 02/25/11 10:14
IP Pkts In Bytes In Pkts Out Bytes Out Start Time
172.16.85.40 6730 868801 5138 7794527 02/25/11 08:01
Total: 6730 868801 5138 7794527
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Admin Tools
Statistics (Continue)

Logging || SNMP || Statistics || Graph Monitoring
| 1o [WEl system/cpu

SSL STATISTICS Clear Statistics =p—

S§5L Connection Statistics for "sample”
Cpan SSL connections :
Accepted SSL connections
Requested SSL connections :
5 minutes requested race

SSL

[=J= = =]

connections/sec

Select the “SSL” sub tab [a] to view SSL statistics. You can clear
the SSL statistics by clicking on the action link [b].

S5L Sessicn Statistics for “sample”
Resumed SSL sessions i

System/CPU

System CPU SYSTEM AND CPU STATISTICS

CPU Ucilization 1 &

Select the “System/CPU” sub tab [c] to view system and CPU Connection/sec 0
- Request/sec 0
statistics.

s svewoogE® |
TCP
TCP STATISTICS
Select the “TCP” sub tab [d] to view TCP statistics. LISTEN: 1

SYN_SENT:
SYN_RCVD:
ESTABLISHED:
CLOSE_WAIT:
FIN_WAIT_1:
CLOSING:
LAST_ACK:
FIN_WAIT 2:
TIMZ_WAIT:

HOoODODOO0ODDOO
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Graph Monitoring

Make certain you are in Config mode and have selected the
“Graph Monitoring” tab [a], and the configuration window will
present three sub tabs.

Graph Monitoring Setting

Select the sub tab “Graph Monitoring Setting” [b], and the
configuration window will present a page where you can enable the
Statmon feature via the check box [c]. Remember to click on the
“SAVE CHANGES?” button [d] when it appears to save your
configuration.

Note that the Predefined Graphs and User Defined Graphs pages
are available only after the statmon function is enabled.

Predefined Graphs

Select the sub tab “Predefined Graphs” [e] and a new
configuration window appears. You can view different predefined
graphs by selecting from the selector [f]. You can also set the
interval via the selector [g].

In different graph types, the numbers on the vertical axis [h] have
varied symbols followed with varied meanings. For details, please
refer to the right table.

Logging ][ SNMP ][ Statistics || Graph Monitoring
+=Graph Monitoring Setting | [ UL R L

User Defined Graphs

SAVE CHANGES

STATMON ENABLE

I~ Statmon Enable: |V

Admin Tools

Graph Monitoring Setting— PN FITPR TSP TH| User Defined Graphs

Predefined Graphs : System « Interval: 1 Hour -
System (FBL)

VIEW GRAPH

I T T

40 =

10 +

04:00 04:10 04:20 04: 30 04:40 04:50

W CPU Utilization (%) [@ Cache Hit Ratio (X) [ Overall Compression Ratio (X)
W sSystem Memory Utilization (%) [ Cache Memory Utilization (X)

Last Update:Fri Feb 25 2011 04:57:12 UTC (+0000) Stack the Items : No
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Graph Monitoring (Continue)

Predefined Graphs (Continue)

In the “Predefined Graphs” dropdown list, if one item of the graph
types is selected, the number on the vertical axis will have its
corresponding symbol followed. For meanings of these symbols,
please refer to the right table.

Admin Tools

Symbol Meaning Symbol Meaning
a 10e-18 (Ato) k 10e3 (Kilo)
f 10e-15 (Femto) M 10e6 (Mega)
p 10e-12 (Pico) G 10e9 (Giga)
n 10e-9 (Nano) T 10e12 (Terra)
u 10e-6 (Micro) P 10e15 (Peta)
m 10e-3 (Milli) E 10e18 (Exa)
None Base
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Graph Monitoring (Continue)

User Defined Graphs

Select the “User Defined Graphs” sub tab [a], and the
configuration window will present a page allowing you to select to
view preferred graphs.

Input a name for your preferred graph in the text field [b], and click
on the action link “Add” [c]. Then, the added graph name will be
displayed in the list box [d]. You can double click on a name to
further define the graph on a new page.

Select the check box [€] to stack the items, and change the graph
name if needed in the text field [f]. Then, click on the button [g]
when it appears to save changes.

Then, you can define your preferred graph by adding items to the
graph through the parameter fields [h]. After setting them properly,
click on the action link “Add” [i] and the added module will be
displayed in the sort ready table [j].

Logging || SNMP || Statistics || Graph Honltorinq]

Admin Tools

Graph Monitoring Setting Predefined Graphs User De'fined Graphs —_

USER DEFINED GRAPHS

o =111 1 H

Add|Edit|Delete

MName

\

Logging || SNMP || Statistics || Graph Monitoring ]

RESET | SAVE CHANGES |

| Graph Monitoring Setting

Predefined Graphs [[TRNTTINT, |

BASIC GRAPH SETTING

Stack the Items:

Graph Name: asdf

[

ITEMS

Module: SDNS -
Type: Total DNS Query Count +

Service: Global =

Scale: 1 -
Color: red -

LLegerld: SDNS Global Total DNS Query Count (/sec)

Add|Move Up|Move Down|Delete

Module Type Service

. Scale

Color Order
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Graph Monitoring (Continue)

User Defined Graphs (Continue)

Then, click on “User Defined Graphs” [a] again, and you can
view your defined graphs on the page. You can further switch
among the graphs you have defined via the selector [b], or set the
interval as desired via the selector [c].

Logging || SNMP || Statistics Graph Monitoring]

Graph Monitoring Setting GG DTG R ELLT| User Defined Graphs —_

Admin Tools

USER DEFINED GRAPHS

Name:

Add|Edit|Delete

Name [

1 | asdf

t— User Defined Graphs: asdf * Interval: 1 Hour -

VIEW GRAPH

graphl (AN)

|
W

U‘. ] - e L

01:20 01:30 01:40 01:50 02:00

H SONS Global Total ONS Query Count (/sec) [ TCP Active Opens (/sec)
B IP Total Packets Received (/sec)

Last Update:Sun Dec 05 2010 02:09:23 UTC (+0000)

Stack the Items : No
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Troubleshooting

This feature provides simple tools for ping (generate an echo request), packet trace, name server verification and system debugging files exporting.

Tools

Make certain you are in Config mode and have selected
Troubleshooting from the sidebar [a]. The window will present
three tabs. By default, the Tools page is displayed [b].

Ping: To generate a network connectivity echo request directed
towards a specified IP address or “ping”, enter the IP address or
host name and click on the “Ping” button [c]. The ping result will
be displayed in the box [d].

Traceroute: Enter the IP address or host name and click on the
“Traceroute” button [e]. The traceroute result will be displayed in
the box [f]. Here, you are allowed to set the traceroute timeout
value (in seconds, defaults to 5) in the text field [g].

Name server lookup: This feature allows the user to verify the IP
address for the given hostname. Enter the IP address or host name
for the name server and click on the “Lookup” button [h]. The
verification result will be displayed in the box [i].

SERVER LOAD BALANCE
Real Services

Virtual Services
Chack Lists
Groups
Application Satting
Monitoring

Compression
Caching Proxy
SsL

Monitaring

ADVANCED LOAD BALANCE

Link Load Balance
Glebal Load Balance
Monitaring

ADMIN TOOLS
System Managemaean|
Config Mansgaman
Grapk
Troubleshooting

User Managemenl

QGS CONFIGURATION
QoS
Statistics

%m[ Debug Monitor || Support Access |

Admin Tools

PING
IP or Host Name:

Pipa 8 esult:

(Ping]

TRACEROUTE
IP or Host Name:

Tracerouts Result:

[ Traceroute |5

Seconds

MNAME SERVER LOOKUP
1P or Host Name:

NS Lookup Result:

ey
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Tools (Continue)

Build Debug Files: Via this operation, the system will generate four
kinds of system debug files which respectively record the system
activities information by categories:

Sys_snap.tar.gz
sys_log.tar.gz

sys_core.tar.gz
app_core.tar.gz

You can manually generate and obtain these files. First, set the
number of the debug files to obtain (0-10, 0 means do not obtain
any file) [a], and click on “Build” [b].

After a while, the system debug files obtained successfully will be
displayed in the sort ready table [c].

Export debug files: You can export the system debug files via the
local file, FTP or SCP method. Select a file to export [d], and
specify the export method via the radio buttons [e]. For the FTP
and SCP method, you need to input the IP address of the FTP or
SCP server and the user name and password to access the server
[f]. Then, click on “Export” [g].

Note: The “sys_debug” system debug file in the list is generated by
successively executing the command “debug enable” and “debug
disable” via CLI. Users can also export the file here.

Admin Tools

BUILD DEBUG FILES

pr—— System Core File Including Count: 0

(0-10)

Build T

EXPORT DEBUG HLL{[ Using: Local File @  FTP scP ] )_. Export |
File Size | Time
1 | sysdebug 125 Sep 12 172943 2008
EXPORT DEBUG FILES [ Using: Local File FTP@ SCP Export
Username: Password: IP:
FTP scP@ ]

EXPORT DEBUG FILES [ Using: Local File
Isermname:

Password:

Export |
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Debug Monitor

Select the “Debug Monitor” tab [a].

You can enable or disable the debug monitor function via the check
box [b], and then click on the “Set” action link [c] to make your
configuration take effect. By default, the debug monitor function is
enabled.

You can self-define the CLI commands to be executed for monitor
purpose in a file, and then import the file via FTP or SCP method.
To import the file, input user name, password, IP address of the
FTP or SCP server and the file name in the text fields [d], and click
on the “Import” action link [e].

After the file is imported successfully, the CLI commands defined
in the file will be displayed in the area [f]. The system will execute
these commands every 1 minute automatically and further save the
monitor data.

You can also export the monitor data via FTP or SCP method.
Input user name, password, IP address of the FTP or SCP server in
the text fields [g], and click on the “Export” action link [h]. For
SCP method, you further need to input the directory path to save
the monitor data [i].

\ Username:
Password:
IP:

—E-Beb ug Monitor ][ Support M.tess]

Admin Tools

ENABLE DEBUG MONITOR

=1 Enakble Debug Monitor: |¥|

IMPORT DEBUG MONITOR CLI CONFIGURATION [ Using: FTP @

Username:
Password:
1P:

File Name:

scr ] Import =

~r IMPORTED DEBUG MONITOR CLI

EXPORT DEBUG MONITOR DATA [ Using: FTP @

Username:

Password:

scP() ]

Export™=

AL

EXPORT DEBUG MONITOR DATA [ Using: FTP

|

——p— Directory:

sScPr@ ]

Export
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Support Access

This function allows Fortinet Customer Satisfaction personnel
access to the FortiBalancer appliance directly. You should first
contact the Customer Satisfaction department at Fortinet before
you configure this operation. Select the “Support Access” tab [a],
and all configured access points are displayed in the sort ready
table [b].

To add a support entry, you can click on the action link “Add
Support Entry” [c]. On the new configuration page, supply the IP
address and netmask in the text fields [d] and click on the “Save”
action link [e]. Then, the entry will be displayed in the sort ready
table [b].

1
_Tools || Debug Menitor || Support Access ]

Admin Tools

SUPPORT ACCESS CONFIGURATION

Delete Support Entry | Add Support Entry=—

IP Address I Netmask

1 | 0000 0000

Tools I Debug Monitor " Support Access]

L

ADD SUPPORT ENTRY

IP Address:
Netmask:

Cancel | Save & Add Ancther | Save =
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User Management

Make certain you are in Config mode and have selected the User
Management feature link from the sidebar [a]. The configuration
window will display all administrators thus far established in the
“Administrators” list [b].

User Management

To edit the account information of an administrator, you can double
click on the user name in the list [c], and change the password and
user level in the parameter fields and dropdown list [d] as desired
on the new configuration page. Then, click on the action link
“Save” to save the new account information [e].

Note: The “Username” field does not support special characters
like “\t:+&#%$"()!@~*?"<>=\W\". “$” is just allowed as the final
character of the user name.

To add an administrator account, click on the action link “Add
Admin” [f], and a new configuration page appears. Set the
parameters properly in the text fields [g], and click on the action
link “Save” [h]. Then, the newly added administrator will be
displayed in the list [b].

PROXY

Compression
Caching Proxy
SSL
Monitoring

ADVANCED LOAD BALANCE Il

Link Load Balance
Global Load Balance
Maonitoring

Systern Management
Config Management
Graph

Troubleshoot

User Management

QOS CONFIGURATION

Qos
Statistics

User Management

User Management
ADMINISTRATORS Delete Admin | Add Admin™ |
| Usemama
1| admin Sy

Username:

P 4

Level: config

EDIT ADMINISTRATOR ACCOUNT

Confirm Password:

User Management ]

Cancel | Save™]

ADD ADMINISTRATOR ACCOUNT

Cancel | Save & Add A

Username:

Password:

Level: config

Confirm Password:

nother | Save =

Admin Tools
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QoS Configuration

QoS Configuration

Quality of Service (QoS) for networks is an industry-wide set of
standards and mechanisms for ensuring high-quality performance
for critical applications. By using QoS mechanisms, network
administrators can use existing resources efficiently and ensure the
required level of service without reactively expanding or
over-provisioning their networks.

QoS

QoS enables network administrators to manage TCP, UDP or
ICMP flows via queuing mechanism and packet filtering policies.
The FortiBalancer appliance has developed a tree-like queue

QoS Entries |[ Interfaces ]

structure.
QOS ENTRIES Delete QoS Entry | Add QoS Entry
Make certain you are in Config mode, and have selected the feature QoS|  Open All | Close All

Statistics *Qos Entries

link QoS from the sidebar [a]. The configuration window will
present two new tabs. The QoS Entries page is displayed by default

[b].
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QoS Entries

When you first enter this page, no QoS entries exist. You need to
configure desired QoS queues and filter policies for existing
interfaces on your FortiBalancer appliance.

Select the “QoS Entries” tab [a], click on the “Add QoS Entry”
action link [b], and a new configuration page appears. Choose an
entry type via the selector [c], and new parameter fields will appear
[d]. The fields vary with different entry types. Set the fields
properly and click on the “Save” button [e].

Note that you have to configure an interface first, and then the root
queue, sub queue and filter policy under it.

After you add desired QoS entries, they will be displayed as a QoS
tree [f] on the QoS Entries page.

You can click on the action link “Open All” to view all entries, or
“Close All” to hide the entries under each QoS interface [g].

To delete an entry from the tree, you can select one [h] and click on
the “Delete QoS Entry” action link [i]. Then, all entries under it
will be deleted.

QoS Configuration

|.QoS Entries ]r Interfaces]

Delete QoS Entry | Add QoS Entry —]

=1 [Disabled]qos interface “portl” OUT 1Gb
(=] ? qos queue root "rqueuel” "portl” OUT 1Gb 1 UNBORROW NONDEFAULT
:= qos queue sub "subgueuel” "rqueuel” 1Gb 1 UNBORROW NONDEFAULT

B9 [Disabled]qos interface "port2” IN 1Gb

ADD QOS ENTRY Cancel | Save & Add Another | Save

leeoQ0S Entry Type: Please choose atype «

ADD QOS ENTRY Cancel | Save & Add Another | Save —

QoS Entry Type: interface -
Interface namea: |7
utputf/input direction: OUT «
Bandwidth: 1
Bandwidth suffix: Gb
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==:RTINET.

QoS Configuration

Interfaces

Select the “Interfaces” tab [a] and the page will display basic ——{ QoS Entries |[ Interfaces | 'RESET | SAVECHANGES |Sos
information about the interfaces previously configured on the QoS QOS INTERFACE OPERATION

Entries page in the table [b]. You can enable the QoS policies of an e [outpatfiopet [andwicth [ Dafautt Gueve

interface on OUT or IN direction by selecting the desired check 1 | porta ouT 1Gb A

box [c] and clicking on the “SAVE CHANGES” button [d]. [~ 2 |port2 N 16Gb N/A ¥ e
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==:RTINET.

Statistics

Select the feature link Statistics from the sidebar [a]. To view the
statistics, you only need to enter the Enable mode.

The configuration window will present the QoS Interface Statistic
page [b]. You can view the QoS statistics of existing interfaces on
either in, out, or both directions.

QoS Interface Statistics

Specify an interface via the selector [c], and further specify a
direction (IN or OUT) of the interface from the selector [d], where
“ANY” means both the IN and OUT directions. Then the desired
interface statistics will be displayed in the table [e]. You can click
on the action link “Refresh” [f] to view the latest statistics.

To clear the statistics, you need to enter the Config mode and click
on the “Clear” action link [g].

QOS CONFIGURATION

QoS
Statistics

QoS Configuration

e S T
QoS Interface 1

QOS INTERFACE STATISTIC

Select Interface: [nortl G {—
———=Gelect Direction: |ANY =

Refresh—

QoS statistics for interface "portl™ OUT

QoS atatistics for 14 filter:
0 success queriesa for atatic filters
0 succesas queries for dynamic filtera
failed queries for all filcters, using default gqueue if we have

oo

failed cperacions of getting filter table by ifp

QoS Interface Statistic |
QOS INTERFACE STATISTIC

Clear | Refresh
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