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Change Log

Date Change Description

2019-09-03 Initial release.
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Introduction

The FortiADC Intrusion Prevention System (IPS) combines signature detection and prevention with low latency
and excellent reliability. With intrusion protection, you can create multiple IPS profiles, each containing a
complete configuration based on signatures. Then, you can apply any IPS profile to any L4 VS.

This section describes how to configure the FortiADC Intrusion Prevention settings.

1. Inside FortiADC: Intrusion Prevention System (IPS)

Intrusion Prevention System (IPS) technology protects your network from cybercriminal attacks by actively
seeking and blocking external threats before they can reach potentially vulnerable network devices.

World class next generation IPS capabilities

Today, sophisticated and high volume attacks are challenges that every organization must recognize. These
attacks are evolving, infiltrating ever-increasing vectors and complex network environments. The result is an
urgent need for network protection while maintaining the ability to efficiently provide demanding services and
applications.

Highlights
« Validated best-in-class security and capacity with proven coverage and high performance.

« Comprehensive protection provided by a signatures-based IPS engine, protocol anomaly scanning.

« Flexible deployment options and actionable implementations for a wide array of network integration and
operation requirements.

Key features & benefits

Best-in-class security Protects critical digital resources from both internal exploits and external
with superior coverage cybercriminals, even if sophisticated attacks are crafted.
Backed by FortiGuard Maintain up-to-date and proactive protection against latest known threats and
Labs that deliver real- newly discovered hacking techniques while allowing time for organizations to
time protection patch vulnerable systems.

Features

Tested and proven protection

FortiGuard IPS signatures are periodically tested and certified by well-known external labs. Now the IPS has
been deployed on FortiADC which has been successfully developed on FortiADC, as the forerunner of the
Security Effectiveness.

Real-time & zero-day protection

The FortiGuard Intrusion Prevention Service (IPS) provides customers with the latest defenses against stealthy
network-level threats through a constantly updated database of known threats and behavior-based signatures.
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FortiGuard IPS service quick facts

1. Over 10,000 signatures consisting of 18,000 rules (some of the are based on the extended database,
which FortiADC is not yet supported, FortiADC has about 6000 signatures originally)

2. Approximately 470,000 network intrusion attempts resisted per minute

3. About 1,000 rules are updated or added per week

4. Over 300 Zero-day vulnerabilities discovered to date

This update service is backed by a team of threat experts and a close relationship with major application
vendors. The best-in-class team also uncovers significant zero-day vulnerabilities continuously, providing
FortiADC units with advanced protection ahead of vendor patches.

Protocol decoders and anomaly detection

Protocol decoders are required to assemble the packets and detect suspicious, nonconforming sessions that
resemble known attacks or are non-compliant to RFC or standard implementation.

FortiADC offers one of the most comprehensive arrays of protocol decoders in the industry, providing
customers with significantly wide coverage in all kinds of environments.

Pattern & rate-based signatures

The pattern signature matching technique is essential in IPS implementation due to its high level of precision
and accuracy. FortiADC offers administrators robust pattern signature selection using filters based on severity,
target, operating system, application, and protocol. Each of the signatures has a direct link to its detailed entry
on the threat encyclopedia and CVE-ID references. After selection, administrators are able to assign associated
actions such as pass, block and default.

Rate-based IPS signatures protect networks against application based DoS and brute force attacks.
Administrators can configure 20 rate-based IPS signatures and tune them to their needs. Threshold (incidents
per minute) and an action to take when the threshold is reached can be assigned to each signature. If the
action is set to block, then a timeout period can be set so that the block is removed after a specified duration.

Predefined Profiles

Every individual IPS Signature takes effect for a particular type of attack, for an effective detection and
protection, a well-considered combination of different IPS signatures plays a key role for the whole IPS system.
FortiADC has 8 predefined Profiles in respect to: action, application, severity, target, etc. are ready for
customers for a fast security-set-up.

all_default Signatures with default setting.

all_default_pass Signatures with PASS action.

default Prevents critical attacks

high_security Blocks all Critical/High/Medium and some Low severity vulnerabilities.
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protect_client Protect against client-side vulnerabilities.
protect_email_server Protect against email server-side vulnerabilities.
protect_http_server Protect against HT TP server-side vulnerabilities.
sniffer-profile Monitor IPS attacks.

The coming section will explain how to configure the IPS in detail.

<<<<<<

Signature-based defense

Signature-based defense is used against known attacks or vulnerability exploits. These often involve an
attacker attempting to gain access to your network. The attacker must communicate with the host in an
attempt to gain access and this communication will include particular commands or sequences of commands
and variables. The IPS signatures include these command sequences, allowing the FortiADC unit to detect and
stop the attack.

Signatures

IPS signatures are the basis of signature-based intrusion prevention. Every attack can be reduced to a
particular string of commands or a sequence of commands and variables. Signatures include this information
so your FortiADC unit knows what to look for in network traffic.

Signatures also include characteristics about the attack they describe. These characteristics include the
network protocol in which the attack will appear, the vulnerable operating system, and the vulnerable
application.

The FortiGuard Intrusion Prevention Service (IPS) provides customers with the latest defenses against stealthy
network-level threats through a constantly updated database of known threats and behavior-based signatures.

This update service is backed by a team of threat experts and a close relationship with major application
vendors. The best-in-class team also uncovers significant zero-day vulnerabilities continuously, providing
FortiADC units with advanced protection ahead of vendor patches.

The IPS Signatures Database is able to be updated automatically or manually by System > Settings >
FortiGuard page
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Protocol decoders

Before examining network traffic for attacks, the IPS engine uses protocol decoders to identify each protocol
appearing in the traffic. Attacks are protocol-specific, so your FortiADC unit conserves resources by looking for
attacks only in the protocols used to transmit them. For example, the FortiADC unit will only examine HTTP
traffic for the presence of a signature describing an HTTP attack.

IPS engine

Once the protocol decoders separate the network traffic by protocol, the IPS engine examines the network
traffic for attack signatures. The engine count is configurable by CLI as well. (The recommendation is
configuring the engine count as the same count of CPU of the FortiADC has, an ips-engine per CPU)

IPS profiles

The IPS engine does not examine network traffic for all signatures. You must first create an IPS profile and
specify which signatures are included. Add signatures to profile individually using signature entries, or in groups
using IPSfilters.

To view the IPS profiles, go to Security Profiles > Intrusion Prevention.

You can group signatures into IPS profiles for easy selection when applying to L4 VS Security. You can define
signatures for specific types of traffic in separate IPS profiles, and then select those profiles in profiles designed
to handle that type of traffic. For example, you can specify all of the web-server related signatures in an IPS
profile, and that the profile can then be applied to a L4 VS Security that controls all of the traffic to and from a
web server protected by the unit.

The FortiGuard Service periodically updates the signatures, with signatures added to counter new threats.
Since the signatures included in filters are defined by specifying signature attributes, new signatures matching
existing filter specifications will automatically be included in those filters. For example, if you have a filter that
includes all signatures for the Windows operating system, your filter will automatically incorporate new
Windows signatures as they are added.

Each filter consists of a number of signatures attributes. All of the signatures with those attributes, and only
those attributes, are checked against traffic when the filter is run. If multiple filters are defined in an IPS profile,
they are checked against the traffic one at a time, from top to bottom. If a match is found, the unit takes the
appropriate action and stops further checking.

The signatures included in the filter are only those matching every attribute specified. When created, a new
filter has every attribute set to all which causes every signature to be included in the filter. If the severity is
changed to high, and the target is changed to server, the filter includes only signatures checking for high priority
attacks targeted at servers.

IPS filters

IPS profiles contain one or more IPS filters. Afilter is a collection of signature attributes that you specify. The
signatures that have all of the attributes specified in a filter are included in the IPS filter.

For example, if your FortiADC unit protects a Linux server running the Apache web server software, you could
create a new filter to protect it. By setting OS to Linux, and Application to Apache, the filter will include only the
signatures that apply to both Linux and Apache. If you wanted to scan for all the Linux signatures and all the
Apache signatures, you would create two filters, one for each.

To view the filters in an IPS profile, go to Security Profiles > Intrusion Prevention, select the IPS profile
containing the filters you want to view, and select Edit.

Custom/predefined signature entries
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Signature entries allow you to add an individual custom or predefined IPS signature. If you need only one
signature, adding a signature entry to an IPS profile is the easiest way. Signature entries are also the only way
to include custom signatures in an IPS profile.

Another use for signature entries is to change the settings of individual signatures that are already included in a
filter within the same IPS profile. Add a signature entry with the required settings above the filter, and the
signature entry will take priority.

Security - L4 VS

To use an IPS profile, you must select it in a L4 VS security options. An IPS profile that it not selected in a policy
options will have no effect on network traffic.

Ay
S L4
? IPS does not support NAT46.

Session timers for IPS sessions

A session time-to-live (TTL) timer for IPS sessions is available to reduce synchronization problems between the
FortiADC Kernel and IPS, and to reduce IPS memory usage.
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Deployment

1. GUI

Quick-Enabling IPS
Refer to the section of Predefined Profiles in Introduction on page 5.
General configuration steps

For best results in configuring IPS scanning, follow the procedures in the order given. Also, note that if you
perform any additional actions between procedures, your configuration may have different results.
1. Create an IPS Profile.
2. Add signatures and /or filters.
These can be:

« Pattern based

« Rate based
3. Inthe L4 VS Security Option, Click to select IPS, and choose the IPS Profile from the list.

All the network traffic goes through this L4 VS by this security option -IPS- will be processed according to the
configuration of the deployed IPS Profile, these configuration you specify in the IPS Profile.

Creating an IPS Profile

You need to create an IPS profile before specific signatures or filters can be chosen. The signatures can be
added to a new profile before it is saved. However, it is good practice to keep in mind that the profile and its
included filters are separate things, and that they are created separately. (Predefined Profiles)

To create a new IPS Profile

1. Goto Security Profiles > Intrusion Prevention.

2. Select the Create New icon in the top of the Edit IPS Profile window.

3. Enter the name of the new IPS Profile.

4. Optionally, enter a comment. The comment will appear in the IPS Profile list.
5. Select OK.

A newly created Profile is empty and contains no filters or signatures. You need to add one or more filters or
signatures before the Profile will be of any use.
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Adding IPS signatures to a Profile

Go to Security > Intrusion Prevention.

Under IPS Signatures, select Add Signature.
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6. Click Apply on the bottom of the IPS Profile page
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Select the IPS Profile to which you want to add the signature and click the pencil icon.

Select one or more signatures from the list and click Apply to add them to the sensor.
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After the selected signature has been added to the IPS Signatures, the drop-down list of Action, which is
on the right side of the signature, has Default, Pass and Block, is changeable.
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Adding an IPS filter to a Profile

While individual signatures can be added to a Profile, a filter allows you to add multiple signatures to a Profile
by specifying the characteristics of the signatures to be added.

To create a new pattern based signature and filter

1. Go to Security Profiles > Intrusion Prevention.
2. Select the IPS Profile to which you want to add the signature and click the pencil icon.
3. Under IPS Filters, select Add Filter.

4. Configure the filter that you require. Signatures matching all of the characteristics you specify in the filter
will be included in the filter. Once finished, select Apply.

Application refers to the application affected by the attack and filter options include over 25 applications.

OS refers to the Operating System affected by the attack. The options include BSD, Linux, MacOS,
Other, Solaris, and Windows.

Protocol refers to the protocol that is the vector for the attack; filter options include over 35 protocols,
including "other."

Severity refers to the level of threat posed by the attack. The options include Critical, High, Medium,
Low, and Info.

Target refers to the type of device targeted by the attack. The options include client and server.

Action Description

Pass Select Pass to allow traffic to continue to its destination.

Note: to see what the default for a signature is, go to the IPS Signatures
page and enable the column Action, then find the row with the signature

name in it.

Block Select Block to drop traffic matching any signatures included in the
filter.

Default Select Default to use the default action of the signature.

5. Afterthe selected signature has been added to the IPS Signatures, the drop-down list of Action, which is
on the right side of the Filter, has Default, Pass and Block, is changeable

6. Click Apply on the bottom of the IPS Profile page

SPOFEFOALAGESD
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These are a subset of the signatures that are found in the database. This group of signatures is for
vulnerabilities that are normally only considered a serious threat when the targeted connections come in

multiples, like DoS attacks.

Adding a rate based signature is straight-forward. Select the enable button in the Rate Based Signature table

that corresponds with the desired signature.

Predefined IPS Profile

FortiADC has 8 predefined IPS Profiles for the convenience and fast-set-up of users to enable IPS more
quickly. Each predefined profile is created under the attributes of each signature. For users demanding a wide
protection but not yet ready to create a particular customized profile, predefined IPS profiles are highly
recommended. They will be routinely updated resulted from a periodical database update by the FortiGuard
Service. These Profiles are available by directly selecting from Security -> IPS in L4 VS options. They can be

considered a Quick-Enabling-IPS.

FortiADC IPS Deployment Guidde
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Enabling IPS
Currently, the IPS Scanning only supports L4VS traffic

« The IPS Profile contains filters, signature entries, or both. These specify which signatures are included in
the IPS Profile.

When an IPS Profile is selected in a security option, all network traffic matching the policy will be checked for
the signatures in the IPS Profile.

Configuring Engine Count

In consideration of performance differences on different platform, and for other various demands, the Engine-
Count of IPS in FortiADC can be configured. The more Engine-Count that a FortiADC has, the better the IPS
performs. However, this will require more CPU and memory.

The default value of the Engine-count is 1.
Eg: 4-Engine for a 4-Core device.

CLI Syntax

config global

config system ips

set engine-count {1-256}
next

end

Enabling IPS

FortiADC IPS Deployment Guidde Fortinet Technologies Inc.
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Currently, IPS Scanning only supports L4VS traffic
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e The IPS Profile contains filters, signature entries, or both. These specify which signatures are included in the

IPS Profile.

When an IPS Profile is selected in a security option, and all network traffic matching the policy will be checked

for the signatures in the IPS Profile.

=8 virtual Server

Basic

General I Secu I Monitoring

Dos Protection Profile

Click to select

IPS Profile

Click to select

Click to select
default
all_default
sniffer-profile
all_default_pass

prote

protect_hitp_server

2. CLI

Config IPS Profile

config security ips profile
edit <profile>

set comment {comment}
config entries

edit {id}

set rule {idl id2 ...}

set status {disable | enable | default}

set log {disable | enable}

set action {pass | block | default}
set location {locl loc2..}

set severity {sevl serv2..}

set protocol {protol proto2..}

set application {appl appZ2..}

set os {osl os2..}

set rate-count {count}

set rate-duration {duration}

set rate-mode {periodical | continuous}

set rate-track {field}
next
end

IPS profile option in VS

config load-balance virtual-server

FortiADC IPS Deployment Guidde
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set type l4-load-balance

set ips-profile {name}

next

end

get security ips info rule
FortiADC-VM (root) # get security ips info rule
rule-name: "MS.SMB.Client.Memory.Allocation.Code.Execution"
rule-id: 20900

rev: 2.855

date: 1398326400

action: block

status: enable

log: disable

severity: 4.critical

service: TCP, NBSS

location: client

os: Windows

application: Other

rate-count: 0

rate-duration: 0

rate-track: none

rate-mode: continuous

vuln type: Resource Management Errors
cve: 20100269

rule-name: "MS.Windows.MPEG.Layer3.Audio.Decoder.Stack.Overflow"
rule-id: 20903

rev: 3.095

date: 1398240000

action: block

status: enable

log: disable

severity: 4.critical

service: TCP, HTTP, FTP, SMTP, POP3, IMAP, NNTP
location: server, client

os: Windows

application: MediaPlayer

rate-count: 0

rate-duration: 0

rate-track: none

rate-mode: continuous

vuln type: Buffer Errors

cve: 20100480

Quick Creating a new 14 VS with IPS

Create anew L4 VS.

Go to Server Load Balance and click Virtual Server.

Click Create New > Advanced Mode.

Create a L4 VS named as Test VS, for example.

Create a new IPS Profile.

Go to Network Security and click Intrusion Prevention.

Click Create New to create a customized IPS Profile, named as Test IPS for example.

No akl~owobd-=
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10.

1.

12
13.

Select the necessary IPS Signatures / filters / Rete based Signatures
Apply
Enable the IPS Profile for L4 VS.

17

Ay
S L4
9 IPS does not support NAT46.

Go back to the L4 VS - Test VS.
Click the pencil icon and click Security.
The created IPS profile can be selected in the drop down list.

= Virtual Server

Basic General I Security I Monitoring

Do$ Protection Profile

ck to select

IP5 Profile
ck 10 select

Click to select
default
all_default
sniffer-profile
all_default_pass
protect_client

protect_hitp_server
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Log and Debug

Syslog and statistics

Log header

date

time=(12:55:06)

log_id
type
subtype
level

vd

Log body fields

The year, month and day of when the event occurred in yyyy-mm-dd format

The hour, minute and second of when the event occurred in the format
hh:mm:ss.

A five or ten-digit unique identification number
Attack for IPS

The subtype category of the log message(IPS)
The priority level of the event.

The name of the virtual domain where the action/event occurred in.

Log body

source
dstination
proto
policy
service
action
sigid
srccountry
dstcountry
msg

count

Browsing Log over GUI

Source IP address

Destination IP address

Protocol

Virtual server name

Service

Policy action

Attack signature ID

Location of the source IP address

Location of the destination IP address

Security profile name, category, subcategory, and description of the attack.

Rule match count

1. GotoLog Report > Log Browsing.

Ll

FortiADC IPS Deployment Guidde

Select the Security Log and then click IPS.
All the traffic triggered IPS will be listed.
Click the Detail icon; the details of the traffic are according to the format provided above.
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Debug

#diagnose debug module ips-engine

Option Content

show show ips engine debug status
packet ips engine packet debug info
packet-detail ips engine packet detail debug info
timeout ips engine timeout debug info

cfg ips engine config debug info
cfg-delay ips engine config delay debug info

#diagnose ips session

Option Content

clear clear all sessions in ips engine

content show ips session content statistics

list list all sessions in ips engine
performance show ips session performance statistics
status show ips session status
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