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Change Log

Change Log

Date Change Description

11/25/2019 Second release.
6/5/2019 First release.
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Introduction

Introduction

This guide details the steps required to configure a layer 4 load balance server in FortiADC. It covers the
configuration of different mode layer 4 server. For more information, please also refer to the relevant
Administration Manual.
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Server load balance layer 4

Server load balance layer 4

Server Load Balance overview

FortiADC is like an advanced server load balancer. It can balance traffic to available destination servers based
on health checks and load-balancing algorithms.

The physical distance between clients and the servers in your backend server—and other factors, like the
number of simultaneous connections that the servers can handle, or load distribution among the servers -- are
important contributing factors to server performance. So the purpose of FortiADC is to give user multiple
methods for optimizing server response times and server capacity. Traffic is routed to the FortiADC virtual
server instead of the destination real servers.

For layer 4 virtual server, it has five packet forwarding methods—Direct Routing, DNAT, Full NAT, Tunneling,
NAT46.

Server Load Balance Layer-4 VS

Direct Routing mode

Direct Routing mode works by changing the destination MAC address of the incoming packet to match the
selected Real Server. DR mode is transparent. The Real Server will see the source IP address of the client.

Topology:
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Server load balance layer 4

GUI:

Specifics.

Schedule Poal

Content Routing

Packet Forwarding Method

When the packet reaches the Real Server, it expects the Real Server to own the VS IP. This means that
you need to ensure that the Real Server (and the load balanced application) respond to both the Real
Servers own IP address and the VS IP.

FortiADC must have an interface in the same subnet as the Real Servers to ensure layer2 connectivity
required for DR mode to work.

The VIP can be brought up on the same subnet as the Real Servers, or on a different subnet provided that
the load balancer has an interface in that subnet

Port translation is not possible in DR mode i.e. having a different RIP port than the VIP port

DR mode for Windows server

Add a loopback adapter, set the virtual-server IP to the loopback adapter.

©

9.
10.

No oo~

Click Start, then type cmd in the search box.

When cmd.exe appears, right-click it and choose Run as administrator.

In the command prompt, type hdwwiz.exe and press Enter.

Click Next.

Select Install the hardware that is manually selected from a list (Advanced), then click Next.
Select Network adapters, then click Next.

Select Microsoft as the manufacturer, select Microsoft KM-TEST Loopback Adapter as the adapter for
Windows 10, then click Next.

Select Next to confirm the installation.
Select Finish to complete the installation.
Find the new added loopback adapter, then set the virtual-server IP to the loopback adapter.

Rename the name of NIC connecting to FortiADC to new name, such as “nic_to_adc”, rename the new added
loopback NIC to “loopback”, then execute the following command:

netsh interface ipv4 set interface "nic_to_adc" weakhostreceive=enabled

netsh interface ipv4 set interface "loopback" weakhostreceive=enabled

netsh interface ipv4 set interface "loopback" weakhostsend=enabled
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Server load balance layer 4

DNAT mode

Typically, Layer 4 DNAT uses two interfaces connecting to client and real servers. The packet’s destination IP
will be changed after going through the FortiADC VS.

Topology:
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GUI:

o Use DNAT as the packet forwarding method and set the default gateway on each server to FortiADC'’s IP
address on the same subnet/VLAN (or, use static routes to send responses to FortiADC’s IP address)

FULLNAT mode

Layer 4 FULLNAT VS changes the packet’s source and destination address before sending the packet to real
servers. User can self-define the pool IP address range in the NAT source pool, and select it in Pool List.
Normally, the NAT source pool’s address range is in the same network subnet with real server.
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Topology:
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Status Address Type
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Traffic Group
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Specifics

Schedule Pool

Content Routing.

Packet Forwarding Method

Full NAT

NAT Source Pool List

Tunneling mode

Tunneling mode VS is based on direct routing mode. The FortiADC VS encapsulates the original packet (client
IP to Virtual Server IP) inside an ipip packet of ADC IP to real server IP, which is put into an output chain and is
routed to the real server. The real server receives the packet on a tunl0 device and decapsulates the ipip
packet, revealing the original packet (client IP to Virtual Server IP). Then it sends the packet to client.
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Topology:
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GUI:

Packet Forwarding Method

Tureting

NAT46 mode

NAT46 mode VS converts the packet’s source address from ipv4 to ipv6, which were set in NAT source pool.
Then it sends them to ipv6 real server.
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Server load balance layer 4

Topology:
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Server load balance layer 4

FortiADC SLB4 Deployment with FUlINAT mode and TCP profile
and WRR method

SLB4 FullNAT Example Topology

VIP:1.1.1.22
port 80

cur 1.1.1.22 FortiADC
Real Server1

@ >."€. — 2222
f“_i ‘ “—J port3 \ 5

port2:1.1.1.2/24 5221124

Real Server2
2223

FulNAT example

SLB4 FulINAT, TCP profile, WRR method steps

Create real server

Create real server pool

Create NAT source pool

Set virtual server parameters
(interface, IP, profile, method,
real server pool...)

l

Layerd Virtual Server ready

basic Layer4 VS steps
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Server load balance layer 4

To deploy a SLB Layer 4 server:

Step 1: Create new Real Server

== Real Server

Name

RealServer1

status

Address
2222

Addressé

Step 2: Create new Real Server Pool and add real servers into it.

== Real Server Pool

Name

ReaiserverPool

Address Type
|

Health Check

Real Server SSL Profile
NONE
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Server load balance layer 4

== Real Server Pool

Name

RealserverPool

Address Type

IPv6

Health Check

Real Server SSL Profile

NONE

Member

Y Add Filter

D “ Name Address Health Check

1 RealServer1 2222
C 2 RealServer2 2223

Showing 1to 2of 2entries  Show | 10 ¥ | entries

Step 3: Create a NAT source Pool

== NAT Source Pool

Name

Natpooll

Interface

port3

Address Type
(- I
Address Range

22233

Example: 192.168.2.101

Step 4: Create FullNAT Virtual Server and choose Real Server Pool

FortiADC 5.4.0 Server Load Balance Layer 4 Deployment Guide
Fortinet Technologies Inc.
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Server load balance layer 4

&= virual Server

ve1 [ Layer 7 m Layerz]
Status Address Type

(osae R vorion ) =X~

Traffic Group

default

specifics

schedule Pool

Content Routing

Packet Forwarding Method

Full NAT

NAT Source Pool List

Selected ems Available Items

e
<

8 Virwal Server

Address

1.2
.

Connection Limit Connection Rate Limit
0 ]

Fault 0 Rage: 0100000000 EOACTENT EEANETONS Defaut: O (oanied) RBNgE: 0-86400 CONMTONS far 16CN0

Interface

portz

Public IP Type Public IPva
w6 | 0000

Example: 19202

Resources

Profile Persistence

LB_PROF_TCP - Click to select

Method Real Server Pool

LB_METHOD_ROUND_ROBIN - RealServerPoal

Cancel

Step 5: Choose Profile TCP and Method LB_METHOD_ROUND_ROBIN
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Server load balance layer 4

= Virwal Server

Address

[RRE>)

mple: 1920.2.1

Connection Limit Connection Rate Limit
0
Defauit: 0 (czavec) Range: 0-86400 connecuions per 26<ond
Intertace

portz

Public IP Type Public IPv4
s | 0000

Example: 192021

Resources

Profile Persistence
LB_PROF_TCP Click 1o select.

Method Real Server Pool

L8_METHOD_ROUND_ROEIN RealserverPool

Cancel

Set real server’s weight (optional)

If you want to set different weights to the real server, please change the weight in Real
Server Pool.

\\ ! 'l
9 For example:
- RealServer1’s weight is 1, RealServer2’s weight is 2. The total connections are 30, in
this condition, 10 connections go to RealServer1, and another 20 connections go to
RealServer2.

[ e R

Real Server

ReaiServer]

Weight

Warm Up

[
Ol

‘Connection Limit

Backup
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Status

Real Server

Weight

Step 6: Send traffic from client using tools like “curl” or “wget

JOM  73.0MB/s in 9.2s

(90.3 MB/s) - ‘big.iso’ saved [869269504/869269504]

root@ubuntu:~# curl 1.1.1.22
serverl

Check if the WRR method works. If you send three requests to the virtual server, you should receive two
responses for real server 2, and one response for real server 1.

root@ubuntu:~# curl 1.1.1.22

serverl
root@ubuntu:~# curl 1.1.1.22

serverz
root@ubuntu:~# curl 1.1.1.22

serverz

Check traffic log and session table information

* Check the traffic log:

We need to enable traffic log in virtual server and Log&Report.
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Server load balance layer 4

= virwal Server

General Monitoring l

Traffic Log

Traffic logging should be used mffnly for debugging: traffic logging will consume

extensive memory and CPU resolfrces. Please disable traffic logging after

Comments

Please input co

Local Log

Log Level

Information

Event

Event Category

@ Configuration @ Admin @ System (1) User (@ Health Check
(S8 [ LB (J GLE8 (J Firewall (5 Enable Al
Required. Please select a1 least one category.

Fortiview

Cancel

Disk Full

Traffic

Traffic logging should be used mainly for debugging; waffic logging will consume.
extensive memory and CPU resources. Please disable waffic logging after
Gebugging is complete.

Traffic Category

@ SL8 () GLB (I LL8 = Enable All
Required. Please select at least one category.

Serint
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Server load balance layer 4

a Log & Repart Log Brows!

root v Event Log Security Log seriptLog Aggregate Log

@ Deshooard > SLBHTP OsieTces OstgRaDUs 0GB Osiese OstBRoP OsBDNs OSBRTS OstesMTP OSBRTMP OSLBDAMETERR OsiMyseL O us
e Fortview >
Y Filter Setting & Download £XRefrech
L system >
< N 5 Date Time Source Received Bytes Destination Sent Bytes Service Virtual Server Duration (s Jrans Destination Real server Name
hared Resources
2018.12:31 020227 811190 1645562 i1z 894320609 wp vs1 8 2222 Realserveri @
@ neworking >
20181231 oz20227
W@ server Load Balance 3 Date Time
LogID Log Level formaton
Qo LinkLoad Balance > Message ID Duration (s) ]
& Global Load Balance > Recelved Bytes 16562 Sent Bytes 892320609
Protocol 6 Service
& we Application Firewall > Source Source Port
1 User Autenteason N Destination Destination Port L
Trans source Trans Source Port 5022
% Newwork Security > Trans Destination Trans Destination Port 80
B Loz & Report - Virtal server v Action none
Source Country Australia Destination Country Australia
Type watfic sub Type
Log Setting vdom oot Real Server Name
Report Emal 20181231 020222 Ba1.1.1.90 120 [ TREE 176 tp st 6 2223 Realserver2 B
Report Config
Showing 110 201 2entries  Show |10 ¥ | entries Prev 1 Next
Report
From the traffic log, we can see the traffic go to the real server according to their weight (RS1:RS2=1:2).
a Log & Report Log Browsing
oo oot i [ v
@& Dasnooard > @sislaers OsieHTe OseTees OsiERaous OsBFP Ocle Osiese OsBROP OSEONS OSERSP OslesMT? OSERMP O SEDAMETER Osemsel Ous
[Fp— N F Fiter Secung & Oownloat Dnetesn 18 649- 197125042128 ¥
System
@ Date Time Source Recaived Bytes Destination Sent Bytes sarvice Virtual Server Duration (z) Trans Destination Real Server Name o
g Shared Resources
2019-11-25 043133 EB11190 332 ] a3 wp vs1 3 2223 RealServer2 Ci]
@ neworking
2019-11-25 04:29:14 1190 332 w22 423 wp vs1 3 2223 RealServer2 @
#@ server Load Balance
2019-11-25 042904 EE1I190 332 22 423 wp vs1 3 2222 Realserver| B
Gy Link Load Balance » —_—
20191125 042913 EB11.190 332 - TRRES 423 wp st 3 2223 RealServer2 @
@ Global Load Balance
2019-11-25 04:29:11 811190 332 &2 a3 wp vs1 3 2223 RealServer2 @
B Web Application Firewal ,
20191125 0429011 [ IRREY 332 - TRRE*] 423 wp vsi 3 2222 RealServer @
@ Nework Security
- 2019-11-25 04:29:11 [ ARRE- 332 [ RRRE-] 423 wp Vsl 3 2223 Realserver2 @
O Dos Protection
20191125 042910 ENII190 332 = TRRE*] wp vs1 3 2223 RealServer2 E]
A User Authentication
20191125 042910 11190 332 [ TREFT] a3 p vs1 3 2222 Realserver! ®m
@ Log & report
B e 019.11-25 04:29:09 [ IRREN] 32 = ERRE*] 423 wp vs1 3 2223 Realserverz [Ei]
snow (10 7 entres w[1]2 3 4 5 N

Log Setting

Repor

« Check the session table:

Fortiview
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Server load balance layer 4

LTS-SLB1-HA1

V5.1.2 HYV Build0244,181108 - > @

root v Persistence Table

Formview Source Address: Port * Vs Addrass: Port Local Address: Port Dest Address: Port state Protocol

1.1.1.90:47956 111,220 222335032 222260 ESTABLISHED

service In Bytes out Bytes Expires RS Name

tp 1356082 628101144 RealServer

tM) LTS-SLB1-HAl (root) # diagnose server-load-balance session lis
client-ip/port virtual-server-ip/port local-ip/port real-server-ip/port protocol service sta
ver-name real-server-name
1.1.1.90 47964 1.1.1.22 80 2.2.2.33 36 2.2.2.2 80 6 tcp ESTABLISHED 1490474 792525392 100 VS1 RealServerl
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