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Related tOPICS ... 703

SY S M O . 703
S X 703
EXAMIDIE 703
Related tOPICS ... 704

system update INfO ... 705
S X 705
EXaMIDIE 705

OXOCURE 708

DaCKUD CEM-CONTIg . 708
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S X 708
E XAl 708
Related tODICS ... 708
DacKUP Cli-CONTIg . 709
S X 709
E XAl 710
Related tODICS ... 710
backup full-CoNfig ... 710
S N X 710
EXAMIPIE 711
Related tOPICS ... 711
backup full-config-with-ML-data ... 711
S X 711
EXAMIDIE o 712
Related tOPICS ... o 712
backup web-protection-profile ... 712
S X 712
E XAl 713
Related tODICS ... 713
DAt CN 713
S X 713
create-raid level .. . 714
S X 714
Related tOPICS ... 715
create-raid rebuUild ... . 715
S X 715
B XAl 715
Related tODICS ... 715
Al 716
S X 716
EXAMIPIE 716
Related tOPICS ... 716
db rebuild 716
S X 717
Related tOPICS ... 717
ANSCAChE-ClEaANUD ... 717
S X 717
EraSE-AiSK 717
S N A 717
FAC O Y S Ot 718
S X 718
Related tODICS ... 718
fAnserver delete ... o 718
S X 718
Related tOPICS ... 718
fAnServer ShOW . . 718
S X 719
EXAMIDIE 719
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Related tODICS ... 719
formatlogdisk .. 719
S N A 719
Related tOPICS ... 719
A diSCONNECT 720
S X 720
EXAMIDIE 720
Related tOPICS ... 721
A MANAGE 721
S X 721
EXaMIDIE 721
Related tODICS ... 722
A MO S UM 722
S X 722
EXAMIPIE 722
Related tOPICS ... 722
A SYNCNIONIZE 722
S X 723
EXAMIPIE 723
Related tOPICS ... 723
PN 724
S X 724
EXAMIDIE 724
EXAMIDIE o 724
Related tOPICS ... 725
PING G 725
S X 725
E XAl 725
Related tODICS ... 726
PING-OPtIONS 726
S X 726
EXAMIPIE 727
Related tODICS ... 728
PINGG-0P I ONS . 728
S N X 728
EXAMIPIE 729
Related tOPICS ... 729
FEDOO L . 730
S X 730
EXAMIPIE 730
Related tOPICS ... 730
FEMOVE VIMIICENSE ... 730
S X 731
E XAl 731
Related TOPICS .o o 731
FESTONE COIM-CONTIG ... e 731
S X 731
EXAMIPIE 732
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Related tODICS ... 732
restOre CONTIQ . . 732
S N A 732
EXAMIPIE 733
Related tOPICS ... 733
FES O MG . 733
S X 733
EXAMIDIE 734
Related tOPICS ... 734
restore SeCoONAary-iMage ... 734
S X 734
EXaMDl 735
Related tOPICS ... . . 735
FES 0N VM O S 735
S X 735

E XAl 736
SESSION-ClEANUD 736
Sy aX 736
SNUTAOWN 736
S X 737
EXaMIDIE 737
Related tODICS ... 737

B N 737
S X 738
EXAMIPIE 738
Related tOPICS ... 738
telnettest 738
S X 738
EXAMIPIE 739
Related tOPICS ... 739
B 739
S X 740
EXAMIDIE 740
Related tOPICS ... 740
G OUL e 740
S X 740
EXaMIDIE 741

E XAl 741
EXAMIDIE 741
Related tOPICS ... 741
UPAa N OW 742
S X 742
GO 743
system fortisandbox-statistics ... 744
S X 744
EXAMIDIE 745
Related tOPICS ... 745
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SYStEM PErfOrMANCE ... 745
S X 745
EXAMIDIE 745
Related tOPICS ... 746

SYS M S atUS . 746
S X 746
EXaMIDIE 746
Related tODICS ... 747

waf predefined-global-allow-list ... . 747
S X 747

WAl SIgNA U TUIES 747
S X 747
EXAMIDIE 747
Related tOPICS ... 748

SROW 749
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Introduction

Introduction

This document describes how to use the command line interface (CLI) of FortiWeb. It assumes that you have already
successfully deployed FortiWeb and completed basic setup by following the instructions in the FortiWeb Administration
Guide: http://docs.fortinet.com/fortiweb/admin-guides.

Scope

At this stage:

« You have administrative access to the web Ul and/or CLI.

« The FortiWeb appliance is integrated into your network.

« You have completed firmware updates, if applicable.

« The system time, DNS settings, administrator password, and network interfaces are configured.
« You have set the operation mode.

« You have configured basic logging.

« You have created at least one server policy.

« You have completed at least one phase of auto-learning to jump-start your configuration.

Once that basic installation is complete, you can use this document. This document explains how to use the CLI to:

« Update the FortiWeb appliance.

« Reconfigure features.

« Use advanced features, such as XML protection and reporting.
« Diagnose problems.

This document does not cover the web Ul or first-time setup. For that information, see the FortiWeb Administration
Guide: http://docs.fortinet.com/fortiweb/admin-guides.

29
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Conventions

This document uses the conventions described in this section.

IP addresses

To avoid IP conflicts that would occur if you used examples in this document with public IP addresses that belong to a
real organization, the IP addresses used in this document are fictional. They belong to the private IP address ranges
defined by these RFCs.

RFC 1918: Address Allocation for Private Internets
https://tools.ietf.org/html/rfc1918

RFC 5737: IPv4 Address Blocks Reserved for Documentation
https://tools.ietf.org/html/rfc5737

RFC 3849: IPv6 Address Prefix Reserved for Documentation
https://tools.ietf.org/html/rfc3849

For example, even though a real network’s Internet-facing IP address would be routable on the public Internet, in this
document’s examples, the IP address would be shown as a non-Internet-routable IP such as 192.0.2.108,
198.51.100.155, or 203.0.113.79.

Cautions, notes, & tips

This document uses the following guidance and styles for notes, tips and cautions.

Warn you about procedures or feature behaviors that could have unexpected or
undesirable results including loss of data or damage to equipment.

>

Highlight important, possibly unexpected but non-destructive, details about a
feature’s behavior.

-
-
-

Present best practices, troubleshooting, performance tips, or alternative methods.

o
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Typographic conventions

Convention Example

Button, menu, text box, From Minimum log level, select Notification.
field, or check box label

CLI input config system dns
set primary <address_ ipvi4>
end
CLI output FortiWeb# diagnose hardware logdisk info

disk number: 1

disk[0] size: 31.46GB
raid level: no raid exists
partition number: 1
mount status: read-write

Emphasis HTTP connections are not secure and can be intercepted by a third
party.

File content <HTML><HEAD><TITLE>Firewall Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this service.</H4>

Hyperlink https://support.fortinet.com

Keyboard entry Enter a name for the remote VPN peer or client, such as Central
Office 1.

Navigation Go to VPN > IPSEC > Auto Key (IKE).

Publication For details, see the FortiWeb Administration Guide:

https://docs.fortinet.com/fortiweb/admin-guides.

Command syntax

The CLI requires that you use valid syntax, and conform to expected input constraints. It will reject invalid commands.

For command syntax conventions such as braces, brackets, and command constraints such as <address_ipv4>, see
Notation on page 39.
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Using the CLI

The command line interface (CLI) is an alternative to the web UL.

You can use either interface or both to configure the FortiWeb appliance. In the web Ul, you use buttons, icons, and
forms. In the CLI, you either type text commands or upload batches of commands from a text file, like a configuration
script.

If you are new to FortiWeb, or if you are new to the CLI, this section can help you to become familiar with using it.

Connecting to the CLI

You can access the CLI in two ways:

« Locally—Connect your computer, terminal server, or console directly to the FortiWeb appliance’s console port.

« Through the network—Connect your computer through any network attached to one of the FortiWWeb appliance’s
network ports. To connect using a Secure Shell (SSH) or Telnet client, enable the network interface for Telnet or
SSH administrative access. Enable HTTP/HTTPS administrative access to connect using the CLI Console widget
in the web UL.

Local access is required in some cases, including when you're:

« Installing FortiWeb for the first time and it's not yet configured to connect to your network, unless you reconfigure
your computer’s network settings for a peer connection, you may only be able to connect to the CLI using a local
console connection. For details, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

« Restoring the firmware and FortiWeb utilizes a boot interrupt. Network access to the CLI is not available until after
the boot process completes, and therefore local CLI access is the only viable option.

Before you can access the CLI through the network, you must enable SSH, HTTP/HTTPS, and/or Telnet on the network
interface through which you will access the CLI.

Connecting to the CLI using a local console

Local console connections to the CLI are formed by directly connecting your management computer or console to the
FortiWeb appliance, using its DB-9 console port.

Requirements

« A computer with an available serial communications (COM) port
o The RJ-45-t0-DB-9 or null modem cable included in your FortiWeb package
« Terminal emulation software such as PUTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html)

The following instructions describe connecting to the CLI using PuTTY; steps may
vary with other terminal emulators.
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To connect to the CLI using a local console connection

Using the null modem or RJ-45-to-DB-9 cable, connect the FortiWeb appliance’s console port to the serial
communications (COM) port on your management computer.

On your management computer, start PUuTTY.
In the Category tree on the left, go to Connection > Serial and configure these settings:

Serial line to connectto  COM1 (or, if your computer has multiple serial ports, the name of the
connected serial port)

Speed (baud) 9600
Data bits 8
Stop bits 1
Parity None
Flow control None

In the Category tree on the left, go to Session (not the sub-node, Logging).
From Connection type, select Serial.

Click Open.

Press the Enter key to initiate a connection.

Enter a valid administrator account name (such as admin) then press Enter.

Enter the password for that administrator account and press Enter. By default, there is no password for the admin
account.

The CLI displays the following text, followed by a command line prompt:
Welcome!

You can now enter CLI commands, and configure access to the CLI through SSH or Telnet. For details, see Enabling
access to the CLI through the network (SSH or Telnet or CLI Console widget) on page 33.

Enabling access to the CLI through the network
(SSH or Telnet or CLI Console widget)

SSH, Telnet, or CLI Console widget (via the web Ul) access to the CLI requires connecting your computer to the
FortiWeb appliance using one of its RJ-45 network ports. You can either connect directly, using a peer connection
between the two, or through any intermediary network.

Ny If you do not want to use an SSH/Telnet client and you have access to the web Ul,
- - you can alternatively access the CLI through the network using the CLI Console
9 widget in the web UL. For details, see the FortiWeb Administration Guide:
—

http://docs.fortinet.com/fortiweb/admin-guides
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You must enable SSH and/or Telnet on the network interface associated with that physical network port. If your
computer is not connected directly or through a switch, you must also configure the FortiWWeb appliance with a static
route to a router that can forward packets from the FortiWeb appliance to your computer. For details, see router static on
page 97.

You can do this using either:

« Alocal console connection (see the following procedure)
« The web Ul (see the FortiWeb Administration Guide; http://docs.fortinet.com/fortiweb/admin-guides)

Requirements

« A computer with an available serial communications (COM) port and RJ-45 port
« Terminal emulation software such as PuUTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html)
o The RJ-45-t0-DB-9 or null modem cable included in your FortiWeb package

« A crossover Ethernet cable (if connecting directly) or straight-through Ethernet cable (if connecting through a switch
or router)

« Prior configuration of the operating mode, network interface, and static route

To enable SSH or Telnet access to the CLI using a local console connection

Using the network cable, connect the FortiWeb appliance’s network port either directly to your computer’s network port,
or to a network through which your computer can reach the FortiWeb appliance.

Note the number of the physical network port.

Using a local console connection, connect and log into the CLI. For details, see Connecting to the CLI using a local
console on page 32.

Enter the following commands:

config system interface
edit <interface name>
set allowaccess {http https ping snmp ssh telnet}
end

where:

« <interface name> isthe name of the network interface associated with the physical network port, such as
portl

« {http https ping snmp ssh telnet} isthe complete, space-delimited list of permitted administrative
access protocols, suchas https ssh telnet; omit protocols that you do not want to permit

For example, to exclude HTTP, SNMP, and Telnet, and allow only HTTPS, ICMP ECHO (ping), and SSH administrative
accessonportl:

config system interface
edit "portl"
set allowaccess ping https ssh
next
end

Telnet is not a secure access method. SSH should be used to access the CLI from
the Internet or any other untrusted network.
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To confirm the configuration, enter the command to view the access settings for the interface.

show system interface <interface name>

The CLI displays the settings, including the management access settings, for the interface.

If you will be connecting indirectly, through one or more routers or firewalls, configure the appliance with at least one
static route so that replies from the CLI can reach your client. See router static on page 97.

To connect to the CLI through the network interface, see Connecting to the CLI using SSH on page 35 or Connecting to
the CLI using Telnet on page 36.

Connecting to the CLI using SSH

Once you configure the FortiWeb appliance to accept SSH connections, you can use an SSH client on your
management computer to connect to the CLI.

Secure Shell (SSH) provides both secure authentication and secure communications to the CLI. Supported SSH
protocol versions, ciphers, and bit strengths vary by whether or not you have enabled FIPS-CC mode or are using a low
encryption (LENC) version, but generally include SSH version 2 with AES-128, 3DES, Blowfish, and SHA-1.

Requirements

« A computer with an RJ-45 Ethernet port
« acrossover Ethernet cable

« aFortiWeb network interface configured to accept SSH connections (see Enabling access to the CLI through the
network (SSH or Telnet or CLI Console widget) on page 33)

« an SSHclient such as PuTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html)

The following procedure describes connection using PuTTY software; steps may
vary with other terminal emulators.

To connect to the CLI using SSH

On your management computer, start PuTTY.
Initially, the Session category of settings is displayed.

In Host Name (or IP Address), enter the IP address of a network interface on which you have enabled SSH
administrative access.

In Port, enter 22.

For Connection type, select SSH.

Click Open.

The SSH client connects to the FortiWeb appliance.

The SSH client may display a warning if this is the first time you are connecting to the FortiWeb appliance and its SSH
key is not yet recognized by your SSH client, or if you have previously connected to the FortiWeb appliance but it used a
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different IP address or SSH key. If your management computer is directly connected to the FortiWeb appliance with no
network hosts between them, this is normal.

Click Yes to verify the fingerprint and accept the FortiWeb appliance’s SSH key. You will not be able to log in until you
have accepted the key.

Enter a valid administrator account name (such as admin) and press Enter.
Alternatively, you can log in using an SSH key. For details, see system admin on page 194.

Enter the password for this administrator account and press Enter.

If three incorrect login or password attempts occur in a row, you will be disconnected.
Wait one minute, then reconnect to attempt the login again.

The FortiWeb appliance displays a command prompt—its host name followed by a #. You can now enter CLI
commands.

Connecting to the CLI using Telnet

Once the FortiWeb appliance is configured to accept Telnet connections, you can use a Telnet client on your
management computer to connect to the CLI.

Telnet is not a secure access method. SSH should be used to access the CLI from
the Internet or any other untrusted network.

Requirements

« A computer with an RJ-45 Ethernet port
« Acrossover Ethernet cable

« A FortiWeb network interface configured to accept Telnet connections (see Enabling access to the CLI through the
network (SSH or Telnet or CLI Console widget) on page 33)

« Terminal emulation software such as PuTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html)

The following procedure describes connection using PuTTY software; steps may
vary with other terminal emulators.

To connect to the CLI using Telnet

On your management computer, start PUuTTY.

In Host Name (or IP Address), type the IP address of a network interface on which you have enabled Telnet
administrative access.

In Port, enter 23.

For Connection type, select Telnet.
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Click Open.
Type a valid administrator account name (such as admin) and press Enter.
Type the password for this administrator account and press Enter.

The FortiWeb appliance displays a command prompt—its host name followed by a #. You can now enter CLI
commands.

If three incorrect login or password attempts occur in a row, you will be disconnected.
Wait one minute, then reconnect to attempt the login again.
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Command syntax

When entering a command, the CLI requires that you use valid syntax and conform to expected input constraints. It will
reject invalid commands.

For example, if you do not type the entire object that will receive the action of a command operator such as config, the
CLI will return an error message such as:

Command fail. CLI parsing error

This document uses the following conventions to describe valid command syntax.

Terminology

Each command line consists of a command word followed by words for the configuration data or other specific item that
the command uses or affects, for example:

get system admin

This document uses the below terms to describe the function of each word in the command line.

Command syntax terminology

Ccrmn':and Subcommand Object

A
I
I

config/system interface _— Table

edit <port name> ___ Option
o

gset status {up | down}

set ip <interface ipvdmask>

TEX T \

— Field Value

« Command—A word that begins the command line and indicates an action that FortiWeb should perform on a part
of the configuration or host on the network, such as config or execute. Together with other words, such as fields
or values, that you terminate by pressing the Enter key, it forms a command line. Exceptions include multi-line
command lines, which can be entered using an escape sequence. For details, see Shortcuts & key commands on
page 47.

Valid command lines must be unambiguous if abbreviated. For details, see Command abbreviation on page 48.

Optional words or other command line permutations are indicated by syntax notation. For details, see Notation on
page 39.

If you do not enter a known command, the CLI will return an error message such as:

Unknown action 0
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« Subcommand—A kind of command that is available only when nested within the scope of another command. After
entering a command, its applicable subcommands are available to you until you exit the scope of the command, or
until you descend an additional level into another subcommand. Indentation is used to indicate levels of nested
commands. For details, see Indentation on page 39.

Not all top-level commands have subcommands. Available subcommands vary by their containing scope. For
details, see Subcommands on page 41.

« Object—A part of the configuration that contains tables and/or fields. Valid command lines must be specific enough
to indicate an individual object.

« Table—A set of fields that is one of possibly multiple similar sets that each have a name or number, such as an
administrator account, policy, or network interface. These named or numbered sets are sometimes referenced by
other parts of the configuration that use them. For details, see Notation on page 39.

« Field—The name of a setting, such as ip or hostname. Fields in some tables must be configured with values.
Failure to configure a required field will result in an invalid object configuration error message, and the FortiWeb
appliance will discard the invalid table.

« Value—A number, letter, IP address, or other type of input that is usually the configuration setting held by a field.
Some commands, however, require multiple input values which may not be named but are simply entered in
sequential order in the same command line. Valid input types are indicated by constraint notation. For details, see
Notation on page 39.

« Option—A kind of value that must be one or more words from a fixed set of options. For details, see Notation on
page 39.

Indentation

Indentation indicates levels of nested commands, which indicate what other subcommands are available from within the
scope.

For example, the edit subcommand is available only within a command that affects tables, and the next subcommand
is available only from within the edi t subcommand:

config system interface
edit portl
set status up
next
end

For details about available subcommands, see Subcommands on page 41.

Notation

Brackets, braces, and pipes are used to denote valid permutations of the syntax. Constraint notations, such as
<address_ipv4>, indicate which data types or string patterns are acceptable value input.
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7

If you do not use the expected data type, the CLI returns an error message such as:
object set operator error, -4003 discard the setting
The request URL must start with "/" and without domain name.

or:
invalid unsigned integer value :-:

value parse error before '-'
Input value is invalid.

and may either reject or discard your settings instead of saving them when you type
end.

Command syntax notation

Square brackets [

Curly braces { }

1 A non-required (optional) word or words. For example:
[verbose {1 | 2 | 3}]

indicates that you may either omit or type both the verbose word and its
accompanying option, such as:
verbose 3

A word or series of words that is constrained to a set of options delimited
by either vertical bars or spaces.

You must enter at least one of the options, unless the set of options is
surrounded by square brackets [ ].

Mutually exclusive options. For example:
{enable | disable}

Options delimited

by vertical bars |

indicates that you must enter either enable or disable, but must not
enter both.

Non-mutually exclusive options. For example:
{http https ping snmp ssh telnet}

indicates that you may enter all or a subset of those options, in any order, in
a space-delimited list, such as:
ping https ssh

Options delimited

by spaces

Note: To change the options, you must re-type the entire list. For example,
to add snmp to the previous example, you would type:
ping https snmp ssh

If the option adds to or subtracts from the existing list of options, instead of
replacing it, or if the list is comma-delimited, the exception will be noted.

Angle brackets < > A word constrained by data type.

FortiWeb CLI Reference

To define acceptable input, the angled brackets contain a descriptive
name followed by an underscore () and suffix that indicates the valid
data type. For example:
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<retries_int>

indicates that you should enter a number of retries, such as 5.

Data types include:
« <xxx_name>—A name referring to another part of the configuration,

suchaspolicy A.

<xxx_1index>—Anindex number referring to another part of the
configuration, such as 0 for the first static route.
<xxx_pattern>—Aregular expression or word with wild cards that
matches possible variations, such as *@example . com to match all
e-mail addresses ending in @Gexample. com.

<xxx_fqdn>—A fully qualified domain name (FQDN), such as
mail.example.com.

<xxx_email>—An email address, such as
admin@mail.example.com.

<xxx_url>—A uniform resource locator (URL) and its associated
protocol and host name prefix, which together form a uniform
resource identifier (URI), suchas http://www.fortinet.com/.
<xxx_ipv4>—An IPv4 address, suchas 192.0.2.99.

<xxx_v4mask>—A dotted decimal IPv4 netmask, such as
256.256.256.0.

<xxx_ ipv4mask>—A dotted decimal IPv4 address and netmask
separated by a space, suchas 192.0.2.99 256.256.256.0.

<xxx_ipv4/mask>— Adotted decimal IPv4 address and CIDR-
notation netmask separated by a slash, such as such as
192.0.2.99/24.

<xxx_1pve6>—~A colon(:)-delimited hexadecimal IPv6 address,
suchas 3f2e:6a8b:78a3:0d82:1725:6a2f:0370:6234.
<xxx_v6mask>—An IPv6 netmask, such as /96.
<xxx_ipvemask>—An IPv6 address and netmask separated by a
space.

<xxx_str>—Astring of characters that is not another data type,
such as P@sswO0rd. Strings containing spaces or special characters
must be surrounded in quotes or use escape sequences. For details,
see Special characters on page 48.

<xxx_int>—An integer number that is not another data type, such
as 15 for the number of minutes.

Once you connect to the CLI, you can enter commands.

Each command line consists of a command word that is usually followed by words for the configuration data or other
specific item that the command uses or affects, for example:

get system admin

FortiWeb CLI Reference
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Subcommands are available from within the scope of some commands. When you enter a subcommand level, the
command prompt changes to indicate the name of the current command scope. For example, after entering:

config system admin

the command prompt becomes:

(admin) #

Applicable subcommands are available to you until you exit the scope of the command, or until you descend an
additional level into another subcommand.

For example, the edit subcommand is available only within a command that affects tables; the next subcommand is
available only from within the edi t subcommand:
config system interface
edit portl
set status up

next
end

Available subcommands vary by command. From a command prompt within config, two types of subcommands might
become available:

« Commands that affect fields (see Field commands on page 44)
« Commands that affect tables (see Table commands on page 42)

Subcommand scope is indicated in this [[[Undefined variable
FortinetVariables.Document title3]]] by indentation. For details, see Indentation on

"l ' J" page 39.
Syntax examples for each top-level command in this [[[Undefined variable
FortinetVariables.Document title3]]] do not show all available subcommands.
—

However, when nested scope is demonstrated, you should assume that
subcommands applicable for that level of scope are available.

Table commands

delete <table_name> Remove a table from the current object.

For example, in config system admin, you could delete an
administrator account named newadmin by typing delete newadmin
and pressing Enter. This deletes newadmin and all its fields, such as
newadmin’s first-name and email-address.

delete is only available within objects containing tables.

edit <table_name> Create or edit a table in the current object.

For example, in config system admin:
« Edit the settings for the default admin administrator account by
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typingedit admin.
« Add a new administrator account with the name newadmin and edit
newadmin's settings by entering edit newadmin.
edit is an interactive subcommand: further subcommands are available
from within edit.
edit changes the prompt to reflect the table you are currently editing.
edit is only available within objects containing tables.

end Save the changes to the current object and exit the config command.
This returns you to the top-level command prompt.

get List the configuration of the current object or table.
« Inobjects, get lists the table names (if present), or fields and their
values.
« Inatable, get lists the fields and their values.
For more information on get commands, see get on page 743.

purge Remove all tables in the current object.

For example, in config user local-user,you could type get to see
the list of all local user names, then type purge and then y to confirm that
you want to delete all users.

purge is only available for objects containing tables.

Caution: Back up the FortiWeb appliance before performing a purge
because it cannot be undone. To restore purged tables, the configuration
must be restored from a backup. For details, see backup cli-config on
page 709.

Caution: Do not purge system interfaceor system admin tables.
This can result in being unable to connect or log in, requiring the
FortiWeb appliance to be formatted and restored.

show Display changes to the default configuration. Changes are listed in the
form of configuration commands.

For more information on show commands, see show on page 749.

Example of table commands

From within the system admin object, you might enter:

edit admin 1

The CLI acknowledges the new table, and changes the command prompt to show that you are now within the admin_1
table:

new entry 'admin 1' added
(admin 1)#
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abort

end

get

next

set <field_name> <value>

show

unset <field_name>
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Exit both the edit and/or config commands without saving the fields.

Save the changes made to the current table or object fields, and exit the
configcommand. To exit without saving, use abort instead.

List the configuration of the current object or table.
« Inobjects, get lists the table names (if present), or fields and their
values.
« Inatable, get lists the fields and their values.

Save the changes you have made in the current table’s fields, and exit
the edit command to the object prompt. To save and exit completely to
the root prompt, use end instead.

next is useful when you want to create or edit several tables in the same
object, without leaving and re-entering the config command each time.
next is only available from a table prompt; it is not available from an
object prompt.

Set a field’s value.

For example, in config system admin, after enteringedit admin,
you could enter set password newpass to change the password of
the admin administrator to newpass.

Note: When using set to change a field containing a space-delimited list,
enter the whole new list. For example, set <field> <new-value>
will replace the list with the <new-value> rather than appending <new-
value> tothe list.

Display changes to the default configuration. Changes are listed in the
form of configuration commands.

Reset the table or object’s fields to default values.

For example, in config system admin, after enteringedit admin,
enteringunset password resets the password of the admin
administrator account to the default (in this case, no password).

Example of field commands

From within the admin_1 table, you might enter:

set password "mylstExamplePassword"

to assign the value my1lstExamplePassword to the password field. You might then enter the next command to save
the changes and edit the next administrator’s table.

FortiWeb CLI Reference
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Depending on the account that you use to log in to the FortiWeb appliance, you may not have complete access to all CLI
commands or areas of the web Ul.

Access profiles control which commands and areas an administrator account can access. Access profiles assign either:

« Read (view access)

« Write (change and execute access)

« Both Read and Write
« Noaccess

to each area of the FortiWeb software. For details about configuring the access profile for an administrator account to
use, see system accprofile on page 191.

Admin Users

admingrp

Auth Users
authusergrp
Log & Report

loggrp

Maintenance

mntgrp

Network Configuration

netgrp

System Configuration

Sysgrp

FortiWeb CLI Reference

Access profile permissions

System > Admin ... except Settings Web Ul

config system admin CLI
config system accprofile

User ... Web Ul
config user ... CLI
Log&Report ... Web Ul
config log ... CLI
execute formatlogdisk

System > Maintenance except System Time tab Web Ul
diagnose system ... CLI

execute backup ...
execute factoryreset
execute reboot

execute restore ...
execute shutdown
diagnose system flash ...

System > Network ... Web Ul

config router ... CLI
config system interface

config system dns

config system v-zone

diagnose network ... except sniffer ...

System ... except Network, Admin, and Maintenance tabs Web Ul
config systemexceptaccprofile, admin, dns, interface, and v- CLI
zone

diagnose hardware ...
diagnose network sniffer ..
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Server Policy
Configuration

traroutegrp

Web Anti-Defacement
Management

wadgrp

Web Protection
Configuration

wafgrp

Web Vulnerability Scan

Configuration

wvsgrp

diagnose system ... except flash

execute
execute
execute
execute
execute
execute

date
ha ...
ping
ping-option
traceroute
time

Policy > Server Policy ...

Server Objects ...

Application Delivery ...

config
config
config
config

server-policy ... except custom-application
waf file-compress-rule

waf http-authen

waf url-rewrite

diagnose policy

Web Anti-Defacement ...

configwad ...

Policy > Web Protection ...

Web Protection ...
DoS Protection ...

config system dos-prevention

config waf except:

config
config
config
config
config

config

waf
waf
waf
waf
waf
waf

file-compress-rule
http-authen
url-rewrite
web-custom-robot
web-robot
x-forwarded-for

Web Vulnerability Scan ...

configwvs ...
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Web Ul

CLI

Web Ul

CLI
Web Ul

CLI

Web Ul

CLI

* For each config command, there is an equivalent get/show command, unless otherwise noted.

config access requires write permission.

get/show access requires read permission.

Unlike other administrator accounts, the administrator account named admin exists by default and cannot be deleted.
The admin administrator account is similar to a root administrator account. This administrator account always has full
permission to view and change all FortiWeb configuration options, including viewing and changing all other administrator
accounts. Its name and permissions cannot be changed. It is the only administrator account that can reset another
administrator’s password without being required to enter that administrator’s existing password.
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Set a strong password for the admin administrator account, and change the
password regularly. By default, this administrator account has no password. Failure
to maintain the password of the admin administrator account could compromise the
security of your FortiWeb appliance.

For complete access to all commands, you must log in with the admin administrator account.

Tips & tricks

Basic features and characteristics of the CLI environment provide support and ease of use for many CLI tasks.
This section includes:

« Help on page 47

« Shortcuts & key commands on page 47

« Command abbreviation on page 48

« Special characters on page 48

« Language support & regular expressions on page 49
« Screen paging on page 50

« Baud rate on page 51

« Editing the configuration file in a text editor on page 51
o Pipeline 'grep' command on page 52

Help

To display brief help during command entry, enter the question mark (?) key:

« Atthe command prompt to display a list of the commands available and a description of each.
« After a command keyword to display a list of the objects available with that command and a description of each.

« After entering a word or part of a word to display a list of valid word completions or subsequent words, and to display

a description of each.

Shortcuts & key commands

Action Keys

List valid word completions or subsequent words. ?

If multiple words could complete your entry, display all possible completions with
helpful descriptions of each.

Complete the word with the next available match. Tab
Press the key multiple times to cycle through available matches.

Recall the previous command. Up arrow, or
Command memory is limited to the current session. Ctrl+P

47
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Action Keys

Down arrow, or

Recall the next command.

Move the cursor left or right within the command line.
Move the cursor to the beginning of the command line.
Move the cursor to the end of the command line.
Move the cursor backwards one word.

Move the cursor forwards one word.

Delete the current character.

Abort current interactive commands, such as when entering multiple lines.

If you are not currently within an interactive command such as configor edit, this
closes the CLI connection.

Continue typing a command on the next line for a multi-line command.

For each line that you want to continue, terminate it with a backslash (\). To
complete the command line, terminate it by pressing the spacebar and then the
Enter key, without an immediately preceding backslash.

Command abbreviation

Ctrl+N

Left or Right arrow

Ctrl+ A
Ctrl + E
Ctrl +B
Ctrl+ F
Ctrl+D
Ctrl+C

\then Enter

You can abbreviate words in the command line to their smallest number of non-ambiguous characters. For example, the

command get system status could be abbreviated to:

g sy st
If you enter an ambiguous command, the CLI returns an error message such as:

ambiguous command before 's'
Value conflicts with system settings.

Special characters

Special characters <, >, (,), #, ', and " are usually not permitted in CLI. If you use them, the CLI will often return an error

message such as:

The string contains XSS wvulnerability characters

value parse error before '$7@'
Input not as expected.

Some may be enclosed in quotes or preceded with a backslash (\ ) character.

FortiWeb CLI Reference
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Entering special characters

Character Key

? Ctrl +V then ?

Tab Ctrl + V then Tab

Space Enclose the string in quotation marks: "Security Administrator"
(to be interpreted as partofa  Enclose the string in single quotes: 'Security Administrator'
string value, not to end the Precede the space with a backslash: Security\ Administrator
string)

L} \l

(to be interpreted as part of a
string value, not to end the

string)

" \ll
(to be interpreted as part of a
string value, not to end the

string)

\ \\

Language support & regular expressions

The CLI currently supports the following languages:

« English

« Japanese

« Simplified Chinese
« Traditional Chinese

Characters such as fi, &, symbols, and ideographs are sometimes acceptable input. Support varies by the nature of the
item being configured. CLI commands, objects, field names, and options must use their exact ASCI| characters, but
some items with arbitrary names or values may be input using your language of choice.

For example, the host name must not contain special characters, and so the web Ul and CLI will not accept most
symbols and other non-ASCII encoded characters as input when configuring the host name. This means that languages
other than English often are not supported. However, some configuration items, such as names and comments, may be
able to use the language of your choice.

To use other languages in those cases, you must use the correct encoding.

FortiWeb stores inputs using Unicode UTF-8 encoding, but it is not normalized from other encodings into UTF-8 before
stored. If your input method encodes some characters differently than in UTF-8, your configured items may not display or
operate as expected.

Regular expressions are especially impacted. Matching uses the UTF-8 character values. If you enter a regular
expression using another encoding, or if an HTTP client sends a request in an encoding other than UTF-8, matches may
not be what you expect.
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For example, with Shift-JIS, backslashes (\ ) could be inadvertently interpreted as yen symbols ( ¥ ) and vice versa. A
regular expression intended to match HTTP requests containing money values with a yen symbol therefore may not
work it if the symbol is entered using the wrong encoding.

For best results, you should use:

« UTF-8 encoding.

« Only the characters whose numerically encoded values are the same in UTF-8, such as the US-ASCII characters
that are also encoded using the same values in ISO 8859-1, Windows code page 1252, Shift-JIS and other
encodings.

« Regular expressions that match HTTP requests.

« The same encoding as your HTTP clients.

HTTP clients may send requests in encodings other than UTF-8. Encodings usually vary by the client’s operating system
or input language. If you cannot predict the client’s encoding, you may only be able to match any parts of the request that
are in English, because regardless of the encoding, the values for English characters tend to be encoded identically. For
example, English words may be legible regardless of interpreting a web page as either ISO 8859-1 or as GB2312,
whereas simplified Chinese characters might only be legible if the page is interpreted as GB2312.

To configure your FortiWeb appliance using other encodings, you may need to switch language settings on your
management computer, including for your web browser or Telnet or SSH client. For instructions on how to configure your
management computer’s operating system language, locale, or input method, see its documentation.

If you choose to configure parts of the FortiWeb appliance using non-ASCII characters, verify that all systems interacting
with the FortiWeb appliance also support the same encodings. You should also use the same encoding throughout the
configuration if possible in order to avoid needing to switch the language settings of your web browser or Telnet or SSH
client while you work.

Similarly to input, your web browser or CLI client should usually interpret display output as encoded using UTF-8. If it
does not, your configured items may not display correctly in the web Ul or CLI. Exceptions include items such as regular
expressions that you may have configured using other encodings in order to match the encoding of HTTP requests that
the FortiWeb appliance receives.

To enter non-ASCII characters in the CLI:
« CLI access via the web Ul—Configure your web browser to interpret the page

"l ' J" as UTF-8 encoded. The console will then display non-ASCII characters in
commands in their character code equivalent.
q o CLI access via a Telnet or SSH client—Configure the client to send and
- receive characters using UTF-8 encoding. Depending on the client, you may

have to enter non-ASCII characters in commands in their character code
equivalent.

Screen paging

When output spans multiple pages, you can configure the CLI to pause after each page. When the display pauses, the
last line displays --More--. You can then either:

« Press the spacebar to display the next page.
« Enter Qto truncate the output and return to the command prompt.
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This may be useful when displaying lengthy output, such as the list of possible matching commands for command
completion, or a long list of settings. Rather than scrolling through or possibly exceeding the buffer of your terminal
emulator, you can simply display one page at a time.

To configure the CLI display to pause after each full screen:

config system console
set output more
end

For details, see system console on page 236.

Baud rate

You can change the default baud rate of the local console connection. For details, see system console on page 236.

Editing the configuration file in a text editor

Editing the configuration file with a plain text editor can be time-saving if:

« You have many changes to make
« Are not sure where the setting is in the CLI
« Own several FortiWeb appliances

This is true especially if your plain text editor provides advanced features such as regular expressions for find-and-
replace, or batch changes across multiple files. Several free text editors are available with these features, such as
Text Wrangler (http://www.barebones.com/products/textwrangler)and Notepad++ (http://notepad-plus-plus.org).

Do not use a rich text editor such as Microsoft Word. Rich text editors insert special
characters into the file in order to apply formatting, which may corrupt the
configuration file.

To edit the configuration on your computer

Use backup cli-config on page 709 or backup full-config on page 710 to download the configuration file to a TFTP server,
such as your management computer.

Edit the configuration file using a plain text editor that supports Unix-style line endings.

Do not edit the first line. The first lines of the configuration file (preceded by a #
character) contains information about the firmware version and FortiWeb model. If

you change the model number, the FortiWeb appliance will reject the configuration
file when you attempt to restore it.

Use restore config on page 732 to upload the modified configuration file back to the FortiWeb appliance.

The FortiWeb appliance downloads the configuration file and checks that the model information is correct. Ifit is, the
FortiWeb appliance loads the configuration file and checks each command for errors. If a command is invalid, the
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FortiWeb appliance ignores the command. If the configuration file is valid, the FortiWeb appliance restarts and loads the
new configuration.

Pipeline ‘grep' command

FortiWeb supports 'grep' in get and show to search for desired information and present the results in a format you
want.

The 'grep' command format is as follows:

get <xxx> [ [path] <object>] | grep [options] <search string>
show [ [path] <object>] | grep [options] <search string>
For example:
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The following options are supported:

FortiWeb CLI Reference

Add 'line_no:' prefix.

Show only the matching part of the line.
Select non-matching lines.

Ignore the case.

Match whole words only.
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-X Match whole lines only.
-F PATTERN is a literal (not regexp).
-E PATTERN is an extended regexp.

Administrative domains (ADOMs)

Administrative domains (ADOMs) enable the admin administrator to constrain other FortiWeb administrators’ access
privileges to a subset of policies and protected host names. This can be useful for large enterprises and multi-tenant
deployments such as web hosting.

ADOMs are not enabled by default. Enabling and configuring administrative domains can only be performed by the
admin administrator.

Enabling ADOMs alters the structure of and the available functions in the GUI and CLI according to whether you're
logging in as the admin administrator, and, if you are not logging in as the admin administrator, the administrator
account’s assigned access profile.

Differences between administrator accounts when ADOMSs are enabled

admin Other
administrator administrators
account

Access to config global Yes No

Can create administrator accounts Yes No

Can create & enter all ADOMs Yes No

If ADOMs are enabled and you log in as admin, a superset of the typical CLI commands appear, allowing unrestricted
access and ADOM configuration.

config global contains settings used by the FortiWeb itself and settings shared by ADOMSs, such as RAID and
administrator accounts. It does not include ADOM-specific settings or data, such as logs and reports. When configuring
other administrator accounts, an additional option appears allowing you to restrict other administrators to an ADOM.

If ADOMs are enabled and you log in as any other administrator, you enter the ADOM assigned to your account. A
subset of the typical menus or CLI commands appear, allowing access only to only logs, reports, policies, servers, and
LDAP queries specific to your ADOM. You cannot access global configuration settings or enter other ADOMs.

By default, administrator accounts other than the admin account are assigned to the root ADOM, which includes all
policies and servers. By creating ADOMs that contain a subset of policies and servers, and assigning them to
administrator accounts, you can restrict other administrator accounts to a subset of the FortiWeb’s total protected
servers.

The admin administrator account cannot be restricted to an ADOM. Other administrators are restricted to their ADOM,
and cannot configure ADOMs or global settings.
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To enable ADOMs

Log in with the admin account.

Other administrators do not have permissions to configure ADOMs.

Back up your configuration. Enabling ADOMs changes the structure of your
configuration, and moves non-global settings to the root ADOM. For details about

how to back up the configuration, see backup full-config on page 710.

Enter the following commands:

config system global
set adom-admin enable
end

FortiWeb terminates your administrative session.
Log in again.

When ADOMs are enabled, and if you log in as admin, the top level of the shell changes: the two top level items are
config global and config vdom.

« config global contains settings that only admin or other accounts with the prof_admin access profile can
change.

« config vdom contains each ADOM and its respective settings.

This menu and CLI structure change is not visible to non-global accounts; ADOM administrators’ navigation menus
continue to appear similar to when ADOMs are disabled, except that global settings such as network interfaces, HA, and
other global settings do not appear.

Continue by defining ADOMSs. For details, see Defining ADOMs on page 56.

To disable ADOMs

Delete all ADOM administrator accounts.

Back up your configuration. Disabling ADOMs changes the structure of your
configuration, and deletes most ADOM-related settings. It keeps settings from the

root ADOM only. For details about how to back up the configuration, see backup
full-config on page 710.

Enter the following commands:

config system global
set adom-admin disable
end

FortiWeb terminates your administrative session.
Continue by reconfiguring the appliance. For details, see the FortiWeb Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides
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See also

« Permissions on page 45

« Defining ADOMs on page 56

« Assigning administrators to an ADOM on page 57
« system admin on page 194

» system accprofile on page 191

Defining ADOMs

Some settings can only be configured by the admin account—they are global. Global settings apply to the appliance
overall regardless of ADOM, such as:

« Operation mode

« Network interfaces

« Systemtime

« Backups

« Administrator accounts

« Access profiles

« FortiGuard connectivity settings
« HA and configuration sync

« SNMP

« RAID

o X.509 certificates

o TCP sYN flood anti-DoS setting
« Vulnerability scans

« ping on page 724 and other global operations that exist only in the CLI

Only the admin account can configure global settings.

In the current release, some settings, such as user accounts for HTTP
authentication, anti-defacement, and logging destinations are read-only for ADOM
administrators. Future releases will allow ADOM administrators to configure these
settings separately for their ADOM.

Other settings can be configured separately for each ADOM. They essentially define each ADOM. For example,
the policies of adom-A are separate from adom-B.

Initially, only the root ADOM exists, and it contains settings such as policies that were global before ADOMs were
enabled. Typically, you will create additional ADOMs, and few if any administrators will be assigned to the root ADOM.

After ADOMs are created, the admin account usually assigns other administrator accounts to configure their ADOM-
specific settings. However, as the root account, the admin administrator does have permission to configure all settings,
including those within ADOMs.

To create an ADOM

Log in with the admin account.

Enter the following commands:

FortiWeb CLI Reference Fortinet Technologies Inc.



57

config vdom
edit <adom name>

where <adom_name> is the name of your new ADOM. Alternatively, to configure the default root ADOM, type root.

The maximum number of ADOMSs you can add varies by your FortiWeb model. The
number of ADOMs is limited by available physical memory (RAM), and therefore
also limits the maximum number of policies and sessions per ADOM. For details, see
the FortiWeb Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides

The new ADOM exists, but its settings are not yet configured.
Either:
« Assign another administrator account to configure the ADOM (continue with Assigning administrators to an ADOM
on page 57), or

« Configure the ADOM yourself by entering commands such as:
config log...
config server-policy...
config system...
config waf...

See also

« Assigning administrators to an ADOM on page 57
o Administrative domains (ADOMs) on page 54

« Permissions on page 45

« system admin on page 194

« system accprofile on page 191

Assigning administrators to an ADOM

The admin administrator can create other administrators and assign their account to an ADOM, constraining them to
that ADOM'’s configurations and data.

To assign an administrator to an ADOM

If you have not yet created any administrator access profiles, create at least one. For details, see system accprofile on
page 191.

In the administrator account’s accprofile "<access-profile_name>" on page 195 setting, select the new access profile.

(Administrators assigned to the prof_admin access profile will have global access. They cannot be restricted to an
ADOM.)

In the administrator account’s domains "<adom_name>" on page 195 setting, select the account’s assigned ADOM.
Currently, in this version of FortiWeb, administrators cannot be assigned to more than one ADOM.
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See also

« Permissions on page 45

« system admin on page 194

« system accprofile on page 191
« Defining ADOMs on page 56
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config

The config commands configure your FortiWeb appliance’s feature settings.

Although not usually explicitly shown in each config command’s “Syntax” section, for

‘\ ! !' all config commands, there are related get on page 743 and show on page 749
commands which display that part of the configuration, either in the form of a list of

9 settings and values, or commands that are required to achieve that configuration

- from the firmware’s default state, respectively. get and show commands use the

same syntax as their related conf ig command, unless otherwise mentioned.

log alertMail

Use this command to enable or disable alert emails, and to choose which email policy to use with them. Alert emails
notify administrators or other personnel when an alert condition occurs, such as a system failure or network attack.

The email address information and the alert message intervals are configured separately for each email policy. For
details about the severity levels of log messages associated with an email policy, see log email-policy on page 66.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax
config log alertMail
set status {enable | disable}
set email-policy "<policy name>"
end
Variable Description Default
status {enable | disable} Enable to generate an alert email when the FortiWeb disable

appliance records a log message, if that log message
meets or exceeds the severity level configured in log email-
policy on page 66.

email-policy "<policy_ Enter the name of a previously configured email policy. The No default.
name>" maximum length is 63 characters.
To display a list of the existing email policies, type:

set email-policy *?
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Example
This example enables alert email when either a system event or attack log message is logged. The alert email is sent

using the recipients configured in emailpolicyl.

config log alertMail

set status enable

set email-policy "emailpolicyl"
end

Related topics

« log email-policy on page 66

log attack-log

Use this command to configure recording of attack log messages on the local FortiWeb disk.

You must enable disk log storage and select log severity levels using log disk on
page 65 before any attack logs can be stored on disk.

Also use this command to define specific packet payloads to retain when storing attack logs.

Packet payloads can be retained for specific attack types or validation failures detected by the FortiWeb appliance.
Packet payloads supplement the log message by providing the actual data that triggered the attack log, which may help
you to fine-tune your regular expressions to prevent false positives. You can also examine changes to attack behavior
for subsequent forensic analysis. Alternatively, for more extensive packet logging, you can run a packet trace. For
details, see network sniffer on page 680.

If the offending HTTP request exceeds 4 kilobytes (KB), the FortiWeb appliance retains only 4 KB’ of the part of the
payload that triggered the log message.

You can view attack log packet payloads from the Packet Log column using the web Ul. For details, see the FortiWeb
Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides

Packet payloads can contain sensitive information. You can prevent sensitive data from display in the packet payload by
applying sensitivity rules that detect and obscure sensitive information. For details, see log sensitive on page 83.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log attack-log
set status {enable | disable}
set http-parse-error-output {enable | disable}
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set packet-log {account-lockout-detection |
credential-db-detection |

fsa-detection

illegal-file-type |

rule |

intelligence

trojan-detection |
| openapi-validation |
known-good-bots |
{enable |
set http2-parse-error-output

bots |
set no-ssl-error

end

Variable

status {enable | disable}

http-parse-error-output
{enable | disable}

packet-log {account-
lockout-detection | anti-
virus-detection | cookie-
security | credential-db-
detection | csrf-detection |
custom-access | custom-
protection-rule | fsa-
detection | hidden-fields-
failed | http-protocol-
constraints | illegal-file-
type | illegal-filesize | cors-
protection | json-protection
| ip-intelligence | padding-
oracle | parameter-rule-
failed | signature-detection
| trojan-detection | user-
tracking-detection | xml-
protection | machine-
learning | openapi-
validation | websocket-
security | mobile-api-
protection | malicious-bots
| known-good-bots |
syntax-based-detection}

no-ssl-error {enable |
disable}
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anti-virus-detection | cookie-security |
csrf-detection | custom-access | custom-protection-

| hidden-fields-failed | http-protocol-constraints |
illegal-filesize | cors-protection | json-protection | ip-
padding-oracle | parameter-rule-failed | signature-detection |
user-tracking-detection | xml-protection | machine-learning
websocket-security | mobile-api-protection | malicious-—
syntax-based-detection}
disable}

{enable | disable} on page 62

Description Default

Enable to record attack log messages on the disk. enable

To record attack logs, disk log storage must be enabled, and
the severity levels selected using the log disk on page 65
command.

Enable while debugging only, to log errors of the HTTP disable

protocol parser.

Select one or more detected attack types or validation No
failures. FortiWeb keeps packet payloads from its HTTP default
parser buffer with their associated attack log message.

Separate each attack type with a space. To add or remove a
packet payload type, re-type the entire space-delimited list
with the new option included or omitted.
Some options have historical names. Correlations with
current feature names are:

e custom-protection-rule—Custom signature

detection (not predefined)

To empty this list and keep no packet payloads, effectively
disabling the feature, enter unset packet-log.

Enable to stop FortiWeb from logging SSL errors. disable

This setting is useful when you use high-level security
settings, which generate a high volume of these types of
errors.
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Variable Description Default
http2-parse-error-output Enable while debugging only, to log errors of the HTTP/2 enable
{enable | disable} protocol parser.

Example

This example enables log storage on the hard disk and sets information as the minimum severity level that a log
message must meet in order for the log to be stored. It also enables retention of packet payloads that triggered custom
protection rules along with their correlating attack logs. Conversely, it disables any other packet payload retention that
may have been enabled before, because it completely replaces the list each time it is configured.
config log disk

set status enable

set severity information
end
config log attack-log

set status enable

set packet-log custom-protection-rule
end

Related topics

« log sensitive on page 83

« log custom-sensitive-rule on page 62
« log event-log on page 69

« log traffic-log on page 91

« logon page 674

log custom-sensitive-rule

Use this command to configure custom rules to obscure sensitive information that is not obscured in log message packet
payloads by the predefined sensitivity rules.

Use this command in conjunction with log sensitive on page 83.

If enabled to do so, a FortiWeb appliance will obscure predefined data types, including user names and passwords in log
message packet payloads. If other sensitive data in the packet payload is not obscured by the predefined data types, you
can create your own data type sensitivity rules, such as ages or other identifying numbers.

Sensitive data definitions are not retroactive. They will hide strings in subsequent log
messages, but will not affect existing log messages.

This command is relevant only if you have enabled the FortiWWeb appliance to keep packet payloads along with their
associated log messages, and have selected to obscure logs according to custom data types. For details, see log attack-
log on page 60 and log sensitive on page 83.
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To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log custom-sensitive-rule
edit "<custom-sensitive-rule name>"
set expression "<sensitive-type pattern>"
set field-name "<parameter-name pattern>"
set field-value "<parameter-value pattern>"

set type {field-mas-rule | general-mask-rule}
next
end
Variable Description Default
"<custom-sensitive-rule_ Enter the name of a new or existing rule. The maximum No default.
name>" length is 63 characters.

To display the list of existing rules, enter:
edit 2

expression "<sensitive-type_ Enter a regular expression that matches all and only the No default.
pattern>" strings or numbers that you want to obscure in the packet
payloads.

For example, to hide a parameter that contains the age of
users under 13, you could enter:

age\=[1-13]

Expressions must not start with an asterisk ( * ). The
maximum length is 256 characters.

type {field-mas-rule | Select either general-mask-rule (aregular general-
general-mask-rule} expression that will match any substring in the packet mask-rule
payload) or field-mask-rule (aregular expression
that will match only the value of a specific form input).

If you select general-mask-rule, configure
expression "<sensitive-type_pattern>" on page 63.

If you select field-mask-rule, configure field-name
"<parameter-name_pattern>" on page 63 and field-value
"<parameter-value_pattern>" on page 63.

field-name "<parameter- Enter a regular expression that matches all and only the No default.
name_pattern>" input names whose values you want to obscure. The input
name itself will not be obscured. If you wish to do this, use
general-mask-rule instead. The maximum length is
256 characters.

field-value "<parameter- Enter a regular expression that matches all and only the No default.
value_pattern>" input values that you want to obscure. The maximum
length is 256 characters.
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Variable Description Default

For example, to hide a parameter that contains the age of
users under 13, for field-name "<parameter-name__
pattern>" on page 63, enter age, and for field-value
"<parameter-value_pattern>" on page 63, enter [1-13].

Valid expressions must not start with an asterisk ( * ).

Caution: Field masks using asterisks are greedy: a match
for the parameter’s value will obscure it, but will also
obscure the rest of the parameters in the line. To avoid
this, enter an expression whose match terminates with,
but does not consume, the parameter separator.

For example, if parameters are separated with an
ampersand ( & ), and you want to obscure the value of the
field name username but not any of the parameters that
follow it, you could enter the field value:

F2(?2=\&)
This would result in:

username****gage=13&origurl=%2Flogin

Example

This example enables the FortiWeb appliance to keep all types of packet payloads with their associated log messages. It
also enables and defines a custom sensitive data type (applies to age 13 or less) that will be obscured in logs.

config log attack-log
set status enable
set packet-log anti-virus-detection cookie-poison custom-access custom-protection-rule
hidden-fields-failed http-protocol-constraints illegal-file-type illegal-xml-format
ip-intelligence padding-oracle parameter-rule-failed signature-detection
end
config log sensitive
set type custom-rule
end
config log custom-sensitive-rule
edit rulel
set type general-mask-rule
set expression "age\\=[1-13]*s"
next
end

Related topics
« log sensitive on page 83

« log attack-log on page 60
« log traffic-log on page 91
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log disk

Use this command to enable and configure recording of log messages to the local hard disk.

Logging must be enabled for each individual log type before log messages are
recorded to disk. For details, see log attack-log on page 60, log event-log on page
69, and log traffic-log on page 91 for details.

Each log file can have at most 51,200 logs, and each log size is limited to 4k; thus, each log file size is limited to 200M.

You can use SNMP traps to notify you when disk space usage exceeds 80%. For details, see system snmp community
on page 319.

You can generate reports based on log messages that you save to the local hard disk. For details, see log reports on
page 74.

Syntax

config log disk
set diskfull overwrite

set severity {alert | critical | debug | emergency | error | information |
notification | warning}
set status {enable | disable}
set log-used-disk <log-used-disk int>
end
Variable Description Default
status {enable | disable} Enable to store log messages on the local hard disk. enable

Log messages are stored only if logging is enabled for
the individual log types using log attack-log on page
60, log event-log on page 69, and log traffic-log on
page 91. Also configure diskfull overwrite on page 65
and severity {alert | critical | debug | emergency | error |
information | notification | warning} on page 65.

diskfull overwrite Select overwrite to delete the oldest log fileinorder overwrite
to free disk space, and then store the new log
message.
This field is available only if status {enable | disable} on
page 65is enable.

severity {alert | critical | Select the severity level that a log message must meet information
debug | emergency | error|  or exceed in order to cause the FortiWeb appliance to

information | notification | record it.

warning}

log-used-disk <log-used- This field is unique for Docker platform. Enter the log 10 G
disk_int> disk size. The valid range is 10-500 G.
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Example

This example enables logging of event and attack logs and recording of the log messages to the local hard disk. Only the
log messages with a severity of notification orhigher are recorded. If all free space on the hard disk is consumed
and a new log message is generated, the diskfull option determines that the FortiWeb will overwrite the oldest log
message. The log messages are saved to a separated log file for each message type.
config log disk

set status enable

set severity notification

set diskfull overwrite
end

Related topics

« log attack-log on page 60

« log event-log on page 69

« log traffic-log on page 91

o system snmp community on page 319
« log reports on page 74

« formatlogdisk on page 719

log email-policy

Use this command to create an email policy. An email policy identifies email recipients, email address, email connection
requirements and authentication information, if required.

You can configure multiple email policies and apply those policies as required in different situations. The FortiWeb
appliance can be configured to send email for different situations, such as to alert administrators when certain system
events or rule violations occur, or when log reports are available for distribution.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log email-policy
edit "<email-policy name>"

set mailfrom "<address str>"
set mailtol "<recipient email>"
set mailto2 "<recipient email>"
set mailto3 "<recipient email>"
set smtp-server {"<smtp ipv4>" | "<smtpfgdn>"}
set smtp-port <smtp-port int>
set smtp-auth {enable | disable}
set smtp-username "<auth str>"
set smtp-password "<password str>"
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set severity {alert | critical | debug | emergency | error | information |
notification | warning}

set interval <interval int>

set connection-security {NONE | STARTTLS | SSL/TLS}

set send-email-based-on-interval-time {enable | disable} on page 68

set company-logo "<company-logo str>"

set company-name "<company-name str>"

next
end

Variable Description Default

"<email-policy_name>" Enter the name of an email policy. The maximum length No default.
is 63 characters.

mailfrom "<address_str>" Enter the sender email address, such as No default.
FortiWeb@example.com, that the FortiWeb appliance
will use when sending email. The maximum length is 63
characters.

mailto1 "<recipient_email>" Enter the email address of the first recipient, such as No default.

admin@example . com, to which the FortiWeb appliance
will send email. You must enter one email address for
alert email to function. The maximum length is 63
characters.

mailto2 "<recipient_email>" Enter the email address of the second recipient, ifany,to  No default.
which the FortiWeb appliance will send alert email. The
maximum length is 63 characters.

mailto3 "<recipient_email>" Enter the email address of the third recipient, if any, to No default.
which the FortiWeb appliance will send alert email. The
maximum length is 63 characters.

smtp-server {"<smtp_ Enter the IP address or fully qualified domain name No default.
ipv4>" | "<smtpfqdn>"} (FQDN) of the SMTP server, such as

mail.example.com, that the FortiWeb appliance can

use to send email. The maximum length is 63 characters.

smtp-port <smtp-port_int> Enter the port on the SMTP server that listens for alerts 25
and generated reports from FortiWeb.

The valid range is 1-65,535.

smtp-auth {enable | disable} Enable if the SMTP server requires authentication. Also disable
enable if authentication is not required but is available
and you want the FortiWeb appliance to authenticate.

smtp-username "<auth_ If you enable smtp-auth {enable | disable} on page 67, No default.
str>" enter the user name that the FortiWeb appliance will use

to authenticate itself with the SMTP relay. The maximum

length is 63 characters.

This field is available only if you enable smtp-auth
{enable | disable} on page 67.
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Variable Description Default
smtp-password If you enable smtp-auth {enable | disable} on page 67, No default.
"<password_str>" enter the password that corresponds with the user name.

This field is available only if you enable smtp-auth
{enable | disable} on page 67.

severity {alert | critical | Select the severity threshold that log messages must emergency
debug | emergency | error|  meet or exceed in order to cause an email alert.
information | notification |

warning}
interval <interval_int> Enter the number of minutes FortiWeb waits to send an 1

additional alert if an alert condition of the specified

severity level continues to occur after the initial alert.

The valid range is 1-2,147,483,647.
connection-security Select one of the following options: NONE
{NONE | STARTTLS | « NONE—FortiWeb applies no security protocol to
SSL/TLS} email.

o STARTTLS—Encrypts the connection to the SMTP
server using STARTTLS.
e SSL/TLS—Encrypts the connection to the SMTP
server using SSL/TLS.

send-email-based-on- Enable/disable sending emails by interval time. No default.
interval-time {enable |
disable}
company-logo "<company-  Set the company logo in the email policy by entering a No default.
logo_str>" Base64 string (base64 encoding) of the image. Only JPG

format is supported. Size limit is 36 KB.

You are strongly recommended to upload a company

logo through the FortiWeb GUI.
company-name Set the company name in the email policy. The maximum  No default.
"<company-name_str>" length is 63 characters.

Example

This example creates email policy for use in multiple situations. When the email policy is attached to rule violations or log
reports, FortiWeb sends an email from fortiweb@example.com, t0 admin@example.com and
analysis@example.com, usingan SMTP servermail.example.com. The SMTP server requires authentication.
The FortiWeb appliance authenticates as fortiweb when connecting to the SMTP server.

FortiWeb logs messages more severe than a notification. As long as events continue to trigger notification-level log
messages, FortiWeb sends an alert email every 10 minutes. (Log messages of other severity levels trigger alert email at
their default intervals.) All the related log messages will be attached to the emails in ZIP format.

When the configuration is complete, log in to the web Ul to send a sample alert email to test the configuration and the
email system.

config log email-policy
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edit "Email Policyl"
set mailfrom "fortiweb@example.com"
set mailtol "admin@example.com"

set mailto2 "analysis@example.com"

set smtp-server "mail.example.com"

set smtp-auth enable

set smtp-username "fortiweb"

set smtp-password "fortiWebPassworD2"
set severity notification

set interval 10

set attach-compression enable

next

end

Related topics

« log alertMail on page 59

« log trigger-policy on page 92
« system dns on page 240

« router static on page 97

log event-log

69

Use this command to configure recording of event log messages, and then use other commands to store those
messages on the local FortiWeb disk, in local FortiWweb memory, or both. Use other commands to configure a traffic log
and attack log.

You must enable disk and/or memory log storage and select log severity levels

before FortiWeb will store any event logs.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log event-log

set
set
set
set
set
end

status {enable | disable}

cpu-high <percentage int>

mem-high <percentage int>

logdisk-high <percentage_ int>
trigger-policy "<trigger-policy name>"
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Variable Description Default

status {enable | disable} Enable to record event log messages. enable

To select the destination and the severity threshold of the
stored log messages, see log disk on page 65.

cpu-high <percentage_int> Enter a threshold level as a percentage beyond which CPU 60
usage triggers an event log entry.

The valid range is 60—99.

mem-high <percentage_int> Enter a threshold level as a percentage beyond which 60
memory usage triggers an event log entry.

The valid range is 60—99.

logdisk-high <percentage __ Enter a threshold level as a percentage beyond which log 60
int> disk usage triggers an event log entry.

The valid range is 60—99.

trigger-policy "<trigger- Enter the name of the trigger to apply when the CPU, No
policy_name>" memory, log disk usage, or number of sessions meets or default.
exceeds the threshold (see log trigger-policy on page 92).
The maximum length is 63 characters.
To display the list of existing trigger policies, enter:

set trigger ?

Example

This example enables recording of event logs, enables disk log storage and memory log storage, and sets alert as the
minimum severity level that a log message must achieve for storage.

config log disk
set status enable
set severity alert
end
config log event-log
set status enable
end

Related topics

« log disk on page 65

« log attack-log on page 60
« log traffic-log on page 91
« logonpage 674

log forti-analyzer

Use this command to configure the FortiWeb appliance to send its log messages to a remote FortiAnalyzer appliance.
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You must first define one or more FortiAnalyzer policies using log fortianalyzer-policy on page 72.

Logs sent to FortiAnalyzer are controlled by FortiAnalyzer policies and trigger actions that you configure on the FortiWeb
appliance, and are associated with various types of violations.

Logs stored remotely cannot be viewed from the web Ul, and cannot be used by FortiWeb to build reports. If you require
these features, record logs locally as well as remotely.

Usually, you should set trigger actions for specific types of violations. Failure to do so
will resultin the FortiWeb appliance logging every occurrence, which could result in
high log volume and reduced system performance. Excessive logging for an
extended period of time may cause premature hard disk failure.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log forti-analyzer
set fortianalyzer-policy "<policy name>"

set status {enable | disable}
set severity {alert | critical | debug | emergency | error | information |
notification | warning}
end
Variable Description Default
fortianalyzer-policy Enter the name of an existing FortiAnalyzer policy to use  No default.
"<policy_name>" when storing log information remotely. The maximum

length is 63 characters.
To view a list of the existing FortiAnalyzer policies, enter

set fortianalyzer-policy ?

status {enable | disable} Enable to record event log messages to FortiAnalyzerif = disable
it meets or exceeds the severity level configured in

severity.
severity {alert | critical | Select the severity level that a log message must meet information
debug | emergency | or exceed in order to cause the FortiWeb appliance to
error | information | save it to FortiAnalyzer.

notification | warning}

Example

This example enables FortiAnalyzer logging and recording of the log messages. Only the log messages with a severity
of error or higher are recorded.

config log forti-analyzer
set status enable
set severity error
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end

Related topics

« log fortianalyzer-policy on page 72

log fortianalyzer-policy

Use this command to create policies for use by protection rules to store log messages remotely on a FortiAnalyzer
appliance. For example, once you create a FortiAnalyzer policy, you can include it in a trigger policy, which in turn can be
applied to a trigger action in a protection rule.

You need to create a FortiAnalyzer policy if you also plan to send log messages to a FortiAnalyzer appliance.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log fortianalyzer-policy
edit "<policy name>"
config fortianalyzer-server-list
edit <entry index>
set ip-address "<forti-analyzer ipv4>"

end
next
end

Variable Description Default

"<policy_name>" Enter the name of the new or existing FortiAnalyzer policy. No
The maximum length is 63 characters. default.
To display a list of the existing policies, enter:
edit ?

<entry_index> Enter the index number of the individual entry in the table. No

default.
ip-address "<forti-analyzer_  Enter the IP address of the remote FortiAnalyzer appliance. No
ipv4>" default.
Example

This example creates a policy entry and assigns an IP address, then enables FortiAnalyzer logging for log messages
with a severity of error or higher.
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config log fortianalyzer-policy
edit "fa-policyl"”
config fortianalyzer-policy
edit 1
set ip-address "192.0.2.133"
end
next
end
config log forti-analyzer
set fortianalyzer-policy "fa-policyl"
set status enable
set severity error
end

Related topics

« log forti-analyzer on page 70

log ftp-policy

Use this command to configure a connection to an FTP or TFTP server. The config log reports configuration uses
this policy to specify a server that FortiWeb sends reports to.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log ftp-policy
edit "<policy name>"

set type {ftp | tftp}
set server "<ftp-server ipv4>"
set ftp auth {enable | disable}
set ftp user "<ftp-user str>"
set ftp passwd "<ftp pswd>"
set ftp-dir "<ftp-dir str>"

end
Variable Description Default
"<policy_name>" Enter the name of a new or existing FTP/TFTP policy. The  No default.
maximum length is 63 characters.
To display the list of existing policies, enter:
edit ?
type {ftp | tftp} Specify whether the serveris FTP or TFTP. ftp
server "<ftp-server_ipv4>" Enter the IP address of the FTP or TFTP server. No default.
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Variable Description Default
ftp_auth {enable | disable} Specify whether the server requires a user name and disable
password for authentication, rather than allowing
anonymous connections.

Available only if type {ftp | tftp} on page 73 is ftp.

ftp_user "<ftp-user_str>" Enter the user name that FortiWeb uses to authenticate No default.
with the server.
Available only if ftp_auth {enable | disable} on page 74 is
enable.

ftp_passwd "<ftp_pswd>" Enter the password for the specified username. No default.
Available only if ftp_auth {enable | disable} on page 74 is

enable.

ftp-dir "<ftp-dir_str>" Enter the location on the server where FortiWWeb stores No default.
reports.

Related topics

« log reports on page 74

log reports

Use this command to configure report profiles.

When generating a report, FortiWeb appliances collate information collected from their log files and present the
information in tabular and graphical format.

In addition to log files, your FortiWeb appliance requires a report profile to generate a report. A report profile is a group of
settings that contains the report name, file format, subject matter, and other aspects that the FortiWeb appliance
considers when generating the report.

FortiWeb appliances can generate reports automatically, according to the schedule that you configure in the report
profile, or manually in the web Ul when you click the Run now icon in the report profile list. You may want to create one
report profile for each type of report that you will generate on demand or periodically, by schedule.

Generating reports can be resource intensive. To avoid email processing
performance impacts, you may want to generate reports during times with low traffic
volume, such as at night.

The number of results in a section’s table or graph varies by the report type.
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Ranked reports (top x, or top y of top x) can include a different number of results per cross-section, then combine
remaining results under “Others.” For example, in “Top Attack Severity by Hour of Day,” the report includes the top x
hours, and their top y attacks, then groups the remaining results.

» scope_top1 <topX_int>on page 82 is x.

« scope_top2 <topY_int>on page 82isy.
Before you generate a report, collect log data that will be the basis of the report. For information on enabling logging to
the local hard disk, see log attack-log on page 60 and log disk on page 65.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

vis
- -
Creating a report profile is considerably easier in the web Ul. Go to
Log&Report > Report Config.
—

Syntax

config log reports
edit "<report name>"

set custom company "<org str>"
set custom footer options {custom | report-title}
set custom header "<header str>"
set custom header logo "<filename hex str>"
set custom title logo "<filename hex str>"
set email attachment compress {enable | disable}
set email attachment name "<filename str>"
set email body "<message str>"
set email subject "<subject str>"
set filter string "<log-filter str>"
set include nodata {yes | no}
set on _demand {enable | disable}
set output email {html mht pdf rtf txt}
set output email policy "<policy name>"
set output file {html mht pdf rtf txt}
set output ftp {html pdf rtf txt mht}
set output ftp policy "<ftp-policy name>"
set period end "<time str>" "<date str>"
set period last n <n_int>
set period start "<time str>" "<date str>"
set period type {last-l4-days | last-2-weeks | last-30-days | last-7-days |

lastmonth | last-n-days | last-n-hours | last-n-weeks | last-quarter | last-
week | other | this-month | this-quarter | this-week | thiyear | today |
yesterday}

set report desc "<comment str>"

set report title "<title str>"

set report attack activity {attacks-type attacks-url attacks-date-type attacks-
month-type attacks-day-type attacks-hour-type attacks-type-dev attacks-dst-
type attacks-dst-ip attacks-type-ip attacks-method-type attacks-cat attacks-
policy attacks-day attacks-ts attacks-td attacks-proto attacks-date-severity
attacks-month-severity attacks-day-severity attacks-hour-severity attacks-
sessionid attacks-srccountry attacks-signature-id attacks-type-signature-id
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attacks-fortisandbox attacks-httphost attacks-username attacks-httprefer
attacks-httpversion attack-summary attack-details}
set report event activity {ev-all ev-all-cat ev-all-type ev-crit-hour ev-crit-day
ev-warn-hour ev-warn-day ev-info-hour ev-info-day ev-emer-hour ev-emer-day
ev-aler-hour ev-aler-day ev-err-hour ev-err-day ev-noti-hour ev-noti-day ev-
hour ev-hour-cat ev-day ev-day-cat ev-stat ev-day-login ev-week-login ev-
user-logint}
set report traffic activity {net-pol net-srv net-src net-dst net-src-dst net-dst-
src net-date-dst net-hour-dst net-day-dst net-month-dst net-date-src net-
hour-src net-day-src net-month-src net-srccountry net-httphost net-username
net-httprefer net-httpversion}
set report pci activity {pci-attacks-date-type pci-attacks-month-type pci-attacks-
day-type pci-attacks-hour-type}
set schedule type {daily | dates | days | none}
set schedule days {sun | mon | tue | wed | thu | fri | sat}
set schedule dates "<dates str>"
set schedule time "<time str>"
set scope include summary {yes | no}
set scope_include table of content {yes | no}
set scope topl <topX int>
set scope top2 <topY int>
next
end
Variable Description Default
"<report_name>" Enter the name of a new or existing report profile. The No default.
maximum length is 63 characters.
The profile name will be included in the report header.
To display the list of existing report names, enter:
edit ?
custom_company "<org_ Enter the name of your department, company, or other No default.
str>" organization, if any, that you want to include in the report
summary. If the text is more than one word or contains
special characters, enclose it in double quotes ( " ). The
maximum length is 191 characters.
For details about enabling the summary, see scope_include_
summary {yes | no} on page 81.
custom_footer_options Select either: report-
{custom | report-title} o report-title—Use"<report name>"onpage76as title
the footer text.
« custom—Provide different footer text.
custom_footer "<footer_ Enter the text, if any, that you want to include at the bottom of  No default.
str>" each report page. If the text is more than one word or
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contains special characters, enclose it in double quotes (" ).
The maximum length is 127 characters.

This setting is available only if custom_footer_options
{custom | report-title} on page 76 is custom.

76
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Variable Description Default
custom_header "<header_  Enter the text, if any, that you want to include at the top of No default.
str>" each report page. If the text is more than one word or

contains special characters, enclose it in double quotes (" ).
The maximum length is 127 characters.

custom_header_logo Enter the file name of a custom logo that you have previously = No default.
"<filename_hex_str>" uploaded to the FortiWeb appliance. The logo image will be

included in the report header. The maximum length is 256

characters.
custom_title_logo Enter the file name of a custom logo that you have previously = No default.
"<filename_hex_str>" uploaded to the FortiWeb appliance. The logo image will be

included in the report title. The maximum length is 256

characters.
email_attachment_ Enable to enclose the generated report formats in a disable
compress {enable | compressed archive attached to the email.
disable} This field is required if you have enabled email output by

enabling one or more of the file formats for email output in
output_email {html mht pdf rtf txt} on page 78.

email_attachment_name Enter the file name that will be used for the reports attached No default.
"<filename_str>" to the email. The maximum length is 63 characters.

This field is required if you have enabled email output by
enabling one or more of the file formats for email output in
output_email {html mht pdf rtf txt} on page 78.

email_body "<message Enter the message body of the email. The maximum length is No default.
str>" 383 characters.

This field is required if you have enabled email output by

enabling one or more of the file formats for email output in

output_email {html mht pdf rtf txt} on page 78.

email_subject "<subject_ Enter the subject line of the email. The maximum length is No default.
str>" 191 characters.

This field is required if you have enabled email output by

enabling one or more of the file formats for email output in

output_email {html mht pdf rtf txt} on page 78.

filter_string "<log-filter_ Enter a log message filter string that includes or excludes log  No default.
str>" messages based upon matching log field values. The
maximum length is 1,023 characters.

For example syntax, see Example on page 82.

include_nodata {yes | no} Select whether to include (yes) or hide (no) reports which no
are empty because there is no matching log data.

on_demand {enable | Enable to run the report one time only. After the FortiWeb disable
disable} appliance completes the report, it removes the report profile
from its hard disk.
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Variable Description Default

Enter disable to schedule a time to run the report, and to
keep the report profile for subsequent use.

output_email {html mht pdf  Select one or more file types for the report when mailing No default.
rtf txt} generated reports.

output_email_policy If you set a value for output _email, enter the name of the No default.
"<policy_name>" email policy that contains settings for sending the report by

email. The maximum length is 63 characters.

For details about email policies, see log email-policy on page
66.

output_file {html mht pdf rtf ~ Select one or more file types for the report when saving to the html
txt} FortiWeb hard disk.

output_ftp {html pdf rtf txt Select one or more file types for the report when FortiWeb No default.

mht} sends reports to an FTP or TFTP server.
output_ftp_policy "<ftp- Enter the policy that defines a connection to the appropriate No default.
policy_name>" server. For details, see log ftp-policy on page 73.
period_end "<time_str>" Enter the time and date that define the end of the span of No default.
"<date_str>" time whose log messages you want to use when generating

the report.

The time format is hh : mm and the date format is
yyyy/mm/dd, where:

« hhis the hour according to a 24-hour clock

« mm is the minute

« yyyyistheyear

« mm is the month

« ddisthe day
This setting appears only when you select a period_type
{last-14-days | last-2-weeks | last-30-days | last-7-days |
lastmonth | last-n-days | last-n-hours | last-n-weeks | last-
quarter | last-week | other | this-month | this-quarter | this-
week | thiyear | today | yesterday} on page 79 of other.

period_last_n <n_int> Enter the number that defines n if the period_type {last-14- No default.
days | last-2-weeks | last-30-days | last-7-days | lastmonth |
last-n-days | last-n-hours | last-n-weeks | last-quarter | last-
week | other | this-month | this-quarter | this-week | thiyear |
today | yesterday} on page 79 contains that variable. The
valid range is from 1 to 2,147,483,647.
This setting appears only when you selecta period type

of last-n-days, last-n-hours, or last-n-weeks.

period_start "<time_str>" Enter the time and date that defines the beginning of the No default.
"<date_str>" span of time whose log messages you want to use when
generating the report.
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Variable Description Default

The time format is hh : mm and the date format is
yyyy/mm/dd, where:

« hhis the hour according to a 24-hour clock

« mm is the minute

o yyyyistheyear

« mmis the month

« ddisthe day
This setting appears only when you select a period_type
{last-14-days | last-2-weeks | last-30-days | last-7-days |
lastmonth | last-n-days | last-n-hours | last-n-weeks | last-
quarter | last-week | other | this-month | this-quarter | this-
week | thiyear | today | yesterday} on page 79 of other.

period_type {last-14-days | Select the span of time whose log messages you wanttouse last-7-

last-2-weeks | last-30- when generating the report. days
days | last-7-days | If you select 1last-n-days, last-n-hours, or last-

lastmonth | last-n-days | nweeks, you must also define n by entering period_last_n
last-n-hours | last-n- <n_int> on page 78.

weeks | last-quarter | last-
week | other | this-month |
this-quarter | this-week |
thiyear | today | yesterday}

If you select other, you must also define the start and end of
the report’s time range by entering period_start "<time_str>"
"<date_str>" on page 78 and period_end "<time_str>"
"<date_str>" on page 78.

The span of time will be included in the summary, if enabled.
For information on enabling the summary, see scope_
include_summary {yes | no} on page 81.

report_desc "<comment_ Enter a description of the report, if any, that you want to No default.
str>" include in the report summary. If the text is more than one

word or contains special characters, surround it with double

quotes ( " ). The maximum length is 63 characters.

For information on enabling the summary, see scope_
include_summary {yes | no} on page 81.

report_title "<title_str>" Enter a title, if any, that you want to include in the report No default.
summary. If the text is more than one word or contains
special characters, enclose it in double quotes ( " ). The
maximum length is 127 characters.

For information on enabling the summary, see scope
include_summary {yes | no} on page 81.
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Variable

report_attack_activity
{attacks-type attacks-url
attacks-date-type attacks-
month-type attacks-day-
type attacks-hour-type
attacks-type-dev attacks-
dst-type attacks-dst-ip
attacks-type-ip attacks-
method-type attacks-cat
attacks-policy attacks-day
attacks-ts attacks-td
attacks-proto attacks-date-
severity attacks-month-
severity attacks-day-
severity attacks-hour-
severity attacks-sessionid
attacks-srccountry attacks-
signature-id attacks-type-
signature-id attacks-
fortisandbox attacks-
httphost attacks-username
attacks-httprefer attacks-
httpversion attack-
summary attack-details}

report_event_activity {ev-
all ev-all-cat ev-all-type ev-
crit-hour ev-crit-day ev-
warn-hour ev-warn-day ev-
info-hour ev-info-day ev-
emer-hour ev-emer-day
ev-aler-hour ev-aler-day
ev-err-hour ev-err-day ev-
noti-hour ev-noti-day ev-
hour ev-hour-cat ev-day
ev-day-cat ev-stat ev-day-
login ev-week-login ev-
user-logint}
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Description Default

Enter zero or more options to indicate which charts based No default.

upon attack logs to include in the report.

For example, to include “Attacks By Policy,” enter a list of
charts thatincludes attacks-policy. Toinclude “Top
Attacked HTTP Methods by Type,” enter a list of charts that
includes attacks-method-type.

Enter zero or more options to indicate which charts based No default.
upon event logs to include in the report.
For example, to include “Top Event Categories by Status”,

enter a list of charts that includes ev-stat.

Fortinet Technologies Inc.



config 81

Variable Description Default

report_traffic_activity {net-  Enter zero or more options to indicate which charts based No default.
pol net-srv net-src net-dst upon traffic logs to include in the report.

net-src-dst net-dst-src net-  For example, to include “Top Sources By Day of Week”,

date-dst net-hour-dstnet-  enter a list of charts that includes net -day-src.
day-dst net-month-dst net-

date-src net-hour-src net-
day-src net-month-src net-
srccountry net-httphost
net-username net-httprefer
net-httpversion}

report_pci_activity {pci- Enter zero or more options to indicate which charts based No default.
attacks-date-type pci- upon PCI attack logs to include in the report.

attacks-month-type pci-

attacks-day-type pci-

attacks-hour-type}

schedule_type {daily | Select when the FortiWeb appliance will automatically run none
dates | days | none} the report. If you reboot the FortiWWeb appliance while the

report is being generated, report generation resumes after

the boot process is complete.

If schedule typeisdaily, dates ordays, specify the

schedule time, schedule days,0Or schedule dates

when the report will be generated.

If schedule type is none, the report will be generated only

when you manually initiate it.

schedule_days {sun | If schedule_type {daily | dates | days | none} on page 81 is No default.
mon | tue | wed | thu | fri | days, select the day of the week when the report should be

sat} generated.

schedule_dates "<dates_ If schedule_type {daily | dates | days | none} on page 81 is No default.
str>" dates, select the specific date of the month, from 1 to 31,

when the report should be generated. Separate multiple
dates with spaces.

schedule_time "<time_ If schedule_type {daily | dates | days | none} on page 81 is 00:00
str>" not none, select the time of day when the report should be
run.

The time format is hh : mm, where:
« hhis the hour according to a 24-hour clock
« mm is the minute

scope_include_summary Enter yes to include a summary section at the beginning of yes
{yes | no} the report. The summary includes:

« "<report_name>"on page 76

« custom_company "<org_str>"on page 76

« report_desc "<comment_str>" on page 79

« the date and time when the report was generated using
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Variable

scope_include_table of
content {yes | no}

scope_top1 <topX_int>

scope_top2 <topY_int>

Example

82

Description Default

this profile

« the span of time whose log messages were used to
generate the report, according to period_type {last-14-
days | last-2-weeks | last-30-days | last-7-days |
lastmonth | last-n-days | last-n-hours | last-n-weeks |
last-quarter | last-week | other | this-month | this-quarter |
this-week | thiyear | today | yesterday} on page 79

Enter yes to include a table of contents at the beginning of yes
the report. The table of contents includes links to each chart

in the report.

Enter x number of items (up to 30) to include in the first 6

cross-section of ranked reports.

For some report types, you can set the top ranked items for
the report. These reports have “Top” in their name, and will
always show only the top x entries. Reports that do not
include “Top” in their name show all information. Changing
the values for top field will not affect these reports.

Enter y number of items (up to 30) to include in the second 3
cross-section of ranked reports.

For some report types, you can set the number of ranked
items to include in the report. These reports have “Top” in
their name, and will always show only the top x entries.
Some report types have two levels of ranking: the top y sub-
entries for each top x entry.

Reports that do not include “Top” in their name show all
information. Changing the values for top field will not affect
these reports.

This example configures a report to be generated every Saturday at 1 PM. The report, whose title is Report 1, includes
all available charts, and covers the last 14 days’ worth of event, traffic, and attack logs. However, it only uses logs where
the source IP address was 192.0.2.20. Each time it is generated, it will be saved to the hard disk in both HTML and PDF
file formats and will be sent by email in PDF format to recipients defined within the “Log report analysis” email policy.

config log reports
edit "eport 1"

set Report attack activity attacks-type attacks-url attacks-date-type attacks-month-
type attacks-day-type attacks-hour-type attacks-type-dev attacks-dst-type
attacks-dst-ip attacks-type-ip attacks-method-type attacks-cat attacks-policy
attacks-day attacks-ts attacks-td attacks-proto attacks-date-severity attacks-
month-severity attacks-day-severity attacks-hour-severity attacks-sessionid
attacks-signature-id attacks-srccounty attacks-type-signature-id

set Report event activity ev-all ev-all-cat ev-all-type ev-crit-hour ev-crit-day ev-
warn-hour ev-warn-day ev-info-hour ev-info-day ev-emer-hour ev-emer-day ev-aler-
hour ev-aler-day ev-err-hour ev-err-day ev-noti-hour ev-noti-day ev-hour ev-hour-
cat ev-day ev-day-cat ev-stat
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set

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
next
end

83

Report traffic activity net-pol net-srv net-src net-dst net-src-dst net-dst-src
net-date-dst net-hour-dst net-day-dst net-month-dst net-date-src net-hour-src

net-day-src net-month-src
custom company "Example, Inc."
custom footer options custom
custom header "A fictitious corporation.”
custom _title logo "titlelogo.jpg"
filter string (and src==\'192.0.2.20\")
include nodata yes
output file html pdf
output email html
output email policy log report analysis
period type last-n-days
report desc "A sample report."
report title Report 1
schedule type days
custom footer "Weekly report for Example, Inc."
period last n 14
schedule days sat
schedule time 01:00

Related topics

« log attack-log on page 60

« log disk on page 65

« log email-policy on page 66
« log ftp-policy on page 73

log sensitive

Use this command to configure whether the FortiWeb appliance will obscure sensitive information, such as user names
and passwords, in log messages for which packet payloads are enabled. Each packet payload has predefined sensitivity
rules based on the payload data type. If needed, you can also create custom sensitivity rules to obscure other payload
data types using log custom-sensitive-rule on page 62.

This command is relevant only if you have enabled the FortiWeb appliance to keep packet payloads along with their
associated log messages. For details, see log attack-log on page 60 and log traffic-log on page 91.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log sensitive
set type {custom-rule | pre-defined-rule}

end
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Variable Description Default

type {custom-rule | pre- Select whether the FortiWeb appliance will obscure packet No

defined-rule} payloads according to predefined data types and/or custom  default.
data types.

For details, see log custom-sensitive-rule on page 62.

Example

This example enables the FortiWeb appliance to use a custom sensitive rule to obscure packet payload information that
displays information about users that are age 13 and under.
config log sensitive
set type custom-rule
end
config log custom-sensitive-rule
edit "custom-sensitive-rulel"
set type general-mask-rule
set expression "age\\=[1-13]*s"
next
end

Related topics

« log custom-sensitive-rule on page 62
« log attack-log on page 60
« log traffic-log on page 91

log siem-message-policy

Use this command to configure the FortiWeb appliance to send its log messages to one or more a remote ArcSight SIEM
(security information and event management) servers.

You must first define one or more SIEM policies using log siem-policy on page 85.

Logs sent to the ArcSight server are controlled by SIEM policies and trigger actions that you configure on the FortiWeb
appliance, and are associated with various types of violations.

Logs stored remotely cannot be viewed from the web Ul, and cannot be used by FortiWeb to build reports. If you require
these features, record logs locally as well as remotely.

Usually, you should set trigger actions for specific types of violations. Failure to do so
will result in the FortiWeb appliance logging every occurrence, which could result in
high log volume and reduced system performance. Excessive logging for an
extended period of time may cause premature hard disk failure.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.
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Syntax

config log siem-message-policy
set siem-policy "<policy name>"

set severity {alert | critical | debug | emergency | error | information |
notification | warning}
set status {enable | disable}
end
Variable Description Default
siem-policy "<policy Enter the name of an existing SIEM policy to use when  No default.
name>" storing log information remotely. The maximum length

is 63 characters.
To view a list of the existing SIEM policies, enter:

set siem-policy ?

severity {alert | critical | Select the severity level that a log message mustmeet  information
debug | emergency | error| or exceed in order to cause the FortiWWeb appliance to

information | notification | save it to the ArcSight server.

warning}

status {enable | disable} Enable to record event log messages to the ArcSight disable

server if it meets or exceeds the severity level specified
by severity {alert | critical | debug | emergency | error |
information | notification | warning} on page 85.

Example

This example enables ArcSight SIEM logging and recording of the log messages. Only the log messages with a severity
of error or higher are recorded.

config log siem-message-policy
set status enable
set severity error
set siem-policy SIEM Policyl
end

Related topics

« log siem-policy on page 85
log siem-policy

Use this command to configure a connection to one or more ArcSight SIEM (security information and event
management) servers, IBM QRadar servers or Azure Security Center (if your FortiWeb-VM is deployed on Microsoft
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Azure). The policy is used by the 10g syslogd configuration to define the specific ArcSight server, QRadar server or
Azure Event Hub on which log messages are stored. For details, see log syslogd on page 87.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log siem-policy
edit "<policy name>"
config siem-server-list
edit <entry index>
set type <arcsight-cef | gradar-leef | azure-cef>
set port <port int>
set server "<siem ipv4>"

end
next
end

Variable Description Default

"<policy_name>" Enter the name of a new or existing SIEM policy. The No default.
maximum length is 63 characters.
To display the list of existing policies, enter:
edit ?

<entry_index> Enter the index number of the individual entry in the No default.
table.

type <arcsight-cef | gradar- Enter to store log messages to a SIEM (Security arcsight-

leef | azure-cef> Information and Event Management) server. According cef

to the specified SIEM policy, FortiWeb will carry out one
of the following actions:
« arcsight-cef—Store log messages remotely to
an ArcSight server
« gradar-leef—Store log messages remotely to a
QRadar server
« azure-cef—Send log messages to Azure Event
Hub (only available for FortiWeb-VM installed on
Azure)
FortiWeb sends log entries in CEF (Common Event
Format) format. There is a 256 byte limit for URLs.
If this option is enabled, but no trigger action is selected
for a specific type of violation, FortiWWeb records every
occurrence of that violation to the resource specified by
SIEM Policy.
The Azure CEF policy type requires you to complete
Azure event hub settings using the system eventhub on
page 241 CLI command.
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Variable Description Default

Note: Before you enable this option, verify that log
frequency is not too great. If logs are very frequent,
enabling this option can decrease performance and
cause the FortiWeb appliance to send many log
messages to the resource.

Note: You cannot view logs stored remotely from the

FortiWeb web UI.
port <port_int> Enter the port where the ArcSight or QRadar server 514
listens for log output.
server "<siem_ipv4>" Enter the IP address of the ArcSight or QRadar server. No default.
Example

This example creates SIEM Policyl. FortiWeb contacts the ArcSight server using its IP address, 192.0.2.10.
Communications occur over the standard port number for ArcSight, UDP port 51 4. The FortiWeb appliance sends log
messages to the server in CEF format.
config log siem-policy
edit "SIEM Policyl"
config siem-server-list
edit 1
set type arcsight-cef
set port 514
set server "192.0.2.10"
end
next
end

Related topics
« log siem-policy on page 85

« system dns on page 240
« router static on page 97

log syslogd

Use this command to configure the FortiWeb appliance to send log messages to a Syslog server defined by log syslog-
policy on page 89.

‘\ ! !' For improved performance, unless necessary, avoid logging highly frequent log
types. While logs sent to your Syslog server do not persist in FortiWeb’s local RAM,
9 FortiWeb still must use bandwidth and processing resources while sending the log
— message.

FortiWeb CLI Reference Fortinet Technologies Inc.



config 88

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax
config log syslogd

set status {enable | disable}

set facility {alert | audit | auth | authpriv | clock | cron | daemon | ftp |
kernel | localO | locall | local2 | local3 | locald4 | local5 | localo |
local7 | mail | ntp | user}

set severity {alert | critical | debug | emergency | error | information |
notification | warning}

set policy "<syslogd-policy name>"
config custom-field
edit 1
set name <namel>
set value <valuel>
next
edit 2
set name <name2>
set value <value2>

next
end
Variable Description Default
status {enable | disable} Enable to send log messages to the Syslog server disable

defined by log syslog-policy on page 89. Also configure:

» facility {alert | audit | auth | authpriv | clock | cron |
daemon | ftp | kernel | localO | local1 | local2 |
local3 | local4 | local5 | local6 | local7 | mail | ntp |
user} on page 88

« policy "<syslogd-policy_name>" on page 89

« severity {alert | critical | debug | emergency | error |
information | notification | warning} on page 88

facility {alert | audit | auth |  Enter the facility identifier that the FortiWeb appliance local?

authpriv | clock | cron | will use to identify itself when sending log messages to

daemon | ftp | kernel | the first Syslog server.

localO | local1 | local2 | To easily identify log messages from the FortiWeb

local3 | local4 | locals | appliance when they are stored on the Syslog server,

local6 | local7 [ mail [ntp | enter a unique facility identifier, and verify that no other

user} network devices use the same facility identifier.

severity {alert | critical | Select the severity level that a log message must meet information
debug | emergency | error| or exceed in order to cause the FortiWeb appliance to

information | notification | send it to the first Syslog server.

warning}
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Variable Description Default
policy "<syslogd-policy__ If logging to a Syslog server is enabled, enter the name  No default.
name>" of a Syslog policy which describes the Syslog server to

which the log message will be sent. The maximum
length is 63 characters.

For details about Syslog policies, see log syslog-policy
on page 89.

name Set this option to add customized identifiers in syslog No default.
records, for example, add the hostname in syslogs so
that you can easily track the logs for specific hosts.

Enter a name for the identifier.

value Enter the value of the identifier. It can be a fixed value or No default.
a variable.

In the HA deployment, the configuration is synchronized
among the HA group members but meanwhile each
member should have its own hostname recorded in the
syslog. In this case, you can use the variable such as
set value Shostname to refer to the hostname
defined in config system global. Onlythe
hostname variable is supported.

Example

This example enables storage of log messages with the not i fication severity level and higher on the Syslog server.
The network connections to the Syslog server are defined in Syslog Policyl. The FortiWeb appliance uses the
facility identifier 1ocal7 when sending log messages to the Syslog server to differentiate its own log messages from
those of other network devices using the same Syslog server.
config log syslogd

set status enable

set severity notification

set facility local?

set policy "Syslog Policyl"
end

log syslog-policy

Use this command to configure a connection to one or more Syslog servers. Each policy can specify connections for up
to three Syslog servers. The 1og syslogd configuration uses the policy to define the specific Syslog server or servers
on which log messages are stored. For details, see log syslogd on page 87.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.
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Syntax

config log syslog-policy
edit "<policy name>"
config syslog-server-list
edit <entry index>
set csv {enable | disable}
set port <port int>
set server "<syslog ipv4>"
set tls {enable | disable}
set cus-fields <cus-fields name>

end
next
end

Variable Description Default

"<policy_name>" Enter the name of a new or existing Syslog policy. The No default.
maximum length is 63 characters.
The name of the report profile will be included in the report
header.
To display the list of existing policies, enter:
edit ?

<entry_index> Enter the index number of the individual entry in the table. No default.
You can create up to 3 connections.

csv {enable | disable} Enable if the Syslog server requires the FortiWeb disable
appliance to send log messages in comma-separated
value (CSV) format, instead of the standard Syslog format.

port <port_int> Enter the port number on which the Syslog server listens. 514

The valid range is 1-65,535.

server "<syslog_ipv4>" Enter the IP address of the Syslog server. No default.
tls {enable | disable} Enables TLS to establish a secure connection between disable
FortiWeband the specified Syslog server for sending log
data.
cus-fields <cus-fields_ Select one of the identifiers you have defined in config No default.
name> log syslogdunderconfig custom-field. Itwill be

attached to the syslog records.

Example

This example creates Syslog Policyl. The Syslog serveris contacted by its IP address, 192.168.1.10.
Communications occur over the standard port number for Syslog, UDP port 51 4. The FortiWeb appliance sends log
messages to the Syslog server in CSV format.

config log syslog-policy
edit "Syslog Policyl"
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config log-server-list
edit 1
set server "192.168.1.10"
set port 514
set csv enable
end
next
end

Related topics
« log syslogd on page 87

« system dns on page 240
« router static on page 97

log traffic-log

Use this command to have the FortiWeb appliance record traffic log messages on its local disk. This command also lets
you save packet payloads with the traffic logs.

You must enable disk log storage and select log severity levels using log disk on
page 65 before any traffic logs are stored on disk.

Packet payloads supplement the log message by providing the actual data associated with the traffic log, which may
help you to analyze traffic patterns.

You can view packet payloads in the Packet Log column when viewing a traffic logs using the web Ul. For details, see
the FortiWeb Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log traffic-log
set packet-log {enable | disable}
set status {enable | disable}

end
Variable Description Default
status {enable | disable} Enable to record traffic log messages if disk log storage is disable

enabled, and the logs meet or exceed the severity levels
selected using log disk on page 65.
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Variable Description Default

packet-log {enable | disable}  Enable to keep packet payloads stored with their disable
associated traffic log message.

For details about obscuring sensitive information in packet
payloads, see log sensitive on page 83.

message-event {enable | disable
disable}

Example

This example enables disk log storage, sets information as the minimum severity level that a log message must
achieve for storage, enables recording of traffic logs and retention of all packet payloads along with the traffic logs.

config log disk

set status enable

set severity information
end
config log traffic-log

set status enable

set packet-log enable
end

Related topics

« log attack-log on page 60
« log event-log on page 69
« log disk on page 65

« log sensitive on page 83

« logonpage 674

log trigger-policy

Use this command to configure a trigger policy for use in the notification process.

You apply trigger policies to individual conditions that have an associated action and severity, such as attacks and rule
violations. A trigger policy has the following components:

« An email policy (contains the details associated with the recipient email account)
« A Syslog policy (contains details required to communicate with the Syslog server)
« AFortiAnalyzer policy (contains the IP address of the remote FortiAnalyzer appliance)

The trigger policy determines whether an email is sent to administrators when a certain condition occurs and whether the
log messages associated with the condition are stored on a Syslog server or FortiAnalyzer.

You define the email, Syslog, and FortiAnalyzer policies before you apply the trigger policy to an individual condition. For
details, see log email-policy on page 66, log syslog-policy on page 89, and log fortianalyzer-policy on page 72.
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To use this command, your administrator account’s access control profile must have either w or rw permission to the
loggrp area. For details, see Permissions on page 45.

Syntax

config log trigger-policy
edit "<trigger-policy name>"
set email-policy "<email-policy name>"
set syslog-policy "<syslog-policy name>"
set analyzer-policy "<fortianalyzer-policy name>"
set siem-policy "<siem-policy name>"

next
end
Variable Description Default
"<trigger-policy_name>" Enter the name of a new or existing trigger policy. The No
maximum length is 63 characters. default.
email-policy "<email-policy _  Enter the name of the email policy to be used with the trigger No
name>" policy. The maximum length is 63 characters. default.
If the conditions associated with the trigger policy occur, the
email policy determines the recipients of the notification
email messages associated with the condition.
For details, see log email-policy on page 66.
syslog-policy "<syslog- Enter the name of the Syslog policy to be used with the No
policy _name>" trigger policy. The maximum length is 63 characters. default.
If the conditions associated with the trigger policy occur, the
Syslog policy determines which Syslog server the messages
are sent to.
For details, see log syslog-policy on page 89.
analyzer-policy Enter the name of an existing FortiAnalyzer policy to be used No
"<fortianalyzer-policy_ with the trigger policy. The maximum length is 63 characters. default.
name>" For details, see log fortianalyzer-policy on page 72.
siem-policy "<siem-policy_ Enter the name of an existing SIEM policy to be used with No
name>" the trigger policy. The maximum length is 63 characters. default.
For details, see log siem-policy on page 85.
Example

This example creates Trigger policyl, which uses emailpolicyl to send email notifications about the condition
to specific recipients, and Syslog Policyl to submit the log messages to a specific Syslog server.

config log trigger-policy
edit "Trigger policyl"
set syslog-policy "Syslog Policyl"
set email-policy "emailpolicyl"
next
end
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Related topics

« log email-policy on page 66

« log syslog-policy on page 89

« log fortianalyzer-policy on page 72

« log siem-policy on page 85

« waf http-protocol-parameter-restriction on page 456
« waf signature on page 517

router policy

Use this command to configure policy routes that redirect traffic away from a static route.

For example, you can divert traffic for intrusion protection scanning (IPS). It is also useful if your FortiWeb protects web
servers for different customers (for example, the clients of a Managed Security Service Provider).

Policy routes can direct traffic to a specific network interface and gateway based on the packet’s source and destination
IP address.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
netgrp area. For details, see Permissions on page 45.

Syntax

config router policy
edit <policy index>

set iif "<incoming interface name>"
set src "<source ip>"
set dst "<destination ip>"
set fwmark <fwmark int> on page 95
set set action {forward-traffic | stop-policy-routing} on page 95
set oif "<outgoing interface name>"
set gateway "<router ip>"
set priority <priorty int>

next
end
Variable Description Default
<policy_index> Enter the index number of the policy route. No default.
The valid range is 0—65,535.
"<incoming_interface_ Enter the name of the interface, such as port1, on which No default.
name>" FortiWeb receives packets it applies this routing policy to.
src "<source_ip>" Enter the source IP address and netmask to match, 0.0.0.0

separated with a space. 0.0.0.0
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Variable Description Default

FortiWeb routes matching traffic through the specified
interface and gateway.

dst "<destination_ip>" Enter the destination IP address and netmask to match, 0.0.0.0
separated with a space. 0.0.0.0

FortiWeb routes matching traffic through the specified
interface and gateway.

fwmark <fwmark_int> Enter the Fwmark value specified in Firewall Fwmark
Policy. If you don't need to match traffic against the Fwmark
value, enter value 0.

The valid range is 0-255.

set action {forward-traffic | forward-traffic: FortiWeb filters traffic against the specified
stop-policy-routing} conditions and forwards the traffic to this policy route.

stop-policy-routing: FortiWeb filters traffic against the
specified conditions and forwards the traffic according to
the matched static route.

"<outgoing_interface_ Enter the name of the interface, such as port2, through No default.
name>" which FortiWeb routes packets that match the specified IP
address information.

gateway "<router_ip>" Enter the IP address of a next-hop router. 0.0.0.0

A gateway address is not required for the particular routing
policies used as static routes in an one-arm topology.
Leave this blank for a one-arm network topology.

priority <priorty_int> Enter a value between 1 and 200 that specifies the priority 200
of the route.

When packets match more than one policy route, FortiWeb
directs traffic to the route with the lowest value.

Related topics

« router static on page 97
« router setting on page 95

router setting

Use this command to change how FortiWeb handles non-HTTP/HTTPS traffic (for example, SSH and FTP) when it is
operating in Reverse Proxy mode.

When this setting is disabled (the default) and FortiWeb is operating in Reverse Proxy mode, the appliance drops any
non-HTTP/HTTPS traffic.
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When this setting is enabled and FortiWeb is operating in Reverse Proxy mode, the appliance handles non-
HTTP/HTTPS protocols in the following ways:

o Any non-HTTP/HTTPS traffic destined for a virtual server on the appliance is dropped.

« Forany non-HTTP/HTTPS traffic destined for another destination (for example, a back-end server), FortiWeb acts
as a router and forwards it based in its destination address.

This command has no effect when FortiWeb is operating in transparent modes, which allow and forward non-
HTTP/HTTPS packets by default.

Use this setting only if necessary. For security and performance reasons, if you
have a FortiGate with an Internet/public address virtual IP (VIP) that forwards traffic
to your FortiWeb, and your FortiWeb is on the same subnet as your web servers, do
not use this setting. Instead, configure the VIP to forward:

« only HTTP/HTTPS to FortiWeb, which forwards it to your servers

« specific traffic such as SSH or SFTP directly to your servers
This avoids latency related to an extra hop. It also avoids accidentally forwarding
unscanned protocols.

Routing is best effort. Not all protocols may be supported, such as Citrix Receiver
(formerly ICA).

FortiWeb appliances are designed to provide in-depth protection specifically for the HTTP and HTTPS protocols.
Because of this, when in Reverse Proxy mode, by default, FortiWeb does not forward non-HTTP/HTTPS protocols
to your protected web servers. That is, IP-based forwarding is disabled. Traffic is only forwarded if picked up and
scanned by the HTTP Reverse Proxy. This provides a secure default configuration by blocking traffic to services that
might have been unintentionally left open and should not be accessible to the general public.

In some cases, however, a web server provides more services, not just HTTP or HTTPS. A typical exception is a server
that also allows SFTP and SSH access. In these cases, enable routing to allow FortiWeb to route the non-HTTP/HTTPS
traffic to the server using the server’s IP address. For HTTP/HTTPS services, direct traffic to the IP address of the
FortiWeb virtual server, which forwards requests to the back-end server after inspection.

This command has no equivalent in the web UI.

Use the following commands to retrieve information about current static route values:

config router setting
get route static
end

Use the following commands to view the current value of ip-forward:

config router setting
get route setting
end

To use this command, your administrator account’s access control profile must have either w or rw permission to the
netgrp area. For details, see Permissions on page 45.

Syntax

config router setting
set ip-forward {enable | disable}
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set ip6-forward {enable | disable}
end

Variable Description Default

ip-forward {enable | disable}  Enable to forward non-HTTP/HTTPS traffic if its IPv4 IP disable
address matches a static route.

ip6-forward {enable | Enable to forward non-HTTP/HTTPS traffic if its IPv6 IP disable

disable} address matches a static route.

Example

This example enables forwarding of non-HTTP/HTTPS traffic, based upon whether the IP address matches a route for
the web servers’ subnet, and regardless of HTTP proxy pickup.
config router setting

set ip-forward enable
end

Related topics

« router static on page 97
« router policy on page 94
« router all on page 1

router static

Use this command to configure static routes, including the default gateway.

Static routes direct traffic existing the FortiWeb appliance—you can specify through which network interface a packet will
leave, and the IP address of a next-hop router that is reachable from that network interface. The router is aware of which

IP addresses are reachable through various network pathways, and can forward those packets along pathways capable

of reaching the packets’ ultimate destinations.

A default route is a special type of static route. A default route matches all packets, and defines a gateway router that can
receive and route packets if no more specific static route is defined for the packet’s destination IP address.

During installation and setup, you should have configured at least one static route, a default route, that points to your
gateway. You may configure additional static routes if you have multiple gateway routers, each of which should receive
packets destined for a different subset of IP addresses.

For example, if a web server is directly attached to one of the network interfaces, but all other destinations, such as
connecting clients, are located on distant networks such as the Internet, you might need to add only one route: a default
route for the gateway router through which the FortiWeb appliance connects to the Internet.

The FortiWeb appliance examines the packet’s destination IP address and compares it to those of the static routes. If
more than one route matches the packet, the FortiWeb appliance applies the route with the smallest index number. For
this reason, you should give more specific routes a smaller index number than the default route.
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To use this command, your administrator account’s access control profile must have either w or rw permission to the
netgrp area. For details, see Permissions on page 45.

Syntax

config router static
edit <route index>
set device "<interface name>"
set dst "<destination ip>"
set gateway "<router ip>"
next
end

Variable Description Default

<route_index> Enter the index number of the static route. If multiple routes No default.
match a packet, the one with the smallest index number is
applied.
The valid range is 0—65,535.

device "<interface_name>" Enter the name of the network interface device, such as No default.
port1, through which traffic subject to this route will be
outbound. The maximum length is 63 characters.

dst "<destination_ip>" Enter the destination IP address and netmask of trafficthat 0.0.0.0
will be subject to this route, separated with a space. 0.0.0.0

To indicate all traffic regardless of IP address and netmask
(that is, to configure a route to the default gateway), enter
0.0.0.0 0.0.0.00r::/0.

gateway "<router_ip>" Enter the IP address of a next-hop router. 0.0.0.0

Caution: The gateway IP address must be in the same
subnet as the interface’s IP address. If you change the
interface’s |IP address later, the new |IP address must also
be in the same subnet as the interface’s default gateway
address. Otherwise, all static routes and the default
gateway will be lost.

Example

This example configures a default route that forwards all packets to the gateway router 192.0. 2. 1, through the network
interface named port1.

config router static
edit O
set dst "0.0.0.0 0.0.0.0"
set gateway "192.0.2.1"
set device portl
next
end
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Related topics

« router setting on page 95

« router policy on page 94

« system interface on page 293

« log syslog-policy on page 89

« server-policy policy on page 133
« system admin on page 194

« system dns on page 240

« system snmp community on page 319
« wad website on page 356

« traceroute on page 740

« network arp on page 675

« network ip on page 676

« network route on page 677

« "router all" on page 1

server-policy acceleration

Acceleration provides a technology solution to speed up web application response and optimize web pages and
resources in real time.

An Acceleration policy specifies the option(s) for optimizing the delivery of web applications. To take full advantage of the
benefits that Acceleration offers, you must first create your own Acceleration policy, and then select the policy in Policy
> Server Policy.

You can also specify certain URLs to be skipped for web application delivery optimization, and add the exception items
to the acceleration policy.

FortiWeb offers options for optimizing the delivery of the following web content:

« HTML
« JavaScript
« CSS

I\ If Acceleration is not enabled, go to system feature-visibility to enable it first.

Syntax

config server-policy acceleration exception
edit "<exception name>"
config list
edit "<exception-item id>"
set host-status {enable | disable}
set host <host_ int>
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config
set url-type {plain | regular}
set url-pattern <url-pattern str>
next
end
next
end

config server-policy acceleration policy
edit "<policy name>"
set exception <exception str>
set html-minify {enable | disable}

set html-combine-heads {enable | disable}
set html-css2head {enable | disable}
set js-minify {enable | disable}
set css-minify {enable | disable}
next
end
Variable Description
"<exception_name>" Enter a name for the exception rule.
"<exception-item_id>" Enter an ID for the acceleration exception item.
host-status {enable | Enable to require that the Host: field of the HTTP
disable} request match a protected host names entry in order
to match the Acceleration exceptions rule. Also
configure host <host_int>.
host <host_int> Select which protected host names entry (either a

web host name or IP address) that the Host : field of
the HTTP request must be in to match the
Acceleration exceptions rule.

url-type {plain | regular} Select whether url-pattern <url-pattern_str> will
contain a literal URL (plain), or a regular expression
designed to match multiple URLs (regular).

url-pattern <url-pattern_  Depending on your selection in url-type {plain |
str> regular}, enter either:

o Theliteral URL, such as /index.php, that the
HTTP request must contain in order to match the
acceleration rule. The URL must begin with a
slash (/).

« Aregular expression, such as ~/* .php,
matching all and only the URLSs to which the
acceleration rule should apply. The pattern is not
required to begin with a slash (/). However, it
must at least match URLs that begin with a
slash, such as /index.cfm.

FortiWeb CLI Reference

Default

No default.

No default

disable

No default.

plain

No default.
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Variable Description Default

Note: Regular expressions beginning with an
exclamation point ( ! ) are not supported. For
information on language and regular expression
matching, see the FortiWeb Administration Guide:
https://docs.fortinet.com/fortiweb/admin-guides

"<policy_name>" Enter a name for the acceleration policy. No default.
exception <exception__ Select the acceleration exception rule created. No default.
str>
html-minify {enable | Enable to minify js in the script and delete the extra disable
disable} white space and comments to reduce bandwidth

utilization.
html-combine-heads Enable to combine multiple heads in HTML page to disable
{enable | disable} one.
html-css2head {enable| Enable to move CSS elements above script tags. disable
disable} Note: This ensures that the CSS styes are parsed in

the head of the HTML page before any body
elements are introduced. In so doing, it can effectively
reduce the number of times web browsers have to re-
flow HTML documents.

js-minify {enable | Enable to minify js in the script and delete the extra disable
disable} white space and comments to reduce bandwidth

utilization.
css-minify {enable | Enable to minify js in the script and delete the extra disable
disable} white space and comments to reduce bandwidth

utilization.

Related topics

« server-policy policy on page 133

server-policy allow-hosts

Use this command to configure protected host groups.

A protected host group contains one or more IP addresses and/or fully qualified domain names (FQDNs). Each entry in
the protected host group defines a virtual or real web host, according to the Host : field in the HTTP header of requests
from clients, that you want the FortiWeb appliance to protect.

For example, if your web servers receive requests with HTTP headers such as:

GET /index.php HTTP/1.1
Host: www.example.com
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you might define a protected host group with an entry of www . example . com and select it in the policy. This would reject
requests that are not for that host.

A protected hosts group is usually not the same as a physical server.

Unlike a physical server, which is a single IP at the network layer, a protected host group should contain all network IPs,
virtual IPs, and domain names that clients use to access the web server at the application (HTTP) layer.

For example, clients often access a web server via a public network such as the Internet. Therefore the protected host
group contains domain names, public IP addresses, and public virtual IPs on a network edge router or firewall that are
routable from that public network. But the physical server is only the IP address that the FortiWeb appliance uses to
forward traffic to the server and, therefore, is often a private network address (unless the FortiWeb appliance operates
in Offline Protection or either of the transparent modes).

Protected host groups can be used by:

« Policies

o Inputrules

« Server protection exceptions
o URL access rules

« Allowed method exceptions
o HTTP authentication rules

« Hidden fields rules

« Many others

Rules can use protected host definitions to apply rules only to requests for a protected host. If you do not specify a
protected host group in the rule, the rule will be applied based upon other criteria such as the URL, but regardless of the
Host : field.

Policies can use protected host definitions to block connections that are not destined for a protected host. If you do not
select a protected host group in a policy, connections will be accepted or blocked regardless of the Host : field.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.

Syntax

config server-policy allow-hosts
edit "<protected-hosts name>"
set default-action {allow | deny | deny no log}
config host-list
edit <protected-host index>
set action {allow | deny | deny no_ log}
set host {"<host ipv4>" | "<host fgdn>" | "<host ipvé6>"}
next
end
next
end
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Variable Description Default
"<protected-hosts_name>" Enter the name of a new or existing group of protected hosts. No
The maximum length is 63 characters. default.
To display the list of existing groups, enter:
edit 2
default-action {allow | deny | Select whether to accept or deny HTTP requests whose allow
deny_no_log} Host : field does not match any of the host definitions that

you will add to this protected hosts group.

<protected-host_index> Enter the index number of a protected host within its group. No
Each host-list can contain up to 64 IP addresses and/or fully  default.
qualified domain names (FQDNSs).

The valid range is 1-9,223,372,036,854,775,807.
action {allow | deny | deny_ Select whether to accept or deny HTTP requests whose allow

no_log} Host : field matches the host definition in host {"<host_
ipv4>" | "<host_fgdn>" | "<host_ipv6>"} on page 103.

host {"<host_ipv4>"|"<host_  Enter the IP address or FQDN of a virtual or real web host, No
fqdn>" | "<host_ipv6>"} as it appears in the Host : field of HTTP headers, such as default.
www . example . com. The maximum length is 256
characters.

If clients connect to your web servers through the IP address
of a virtual server on the FortiWeb appliance, this should be
the IP address of that virtual server or any domain name to
which it resolves, not the actual IP address of the web
server.

For example, if a virtual server 192.0.2.1/24 forwards traffic
to the physical server 192.0.2.155, for protected hosts, you
would enter:
e 192.0.2.1,the address of the virtual server
o www.example.com, the domain name that resolves to
the virtual server

Example

This example configures a protected hosts group named example com_hosts that contains a website’s domain
names and its IP address in order to match HTTP requests regardless of which form they use to identify the host.

config server-policy allow-hosts
set default-action deny
edit "example com hosts"
config host-list
edit O
set host "example.com"
next
edit 1
set host "www.example.com"
next
edit 2
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set host "10.0.0.1"
next
end
next
end

Related topics

« server-policy policy on page 133

« waf allow-method-exceptions on page 360

« server-policy custom-application application-policy on page 1
« wafinput-rule on page 463

« waf signature on page 517

« waf hidden-fields-rule on page 437

server-policy health

Use this command to configure server health checks.

Tests for server responsiveness (called “server health checks” in the web Ul) poll web servers that are members of a
server pool to determine their availability before forwarding traffic. Server health checks can use TCP, HTTP/HTTPS,
ICMP ECHO_REQUEST (ping), TCP SSL, or TCP half-open.

The FortiWeb appliance polls the server at the frequency set in the interval <seconds_int>on page 106 option. If the
appliance does not receive a reply within the timeout period, and you have configured the health check to retry, it
attempts a health check again; otherwise, the server is deemed unresponsive. The FortiWeb appliance reacts to
unresponsive servers by disabling traffic to that server until it becomes responsive.

If a back-end server will be unavailable for a long period, such as when a server is

"\ ! !' undergoing hardware repair, it is experiencing extended downtime, or when you
have removed a server from the server pool, you can improve the performance of
9 your FortiWeb appliance by disabling the back-end server, rather than allowing the
- server health check to continue to check for responsiveness. For details, see server-

policy server-pool on page 159.

To apply server health checks, select them in a server pool configuration. For details, see server-policy server-pool on
page 159.

To use this command, your administrator account’s access control profile requires either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.

Syntax

config server-policy health
edit "<health-check name>"
set trigger-policy "<trigger-policy name>"
set relationship {and |or}
configure health-list
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config

edit <entry index>

set type {icmp

set match-type

105

| tcp | http | https | tcp-ssl | tcp-half-open}
set timeout <seconds int>

set retry-times <retries int>
set interval <seconds_int>

set url-path "<request str>"
set method {get | head | post}
set host "<host str>"

{response-code | match-content | all}

set response-code {response-code int}
set match-content "<match-content str>"

next
end

Variable

"<health-check_name>"

trigger-policy "<trigger-
policy _name>"

relationship {and |or}

<entry_index>

type {icmp | tcp | http | https |
tcp-ssl | tep-half-open}

FortiWeb CLI Reference

Description

Enter the name of the server health check. The maximum
length is 63 characters.

To display the list of existing server health checks, enter:
edit 2

Enter the name of the trigger to apply when the health
check detects a failed server (see log trigger-policy on
page 92). The maximum length is 63 characters.

To display the list of existing trigger policies, enter:

set trigger ?

« and—~FortiWeb considers the server to be responsive
when it passes all the tests in the list.

« or—FortiWeb considers the server to be responsive
when it passes at least one of the tests in the list.

Enter the index number of the individual rule in the table.
The valid range is 1-16.

Select either:

o icmp—Send ICMP type 8 (ECHO_REQUEST) and
listen for either ICMP type 0 (ECHO_RESPONSE)
indicating responsiveness, or timeout indicating that
the host is not responsive.

o« tcp—Send TCP sYN and listen for either TCP SYN
ACK indicating responsiveness, or timeout indicating
that the host is not responsive.

o http—Send an HTTP request and listen for the code
specified by response-code, the page content
specified by match-content, or both the code and
the content, or timeout indicating that the host is not
responsive.

Apply to server pool members only if the SSL setting
for the member is disabled.

Default
No default.

No default.

and

No default.

ping
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Variable

timeout <seconds_int>

retry-times <retries_int>

interval <seconds_int>

url-path "<request_str>"

method {get | head | post}

host "<host_str>"
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Description

o https—Send an HTTPS request and listen for the
code specified by response-code, the page content
specified by match-content, or both the code and
the content, or timeout indicating that the host is not
responsive.

Apply to server pool members only if the SSL setting
for the member is enabled.

e tcp-ss1—Send an HTTPS request. FortiWeb
considers the host to be responsive if the SSL
handshake is successful, and closes the connection
once the handshake is complete. This type of health
check requires fewer resources than http or https.

Apply to server pool members only if the SSL setting
for the member is enabled.

e tcp-half-open—Send TCP SYN and listen for
either TCP SYN ACK indicating responsiveness, or
timeout indicating that the host is not responsive. If the
response is SYN ACK, send TCP RST to terminate the
connection. This type of health check requires fewer
resources from the pool member than tcp.

Enter the number of seconds which must pass after the
server health check to indicate a failed health check. The
valid range is 1-10 .

Enter the number of times, if any, a failed health check will
be retried before the server is determined to be
unresponsive. The valid range is 1-10.

Enter the number of seconds between each server health
check. The valid range is from 1-10.

Enter the URL, such as /index.html, that FortiWeb uses
in the HTTP/HTTPS request to verify the responsiveness
of the server.

If the web server successfully returns this URL, and its
content matches the expression specified by match-
content, FortiWeb considers it to be responsive.
Available when type {icmp | tcp | http | https | tcp-ssl | tcp-
half-open} on page 105is http or https.

Specify whether the health check uses the HEAD, GET, or
POST method.

Available when type {icmp | tcp | http | https | tcp-ssl | tcp-
half-open} on page 105is http or https.

Optionally, enter the HTTP host header name of a specific

106

Default

10

No default.

get

No default.
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Variable

match-type {response-code |
match-content | all}

response-code {response-
code_int}

match-content "<match-
content_str>"

Example

Description
host.

This is useful if the pool member hosts multiple websites
(virtual hosting environment).

Available when type {icmp | tcp | http | https | tcp-ssl | tcp-
half-open} on page 105is http orhttps.

« response-code—Ifthe web server successfully

returns the URL specified by ur1-path and the code
specified by response-code, FortiWeb considers
the server to be responsive.

match-content—If the web server successfully
returns the URL specified by ur1-path and its
content matches the match-content value,
FortiWeb considers the server to be responsive.
all—Ifthe web server successfully returns the URL
specified by url-path and its content matches the
match-content value, and the code specified by
response-code, FortiWeb considers the server to
be responsive.

Available when type {icmp | tcp | http | https | tcp-ssl | tcp-
half-open} on page 105is http or https.

Enter the response code that you require the server to
return to confirm that it is available, if match-type is
response-codeorall.

Available when type {icmp | tcp | http | https | tcp-ssl | tcp-
half-open} on page 105is http or https.

Enter a regular expression that matches the content that
must be present in the HTTP reply to indicate proper server
connectivity, if match-type ismatch-content orall

Available when type {icmp | tcp | http | https | tcp-ssl | tcp-
half-open} on page 105is http or https.
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Default

match-
content

200

No default.

This example configures a server health check that periodically requests the main page of the website, /index. Ifa
physical server does not successfully return that page (which contains the word “About”) every 10 seconds (the default),
and fails the check at least three times in a row, FortiWeb considers it unresponsive and forwards subsequent HTTP
requests to other physical servers in the server farm.

config server-policy health

edit "status_checkl"

set trigger-policy "notification-serversl"

configure health-list

edit 1

set type http
set retry-times 3
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set url-path "/index"
set method get
set match-type match-content
set regular About
next
end

Related topics

« server-policy server-pool on page 159
« server-policy policy on page 133
« log trigger-policy on page 92

server-policy http-content-routing-policy

Use this command to configure HTTP header-based routing.

Instead of dynamically routing requests to a server pool simply based upon load or connection distribution at the TCP/IP
layers, as basic load balancing does, you can forward them based on headers in the HTTP layer.

HTTP header-based routes define how FortiWeb routes requests to server pools. They are based on one or more of the
following HTTP header elements:

o Host

« URL

o Parameter

o Referer

« Cookie

o Header

« Source IP

o X.509 certificate
e GeolP

This type of routing can be useful if, for example, a specific web server or group of servers on the back end support
specific web applications, functions, or host names. That is, your web servers or server pools are not identical, but
specialized. For example:

« 192.0.2.1—Hosts the website and blog
o 192.0.2.2 and 192.0.2.3—Host movie clips and multimedia
o 192.0.2.4 and 192.0.2.5—Host the shopping cart

If you have configured request rewriting, configure HTTP content-based routing using the original request URL and/or
Host: name, as it appears before FortiWeb has rewritten it. For details about rewriting, see waf url-rewrite url-rewrite-
policy on page 578.

To apply your HTTP-based routes, select them when you configure the server policy. For details, see server-policy
policy on page 133.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.
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Syntax

config server-policy http-content-routing-policy
edit "<routing-policy name>"

set server-pool "<server-pool name>"

set http-content-routing-id <http-content-routing-id str>

config content-routing-match-list

edit <entry index>
set match-object {http-host | http-request | url-parameter | http-referer |
http-cookie | http-header | source-ip | x509-certificate-Subject | x509-

certificate-Extension | https-sni | geo-ip}
set match-condition {match-begin | match-end | match-sub | match-domain |
match-dir | match-reg | ip-range | ip-range6 | equal | ip-list}

set x509-subject-name {E | CN | OU | O | L | ST | C}

set match-expression "<match-expression str>"

set name "<name str>"

set name-match-condition {match-begin | match-end | match-sub | match-reg |
equal}

set value "<value str>"

set value-match-condition {match-begin | match-end | match-sub | match-reg |
equal}

set start-ip "<start ip>"

set end-ip "<end ip>"

set reverse {enable | disable}

set concatenate {and | or}

set country-list <country-list str>

set ip-list <ip-list str>

next
end
next
end

Variable Description Default

"<routing-policy _name>" Enter the name of the HTTP content routing policy. The No default.
maximum length is 63 characters.
To display the list of existing policies, enter:
edit 2

server-pool "<server-pool_ Enter the name of the server pool to which FortiWeb No default.

name>" forwards traffic when the traffic matches rules in this policy.
For details, see server-policy server-pool on page 159.

<entry_index> Enter the index number of the individual rule in the table. No default.
The valid range is 1-9,999,999,999,999,999,999.

http-content-routing-id Enter a HTTP content routing policy sequence number. No default.

<http-content-routing-id_

str>
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Variable

match-object {http-host |

http-request | url-parameter

| http-referer | http-cookie |
http-header | source-ip |
x509-certificate-Subject |
x509-certificate-Extension |
https-sni | geo-ip}

match-condition {match-
begin | match-end | match-
sub | match-domain |
match-dir | match-reg | ip-
range | ip-range6 | equal |
ip-list}

FortiWeb CLI Reference
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Description Default

Enter the type of object that FortiWWeb examines for No default.
matching values:

http-host—Host : field
http-request—A URL
url-parameter—A URL parameter and value

e http-referer—Referer: field

http-cookie—A cookie name and value
http-header—A header name and value
source-1ip—An IPv4 address or address range or
IPv6 address or address range
x509-certificate-Subject—A specified Relative
Distinguished Name (RDN) in the X509 certificate
Subject field. Also specify x509-subject-name.
x509-certificate-Extension—Additional fields
that the extensions field adds to the X509 certificate
https-sni— Select this option so that FortiWWeb will
forward requests based on the SNI in the SSL
handshake.

geo-1ip— Select this option so that FortiWeb matches
against the IP addresses from specified countries.

Enter the type of value to match. Values can be a literal No default.
value that appears in the object or a regular expression.

The value of match-object {http-host | http-request | url-
parameter | http-referer | http-cookie | http-header | source-
ip | x509-certificate-Subject | x509-certificate-Extension |
https-sni | geo-ip} on page 110 determines which content
types you can specify.

Ifmatch-objectishttp-host, http-request, http-
referer,0rx509-certificate-Extension:

match-begin—The object to match begins with the
specified string.

match-end—The object to match ends with the
specified string.

match-sub—The object to match contains the
specified string.

match-domain—The host to match contains the
specified string between the periods in a domain name.
ip-list—The IPs to match.

Ifmatch-object is http-host only: No default.

match-domain—The object to match contains the
specified string between the periods in a domain name.

For example, if match-expressionis abc, the
condition matches the following hostnames:
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Variable

x509-subject-name {E |
CN|OU|O|L|ST|C}

FortiWeb CLI Reference

Description

dnamel .abc.com
dnamel .dname?2.abc.com

However, the same Match Simple String value does not
match the following hostnames:

abc.com
dname.abc

Ifmatch-objectis http-request
« match-dir—The object to match contains the
specified string between delimiting characters (slash) in
a domain name.

For example, if match-expressionis abc, the
condition matches the following hostnames:

test.com/abc/
test.com/dirl/abc/

However, the same match-string value does not
match the following hostnames:

test.com/abc
test.abc.com
Ifmatch-object is source-ip:
o ip-range—The source IP to match is an IPv4 IP
address or within a range of IPv4 IP addresses.
e ip-range6—The source IP to match is an IPv6 IP
address or within a range of IPv6 IP addresses.
Ifmatch-objectis http-host, http-request, http-
referer, source-ip, 0rx509-certificate-
Extension:
« match-reg—The object to match has a value that
matches the specified regular expression.

Enter the attribute type to match.

Available when match-object {http-host | http-request | url-
parameter | http-referer | http-cookie | http-header | source-
ip | x509-certificate-Subject | x509-certificate-Extension |
https-sni | geo-ip} on page 110 is x509-certificate-
Subject.
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Default

No default.
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Variable

match-expression "<match-

expression_str>"

name "<name_str>"

name-match-condition
{match-begin | match-end |
match-sub | match-reg |
equal}

value "<value_str>"

value-match-condition
{match-begin | match-end |
match-sub | match-reg |
equal}

FortiWeb CLI Reference

Description

Enter a value to match in the object element specified by
match-object {http-host | http-request | url-parameter | http-
referer | http-cookie | http-header | source-ip | x509-
certificate-Subject | x509-certificate-Extension | https-sni |
geo-ip} on page 110 and match-condition.

Examples:

Tip: When you enter a regular expression using the web Ul,

A literal URL, such as /index . php, that a matching
HTTP request contains.
An expression, such as */* . php, that matches a URL.

you can validate its syntax.

Enter the name of the object to match. The value can be a
literal value or a regular expression.

For example, the name of a cookie embedded by traffic
controller software on one of the servers.

Available only if match-object {http-host | http-request | url-
parameter | http-referer | http-cookie | http-header | source-
ip | x509-certificate-Subject | x509-certificate-Extension |
https-sni | geo-ip} on page 110is url-parameter, http-
cookie,orhttp-header.

Enter the type of value to match. The value is specified by
name and can be a literal value that appears in the object or
a regular expression.

match-begin—The name to match begins with the
specified string.

match-end—The name to match ends with the
specified string.

match-sub—The name to match contains the
specified string.

equal—The name to match is the specified string.
match-reg—The name to match matches the
specified regular expression.

Enter the object value to match. The value can be a literal
value or a regular expression.

Available if match-object {http-host | http-request | url-
parameter | http-referer | http-cookie | http-header | source-
ip | x509-certificate-Subject | x509-certificate-Extension |
https-sni | geo-ip} on page 110is url-parameter, http-
cookie,orhttp-header.

Enter the type of value to match. The value is specified by
value and can be a literal value or a regular expression.

match-begin—The value to match begins with the
specified string.

112

Default
No default.

No default.

No default.

No default.

No default.
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Variable

start-ip "<start_ip>"

end-ip "<end_ip>"

reverse {enable | disable}

country-list <country-list_
str>

concatenate {and | or}

ip-list <ip-list_str>

Example

Description

o match-end—The value to match ends with the
specified string.

« match-sub—The value to match contains the
specified string.

« equal—The value to match is the specified string.

o match-reg—The value to match matches the
specified regular expression.

Enter the first IP address in a range of IP addresses.
Available if match-condition {match-begin | match-end |
match-sub | match-domain | match-dir | match-reg | ip-range
| ip-range6 | equal | ip-list} on page 110 is ip-range or ip-
rangeo.

Enter the last IP address in a range of IP addresses.
Available if match-object {http-host | http-request | url-
parameter | http-referer | http-cookie | http-header | source-
ip | x509-certificate-Subject | x509-certificate-Extension |
https-sni | geo-ip} on page 110 is source-ip

When enabled, FortiWeb will route requests to the server
pool that do not match the specified values for the Match
Object.

Select countries where the IP addresses originate.

Select either:

« and—A matching request matches this entry in
addition to other entries in the HTTP content routing
list.

« or—A matching request matches this entry or other
entries in the list.

Enter multiple IPs or IP range.
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Default

No default.

No default.

disable

No default.

and

No default.

This HTTP content routing policy routes requests for www . example. com/school to the server pool school-site.

The content routing has three rules: one matches the host (www . example. com), a second matches the sessid cookie,
and a third matches the /school URL. In combination, the first and third rules match the request for

www.example.com/school.

config server-policy http-content-routing-policy
edit "content routing policyl"
set server-pool school-site
config content-routing-match-list

edit 1

set match-condition match-reg

set match-expression "www.example.com
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next

edit 2
set match-object http-cookie
set name sessid
set value "hash[a-fA-F0-7]*"
set name-match-condition match-reg
set value-match-condition match-reg

next

edit 3
set match-object http-request
set match-expression "/school"

next

end
next
end

Related topics

« server-policy server-pool on page 159
« server-policy policy on page 133
« waf url-rewrite url-rewrite-policy on page 578

server-policy pattern custom-data-type

Use this command to configure custom data types to augment the predefined data types. You can add custom data
types to input rules to define the data type of an input, and to auto-learning profiles to detect valid input parameters.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.

Syntax

config server-policy pattern custom-data-type
edit "<custom-data-type name>"
set expression "<regex pattern>"

next
end

Variable Description Default

"<custom-data-type_name>" Enter the name of the custom data type. The maximum No
length is 63 characters. default.
To display the list of existing types, enter:
edit ?

expression "<regex_ Enter a regular expression that defines the data type. It No

pattern>" should match all data of that type, but nothing else. The default.

maximum length is 2,071 characters.

FortiWeb CLI Reference Fortinet Technologies Inc.



config

Example

This example configures two custom data types.

config server-policy pattern custom-data-type
edit "Level 3 Password-custom"
set expression ""aaa"
next
edit "Custom Data Type 1"
set expression ""555"
next
end

server-policy pattern custom-global-allow-list-group

Use this command to configure objects that will be exempt from scans.

115

When enabled, allowlisted items are not flagged as potential problems, nor incorporated into auto-learning data. This

feature reduces false positives and improves performance.

To include allow list items during policy enforcement, you must first disable them in the global allow list.

To use this command, your administrator account’s access control profile must have either w or rw permission to the

traroutegrp area. For details, see Permissions on page 45.

Syntax

config server-policy pattern custom-global-allow-list-group

edit <entry index>
set status {enable | disable}

set type {Cookie | Parameter | URL | Header Field}

set domain "<cookie str>"

set name "<name str>"

set path "<url str>"

set request-type {plain | regular}
set domain-type {plain | regular}
set name-type {plain | regular}

set request-file-status {enable | disable}

set domain-status {enable | disable}
set request-file "<url str>"
set header-type {plain | regular}
set value-status {enable | disable}
set value-type {plain | regular}
set value <header value string>
next
end
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Variable Description Default

<entry_index> Enter the index number of the individual rule in the table. No default.
The valid range is 1-9,223,372,036,854,775,807.

status {enable | disable} Enable to exempt this object from all scans. enable

type {Cookie | Parameter | Indicate the type of the object. Depending on your URL

URL | Header_Field} selection, the remaining settings vary.

path "<url_str>" Enter the path as it appears in the cookie, such as / or No default.
/blog/folder

This setting is available if type {Cookie | Parameter | URL |
Header_Field} on page 116 is setto Cookie.

request-type {plain | regular}  Indicate whether the request-file "<url_str>"on page 117 plain
field contains a literal URL (p1ain), or a regular expression
designed to match multiple URLs (regular).
This setting is available if type {Cookie | Parameter | URL |
Header_Field} on page 116 is set to URL.

domain-type {plain | regular}  Indicate whether the domain "<cookie str>"fieldwill plain
contain a literal domain/IP address (Simple String), or a
regular expression designed to match multiple domains/IP
addresses (Regular Expression).

domain "<cookie_str>" Enter the partial or complete domain name or IP address No default.
as it appears in the cookie, such as:

WWW . example.com
.google.com
192.0.2.50

If clients sometimes access the host via IP address instead
of DNS, create allow list objects for both.

This setting is available if type {Cookie | Parameter | URL |
Header_Field} on page 116 is setto Cookie.

Caution: Do not allowlist untrusted subdomains that use
vulnerable cookies. It could compromise the security of that
domain and its network.

name-type {plain | regular} Indicate whether the name "<name str>" field will plain
contain a literal parameter name (Simple String), or a
regular expression designed to match all parameter names
(Regular Expression).

name "<name_str>" Depending on your selection in type {Cookie | No default.
Parameter | URL | Header Field} on page
116, either:
« Enter the name of the cookie as it appears in the HTTP
request, such as NID.
« Enter the name of the parameter as it appears in the
HTTP URL or body, such as rememberme.
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Variable Description Default

This setting is available if type {Cookie | Parameter | URL |
Header_Field} on page 116 is setto Cookie, Parameter,
Oor Header Field

request-file-status {enable | Enable to apply this rule only to HTTP requests for specific disable
disable} URLs.

Configure request-file "<url str>"ifitis enabled.
domain-status {enable | Enable to apply this rule only to HTTP requests for specific disable
disable} domains.

If enabled, also configure domain "<cookie str>".

request-file "<url_str>" Depending on your selection in the request-type {plain |
regular} on page 116 field, enter either:

o Theliteral URL, such as /robots. txt, that the
HTTP request must contain in order to match the rule.
The URL must begin with a backslash (/).

« Aregular expression, such as ~/*.html, matching all
and only the URLSs to which the rule should apply. The
pattern does not require a slash (/); however, it must
at match URLs that begin with a backslash, such as
/index.html.

Do not include the domain name, such as
WWW.example.com.

This setting is available if type {Cookie | Parameter | URL |
Header_Field} on page 116 is set to URL.

header-type {plain | regular}  Indicate whether the type field will contain a literal name plain
(plain), or a regular expression designed to match multiple
names (regular).

value-status {enable | Enable to also check the value of the HTTP header. Only disable
disable} the HTTP headers which match both the name and the
value will be allowlisted.

value-type {plain | regular} Indicate whether the header name will contain a literal plain
name (plain), or a regular expression designed to match
multiple names (regular).

value <header_value_ The value of the HTTP header. No default.

string> Depending on your selection in the value-type field,
enter either a literal value or a regular expression.

Example

This example exempts requests for robots.txt from most scans.

config server-policy pattern custom-global-allow-list-group
edit 1
set request-file "/robots.txt"
next
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end
Related topics
« waf web-protection-profile inline-protection on page 598
server-policy pattern threat-weight
Use this command to configure the global threat weight of security violations. When a security violation is detected, the
threat weight of the security violation is used to calculate the threat score of a client that launched the event.
For details about Threat Weight, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides
To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.
Syntax
config server-policy pattern threat-weight
set allow-method-level {low | critical | informational | moderate | substantial | severe}
set allow-method-op {enable | disable}
set biometrics-based-detection -level {low | critical | informational | moderate |
substantial | severe}
set biometrics-based-detection-op {enable | disable}
set block-malicious-client-op {enable | disable}
set block-malicious-client-time <time int>
set block-suspicious-client-op {enable | disable}
set block-suspicious-client-time <time int>
set bot-deception-level {low | critical | informational | moderate | substantial |
severe}
set bot-deception-op {enable | disable}
set client-management-expire <time int>
set concurrent-users-peraccount- exceeds-limit-level {low | critical | informational |
moderate | substantial | severe}
set concurrent-users-peraccount- exceeds-limit-op {enable | disable}
set cookie-signature-checkfailed- level {low | critical | informational | moderate |
substantial | severe}
set cookie-signature-checkfailed- op {enable | disable}
set cors-protection-level {low | critical | informational | moderate | substantial |
severe}
set cors-protection-op {enable | disable}
set credential-stuffing-defenselevel {low | critical | informational | moderate |
substantial | severe}
set credential-stuffing-defenseop {enable | disable}
set csrf-protection-level {low | critical | informational | moderate | substantial |
severe}
set csrf-protection-op {enable | disable}
set custom-policy-op {enable | disable}
set fail-to-validate-json-schemalevel {low | critical | informational | moderate |

substantial | severe}
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fail-to-validate-json-schemaop {enable | disable}

fail-to-validate-xml-schemalevel {low | critical | informational | moderate |
substantial | severe}

fail-to-validate-xml-schemaop {enable | disable}

forbid-xml-entities-level {low | critical | informational | moderate | substantial |
severe}

forbid-xml-entities-op {enable | disable}

format-not-allowed-inwebsocket- level {low | critical | informational | moderate |
substantial | severe}

format-not-allowed-inwebsocket- op {enable | disable}

geo-ip-level {low | critical | informational | moderate | substantial | severe}

geo-ip-op {enable | disable}

hidden-field-protection-level {low | critical | informational | moderate |
substantial | severe}

hidden-field-protection-op {enable | disable}

http-access-limit-level {low | critical | informational | moderate | substantial |
severe}

http-access-limit-op {enable | disable}

http-flood-prevention-level {low | critical | informational | moderate | substantial
| severe}

http-flood-prevention-op {enable | disable}
http-protocol-constraints-op {enable | disable}

illegal-file-size-level {low | critical | informational | moderate | substantial |
severe}

illegal-file-size-op {enable | disable}

illegal-file-type-level {low | critical | informational | moderate | substantial |
severe}

illegal-file-type-op {enable | disable}

ip-list-level {low | critical | informational | moderate | substantial | severe}

ip-list-op {enable | disable}

ip-replay-violation-level {low | critical | informational | moderate | substantial |
severe}

ip-replay-violation-op {enable | disable}

ip-reputation-level {low | critical | informational | moderate | substantial |
severe}

ip-reputation-op {enable | disable}

json-element-lengthexceeded- level {low | critical | informational | moderate |
substantial | severe}

json-element-lengthexceeded- op {enable | disable}

known-bots-level {low | critical | informational | moderate | substantial | severe}

known-bots-op {enable | disable}
low-level <level int>
low-level-score-end <level int>

malicious-file-detected-byfortisandbox- level {low | critical | informational |
moderate | substantial | severe}

malicious-file-detected-byfortisandbox- op {enable | disable}

malicious-ips-level {low | critical | informational | moderate | substantial |
severe}

malicious-ips-op {enable | disable}

man-in-browser-protectionlevel {low | critical | informational | moderate |
substantial | severe}

man-in-browser-protectionop {enable | disable}

medium-level-score-end <level int>

mobile-api-protection-level {low | critical | informational | moderate | substantial
| severe}

mobile-api-protection-op {enable | disable}

openapi-validation-level {low | critical | informational | moderate | substantial |
severe}
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openapi-validation-op {enable | disable}
origin-not-allowed-level {low | critical

severe}

origin-not-allowed-op {enable | disable}

| informational | moderate

padding-oracle-protectionlevel {low | critical |

substantial | severe}
padding-oracle-protection-op {enable |

disable}

informational |
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| substantial |

moderate |

parameter-validation-level {low | critical | informational | moderate | substantial |

severe}

parameter-validation-op {enable | disable}

session-fixation-protectionlevel {low |
substantial | severe}
session-fixation-protectionop {enable |

critical

disable}

informational

moderate |

session-idle-timeout-level {low | critical | informational | moderate | substantial |

severe}

session-idle-timeout-op {enable | disable}

signature-op {enable | disable}

size-exceeds-limit-level {low | critical

severe}

size-exceeds-limit-op {enable | disable}

sgql-xss-sbd-op {enable | disable}
statistics-period {one-day | three-days

| informational | moderate

one-week}

| substantial |

tcp-flood-prevention-level {low | critical | informational | moderate | substantial |

severe}

tcp-flood-prevention-op {enable | disable}

threshold-based-detectionlevel {low | critical |

substantial | severe}
threshold-based-detection-op {enable |
trojan-detected-level {low | critical |
severe}
trojan-detected-op {enable | disable}

disable}
informational | moderate

url-access-level {low | critical | informational

url-access-op {enable | disable}

virus-detected-level {low | critical |
severe}

virus—-detected-op {enable | disable}

informational

informational |

| moderate |

moderate |

substantial |

moderate | substantial | severe}

substantial |

websocket-extensions-notallowed- level {low | critical | informational | moderate |

substantial | severe}

websocket-extensions-notallowed- op {enable | disable}

websocket-traffic-notallowed- level {low

substantial | severe}

websocket-traffic-notallowed- op {enable

| critical

| disable}

| informational

| moderate |

wsdl-validation-failed-level {low | critical | informational | moderate | substantial

| severe}

wsdl-validation-failed-op {enable | disable}
informational | moderate

wsi-check-failed-level {low | critical
severe}

wsi-check-failed-op {enable | disable}

xml-element-lengthexceeded- level {low
substantial | severe}

xml-element-lengthexceeded- op {enable
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Variable Description Default
allow-method-level {low Set the threat weight for HTTP request method moderate
| critical | informational | violations.

moderate | substantial |

severe}

allow-method-op {enable  Enable to configure the threat weight for HTTP request ~ enable

| disable} method violations.
biometrics-based- Set the threat weight for biometrics based detectionrule  substantial
detection -level {low violations.

| critical | informational |
moderate | substantial |

severe}

biometrics-based- Enable to configure the threat weight for biometrics disable
detection-op {enable based detection rule violations.

| disable}

block-malicious-client-op Enable to block malicious client. disable

{enable | disable}

block-malicious-client- Set how long a malicious client will be blocked for. 10 minutes
time <time_int> The valid range is 1-1440 minutes.
block-suspicious-client-op  Enable to block suspicious client. enable

{enable | disable}

block-suspicious-client- Set how long a suspicious client will be blocked for. 10 minutes
time <time_int> The valid range is 1-1440 minutes.

bot-deception-level {low Set the threat weight for bot deception policy violations. = substantial
| critical | informational |

moderate | substantial |
severe}

bot-deception-op {enable = Enable to configure the threat weight for bot deception disable

| disable} policy violations.
client-management-expire  Set the amount of time that FortiWeb will store the 15 days
<time_int> tracked client information.

Once the information has been stored for longer than
the set amount of time, FortiWeb will remove that

information.
concurrent-users-per- Set the threat weight for violations that the number of moderate
account-exceeds-limit- concurrent users per account exceeds the limit.

level {low | critical |
informational | moderate |
substantial | severe}
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Variable Description

concurrent-users-per-
account-exceeds-limit-op
{enable | disable}

Enable to configure the threat weight for violations that
the number of concurrent users per account exceeds
the limit.

cookie-signature-check-

failed-level {low | critical |
informational | moderate |
substantial | severe}

When the security mode is None or Signed, enable to
configure the threat weight for cookie tampering
protection rule violations.

cookie-signature-check-
failed-op {enable | disable}

Enable to configure the threat weight for cookie
tampering protection rule violations.

cors-protection-level {low
| critical | informational |
moderate | substantial |
severe}

Set the threat weight for CORS protection rule
violations.

cors-protection-op {enable Enable to configure the threat weight for CORS
| disable} protection rule violations.

credential-stuffing-
defense-level {low | critical
| informational | moderate |
substantial | severe}

Set the threat weight for Credential Stuffing attacks.

credential-stuffing-
defense-op {enable
| disable}

Enable to configure the threat weight for Credential
Stuffing attacks.

csrf-protection-level {low
| critical | informational |
moderate | substantial |
severe}

csrf-protection-op {enable
| disable}

Enable to configure the threat weight for CSRF
protection rule violations.

custom-policy-op {enable
| disable}

Enable to configure the threat weight for custom policy
violations.

fail-to-validate-json-
schema-level {low | critical
| informational | moderate |
substantial | severe}

fail-to-validate-json-
schema-op {enable
| disable}

Enable to configure the threat weight for violation of
failing to validate JSON schema file.

FortiWeb CLI Reference

Set the threat weight for CSRF protection rule violations.

Set the threat weight for JSON protection rule violations.

122

Default

enable

substantial

enable

moderate

enable

severe

enable

substantial
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Variable Description Default

fail-to-validate-xml- Set the threat weight for violation of failing to validate moderate
schema-level {low | critical JSON schema file.

| informational | moderate |

substantial | severe}

fail-to-validate-xml- Enable to configure the threat weight for violation of enable
schema-op {enable failing to validate XML schema file.

| disable}

forbid-xml-entities-level Set the threat weight for violation of failing to validate substantial
{low | critical | XML schema file.

informational | moderate |
substantial | severe}

forbid-xml-entities-op Enable to configure the threat weight for forbidden XML ~ enable
{enable | disable} entities violations.

format-not-allowed-in- When the WebSocket connection is established, datais moderate
websocket-level {low transmitted in the form of frame.

| critical | informational | Set the threat weight for violation that frame formats are

moderate | substantial | not allowed.

severe}

format-not-allowed-in- Enable to configure the threat weight for violation that enable
websocket-op {enable frame formats are not allowed.

| disable}

geo-ip-level {low | critical |  Set the threat weight for requests from blocked critical
informational | moderate|  countries or regions based on the associated source IP

substantial | severe} address.

geo-ip-op {enable Enable to configure the threat weight for Geo IP block enable

| disable} policy violations.

hidden-field-protection- Set the threat weight for attempts to tamper with hidden  substantial
level {low | critical | field rules.

informational | moderate |
substantial | severe}

hidden-field-protection-op  Enable to configure the threat weight for hidden field enable
{enable | disable} protection rule violations.

http-access-limit-level Set the threat weight for violation that the number of substantial
{low | critical | HTTP requests per second, per source IP address

informational | moderate|  exceeds the limit.
substantial | severe}

http-access-limit-op Enable to configure the threat weight for violation that enable
{enable | disable} the number of HTTP requests per second, per source IP
address exceeds the limit.
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Variable Description Default
http-flood-prevention-level  Set the threat weight for violation that the number substantial
{low | critical | ofHTTP requests per second, per session, per URL

informational | moderate |  exceeds the limit.
substantial | severe}

http-flood-prevention-op Enable to configure the threat weight for violation that enable
{enable | disable} the number of HTTP requests per second, per session,
per URL exceeds the limit.

http-protocol-constraints-  Enable to configure the threat weight for HTTP protocol  enable
op {enable | disable} constraints. Once enabled, the threat weight for each
HTTP protocol constraint may be set using waf http-
protocol-parameter-restriction on page 456.

illegal-file-size-level {low Set the threat weight for the file size detection and moderate
| critical | informational | restriction violation.

moderate | substantial |

severe}

illegal-file-size-op {enable  Enable to configure the threat weight for the file size enable

| disable} detection and restriction violation.

illegal-file-type-level {low  Set the threat weight for the file type detection and substantial
| critical | informational | restriction violation.

moderate | substantial |

severe}

illegal-file-type-op {enable = Enable to configure the threat weight for the file type enable

| disable} detection and restriction violation.

ip-list-level {low | critical | Set the threat weight for requests from blocklisted IP critical

informational | moderate| addresses.
substantial | severe}

ip-list-op {enable | disable} Enable to configure the threat weight for requests from enable
blocklisted IP addresses.

ip-replay-violation-level When the security mode is Encrypted, select whether substantial
{low | critical | FortiWeb uses the IP address of a request to determine

informational | moderate|  the owner of the cookie.

substantial | severe} Set the threat weight for IP replay violations.

ip-replay-violation-op Enable to configure the threat weight for IP replay enable
{enable | disable} violations.

ip-reputation-level {low Set the threat weight for requests from IP addresses critical

| critical | informational | with a poor reputation.

moderate | substantial |

severe}

ip-reputation-op {enable Enable to configure the threat weight for requests from enable
| disable} IP addresses with a poor reputation.
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Variable Description Default
json-element-length- Set the threat weight for the violation that the JSON moderate
exceeded-level {low element length exceeds.

| critical | informational |
moderate | substantial |

severe}

json-element-length- Enable to configure the threat weight for the violation enable
exceeded-op {enable that the JSON element length exceeds.

| disable}

known-bots-level {low Set the threat weight for the known bots attacks. substantial

| critical | informational |
moderate | substantial |

severe}
known-bots-op {enable Enable to configure the threat weight for the known bots  disable
| disable} attacks.
low-level <level_int> Set the risk level value for Low level. 10
low-level-score-end Set the low level threat score for different risk levels ofa 100
<level_int> client based on the threat weight sum of all the security

violations launched by the client at the time of the last

access.
malicious-file-detected- Set the threat weight for the violation of malicious file severe

by-fortisandbox-level {low  detection by FortiSandbox.
| critical | informational |
moderate | substantial |

severe}
malicious-file-detected- Enable to configure the threat weight for the violation of  enable
by-fortisandbox-op malicious file detection by FortiSandbox.

{enable | disable}

malicious-ips-level {low Set the threat weight for the violation that the number of  substantial
| critical | informational | TCP connections per HTTP session exceeds the limit.

moderate | substantial |

severe}

malicious-ips-op {enable Enable to configure the threat weight the violation that enable
| disable} the number of TCP connections per HTTP session
exceeds the limit.

man-in-browser- Set the threat weight for MiTB attacks. substantial
protection-level {low

| critical | informational |

moderate | substantial |

severe}
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Variable Description Default
man-in-browser- Enable to configure the threat weight for MiTB attacks. enable
protection-op {enable
| disable}
medium-level-score-end Set the high threat score for different risk levels of a 200
<level_int> client based on the threat weight sum of all the security

violations launched by the client at the time of the last

access.
mobile-api-protection- Set the threat weight for mobile API protection rule substantial
level {low | critical | violations.

informational | moderate |
substantial | severe}

mobile-api-protection-op Enable to configure the threat weight for mobile API enable
{enable | disable} protection rule violations.

openapi-validation-level Set the threat weight for OpenAPI validation rule moderate
{low | critical | violations.

informational | moderate |
substantial | severe}

openapi-validation-op Enable to configure the threat weight for OpenAPI enable
{enable | disable} validation rule violations.

origin-not-allowed-level Set the threat weight for the violation of origin not low
{low | critical | allowed.

informational | moderate |
substantial | severe}

origin-not-allowed-op Enable to configure the threat weight for the violation of ~ enable
{enable | disable} origin not allowed.
padding-oracle- Set the threat weight for padding oracle attacks. severe

protection-level {low
| critical | informational |
moderate | substantial |

severe}

padding-oracle- Enable to configure the threat weight for padding oracle  enable
protection-op {enable attacks.

| disable}

parameter-validation-level ~ Set the threat weight for parameter validation violation. moderate
{low | critical |

informational | moderate |

substantial | severe}

parameter-validation-op Enable to configure threat weight for parameter enable
{enable | disable} validation violation.
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Variable Description Default
session-fixation- Set the threat weight for session fixation protectionrule  moderate
protection-level {low violation.

| critical | informational |
moderate | substantial |

severe}

session-fixation- Enable to configure the threat weight for session fixation enable
protection-op {enable protection rule violation.

| disable}

session-idle-timeout-level ~ Set the threat weight for the violation of session idle moderate
{low | critical | timeout.

informational | moderate |
substantial | severe}

session-idle-timeout-op Enable to configure the threat weight for the violation of  enable
{enable | disable} session idle timeout.

signature-op {enable Enable to set the threat weight for each signature rule. enable

| disable}

size-exceeds-limit-level Set the threat weight for the violation when the moderate
{low | critical | maximum acceptable frame header and body size in

informational | moderate |  bytes exceeds the limit.
substantial | severe}

size-exceeds-limit-op Enable to configure the threat weight for the violation enable
{enable | disable} when the maximum acceptable frame header and body
size in bytes exceeds the limit.

sql-xss-sbd-op {enable Enable to configure the threat weight for the SQL/XSS enable
| disable} syntax based detection rule violation.

statistics-period {one-day  Select the amount of time in days that FortiWeb will three-days
| three-days | one-week} store the threat score data for an active client.

For example, when the statistics period is 3 days, and
the total threat score in this period is 150. Then 150 will
be taken as the score to compare with those set fo
thrusted/suspicious/malicious clients.

tcp-flood-prevention-level ~ Set the threat weight for the violation when the number substantial
{low | critical | of fully-formed TCP connections per source IP address

informational | moderate |  exceeds the limit.

substantial | severe}

tcp-flood-prevention-op Enable to configure the threat weight for the violation enable
{enable | disable} when the number of fully-formed TCP connections per
source |IP address exceeds the limit.
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Variable Description Default
threshold-based- Set the threat weight for the threshold based detection substantial
detection-level {low rule violation.

| critical | informational |
moderate | substantial |

severe}

threshold-based- Enable to configure the threat weight for the threshold disable
detection-op {enable based detection rule violation.

| disable}

trojan-detected-level {low  Set the threat weight for the Trojan detection rule enable

| critical | informational | violation.

moderate | substantial |

severe}

trojan-detected-op Enable to configure the threat weight for the Trojan severe
{enable | disable} detection rule violation.

url-access-level {low Set the threat weight for the URL access rule violation. substantial

| critical | informational |
moderate | substantial |

severe}

url-access-op {enable Enable to configure the threat weight for the URL access enable

| disable} rule violation.

virus-detected-level {low Set the threat weight for the virus detection rule critical
| critical | informational | violation.

moderate | substantial |

severe}

virus-detected-op {enable  Enable to configure the threat weight for the virus enable

| disable} detection rule violation.

websocket-extensions- Set the threat weight for the violation of extension substantial
not-allowed-level {low header in WebSocket handshake packet.

| critical | informational |
moderate | substantial |

severe}

websocket-extensions- Enable to configure the threat weight for the violation of  enable
not-allowed-op {enable extension header in WebSocket handshake packet.

| disable}

websocket-traffic-not- Set the threat weight for the WebSocket traffic blocking  substantial

allowed-level {low | critical  violation.
| informational | moderate |
substantial | severe}
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Variable Description Default
websocket-traffic-not- Enable to configure the threat weight for the WebSocket enable
allowed-op {enable traffic blocking violation.

| disable}

wsdl-validation-failed- Set the threat weight for the WSDL file validation rule substantial
level {low | critical | violation.

informational | moderate |
substantial | severe}

wsdl-validation-failed-op Enable to set the threat weight for the WSDL file enable
{enable | disable} validation rule violation.

wsi-check-failed-level {low Set the threat weight for the WS-security rule violation. moderate
| critical | informational |
moderate | substantial |

severe}

wsi-check-failed-op Enable to set the threat weight for the WS-security rule enable
{enable | disable} violation.

xml-element-length- Set the threat weight for the violation that the XML moderate
exceeded-level {low element length exceeds.

| critical | informational |
moderate | substantial |

severe}

xml-element-length- Enable to configure the threat weight for the violation enable
exceeded-op {enable that the XML element length exceeds.

| disable}

Related Topics

« waf web-protection-profile inline-protection on page 598

server-policy persistence-policy

Use this command to configure a persistence method and timeout that you can apply to server pools. The persistence
policy applies to all members of the server pool.

After FortiWeb has forwarded the first packet from a client to a pool member, some protocols require that subsequent
packets also be forwarded to the same back-end server until a period of time passes or the client indicates that it has
finished transmission.

To apply a persistence policy, select it when you configure a server pool. For details, see server-policy server-pool on
page 159.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.
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config server-policy persistence-policy
edit "<persistence-policy name>"

set type { source-ip | persistent-cookie | asp-sessionid | php-sessionid | Jsp-
sessionid | insert-cookie | http-header | url-parameter | rewrite-cookie |
embedded-cookie | ssl-session-id }
set cookie-name "<cookie-name str>"
set timeout "<timeout int>"
set ipvé4-netmask "<vamask>"
set ipvé6-mask-length "<vé6mask>"
set http-header "<http-header str>"
set url-parameter "<url—paramgter_str>"
set cookie-path "<cookie-path str>"
set cookie—domain "<cookie-domain str>"
set secure-cookie {enable | disabie}
next
end
Variable Description Default
"<persistence-policy_ Enter the name of the persistence policy. The No default.
name>" maximum length is 63 characters.
To display the list of existing persistence policies,
enter:
edit ?
type { source-ip | o source-ip—Forwards subsequent requests source-ip
persistent-cookie | asp- with the same client IP address and subnet as
sessionid | php-sessionid the initial request to the same pool member. To
| jsp-sessionid | insert- define how FortiWeb derives the appropriate
cookie | http-header | url- subnet from the IP address, configure ipv4-
parameter | rewrite- netmask "<v4mask>" on page 132 and ipv6-
cookie | embedded- mask-length "<v6mask>" on page 132.
cookie | ssl-session-id } e persistent-cookie—Ifaninitial request

contains a cookie whose name matches the
cookie-name "<cookie-name_str>" on page
132 value, FortiWeb forwards subsequent
requests that contain the same cookie value to
the same pool member as the initial request.

o asp-sessionid—Ifa cookie in the initial
request contains an ASP .NET session ID
value, FortiWeb forwards subsequent requests
with the same session ID value to the same
pool member as the initial request. FortiWeb
preserves the original cookie name.

e php-sessionid—Ifa cookie in the initial
request contains a PHP session ID value,
FortiWeb forwards subsequent requests with
the same session ID value to the same pool
member as the initial request. FortiWeb
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Variable

FortiWeb CLI Reference

Description

preserves the original cookie name.
jsp_sessionid—FortiWeb forwards
subsequent requests with the same JSP
session ID as the inital request to the same
pool member. FortiWeb preserves the original
cookie name.

insert-cookie—FortiWeb inserts a cookie
with the name specified by cookie-name
"<cookie-name_str>" on page 132 to the initial
request and forwards all subsequent requests
with this cookie to the same pool member.
FortiWeb uses this cookie for persistence only
and does not forward it to the pool member.
Also specify cookie-path "<cookie-path_str>"
on page 132 and cookie-domain "<cookie-
domain_str>" on page 132.
http-header—Forwards subsequent
requests with the same value foran HTTP
header as the initial request to the same pool
member. Also configure http-header.

url-parameter—Forwards subsequent
requests with the same value for a URL
parameter as the initial request to the same
pool member. Also configure url -
parameter.

rewrite-cookie—Ifthe HTTP response has
a Set-Cookie: value that matches the value
specified by cookie-name "<cookie-name_
str>"on page 132, FortiWeb replaces the value
with a randomly generated cookie value.
FortiWeb forwards all subsequent requests
with this generated cookie value to the same
pool member.

embedded-cookie—Ifthe HTTP response
contains a cookie with the name specified by
cookie-name "<cookie-name_str>" on page
132, FortiWeb preserves the original cookie
value and adds a randomly generated cookie
value and a ~ (tilde) as a prefix. FortiWeb
forwards all subsequent requests with this
cookie and prefix to the same pool member.
ssl-session-id—Ifa cookie in the initial
request contains an SSL session ID value,
FortiWeb forwards subsequent requests with
the same session ID value to the same pool
member as the initial request. FortiWeb

Default
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Variable Description Default

preserves the original cookie name.
For persistence types that use cookies, you can use
the sessioncookie-enforce setting to maintain
persistence for transactions within a session. For
details, see server-policy policy on page 133.

cookie-name "<cookie- Enter a value to match or the name of the cookie No default.
name_str>" that FortiWeb inserts.

Available only when the persistence type uses a
cookie.

timeout "<timeout_int>" Enter the maximum amount of time between 300
requests that FortiWeb maintains persistence, in
seconds.

FortiWeb stops forwarding requests according to
the established persistence after this amount of
time has elapsed since it last received a request
from the client with the associated property (for
example, an IP address or cookie). Instead, it again
selects a pool member using the load balancing
method specified in the server pool configuration.

ipv4-netmask Enter the IPv4 subnet used for session persistence. 256.256.256.256
"<v4mask>"

For example, if IPv4 Netmask is 256.256.256.256,

FortiWeb can forward requests from IP addresses

192.0.2.1 and 192.0.2.2 to different server pool

members.

If IPv4 Netmask is 256.256.256.0, FortiWeb

forwards requests from IP addresses 192.0.2.1 and

192.0.2.2 to the same pool member.

ipv6-mask-length Enter the IPv6 network prefix used for session 128
"<vbmask>" persistence.

http-header "<http- Enter the name of the HTTP header that the No default.
header_str>" persistence feature uses to route requests.

url-parameter "<url- Enter the name of the URL parameter that the No default.
parameter_str>" persistence feature uses to route requests.

cookie-path "<cookie- Enter a path attribute for the cookie that FortiWWeb No default.
path_str>" inserts, if type { source-ip | persistent-cookie | asp-

sessionid | php-sessionid | jsp-sessionid | insert-
cookie | http-header | url-parameter | rewrite-cookie
| embedded-cookie | ssl-session-id } on page 130 is
insert-cookie.

cookie-domain "<cookie- Enter a domain attribute for the cookie that No default.
domain_str>" FortiWeb inserts, if type { source-ip | persistent-
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Variable Description Default

cookie | asp-sessionid | php-sessionid | jsp-
sessionid | insert-cookie | http-header | url-
parameter | rewrite-cookie | embedded-cookie | ssl-
session-id } on page 130 is insert-cookie.

secure-cookie {enable | Configure the secure cookie to force browsers to disable
disable} return the cookie only for HTTPS traffic.
Example

This example creates the persistence policy ip-persistence. When this policy is applied to a server pool, FortiWeb
forwards initial requests from an IP address using the load-balancing algorithm configured for the pool. It forwards any
subsequent requests with the same client IP address as the initial request to the same pool member. After FortiWeb has
not received a request from the IP address for 400 seconds, it forwards any subsequent initial requests from the IP
address using the load-balancing algorithm.

config server-policy persistence-policy
edit "ip-persistence"
set type source-ip
set timeout 400
next
end

Related topics

« server-policy server-pool on page 159

server-policy policy

Use this command to configure HTTP, FTP, and AD FS server policies.
FortiWeb applies only one server policy to each connection.

HTTP policy behavior varies by the operation mode. FTP and AD FS server policies are available only in Reverse Proxy
mode. For details, see FortiWeb Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides

When you switch the operation mode, FortiWeb deletes server policies from the
configuration file if they are not applicable in the current operation mode.

To determine which type of server policy to create, configure protocol {HTTP | FTP | ADFSPIP} on page 145.

Before you configure an HTTP server policy, you can configure several policies and profiles:

« Configure a virtual server and server pool. For details, see server-policy vserver on page 189 and server-policy
server-pool on page 159.
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To route traffic based on headers in the HTTP layer, configure one or more HTTP content routing policies. For
details, see server-policy http-content-routing-policy on page 108.

To restrict traffic based upon which hosts you want to protect, configure a group of protected host names. For
details, see server-policy allow-hosts on page 101.

If you plan to authenticate users, you need to configure users, user groups, and authentication rules and policy, and
include the policy in an inline web protection profile. For details, see user Idap-user on page 340, user local-user on
page 344, user ntim-user on page 345, user user-group on page 352, waf http-authen http-authen-rule on page 443,
and waf http-authen http-authen-policy on page 441.

To apply a web protection profile to a server policy, you must first configure them. For details, see waf web-
protection-profile inline-protection on page 598 (Reverse Proxy mode or either of the transparent modes), or waf
web-protection-profile offline-protection on page 607 (Offline Protection mode) .

If you want to use the FortiWeb appliance to apply SSL to connections instead of using physical servers, you must
also import a server certificate or create a Server Name Indication (SNI) configuration. For details, see system
certificate local on page 221, system certificate sni on page 227, and system certificate urlcert on page 231.

If you want the FortiWeb appliance to verify the certificate provided by an HTTP client to authenticate themselves,
you must also define a certificate verification rule. If you want to specify whether a client is required to present a
personal certificate or not based on the request URL, create a URL-based client certificate group. For details, see
system certificate verify on page 232.

You can also use SNMP traps to notify you of policy status changes, or when a policy enforces your network usage
policy. For details, see system snmp community on page 319.

Before you configure an FTP server policy, you need to:

Configure an FTP command restriction rule. For details, see waf ftp-command-restriction-rule on page 427.
Configure an FTP file check rule. For details, see waf ftp-file-security on page 429.

Enable IP reputation intelligence. For details, see waf ip-intelligence on page 468.

Create a geo IP rule. For details, see waf geo-block-list on page 433.

Create an IP list. For details, see waf ip-list on page 472.

Configure an FTP security inline profile. For details, see waf ftp-protection-profile.

Before you configure an AD FS server policy, you need to:

Configure a virtual server and server pool. For details, see server-policy vserver on page 189 and server-policy
server-pool on page 159.server-policy vserver on page 189

Import a certificate file and a CA file. For details, see system certificate local on page 221 and system certificate ca
on page 213.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.

Syntax

config server-policy policy

edit "<policy name>"
set allow-hosts "<hosts name>"
set block-port <port int>
set case-sensitive {enable | disable}
set certificate "<certificate name>"
set chunk-decode-enabled {enable | disable}
set client-certificate-forwarding {enable | disable}
set server-policy policy
set client-certificate-forwarding-sub-header "<header str>"
set client-real-ip {enable | disable}
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set
set
set
set
set

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

real-ip-addr <real-ip-addr str>

client-timeout <seconds int>

comment "<comment str>"

data-capture-port <port int>

deployment-mode {server-pool | http-content-routing
transparent-servers | wccp-servers}

ftp-protection-profile <profile name>

half-open-threshold <packets int>

hpkp-header "<hpkp name>"

hsts-header {enable | disable}

hsts-max-age <timeout int>

http2 {enable | disable}

http-header-timeout <seconds int>

http-pipeline {enable | disable}

http-to-https {enable | disable}

https-service "<service name>"

implicit ssl {enable | disable}

intermediate-certificate-group "<CA-group name>"

internal-cookie-httponly {enable | disable}

internal-cookie-secure {enable | disable}

internal-cookie-samesite {enable | disable}

internal-cookie-samesite-value {strict | lax | none}

monitor-mode {enable | disable}

noparse {enable | disable}

prefer-current-session {enable |disable}

protocol {HTTP | FTP | ADFSPIP}

server-pool "<server-pool name>"

service "<service name>"

proxy-protocol {enable | disable}

use-proxy-protocol-addr {enable | disable} on page 143

replacemsg <replacemsg name>
sessioncookie-enforce {enable | disable}

sni {enable | disable}

sni-certificate "<sni name>"

sni-strict {enable | disable}

certificate-type {enable | disable}
lets-certificate <name>

ssl {enable | disable}

ssl-cipher {medium | high | custom}
ssl-client-verify "<verifier name>"
ssl-custom-cipher {<cipher 1> <cipher2> <cipher3>
tlsl3-custom-cipher {<cipher 1> <cipher2> <cipher3>
ssl-noreg {enable | disable}

ssl-quiet-shutdown {enable | disable}
ssl-session-timeout <ssl-session-timeout int>

status {enable | disable}
syncookie {enable | disable}
tcp-recv-timeout <seconds int>
tls-v10 {enable | disable}
tls-v1ll {enable | disable}
tls-v12 {enable | disable}
tls-v13 {enable | disable}

urlcert {enable | disable}
urlcert-group "<urlcert-group name>"
urlcert-hlen <len int>

vserver "<vserver name>"

v-zone "<bridge name>"

FortiWeb CLI Reference

135

offline-protection |

Fortinet Technologies Inc.



config 136

set server-policy policy

set traffic-mirror {enable | disable}

set traffic-mirror-type {client-side | server-side| both-side}

set traffic-mirror-profile <traffic-mirror-profile str>

set adfs-certificate-ssl-client-verify <adfs-certificate-ssl-client-verify str>}
set adfs-certificate-service <adfs-certificate-service str>}

set multi-certificate {enable | disable}

set certificate-group <certificate-group str>}

set acceleration-policy <acceleration-policy str>

set web-cache {enable | disable}

set retry-on {enable | disable}

set retry-on-cache-size <retry-on-cache-size int>
set retry-on-connect-failure {enable | disable}

set retry-times-on-connect-failure <retry-times-on-connect-failure int>
set retry-on-http-layer {enable | disable}
set retry-times-on-http-layer <retry-times-on-http-layer int>
set retry-on-http-response-codes {404 | 408 | 500 | 501 | 502 | 503 | 504}
set replacemsg-on-connect-failure {disable | enable}
set tcp-conn-timeout <integer>
config http-content-routing-list
edit <entry index>
set content-routing-policy-name "<content-routing name>"

set is-default {yes | no}
set profile-inherit {enable | disable}
set server-policy policy
next
end
next
end
Variable Description Default
"<policy_name>" Enter the name of the policy. The No default.
maximum length is 63 characters.
To display the list of existing policies,
enter:
edit ?
allow-hosts "<hosts_name>" Enter the name of a protected hosts group No default.

to allow or reject connections based upon
whether the Host : field in the HTTP
header is empty or does or does not
match the protected hosts group. The
maximum length is 63 characters.

To display the list of existing groups,
enter:

edit ?

If you do not select a protected hosts
group, FortiWeb accepts pr blocks
requests based upon other criteria in the
policy or protection profile, but regardless
of the Host : field in the HTTP header.
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Variable Description Default

Note: Unlike HTTP 1.1, HTTP 1.0 does
not require the Host : field. The FortiWeb
appliance does not block HTTP 1.0
requests because they do not have this
field, regardless of whether or not you
have selected a protected hosts group.

block-port <port_int> Enter the number of the physical network  No default.
interface port that FortiWeb uses to send
TCP RST (reset) packets when a request
violates the policy. The valid range varies
by the number of physical ports on the
NIC.

For example, to send TCP RST from
portl, enter:
set block-port portl

Available only when the operating mode
is Offline Protection.

case-sensitive {enable | disable} Enable to differentiate uniform resource No default.
locators (URLs) according to upper case
and lower case letters for features that act
upon the URLs in the headers of HTTP
requests, such as block list rules, and
allow list rules.

For example, when enabled, an HTTP
request involving
http://www.Example.com/ would
not match protection profile features that
specify http://www.example.com
(difference highlighted in bold).

certificate "<certificate_name>" Enter the name of the certificate that No default.
FortiWeb uses to encrypt or decrypt SSL-
secured connections. The maximum
length is 63 characters.
To display the list of existing certificates,
enter:
edit ?
If sni {enable | disable} on page 147 is
enable, FortiWeb uses a Server Name
Indication (SNI) configuration instead of
or in addition to this server certificate. For
details, see sni {enable | disable} on page
147.
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Variable Description Default

This option is used only if https-service
"<service_name>"on page 143 is
configured.

chunk-decode-enabled {enable | disable} Enable or disable chunk decoding in the enable
response packets.

client-certificate-forwarding {enable | Enable to include the X.509 personal disable
disable} certificate presented by the client during
the SSL/TLS handshake, if any, in an x-
Client-Cert: HTTP header when
forwarding the traffic to the protected web
server.

FortiWeb still validates the client
certificate itself, but this can be useful if
the web server requires the client
certificate for the purpose of server-side
identity-based functionality.

client-certificate-forwarding-cert-header Enter a custom certificate header that will  x-client-cert
"<header_str>" include the Base64 certificate of the

X.509 personal certificate presented by

the client during the SSL/TLS handshake

when it forwards the traffic to the

protected web server.

client-certificate-forwarding-sub-header Enter a custom subject header that will x-client-dn
"<header_str>" include the subject of the X.509 personal

certificate presented by the client during

the SSL/TLS handshake when it forwards

the traffic to the protected web server.

client-real-ip {enable | disable} Enter enable to configure FortiWeb to disable
use the source IP address of the client
that originated the request when it
connects to a back-end server on behalf
of that client.

By default, when the operation mode is
Reverse Proxy, the source IP for
connections between FortiWeb and back-
end servers is the address of a FortiWeb
network interface.

Note: To ensure FortiWeb receives the
server's response, configure FortiWeb as
the server’s gateway.

Available only if the operating mode is

Reverse Proxy.
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Variable

real-ip-addr <real-ip-addr_str>

client-timeout <seconds_int>

comment "<comment_str>"

data-capture-port <port_int>

deployment-mode {server-pool | http-
content-routing | offline-protection |
transparent-servers | wccp-servers}
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Description Default

Specify an IP address or address range to  No default.
directly connect to the back-end server.

Enter the amount of time (in seconds)that 0
FortiWeb will keep open a connection with

an idle client that isn't sending data. The

valid range is 1-1200. A value of 0 means
that there is no timeout.

Enter a description or other comment. If No default.
the comment is more than one word or

contains special characters, surround the

comment with double quotes ( " ). The

maximum length is 999 characters.

Enter the network interface of incoming
traffic that the policy attempts to apply a
profile to. The IP address is ignored.
Available only if the operating mode is
offline inspection.

Specify the distribution method that No default.
FortiWeb uses when it forwards
connections accepted by this policy.

e server-pool—~Forwards

connections to a server pool.
Depending on the pool configuration,
FortiWeb either forwards
connections to a single physical
server or domain server or distributes
the connection among the pool
members. Also configure server-pool
"<server-pool_name>" on page 146.
This option is available only if the
operating mode is Reverse Proxy
mode.
http-content-routing—Use
HTTP content routing to route HTTP
requests to a specific server pool.
This option is available only if the
FortiWeb appliance is operating in
Reverse Proxy mode.
offline-detection — Allows
connections to pass through the
FortiWeb appliance and applies an
Offline Protection profile. Also
configure server-pool "<server-pool_
name>"on page 146. This is the only
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Variable

ftp-protection-profile <profile_name>

half-open-threshold <packets_int>

hpkp-header "<hpkp_name>"

FortiWeb CLI Reference

Description Default

option available if operating mode is
Offline Protection.

e transparent-servers—Allows
connections to pass through the
FortiWeb appliance and applies a
protection profile. Also configure
server-pool "<server-pool_name>"
on page 146. This is the only option
available when the operating mode is
either True Transparent Proxy or
Transparent Inspection.

« wccp-servers—FortiWeb is a Web
Cache Communication Protocol
(WCCP) client that receives traffic
from a FortiGate configured as a
WCCP server. Also configure server-
pool "<server-pool_name>" on page
146. This is the only option available
when the operation mode is WCCP.

Enter the FTP security profile to apply to No default.

connections that this policy monitors. If
you haven't created a profile yet, see waf
ftp-protection-profile or instructions about
creating one.

Enter the maximum number of TCP syN 8192
packets, including retransmission, that
FortiWeb allows to be sent per second to
a destination address. If this threshold is
exceeded, the FortiWeb appliance treats
the traffic as a DoS attack and ignores
additional traffic from that source address.
The valid range is 10—10,000.

Available only when the operating mode
is Reverse Proxy or True Transparent
Proxy and syncookie {enable | disable} on
page 152 is enabled.

Select an HPKP profile, if any, to use to No default.

verify certificates when clients attempt to
access a server.

HPKP prevents attackers from carrying
out Man in the Middle (MITM) attacks with
forged certificates.

Available only when the operating mode
is Reverse Proxy.
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Variable Description Default

hsts-header {enable | disable} Enable to combat MITM attacks on HTTP ~ disable
by injecting the RFC 6797
(http://tools.ietf.org/html/rfc6797) strict
transport security header into the reply,
such as:
Strict-Transport-Security:
max—-age=31536000;

This header forces the client to use
HTTPS for subsequent visits to this
domain. If the certificate does not
validate, it also causes a fatal connection
error: the client’'s web browser does not
display any dialog that allows the user to
override the certificate mismatch error
and continue.

Available only if https-service "<service_
name>" on page 143 is configured.

hsts-max-age <timeout_int> Enter the time to live in seconds for the 7776000
HSTS header.

Available only if hsts-header {enable |
disable} on page 141 is enabled.

The valid range is 3,600-31,536,000.

http2 {enable | disable} FortiWeb's HTTP/2 security inspectionis  disable
only supported for Revers Proxy mode
and True Transparent Proxy mode. This
option enables FortiWeb operating in
Reverse Proxy mode (see opmode
{offline-protection | reverse-proxy |
transparent | transparent-inspection |
wcep} on page 317) to negotiate HTTP/2
with clients via SSL ALPN (Application-
Layer Protocol Negotiation) during the
SSL handshake if the client's browser
supports HTTP/2 protocol. With the
HTTP/2 being enabled, FortiWebcan
recognize HTTP/2 traffic and apply the
security services to it. To enable HTTP/2
communication between the FortiWeb
and back-end web servers for HTTP/2
inspections in Reverse Proxy mode, see
http2 {enable | disable} on page 170.
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Variable Description Default

Available only when opmode is set to
reverse-proxy, deployment-mode
{server-pool | http-content-routing |
offline-protection | transparent-servers |
wccep-servers} on page 139 is set to
server-pool and https-service
"<service_name>" on page 143 is set
correctly. FortiWeb supports HTTP/2 only
for HTTPS connections and HTTP
Content Routing is not supported for
HTTP/2.

When opmode is setto transparent
and deployment-mode is set to
transparent-servers, thisis not
available. It only requires http2 {enable |
disable} on page 170 to enable the
HTTP/2 security inspections in True
Transparent Proxy mode; this option
here is not required. For more details
about HTTP/2 support, see the FortiWeb
Administration Guide:

http://docs.fortinet.com/fortiweb/admin-
guides

http-header-timeout <seconds_int> Enter the amount of time (in seconds) that 0
FortiWeb will wait for the whole
HTTP request header after a client sets
up a TCP connection. The valid range is
0-1200. A value of 0 means that there is
no timeout.

http-pipeline {enable | disable} Specify whether FortiWeb accelerates enable
transactions by bundling them inside the
same TCP connection, instead of waiting
for a response before sending/receiving
the next request. This can increase
performance when pages containing
many images, scripts, and other auxiliary
files are all hosted on the same domain,
and therefore logically could use the
same connection.

When FortiWeb is operating in Reverse
Proxy or True Transparent Proxy mode, it
can automatically use HTTP pipelining for
requests with the following
characteristics:

o HTTP versionis 1.1
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Variable Description

« The Connection general-header field
does not include the "close" option
(for example, Connection:
close)

o The HTTP method is GET or HEAD

http-to-https {enable | disable} Specify enable to automatically redirect
all HTTP requests to the HTTPS service
with the same URL and parameters.

Also configure https-service and ensure
service uses port 443 (the default).

FortiWeb does not apply the protection
profile for this policy (specified by server-
policy policy on page 133) to the
redirected traffic.

Available only when the operation mode
is Reverse Proxy.

https-service "<service_name>" Enter the custom or predefined service
that defines the port number on which the
virtual server receives HTTPS traffic. The
maximum length is 63 characters.

To display the list of existing services,
enter:

edit ?

Available only when the operating mode
is Reverse Proxy. For other operation
modes, use the server pool configuration
to enable SSL inspection instead.

proxy-protocol {enable | disable} Enable this option when proxy servers or
load balancers are installed before
FortiWeb, for example, when a load
balancer with proxy protocol enabled is
deployed before FortiWeb-VM on AWS.

When Proxy Protocol is enabled,
FortiWeb can receive client connection
information in the proxy protocol package
passed through proxy servers and load
balancers.

use-proxy-protocol-addr {enable | disable}  Enable to use the source address of the
proxy protocol in server policy.

If disabled, the source address of the
connection will be used.
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Default

disable

No default.

disable

enable
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Variable Description Default

replacemsg <replacemsg_name> Select the replacement message to apply  No default.
to the policy.

intermediate-certificate-group "<CA- Enter the name of an intermediate No default.

group_name>" certificate authority (CA) group, if any,

that FortiWeb uses to validate the CA
signing chain in a client’s certificate. The
maximum length is 63 characters.

To display the list of existing groups,
enter:

edit ?

Available only if https-service "<service
name>" on page 143 is configured.

internal-cookie-httponly {enable | disable}  Enable to assign an httponly flag to enable
internal cookies. This feature is
independent of the Cookie Security
policy, if any, that you have in use.

internal-cookie-secure {enable | disable} Enable to assign a secure flag tointernal disable
cookies. This flag can only be assigned if
the connection is over SSL. This feature is
independent of the Cookie Security
policy, if any, that you have in use.

internal-cookie-samesite {enable | disable} Enable to assign a SameSite flag to disable
internal cookies. This feature is
independent of the Cookie Security
policy, if any, that you have in use.

If enabled, it applies to User Tracking,
Anomaly Detection, Site Publish, and
Client Management.

internal-cookie-samesite-value {strict | lax | « strict: any request from the third lax
none} parties will not carry such cookies;
« lax: any request from the third parties
will not carry such cookies except for
GET requests that navigate to the
destination URL.
« none: set the value as none if a
cookie is required to be sent by cross
origin.

monitor-mode {enable | disable} Enable to override deny and redirect disable
actions defined in the server protection
rules for the selected policy. This setting
enables FortiWeb to log attacks without
performing the deny or redirect action.
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Variable Description Default

Disable to allow FortiWeb to perform
attack deny/redirect actions as defined by
the server protection rules.

noparse {enable | disable} Enable this option to apply the server disable
policy as a pure proxy, without parsing the
content. In this case, the policy allows all
traffic to pass through the FortiWeb
appliance without applying any protection
rules. See also "debug application http"
on page 1 and debug flow trace on page
654.

This option applies to server policy only
when the FortiWeb appliance operates in
Reverse Proxy or True Transparent Proxy
mode.

Caution: Use this only during debugging
and for as brief a period as possible. This
feature disables many protection
features. See also http-parse-error-output
{enable | disable} on page 61.

prefer-current-session {enable |disable} Enable to forward subsequent requests disable
from an identified client connection to the
same server pool as the initial connection
from the client.

This option allows FortiWeb to improve its
performance by skipping the process of
matching HTTP header content to content
routing policies for connections it has
already evaluated and routed.

Available only when deployment-mode
{server-pool | http-content-routing |
offline-protection | transparent-servers |
wccep-servers} on page 139is http-
content-routing.

protocol {HTTP | FTP | ADFSPIP} Select one of the following: HTTP
« HTTP—Specifies that the server
policy governs HTTP traffic. Specific
options for configuring an HTTP
server policy become available.
« FTP—Specifies that the server policy
governs FTP traffic. Specific options
for configuring an FTP server policy
become available.
- ADFSPIP—Specifies that the server
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Variable Description Default

policy governs AD FS traffic. Specific
options for configuring an AD FS
server policy become available.

server-pool "<server-pool_name>" Enter the name of the server pool whose No default.
members receive the connections.

To display the list of existing servers,
enter:

edit ?

This field is applicable only if deployment-
mode {server-pool | http-content-routing |
offline-protection | transparent-servers |
wccep-servers} on page 139 is server-
pool,offline-protectionor
transparent-servers.

Caution: Multiple virtual servers/policies
can forward traffic to the same server
pool. If you do this, consider the total
maximum load of connections that all
virtual servers forward to your server pool.
This configuration can multiply traffic
forwarded to your server pool, which can
overload it and cause dropped
connections.

service "<service_name>" Enter the custom or predefined service No default.
that defines the port number on which the
virtual server receives HTTP traffic. The
maximum length is 63 characters.

To display the list of existing services,
enter:

edit 2

Available only when the operating mode
is Reverse Proxy.

sessioncookie-enforce {enable | disable} « enable—When FortiWeb maintains  disable

session persistence using cookies, it
inserts a cookie in subsequent
transactions in a session if the
transaction does not contain a
control cookie.

This option is useful if your environment

uses TCP multiplexing, which combines

HTTP requests from multiple clients in a

single session for load balancing or other

purposes.
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Variable

sni {enable | disable}

sni-certificate "<sni_name>"
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Description Default

o disable—When FortiWeb
maintains session persistence using
cookies, it tracks or inserts the cookie
for the first transaction of a session
only. It does not track or insert a
cookie in subsequent transactions in
the session, even if the transaction
does not contain a control cookie.

For details about configuring session
persistence, see server-policy
persistence-policy on page 129.

Enable to use a Server Name Indication disable
(SNI) configuration instead of or in

addition to the server certificate specified

by certificate <certificate

name>.

The SNI configuration enables FortiWWeb
to determine which certificate to present
on behalf of the members of a pool based
on the domain in the client request. For
details, see system certificate sni on page
227.

If you specify both a SNI configuration
and a certificate, FortiWeb uses the
certificate specified by certificate
"<certificate_name>" on page 137 when
the requested domain does not match a
value in the SNI configuration.

If you enable sni-strict {enable | disable}
on page 148, FortiWeb always ignores
the value of certificate "<certificate
name>" on page 137.

Available only if https-service "<service_
name>" on page 143 is configured.

Enter the name of the Server Name No default.
Indication (SNI) configuration that

specifies which certificate FortiWeb uses

when encrypting or decrypting SSL-

secured connections for a specified

domain.

The SNI configuration enables FortiWWeb

to present different certificates on behalf

of the members of a pool according to the

requested domain.
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Variable Description Default

If only one certificate is required to
encrypt and decrypt traffic that this policy
applies to, specify certificate "<certificate_
name>" on page 137 instead.

Available only if https-service "<service_
name>"on page 143 is configured.

sni-strict {enable | disable} Select to configure FortiWeb to ignorethe disable
value of certificate "<certificate_name>"
on page 137 when it determines which
certificate to present on behalf of server
pool members, even if the domain in a
client request does not match a value in
the specified SNI configuration.

certificate-type {enable | disable} Enable allow FortiWeb to automatically disable
retrieve CA certificates from Let's Encrypt.

lets-certificate <name> Select the Letsencrypt certificate you No default.
have created. See system certificate
letsencrypt.

ssl {enable | disable} Enable so that connections between disable

clients and FortiWeb use SSL/TLS.
Enabling ss1 will allow you to configure
additional SSL options and settings,
including specifying supported

SSL protocols and uploading certificates.

ssl-cipher {medium | high | custom} Specify whether the set of cipher suites medium
that FortiWeb allows creates a medium-
security, high-security, or custom
configuration.
If custom, also specify ss1-custom-
cipher.
This is not allowed to set to custom if
http2issettoenable.
For details, see the FortiWeb
Administration Guide:
http://docs.fortinet.com/fortiweb/admin-
guides
Available only if https-service "<service
name>" on page 143 is configured.

ssl-client-verify "<verifier_name>" Enter the name of a certificate verifier, if No default.
any, to use when an HTTP client presents
their personal certificate. If you do not
select one, the client is not required to
present a personal certificate.
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Variable

ssl-custom-cipher {<cipher_1> <cipher2>
<cipher3> ...}
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Description Default

If the client presents an invalid certificate,
the FortiWeb appliance does not allow the
connection.

To be valid, a client certificate must:
« Not be expired
« Not be revoked by either the
certificate revocation list (CRL) (see
system certificate verify on page 232)
« Be signed by a certificate authority
(CA) whose certificate you have
imported into the FortiWeb
appliance; if the certificate has been
signed by a chain of intermediate
CAs, those certificates must be
included in an intermediate CA group
(see intermediate-certificate-group
"<CA-group_name>" on page 144)
« Contain a ca field whose value
matches the CA certificate
« Contain an Issuer field whose
value matches the Subject field in
the CA certificate
Personal certificates, sometimes also
called user certificates, establish the
identity of the person connecting to the
website.
You can require that clients present a
certificate alternatively or in addition to
HTTP authentication. For details, see the
FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-
guides
The maximum length is 63 characters.
To display the list of existing verifiers,
type:
edit ?
This option is used only if https-service
"<service_name>"on page 143 is
configured.
The client must support TLS 1.0, TLS 1.1,
or TLS 1.2.

ECDHE-
ECDSA-
AES256-GCM-
SHA384

Specify one or more cipher suites that
FortiWeb allows.

Fortinet Technologies Inc.


http://docs.fortinet.com/fortiweb/admin-guides
http://docs.fortinet.com/fortiweb/admin-guides

config

Variable
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Description

Separate the name of each cipher with a
space. To remove from or add to the list of

ciphers, retype the entire list.
Valid values are:

ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY 1305
DHE-RSA-CHACHA20-POLY1305

ECDHE-ECDSA-AES256-CCM8
ECDHE-ECDSA-AES256-CCM
DHE-RSA-AES256-CCM8
DHE-RSA-AES256-CCM

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
DHE-DSS-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES128-CCM8
ECDHE-ECDSA-AES128-CCM
DHE-RSA-AES128-CCM8
DHE-RSA-AES128-CCM

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA384
DHE-RSA-AES256-SHA256
DHE-DSS-AES256-SHA256

ECDHE-ECDSA-CAMELLIA256-SHA384
ECDHE-RSA-CAMELLIA256-SHA384
DHE-RSA-CAMELLIA256-SHA256
DHE-DSS-CAMELLIA256-SHA256
ECDHE-ECDSA-AES128-SHA256

ECDHE-RSA-AES128-SHA256
DHE-RSA-AES128-SHA256
DHE-DSS-AES128-SHA256

ECDHE-ECDSA-CAMELLIA128-SHA256
ECDHE-RSA-CAMELLIA128-SHA256
DHE-RSA-CAMELLIA128-SHA256
DHE-DSS-CAMELLIA128-SHA256

ECDHE-ECDSA-AES256-SHA

150

Default

ECDHE-RSA-
AES256-GCM-
SHA384

ECDHE-
ECDSA-
CHACHA20-
POLY 1305

ECDHE-RSA-
CHACHA20-
POLY1305

ECDHE-
ECDSA-
AES128-GCM-
SHA256

ECDHE-RSA-
AES128-GCM-
SHA256

ECDHE-
ECDSA-
AES256-
SHA384

ECDHE-RSA-
AES256-
SHA384

ECDHE-
ECDSA-
AES128-
SHA256
ECDHE-RSA-
AES128-
SHA256
ECDHE-
ECDSA-
AES256-SHA
ECDHE-RSA-
AES256-SHA
ECDHE-
ECDSA-
AES128-SHA
ECDHE-RSA-
AES128-SHA
AES256-GCM-
SHA384
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Variable Description Default
ECDHE-RSA-AES256-SHA AES128-GCM-
DHE-RSA-AES256-SHA SHA256
DHE-DSS-AES256-SHA AES256-
DHE-RSA-CAMELLIA256-SHA SHA256
DHE-DSS-CAMELLIA256-SHA AES128-
SHA256

ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA
DHE-RSA-CAMELLIA128-SHA
DHE-DSS-CAMELLIA128-SHA
AES256-GCM-SHA384
AES256-CCM8

AES256-CCM
AES128-GCM-SHA256
AES128-CCM8

AES128-CCM
AES256-SHA256
CAMELLIA256-SHA256
AES128-SHA256
CAMELLIA128-SHA256
AES256-SHA
CAMELLIA256-SHA
AES128-SHA
CAMELLIA128-SHA
DHE-RSA-SEED-SHA
ECDHE_RSA_DES_CBC3_SHA
DES_CBC3_SHA

tls13-custom-cipher {<cipher_1> Specify one or more TLS 1.3 cipher suites
<cipher2> <cipher3> ...} that FortiWeb allows. TLS_AES

Separate the name of each cipher with a 256_GCM_
space. To remove from or add to the listof SHA384
ciphers, retype the entire list.

Valid values are:

TLS_AES _256_GCM_SHA384
TLS_CHACHA20 POLY1305_SHA256
TLS_AES_128 GCM_SHA256
TLS_AES 128 CCM_SHA256
TLS_AES_128 CCM_8 SHA256
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Variable Description

ssl-noreg {enable | disable} Specify whether FortiWeb ignores
requests from clients to renegotiate TLS
or SSL.

Protects against denial-of-service (DoS)
attacks that use TLS/SSL renegotiation to
overburden the server.

Available only if https-service "<service
name>" on page 143 is configured.

ssl-session-timeout <ssl-session-timeout_  When FortiWeb is configured as an SSL

int> server, you can set SSL session timeout
intervals via the CLI. This is available only
in Reverse Proxy and True Transparent
Proxy modes.

status {enable | disable} Enable to allow the policy to be used
when evaluating traffic for a matching
policy.
Note: You can use SNMP traps to notify
you of changes to the policy’s status. For
details, see system snmp community on
page 319.

syncookie {enable | disable} Enable to detect TCP sYN flood attacks.

For details, see the FortiWeb
Administration Guide:

http://docs.fortinet.com/fortiweb/admin-
guides

Available only when the operating mode
is Reverse Proxy or True Transparent
Proxy.

tcp-recv-timeout <seconds_int> Enter the amount of time (in seconds) that
FortiWeb will wait for a client to send a
request after the client setsup a
TCP connection. The valid range is 0—
300. A value of 0 means that there is no
timeout.

tls-v10 {enable | disable} Specifies whether clients can connect
securely to FortiWeb using the TLS 1.0
cryptographic protocol.
This must be setto disable if http2
{enable | disable} on page 141 is set to
enable.
Available only if https-service "<service__
name>"on page 143 is configured.
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Default

enable

No default.

No default.

disable

enable
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Variable Description Default

tls-v11 {enable | disable} Specifies whether clients can connect enable
securely to FortiWeb using the TLS 1.1
cryptographic protocol.

This must be setto disable if http2
{enable | disable} on page 141 is set to
enable.

Available only if https-service "<service
name>" on page 143 is configured.

tls-v12 {enable | disable} Specifies whether clients can connect enable
securely to FortiWeb using the TLS 1.2
cryptographic protocol.

Available only if https-service "<service__
name>"on page 143 is configured.

tls-v13 {enable | disable} Specifies whether clients can connect enable
securely to FortiWeb using the TLS 1.3
cryptographic protocol.

Available only if https-service "<service_
name>" on page 143 is configured.

urlcert {enable | disable} Specifies whether FortiWeb uses a URL-  disable
based client certificate group to determine
whether a client is required to present a
personal certificate.

Available only if https-service "<service_
name>" on page 143 is configured.

urlcert-group "<urlcert-group_name>" Enter the URL-based client certificate No default.
group that determines whether a client is
required to present a personal certificate.
If the URL the client requests does not
match an entry in the group, the client is
not required to present a personal
certificate.
For details about creating a group, see
system certificate urlcert on page 231.

urlcert-hlen <len_int> Specify the maximum allowed length for No default.
an HTTP request with a URL that
matches an entry in the URL-based client
certificate group, in kilobytes.
FortiWeb blocks any matching requests
that exceed the specified size.
This setting prevents a request from
exceeding the maximum buffer size.

The valid range is 16—10240.

FortiWeb CLI Reference Fortinet Technologies Inc.



config 154

Variable Description Default

vserver "<vserver_name>" Enter the name of a virtual server that No default.
provides the IP address and network
interface of incoming traffic that FortiWeb
routes and to which the policy applies a
protection profile. The maximum length is
63 characters.

To display the list of existing virtual
servers, enter:

edit ?

Available only if the operating mode is
Reverse Proxy.

v-zone "<bridge_name>" Enter the name of the bridge that No default.
specifies the network interface of the
incoming traffic that the policy applies a
protection profile to. The maximum length
is 15 characters.

To display the list of existing bridges,
enter:

edit ?

Available only if the operating mode is
True Transparent Proxy or Transparent
Inspection.

Note: If the connection fails when you
have selected a certificate verifier, verify
that the certificate meets the web
browser’s requirements. Web browsers
may have their own certificate validation
requirements in addition to FortiWeb
requirements. For example, personal
certificates for client authentication may
be required to either:
« Not be restricted in usage/purpose
by the CA, or
« ContainaKey Usage field that
contains Digital Signature or
have a ExtendedKeyUsage or
EnhancedKeyUsage field whose
value contains
Client Authentication
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Variable Description Default

If the certificate does not satisfy browser
requirements, although it may be installed
in the browser, when the FortiWeb
appliance requests the client’s certificate,
the browser may not display a certificate
selection dialog to the user, or the dialog
may not contain that certificate. In that
case, verification fails. For browser
requirements, see your web browser’s
documentation.

<entry_index> Enter the index number of the individual No default.
entry in the table.

content-routing-policy-name "<content- Enter the name of a HTTP content routing  No default.
routing_name>" policy that this server policy uses.

To display the list of existing error pages,

enter:

edit 2
is-default {yes | no} Enter yes to specify that FortiWeb applies No default.

the protection profile to any traffic that
does not match conditions specified in the
HTTP content routing policies.

profile-inherit {enable | disable} Enter enable to specify that FortiWeb disable
applies the web protection profile for the
server policy to connections that match
the routing policy.

implicit_ssl {enable | disable} Enable so that FortiWeb will communicate No default.
with the pool member using implicit SSL.

ssl-quiet-shutdown {enable | disable} For HTTPS connection, when disabled, disable
FortiWeb sends ssl alert message to the
client or server pool first, and then FIN.
When enabled, FortiWeb directly sends
FIN message instead of sending ssl alert
message.

traffic-mirror {enable | disable} Enable to send traffic to third party disable
IPS/IDS devices through network
interfaces for traffic monitoring.
Available only when protocol {HTTP | FTP
| ADFSPIP} on page 145is HTTP.

traffic-mirror-profile <traffic-mirror-profile_  Select the mirror policy created. No default.
str>

traffic-mirror-type {client-side | server-side| Select the traffic mirror type. No default.
both-side}
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Variable

multi-certificate {enable | disable}

adfs-certificate-service <adfs-certificate-
service_str>}

adfs-certificate-ssl-client-verify <adfs-
certificate-ssl-client-verify_str>}

certificate-group <certificate-group_str>}
acceleration-policy <acceleration-policy_
str>

web-cache {enable | disable}

real-ip-addr <real-ip-addr_str>

retry-on {enable | disable}

FortiWeb CLI Reference

Description

For True Transparent Proxy mode, only
Client Side type is available, which only
allows traffic from client side to be sent to
IPS/IDS devices.

For Reverse Proxy mode, you can select
Client Side, Server Side, or Client and
Server.

Enable to allow FortiWeb to use multiple
local certificates.

Configure this option if the AD FS server
requires client certificate for
authentication.

Select the pre-defined service
TLSCLIENTPORT if FortiWeb uses
service port 49443 to listen the
certification authentication requests.

Select the certificate validation rule you
have created.

Select the multi-certificate file you have
created.

Select the acceleration policy you have
created.

Enable to create a web cache policy to
allow FortiWeb to cache responses from
your servers.

Specify an IP address or address range to
directly connect to the back-end server.

Enable to configure whether to retry a
failed TCP connection or HTTP request in
Reverse Proxy mode.

A TCP connection failure retry can help
when pserver is unreachable
unexpectedly, FortiWeb will reconnect the
single server or switch to the other

server when more than one pserver is
available in the server pool.

An HTTP layer retry can help when
pserver can be connected but it returns

156

Default

disable

No default.

No default.

No default.

No default.

disable

No default.

disable
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Variable Description Default

certain failure response codes, such as
404, 408, 500, 501, 502, 503, and 504.
FortiWeb will reconnect the single server
or switch to the other server when more
than one pserver is available in the server

pool.
retry-on-cache-size <retry-on-cache-size_  Enter a cache size limit for the HTTP 512
int> request packet.

HTTP failure retry will take effect once the
request packet size is smaller than this
defined size.

TCP connection failure retry will take
effect once the HTTP request packet

size in TCP connection is smaller than
this defined size.

retry-on-connect-failure {enable | disable} = Enable to configure the retry times in case disable
of any TCP connection failure.

retry-times-on-connect-failure <retry- Enter the retry times when FortiWeb 3
times-on-connect-failure_int> reconnects the single server or switch to
the other pserver. The valid range is 1-5.

retry-on-http-layer {enable | disable} Enable to configure the retry times and enable
failure response code in case of any
HTTP connection failure.
Only GET and HEAD methods are
supported now.

retry-times-on-http-layer <retry-times-on- Enter the retry times when FortiWeb 3
http-layer_int> reconnects the single server or switch to
the other pserver. The valid range is 1-5.

retry-on-http-response-codes {404 | 408 | Select the failure return code when All values
500 | 501|502 | 503 | 504} pserver can be connected to determine

enabling HTTP failure retry.
replacemsg-on-connect-failure {disable | If this option is enabled, when the health disable
enable} check is disabled and the back-end server

is not responsive, FortiWeb will send the
503 error code to the client.

When enabled, you should also configure
tcp-conn-timeout to specify the
timeout value.
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Description Default

tcp-conn-timeout <integer> When the health check is disabled and 120

Example

the back-end server is not responsive,
FortiWeb will wait for the specified time
until it sends the 503 error code. It's
recommended to set a value smaller than
20 (seconds). This is to avoid too many
times of retry being accumulated during
the waiting time, which may cause the
connection to be closed before FortiWWeb
has the chance to send the error code.

This option is at the server policy level.
You can also set the tcp-usertimeout
under system network-option which
affects all server policies on FortiWeb
appliance. If the timeout is configured
both at the policy and the appliance level,
FortiWeb will take the value whichever is
smaller.

Sometimes when there is a third device,
such as a gateway, deployed between
FortiWeb and the back-end server,
FortiWeb will directly get the status code
from the third device instead of waiting
along the timeout period.

The valid range for this option is 0-600
(seconds).

0 means FortiWeb will send 503 error
code as soon as it detects the back-end
server is not responsive.

This example configures a web protection server policy. FortiWeb forwards HTTPS connections received by the virtual
servernamed virtual ipl to aserver pool named apachel, which contains a single physical server. FortiWeb uses
the certificate named certificatel during SSL negotiations with the client, then forwards traffic to the server pool.

config server-policy policy

edit "https-policy"

set
set
set
set
set
set
set
set
set

deployment-mode server-pool

vserver "virtual ipl"

server-pool "apachel"
web-protection-profile "inline-protectionl"
https-service HTTPS

certificate "certificatel"
ssl-client-verify

case-sensitive disable

status enable
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next
end

Related topics

« server-policy allow-hosts on page 101

« system certificate local on page 221

« system certificate ocsp-stapling on page 225

« server-policy http-content-routing-policy on page 108

« server-policy server-pool on page 159

« server-policy service custom on page 183

« server-policy vserver on page 189

« system snmp community on page 319

« system settings on page 316

« system v-zone on page 332

« waf web-protection-profile inline-protection on page 598
« waf web-protection-profile offline-protection on page 607
« "debug application dssl" on page 1

« "debug application http" on page 1

« "debug application ss|" on page 1

« "debug application ustack" on page 1

« debug flow filter on page 651

« policy on page 687

server-policy server-pool

Use this command to configure an HTTP, FTP, or AD FS server pool.

Server pools define a group of one or more physical or domain servers (web servers) that FortiWeb distributes
connections among, or where the connections pass through to, depending on the operation mode. Reverse Proxy mode
actively distributes connections; Offline Protection and either of the transparent modes do not actively distribute
connections.

To apply the server pool configuration, do one of the following:

« Selectitin a server policy directly.
« Selectitin an HTTP content writing policy that you can, in turn, select in a server policy.

For details, see server-policy policy on page 133 and server-policy http-content-routing-policy on page 108.

To determine which type of server policy to create, configure protocol {HTTP | FTP | ADFSPIP} on page 164. If you're
planning to configure an FTP server policy, you'll need to confirm that system feature-visibility on page 245 is enabled.
For details, see system feature-visibility on page 245.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.
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Syntax

config server-policy server-pool
edit "<server-pool name>"

set
set
set
set

set
set
set
set
set
set
set
set
set

set
set
set

comment "<comment str>"
health "<health-check name>"

160

http-reuse {aggressive | always | never | safe}

lb-algo {least-connections | round-robin | weighted-round-robin | uri-hash |
full-uri-hash | host-hash | host-domain-hash | src-ip-hash}

persistence "<persistence-policy name>"

protocol {HTTP | FTP | ADFSPIP}
reuse-conn-idle-time <int>
reuse-conn-max—-count <int>
reuse-conn-max-request <int>
reuse-conn-total-time <int>
server-balance {enable | disable}
server-pool-id

type {offline-protection | reverse-proxy | transparent-servers-for-ti |
transparent-servers-for-tp | transparent-servers-for-wccp}
proxy-protocol {enable | disable}

proxy-protocol-version {vl | v2}
adfs-server-name <adfs-server—-name str>

config pserver-list
edit <entry index>

set analyzer-policy "<fortianalyzer-policy name>"
set backup-server {enable | disable}

set certificate "<certificate name>"

set certificate-verify "<verifier name>"

set client-certificate "<client-certificate name>"

set client-certificate-forwarding {enable | disable}
set client-certificate-forwarding-cert-header "<header str>"
set client-certificate-forwarding-sub-header "<header str>"

set client-certificate-proxy {enable | disable}
set client-certificate-proxy-sign-ca <sign ca>
set conn-limit <conn-limit int>

set domain "<server fqgdn>"

set health-check-inherit {enable | disable}

set hlck-domain <hlck-domain str>

set hpkp-header "<hpkp name>"

set hsts-header {enable | disable}

set hsts-max-age <timeout int>

set http2 {enable | disable}

set implicit ssl {enable | disable}

set intermediate-certificate-group "<CA-group name>"

set ip {"address ipv4" | "address_ ipv6"}

set port <port int>

set server-certificate-verify {enable | disable}

set server-certificate-verify-action {alert | alert deny |

set server-certificate-verify-policy "<policy name>"

set recover <recover int>

set server-side-sni {enable | disable}

set server-type {physical | domain | sdn-connector}
set sdn-addr-type public {private | public | all}
set sdn {aws | azure}

set filter <string>

set session-id-reuse {enable | disable}

set session-ticket-reuse {enable | disable}
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set sni {enable | disable}
set sni-certificate "<sni name>"
set sni-strict {enable | disable}

set certificate-type {enable | disable}

set lets-certificate <name>

set ssl {enable | disable}

set ssl-cipher {medium | high | custom}

set ssl-custom-cipher {<cipher 1> <cipher2> <cipher3> ...}
set tlsl3-custom-cipher on page 178

set ssl-noreg {enable | disable}

set ssl-quiet-shutdown {enable | disable}
set ssl-session-timeout <ssl-session-timeout int> on page 182
set status {disable |enable | maintain}
set tls-v10 {enable | disable}

set tls-v1ll {enable | disable}

set tls-v12 {enable | disable}

set tls-v13 {enable | disable} on page 180
set url-cert {enable | disable}

set urlcert-group "<urlcert-group name>"
set urlcert-hlen <len int>

set warm-rate <warm-rate_ int>

set warm-up <warm-up_ int>

set weight <weight int>

set adfs-username <adfs-username str>

set adfs-password <adfs-password str>

set multi-certificate {enable | disable}
set certificate-group <certificate-group str>
next
end
next
end
Variable Description Default

Enter the name of the server pool. The maximum length  No default.

"<server-pool_name>" i
is 63 characters.
To display the list of existing servers, enter:

edit ?

Enter a description or other comment. If the commentis  No default.
more than one word or contains special characters,

surround the comment with double quotes ( " ). The

maximum length is 199 characters.

comment "<comment_str>"

health "<health-check_ Enter the name of a server health check FortiWeb uses ~ No default.
to determine the responsiveness of server pool
members. The maximum length is 63 characters.

name>"
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Variable Description Default

When you specify a health check for the pool, by default,
all pool members use that health check. To select a
different health check for a pool member, in the pool
member configuration, specify disable for health-
check-inherit and the health check to use for
health.

To display the list of existing health checks, enter:

edit 2

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
reverse-proxy and server-balance {enable | disable}
on page 165 is enable.

Note: If a pool member is unresponsive, wait until the
server becomes responsive again before disabling its
server health check. Server health checks record the up
or down status of the server. If you deactivate the server
health check while the server is unresponsive, the
server health check cannot update the recorded status,
and FortiWeb continues to regard the physical server as
if it were unresponsive. You can determine the physical
server’s connectivity status using the Service Status
widget or an SNMP trap. For details, see system snmp
community on page 319.

Configure multiplexing so that FortiWeb uses a single never
connection to a server for requests from multiple clients.
Enter one of these options:

« aggressive—The first request from a client can
use a cached server connection only when the
cached server connection has been used by more
than one client.

« always—Client requests will use an available
connection cached server connection.

« never—Disable multiplexing.

« safe—A client will establish a new connection for
the first request, but will use an available cached
server connection for subsequent requests.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

http-reuse {aggressive
| always | never | safe}

Select the load-balancing algorithms that FortiWeb uses round-robin
when it distributes new connections among server pool
members.
e least-connections—Distributes new
connections to the member with the fewest number
of existing, fully-formed connections.

Ib-algo {least-connections |
round-robin | weighted-

round-robin | uri-hash | full-
uri-hash | host-hash | host-
domain-hash | src-ip-hash}
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Variable

persistence "<persistence-
policy _name>"
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Description Default

« round-robin—Distributes new connections to the
next member of the server pool, regardless of
weight, response time, traffic load, or number of
existing connections. Unresponsive servers are
avoided.

o weighted-round-robin—Distributes new
connections using the round robin method, except
that members with a higher weight value receive a
larger percentage of connections.

o uri-hash—Distributes new TCP connections
using a hash algorithm based on the URI found in
the HTTP header, excluding hostname.

e full-uri-hash—Distributes new TCP
connections using a hash algorithm based on the
full URI string found in the HTTP header. The full
URI string includes the hostname and path.

« host-hash—Distributes new TCP connections
using a hash algorithm based on the hostname in
the HTTP Request header Host field.

e host-domain-hash—Distributes new TCP
connections using a hash algorithm based on the
domain name in the HTTP Request header Host
field.

e src-ip-hash—Distributes new TCP connections
using a hash algorithm based on the source IP
address of the request.

Note: When protocol {HTTP | FTP | ADFSPIP} on page
164 is setto FTP, only round-robin, weighted-
round-robin, least-connections,and src-ip-
hash are available.

For hash-based methods, if you specify a value for
persistence, after an initial client request, FortiWeb
routes any subsequent requests according to the
persistence method. Otherwise, it routes subsequent
requests according to the hash-based algorithm.
Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
reverse-proxy and server-balance {enable | disable}
on page 165 is enable.

Enter the name of the persistence policy that specifiesa  No default.
session persistence method and timeout to apply to the

pool.

For details, see server-policy persistence-policy on page

129.
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Variable Description Default

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter a name for the AD FS Server. It should be the No default.
federation service name. This option is mandatory if the

AD FS Server needs to verify the server name in the

SSL handshake.

This is only available if the server pool type is ADFSPIP.

adfs-server-name <adfs-
server-name_str>

protocol {HTTP | FTP | Select one of the following: HTTP
ADFSPIP} « HTTP—Specifies that the server pool governs
HTTP traffic. Specific options for configuring an
HTTP server pool become available.
« FTP—Specifies that the server pool governs
FTP traffic. Specific options for configuring an
FTP server pool become available.
« ADFSPIP—Specifies that the server pool governs
ADFSPIP traffic. Specific options for configuring an
ADFSPIP server pool become available.

proxy-protocol {enable | If the back-end server enables proxy protocol, you need  disable
disable} to enable the Proxy Protocol option on FortiWeb so that

the TCP SSL and HTTP traffic can successfully go

through. The real IP address of the client will be included

in the proxy protocol header.

Available only if the type {offline-protection | reverse-

proxy | transparent-servers-for-ti | transparent-servers-

for-tp | transparent-servers-for-wccp} is Reverse Proxy,

True Transparent Proxy, Offline Protection, or

Transparent Inspection.

proxy-protocol-version {1 | Select the proxy protocol version for the back-end v1
v2} server.

Available only if the type {offline-protection | reverse-

proxy | transparent-servers-for-ti | transparent-servers-

for-tp | transparent-servers-for-wccp} is Reverse Proxy,

or True Transparent Proxy.

Enter an idle time limit for a cached server connection. If 10
a cached server connection remains idle for the set
duration, it will be closed. The valid range is 1—-1000.

reuse-conn-idle-time <int>

Enter the maximum number of allowed cached server 100
connections. If FortiWeb meets the set number, no more
cached server connections will be established. The valid

range is 1-1000 for each pserver.

reuse-conn-max-count
<int>
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Variable Description Default

Note: The minimum number of cached connections
depends on the number of CPU kernels of the FortiWeb
platform. For example, a FortiWeb 4000E has 40 CPU
kernels, so there are always at least 40 reusable
connections for each pserver. In addition, the valid
range is set for each pserver; if there are two pservers
and you enter a value of 1000, there will be up to 2000
reusable connections.

Enter the maximum number of HTTP responses thatthe 100
cached server connection may handle. If a cached

server connection meets the set number, it will be

closed. The valid range is 1-1000.

reuse-conn-max-request
<int>

Enter the maximum time limit in which a cached server 100
connection may be reused. If a cached server

connection exists for longer than the set limit, it will be

closed. The valid range is 1-1000.

reuse-conn-total-time <int>

server-balance {enable | Spet.:lfles whether the pool contains a single server or disable
disable} multiple members.

If the value is enabled, FortiWeb uses the specified
load-balancing algorithm to distribute TCP connections
among the members. If a member is unresponsive to the
specified server health check, FortiWeb forwards
subsequent connections to another member of the pool.
Available only when type {offline-protection | reverse-
proxy | transparent-servers-for-ti | transparent-servers-
for-tp | transparent-servers-for-wccp} on page 165 is
reverse—-proxy.

A 64-bit random integer assigned to each server policy. No default.
The policy-idis a unique identification number for
each server policy.

server-pool-id

When administrative domains (ADOMs) are enabled,
ADOMSs can create unique server policies with policy
names that are identical to other server policies created
by different ADOMs, so the policy-id can easily
differentiate between different policies created by
different ADOMs that may share the same policy name.

Select the current operation mode of the appliance to reverse-

type {offline-protection | ; ) )
display the corresponding pool options. Proxy

reverse-proxy | transparent-
servers-for-ti | transparent- ~ For details, see opmode {offline-protection | reverse-

servers-for-tp | transparent- ~ Proxy | transparent | transparent-inspection | wccp} on
servers-for-wcep} page 317.
Note: This option is applicable only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.
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Variable Description Default

Enter the index number of the member entry within the No default.
server pool. The valid range is 1—

9,223,372,036,854,775,807.

For round robin-style load-balancing, the index number

indicates the order in which FortiWeb distributes

<entry_index>

connections.
backup-server {enable | Enter enable to configure this pool member as a disable
disable} backup server.

FortiWeb only routes connections for the pool to a
backup server when all the other members of the server
pool fail their server health check.

The backup server mechanism does not work if you do
not specify server health checks for the pool members.

If you select this option for more than one pool member,
FortiWeb uses the load balancing algorithm to
determine which member to use.

Enter the name of the certificate that FortiWeb uses to No default.
decrypt SSL-secured connections.

Available only if ssl {enable | disable} on page 175 is
enable. The maximum length is 63 characters.

To display the list of existing certificates, enter:
edit 2

certificate "<certificate_
name>"

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter the name of a certificate verifier, if any, to use No default.
when an HTTP client presents their personal certificate.

If you do not specify one, the client is not required to

present a personal certificate.

certificate-verify "<verifier_
name>"

However, if ssl {enable | disable} on page 175 is enable
and the domain in the client request matches an entry in
the specified SNI policy, FortiWeb uses the SNI
configuration to determine which certificate verifier to
use.

Personal certificates, sometimes also called user
certificates, establish the identity of the person
connecting to the website. For details about how the
client’s certificate is verified, see ssl-client-verify
"<verifier_name>" on page 148.
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Variable Description Default

You can require that clients present a certificate
alternatively or in addition to HTTP authentication. For
details, see waf http-authen http-authen-rule on page
443.

Available only if ssl {enable | disable} on page 175 is
transparent-servers-for-tpand sslisenable
For Reverse Proxy mode, configure this setting in the
server policy instead. See ssl-client-verify "<verifier_
name>" on page 148.

The maximum length is 63 characters.

To display the list of existing verifiers, enter:

edit 2

Note: The client must support TLS 1.0, TLS 1.1, or TLS
1.2.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter the client certificate that FortiWeb uses to connect disable
to this server pool member.

client-certificate "<client-

certificate_name>"
Used when connections to this pool member require a

valid client certificate.

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
reverse-proxy Or transparent-servers-for-
tp and ssl {enable | disable} on page 175 is enable.

To upload a client certificate for FortiWeb, see the
FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enable to configure FortiWeb to include any X.509 disable
personal certificates presented by clients during the

SSL/TLS handshake with the traffic it forwards to the

pool member.

client-certificate-forwarding
{enable | disable}

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
transparent-servers-for-tp and ssl{enable |
disable} on page 175 is enable.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.
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Variable Description Default

Enter a custom certificate header that will include the x-client-cert
Baseb64 certificate of the X.509 personal certificate

presented by the client during the SSL/TLS handshake

when it forwards the traffic to the protected web server.

client-certificate-forwarding-
cert-header "<header_str>"

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter a custom subject header that will include the x-client-dn
subject of the X.509 personal certificate presented by

the client during the SSL/TLS handshake when it

forwards the traffic to the protected web server.

client-certificate-forwarding-
sub-header "<header_str>"

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

client-certificate-proxy Enzjlble' to con.figure seamless PKI integration.l Whgn this disable
{enable | disable} Optl(.)!’l is configured, FortiWeb attempts to ver|f.y client

certificates when users make requests and resigns new

certificates that it sends to the server.

Also configure client-certificate-proxy-sign-ca <sign_ca>

on page 168.

Note: This option is available only when the protocol

{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Select a Sign CA FortiWeb will use to verify and resign No default.

client-certificate-proxy-sign- i -
new client certificates.

ca <sign_ca>
Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Specifies the maximum number of TCP connections that 0
FortiWeb forwards to this pool member.

For no limit, specify 0 (the default value).
The valid range is 0—1,048,576.

conn-limit <conn-limit_int>

Enter the fully-qualified domain name of the web server  No default.

domain "<server_fqdn>" ) )
toinclude in the pool, such as www .example. com.

Warning: Server policies do not apply features that do
not yet support IPv6 to domain servers whose DNS
names resolve to IPv6 addresses.
Tip: For domain servers, FortiWeb queries a DNS
server to query and resolve each web server’s domain
name to an IP address. For improved performance, do
one of the following:

« use physical servers instead

« ensure highly reliable, low-latency service to a DNS

server on your local network

Available only if server-type {physical | domain | sdn-
connector} on page 172 is domain.
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Variable Description Default

Select either: enable
« enable—Use the health check specified by
health in the server pool configuration.
« disable—Use the health check specified by
health in this pool member configuration.

health-check-inherit
{enable | disable}

hlck-domain <hlck- Enter the domain name of the server pool. No default.

domain str>

Enter an HPKP profile, if any, to use to verify certificates  disable

hpkp-header "<hpkp_ }
when clients attempt to access a server.

name>"
HPKP prevents attackers from carrying out Man in the
Middle (MITM) attacks with forged certificates.
Available only when the operating mode is True
Transparent Proxy.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enable to combat MITM attacks on HTTP by injecting disable
the RFC 6797 (http://tools.ietf.org/html/rfc6797) strict
transport security header into the reply, such as:

hsts-header {enable |
disable}

Strict-Transport-Security: max-
age=31536000; includeSubDomains

This header forces the client to use HTTPS for
subsequent visits to this domain. If the certificate does
not validate, it also causes a fatal connection error: the
client’s web browser does not display a dialog that
allows the user to override the certificate mismatch error
and continue.

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
transparent-servers-for-tp and ssl{enable |
disable} on page 175is enable.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter the time to live in seconds for the HSTS header. 7776000

This setting applies only if hsts-header {enable | disable}
on page 169 is enable.

hsts-max-age <timeout_int>

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.
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Variable

http2 {enable | disable}

FortiWeb CLI Reference

Description

Enable to allow HTTP/2 communication between the
FortiWeb and this back-end web server for HTTP/2
security inspections in Reverse Proxy mode; or enable
HTTP/2 security inspections in True Transparent Proxy

mode.

When HTTP/2 security inspection is enabled in Reverse

Proxy mode (see server-policy policy on page 133):

1.

enable—Make sure the traffic is transferred in
HTTP/2 between FortiWeb and this web server,
if this web server supports HTTP/2.

Note: Make sure that this back web server
really supports HTTP/2 before you enable this,
or connections will go failed.

disable—Make FortiWeb to converse HTTP/2
to HTTP/1.x for this web server, or converse
HTTP/1.x to HTTP/2 for the clients, if this web
server does not support HTTP/2.

When FortiWeb operates in True Transparent Proxy
mode( see opmode {offline-protection | reverse-proxy |
transparent | transparent-inspection | wcep} on page

317):
1.

Note:

enable—Enable HTTP/2 security inspection. It
only requires this option to be enabled and the
SSL be well-configured to enable the HTTP/2
security inspection. No HTTP/2 configuration is
required for server-policy policy on page 133.
When HTTP/2 inspection is enabled in True
Transparent Proxy mode, FortiWeb performs no
protocol conversions between HTTP/1.x and
HTTP/2, which means HTTP/2 connections will
not be established between clients and back-
end web servers if the web servers do not
support HTTP/2.

disable—Disable HTTP/2 security inspection.

. This option is available only if type {offline-

protection | reverse-proxy | transparent-servers-
for-ti | transparent-servers-for-tp | transparent-
servers-for-wccp} on page 165 is set to
reverse-proxyOr transparent-
servers-for-tp; and when type is
transparent-servers-for-tp, this option
is available only if ssl {enable | disable} on page
175is enable.

Please confirm your FortiWeb operation mode
and the HTTP versions your back-end web

170

Default

disable
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Variable

implicit_ssl {enable
| disable}

intermediate-certificate-
group "<CA-group_name>"

ip {"address_ipv4" |
"address_ipv6"}

FortiWeb CLI Reference

171

Description Default

servers are running first to make appropriate
configuration here, so that HTTP/2 inspection
can work correctly with your web servers.

3. Fordetails about HTTP/2 support, see the
FortiWeb Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides
Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enable so that FortiWeb will communicate with the pool  disable
member using implicit SSL.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is setto FTP.

Enter the name of a group of intermediate certificate No default.
authority (CA) certificates, if any, that FortiWeb presents

to clients to complete the signing chain for them and

validate the server certificate’s CA signature.

If clients receive certificate warnings that the server
certificate configured in certificate "<certificate_name>"
on page 166 has been signed by an intermediary CA,
rather than directly by a root CA or other CA currently
trusted by the client, configure this option.

Alternatively, include the entire signing chain in the
server certificate itself before uploading it to the
FortiWeb appliance, thereby completing the chain of
trust with a CA already known to the client. For details,
see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides
Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
transparent-servers-for-tp and ssl{enable |
disable} on page 175 is enable. For Reverse Proxy
mode, configure this setting in the server policy instead.
For details, see intermediate-certificate-group "<CA-
group_name>" on page 144.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter the IP address of the web server to include in the No default.
pool.

Warning: Server policies do not apply to features that

do not yet support IPv6 to servers specified using IPv6

addresses.
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Variable Description Default

Available only if server-type {physical | domain | sdn-
connector}on page 172 is physical.

port <port_int> Enter the TCP port number where the pool member 80 (HTTP)/21
- listens for connections. The valid range is 1-65,535. (FTP)
recover <recover_int> Specify the number of seconds that FortiWeb waits 0

before it forwards traffic to this pool member after a
health check indicates that this server is available again.

The defaultis 0 (disabled).

The valid range is 0—86,400.

After the recovery period elapses, FortiWeb assigns
connections at the rate specified by warm-rate <warm-
rate_int>on page 181.

Examples of when the server experiences a recovery
and warm-up period:

« A server is coming back online after the health
check monitor detected it was down.

« Anetwork service is brought up before other
daemons have finished initializing and therefore the
server is using more CPU and memory resources
than when startup is complete.

To avoid connection problems, specify the separate
warm-up rate, recovery rate, or both.

Tip: During scheduled maintenance, you can also
manually apply these limits by setting status

{disable |enable | maintain} on page 178 tomaintain.

server-side-sni {enable | Specify whether FortiWeb supports Server Name disable
disable} Indication (SNI) for back-end servers that it applies this
policy to.

Enable this feature when the operating mode is
transparent proxy, end-to-end encryption is required,
and the back-end web server itself requires SNI support.

When the operating mode is Reverse Proxy, you enable
server-side SNI support using the server policy.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

server-type {physical | Specify whethe_r to specify thg pool member by IP physical
domain | sdn-connector} address, domain, or automatically pulled by SDN
connector.
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Variable Description Default

If your application servers are deployed on AWS or
Azure, you can select sdn-connector to authorize
FortiWeb to access the VM instances in your public
cloud account, in order to automatically obtain the IP
addresses.

sdn-addr-type public
{private | public | all}

Select whether you want FortiWeb to get the public or private
private addresses of your application's VM instances, or

select a1l to get both the public and the private
addresses.

Note: Private addresses can be obtained only when
FortiWeb-VM is deployed in the same subnet with your
application's VM instances.

Available only if the server-type is sdn-connector.

sdn {aws | azure}

Select the SDN connector you have created. See No default.

system sdn-connector

Available only if the server-type is sdn-connector.

Once you select the SDN collector that you have No default.
filter <string> created, the available filter options for your VMs in your

public cloud account will be listed here. You can select

multiple filter options among instance IDs, image IDs,

tags, etc. FortiWeb will find the VM instance, for

example, whose instance ID is i-12345678 in your AWS

account, then obtain the IP address of this instance and

record it as the origin server's IP.

AWS

instance-id (e.g. instance-id=i-12345678)
image-id (e.g. image-id=ami-123456)

key-name (e.g. key-name=aws-key-name)
subnet-id (e.g. subnet-id=sub-123456)
tag:TagName (The tag attached to the instance.
TagName is a variable. It can be any value you
have named for the tag. e.g. tag: Type=appserver.
Up to 8 tags are supported.)

Azure

vm-name (e.g. vm-name=myVMO01)

tag: TagName (The tag attached to the virtual
machine. TagName is a variable. It can be any
value you have named for the tag, e.g.

tag: Type=appserver. Up to 8 tags are supported.)

Available only if the server-type is sdn-connector.

FortiWeb CLI Reference
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Variable Description Default
session-id-reuse {enable Enable so that FortiWeb reuses the session ID when disable
| disable} establishing an SSL connection to a pserver. If the SSL

connection has a server name, FortiWeb can only reuse
a session ID for the specified pserver. If both a session
ticket and ID exist for a pserver, FortiWeb will reuse the
ticket.

Note: This option is available only when ssl {enable |
disable} on page 175 is enabled.

Enable so that FortiWeb reuses the session ticket when  disable
establishing an SSL connection to a pserver. If the SSL
connection has a server name, FortiWeb can only reuse

a session ticket for the specified pserver.

session-ticket-reuse
{enable | disable}

Note: This option is available only when ssl {enable |
disable} on page 175 is enabled.

Enable to use a Server Name Indication (SNI) disable
configuration instead of or in addition to the server

certificate specified by certificate "<certificate_name>"

on page 166.

sni {enable | disable}

The SNI configuration enables FortiWWeb to determine
which certificate to present on behalf of the members of
a pool based on the domain in the client request. For
details, see system certificate sni on page 227.

If you specify both a SNI configuration and a certificate,
FortiWeb uses the certificate specified by certificate
"<certificate_name>" on page 166 when the requested
domain does not match a value in the SNI configuration.

If you enable sni-strict {enable | disable} on page 175,
FortiWeb always ignores the value of certificate
"<certificate_name>" on page 166.

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
transparent-servers-for-tp and ssl{enable |
disable} on page 175 is enable.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter the name of the Server Name Indication (SNI) No default.
configuration that specifies which certificate FortiWeb

uses when encrypting or decrypting SSL-secured

connections for a specified domain.

sni-certificate "<sni_name>"

The SNI configuration enables FortiWeb to present
different certificates on behalf of the members of a pool
according to the requested domain.
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Variable Description Default

If only one certificate is required to encrypt and decrypt
traffic that this policy applies to, specify certificate
"<certificate_name>" on page 166 instead.

Available only if sni {enable | disable} on page 174 is
enabled.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Select to configure FortiWeb to ignore the value of disable
certificate "<certificate_name>" on page 166 when it

determines which certificate to present on behalf of

server pool members, even if the domain in a client

request does not match a value in the specified SNI

configuration.

sni-strict {enable | disable}

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

certificate-type {enable | Ena'b'le allow FortiWeb to automatically retrieve CA disable
disable} certificates from Let's Encrypt.

Select the Letsencrypt certificate you have created. See  No default.
system certificate letsencrypt.

lets-certificate <name>

For Reverse Proxy, Offline Protection, and Transparent  No default.
Inspection modes, specifies whether connections
between FortiWeb and the pool member use SSL/TLS.

For True Transparent Proxy and WCCP modes,
specifies whether FortiWeb performs SSL/TLS
processing for the pool members and connections
between FortiWeb and the pool member use SSL/TLS.

For Offline Protection and transparent modes, also
configure certificate "<certificate_name>" on page 166.
FortiWeb uses the certificate to decrypt and scan
connections before passing the encrypted traffic through
to the pool members (SSL inspection).

ssl {enable | disable}

For True Transparent Proxy, also configure certificate
"<certificate_name>" on page 166 and additional SSL
settings as required. FortiWeb handles SSL negotiations
and encryption and decryption, instead of the pool
member (SSL offloading).

For Reverse Proxy mode, you can configure SSL
offloading for all members of a pool using a server
policy. For details, see server-policy policy on page 133.
Note: When this option is enabled, the pool member
must be configured to apply SSL.

FortiWeb CLI Reference Fortinet Technologies Inc.



config

Variable

ssl-cipher {medium | high |
custom}

ssl-custom-cipher {<cipher_
1> <cipher2> <cipher3> ...}

FortiWeb CLI Reference

Description

Note: Ephemeral (temporary key) Diffie-Hellman
exchanges are not supported if the FortiWWeb appliance
is operating in Transparent Inspection or Offline

Protection mode.

For Reverse Proxy mode, specifies whether secure
connections between FortiWeb and the server pool
member use a medium-security, high-security, or

custom set of cipher suites.

For True Transparent Proxy and WCCP modes,
specifies whether secure connections between clients
and FortiWeb and between FortiWeb and the server
pool member use a medium-security, high-security, or

custom set of cipher suites.

If custom, also specify ssl-custom-cipher {<cipher_1>
<cipher2> <cipher3> ...} on page 176.
Donotsetto customifhttp2 {enable
disable} on page 170issettoenable.

For details, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides
Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
reverse-proxy, transparent-servers—-for-tp,
ortransparent-servers-for-wccp, and ssl
{enable | disable} on page 175 is enable.

Specify one or more cipher suites that FortiWeb allows.

Separate the name of each cipher with a space. To
remove from or add to the list of ciphers, retype the

entire list.
Valid values are:

ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY 1305
DHE-RSA-CHACHA20-POLY1305

ECDHE-ECDSA-AES256-CCM8
ECDHE-ECDSA-AES256-CCM
DHE-RSA-AES256-CCM8
DHE-RSA-AES256-CCM

ECDHE-ECDSA-AES128-GCM-SHA256

176

Default

medium

ECDHE-
ECDSA-
AES256-GCM-
SHA384

ECDHE-RSA-
AES256-GCM-
SHA384

ECDHE-
ECDSA-
CHACHAZ20-
POLY1305

ECDHE-RSA-
CHACHAZ20-
POLY1305
ECDHE-
ECDSA-
AES128-GCM-
SHA256
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Description

ECDHE-RSA-AES128-GCM-SHA256
DHE-DSS-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-CCM8
ECDHE-ECDSA-AES128-CCM
DHE-RSA-AES128-CCM8
DHE-RSA-AES128-CCM
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
DHE-RSA-AES256-SHA256
DHE-DSS-AES256-SHA256
ECDHE-ECDSA-CAMELLIA256-SHA384
ECDHE-RSA-CAMELLIA256-SHA384
DHE-RSA-CAMELLIA256-SHA256
DHE-DSS-CAMELLIA256-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
DHE-RSA-AES128-SHA256
DHE-DSS-AES128-SHA256
ECDHE-ECDSA-CAMELLIA128-SHA256
ECDHE-RSA-CAMELLIA128-SHA256
DHE-RSA-CAMELLIA128-SHA256
DHE-DSS-CAMELLIA128-SHA256
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
DHE-RSA-AES256-SHA
DHE-DSS-AES256-SHA
DHE-RSA-CAMELLIA256-SHA
DHE-DSS-CAMELLIA256-SHA
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA
DHE-RSA-CAMELLIA128-SHA
DHE-DSS-CAMELLIA128-SHA
AES256-GCM-SHA384

AES256-CCM8
AES256-CCM

AES128-GCM-SHA256

AES128-CCM8

Default

ECDHE-RSA-
AES128-GCM-
SHA256

ECDHE-
ECDSA-
AES256-
SHA384

ECDHE-RSA-
AES256-
SHA384

ECDHE-
ECDSA-
AES128-
SHA256

ECDHE-RSA-
AES128-
SHA256

ECDHE-
ECDSA-
AES256-SHA
ECDHE-RSA-
AES256-SHA
ECDHE-
ECDSA-
AES128-SHA
ECDHE-RSA-
AES128-SHA
AES256-GCM-
SHA384
AES128-GCM-
SHA256
AES256-
SHA256
AES128-
SHA256

177
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Variable Description Default

AES128-CCM
AES256-SHA256
CAMELLIA256-SHA256
AES128-SHA256
CAMELLIA128-SHA256
AES256-SHA
CAMELLIA256-SHA
AES128-SHA
CAMELLIA128-SHA
DHE-RSA-SEED-SHA
ECDHE_RSA_DES_CBC3_SHA
DES_CBC3_SHA

tis13-custom-cipher Specify one or more TLS 1.3 cipher suites that FortiWeb  TLS_AES

allows. 256_GCM_
Separate the name of each cipher with a space. To SHA384
remove from or add to the list of ciphers, retype the

entire list.

Valid values are:
TLS_AES_256_GCM_SHA384
TLS_CHACHA20 POLY1305 SHA256
TLS_AES_128 GCM_SHA256
TLS_AES_ 128 CCM_SHA256
TLS_AES_128 CCM_8 SHA256

Select to configure FortiWeb to ignore requests from enable

ssl-noreg {enable | disable} ) )
clients to renegotiate TLS or SSL.

Protects against denial-of-service (DoS) attacks that use
TLS/SSL renegotiation to overburden the server.
Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
transparent-servers-for-tp and ssl{enable |
disable} on page 175 is enable.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

To specify the status of the pool member, enter one of enable
the following values:
« enable—Specifies that this pool member can
receive new sessions from FortiWeb.
« disable—Specifies that this pool member does
not receive new sessions from FortiWeb and
FortiWeb closes any current sessions as soon as

status {disable |enable |
maintain}
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Variable Description Default

possible.

« maintain—Specifies that this pool member does
not receive new sessions from FortiWeb but
FortiWeb maintains any current connections.

tis-v10 {enable | disable} For Revgrse Proxy mode, .specifies whether secure enable
connections between FortiWeb and the server pool
member can use the TLS 1.0 cryptographic protocol.

For True Transparent Proxy and WCCP modes,
specifies whether secure connections between clients
and FortiWeb and between FortiWeb and the server
pool member can use the TLS 1.0 cryptographic
protocol.

This must be setto disable if http2 {enable | disable}
onpage 170 is setto enable.

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
reverse-proxy, transparent-servers-for-tp,
or transparent-servers-for-wccp, and ssl
{enable | disable} on page 175is enable.

For Reverse Proxy mode, specifies whether secure enable
connections between FortiWeb and the server pool
member can use the TLS 1.1 cryptographic protocol.

For True Transparent Proxy and WCCP modes,
specifies whether secure connections between clients
and FortiWeb and between FortiWeb and the server
pool member can use the TLS 1.1 cryptographic
protocol.

This must be setto disable if http2 {enable | disable}
onpage 170 is setto enable.

tls-v11 {enable | disable}

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
reverse-proxy, transparent-servers-for-tp,
or transparent-servers-for-wccp, and ssl
{enable | disable} on page 175 is enable.

tis-v12 {enable | disable} For Reverse Proxy mode, specifies whether secure enable
connections between FortiWeb and the server pool
member can use the TLS 1.2 cryptographic protocol.
For True Transparent Proxy and WCCP modes,
specifies whether secure connections between clients
and FortiWeb and between FortiWeb and the server
pool member can use the TLS 1.2 cryptographic
protocol.
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Variable Description Default

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
reverse-proxy, transparent-servers-for-tp,
or transparent-servers-for-wccp, and ssl
{enable | disable} on page 175 is enable.

tis-v13 {enable | disable} For Rev.erse Proxy mode, .specifies whether secure disable
connections between FortiWeb and the server pool
member can use the TLS 1.3 cryptographic protocol.

For True Transparent Proxy and WCCP modes,
specifies whether secure connections between clients
and FortiWeb and between FortiWeb and the server
pool member can use the TLS 1.3 cryptographic
protocol.

Available only if type {offline-protection | reverse-proxy |
transparent-servers-for-ti | transparent-servers-for-tp |
transparent-servers-for-wccp} on page 165 is
reverse-proxy, transparent-servers—-for-tp,
or transparent-servers-for-wccp, and ssl
{enable | disable} on page 175 is enable.

Specifies whether FortiWeb uses a URL-based client disable
certificate group to determine whether a client is
required to present a personal certificate.

Available only if https-service "<service_name>"on
page 143 is configured.

url-cert {enable | disable}

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter the URL-based client certificate group that No default.
determines whether a client is required to present a
personal certificate.

urlcert-group "<urlcert-
group_name>"

If the URL the client requests does not match an entry in
the group, the client is not required to present a personal
certificate.

For details about creating a group, see system
certificate urlcert on page 231.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Enter the maximum allowed length foran HTTP request  No default.
with a URL that matches an entry in the URL-based

client certificate group, in kilobytes.

FortiWeb blocks any matching requests that exceed the

specified size.

urlcert-hlen <len_int>
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Variable

warm-rate <warm-rate_int>

warm-up <warm-up_int>

weight <weight_int>

FortiWeb CLI Reference

Description

This setting prevents a request from exceeding the
maximum buffer size.

The valid range is 16—128.

Note: This option is available only when the protocol
{HTTP | FTP | ADFSPIP} on page 164 is HTTP.

Specify the maximum connection rate (per second)
while the pool member is starting up.

The default is 10 connections per second. The valid
range is 1-86,400.

The warm up calibration is useful with servers that bring
up the network service before other daemons are
initialized. As these types of servers come online, CPU
and memory are more utilized than they are during
normal operation. For these servers, you define
separate rates based on warm-up and recovery
behavior.

For example, if warm-up <warm-up_int> on page 181 is
5and warm-rate is 2, the maximum number of new
connections increases at the following rate:

1st second—Total of 2 new connections allowed
(0+2).

2nd second—2 new connections added for a total
of 4 new connections allowed (2+2).

3rd second—2 new connections added for a total of
6 new connections allowed (4+2).

4th second—2 new connections added for a total of
8 new connections allowed (6+2).

5th second—2 new connections added for a total of
10 new connections allowed (8+2).

Specify for how long (in seconds) FortiWeb forwards
traffic at a reduced rate after a health check indicates
that this pool member is available again but it cannot yet
handle a full connection load.

For example, when the pool member begins to respond
but startup is not fully complete.

The defaultis 0 (disabled).
The valid range is 0—86,400.

If the server pool uses the weighted round robin load-
balancing algorithm, type the numerical weight of the
pool member. Members with a greater weight receive a
greater proportion of connections.

The valid range is 1-9,999.

181
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Variable Description Default

When FortiWeb is configured as an SSL server, you can  No default.
set SSL session timeout intervals via the CLI. This is

available only in Reverse Proxy and True Transparent

Proxy modes.

ssl-session-timeout
<ssl-session-
timeout int>

ssl-quiet-shutdown For HTTPS connection, when disabled, FortiWeb sends Disable
i eeisle) ssl alert message to the client or server pool first, and

then FIN.

When enabled, FortiWeb directly sends FIN message

instead of sending ssl alert message.

{enable |

server-certificate— Enable so that FortiWeb appliance will verify certificates Disable

verify {enable | presented by HTTP server.

disable}

T . Enter the certificate verity policy name. No default.
verify-policy

"<policy name>"

server—-cartlflicate= Select which action the FortiWeb appliance will take No default.

erify-aetilen [alewt when it detects a certificate violation.

| alert deny |
redirect}

Type the username that will be used by FortiWeb to No default.
connect with the AD FS server. You should include the

domain to which FortiWeb and the AD FS server belong.

For example, damain1\administrator.

adfs-username <adfs-
username_ str>

Type the password that will be used by FortiWeb to No default.
connect with the AD FS server.

adfs-password <adfs-
password str>

multi-certificate Enable this option to allow FortiWeb to use multiple local disable
lemehils | diesbile] certificates. Available when:

ssl {enable | disable} on page 175 is enabled, and

FortiWeb is operating in TTP or WCP mode that

performs SSL inspection.

certificate-group Select the the multi-certificate file you have created. No default.

<certificate-group_
str>

Example

This example configures a server pool named server-pool1. It consists of two physical servers: 192.0.2.10 and
192.0.2.11.

When both servers are available, Forti\Web forwards connections to the server with the smallest number of connections.

config server-policy server-pool

FortiWeb CLI Reference Fortinet Technologies Inc.



config

edit "server-pooll"

set type reverse-proxy
set server-balance enable
set lb-algo least-connections

config pserver-list

edit 1
set
set
set
set
set

next

edit 2
set
set
set
set
set

next

end
next
end

Related topics

status enable
server-type physical
ip "192.0.2.10"

ssl disable

port 8081

status enable
server-type physical
ip "192.0.2.11"

ssl disable

port 8082

« server-policy policy on page 133

« server-policy http-content-routing-policy on page 108
« system certificate local on page 221

« server-policy health on page 104

« server-policy persistence-policy on page 129

« waf ftp-protection-profile on page 431

« system feature-visibility on page 245

server-policy service custom

Use this command to configure a custom service.

You can add a custom services to a policy to define the protocol and listening port of a virtual server. For details, see

server-policy policy on page 133.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.

Syntax

config server-policy service custom

edit "<service name>"
set port <port int>
set protocol TCP
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next
end

Variable Description Default

"<service_name>" Enter the name of the new or existing custom network No
service. The maximum length is 63 characters. default.
To display the list of existing services, enter:
edit ?

port <port_int> Enter the port number on which a virtual server will receive No
TCP/IP connections for HTTP or HTTPS requests. The valid  default.
range is 1-65,535.

Example

This example configures a service definition named SOAP1.

config server-policy service custom
edit "SOAP1"
set port 8081
set protocol TCP
next
end

Related topics

« server-policy vserver on page 189
« server-policy policy on page 133
« server-policy custom-application application-policy on page 1

server-policy service predefined

Use this command to view a predefined service.

This command only displays predefined services. It cannot be used to modify them.

If you attempt to edit the port number and protocol, the appliance will discard your
settings.

Predefined Internet services can be selected in a policy in order to define the protocol and listening port of a virtual

server. For details, see server-policy policy on page 133.

To use this command, your administrator account’s access control profile must have either w or rw permission to the

traroutegrp area. For details, see Permissions on page 45.

184
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Syntax

config server-policy service predefined
edit "<service name>"

show
next
end

Variable Description Default

"<service_name>" Enter the name of a predefined network service, such as No
HTTP or HTTPS. The maximum length is 63 characters. default.
To display the list of existing services, enter:
edit ?

Example

This example shows the default settings for all of the predefined services.

config server-policy service predefined
show

Output:

config server-policy service predefined
edit HTTP
set port 80
set protocol TCP
next
edit HTTPS
set port 443
set protocol TCP
next
end

Related topics

« server-policy vserver on page 189
« server-policy policy on page 133
« server-policy service custom on page 183

server-policy setting

Use this command to configure the server policy settings.
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Syntax

config server-policy setting
set core-file-count <core-file-count int>
set enable-core-file {enable | disable}
set enable-session-statistics {enable | disable}
set enable-single-worker {enable | disable}
set hsm {enable | disable}
set no-session-limit {enable | disable}
set no-ssl-encrypt-then-mac {enable | disable}
set offline-session-timeout {seconds int}
set use-first-ack-mac {enable | disable}
set dpdk {enable | disable}
set high-compatibility-mode {enable | disable}

set graceful-shutdown {enable | disable}

set server-pool-connection-limit-log {enable | disable}
set tlsl3-early-data-mode {enable | disable}

set record-content-routing-error-log {enable | disable}
set server-invalid-no-reponse {enable | disable}

set using-dns-proxy {enable | disable} on page 187
set df-flag {enable | disable}

end
Variable Description Default
core-file-count <core-file- The maximum core dump file number. The valid values are  No default
count_int> 3 and 5.
enable-core-file {enable | Enable/disable generating the core dump files. No default
disable}
enable-session-statistics Enable/disable session statistics for FortiView. No default

{enable | disable}

enable-single-worker Enable/disable single worker mode. No default
{enable | disable}

hsm {enable | disable} Specifies whether the settings you use to integrate No default
FortiWeb with an HSM (hardware security module) are
displayed in the web UlI.

no-session-limit {enable | Enable not to limit the maximum concurrency sessions of No default
disable} Fortiweb-VM.

If this option is disabled, the maximum concurrent sessions
for all the policies on a VM is 20,000 (2vCPUs), 50,000
(4vCPUs), or 100,000 (8vCPUs); For each policy, the
number is 8,000 (2vCPUs), 15,000 (4vCPUs), or 50,000

(8vCPUs).
no-ssl-encrypt-then-mac Disable to include the encrypt-then-mac extension in the disable
{enable | disable} packets sent by the client.
use-first-ack-mac {enable | Once enabled, machine learning only observes the source  enable
disable} MAC of two ACK packets for a URL at Three-way

handshake.
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Variable Description Default

If disabled, machine leaning observes all ACK packets,
which continues refreshing MAC, with the performance

affected.
dpdk {enable | disable} Enable/disable DPDK for packet processing. No default
high-compatibility-mode Enable to accelerate SSL transport. disable
{enable | disable}
offline-session-timeout Enter the offline session timeout. The valid range is No default
{seconds_int} seconds 30—1200 seconds.
graceful-shutdown {enable | If disabled, the peer TCP connections are reset during enable
disable} system shutdown.
server-pool-connection-limit-  Enable to send a warning level event log when the disable
log {enable | disable} connection number of each real server reaches the

limitation.
tls13-early-data-mode Enable O-RTT in TLS 1.3. disable
{enable | disable}
record-content-routing-error-  Enable to activate the log when HTTP content routing disable
log {enable | disable} match fails to show whether the mismatching error is raised

by FortiWeb device or the real server.

server-invalid-no-reponse Enable this option so that closes the client connection disable
{enable | disable} when all the servers in the server pool are unresponsive.
using-dns-proxy {enable | This option is enabled by default. If it is disabled, the enable
disable} system uses getaddrinfo to resolve the domain name.

df-flag {enable | disable} Enable to allow FortiWeb to send non DF-flag packet to disable

pass the device with low MTU.

Related topics

« server-policy vserver on page 189
« server-policy policy on page 133

server policy traffic-mirror

Use this command to configure FortiWeb to send traffic to third party IPS/IDS devices through network interfaces for
traffic monitoring in Reverse Proxy and True Transparent Proxy modes.

See system feature-visibility on page 245 for how to enable traffic mirror first.
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Syntax

config server-policy traffic-mirror
edit "<traffic-mirror name>"

config mirror-rule

edit mirror-rule <mirror-rule str>

set mode {direct

| switch | server}

set interface <interface int>
set destination-mac <destination-mac str>
set server-ip <server-ip str>

set server-port <server-port int>

next
end
next
end

Variable

"<traffic-mirror_name>"

mirror-rule <mirror-rule_str>

mode {direct | switch | server}

interface <interface_int>

destination-mac <destination-
mac_str>

server-ip <server-ip_str>

server-port <server-port_int>

Example

Description Default
_ . No

Enter a name for the traffic mirror policy. default.
Select the sequence number of the mirror rule created. No

default.

Select one of the three modes:
« Direct—the mirrored packets are directly sent to IPS/IDS
devices.
« Switch—the mirrored packets are sent to IPS/IDS devices direct
through the switch.
« Server—the mirrored packets are sent to the designated
IP of IPS/IDS devices.
When the mode is Direct, select one FortiWeb port to connect to
IPS/IDS device. No
When the mode is Switch, select one FortiWWeb port to connect to default.
the switch.
Type the MAC of IPS/IDS interface, where the traffic from
FortiWeb goes to. Available only when mode {direct | switch |
server} on page 188 is Switch.
Enter the designated IP of IPS/IDS devices. Available only when No
mode {direct | switch | server} on page 188 is Server. default.
Enter the HTTP port that the IPS/IDS devices can listen to.
Available only when mode {direct | switch | server} on page 188
is Server.

No
default.

o
default.

This example configures a traffic mirror policy.

config server-policy traffic-mirror

edit policyl
config mirror-rule
edit 2
set mode direct

set interface portl
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end
next
end

Related topics

« system feature-visibility on page 245

server-policy vserver

Use this command to configure virtual servers.

Before you can create a policy, you must first configure a virtual server which defines the network interface or bridge and
IP address on which traffic destined for an individual physical server or server farm will arrive.

When the FortiWeb appliance receives traffic destined for a virtual server, it can then forward the traffic to a physical
server or a server farm. The FortiWeb appliance identifies traffic as being destined for a specific virtual server if:

« The traffic arrives on the network interface or bridge associated with the virtual server

« For Reverse Proxy mode, the destination address is the IP address of a virtual server (the destination IP address is
ignored in other operation modes, except that it must not be identical with the physical server’s IP address)

Virtual servers can be on the same subnet as physical servers. This configuration

creates a one-arm HTTP proxy. For example, the virtual server 192.0.2.1/24 could
A forward to the physical server 192.0.2.2.

However, this is not recommended. Unless your network’s routing configuration

prevents it, it could allow attackers that are aware of the physical server’s IP address

to bypass FortiWeb by accessing the physical server directly.

To apply virtual servers, select them within a server policy. For details, see server-policy policy on page 133.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
traroutegrp area. For details, see Permissions on page 45.

Syntax

config server-policy vserver
edit "<virtual-server name>"
config vip-list
edit server-policy vserver
set interface "<interface name>"

set status {enable | disable}
set vip "<vip str>"
set use-interface-ip {enable | disable}
next
end
next

end
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Variable Description Default
"<virtual- Enter the name of the new or existing virtual server. The maximum length disable
server_ is 63 characters.
name>" To display the list of existing servers, enter:

edit 2
"<vip-list_id>"  Enter the sequence number of the virual IP in the table. No default.
status Enable to accept traffic destined for this virtual server. No default.
{enable |
disable}
interface Enter the name of the network interface or bridge, such as port1 or No default.
"<interface__ bridgel, to which the virtual server is bound, and on which traffic
name>" destined for the virtual server will arrive. The maximum length is 63

characters.

To display the list of existing interfaces, enter:

edit ?
vip "<vip_str>"  Enter the IPv4 or IPv6 address and subnet of the virtual server. 0.0.0.0
::/0
use-interface-  For FortiWeb-VM on Microsoft Azure, specify whether the virtual server disable
ip {enable | uses the IP address of the specified interface, instead of an IP specified
disable} by viporvipé.

Example

This example configures a virtual server named inline vipl on the network interface named port1.

The port number on which the virtual server will receive traffic is defined separately, in the policies that use this virtual
server definition.

config server-policy vserver
edit "inline vipl"
config vip-list
edit 2
set interface portl
set status enable
set vip "192.0.2.1 256.256.256.0"
next
end
next
end

Related topics
« system interface on page 293

« server-policy policy on page 133
« server-policy service custom on page 183
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e pingon page 724
« network ip on page 676

system accprofile

Use this command to configure access control profiles for administrators.

If you have configured RADIUS queries for authenticating administrators, you can
override the locally-selected access profile by using a RADIUS VSA. For details, see
system admin on page 194.

Access profiles determine administrator accounts’ permissions.

When an administrator has only read access to a feature, the administrator can access the web Ul page for that feature,
and can use the get and show CLI command for that feature, but cannot make changes to the configuration. There are
no Create or Apply buttons, or config CLI commands. Lists display only the View icon instead of icons for Edit, Delete
or other modification commands. Write access is required for modification of any kind.

In larger companies where multiple administrators divide the share of work, access profiles often reflect the specific job
that each administrator does (“role”), such as user account creation or log auditing. Access profiles can limit each
administrator account to their assigned role. This is sometimes called role-based access control (RBAC).

The prof admin access profile, a special access profile assigned to the admin administrator account and required by
it, does not appear in the list of access profiles. It exists by default and cannot be changed or deleted, and consists of
essentially UNIX root-like permissions.

If you create more administrator accounts, whether to harden security or simply to prevent accidental modification,
create other access profiles with the minimal degrees and areas of access that each role requires. Then assign each
administrator account the appropriate role-based access profile.

For example, for a person whose only role is to audit the log messages, you might make an access profile named
auditor that only has Read permissions to the Log & Report area.

For information on how each access control area correlates to which CLI commands that administrators can access, see
Permissions on page 45

To use this command, your administrator account’s access control profile must have both r and w permissions to items
in the admingrp category.

Syntax

config system accprofile
edit "<access-profile name>"

set admingrp {none | r | rw | w}
set authusergrp {none | r | rw | w}
set loggrp {none | r | rw | w}

set mlgrp {none | r | rw | w}

set mntgrp {none | r | rw | w}

set netgrp {none | r | rw | w}

set sysgrp {none | r | rw | w}

set traroutegrp {none | r | rw | w}
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set syncookie {enable | disable}
set webgrp {none | r | rw | w}
set wvsgrp {none | r | rw | w}
next
end
Variable Description
"<access-profile_name>" Enter the name of the access profile. The maximum length is
63 characters.
To display the list of existing profiles, enter:
edit ?
admingrp {none | r | rw | w} Enter the degree of access that administrator accounts using
this access profile will have to the system administrator
configuration.

Available only when administrative domains (ADOMs) are
disabled. For details, see .

authusergrp {none | r| rw |w} Enter the degree of access that administrator accounts using
this access profile will have to the HTTP authentication user

configuration.

loggrp {none | r | rw | w} Enter the degree of access that administrator accounts using
this access profile will have to the logging and alert email
configuration.

mlgrp {none | r | Enter the degree of access that administrator accounts using

rw | w} this access profile will have to the machine learning
configuration.

mntgrp {none | r| rw | w} Enter the degree of access that administrator accounts using

this access profile will have to maintenance commands.

Unlike the other rows, whose scope is an area of the
configuration, the maintenance access control area does not
affect the configuration. Instead, it indicates whether the
administrator can perform special system operations such
as changing the firmware.

netgrp {none | r | rw | w} Enter the degree of access that administrator accounts using
this access profile will have to the network interface and
routing configuration.

sysgrp {none | r|rw | w} Enter the degree of access that administrator accounts using
this access profile will have to the basic system configuration
(except for areas included in other access control areas such
as admingrp).

traroutegrp {none | r | rw | w} Enter the degree of access that administrator accounts using
this access profile will have to the server policy (formerly
called traffic routing) configuration.

wadgrp {none | r | rw | w} Enter the degree of access that administrator accounts using
this access profile will have to the web anti-defacement
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No
default.

none

none

none

none

none

none

none

none

none
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Variable Description Default
configuration.

webgrp {none | r | rw | w} Enter the degree of access that administrator accounts using none
this access profile will have to the web protection profile
configuration.

wvsgrp {none | r | rw | w} Enter the degree of access that administrator accounts using none

this access profile will have to the web vulnerability scanner.

Example

This example configures an administrator access profile named full access, which permits both read and write
access to all special operations and parts of the configuration.

Even though this access profile configures full access, administrator accounts using
this access profile will not be fully equivalent to the admin administrator. The admin
administrator has some special privileges that are inherent in that account and
cannot be granted through an access profile, such as the ability to reset other
administrators’ passwords without knowing their current password. Other accounts
should therefore not be considered a substitute, even if they are granted full access.

config system accprofile
edit "full access"
set admingrp rw
set authusergrp rw
set loggrp rw
set mlgrp rw
set mntgrp rw
set netgrp rw
set sysgrp rw
set traroutegrp rw
set wadgrp rw
set webgrp rw
set wvsgrp rw
next
end

Related topics
« system admin on page 194

« server-policy custom-application application-policy on page 1
o Permissions on page 45
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system admin

Use this command to configure FortiWeb administrator accounts. In its factory default configuration, a FortiWeb
appliance has one administrator account, named admin. That administrator has permissions that grant full access to the
FortiWeb configuration and firmware. After connecting to the web Ul or the CLI using the admin administrator account,
you can configure additional administrator accounts with various levels of access to different parts of the FortiWeb
configuration.

Administrators can access the web Ul and the CLI through the network, depending on administrator account’s trusted
hosts, ADOMs, and the administrative access protocols enabled for each of the FortiWWeb appliance’s network
interfaces. For details, see system interface on page 293, , and Connecting to the CLI on page 32.

A
- -
To prevent multiple administrators from logging in simultaneously, which could allow
them to inadvertently overwrite each other’s changes, enable . For details, see .
—

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system admin

edit "<administrator name>"
set accprofile "<access-profile name>"
set accprofile-override {enable | disable}
set domains "<adom name>"
set password "<password str>"
set email-address "<contact email>"
set first-name "<name str>"
set last-name "<surname str>"
set mobile-number "<cell-phone str>"
set phone-number "<phone str>"
set trusthosts "<management-computer ipv4mask>"
set ip6trusthosts "<management-computer ipvémask>"
set type {local-user | remote-user}
set admin-usergroup "<remote-auth-group name>"
set wildcard {enable | disable}
set sshkey "<sshkey str>"

set force-password-change {enable | disable} on page 198
next
end
Variable Description Default
"<administrator_name>" Enter the name of the administrator account, such as No default.

adminl oradmin@example.com, that can be referenced
in other parts of the configuration.

Do not use spaces or special characters except the ‘at’
symbol ( @ ). The maximum length is 63 characters.
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Variable Description Default

To display the list of existing accounts, enter:

edit 2

Note: This is the user name that the administrator must
provide when logging in to the CLI or web Ul. If using an
external authentication server such as RADIUS or Active
Directory, this name will be passed to the server via the
remote authentication query.

accprofile "<access-profile_  Enter the name of an access profile that gives the No default.
name>" permissions for this administrator account. See also

system accprofile on page 191. The maximum length is 63

characters.

You can select prof_admin, a special access profile used
by the admin administrator account. However, selecting
this access profile will not confer all of the same
permissions of the admin administrator. For example, the
new administrator would not be able to reset lost
administrator passwords.

To display the list of existing profiles, enter:

edit ?

Tip: Alternatively, if your administrator accounts
authenticate via a RADIUS query, you can assign their
access profile through the RADIUS server using RFC 2548
(http://www.ietf.org/rfc/rfc2548.txt) Microsoft Vendor-
specific RADIUS Attributes.

On the RADIUS server, create an attribute named:
ATTRIBUTE FortiWeb-Access-Profile 6

then set its value to be the name of the access profile that
you want to assign to this account. Finally, in the CLI, use
accprofile-override {enable | disable} on page 195 to
enable the override.

If none is assigned on the RADIUS server, or if it does not
match the name of an existing access profile on FortiWeb,
FortiWeb will fail back to use the one locally assigned by
this setting.

accprofile-override {enable |  Enable to use the access profile indicated by the RADIUS disable
disable} query response, and ignore accprofile "<access-profile_
name>" on page 195.
This setting applies only if admin-usergroup "<remote-
auth-group_name>" on page 197 is configured to use a
RADIUS query to authenticate this account.

This setting applies only if ADOMs are enabled. See .

domains "<adom_name>" Enter the name of an administrative domain (ADOM) to No default.
assign and restrict this administrative account to it.
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Variable Description Default
This setting applies only if ADOMs are enabled.

password "<password_str>"  Enter a password for the administrator account. The No default.
maximum length is 32 characters. The minimum length is 1
character.

For improved security, the password should be at least 8
characters long, be sufficiently complex, and be changed
regularly.

This setting applies only when type is local-user. For
accounts defined on a remote authentication server, the
FortiWeb appliance will instead query the server to verify
whether the password given during a login attempt
matches the account’s definition.

email-address "<contact_ Enter an email address that can be used to contact this No default.
email>" administrator. The maximum length is 63 characters.
first-name "<name_str>" Enter the first name of the administrator. The maximum No default.

length is 63 characters.

last-name "<surname_str>" Enter the surname of the administrator. The maximum No default.
length is 63 characters.

mobile-number "<cell- Enter a cell phone number that can be used to contact this  No default.
phone_str>" administrator. The maximum length is 63 characters.

phone-number "<phone_ Enter a phone number that can be used to contact this No default.
str>" administrator. The maximum length is 63 characters.

trusthosts "<management- Enter the IP address and netmask of a management 0.0.0.0
computer_ipv4dmask>" computer or management LAN from which the 0.0.0.0

administrator is allowed to log in to the FortiWeb appliance.
You can specify up to 10 trusted hosts, separated with
space.

To allow login attempts from any IP address, enter
0.0.0.0/0.0.0.0. If you allow administrators to log in
from any IP address, consider choosing a longer and more
complex password, and limiting administrative access to
secure protocols to minimize the security risk. For details
about administrative access protocols, see system
interface on page 293.

Note: For improved security, restrict all three trusted host
addresses to the IP addresses of computers from which
only this administrator will log in.

ip6trusthosts Enter the IP address and netmask of a management 38/0
"<management-computer_ computer or management LAN from which the
ipvémask>" administrator is allowed to log in to the FortiWeb appliance.

You can specify up 10 trusted hosts, separated with space.
To allow login attempts from any IP address, enter : : /0.
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Variable

type {local-user | remote-
user}

admin-usergroup "<remote-
auth-group_name>"

wildcard {enable | disable}

sshkey "<sshkey_str>"

FortiWeb CLI Reference

Description

Caution: If you allow logins from any IP address, consider
choosing a longer and more complex password, and
limiting administrative access to secure protocols to
minimize the security risk. Unlike IPv4, IPv6 does not
isolate public from private networks via NAT, and therefore
can increase availability of your FortiWeb’s web UI/CLI to
IPv6 attackers unless you have carefully configured your
firewall/FortiGate and routers. For details about
administrative access protocols, see system interface on
page 293.

Note: For improved security, restrict all three trusted host
addresses to the IP addresses of computers from which
only this administrator will log in.

Select either:

« local-user—Authenticate this account locally, with
the FortiWeb appliance itself.

« remote-user—Authenticate this account via a
remote server such as an LDAP or RADIUS server.
Also configure admin-usergroup "<remote-auth-
group_name>" on page 197.

If there is only one account configured on FortiWWeb
(i.e. the admin user), before setting it as a remote
user, do make sure the remote authentication server
is safe and stable. Once the remote authentication
server is damaged and the account credentials are
lost, FortiWeb can't recover it, which means the only
one account that can log in to FortiWeb is lost. The
configurations will be lost and you need to re-install
FortiWeb image.

Enter the name of the remote authentication group whose
settings the FortiWeb appliance will use to connect to a
remote authentication server when authenticating login
attempts for this account. The maximum length is 63
characters.

To display the list of existing groups, enter:

edit ?

For details about configuring remote authentication
groups, see user admin-usergrp on page 337.

Used when administrator accounts authenticate via a
RADIUS query.

This setting applies only if the value of type {local-user |
remote-user} on page 197 is remote-user.

The public key used for connecting to the CLI using a
public-private key pair.

197

Default

No default.

No default.

No default.

No default.
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Variable Description Default

For more information on connecting to the CLI using a
public-private key pair, see “Connecting to the CLI” in the
FortiWeb Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides

force-password-change Enable/disable force password change for next login. Disable
{enable | disable} This field can be configured only when Password Policy
is enabled in System > Admin > Settings.

Example

This example configures an administrator account with an access profile that grants only permission to read logs. This
account can log in only from an IP address on the management LAN (192.0.2.1/24), or from one of two specific IP
addresses (192.0.2.15and 192.0.2.50).

config system admin
edit "log-auditor"

set accprofile "log read access"
set password "P@sswOrd"
set email-address "log-adminlexample.com"
set trusthostl "192.0.2.1 256.256.256.0"
set trusthost2 "192.0.2.15 256.256.256.256"
set trusthost3 "192.0.2.50 256.256.256.256"
set force-password-change enable

end

vig
- - To display all dashboard status and widget settings, enter:
config system admin
— show

Related topics
« system accprofile on page 191

« system global on page 261
« user admin-usergrp on page 337

system admin-certificate ca

When FortiWeb's certificate-based Web Ul login is applied. Besides the administrators' certificates information, the
corresponding certificate authority (CA) certificates are required to be stored on the FortiWeb appliance. Certificate
authorities validate and sign other certificates in order to indicate to third parties that those other certificates are
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authentic and can be trusted. FortiWeb authorizes the administrator's login by verifying its certificate with the
corresponding CA.

Use this command to show the names of the CA certificates that are relative to the administrators' certificates. You use
the web Ul to upload these certificates.

CA certificates are not used directly here (no set operations are defined), but they are required when you create a PKI
user (an administrator that FortiWeb authorizes base on his certificate) on the FortiWeb. For details, see user pki-user on
page 346.

For information about certificate-based Web Ul login, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

show system admin-certificate ca

Example

config system admin-certificate ca
edit "CA Cert 1"
next
edit "CA Cert 2"
next
end

system admin-certificate intermediate-ca

If the certificate you are applying for HTTPS access to FortiWeb's GUI management is signed by several intermediate
CAs, you need to import all the intermediate CA certificates of the certificate chain. FortiWeb will then send the
intermediate CA certificates together with the server certificate when administrators access FortiWeb's GUI via HTTPS.

Intermediate CAs must belong to a group in order to be selected in a certificate verification rule. For how to add the
intermediate certificates in a group, seesystem admin-certificate intermediate-ca-group.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see system accprofile on page 191

Syntax

config system admin-certificate intermediate-ca
edit "<certificate name>"
set certificate "<certificate str>"
next
end
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Variable Description Default
"<certificate_name>" Enter the name of a certificate file. The maximum No
length is 63 characters. default.
certificate "<certificate_str>" Set the certificate. Only certificates in PEM formatmay No
be set. default.
Example

This example adds a certificate to Inter Cert 1

config system certificate intermediate-certificate
edit "Inter Cert 1"
set certificate "----- BEGIN CERTIFICATE-----
MIIDkjCCAnoCCQCbXg6VYR1CijANBgkaghkiGO9wOBAQUFADCBijELMAKGALUEBhMC
SU4xEjAQBgNVBAgMCUthcm5hdGFrYTESMBAGA1IUEBwWwIQmMEFUZ2Fsb3J1MREwWDwYD
VQQKDAhGb3J0aW51dDEMMAOGALIUECWWDTEFCMQOWCWYDVQQODDAROZXNOMSMwIQYJ
KoZIhvcNAQkBFhRzdXBwb3J0Q0GZvenRpbmVOLmNvbTAeFwOxMjEyMDUXMDEINT 1a
FwOxNDEyMDUxXMDE1NT1aMIGKMQswCQYDVQQGEwWJJTJESMBAGA1IUECAwWIS2FybmFE 0
YWthMRIWEAYDVQQHDA1CYWS5nYWxvcmUxETAPBgNVBAOMCE ZvcenRpbmVOMQOwwCgYD
VQQLDANMQUIxDTALBgNVBAMMBHR1c3QxIzAhBgkghkiGO9wOBCQEWFHN1cHBvCcnRA
Zm9ydGluZXQuY29tMIIBIjANBgkaghkiGI9wOBAQEFAAOCAQS8AMIIBCgKCAQEArvHH
eXZJilTr4TbH/505jFxKQ5dILr/561J0J5UZWtgs9VhXSuCzmrs6FX35vyc7NR+9
tCbMrl17gA68MxBMuubphf2r77M9%sp3rOZE2nFR+1hjpWrXBk7/puFLBbI2ygh8d
7DB25m5pI0CImbdJI5GGlce/1wHULQhFQSYCMSVjc34esvalE8oAVFWHAZX14dbADb]
gC4CMbayzJZaYEfh/7suMwvdwS3sYjOwZYq6DFEF5ZPpKN+71i9J+8EmAvazS2m3M
fFdPFf4eEAgsHmYasgxH7s4Ksc2zTm3cG5srRCgEsEddhobl I1JvmApoN2JiNiYJ
hYiEPyJdf2z+dADwXwIDAQABMAOGCSGSIb3DQEBBQUAAATIBAQCHASKKWVRPri/d
L80okLny6FygJd0auPbuRQCUGAWPpfdKdXn61iyM1LuR06638202yrQ0ddgRcdaExTOI
RCoC2NghzZvy8JJW2A+KTXutwdGGg8ckHQ5UVRtNO/1PZ6Quz8AsswzNk2Qx60tF
FcTEBNXVTHKabQR46ChIa3sG032Wiuj 6Y2Rv77mTmmDRZnrY8QGZd2zMm3riAqUE
I1Gi10/yg0AhA+Z2Bt5rer3X+GTknhDAPJ+yU2WS1c8pPj3A3DI0+xwTOg/sNCgTme
xb7Q1VM/1kiOE9YaPasAJuQ7WHmnd8J0vHwl /e+whf/1sKxVOC1BNL/Jd1yNAMvy
isnzZYL58

Related topics

« system admin-certificate intermediate-ca-group

system admin-certificate intermediate-ca-group

Use this command to group intermediate CA certificates for HTTPS access to FortiWeb's GUI management.

Intermediate CAs must belong to a group in order to be selected in a certificate verification rule.
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To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system admin-certificate intermediate-ca-group
edit "<admin intermediate-ca-group name>"
config members
edit <admin intermediate-ca_ index>
set name "<admin intermediate ca name>"

next
end
next
end
Variable Description Default
"<admin_intermediate-ca- Enter the name of an admin intermediate certificate authority No
group_name>" (CA) group. The maximum length is 63 characters. default.
<admin_intermediate-ca__ Enter the index number of an admin intermediate CA within No
index> its group. The valid range is 1-9,999,999,999,999,999,999.  default.
name "<admin_ Enter the name of a previously uploaded admin intermediate  No
intermediate_ca_name>" CA certificate. The maximum length is 63 characters. See default.

system admin-certificate intermediate-ca.

Related topics

« system admin-certificate intermediate-ca

system admin-certificate local

The FortiWeb appliance presents its own HTTPS server certificate for secure connections (HTTPS) to its Web Ul. By
default, A Fortinet factory certificate is used as the certificate, which is named defaultcert in FortiWeb. You can also
import other certifications to FortiWeb and replace the defaultcert with any of them for secure Web Ul connections.

Use this command to edit the comment associated with the these FortiWWeb's administration certificates that are stored
locally on the FortiWeb appliance.

To replace the certificate that FortiWeb uses for the secure accesses to its Web Ul, see .

For information on how to upload a certificate file to change FortiWeb's default certificate, see the FortiWeb
Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.
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Syntax

config system admin-certificate local
edit "<certificate name>"

set
set
set
set
set
set
set
next
end

Variable

"<certificate_name>"

comment'

certificate "<certificate_str>"

passwd "<passwd_str>"

private-key "<private-key__

str>"

flag 0

status ok

type certificate

'<comment_str>"

comment "<comment str>"
certificate "<certificate str>"
passwd "<passwd str>"
private-key "<private-key str>"
flag 0

status ok

type certificate

Description

Enter the name of a certificate file. The maximum
length is 63 characters.

Enter a description or other comment. If the comment
contains more than one word or contains an
apostrophe, surround the comment in double quotes
(" ). The maximum length is 127 characters.

Enter the sequence number of the certificate file.

When exporting the private key file from certificate
factories, you can choose to enter a password to
encrypt the file. Thus when you import the file into
FortiWeb, you shall enter this password. This is
optional.

Enter the sequence number of the key file.

Indicate if a password was saved. This is used by
FortiWeb for backwards compatibility.

Indicates the status of an imported certificate:

- na—lIndicates that the certificate was
successfully imported, and is currently selected
for use by the FortiWeb appliance.

« ok—Indicates that the certificate was
successfully imported but is not selected as the
certificate currently in use. To use the certificate,
see .

« pending—Indicates that the certificate request
was generated, but must be downloaded, signed,
and imported before it can be used as a local
certificate.

Indicates whether the file is a certificate or a certificate
signing request (CSR).
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Default
No default.

No default.

No default.

No default.

No default.

ok

certificate
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Example

This example adds a comment to the certificate named certificatel.

config system admin-certificate local
edit "certificatel"
set comment "This is a certificate that FortiWeb uses for secure Web UI connections."
next
end

system advanced

Use this command to configure several system-wide options that determine how FortiWeb scans traffic.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
sysgrp area. For details, see Permissions on page 45.

Syntax
config system advanced
set circulate-url-decode {enable | disable}
set decoding-enhancement {enable | disable}

set max-cache-size <cache int>

set max-dlp-cache-size <percentage int>

set max-dos-alert-interval <seconds int>

set share-ip {enable | disable}

set anypktstream {enable | disable}

set max-bot-alert-interval <interval int> on page 204

set ignore-undefined-query-param {enable | disable}
end

Variable Description Default

Enable to detect URL-embedded attacks that are enable
obfuscated using recursive URL encoding (that is, multiple
levels’ worth of URL encoding).

circulate-url-decode
{enable | disable}

Encoded URLs can be legitimately used for non-English
URLSs, but can also be used to avoid detection of attacks
that use special characters. Encoded URLs can now be
decoded to scan for these types of attacks. Several
encoding types are supported.

For example, you could detect the character A that is
encoded as either %41, $x41, $u0041, 0or \t41l.
Disable to decode only one level's worth of the URL, if
encoded.

203

FortiWeb CLI Reference Fortinet Technologies Inc.



config 204

Variable Description Default

Enable to decode cookies and parameters using base64 or  disable
CSS for specified URLs. To configure decoding

enhancement, see system decoding enhancement on

page 238.

decoding-enhancement
{enable | disable}

Type the maximum size (in KB) of the body of the HTTP 512
response from the web server that FortiWeb will cache per

URL for body compression, decompression, rewriting, and

XML detection.

Increasing the body cache may decrease performance.

max-cache-size <cache_int>

Valid values range from 32 to 10240. The default value is
64.

Increasing the body cache may decrease performance.
Type the maximum percentage of max-cache-size 12

<cache_int> on page 204—the body of the HTTP response
from the web server—that FortiWeb buffers and scans.

max-dIp-cache-size
<percentage_int>

Responses are cached to improve performance on
compression, decompression, and rewriting on often-
requested URLs.

Type the maximum amount of time that FortiWeb will 180
converge into a single log message during a DoS attack or
padding oracle attack.

max-dos-alert-interval
<seconds_int>

Enable to analyze the ID field of IP headers in order to disable
attempt to detect when multiple clients share the same

source IP address. To configure the difference between

packets’ ID fields that FortiWeb will treat as a shared IP,

see system ip-detection on page 300.

share-ip {enable | disable}

Enabling this option is required for features that have a
separate threshold for shared IP addresses. If you disable
the option, those features will behave as if there is only a
single threshold, regardless of whether the source IP is
shared by many clients.

anypktstream {enable | Enable t.o configure FortiWeb to scan partial TCP disable
disable} connections.

In some cases, FortiWeb is deployed after a client has

already created a connection with a back-end server. If this

option is disabled, FortiWeb ignores any traffic that is part

of a pre-existing session.

Type the maximum amount of interval time that FortiWeb 60
will send an attack log during a bot attack. The valid range
is 0-300 seconds.

max-bot-alert-interval
<interval_int>

ignore-undefined-query- Enable to bypass undefined query parameters in policies. disable

param {enable | disable}
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Related topics

« server-policy policy on page 133

« system certificate local on page 221

« system ip-detection on page 300

« waf application-layer-dos-prevention on page 371

« waf http-protocol-parameter-restriction on page 456

system antivirus

Use this command to configure system-wide FortiGuard Antivirus scan settings.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
sysgrp area. For details, see Permissions on page 45.

Syntax

config system antivirus
set default-db {basic | extended}
set scan-bzip2 {enable | disable}
set uncomp-size-limit <limit int>
set uncomp-nest-limit <limit int>

set use-fsa {enable | disable}
end
Variable Description Default
default-db {basic | extended}  Select which of the antivirus signature databases to use basic

when scanning HTTP POST requests for viruses, either:

« basic—Select to use only the signatures of viruses
and greyware that have been detected by
FortiGuard’s networks to be recently spreading in the
wild.

« extended—Select to use all signatures, regardless
of whether the viruses or greyware are currently
spreading.

scan-bzip2 {enable | disable} Enable to scan archives that are compressed using the enable

BZIP2 algorithm.

Tip: Scanning BZIP2 archives can be very CPU-intensive.
To improve performance, block the BZIP2 file type, then
disable this option.
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Variable Description Default

uncomp-size-limit <limit_int>  Type the maximum size in kilobytes (KB) of the memory 5000
buffer that FortiWeb will use to temporarily undo the
compression that a client or web server has applied to
traffic, in order to inspect and/or modify it. For details, see
"waf file-uncompress-rule" on page 1.

Caution: Unless you configure otherwise, compressed
requests that are too large for this buffer will pass through
FortiWeb without scanning or rewriting. This could allow
malware to reach your web servers, and cause HTTP
body rewriting to fail. If you prefer to block requests
greater than this buffer size, configure waf http-protocol-
parameter-restriction on page 456. To be sure that it will
not disrupt normal traffic, first configure action to be
alert. If no problems occur, switchitto alert deny.

The maximum acceptable values are:

102400 KB: FortiWeb 100D, 400C, 400D, 600D, 1000C,
3000CFsx, 3000DFsx, 4000C

204800 KB: FortiWeb 1000D, 2000D, 3000D, 4000D,
1000E, 2000E, 3010E

358400 KB: FortiWWeb 3000E, 4000E

uncomp-nest-limit <limit_int>  Type the maximum number of allowed levels of 12
compression (“nesting”) that FortiWeb will attempt to
decompress.

use-fsa {enable | disable} Enable to use the Signature Database from disable

FortiSandbox to supplement the AV Signature Database. If
enabled, FortiWeb will download the malware package
from FortiSandbox's Signature Database every minute.

system autoupdate override

Use this command to override the default Fortiguard Distribution Server (FDS) and update FortiGuard services from the
specified address.

If you cannot connect to the FortiGuard Distribution Network (FDN) or if your organization provides updates using their
own FortiGuard server, you can specify the IP address of the FDS server so that the FortiWeb appliance connects to this
server instead of the default server on Fortinet’s public FDN.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
mntgrp area. For details, see Permissions on page 45.

Syntax

config system autoupdate override
set status {enable | disable}
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set address {"<fds fgdn>" | "<fds ipv4>"}

set fail-over {enable | disable}
end
Variable Description Default
status {enable | disable} Enable to override the default list of FDN servers, and disable

connect to a specific server.

address {"<fds_fqdn>" | Enter either the IP address or fully qualified domain name No default.
"<fds_ipv4>"} (FQDN) of the FDS override.

If you connect with a FortiWeb device who is acting as an
FDS proxy, you should enter port number 8989 after the IP
address.

fail-over {enable | disable} Enable to fail over to one of the public FDN servers if enable
FortiWeb cannot reach the server specified in your FDS
override.

Related topics

« system autoupdate schedule on page 207

system autoupdate schedule

Use this command to configure how the FortiWeb appliance will access the Fortinet Distribution Network (FDN) to
retrieve updates. The FDN is a world-wide network that delivers FortiGuard service updates of predefined robots, data
types, suspicious URLS, IP address reputations, and attack signatures used to detect attacks such as:

« Cross-site scripting (XSS)
« SQL injection
o Common exploits

]
-..‘ '.p Alternatively, you can manually upload update packages. For details, see the
9 FortiWeb Administration Guide:
— http://docs.fortinet.com/fortiweb/admin-guides

FortiWeb appliances connect to the FDN by connecting to the Fortinet Distribution Server (FDS) nearest to the FortiWeb
appliance based on its configured time zone.

In addition to manual update requests, FortiWeb appliances support an automatic scheduled updates, by which the
FortiWeb appliance periodically polls the FDN to determine if there are any available updates.

If you want to connect to a specific FDS, you must enter system autoupdate override on page 206. If your FortiWeb
appliance must connect through a web proxy, you must also enter system autoupdate tunneling on page 209.
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To use this command, your administrator account’s access control profile must have either w or rw permission to the
mntgrp area. For details, see Permissions on page 45.

Syntax

config system autoupdate schedule
set status {enable | disable}
set frequency {daily every
set time "<time str>"
set day {Sunday | Monday | Tuesday | Wednesday | Thursday | Friday | Saturday}

weekly}

end
Variable Description Default
status {enable | disable} Enable to periodically request signature updates from the enable
FDN.
frequency {daily | every | Select the frequency with which the FortiWWeb appliance will every
weekly} request signature updates.
time "<time_str>" Enter the time at which the FortiWeb appliance will request 00:00
signature updates.
The time format is hh : mm, where:
« hhis the hour according to a 24-hour clock
« mmis the minute
day {Sunday | Monday | Select which day of the week that the FortiWeb appliance will Monday
Tuesday | Wednesday | request signature updates. This option applies only if
Thursday | Friday | frequencyis weekly.
Saturday}
Example

This example configures weekly signature update requests on Sunday at 2:00 PM.

config system autoupdate schedule
set status enable
set frequency weekly
set day Sunday
set time 14:00
end

Related topics

« system autoupdate override on page 206
« system autoupdate tunneling on page 209
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system autoupdate tunneling

Use this command to configure the FortiWeb appliance to use a proxy server to connect to the Fortinet Distribution
Network (FDN).

The FortiWeb appliance will connect to the proxy using the HTTP CONNECT method, as described in RFC 2616
(http://tools.ietf.org/rfc/rfc2616.txt).

To use this command, your administrator account’s access control profile must have either w or rw permission to the
sysgrp area. For details, see Permissions on page 45.

Syntax

config system autoupdate tunneling
set status {enable | disable}
set address {"<proxy fgdn>" | "<proxy ipv4>"}
set port <port int>
set username "<proxy-user str>"
set password "<proxy-password str>"

end
Variable Description Default
status {enable | disable} Enable to connect to the FDN through a web proxy. disable
address {"<proxy_fqdn>" | Enter either the IP address or fully qualified domain name No default.
"<proxy_ipv4>"} (FQDN) of the web proxy. The maximum length is 63
characters.
port <port_int> Enter the port number on which the web proxy listens for 0
connections. The valid range is 0-65,535.
username "<proxy-user_ If the proxy requires authentication, enter the FortiWeb No default.
str>" appliance’s login name on the web proxy. The maximum
length is 49 characters.
password "<proxy- If the proxy requires authentication, enter the password for ~ No default.
password_str>" the FortiWeb appliance’s login name on the web proxy. The
maximum length is 49 characters.
Example

This example configures the FortiWWeb appliance to connect through a web proxy that requires authentication.

config system autoupdate tunneling
set status enable
set address "192.168.1.10"
set port 1443
set username "fortiweb"
set password "myPasswordl"
end
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Related topics

« system autoupdate schedule on page 207

system backup

Use this command to configure automatic backups of the system configuration to an FTP or SFTP server. You can either
run the backup immediately or schedule it to run periodically.

The backup can include all uploaded files such as error pages, WSDL files, certificates, and private keys. Fortinet
recommends that if you have many such files, that you include them in the backup. This saves you valuable time if you
need to restore the configuration in an emergency.

Fortinet strongly recommends that you password-encrypt this backup, and store it in
a secure location. This backup method includes sensitive data such as your HTTPS

certificates’ private keys. Unauthorized access to private keys compromises the
security of all HTTPS requests using those certificates.

To restore a backup, see backup full-config on page 710.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
mntgrp area. For details, see Permissions on page 45.

Syntax

config system backup
edit "<backup name>"

set
set
set
set
set
set
set
set
set
set
set

config-type {full-config |cli-config | waf-config}
ml-flag {disable | enable}

encryption {enable | disable}
encryption-passwd "<password str>"

ftp-auth {enable | disable}

ftp-user "<user str>"

ftp-passwd "<password str>"

ftp-dir "<directory-path str>"

ftp-server {"<server ipv4>" | "<server fqgdn>"}
protocol-type {ftp | sftp}

schedule type {now | days}

set schedule days {sun mon tue wed thu fri sat}
set schedule time "<time str>"
next
end
Variable Description Default
"<backup_name>" Enter the name of the backup configuration. The maximum  No default.

length is 59 characters.
To display the list of existing backups, enter:
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Variable

config-type {full-config |cli-
config | waf-config}

ml-flag {disable | enable}

encryption {enable | disable}

encryption-passwd
"<password_str>"

ftp-auth {enable | disable}

ftp-user "<user_str>"

ftp-passwd "<password_
str>"

ftp-dir "<directory-path_str>

FortiWeb CLI Reference

Description
edit 2

Select either:

o full-config— Include both the configuration file
and other uploaded files, such as certificate and error
page files, in the backup.

e cli-config— Include only the configuration file in
the backup.

« waf-config— Include only the web protection
profiles in the backup.

Enable to include machine leaning data in the backup. This
option takes effect only when the config-type is set to
full-config

Enable to encrypt the backup file with a . z1ip extension.

Caution: Unlike when downloading a backup from the web
Ul to your computer, this does include all certificates and
private keys. Fortinet strongly recommends that you
password-encrypt this backup, and store it in a secure
location.

Enter the password that will be used to encrypt the backup
file.

This field appears only if you enable encryption {enable |
disable} on page 211.

Enable if the server requires that you provide a user name
and password for authentication, rather than allowing
anonymous connections. When enabled, you must also
configure ftp-user "<user_str>" on page 211 and ftp-
passwd "<password_str>" on page 211.

Disable for FTP servers that allow anonymous uploads.

Enter the user name that the FortiWeb appliance will use to
authenticate with the server. The maximum length is 127
characters.

This variable is not available unless ftp-auth {enable |
disable} on page 211 is enable.

Enter the password corresponding to the account specified
in ftp-user "<user_str>". The maximum length is 127
characters.

This variable is not available unless ftp-auth {enable |
disable} on page 211 is enable.

Enter the directory path on the server where you want to
store the backup file. The maximum length is 127
characters.

21

Default

cli-
config

disable

disable

No default.

disable

No default.

No default.

No default.
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Variable Description Default
ftp-server {"<server_ipv4>"|  Enter either the IP address or fully qualified domain name No default.
"<server_fqdn>"} (FQDN) of the server. The maximum length is 127
characters.
protocol-type {ftp | sftp} Select whether to connect to the server using FTP or ftp
SFTP.
schedule_type {now | days} Select one of the schedule types: now

« now—Use this to initiate the FTP backup immediately
upon ending the command sequence.

« days—Enter this to allow you to set days and a time to
run the backup automatically. You must also configure
schedule_days {sun mon tue wed thu fri sat} on page
212 and schedule_time "<time_str>" on page 212

schedule_days {sun montue Enter one or more days of the week when you wanttoruna No default.
wed thu fri sat} periodic backup. Separate each day with a blank space.

For example, to back up the configuration on Monday and
Friday, enter:
set schedule days mon, fri
This command is available only if schedule_type {now |
days} on page 212 is days.
schedule_time "<time_str>" Enter the time of day to run the backup. 00:00
The time format is hh : mm, where:
« hhis the hour according to a 24-hour clock
« mmis the minute

This command is available only if schedule_type {now |
days} on page 212 is days.

Related topics

« restore config on page 732
« backup cli-config on page 709

system central-management

Use this command to enable cross domain access feature for central management in the web Ul and CLI.

Syntax

config system central management
set cm-access {enable | disable}
set system central-management
end
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Variable Description Default

Enable/disable the cross domain access disable

cm-access {enable | disable}
feature for central management.

system central-management Enter the URL to access FortiWWeb Manager.  disable

Example

This example shows enabling central management feature.

config system central-management
set cm-accsss enable
set allow-origin https://10.200.111.100

end

system certificate ca

Use this command to show the names of certificates for a certificate authority (CA). You use the web Ul to upload these
certificates.

Certificate authorities validate and sign other certificates in order to indicate to third parties that those other certificates
are authentic and can be trusted

CA certificates are not used directly, but must first be grouped in order to be selected in a certificate verification rule. For
details, see system certificate ca-group on page 215.

For information on how to upload a certificate file, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

show system certificate ca
config system certificate ca
edit "<certificate name>"
set certificate "<certificate str>"

next
end
Variable Description Default
"<certificate_name>" Enter the name of a certificate file. The maximum No

length is 63 characters. default.
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Variable Description Default
certificate "<certificate_ str>" Set the certificate. Only certificates in PEM formatmay No
be set. default.
Example

This example creates two CA certificate items, CA_Cert 1andCA Cert 2.

config system certificate ca
edit "CA Cert 1"
next
edit "CA Cert 2"
next
end

This example adds a certificate to CA_Cert 1

config system certificate local
edit "CA Cert 1"
set certificate "----- BEGIN CERTIFICATE-----
MIIDkjCCAnoCCQChbXq6VYR1CijANBgkghkiGIwOBAQUFADCB1JELMAKGALUEBhMC
SU4xEjAQBgNVBAgMCUthcm5hdGFrYTESMBAGALIUEBwWwIQmMEFUZ2Fsb3J1MREwWDwYD
VQOKDAhGb3J0aW51dDEMMAOGALIUECWWDTEFCMQOwCWYDVQQODDAROZXNOMSMwWIQYJ
KoZIhvcNAQkBFhRzdAXBwb3J0QGZvenRpbmVOLmMNvbTAeFwOxMjEyMDUXMDE1INT 1a
FwOxNDEyMDUXMDE1INT1aMIGKMQOswCQYDVQQOGEwWJJTJESMBAGAIUECAWIS2FybmE 0
YWthMRIWEAYDVQQHDAICYWS5nYWxvcmUXETAPBgNVBAOMCEZvcnRpbmVOMQwwCgYD
VQQLDANMQUIxDTALBgNVBAMMBHR1c3Q0xIzAhBgkghkiGO9wOBCQEWFHN1cHBvCnRA
Zm9ydGluzXQuY29tMIIBIjANBgkghkiGI9wOBAQEFAAOCAQS8AMI IBCgKCAQEATrVHH
eXZJi1Tr4TbH/505jFxKQ5dILr/561J0J5UZWtgs9VhXSuCzmrs6FX35vyc7NR+9
tChMrl7gA68MxBMuubphf2r77M9bsp3rOZE2nFR+1hjpWrXBk7/puFLBbI2ygh8d
7DB25m5pI0CImbdJI5GGlc/1wHULQhFQSYCMSVjc34esvaLESoAVFWHAZX14dbAb]
gC4CMbayzJZaYEfh/7suMwvdwS3sYjOwZYg6DFEF5ZPpKN+7 1 9J+8EmAvazS2m3M
fFdPFf4eEAgsHmYasgxH7s4Ksc2zTm3cG5srRCgEsEddhoblI1JvmApoN2JiNiYJ
hYiEPyJdf2z+dADwXwIDAQABMAOGCSGSIb3DQEBBQUAA4IBAQCLABKKWVRPri/d
L80okLny6FygJd0auPbuRQCUGAWPfdKdXn61iyM1LuR06638202yrQ0ddgRcdaExTOT
RCoC2NghzZvy8JJW2A+KTXutwdGGg8ckHQ5UVRENo/1PZ6Quz8AsswzNk2Qx60tF
FcTEBNxVTHKabQR46ChIa3sG032Wiuj6Y2Rv7 7/ mTmmDRZnrY8QGZd2zMm3riAqUE
IGi10/yg0AhA+ZBt5rer3X+GTknhDAPJ+yU2WS1c8pPj3A3DI0+xwT0q/sNCgTme
xb7Q1VM/1kiOE9YaPasAJuQ7WHmnd8J0vHwl1 /e+whf/1sKxVOC1BNL/Jd1yNAMvy
isnzZYL58

Related topics

« system certificate ca-group on page 215
« system certificate verify on page 232

FortiWeb CLI Reference
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system certificate ca-group

Use this command to group certificate authorities (CA).
CAs must belong to a group in order to be selected in a certificate verification rule.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate ca-group
edit "<ca-group name>"
config members
edit <ca_ index>

set type {CA | TSL}

set publish-dn {enable | disable}
set tsl "<tsl name>"

set name "<ca name>"

next
end
next
end

Variable Description Default

"<ca-group_name>" Enter the name of a certificate authority (CA) group. The No
maximum length is 63 characters. default.

<ca_index> Enter the index number of a CA within its group. The valid No
range is 1-999,999,999,999,999,999. default.

name "<ca_name>" Enter the name of a previously uploaded CA certificate. No

default.
type {CA | TSL} Select to upload CA certificate or TSL. CA
tsl "<tsl name>" Enter the name of a TSL. No
default.

publish-dn {enable | disable} = Enable to list only certificates related to the specified CA enable
Group. This is beneficial when a client installs many
certificates in its browser or when apps don't list client
certificates. If you enable this option, also enable the option
in a certificate verification rule. For details, see system
certificate verify on page 232.

Example

This example groups two CA certificates into a CA group named caVEndors1.

config system certificate ca-group
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edit "caVendorsl"
config members
edit 1
set name "CA Cert 1"
next
edit 2
set "name CA Cert 2"
next
end
next
end

Related topics

« certificate ca on page 1
« system certificate local on page 221
« system certificate verify on page 232

system certificate crl

Use this command to edit the URL associated with a previously uploaded certificate revocation list (CRL).

To ensure that your FortiWeb appliance validates only certificates that have not been revoked, you should periodically
upload a current certificate revocation list, which may be provided by certificate authorities (CA).

For information on how to upload a CRL, see the FortiWWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate crl
edit "<crl name>"
set certificate "<certificate str>"
set type {http | local | scep}
set url "<crl str>"

next
end
Variable Description Default
"<crl_name>" Enter the name of a CRL. The maximum length is 63 No
characters. default.
certificate "<certificate_str>"  Set the certificate. Only certificates in PEM format may be No
set. default.
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Variable Description Default

type {http | local | scep} Specify how you set the certificate. local
http—query for the certificate from a HTTP server
local—set the certificate through certificate <certificate
str_pem>.
scep—query for the certificate from a SCEP server

url "<crl_str>" If type {http | local | scep} on page 217 is setas http or No
scep, enter the URL of the certificate. The maximum length  default.
is 127 characters.

Related topics

« certificate ca on page 1

« system certificate local on page 221

« system certificate crl-group on page 217
« system certificate verify on page 232

system certificate crl-group

Use this command to create a group of CRLs that you have already uploaded to FortiWeb.

To ensure that FortiWeb validates only certificates that have not been revoked, you should periodically upload current
certificate revocation lists (CRL) that may be provided by certificate authorities (CA). Once you've uploaded the CRL(s)
you want to use, create CRL groups to include in your FortiWWeb configuration.

For more information about CRLs and CRL groups, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate crl-group
edit <crl group name>
config members
edit <entry index>
set <crl name>
next
end
next
end
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Variable Description Default

<crl_group_name> Type the name of the CRL group. You will use this name to No
select the CRL group in other parts of the configuration. The  default.
maximum length is 63 characters.

<entry_index> Type the index number of the individual entry in the table. No
default.

<crl_name> Type the name of a CRL that you want to include in the No
group. The maximum length is 63 characters. For details, default.

see system certificate crl on page 216.

Related topics

« system certificate crl on page 216
« system certificate verify on page 232

system certificate intermediate-certificate

Use this command to upload the names of uploaded intermediate CA certificate.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate intermediate-certificate
edit "<certificate name>"
set certificate "<certificate str>"

next
end

Variable Description Default

"<certificate_name>" Enter the name of a certificate file. The maximum No
length is 63 characters. default.

certificate "<certificate_str>" Set the certificate. Only certificates in PEM formatmay No
be set. default.

Example

This example creates three intermediate certificate items, Inter Cert 1,Inter Cert 2and Inter Cert 3.

config system certificate intermediate-certificate
edit "Inter Cert 1"
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next
edit "Inter Cert 2"
next
edit "Inter Cert 3"
next

end

This example adds a certificate to Inter Cert 1

config system certificate local
edit "Inter Cert 1"
set certificate "----- BEGIN CERTIFICATE-----
MIIDkjCCAnoCCQCbXg6VYR1IC1ijANBgkghkiGOwOBAQUFADCB1JELMAkKkGA1UEBhMC
SU4xEjAQBgNVBAgMCUthcm5hdGFrYTESMBAGALIUEBwWwIQmMEFUZ2Fsb3J1MREWDwYD
VQOKDAhGb3J0aW51dDEMMAOGAIUECWWDTEFCMQOWCWYDVQQODDAROZXNOMSMWIQYJ
KoZIhvcNAQkBFhRzdXBwb3J0QGZvenRpbmVOLmMNvbTAeFwOxMjEyMDUxMDEINT1a
FwOxNDEyMDUxXMDE1NT1aMIGKMQswCQYDVQQGEwWJJTJESMBAGA1UECAwWIS2FybmFE 0
YWthMRIWEAYDVQOHDAICYWS5nYWxvcemUxETAPBgGNVBAOMCEZvcenRpbmVOMQwwCgYD
VQQLDANMQUIxDTALBgNVBAMMBHR1c3QxIzAhBgkghkiGO9wOBCQEWFHN1cHBvCcnRA
Zm9ydGluZXQuY29tMIIBIjANBgkghkiGI9wOBAQEFAAOCAQS8AMI IBCgKCAQEArvHH
eXZJil1Tr4TbH/505jFxKQ5dILr/561J0J5UZWtgs9VhXSuCzmrs6FX35vyc7NR+9
tCbMrl17gA68MxBMuubphf2r77M9bsp3rOZE2nFR+1hjpWrXBk7/puFLBbI2ygqh8d
7DB25m5pI0CImbdJI5GGlc/1wHULQhFQSYCMSVic34esvalE8oAVFWHAZX14dbAb]
gC4CMbayzJzaYEfh/7suMwvdwS3sYjOwZYg6DFEF5ZPpKN+j19J+8EmAvazS2m3M
fFdPFf4eEAgsHmYasgxH7s4Ksc2zTm3cG5srRCgEsEddhobl I1JvmApoN2JiNiYJ
hYiEPyJdf2z+dADwXwIDAQABMAOGCSgGSIb3DQEBBQUAAAIBAQCHASKKWVRPri/d
L80okLny6FygJd0auPbuRQCUGAWPfdKdXn61iyM1LuR06638202yrQ0ddgRcdaExTOI
RCoC2NghzZvy8JIW2A+KTXutwdGGg8ckHQ5UVRENO/1PZ6Quz8AsswzNk20x60tF
FcTEBNXVTHKabQR46ChIa3sG032Wiuj 6Y2Rv77mTmmDRZnrY8QGZd2zMm3riAqUE
IGi10/yg0AhA+ZBt5rer3X+GTknhDAPJ+yU2WS1c8pPj3A3DI0+xwTOqg/sNCgTmc
xpb7Q1VM/1kiOE9YaPasAJuQ7WHmnd8J0vHwl /e+whf/1sKxVOC1BNL/Jd1yNAMvy
1snZYL58

Related topics

« certificate inter-ca on page 1
« system certificate intermediate-certificate-group on page 219
« server-policy policy on page 133

system certificate intermediate-certificate-group

Use this command to group intermediate CA certificates.
Intermediate CAs must belong to a group in order to be selected in a certificate verification rule.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.
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Syntax

config system certificate intermediate-certificate-group
edit "<intermediate-ca-group name>"
config members
edit <intermediate-ca_ index>
set name "<ca name>"

next
end
next
end

Variable Description Default

"<intermediate-ca-group_ Enter the name of an intermediate certificate authority (CA) No

name>" group. The maximum length is 63 characters. default.

<intermediate-ca_index> Enter the index number of an intermediate CA within its No
group. The valid range is 1-9,999,999,999,999,999,999. default.

name "<ca_name>" Enter the name of a previously uploaded intermediate CA No
certificate. The maximum length is 63 characters. default.

Related topics

« certificate inter-ca on page 1
« system certificate intermediate-certificate on page 218
« server-policy policy on page 133

system certificate letsencrypt

Instead of uploading CA certificate from your local directory, an easier way is to configure FortiWeb to obtain a CA
certificate from Let's encrypt on behalf of you.

It's recommended to configure Let's Encrypt certificate through Web Ul, where more functions are offered. Refer to "Let's
Encrypt certificates" in FortiWeb Administration Guide.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

show system certificate letsencrypt
config system certificate letsencrypt
edit "<certificate name>"
set domain "<application domain name>" on page 221
next
end
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Variable Description Default
"<certificate_name>" Enter the name of a certificate file. The maximum No
length is 63 characters. default.
domain "<application_domain_ FortiWeb will then retrieve the CA certificate for this No
name>" domain from Let's encrypt. default.

Related topics

« system certificate ca on page 213
« system certificate ca-group on page 215
« system certificate verify on page 232

system certificate local

Use this command to edit the comment associated with a server certificate that is stored locally on the Fortiweb
appliance.

You can also configure settings for a certificate that works with an HSM (hardware security module). For details about
HSM integration, see system hsm info on page 290 and the FortiWeb Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides
FortiWeb appliances require these certificates to present when clients request secure connections, including when:

« Administrators connect to the web Ul (HTTPS connections only)

« Web clients use SSL or TLS to connect to a virtual server, if you have enabled SSL off-loading in the policy (HTTPS
connections and Reverse Proxy mode)

« Web clients use SSL or TLS to connect to a physical server (HTTPS connections and true transparent mode)

FortiWeb appliances also require certificates in order to decrypt and scan HTTPS connections travelling through it if
operating in Offline Protection or Transparent Inspection modes.

Which certificate will be used, and how, depends on the purpose.

« For connections to the web Ul, the FortiWeb appliance presents its default certificate. The FortiWeb appliance’s
default certificate does not appear in the list of local certificates. It's used only for connections to the web Ul and
cannot be removed.

« For SSL off-loading or SSL decryption, upload certificates that do not belong to the FortiWeb appliance, but instead
belong to the protected hosts. Then, select which one the FortiWeb appliance will use when configuring the SSL
option in a policy or server farm.

For information on how to upload a certificate file, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.
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Syntax

config system certificate local

edit "<certificate name>"
set comment "<comment str>"

set status {na |

ok | pending}

set type {certificate | csr}

set flag {0 | 1}
set is-hsm {no |

yes}

set partition-number "<partition name>"

set certificate "
set private-key "

<certificate str>"
<private key str>"

set passwd "<password>"

next
end

Variable

"<certificate_name>"

comment "<comment_str>"

status {na | ok | pending}

type {certificate | csr}

flag {0 | 1}

is-hsm {no | yes}

partition-number "<partition_

name>"

certificate "<certificate_str>

FortiWeb CLI Reference

Description

Enter the name of a certificate file. The maximum length is
63 characters.

Enter a description or other comment. If the comment
contains more than one word or contains an apostrophe,
surround the comment in double quotes ( " ). The maximum
length is 127 characters.

Indicate the status of an imported certificate:

- na—lIndicates that the certificate was successfully
imported, and is currently selected for use by the
FortiWeb appliance.

« ok—Indicates that the certificate was successfully
imported but is not selected as the certificate currently in
use. To use the certificate, select it in a policy or server
farm.

« pending—Indicates that the certificate request was
generated, but must be downloaded, signed, and
imported before it can be used as a local certificate.

Indicate whether the file is a certificate or a certificate signing
request (CSR).

Indicate if a password was saved. This is used by FortiWeb
for backwards compatibility.

Specify whether you configured the CSR for this certificate to
work with an integrated HSM.

Enter the name of the HSM partition you selected when you
created the CSR for this certificate.

Set the certificate. Only certificates in PEM format may be
set.

222

Default

No
default.

No
default.

No
default.

No
default.

No
default.

no

No
default.

No
default.
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Variable Description
private-key "<private_key Set the private key for the certificate. Only private keys in
str>" PEM format may be set.
passwd "<password>" Enter the password for the certificate.
Example

This example adds a comment to the certificate named certificatel.

config system certificate local
edit "certificatel"

set comment "This is a certificate for the host www.example.com."

next

end

This example adds a certificate named certificate?2

config system certificate local

edit "certificate2"

set private-key "----- BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,82EAF556E3621A07
ZYqeytKrfYGksrp/6rFf4Ma3rIiW/ 63E1iyxHFLS18NVOLEM+AWHYmM5 f1nKJII4Ava
1Znv64Q1mLxTSDgU+/rS9XBaD1g6DKoIDtDT1Vvg99vU3I9TrU+LRMPaLCidVw/h
GM1KtvF8UGFACAMIHWTJ/zBejgaANOZKcmxDNXORwgHQWTP1 /dwXRae+uk9dK8Ya
kw9jcu5SM7aQuUKEFdvdkhI9fo8uMH81KwSViaDx50/BZfEQx5+cRHo0S/AZfnnr
BjBlaAZA+zjuvpbmbDh76C08+i+++09e4g5Kj83ZoREVXkOUonfRUgSFVAT7YFEL
1gnG+ChW5BrDt0g25Y45QcPyqM9IdL81kpMh fK+rayGWVyOfQAXOALNNMOitbib7U
m78N71RV7jz4We2QCkIBv5AibsPgIwg54M6VDZ3CIT+E2QVvvypnN2UjViepih6N
ySORxVawC2HObwdbffviMjH1a5A0SIFNEYHOAWAXI£3n1ZWAL1HhW80c6IofgTul
R5SeWnoYxFVFakhGecyMRw3sd/ekTp8tRoK8QLINN3L38AEMt p8HKSHWM+MWAIQeK
WNYW4AZsrKEfmXIQpGzuaan50fh6y6evVevxB9zx/uVN2XxD/TmDs5KnLjw7A4ks 7V
Ds0c8bSLOT8BE+qfb7I/mUjVbsbGxgX40ducmm/C7HR/bgbSV2u6PK921eQ22g6qg
TRATzFtvHUJI30mJtrMKh1HGMHVSAO1GhheL3m2 JhHMKMoJfwhYLab1l+UCV4n5G0i
MogQY9UQO22WRCtpTPes5S15IMVY/0j1nP/QcUMK8a7iPtAZWPYN7HEPXDfU/Urm
52HbCO£SQ/eGG5gQ7kDy9N/aLzf9wDMgj 52§ X21mnMT /h1sD29+bUCo040DT2Kk1
16HyZX+J6KNDYM5aNOdhyZabVZBZOU1GvtLMzzrd5pEugFs 7Rzt 0+NJ54d75Ggav
0QWKCKIDevSdZG0ZeXLTvQONFI9Pz061/E3uwIKuHFANTAtg6UrKveRLEWWXuSBim
AAifL8s23TOBJAa75C6b3+F5IUTC/K9e5vrUbBDWDs jS ] sWgbkoPBD1EPWLI+0gu
ThéenzZeQx0U+gt1bC+bJTIKAVDbxg]jVGXIEvmnzc7KUOcBHMMIQgggfQwdVTeSVUx
z9JefVD9accpoem6ghdS/0xaQztbdvb5NAMILX20/HFECThcLWGke /JxgAKVFQX4
MZBFylUukQeCgHfwJCIMw1D/tupKwAqzsvm351E0C8eTuClOWFvtkzQNoFkyD2vS
gWSFKz85nswSMkobWEFNJIxMmDuS1Q1AHUFuzpcVOJgrE 6DMpdYE3DeKmsVMsLsNM/
17H3S1nvEptVE3fm5PpCxtOM60ngsQuveHEgkmk5gt8CLtE8bVE81yv7IDvkXUFV2
S5H1FRZ/RZAQgAeKiAS6REWHUE/dEhZKh7Jg2002G0ONXeAXR/WgeNOSWSwOdEVE39
TMARG27X272zx0Wg2g8pBClnxAlzyzMEfYI20TwvFZFNPVenGCVUwldFt8eolA0scO
LakQuCWrFrW7kiRQ1xVK/067fKTkBVt7zM5WjBEO3beGWe2 TkRUWUg==

set certificate "----- BEGIN CERTIFICATE-----

MIIDkjCCAnoCCQCbXq6VYR1CijANBgkghkiGIwOBAQUFADCB1JELMAKGALUEBhMC
SU4xEjAQBgNVBAgMCUthcm5hdGFrYTESMBAGALIUEBwWwIQmMFUZ2Fsb3J1MREWDwYD
VQQKDAhGb3J0aW51dDEMMAOGALUECWWDTEFCMQOWCWYDVQQDDAROZXNOMSMwIQYJ
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Default

No
default.

No
default.
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KoZIhvcNAQkBFhRzAXBwb3J0QGZvenRpbmVOLmNvbTAeFwOxMjEyMDUXMDEINT1a
FwOxNDEyMDUXMDE1INT1aMIGKMQOswCQYDVQQGEwWJJTJESMBAGALIUECAwWIS2FybmE 0
YWthMRIWEAYDVQQHDAICYWSnYWxvemUxETAPBgNVBAOMCE ZvcenRpbmVOMQwwCgYD
VQQOLDANMQUIxDTALBgNVBAMMBHR1c3Q0xIzAhBgkghkiGOwOBCQEWFHN1cHBvCnRA
zm9ydGluzXQuy29tMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCGKCAQEATVHH
eXZJ11Tr4TbH/505JFxKQ5dILr/561J0J5UZWtgs9VhXSuCzmrs6FX35vyc7NR+9
tCobMrl7gA68MxBMuubphf2r77M9bsp3rOZE2nFR+1hjpWrXBk7/puFLBbI2ygh8d
7DB25m5pI0CImbdI5GGlc/1wHULQhFQSYCMSVjc34esvalLE8oAVFWHAZX14dbAb]
gC4CMbayzJzZaYEfh/7suMwvdwS3sYjOwZYq6DFEF5ZPpKN+71i9J+8EmAvazS2m3M
fFdPFf4eEAgsHmYasqgxH7s4Ksc2zTm3cG5srRCgEsEddhoblI1JvmApoN2JiNiYJ
hYiEPyJdf2z+dADwXwIDAQABMAOGCSGSIb3DQERBQUAA4LIBAQCLASkKKWVRPri/d
L80okLny6FygJd0auPbuRQCUGAWPpEfdKdXn6iyM1LuR066j8202yrQ0ddgRcdaExTOI
RCoC2NghzZvy8JJW2A+KTXutwdGGg8ckHQ5UVRENO/1PZ6Quz8AsswzNk2Qx60tF
FcTEBNxXVTHKabQR46ChIa3sG032Wiuj6Y2Rv7 7 mTmmDRZnrY8QGZd2zMm3riAqUE
IG1i10/yg0AhA+ZBt5rer3X+GTknhDAPJI+yU2WS1c8pPj3A3DI0+xwTOqg/sNCgTme
xb7Q1VM/1kiOE9YaPasAJuQ7WHmnd8J0vHwl /e+whf/1sKxVOC1BNL/Jd1yNAMvy
isnZYL58

Related topics

« server-policy policy on page 133
« server-policy server-pool on page 159

system certificate multi-local

Use this command to configure RSA, DSA, and ECDSA certificates into multi-certificate, and reference them in server
policy in Reverse Proxy mode and pserverin TTP or WCCP mode.

Syntax

config system certificate multi-local
edit "<certificate-multi-local name>" on page 224
set comment "<comment str>" on page 224
set rsa-cert <rsa-cert str> on page 225
set dsa-cert <dsa-cert str> on page 225
set ecc-cert <ecc-cert str> on page 225

next
end
Variable Description Default
"<certificate-multi-local_ Enter the name of a multi-certificate file. No
name>" default.
comment "<comment_str>" Enter a description or other comment. No
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Variable Description Default
default.

rsa-cert <rsa-cert_str> Select the RSA certificate created in system certificate local No
(page 1). default.

dsa-cert <dsa-cert_str> Select the DSA certificate created in system certificate local No
(page 1). default.

ecc-cert <ecc-cert_str> Select the ECDSA certificate created in system certificate No
local (page 1). default.

Related topics

« system certificate local on page 221
« server-policy policy on page 133
« server-policy server-pool on page 159

system certificate ocsp-stapling

Use this command to configure an OCSP server.

Once an OCSP server is configured, OCSP stapling is enabled. When OCSP stapling is enabled, FortiWeb periodically
fetches the revocation status of the specified certificate from the OCSP server and caches the response for a period if
the revocation status is contained in the response.

For more information on OCSP stapling, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate ocsp-stapling
edit "<ocsp name>"
set certificate "<certificate name>"
set local-cert "<certificate name>"
set comment "<comment str>"
set ocsp url "<url>"

next
end
Variable Description Default
"<ocsp_name>" Enter the name of an OCSP group. The maximum No default
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Variable Description Default

length is 63 characters.

certificate "<certificate_name>" A CA certificate that has been imported in FortiWeb. No default

local-cert "<certificate_name>" The local certificate of the server certificate to be No default
queried.

comment "<comment_str>" Optionally, enter a comment for the OCSP group. No default

ocsp_url "<url>" Enter URL of the OCSP server corresponding to the No default
specified CA certificate.

Related topics

« system certificate local on page 221

« system certificate ca on page 213

« server-policy policy on page 133

« server-policy server-pool on page 159

system certificate server-certificate-verify

Use this command to configure how the FortiWeb appliance will verify certificates presented by HTTP server.

Syntax

config system certificate server-certificate-verify
edit "<certificate verificator name>"
set ca "<ca-group name>"
set crl "<crl-group name>"

next
end
Variable Description Default
"<certificate_verificator_ Enter the name of a certificate verifier. The maximum length  No
name>" is 63 characters. default.
ca "<ca-group_name>" Enter the name of an existing CA Group that you wanttouse No
to authenticate client certificates. default.
crl "<crl-group_name>" Enter the name of an existing CRL Group, if any, to use to No
verify the revocation status of client certificates. default.
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Related topics

« system certificate ca-group on page 215
« system certificate crl on page 216

system certificate sni

In some cases, the members of a server pool or a single pool member host multiple secure websites that use different
certificates. Use this command to create a Server Name Indication (SNI) configuration that identifies the certificate to use
by domain.

You can select a SNI configuration in a server policy only when the operating mode is Reverse Proxy mode and an
HTTPS configuration is applied to the policy.

Not all web browsers support SNI. Go to the following location for a list of web browsers that support SNI:

http://en.wikipedia.org/wiki/Server_Name_Indication#Browsers_with_support_for_TLS_server_name_
indication.5B10.5D

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate sni
edit "<sni name>"
config members
edit <entry index>

set domain-type {plain | regular}
set domain "<server fqgdn>"
set multi-local-cert {enable | disable}
set multi-local-cert-group <multi-local-cert-group name>
set certificate-type {enable | disable}
set lets-certificate <name>
set local-cert "<local-cert name>"
set inter-group "<intermediate-cagroup name>"
set verify "<certificate verificator name>"

end
next
end
Variable Description Default
"<sni_name>" Entgr the name of an Server Name Indication (SNI) No default.
configuration.

Enter the index number of an SNI configuration entry. The No default.

<entry_index>
valid range is 1-9,999,999,999,999,999,999.

domain-type {plain | regular} Specify plain to match a domain to certificates using a plain
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Variable Description Default

literal domain specified in domain. Specify regular to
match multiple domains to certificates using a regular
expression specified in domain.

Enter the domain of the secure website (HTTPS) thatuses  No default.
the certificate specified by local-cert "<local-cert_name>"
on page 228.

domain "<server_fqdn>"

Enter a literal domain if domain-type {plain | regular} on
page 227 is setto plain; or enter a regular expression if
domain-typeissetto regular.

multi-local-cert {enable | Enable this option to allow FortiWWeb to use multiple local disable
disable} certificates.

multi-local-cert-group <multi- Select the multi-certificate you have created. No default.
local-cert-group_name>

certificate-type {enable | Enable allow FortiWeb to automatically retrieve CA disable
disable} certificates from Let's Encrypt.

lets-certificate <name> Select the Letsencrypt certificate you have created. See No default.

system certificate letsencrypt.

Enter the name of the server certificate that FortiWeb uses  No default.
to encrypt or decrypt SSL-secured connections for the
website specified by domain "<server_fqdn>" on page 228.

local-cert "<local-cert_
name>"

Enter the name of a group of intermediate certificate No default.
authority (CA) certificates, if any, that FortiWeb presents to

validate the CA signature of the certificate specified by

local-cert "<local-cert_name>" on page 228.

inter-group "<intermediate-
cagroup_name>"

If clients receive certificate warnings that an intermediary
CA has signed the server certificate configured in local-cert
"<local-cert_name>" on page 228, rather than by a root CA
or other CA currently trusted by the client directly, configure
this option.

Alternatively, include the entire signing chain in the server
certificate itself before uploading it to the FortiWeb
appliance, thereby completing the chain of trust with a CA
already known to the client. See the FortiWeb
Administration Guide:

http://docs.fortinet.com/fortiweb/admin-guides

Enter the name of a certificate verifier, if any, that Fortiweb  No default.
uses when an HTTP client presents its personal certificate.

If you do not select one, the client is not required to present

a personal certificate.

verify "<certificate_
verificator_name>"
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Variable Description Default

Personal certificates, sometimes also called user
certificates, establish the identity of the person connecting
to the website (PKI authentication).

You can require that clients present a certificate
alternatively or in addition to HTTP authentication. For
details, see waf http-authen http-authen-rule on page 443.

To display the list of existing verifiers, enter:
edit ?
Note: The client must support TLS 1.0.

Related topics

« system certificate local on page 221
« system certificate intermediate-certificate-group on page 219
« system certificate verify on page 232

system certificate xml-client-certificate

Use this command to show names of the uploaded XML client certificates that are stored locally on the FortiWeb
appliance.

The XML client certificate is used for request verification or response encryption.

Syntax

config system certificate xml-client-certificate
edit system certificate xml-client-certificate on page 229
set certificate <certificate str>
set secret-key <secret-key str>

next
end
Variable Description Default
"<xml-client-certificate__ Enter the name of an XML client certificate. No
name>" default.
certificate <certificate_str> Set the certificate. Only certificates in PEM format may be No
set. default.
secret-key <secret-key_str>  Enter the secret key string. No
This is optional, used only for HMAC-SHA-1 sign. default.
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Related topics

« waf ws security on page 619
« system certificate xml-client-certificate on page 229

system certificate tsl-ca

Use this command to show the names of Trust Service Lists (TSL) for a certificate authority (CA). You use the web Ul to
upload the TSL.

For information on how to upload a TSL, see the FortiWeb Administration Guide:
http://docs.fortinet.com/fortiweb/admin-guides

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate tsl-ca
edit "<tsl-ca name>"
set type {file | url}
set distribute-url

next
end
Variable Description Default
"<tsl-ca_name>" Enter the name of a TSL. No default
type {file | url} Select the way to upload a TSL. No default
distribute-url Enter the distribution URL of the TSL. No default

Related topics

« system certificate ca
« system certificate ca-group
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system certificate urlcert

Use this command to configure the URL-based client certificate feature for a server policy or server pool. This feature
allows you to require a certificate for some requests and not for others. Whether a client is required to present a personal
certificate or not is based on the requested URL and the rules you specify in the URL-based client certificate group.

A URL-based client certificate group specifies the URLs to match and whether the matched request is required to
present a certificate or exempt from presenting a certificate.

When the URL-based client certificate feature is enabled, clients are not required to present a certificate if the request
URL is specified as exempt in the URL-based client certificate group rule or URL of the request does not match a rule.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate urlcert
edit "<url-cert-group name>"
config list
edit <entry index>
set url "<url str>"

set require {enable | disable}
end
next
end
Variable Description Default
"<url-cert-group_name>" Enter the name for the URL-based client certificate group. No
default.

<entry_index> Enter the index number of an URL-based client certificate No
group entry. default.

url "<url_str>" Enter a URL to match. No
When the URL of a client request matches this value and the ~ default.
value of require is enable, FortiWeb requires the client to
present a private certificate.

require {enable | disable} Specify whether client requests with the URL specified by No

url are required to present a personal certificate. default.

When you select disable, FortiWeb does not require client
requests with the specified URL to present a personal
certificate.

Related topics

« server-policy policy on page 133
« server-policy server-pool on page 159
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system certificate verify

Use this command to configure how the FortiWeb appliance will verify certificates presented by HTTP clients.
To apply a certificate verification rule, select it in a policy. For details, see server-policy policy on page 133.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
admingrp area. For details, see Permissions on page 45.

Syntax

config system certificate verify
edit "<certificate verificator name>"
set ca "<ca-group name>"
set crl "<crl-group name>"
set publish-dn {enable | disable}

set strictly-need-cert {enable | disable}
next
end
Variable Description Default
"<certificate_verificator_ Enter the name of a certificate verifier. The maximum length  No
name>" is 63 characters. default.
ca "<ca-group_name>" Enter the name of an existing CA Group that you wanttouse No
to authenticate client certificates. default.
crl "<crl-group_name>" Enter the name of an existing CRL Group, if any, to use to No
verify the revocation status of client certificates. default.
publish-dn {enable | disable}  Enable to list only certificates related to the specified CA disable
Group. This is beneficial when a client installs many
certificates in its browser or when apps don't list client
certificates. If you enable this option, also enable the option
in a CA Group. For details, see system certificate ca-group
on page 215.
strictly-need-cert Enable to strictly require verifying the client certificate. enable

{enable | disable}

Related topics

« system certificate ca-group on page 215
« system certificate crl on page 216

« server-policy policy on page 133

« server-policy server-pool on page 159
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system certificate xml-client-certificate-group

Use this command to group XML client certificates.

Syntax

config system certificate xml-client-certificate-group
edit system certificate xml-client-certificate-group
config members
edit <entry index>
set client-name <name str>

next
end
next
end
Variable Description Default
"<xml-client-certificate- Type the name of the XML client certificate group. You will No
group_name>" use this name to select the client certificate group in other default.
parts of the configuration.
<entry_index> Type the index number of the individual entry in the table. No
default.
client-name <name_str> Type the name of a client that you want to include in the No
group. default.

Related topics

« system certificate xml-client-certificate on page 229
« waf ws security

system conf-sync

Use this command to configure non-HA configuration synchronization settings.

This command configures, but does not execute, the synchronization. To do this,
use the web UI.

This command works only when administrative domains (ADOMs) are disabled.

This type of synchronization is used between FortiWeb appliances that are not part of a native FortiWeb high availability
(HA) pair, such as when you need to clone the configuration once, or when HA is provided by an external device.
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To use this command, your administrator account’s access control profile must have either w or rw permission to the
sysgrp area. For details, see Permissions on page 1.

Syntax

config system conf-sync

set
set
set
set
set
set
set
set
end

ip "<remote-fortiweb ipv4>"

password "<password str>"

sync-type {full-sync | partial-sync}

server-port <port int>

auto-sync {enable | disable}

frequency {daily | every | weekly}

day {Friday | Monday | Saturday | Sunday | Thursday | Tuesday | Wednesday}
time "<hh:mm>"

Variable Description Default

ip "<remote-fortiweb_ipv4>"  Enter the IP address of the remote FortiWeb appliance 0.0.0.0

that you want to synchronize with the local FortiWWeb
appliance.

password "<password_str>" Type the administrator password for the remote FortiWeb  No default.

appliance. The maximum length is 63 characters.

sync-type {full-sync | partial- ~ Select one of the synchronization types. partial-

sync}

For all operation modes except WCCP, full-sync Syme
updates the entire configuration of the peer FortiWeb
appliance except for the following items:

« Network interface used for synchronization (prevents
sync from accidentally breaking connectivity with
future syncs)

« Administrator accounts

« Access profiles

o HA settings

For the WCCP operation mode, full-sync updates the
entire configuration except for the following items:

e config system interface

e« config route static

e config route policy

e config system wccp

« Administrator accounts

« Access profiles

o HA settings

For all operation modes, partial-sync updates the
configuration of the peer FortiWeb appliance, except for
the following items:

router ...

server-policy health
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Variable

server-port <port_int>

auto-sync {enable | disable}

frequency {daily | every
| weekly}

day {Friday | Monday
| Saturday | Sunday

| Thursday | Tuesday |
Wednesday}

time "<hh:mm>"

FortiWeb CLI Reference

Description

server-policy http-content-routing-policy
server-policy persistence-policy
server-policy policy

server-policy server-pool

server-policy service custom
server-policy service predefined
server-policy vserver

system ...

Type the port number of the remote (peer) FortiWeb
appliance that is used to connect to the local appliance for
configuration synchronization. The valid range is from 1 to
65,535.

Caution: The port number used with this command must
be different than the port number used with the command
or the submitting operation will fail.

Enable to automatically synchronize the configurations
hourly, daily, or weekly. Also configure the frequency,
day, and time commands accordingly.

Enter how often you want the configurations to
synchronize:
« daily—Synchronizes the configuration every day at

a specified time. Also configure the day and time
commands. For example, Selecting 10 : 30 will
synchronize the configurations every day at 10:30.
every—Synchronizes the configuration after an
interval you set using the t ime command. For
example, entering 05: 00 for the t ime command will
synchronize the configurations every five hours.
week1y—Synchronizes the configuration on a
specific day and time. For example, selecting Sunday
for day and 5:15 for t ime will synchronize the
configurations every Sunday at 5:15.

If auto-sync is enabled and the frequency is set to
weekly, enter the day of the week on which you want the
configurations to synchronize.

Enter the time of day or interval at which the configurations
will be synchronized:
« daily—Sets the time of day at which the

configurations will be synchronized.

« every—Sets the interval at which the configurations
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Default

955

disable

No default.

No default.

No default.
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Variable Description Default

will be synchronized.
« weekly—Sets the time of day at which the
configurations will be synchronized.

Related topics

« system settings on page 316

system console

Use this command to configure the management console settings. Usually this is set during the early stages of
installation and needs no adjustment.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
sysgrp area. For details, see Permissions on page 45.

Syntax

config system console
set baudrate {9600 | 19200 | 38400 | 57600 | 115200}

set mode {batch | line}

set output {more | standard}

set shell {cli | sh}

end
Variable Description Default
baudrate {9600 | 19200 | Select the baud rate of the console connection. The rate 9600
38400 | 57600 | 115200} should conform to the specifications of your specific
FortiWeb appliance.

mode {batch | line} Select the console input mode: either batch or line. line
output {more | standard} Select either: standard

« more—When displaying multiple pages’ worth of
output, pause after displaying each page’s worth of
text. When the display pauses, the last line displays -
-More--. You can then either:

* Press the spacebar to display the next page.
* Type @ to truncate the output and return to the
command prompt.

« standard—Do not pause between pages’ worth of
output, and do not offer to truncate output.

shell {cli | sh} Select either: cli
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config
Variable Description Default
o cli—Command-line shell.
« sh—Busybox shell.
Example

This example configures the local console connection to operate at 9,600 baud, and to show long output in a paged
format.

config system console
set baudrate 9600
set output more
end

Related topics

« system admin on page 194

system csf

You can configure Fabric Connector to use Single Sign-On (SSO) to log in to FortiWeb with FortiGate's administrator
accounts.

Use this command to configure the Fabric Connector on FortiWeb. Single sign-on with FortiGate requires configurations
on FortiGate as well. For how to configure SSO with FortiGate, see Fabric Connector: Single Sign On with FortiGate.

To use this command, your administrator account’s access control profile must have either w or rw permission to the
sysgrp area. For details, see Permissions on page 45.

Syntax
config system csf
set status {enable | disable}
set configuration-sync {enable | disable}

set upstream-ip <fortigate ip>

set upstream-port <port for fabric>

set management-ip <fortiweb mgmt ip>

setmanagement-port <port for fortiweb mgmt>
end

Variable Description Default

status {enable| Enable or disable the Fabric Connector. disable

disable}
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Variable Description

configuration- Enable means when Fabric connection with FortiGate is established, the Single

sync {enable | Sign-On mode would be enabled automatically and FortiGate would enable

disable} synchronizing SAML Single-Sign-On related settings to the FortiWeb device.
Disable means when Fabric connection with the FortiGate is established, you
need to manually enable Single Sign-On mode and manually configure the SAML
Single-Sign-On settings.
It's recommended to setitas enable.

upstream-ip The FortiGate IP. If you have multiple FortiGate appliances and they are deployed

<fortigate ip> as Fabric net, enter the IP address of the Fabric root.

This IP would be the IP of the interface that is selected in the Allow other Security
Fabric devices to join field on the FortiGate.

upstream-port Use the default 8013.
<port for fabric>

management-ip  Enter FortiWeb GUI management IP.
<fortiweb mgmt

ip>
management- Enter FortiWeb GUI management HTTPS port. This must be the same as the

port <port for setting of the HTTPS in System > Admin > Settings in FortiWeb
fortiweb mgmt>

Related topics

o system saml

system decoding enhancement

238

Default

Enable

0.0.0.0

8013

No
default

No
default

Use this command to configure decoding enhancement. You can decode cookies and parameters using base64 or CSS

for specified URLs.

To configure decoding enhancement, you must first enable the feature. For details, see system advanced on page 203.

To use this command, your administrator account’s access control profile must have either w or rw permission to the

sysgrp area. For details, see Permissions on page 45.

Syntax

config system decoding-enhancement
edit <entry index>
set url-type {plain | regular}
set url-pattern "<url string>"
set b6d4arg enable
config field-list
edit <entry index>
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set base64-decoding {enable | disable}

set css-decoding {enable | disable}
set field-name "<parameter cookie str>"
set field-name-type {plain | regular}
set field-type {parameter | cookie}
next
end
next
end
Variable Description Default

<entry_index> Enter the index number of the decoding rule that you wantto  No

create or modify. default.
url-type {plain | regular} Enter to select between: No
« plain—A simple string; a string of text that contains a default.
literal URL.

« regular—A regular expression; a string of text that
defines a search pattern for a URL that may come in
many variations.

Enter the URL path for which you want the decoding rule to No

url-pattern "<url_string>"
apply. default.

When it's enabled, all the parameters in the URL will be enable
b64arg {enable | disable} decoded before being parsed.

If you only want to decode certain parameters instead of all,

you can disable this option and then enable the base64-

decoding to apply the decoding for specified parameters.

<entry_index> Enter the index number of the field that you want to createor  No

modify. default.
base64-decoding {enable Configure to enable Base64 decoding for the field. disable
| disable}
css-decoding {enable Configure to enable CSS decoding for the field. disable
| disable}
field-name "<parameter Enter the parameter or cookie string for the field. No
cookie_str>" default.
field-name-type {plain Enter to select between: No
| regular} » plain—A simple string; a string of text that contains a default.

literal URL.

« regular—A regular expression; a string of text that
defines a search pattern for a URL that may come in

many variations.
field-type {parameter Enter to select between: No
| cookie} « parameter—Enter to set a parameter field for the field. default.

« cookie—Enter to set a cookie field for the field.
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Example

This example enables decoding enhancement and creates a decoding rule with a parameter field type.

config system advanced
set decoding-enhancement enable

end
config system decoding-enhancement
edit 1
set url-type plain
set url-pattern "/decoding"
config field-list
edit 1
set base64-decoding enable
set css-decoding enable
set field-type parameter
set field-name-type plain
set field-name key
next
end
next
end

Related Topic(s)

« system advanced on page 203

system dns

Use this command to configure the FortiWeb appliance with its local domain name, and the IP addresses of the domain
name system (DNS) servers that the FortiWWeb appliance will query to resolve domain names such as
www.example.com into IP addresses.

FortiWeb appliances require connectivity to DNS servers for DNS lookups. Use either the DNS servers supplied by your
Internet service provider (ISP) or the IP addresses of your own DNS servers. You must provide unicast, non-local
addresses for your DNS servers. Local host and broadcast addresses will not be accepted.

A
- >
9 For improved performance, use DNS servers on your local network.
—

To use this command, your administrator account’s access control profile must have either w or rw permission to the
sysgrp area. For details, see Permissions on page 45.

Syntax

config system dns
set primary "<dns_ ipv4>"
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set secondary "<dns_ ipv4>"
set domain "<local-domain str>"

end
Variable Description Default
primary "<dns_ipv4>" Enter the IP address of the primary DNS server. 8.8.8.8
secondary "<dns_ipv4>" Enter the IP address of the secondary DNS server. 0.0.0.0

domain "<local-domain_str>" Enter the name of the local domain to which the FortiWWeb No default.
appliance belongs, if any. The maximum length is 127
characters.
This field is optional. It will not appear in the Host : field of
HTTP headers for client connections to protected web
servers.

Note: You can also configure the host name. For details,
see .

Example

This example confi