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Expanding Fabric family

Dynamic endpoint grouping/tagging and EMS connector (endpoint
compliance)

As part of the Security Fabric, you can now configure categorization rules on EMS to dynamically group/tag FortiClient
Fabric Agent endpoints. You can then share these endpoint groups with FortiGate over the EMS connector. EMS
dynamically updates these endpoint groups when host compliance or other events happen. You can combine the
endpoint groups with FortiGate firewall policies to provide dynamic access control based on endpoint status.

You can dynamically group endpoints by OS type, OS version, certificate, logged in domain, files, running
applications/processes, registry keys, and more. When a FortiClient endpoint registers to EMS, EMS dynamically
groups the endpoint based on the compliance verification rules.

You can selectively block, allow, or captive portal display endpoint groups based on their real-time compliance statuses.

You can configure EMS to send requests for tags to registered endpoints. Each endpoint responds by sending the
values of matching tags to EMS in the endpoint control protocol keepalive messages. You can configure FortiGates to
retrieve endpoint tags from EMS. You can use the tags in FortiGate firewall policies.

This feature requires three main components:

o FortiClient (Windows, macOS, or Linux)
« EMS
« FortiGate

This feature is new to 6.2.0 and requires that all components are running 6.2.0 or a newer version.

To configure EMS for dynamic endpoint grouping:

1. Create a profile:
a. Go to Endpoint Profiles > Manage Profiles.
b. Click Add.
c. Configure the security features in the profile as desired.
d

If you want the host tags to display on the FortiClient GUI, on the System Settings tab, enable Show Host
Tag on FortiClient & FortiClient EMS GUI. By default, the FortiClient GUI does not display host tags.

£2% FortiClient Endpoint Management Server

@ Dashboard > Profile Name | Secure DevOps Basic
I3 Endpoints >
X3 Deployment « | F Antivirus o | @€ Sandbox « | (@ Web Fiter o | & Firewall o | Q) VPN o | @ Vuinerabity Scan o R0 ISETLERITNS XML Configuration

4 Quarant tine >

& Software Inventory s  System Settings - EpandAl |~ Collapse Al | |
>
v

L8 Endpoint Policy ul

L8 Endpoint Profles Require Passwore d to Disconnect t From EMS

Manage Profies Do Not Allow User to Back up Configuration
I Local Profiles > Hide System Tray Icon

Default @ Sshow Host Tag on FortiClient GUI
2. Create a policy:

a. Go to Endpoint Policy > Manage Policies.
b. Click Add.
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Expanding Fabric family

c. Configure the new policy. Select the desired group or Active Directory organizational unit (OU), profile, and
Telemetry gateway list.

3. Create host verification rules:
a. Goto Compliance Verification > Compliance Verification Rules.
b. Click Add.
c. Configure rules and tags as desired.
For details on compliance verification rule types, see the EMS Administration Guide.

To configure FortiOS for dynamic endpoint grouping:

config user fsso
edit "ems name"
set server 10.127.121.21
set type fortiems
set ssl enable
set ssl-trusted-cert "Fortinet CA"
set group-poll-interval <desired interval in minutes>
next
end
config user group
edit "group name"
set group-type fsso-service
set member "ems group"
next
end

In the above CLI sample, set ssl-trusted cert isoptional. For this option to function, you must upload a
certificate in System Settings > Server > EMS FSSO Settings.

group-poll-interval isonly available for FortiOS 6.2.2 and later versions. In FortiOS 6.2.0 and 6.2.1, you can go
to Security Fabric > Fabric Connectors, open the EMS connector editing page, then click Apply & Refresh to fetch
endpoint grouping data from EMS.

To configure FortiClient for dynamic endpoint grouping:

Ensure that FortiClient is registered to EMS. If FortiClient is not registered to EMS, manually enter the EMS IP address
in the FortiClient GUI on the Fabric Telemetry tab. FortiClient receives the assigned Telemetry gateway list and
registers to the FortiGate on the gateway list. FortiClient then sends the tags to EMS.

To view the results:

1. In EMS, go to Compliance Verification > Compliance Verification Rules to view all configured rules and tags.

&.5 FortiClient Endpoint Management Server

®@v L & admin v

+ Add & Refresh

@ Dashboard i Manage Tags

Name os Feature Value Assign to Tag Status

Ld Endpoints

4 Quarantine Management has Firefox Windows File c:Program Files (x86)\Mozilla Firefox\firefox exe Al has_firefox
has Firefox Mac File /Application/Firefox.app Al has_firefox
& Software Inventory

has Firefox Linux File jusr/lib64/firefox/firefox Al has_firefox
L8 Endpoint Policy

Linux 7.4 or 18 Linux OS Version Red Hat 7.4 or CentOS 7.4 or Ubuntu 18.04 All Inxos

macos 13, 14 Mac 08 Version Mojave or High Sierra Al macos

0 00000

>

>

>

>

@ Endpoint Profiles >

& Manage Installers > Windows 8.1 or 10 Windows 08 Version Windows 10 or Windows 8.1 Al winos

3 Profile Components >

[& Telemetry Gateway Lists >
v

[& Compliance Verification

Compliance Verification Rules
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Expanding Fabric family

2. Goto Compliance Verification > Host Tag Monitorto view all tags and the endpoints that are currently applicable.

73 FortiClient Endpoint Management Server ®

& admin v
@ Dashboard & Refresh

Endpoint User os P Tagged on

Bhas_firefox (2)

Alderwood dlamberson Linux CentOS 7.5.1804 10.127.131.108 2019-03-21 19:26:21

L3 Endpoints,
& Quarantine Management

& Software Inventory

Cherrywood LEdington Microsoft Windows 8.1 Enterprise 10.127.131.102 2019-03-21 19:00:49
Bwinos (1)
L& Endpoint Profiles Cherrywood LEdington Microsoft Windows 8.1 Enterprise 10.127.131.102 2019-03-21 19:00:49

>
>
>
>
(8 Endpoint Policy >
>
£ Manage Installers >
(@ Profile Components >
(8 Telemetry Gateway Lists >

I L@ Compliance Verification ~ ~

Compliance Verification Rules

Host Tag Monitor

3. Go to Compliance Verification > Fabric Device Monitorto view connected FortiGates.

=28 FortiClient Endpoint Management Server

®v O & admin v

@ Dashboard & Refresh

IP Address Version Last Sync Time

L3 Endpoints
& Quarantine Management 10.127.121.1 6.0.0859-0859 2019-03-21 09:53:34

& Software Inventory

>

>

>

>

[8 Endpoint Policy >
[8 Endpoint Profiles >
£ Manage Installers >
[ Profile Components >
>

[@ Telemetry Gateway Lists

[8 Compliance Verification
Compliance Verification Rules

Host Tag Monitor

Fabric Device Monitor

4. View the endpoint details. You can see that host verification tags have been applied. In this example, the endpoint
is running Firefox and has Windows 8.1 or 10 installed, and therefore has the has_firefox and winos tags applied
according to the compliance verification rules.

£78 FortiClient Endpoint Management Server L & admin v
@ Dashboard > 0 0 0 201 0
LB Endpoints v Not Installed Not Registered Out-Of-Sync Security Risk Quarantined
All Endpoints I ® ©Scan v fLPatch v [3Moveto v ¥ Action v s == Filters +
Manage Domains 4 Aderwood dlamberson 10.127.131.108 2 Profile | Secure Devops @ FortTelemetry to FGVM010000168979 5 2
Domains o | & ArGroupsismart PowerGrid! = Telemetry Gateway List ® Managed by EMS
Add a domain. 2% Cherrywood LEdington 10.127.131.102 3 Profile  Secure DevOps (@ FortiTelemetry to FGVM010000168979 »~ No Events
1 Al Groups/Smart PowerGrid/. 5 Telemetry Gateway List ® Managed by EMS
I Workgroups v ForiGale Edge
~ (31 Al Groups EYRUSYA Aniivirus Events  Web Fiter Events  Firewall Events  Vulnerability Events ~ System Events
(@ Other Endpoints )
LEdington Connection Status
~ (3 Smart PowerGrid
Lola Edington FortiTelemetry to FGYM010000168979 ® Registered ~
» [ Finance ledington@yahoo.ca
+1236 415 2918 lasaagsdiby/Els ® Features
G Legal 1 All Groups/Smart PowerGrid/Researc. . .
Configuration 5 AntiVirus enabled (hidden) +
G Marketing Device Cherywood IS Profile Secure DevOps o # Sandbox Detection installed
~ [ Research and Dev. 0s B% Microsoft Windows 8.1 Enter. Installer Not Assigned @ Web Filter enabled (hidden)
s Devops @ I P 10.127.131.102 Telemetry Gateway List FortiGate Edge o @ Application Firewall enabled (hidden)
TR MAC 00-15-5-a1-a6-0d FortiClient Version 6.2.0.0760 © Remote Access configured (hidden)
Last Seen 2019-03-21 20:14:41 FortiClient Serial Number FCT8001610133015 @ Vulnerability Scan enabled (hidden) ~
(s Product Manage i
Location On-Net 2+ SSOMA installed

([BlSciivareibereiop Host Verification Tags ® has_firefox ® winos

Group Assignment Rules

5. Inthe FortiOS CLI, runthe diag debug authd fsso 1ist command to view received endpoint tags:

-—-—--FSSO logons----

IP: 10.127.131.102 User: LEDINGTON Groups: 6E813333919A475F9AA7CI9B640A8B871+HAS
FIREFOX+WINOS Workstation: CHERRYWOOD B

IP: 10.127.131.108 User: DLAMBERSON Groups: F3C5191D4F6E47B996467A25AB12C4A4+HAS FIREFOX
Workstation: ALDERWOOD B

Total number of logons listed: 2, filtered: 0

-—-—--end of FSSO logons—---

6. Runthediag debug enable command, thenthe diag debug authd fsso server-status command
to view the EMS that the FortiGate is connected to:
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FGVM@18808168979 #

Server Name Connection Status Version Address

ems_user connected FS50 5.0@.8269 18.127.121.21

7. Disable debug mode by runningthe diag debug disable command.
8. View the tags that FortiClient sends on the avatar page in the FortiClient GUI.

Lola Edington
= s Phone +1236 4152918
LEdington e e Email ledington@yahoo ca

Get personal info from
O User Input

« W OS5 Updated 3/21/2019 8:12:11 PM
B Linkedin
G Google

® Salesforce

Status Online/On-net
Hostname

Domain

Host Tag W winos

¥ has_firefox

To create a dynamic firewall policy for the user group:

You can now create a dynamic firewall policy in FortiOS for the user group. In this example, an IPv4 policy is created for
the user group.
1. InFortiOS, go to Policy & Objects > IPv4 Policy. Click Create New.

2. Inthe Sourcefield, click +. The Select Entries pane appears. On the Usertab, select the user group configured
above.

3. Configure other options as desired. Click OK.

4. Goto Policy & Objects > IPv4 Policy to ensure the policy was created and applied to the desired user group.
FortiOS will update this policy when it receives updates from EMS.

£22 FortiGate 300D FGT EC A interimbuild0ss7~ > L3 @~ L@ (@) admin-
& vdom1 T1 % CreateNew & Edit Delete | Q PolicyLookup | | Search Q Interface Pair View [T
@ Dashboard > -
B D Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes
4 Security Fabric >
& Fortiview N | B ® port12— ® port11 @
“ Network >l 3 33 Bal 3 EMS server 01 18 always mALL + ACCEPT © Enabled no-inspection O U™ 320G8
# System > = EMS server.02
& Policy & Objects v = EMS server 03
1Pv4 Policy g = dns internal
1PV6 Policy & dns server
Authentication Rules 1 111 Bal 3 pc155_address [ always mALL + ACCEPT © Enabled spection OUut™ 6.68GB

1Pv4 Access Control List % test-ems-group

1Pv6 Access Control List
4 44 Sal 3 pe5-address ® always mALL + ACCEPT © Enabled spection Out™ 21.37MB
1Pv4 Dos Policy -
& ems_03_group
1Pv6 DoS Policy

Software Inventory logging to FortiAnalyzer

FortiClient endpoints can now send Software Inventory logs to FortiAnalyzer for real time and historic logging and
reporting.
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Expanding Fabric family

FortiClient collects information on regular software installed on the endpoint and sends the information to EMS and
FortiAnalyzer. FortiClient sends the Software Inventory information when it first registers to EMS and when it first sends
data to FortiAnalyzer. If software changes occur on the endpoint, such as installing new software, updating existing
software, or removing existing software, FortiClient sends an updated inventory to EMS and FortiAnalyzer.

This feature requires the following configuration:

1. In EMS, enable Send Software Inventory on an endpoint profile.
2. If needed, create a Fabric ADOM in FortiAnalyzer.

To configure the endpoint profile in EMS:

In EMS, create a new endpoint profile or edit an existing profile.
On the System Settings tab, enable Send Software Inventory.
Save the profile.

AoODdD =

Ensure that the profile is used in the endpoint policy assigned to the desired group or OU.

To create a Fabric ADOM in FortiAnalyzer:

In FortiAnalyzer, go to System Settings > All ADOMs.

Click Create New.

From the Type dropdown list, select Fabric.

Click + Select Device.

Add at least one FortiGate and the EMS server that the FortiClient endpoint is registered to.
Configure other options as desired.

Click OK.

Noap~owdb-=

£I5 System Settings v ADOM: Smart_PowerGrid 13 @ >~ A1 () admin v

€ Dashboard Create New ADOM

= Logging Topology Name Smart_PowerGrid =

Type Fabric v Q
A Name VersionFrom ADOM
Comments

£ Network FCTEMS0176860796 12 | Smart Powerd
& HA o/t

@ FCTEMS3964435485 12 FortiClient

© storage Info

2 Admin ~ | Devices + Select Device

Administrators
A Name 1P Address Platform
Profile

Q Client-El 000
FGT_Edge Smart_Powerd]
N P R C ————
Remote Authentication Server FGT_Edge g R ® Maple 12 FortiClient
Admin Settings fomtienere o
SAMLSSO
B Certificates ~
Local Certificates
CA Certificates
CRL
Remote Certificates
2 Log Forwarding
Fetcher Management
& Event Log Data Policy
[@Task Monitor Keep Logs for Analytics 60 s Days
E: Advanced Keep Logs for Archive 365 s Days
SNMP Disk Utiization
Mail Server Maximum Allowed 0 . ™MB o] Available: 0.0 KB
Syslog Server Analytics : Archive 70% v [ao% Modify
Meta Fields Alert and Delete When Usage Reaches | 90%
Device Log Settings “If analytic or archive log usages exceed the configured disk quota before the retention period expires, the oldest logs will be deleted.
File Management

Advanced Settings

Selected: 2/4.

8. After creation, switch to the newly created ADOM. Go to SOC, then go to the Monitors tab. The FortiClient
Software Inventory option is available in the left pane.
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Expanding Fabric family

To view the results:

1. In EMS, go to Software Inventory. You can view the Software Inventory by application or host.

£73 FortiClient Endpoint Management Server @ O &adminv
@ Dashboard >
103 4
L8 Endpoints > Applications Operating Systems
& Quarantine Management DisplaybyHost + & Tx
I @ Software Inventory v Host Y4 User s os TP Y4+ Application Count + Lastinstallation e
Applications &2 Cherrywood [ ‘edington Microsoft Windows 8.1 Enterprise 10.127.131.102 8 2019-03-31 &
8 Endpoint Polcy 5 Name Y+ Vendor T+ Version T+ Install Date e
@ 7-2ip 16.04 (64) Igor Paviov 16.04 2016-10-04
L@ Endpoint Profiles >
@ FortiClient Fortinet Technologles Inc 6200769 2019-03-30
£ Manage Installers >
& Google Chrome Google, Inc 73.0.3683.86 2019-03-30
L8 Profile Components > © Google Update Helper Google LLC 13347 2019-03-30
[ Telemetry Gateway Lists > & Mozila Firefox 66.0.2 (x86 en-US) Mozila 6502 2019-03-31
[8 Compliance Verification > @ Mozlla Maintenance Service Mozila 630.1 2019-03-31
% Administration s @ Mozlla Maintenance Service Mozila 5280 2019-03-31
@ Mozilla Thunderbird 52.6.0 (x36 en-US) Mozila 5280 2018-05-16
© System Settings >

2. InFortiAnalyzer, in the Fabric ADOM created earlier, go to SOC > Monitors > FortiClient Software Inventory. You
can view the data that endpoints sent to FortiAnalyzer.

£22 SOCv Fortiview Monitors ADOM: Smart_PowerGrid 13 @ >~ A1 (&) admin v

‘Threat Monitor + Add Widget  [E Dashboard v B Al Devices ~ ©Last 1 Hour~  08:55:10 - 09:55:10 ESRLEIEC o Night Ocean
L3 Traffic Monitor FortiClient Software Inventory e d

L7 Traffic Monitor
Total Apps Installed Top Apps New Apps Installed

Compromised Hosts (FortiAnalyzer

Detections) 7 74 @ 7 74
FortiSandbox Detections
Top Apps by Installs Top Hosts by # of Apps
Endpoint Monitor o
#  Application ¥ Host Count #  HostName User os vi# of Apps
Fabric State of Security 1 7-Zip 1604 (x64) 1 1 Cherywood ledington 7
VPN Monitor 2 @PFortiClient 1
\WiFi Monitor 3 Google Chrome 1
FAZ Performance Monitor 4 Google Update Helper 1
5 Mozilla Firefox 66.0.2 (x86 en-US) 1
Archive 6 Mozila Maintenance Service 1
7 Mozila Thunderbird 52.8.0 (x86 en-US) 1

Remote logging support for FortiClient (Linux)

FortiClient (Linux) endpoints can now send logs to FortiAnalyzer for historical logging and reporting.

The EMS administrator can provide a FortiAnalyzer's IP address in an endpoint profile. All endpoints registered to the
EMS that have this endpoint profile applied send logs to the specified FortiAnalyzer. FortiClient (Linux) also sends
vulnerability and antivirus (AV) scan results, the user avatar, and Telemetry messages to FortiAnalyzer. The logs and
vulnerability scan results display in FortiView and Log View in FortiAnalyzer.

This feature is new for FortiClient (Linux) 6.2.0, but is available for earlier versions of FortiClient (Windows) and
FortiClient (macOS).

To configure the endpoint profile in EMS:

1. In EMS, go to Endpoint Profiles and select the desired endpoint profile.
2. Onthe System Settings tab, enable Upload Logs to FortiAnalyzer/FortiManager.

3. Inthe IP Address/Hostname field, enter the FortiAnalyzer's IP address. In this example, the FortiAnalyzer's IP
addressis 10.127.121.15.
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=_= FortiClient Endpoint Management Server

@& Dashboard Profile Name | Secure DevOps

X Depioyment « | g Antivirus | S Sandbox « | {3 web Fitter » | 43 Firewall o | ) VPN o | @) Vumnerabiiiy Scan =

System Settings

Ld Endpoints

& Software Inventory

>
>
4 Quarantine Management  »
>
> ul

L& Endpoint Policy

L@ Endpoint Profiles A Require Password to Disconnect From EMS
Manage Profiles Do Not Allow User to Back up Configuration
I Local Profiles >
Default Log

Secure DevOps @ Client-Based Logging When On-Net @

& Manage Installers [ @ Upload Logs to FortiAnalyzer/FortiManager @
[& Profile Components >
P @ Upload UTM Logs
[ Telemefry Gateway Lists ~ » & Upioad Vulnerabilty Logs
[& Compliance Verification ¥ L]
& Administration > &0 Upload Event Logs
) IP Address/Hostname 1012712115 (i}
£ System Settings >
Upload Schedule 10 minutes
Log Generation Timeout 300 seconds

4. Update other settings, such as Upload UTM Logs, Upload Vulnerability Logs, Log Generation Timeout, and so on,
as desired.

5. Save the profile.

6. If the profile has not already been configured as part of an endpoint policy, go to Endpoint Policy and configure this
profile as part of a policy that is assigned to an endpoint group. All endpoints in this group will now send logs to
FortiAnalyzer. Endpoints only send logs to FortiAnalyzer as long as they are registered to EMS.

When a vulnerability scan completes, FortiClient sends logs to FortiAnalyzer. You can review the logs in Log View or
FortiView in FortiAnalyzer.
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Log View v

@ Security

mily

DNs

B Event ~

Security-rating

System

Local Events 0
& Custom View >|11
B Log Browse

Log Group

£ Storage Statistics s

FortiView v

® Threats +B

¥ Date/Time Level

12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice
12:49:41 notice

£= Total logs for analytics: 60 days 15 hours. More

fetuid = F3C5191DAFSE47B9I96467A2... | Add Filter

Device ID User
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
FGVM010000168979 dlamberson
50« |tems perpage

[2} © B AllDevices~ © Last4 Hours > 09:20:29 To 13:20:28

FortiClient UUID

F3C5191DAF4E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191D4F6EA7B99.
F3C5191DAF6E47BY!
F3C5191DAF4E47BYS...
F3C5191D4F6E47B99...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...
F3C5191DAF6E47BYS...
F3C5191DAF4E47BY5...

Scan Time

1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865
1553212865

- A 0,02 Second

[2} © & AilDevices -

ADOM:root I3 @ Q2 (§) admin

% B- F-

Vulnerability Categ ox
os

* 2logDetails

os ovED CVE-2017-16541 CVE-2018-125;
o CVE-2018-12378 CVE-2018-125;
Date/Time 124901
s Destination End UserID 0
0s Destination Endpoint ID 3
os Device 2 00:15:5da1260¢
o Device ID FGVMO10000168979
o Device Name FGT Edge
= Device Time 2019.03-23 124449
Device Type LinupC
os Event Time 1553370289
FortiClient UUID FAC519104F6E47I96467A25A
evel ot
T Log Description FortClient Vulnerabily Scan
. LogiD 0107045071
eb Clien Message Endpoint Vulnerablity Scan Enty.
0s Scan Time 1553212865
Web Client Severty medium
o Source P 210127131108
Wb Cliont Source MAC 00:15:5data60F
Source Name Aderwood
os
SubType endpoint
Web Client ‘Time Stamp 2019-03-23 12:49:41
os Tive event
o5 User damberson
s Virtual Domain oot
Vulnerabilty Category Web Cllent
0s Vulneabiity 1D 50846
os i i
os avia 1026
os epid 1025
o e 100
= euid 109
dsea 163821463323803684
os
os
os
os
os
Web Client
Web Client
Applications
Web Client
>
< >

ADOM:root 12 @ Q1 (§) admin v

O Last 1 Day~ Mar 22 To Mar 23 &

o

Top Threats
Threat Map Summary
Compromised Hosts Device A Alderwood Vulnerabilities 24 mm
Source dlamberson (10.127.131108)  Category Applications (1) OS (17), Web Clint (6
Fortisandbox Detection ! ! w 057 )
2 Traffic ~
Top Sources = » = o Acti
#  Vulnerability Name ¥ Severity Category Vulnerability ID CVEID Remediation Action
Top Destinations 1 RHSA-2018:3005: firefox security and Web Client 55283 CVE-2018-12389, CVE-2018-12390, o
Top Countries bug fix update (Critical) CVE-2018-12392, CVE-2018-12393
CVE-2018-12395, CVE-2018-12396 ,
Policy Hits CVE-2018-12397
Applications & Websites v | |2 RHSA-2017:0372: kernel-aarch64 High os 40717 CVE-2016-5195 , CVE-2016-7039
security and bug fix update (Important)
Top Applications
3 RHSA-2018:0654: kernel-alt security, bug  ([JJIFight 0s 49326 CVE-2017-1000255,
Top Cloud Applications fix, and enhancement update (Important) CVE-2017-1000410, CVE-2017-11473,
Top Web Sites CVE-2017-12190, CVE-2017-12192,
CVE-2017-15129 , CVE-2017-15299 ,
Top Browsing Users CVE-2017-15306, CVE-2017-17448 ,
a ven . CVE-2017-17449 , CVE-2018-1000004 ,
CVE-2018-6927
SSL & Dialup IPsec 4 RHSA-2018:0180: kernel-alt security and  Medium os 49204 CVE-2017-1000405
Site-to-Site IPsec bug fix update (Important)
= Wi . |5 RHSA-2018:0549: firefox security update  Medium Web Client 49207 CVE-2018-5146
(Critical)
Rogue APs 6 RHSA-2018:1099: firefox security update  Medium Web Client 49341 CVE-2018-5148
Authorized APs (Important)
7 RHSA-2018:1396: libvirt security and bug  Medium os 49976 CVE-2018-1064 , CVE-2018-5748
Authorized SSIDs
fixupdate (Low)
WiFi 8  RHSA-2018:1415: firefox security update  Medium Web Client 49978 CVE-2018-5150, CVE-2018-5154,
(Critical) CVE-2018-5155 , CVE-2018-5157,
3 System ~
CVE-2018-5158, CVE-2018-5159,
Admin Logins CVE-2018-5168, CVE-2018-5178,
System Events CVE-2018-5183
9 RHSA-2018:1374: kemel-alt securityand  Medium os 50117 CVE-2018-1000199
Resource Usage bug fix update (Important)
Failed Authentication 10 RHSA-2018:2113: firefox security update  Medium Web Client 50122 CVE-2017-7762, CVE-2018-12359 ,
Attempts (Critical) CVE-2018-12360, CVE-2018-12362,
@ cngpoints . CVE-2018-12363, CVE-2018-12364 ,
@ Endp CVE-2018-12365 , CVE-2018-12366 ,
Al Endpoints CVE-2018-5156, CVE-2018-5188,
Top Vilnerabiiie CVE-2018-6126
11 RHSA-2018:2439: mariadb securityand  Medium Applications 50639 CVE-2017-10268, CVE-2017-10378,,
Top Threats bug fix update (Moderate) CVE-2017-10379 , CVE-2017-10384 ,
Top Applications CVE-2017-3636, CVE-2017-3641, .
Top Web Sites | =Total logs stored for analytics: 60 days 16 hours. More: Show | 100 | Total 24

FortiClient also sends vulnerability scan results to EMS. These display on the Vulnerability Events tab when viewing

endpoint details.
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7% FortiClient Endpoint Management Server @v 0 &adminv
@ Dashboard > 0 0 0 201 0
L3 Endpoints v Not Installed Not Registered Out-Of-Sync Security Risk Quarantined
All Endpoints. @ ©scan v FPaich v [3Moveto v ¥ Action v S¢
Manage Domains * Alderwood diamberson 10.127.131.108 4 Profile | Secure DevOps @ FortiTelemetry to FGVM010000168979 ~ 24 1
Domains 5 O Al Groups/Smart PowerGrid/ 3 Telemetry Gateway List ® Managed by EMS
FortiGate Edge
I Workgroups v
Summary  Antvirus Events [NYRSEIMIEWENSE system Events =
-5
BIAIEEES Vulnerability Y2 category Y2 Application Y2 Severity Y2 Patch Type Y% FortiGuard s
[ Other Endpoints @ RHSA-2018:3005: frefox security and bug fix update (Critical) Web Ciient Critical Auto 55283 @ 2
~ [ Smart PowerGrid RHSA-2018:3410° xorg-x11-server security update (important) Operating System Medium Auto 55321 €y
» [ Finance
[ Legal
RHSA-2018:3050: gnutls security, bug fix, and enhancement update (M... Operating System Medium Auto 55286 @
[ Marketing
RHSA-2018:3107: wpa_supplicant security and bug fix update (Moderate) Operating System Medium Auto 55299 @

~ (3 Research and Devel

(G Hardware Develop.

[ Product Management

(3 Software Developm

Automated syncing of the FortiGate Web Filter profile

EMS 6.2.0 uses a new FortiOS API to import and sync Web Filter profiles from FortiGate.

\‘é’, FortiOS 6.2.0 no longer supports the endpoint compliance profile available in earlier versions

of FortiOS. EMS 6.2.0 can therefore only import Web Filter profiles from FortiGate and no
longer supports importing the compliance profile.

To import a FortiGate Web Filter profile to EMS:

1. InFortiOS 6.2.0, go to Security Profiles > Web Filter. Modify an existing Web Filter profile or create a new Web
Filter profile to export to EMS.

2. In EMS, go to Endpoint Profiles > Manage Profiles > Import > From FortiGate/FortiManager.

3. Onthe Connect to FortiGate/FortiManager tab, provide the FortiGate IP address, the default port 8013, and the
FortiGate username and password, then click Next.

4. Onthe Preview and Select tab, select the profile selected or created in step 1. Click Next.
5. Onthe Configure Synchronization tab, configure the synchronization frequency as desired. Click Import.

6. After EMS has imported the profile from FortiGate, select the imported profile and confirm that the profile's Web
Filter settings in FortiOS and in EMS are identical.

7. InFortiOS, modify the Web Filter profile's settings. This example blocks the Finance and Banking site category.

S12 FortiGate VM64-HV  FGVMO4TM19001078

Dashboard > EditWebFilter Profile
3K Security Fabric
Name default
& FortiView
Comments | Default web fitering. ) zess
“ Network 4
& System
& Policy & Objects

| & Security Profiles

© FortiGuard category based filter

< v v v v~

AntiVirus Name Action

[Quoicep0
Bl
AT
=
=

S

Web Filter

Intrusion Prevention & Bar th Consuming @
SSL/SSH Inspection
L [ Security Risk @
Web Rating Overrides

[H General Interest - Personal €9
Web Profile Overrides
[ General Interest - Business €

Custom Signatures

Finance and Banking @ Block

VPN >
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Expanding Fabric family

8. After the synchronization interval configured in step 5, check the profile in EMS. EMS has received the profile

changes from FortiOS. The profile now blocks the Finance and Banking site category.

&.5 FortiClient Endpoint Management Server

®v L & admin v

@ Dashboard > | profieName | gefaut “ Advanced
LB Endpoints >
X Deployment « | J Maware « | @€ sanobox - G EVSNSTORA G2 Firewall « | Q) VPN o | @) vuinerabiity Scan © | £} System Settings
2 Quarantine > = =
& Software Inventory >
+ @~ | AdutiMature Content
[& Endpoint Policy >
+ | © - | Bandwidth Consuming
[& Endpoint Profles v
- | - | General Interest - Business
Manage Profies
- | Amed Forces
Local Profiles >

Business

TM19001078[r001] >
~ | Charitable Organizations

® o6 0o o

Finance and Banking
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Client handling for HTTPS (browser plugin) for Google Chrome
browser

FortiClient now supports a Web Filter plugin that improves detection and enforcement of Web Filter rules on HTTPS
sites. The plugin is currently available on the Chrome browser for Windows endpoints and will be available for other
major browsers in future releases. There is currently no implementation for macOS or Linux platforms.

To enable the plugin for HTTPS web filtering:

1. In EMS, go to Endpoint Profiles > Manage Profiles. Create a new profile or edit an exiting profile.
2. Onthe Web Filtertab, enable Enable Web Browser Plugin for HTTPS Web Filtering. Click Save.

3. Create a new endpoint policy or edit an existing one to assign the profile to a group or OU. FortiClient receives the
profile changes with the next Telemetry communication.

4. In FortiClient on the endpoint, open the Chrome browser and go to chrome://extensions.
5. Install or enable the FortiClient WebFilter extension.

C  ® Chrome | chrome://extensions * € O i

fline with the Google Docs

When the FortiClient WebFilter extension is not installed or enabled on an endpoint and the end user attempts to
browse to a webpage in Chrome, the following notification displays.

O Fortinet | Deliver Secure Digital T X | + - x

<« X @ hitps//wwwfortinet.com * O

After enabling the extension, a FortiClient Web Filter icon appears on the right side of the URL address bar. Web Filter
rules function as configured.

<« C  ® FortiClient WebFilter | chrome-extens qar gac! \gjgh/customize.htmi?tabid=3 % @0 :

F:iERTINET ) URL Blocked by FortiClient

)

https://www.777.com/

is in the category = Adult/Mature Content:Gambling

Your FortiClient administrator has blocked this category

Wrong Category? Click Here

You can view the Web Filter events on EMS. If configured, the Web Filter events are also sent to FortiAnalyzer.
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FortiSandbox Cloud support

Licensed endpoints running FortiClient 6.2.0 can now use the FortiSandbox Cloud service for deep inspection of zero-

day threats.

Earlier versions of FortiClient supported sending files to FortiSandbox appliances. FortiClient 6.2.0 introduces support
for FortiSandbox Cloud. The EMS administrator can now configure FortiClient to use an on-premise FortiSandbox
appliance or point to FortiSandbox Cloud. To use this new feature, the following requirements must be met:

« FortiClient must be registered to EMS.

« The Sandbox Cloud license, newly introduced in FortiClient 6.2.0, must be configured on EMS. The Fabric Agent

license does not support this feature.

« The EMS administrator has configured the endpoint's assigned profile to use FortiSandbox Cloud as shown below.

=_= FortiClient Endpoint Management Server

& Dashboard

Profile Name ~ Secure DevOps

Ld Endpoints
L Deployment

Sandbox Detection @)

>
>
4 Quarantine Management ¥
& Software Inventory >

>

[& Endpoint Policy Server

[& Endpoint Profiles v FortiSandbox

Manage Profiles Region

I Local Profiles > License Status

Default

Secure DevOps

& Manage Installers

Inspection Mode

Excluded File Extensions

L8 Profile Components File Submission Options

[8 Telemetry Gateway Lists
[& Compliance Verification
@ Allweb Downloads

& Aoministration @) Al Email Downloads

L A A A

£ System Settings

Remediation Actions

Action

Exceptions

Exclude Files from Trusted Sources

Exclude Specified Folders/Files

| Ak Antivirus o [ SEIRERY

& web Fiter » | 4 Firewall o | Q) VPN o | @) Vumerabilty Scan o | £} System Settings

Global v
Licensed
Select an extension v

@ All Files Executed from Removable Media

Alert & Notify

[i]

T—

Once FortiClient has received the profile from EMS, FortiClient displays the Sandbox Detection tab. FortiSandbox
Cloud support functions similarly to the existing FortiSandbox appliance support in earlier versions of FortiClient, except
FortiClient sends files to FortiSandbox Cloud instead of an on-premise FortiSandbox appliance.

As the end user goes about their daily activities, FortiClient monitors new files introduced to the system. When
FortiClient detects that a new file matches the monitored file type configured in EMS, the following occurs:
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1. If enabled, FortiClient AV Real Time Protection (RTP) scans the file. Scanning uses signatures from FortiGuard
and FortiSandbox Cloud.

2. One of the following occurs:

a. AV RTP detects that the file is malicious. FortiClient quarantines or denies access to the file, depending on the
configuration from EMS.

b. AV RTP detects that the file is clean. The FortiClient Sandbox feature sends a checksum query to
FortiSandbox Cloud. If FortiSandbox Cloud processed the file recently, it quickly returns a verdict. If the file is
new to FortiSandbox Cloud, the FortiClient Sandbox feature uploads the file to FortiSandbox Cloud. The
FortiClient Sandbox feature queries the file from FortiSandbox Cloud until it receives a verdict or reaches a
timeout. Based on the received verdict, FortiClient quarantines or releases the file.

The FortiClient Sandbox Detection tab updates as FortiClient processes the file with FortiSandbox:
« If FortiSandbox Cloud returns a verdict that the file is clean, the Sandbox Detection tab shows the updated results,

and FortiClient does not send logs or results to EMS.

« If FortiSandbox Cloud returns a verdict that the file is not clean, the Sandbox Detection tab shows the updated
results, and FortiClient sends the results to EMS. You can view the results in EMS in Quarantine Management (if
FortiClient quarantined the file) or the Sandbox tab for the endpoint's endpoint details page.

7% FortiClient Endpoint Management Server @ O &admin v
@ Dashboard >
0 0 0 202 0
L3 Endpoints v Not Installed Not Registered Out-Of-Sync Security Risk Quarantined

All Endpoints. @ ©sScan v FPaich v [SMoveto v ¥ Action v 3= Filters ~

Manage Domains i Alderwood = diamberson 10.127.131.108 5 Profile | Secure Devops ® FortiTelemetry to FGVM010000168979  &¥ L B il

Domains » O Al Groups/Smart PowerGrid/ 2 Telemetry Gateway List ® Managed by EMS
- \ - .

I Workgroups . chemwood ledington 10.127.131.102 4 Profile Devoy ® to » [ se B we= Bl

G All Groups/Smart PowerGrid/. © Telemetry Gateway List ® Managed by EMS

~ B All Groups FGT Edge

(= Other Endpoints. Summary  Antivirus Events JEEURGIORSVUTEE Web Filter Events  Firewall Events  Vulnerability Events  System Events =
~ (3 Smart PowerGrid Date Y. Message ¢ Rating Malware Checksum e
» 03 Finance 2019-03-26 20:05:19 Zero-day Mahware:Found in C:\Users\ledington\Downloads\product_launch.paf by realtime scan. 752642630
O Lega 2019-03-26 195013 Zero-day Malware:Found in C:\Users\ledington\Downloads\quarterly_sales xis by realtime scan 1264775€31003421080d0486779d1a4d6ec181c09¢
]
B 2019-03-26 195716 Zero-day Malware:Found in C:\Users\ledington\Downloads\important_tax_info.doc by realtime scan. 3c2b000e5254804dc3ce7€02378abaa02b64 11bada.
% Marketing
2019-03-26 19:53:11 Zero-day Malware:Found in C\Users\ledington\Downloads\087_fsa_downloader exe by realime scan 1370baf5e5061ec0aes220c207d846 1241601685600
~ (% Research and Devel

2019-03-26 19:51:10 Zero-day Malware:Found in C\Users\ledington\Downloads\069_fsa_downloader exe by realtime scan 115c.

Each endpoint can send a maximum of 300 files daily. If multiple files are submitted around the same time, FortiClient
sends one file to FortiSandbox Cloud, waits until it receives the verdict for that file, then sends the next file to
FortiSandbox Cloud.

The following shows the FortiClient GUI when used with FortiSandbox Cloud.

)
u-) @ FortiSandbox Cloud
© g

ledington - N
Status: Connected
SUBMITTED ZERO-DAY CLEAN PENDING

Ell Zero-day File Details

- fsa_downloader_eec744.e; Quarantined 2019/03/27 02:49:07
> 969_fsa_downloaderexe Quarantined 2019/03/27 02:51:09
~» 987_fsa_downloader.exe Quarantined 2019/03/27 02:53:10
= important_tax_info.doc Quarantined 2019/03/27 02:57:15
= quarterly_sales.xls Quarantined 2019/03/27 02:59:12
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FortiSandbox support for FortiClient (macOS)

FortiClient (macOS) endpoints can now submit high-risk files to FortiSandbox for analysis. If FortiSandbox detects the
submitted file as malicious, then FortiClient quarantines the file. FortiClient (macOS) can submit files to on-premise
FortiSandbox appliances only, and cannot submit files to FortiSandbox Cloud.

The FortiClient (macOS) endpoint must be registered to EMS 6.2.0. The FortiSandbox server that FortiClient uses for
file submission must authorize EMS.

This feature currently has the following limitations:

« FortiClient (macOS) does not support real-time blocking the file being submitted to FortiSandbox. Therefore, the
Wait for FortiSandbox Results before Allowing File Access option does not apply to FortiClient (macOS). Only if
FortiSandbox detects the file as malicious does FortiClient (macOS) quarantine the file.

« FortiClient (macOS) does not automatically include files signed by Apple Inc. as files from trusted sources.
« FortiClient (macOS) does not submit Sandbox detection logs to FortiAnalyzer.

To configure FortiSandbox scanning for FortiClient (macOS):

In EMS, select the desired endpoint profile.
2. Onthe profile's Sandbox tab, enable Sandbox Detection.
3. Configure Serveroptions:

a. Under FortiSandbox, select Appliance.

b. Inthe IP address/Hostname field, enter the FortiSandbox IP address.
c. Click Test Connection.
d

In FortiSandbox, go to Scan Input > Devices. Search for and authorize the EMS serial number. You can find
the EMS serial number in the System Information widget on the EMS dashboard.
e. EMS displays that FortiSandbox has authorized EMS. You can now configure the inspection mode. For
macOS, it is recommended to select All Supported Extensions.
4. Under File Submission Options, select All Web Downloads and All Email Downloads. FortiClient (macOS) only
supports submitting web and email downloads.

5. Under Remediation Actions, select Quarantine or Alert & Notify. The user can access the file after FortiClient
submits the file for analysis. FortiClient only quarantines the file if FortiSandbox analysis reports the file as
malicious.

6. Under Exceptions, exclude files from submission based on folder paths or filenames.
7. Click Save. EMS applies the profile changes to the endpoint with the next Telemetry communication.

After FortiClient (macOS) receives the Sandbox configuration from EMS, it can submit files for analysis to
FortiSandbox. In this example, FortiClient submits a clean file downloaded from a web browser to FortiSandbox.
FortiClient displays that one file has been submitted in the SUBMITTED tile. FortiClient waits for the results from
FortiSandbox. FortiClient receives the verdict from FortiSandbox that the file is not malicious, and displays that one file
has been detected as CLEAN.
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2\ AntiVirus Protection

Threats Detected:
Scan Schedule

Last Scan

Scan Now ~

lg‘s Sandbox Detection
® -

1 0

SUBMITTED ZERO-DAY

When FortiClient submits a malicious file to FortiSandbox and FortiSandbox detects it as malicious, FortiClient

© € otection agair 15t file based malware & attack communication
channels
Realtime Protection: ON
Dynamic Threat Detection: OFF
Block malicious websites: ON

0
Scan on the 1st day of each month at 19:30

Never Scanned

Behavior based zero-day detection and advanced threat protection

1 0

CLEAN PENDING

quarantines the file and displays the following dialog.

[ ] Sandbox Scan
@ File: JUsers/RobertGlazier/Dow...dropper_signed_virus.dms
Status: File is quarantined
Close

w View recent scans

Item location Status Score

JUsers/RobertGlazier/Downloads/fint_dropper_sign... File is quarant... 2

Clear all

FortiClient also displays that FortiSandbox has detected a zero-day file.
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]

channels

Realtime Protection:
Dynamic Threat Detection:
Block malicious websites:
Threats Detected:

Scan Schedule

Last Scan

Scan Now ~

Sandbox Detection

© Behavior based

™\ AntiVirus Protection

7 2 5 0
SUBMITTED ZERO-DAY CLEAN PENDING

The FortiSandbox administrator can see the quarantined file's details.

A High Risk Dropper

Basic Information

Received: Apr 222019 18:17:39
Started: Apr 222019 18:17:42-07:00
Status: Done
Rated By: VM Engine
Submit Type: FortiClient
Source IP: 172.17.61.114
Digital Signature: No
SIMNET: OFF
Virus Total: Q
Indicators
AN The file contains virus
a This file doesn't have a digital signature.

Details Information

File Type:
File Size:
MD5:
SHA1:

SHA256:

ID:

Submitted By:
Submitted Filename:
Filename:

Start Time:
Detection Time:
Scan Time:

Scan Unit:

Device:

Launched OS:

Infected OS:

Realtime-protection against file based malware & attack communication
OFF
ON
ON
0
Scan on the 1st day of each month at 19:30
Never Scanned
ero-day detection and advanced threat protection
@ E Y & 3
Overview Tree View Details « @ -

mac

8528 (bytes)
301071e81daeb064025366d88ce3fd43
450b21bdc204d27bcdc26ca39e1154ab1bf19e6a

978837b4ebaledac?3fad4al0f3aa5855a81a78c617c04c146cd782e2
9c6b249b8

4397741735400602505
RobertGlazier
fsa_dropper.dms
fsa_dropper.dms

Apr 222019 18:17:42-07:00
Apr22 2019 18:20:21-07:00
159 seconds
FSA3KE3R170001%94
FCT8001784841447
MACOSX

MACOSX

The FortiClient user can see the file details in Malware Protection > Zero Day > Sandbox Quarantined Files.
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B
—Realtime Detections
auante: [
Realtime Submit

=Quarantined

‘Quarantine File Details

Filename
fsa_dropper.dms

=Sandbox Qu|

Original Location
/Users/RobertGlazier/Downloads.
fsa_dropper.di

Date Quarantined

2019/4/22 18:21:36
=Site Violatio|

Clear Violatio
Submitted
Not Submitted

Status
Quarantined

Virus Name
FSA / RISK_HIGH

Quarantined File Name U
/Library/Application Support/Fortinet/FortiClient/data/quarantine_sandbox/

The EMS administrator can view the Sandbox event for the FortiClient endpoint.

rtiClient Endpoint Management Server

Dashboard
@ Dashboar > 0 0 0 1 0
Ld Endpoints v Not Installed Not Registered Out-Of-Sync Security Risk Quarantined
@ ©Scan v A Pach v [SMoveto v ¥ Action ~ 1 endpoint selected

Manage Domains & Robert's Mac !& RobertGlazier ~ 192.168.1.2 3 Profile | Macos ® Managed by EMS ~ B3l wes B3 voL | ]
. O All Groups/MacOS
Domains

>
Summary  Antivirus Events [ISERRINONZVAIE Web Filter Events  Firewall Events  Vulnerability Events ~ System Events ]
Workgroups >

Date T+ Message T+ Rating Malware Checksum T
Group Assignment Rules
2018-04-22 18:21:36 Zero-day Malware:Found in

4 Quarantine Management  » /Users/RobertGlazier/Downloads/fsa_dropper.dms by realtime
scan.
& Software Inventory b3
2019-04-24 19:00:28  Zero-day Malware:Found in
L& Endpoint Policy > /Users/RobertGlazier/Downloads/ftnt_dropper_signed_virus.dms by

realtime scan.

Cloud-based threat detection

FortiClient's outbreak protection service provides another layer of protection, where FortiClient initiates a real-time
cloud lookup of Fortinet's Global Threat Intelligence database so it can detect and block emerging threats and continue
to provide the latest protection measures to the endpoint.

FortiClient 6.2.0's malware protection feature includes virus outbreak protection. For each new file downloaded to the
endpoint, FortiClient calculates the SHA1 checksum, sends a query to FortiGuard, and temporarily blocks access to the
file. If the result from the query indicates that the file is malicious, FortiClient quarantines the newly downloaded file or
denies access toit.

To configure cloud-based threat detection:

1. In EMS, go to Endpoint Profiles > Manage Profiles. Create a new profile or edit an existing one. Enable Cloud
Based Malware Detection and save the profile.

2. Create a new endpoint policy or edit an existing one to assign the profile from step 1 to a group or OU.
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3. InFortiClient, connect to EMS. Once FortiClient receives the profile from EMS, go to the Malware Protection tab
to verify that cloud-based malware protection is enabled.

2\ AntiVirus Protection
® o

HRR-CTully v
Realtime Protection:

Dynamic Threat Detection:

Block malicious websites:

(¥ MALWARE PROTECTION

Threats Detected:
S Scan Schedule

Last Scan

Status

Threats Detected:

To test the configuration:

ON
OFF
ON

Scan on the 1st day of each month at 19:30

Never Scanned

Cloud Based Malware Protection

1. Download a malware file using a web browser. FortiClient detects and quarantines the file using cloud-based threat

detection.

@ AntiVirus Protection
] o s

CTIC against (o]
HRR-CTully v
Realtime Protection: ON
Dynamic Threat Detection: OFF
Block malicious websites: ON

(¥) MALWARE PROTECTION Threats Detected:

Scan Schedule

Scan on the 1st day of each month at 19:30

Last Scan

E Cloud Based Malware Protection
°

Status ON
Threats Detected: 8

AntiExploit
& & |

Never Scanned

APT Scan

i File:
g ...
Clase

7 View recent scans

C:AUsers\HAR -CTullAD ownloads\D49D8515 exe:
Qusrantined by CloudSean

ltem Location

C:MJsersHRR-CTulp\Dowrloads 04308515 eve

Status

Quarantined by CloudSican

Clear Al

2. To view more information for the quarantined file, click the number of Threats Detected on the Malware Protection

tab. Click the file name to review it.

3. You can also view information about the quarantined file in Quarantine Management > Files in EMS.

=_= FortiClient Endpoint Management Server

@ Dashboard >

18
L8 Enapeints > Quarantined Files
4 Quarantine Management

Host File

0

Restored Files

View ¥

Display by Instance +

‘Whitelist

& Software Inventory >

L& Endpoint Policy >

DESKTOP-QB7QHUM
51 Other Endpoints

DESKTOR-K2KPL7D
O3 Other Endpoints.

Size Threat
04908515 exe 90kB CLOUDSCAN_DET
f35f1ebddd8eddeb21dc8babfd877da8c1cf
066_fsa_downloader exe 40kB FSA[RISK_HIGH

874066a747e8C792bf065dFabe1ca2acbdco .
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@v 4L & admin v

5 18
Affected Hosts New Detections
3= Filters ~ s Tx &

Source Status Summary

1instance
1 host affected

Quarantined
2019-06-14 17:27°53

Sandbox Scan

1instance
1 host affected

Quarantined
2019-06-14 11:18:44

Sandbox Scan
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Advanced threats

4. If configured, you can view the event on FortiAnalyzer.

= Traffic b All Device ®© La Da Ap o Apr 29
B Eve Add Filter
I Vulnerability Scan
& Custom View ~ | 2-logDetails
E Log Browse ..Action quarantined
..Checksum 0x00000000
Log Group .Client Feature av
. Date/Time 18:06:04
.. Destination End User ID 0
.. Destination Endpoint ID 3
..Device ID FCT8001830333942
.. Device IP 172178146
.. Device MAC 00-15-5d-01-98-02
.. Device Name FCT8001830333942
.. Device Time 2019-04-29 18:06:04
..End User ID 3
-.Endpaint ID 1443
..File C:\Users\HRR-CTully\Downloads\049D8515.exe
. File Size 9216
. FortiClient Version 6.2.0.0780
.. FortiClientEMS Serial FCTEMS2637713902
.. FortiGate Serial N/A
..Host Name DESKTOP-HUTJED?
. Level ‘wamning
..Message Found virus by cloudscan, in filesystem
.08 Microsoft Windows 10 Enterprise Edition, 64-bit (build 17763)
Policy Name Default
Registered to Device FCTEMS2637713%02
Time Stamp 2019-04-29 18:06:04
Type event
uiD 93AB4EFOD0414B4F9838954351245D7E
User N/A
Virtual Domain root
bid 22758569
dvid 1166
idseq 257918120876834816
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Vulnerability dashboard

The vulnerability scan dashboard has been improved to support drilldown charts that allow you to easily get more
filtered endpoint information.

In EMS, go to Dashboard > Vulnerability Scan. This page contains charts about connected endpoints' vulnerability scan
information.

£23 FortiClient Endpoint Management Server

@ Dashboard v

[8 Telemetry Gateway Lists
L8 Compliance Verification

& Administration

Current Vulnerabilities Summary

FortiClient Status

Vulnerability Scan s

Top 10 Vulnerable Endpoints With High Risk Vulnerabiities

L@ Endpoints >
4 Quarantine Management >
& Software Inventory >
[ Endpoint Policy >
L@ Endpoint Profiles. > Total 393 462 34
View 1628 Operating System Browser Microsoft Office
& Manage Installers >
739 0 0 0
Lo ompanens % Third Party App Service User Config Other
>
>
>
>

1 System Settings

MKP-RFisch

MKP-JCayor

MEM-MLanger

MKP-PCraven o | [« |
MKP-TLieberman ] 2 ]
MKP-SHammack e |

MFM-LBlanchette 6] 2 ]
MEM-A 6 |

MKP-TSlecper s |

PDS-REstes |6 |

Current Vulnerabilities Summary

Endpoint Scan Status

100

Vulnerable

Top 10 Vulnerabilities

@ Miscellaneous memory safety hazards (rv:25.0 / v:24.

Total

@ iscelianeous me

fety hazards (r

@ iscelianeous memory safety hazards

@ Miscellaneous memory safety hazards (v:27.0/v:24.3)

@ Use-after-free when updating offiine cache
@ Use-afier-free when updating offine cache
@ Use-after-free when updating offine cache

@ 5urer overtows found through code

@ 5uter underiow when generating C

@ 5uier underiow when generating CRMF requests

®v L & admin v

35

Unscanned

2 Hosts

2 Hosts

2 Hosts

2 Hosts

2 Hosts

2 Hosts

2 Hosts

1 Hosts

1 Hosts

1 Hosts

Go to Dashboard > Vulnerability Scan > Current Vulnerabilities Summary. This chart categorizes vulnerabilities based

on severity levels, represented in colored circles. It also categorizes vulnerabilities by the following types:

Total

Operating System
Browser
Microsoft Office
Third Party App
Service

User Config
Other
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Current Vulnerabilities Summary

83 Low Vulnerabilities on 31 Hosts

Tetal 393 462 34
View 1628

Operating System Browser Microsoft Office
739 0 0 0
Third Party App Service User Config Other

Hovering the cursor over the colored circles highlights the circle. Clicking the severity level circle loads a detailed
vulnerability page filtered per severity. The detailed page contains the following information:

« Vulnerability Name

o FortiGuard ID

« CVEID

« Category

« Affected Endpoints

« Patch Status: You can individually patch a vulnerability on an endpoint.
« Patch All: You can patch all displayed vulnerabilities.

FortiClient Endpoint Management Server ®v Q1 & admin v

& Dashboard «  Low Severity Vulnerabilities £ Refresh @ Clear Filters

FortiClient Status Vulnerability Name ¢ FortiGuard ID Y+ CcvED Y+ category Y& Affected Endpoints +  Paten Status s
Vunerabitty Scan Security Vulnerabily CVE-2013-5772 in Oracle JRE 25334 Application 1 (Paien)
Security Vulnerabily CVE-2013-5797 in Oracle JRE 25348 Application 1
L8 Endpoints > v y 25348 -
Security Vulnerabily CVE-2013-5803 in Oracle JRE 25352 Application 1
2 Quarantine Management >
Security Vulnerabily CVE-2012-3160 in MySQL 31050 Application 1 Manual Patch
& Software Inventory >
Security Vulnerabily CVE-2012-3167 in MySQL 31053 Application 1 Manual Patch
L8 Endpoint Policy > Securtty Vuinerability CVE-2012-3197 in MySQL 31057 Application 1 Manual Patch
L8 Endpoint Profiles > Security Vulnerability CVE-2014-6568 in MySQL 31058 Application 1 Manual Patch
£ Manage Installers > Security Vulnerability CVE-2014-0393 in MySQL 31129 Application 1 Manual Patch
8 Profie Components 5 Security Vuinerabilty CVE-2014-0420 in MySQL 31133 Application 1 Manual Patch
Security Vulnerabily CVE-2014-0427 in MySQL 31134 Application 1 Manual Patch
[8 Telemetry Gateway Lists >
Security Vulnerabily CVE-2014-0430 in MySQL 31135 Application 1 Manual Patch
[8 Compliance Verification >
Security Vulnerabily CVE-2014-0431 in MySQL 31136 Application 1 Manual Patch
& Administration > Security Vulnerabilty CVE-2014-0437 in MySQL 31138 Application 1 Manual Patch
# System Settings > Security Vulnerability CVE-2016-0643 in MySQL 31144 Application 1 Manual Patch
Security Vulnerabily CVE-2016-3452 in MySQL 31172 Application 1 Manual Patch
Security Vulnerabily CVE-2016-5444 in MySQL 31190 Application 1 Manual Patch
Security Vulnerabily CVE-2013-3810 in MySQL 33294 Application 1 Manual Patch
Security Vulnerabily CVE-2013-3811 in MySQL 33295 Application 1 Manual Patch
Security Vulnerabily CVE-2013-3812 in MySQL 33296 Application 1 Manual Patch
Security Vulnerabily CVE-2016-0605 in MySQL 33331 Application 1 Manual Patch
Security Vulnerabily CVE-2016-0608 in MySQL 33334 Application 1 Manual Patch
Security Vulnerabilty CVE-2016-0610 in MySQL 33336 Application 1 Manual Patch
Security Vulnerabily CVE-2015-4766 in MySQL 33530 Application 1 Manual Patch
Security Vulnerability CVE-2014-6502 in Oracle JDK 33718 Application 1 Manual Patch
Security Vulnerabily CVE-2014-6502 in Oracle JRE 33719 Application 1 Manual Patch
Security Vulnerability CVE-2013-5803 in Oracle JDK 34081 Application 1 Manual Patch
Security Vulnerabily CVE-2013-5803 in Oracle JRE 34082 Application 1 Manual Patch
Security Vulnerabily CVE-2016-5444 in MySQL 34390 Application 1 Manual Patch
Security Vulnerability CVE-2016-5542 in Oracle JDK 34394 Application 1 Manual Patch
Security Vulnerabily CVE-2016-5542 in Oracle JRE 34395 Application 1 Manual Patch

83 vulnerabiliies with 83 affected endpoint instances loaded

Top 10 Vulnerable Endpoints With High Risk Vulnerabilities

Go to Dashboard > Vulnerability Scan > Top 10 Vulnerable Endpoints With High Risk Vulnerabilities. The bar graph
displays the top ten vulnerable endpoints and their vulnerabilities:

FortiClient & FortiClient EMS 6.2.0 New Features Guide
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Top 10 Vulnerable Endpoints With High Risk Vulnerabilities
MKP-RFrisch

MKP-JCaylor

N
n
H

MFM-MLanger
MKP-PCraven
MKP-TLieberman
MKP-SHammack

MFM-LBlanchette

MFM-ABuettner

MKP-TSleeper

@

=
m
©
)
=

PDS-REstes

You can view all of an endpoint's vulnerabilities by clicking the endpoint name, or view only vulnerabilities of the desired
severity level by clicking the corresponding bar. The detailed page contains the following information:

« Vulnerability
« Category
o Severity

« Patch Status: You can patch the endpoint by clicking the Patch button.

FortiClient Endpoint Management Server ®v O & admin v
& Dashboard <« Vunerabilies for MKP-RFrisch 2 Refresh @ Clear Filters
FortiClient Status Vulnerability T+ category s severity Y4 Pateh Status Ve
Vunerabitty Scan Security Vulnerabilies in APSB14-14 for Adobe Flash Player Application @ ciitical
Security Vulnerabilties in APSB14-16 for Adobe Flash Player Application Critcal
LG Endpoints > Y e opl ®
Security Vulnerabilies in APSB14-18 for Adobe Flash Player Application @ ciitical
2 Quarantine Management >
Security Vulnerabilies in APSB14-21 for Adobe Flash Player Application @ ciitical
& Software Inventory >
Security Vulnerabilies in APSB14-22 for Adobe Flash Player Application @ ciitical
L& Endpoint Policy %> Security Vulnerabilties in APSE14-24 for Adobe Fiash Player Application @ ciitcal
L8 Enapoint Profiles > Security Vulnerabiliies in APSE14-26 for Adobe Flash Player Application @ citcal
£ Manage Installers > Security Vulnerabilities in APSB14-27 for Adobe Flash Player Application @ critcal
[ Profile Components > Security Vuinerabilties in APSB15-01 for Adobe Flash Player Application @ ciitical
[8 Telemetry Gateway Lists 3  Securiy Vulnerabiliies in APSB15-02 for Adobe Flash Player Application @ ciitical
(B Compliance Verfcaton > Securty Vulnerabiltes in APSB16-03 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-04 for Adobe Flash Player Application Critcal
& Administration > v v e [ 4
Security Vulnerabilies in APSB15-05 for Adobe Flash Player Application @ ciitical
# System Settings >
Security Vulnerabilies in APSB15-06 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-09 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-11 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-14 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-16 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-18 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-19 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-23 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-25 for Adobe Flash Player Application @ ciitical
Security Vulnerabilties in APSB15-27 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-28 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB15-32 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB16-01 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB16-04 for Adobe Flash Player Application @ ciitical
Security Vulnerabilies in APSB16-08 for Adobe Flash Player Application @ ciitical
Out-of-bounds read in HTML parser following a failed allocation Application High

44 entries loaded

Endpoint Scan Status

Go to Dashboard > Vulnerability Scan > Endpoint Scan Status. This chart categorizes endpoints into the following
types:

« Secured

« Vulnerable

« Scanning

« Unscanned

FortiClient & FortiClient EMS 6.2.0 New Features Guide
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Endpoint Scan Status x

35

Unscanned

100

Total

Vulnerable

Clicking the Vulnerable section of the chart loads the list of endpoints affected with vulnerabilities. This page contains
the following information:

+ Hostname

e User

« Scan Status

« Vulnerabilities: This is represented as a bar chart segmented per severity.
« Patch Status: You can individually patch a vulnerability on an endpoint.

« Patch All: You can patch all displayed vulnerabilities.

78 FortiClient Endpoint Management Server ®v O & admin v
& Dashboard <« Vulnerability Endpoint £ Refresh @ Clear Filters
FortiClient Status Hostname Y% User Y% Scan Status Y%  Vulnerabilities JPatch Status] s
Vulnerabily Scan B2 MKP-RMunro Robbie Munro Vulnerable . 1 = Scheduled
L8 Endpoints > | @ MKP-RWinchell iﬁ’.R\ckey Winchell Vulnerable T 9 Scheduled
# Quarantine Management > | g ycp.GBechtel -Gordon Bechtel Vulnerable i 12 | ] Scheduled
& Software Inventory >
& MKP-LBrame: Loma Bramlett Vulnerable E s 13 Scheduled
L8 Endpoint Policy > -
B2 MKP-PRittenhouse q Paige Rittenhouse Vuinerable 18 18 Scheduled
L8 Endpoint Profiles > =
£ Manage Installers > | @ MKPRHock ,A Rachelle Hock Vulnerable [ n 14 [ ] Scheduled
LB Profile Components. > | B¥ MKP-DRichey Dexter Richey Vulnerable [} 24 1 [ ] Scheduled
L8 Telemetry Gateway Lists > gm ycp-=Cople @ Elva Coble Vulnerable [ 15 9 [ ] Scheduled
[8 Compliance Verification >
® MKP-TSleeper o Tony Sleeper Vulnerable E— 16 Scheduled
& Administration >
& MKP-LTweed M Leonel Tweed Vulnerable ) Scheduled
# System Settings >
B2 MKP-RBillington Q“ Reginald Billington Vulnerable [ i 9 [ ] Scheduled
% MKP-RFrisch W& Raymond Frisch Vuinerable e 14 1 Scheduled
=i
® MKP-PShortt Pat Shortt Vulnerable [ B 20 [ | Scheduled
& MKP-LMidkift n Lola Midkift Vulnerable . 13 B Scheduled
® MKP-ELowther | Eowin Lowtner Vuinerable 9 12 Scheduled
& MKP-PCraven Patrick Craven Vuinerable | 9 + IEE Scheduled
B2 MKP-RHaring E Raul Haring Vulnerable I 20 [ | Scheduled
® MKP-JCaylor £ Jesse Caylor Vulnerable I ¢ Scheduled
o
® MKP-RSabo j‘f' Robyn Sabo Vulnerable = 12 2 Scheduled
«
& MKP-SHammack ﬁ Shirley Hammack Vulnerable [ P Scheduled
® MKP-TLieberman &Tyler Lieberman Vulnerable . s 12 [ ] Scheduled
& MKP-DShull ﬁ Drew Shull Vulnerable [ 21 14 [ | Scheduled

65 entries loaded

Top 10 Vulnerabilities

Go to Dashboard > Vulnerability Scan > Top 10 Vulnerabilities. This chart lists the top ten vulnerabilities and affected
endpoints.
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Top 10 Vulnerabilities

@ \iscelianeous memory safety hazards (v:25.0 / nv:24.1/1v:17.0.10) 2 Hosts
@ iscelianeous memory safety hazards (v:25.0 / v:24.1/1v:17.0.10) 2 Hosts
@ iscelianeous memory safety hazards (v:27.0 / v:24.3) 2 Hosts
@ iscelianeous memory safety hazards (v:27.0 / v:24.3) 2 Hosts
@ Use-arter-free when updating offline cache 2 Hosts
@ Use-after-free when updating offline cache 2 Hosts
@ Use-after-free when updating offline cache 2 Hosts

@ surter overflows found through code inspection 1 Hosts

@ surter underfow when generating CRMF requests 1 Hosts

@ surter underfiow

when generating CRMF requests 1 Hosts

Clicking the vulnerability loads the FortiGuard page with detailed information about the vulnerability.

Clicking the number of hosts affected displays the endpoints affected by this particular vulnerability.

FortiClient Endpoint Management Server @v L & admin v

@ Dashboard < Affected Endpoints 2 Reffesh @ Clear Filters
FortiClient Status Hostname T Username T$  LastSeen T+ Scan Time e
Vulnerabilty Scan ® MKP-TSleeper OJ Tony Sieeper 2019-04-22 17:13:56 20190422 11:36:59

L@ Endpoints > @ MKP-RWinchell iE | Rickey Winchell 2019-04-22 17:13:56 2019-04-22 11:36:59

FortiClient & FortiClient EMS 6.2.0 New Features Guide
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Endpoint policy

EMS now has an Endpoint Policy section for managing endpoint profile assignment. This dedicated policy page makes
it simpler to provision endpoints. You can now create and manage endpoint policies to assign profiles and/or Telemetry
gateway lists to domains, OUs, and workgroups. You can also create and manage Chromebook policies to assign

profiles to Google domains.

To add an endpoint policy for Windows, macOS, and Linux endpoints:

o0k~ ODdD-=

In EMS, go to Endpoint Policy > Manage Policies. Click Add.

In the Endpoint policy name field, enter the desired name.

In the Endpoint domains field, select the desired domain(s) and/or OU(s).

In the Endpoint workgroups field, select the desired workgroup(s).

From the Endpoint profile dropdown list, select the desired profile.

From the Telemetry gateway dropdown list, select the desired Telemetry gateway list.

&8 FertiClient Endpeint Management Server

& Dashboard

L0 Endpoints

>
>
L0 Google Domaing >
4 Quarantine Management  »

>

& Software Inventory

I [8 Endpoint Policy (V3

Manage Folicies

Window 8

Windows 10 External

Andraid

Linux

MacOs

105

Servers

Deployment
[& chromebook Policy >
[& Endpoint Profiles >
£ Manage Installers >

Endpoint Policy

Endpoint policy name

Endpoint domains

Endpoint workgroups

Endpoint profile

Telemetry gateway list

Comments

Enahle the policy

Windows 10

fortinetga com/Computers

All Groups/Avindows/Deskiop/Awindows 10

[ @)

profile_wincdows 10 v

[ @

FortiGate Wi a

Fortivwifi 920

FortiGate Wil

FortiGate External

FortiGate Wi External

Cancel

7. Save the policy. You can view the new policy on the Endpoint Policy page. You can view all policies on this page,
as well as edit existing policies. EMS applies the policy (and its associated profile and Telemetry gateway list) to

FortiClient & FortiClient EMS 6.2.0 New Features Guide
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the selected domain(s), OU(s), and workgroup(s).

ortiClient Endpoint Management Server

@ Dashboard

-

LB Engpoints > Name Y4  Endpoint Groups Y Endpoint Profile T4 Telemetry Gateway List T4 Usage Count 4 Enabled ]
windows 10 @ fortinetga.com/Computers profile_Windows10 FortiGate WM 2
L3 Google Domains > B All Groupsiwindows/Desktop/windaws 10
8 Quarantine Management >
window 8 &) All GroupsAvindows/DesktopAvindows 8 profile_Windowsa Fortiwifi 920 2
) earth galaxy/Computers

& Software Inventary >
L8 Endpoint Policy v Windows 10 External 51 All Groups/Windows/Desktop/External profile_Windows10 FortiGate YM External 1
Andraid G All Groups/LinudAndroid profile_Android 1
Windows 10
Linux G5 All Groups/Linux profile_Linux FortiGate Vi 1
window 8
Macos &) All Groups/MacOs profile_MacOS FortiGate VM External 1
Windows 10 External
i0s & All Groups/MacOS/A0S profile_ios 1
Android -
Servers ) All Groups/Windows/Server WebFilter-JB 3
Linux & fartineta.com/Domain Controllers
' earth galaxy/Domain Controllers
MacOs
Deployment @ fortinetga com/Computers/Deployment profle_Deployment 2
65 ' All Groups/Windows/Deployment
Servers
Deployment

To add an endpoint policy for Chromebook endpoints:

You can configure Chromebook policies only if you have enabled EMS for Chromebooks Settings in System Settings
> Server.

In EMS, go to Chromebook Policy > Manage Policies. Click Add.

In the Chromebook policy name field, enter the desired name.

In the Google domains field, select the desired Google domain(s).

From the Chromebook profile dropdown list, select the desired Chromebook profile.

AoODbd=

FortiClient Endpeint Management Server

@& Dashhoard > i
Chromebook Policy
L4 Endpoints >
Ch book pali
R — 5 rameboak palicy name Schoalzones
4 Quarantine Management  $ Gongle domains schoolzones ca
& Software Inventary >
L8 Endpaint Palicy >
Chramebook profile Schoalzones =
I [8 Chromehook Policy (V3
Comments

Manage Chromebook Policies
Local Chromebook Profiles

Default - Chromet
Forticlient Enatile the policy
FortiClient
End| it Profil
L8 Endpoint Profiles > SRS
& manage Installers > cancel

5. Save the policy. You can view the new policy on the Chromebook Policy page. You can view all Chromebook
policies on this page, as well as edit existing policies. EMS applies the policy (and its associated profile) to the
selected domain(s).

72 FortiClient Endpoint Management Server

@ Dashboard >

L8 Endpaints > Name T$  Chromebook Groups Y Chromebook Profile Y4 Usage Count 2 Enabled N
L3 Google Domains 5  Schoolzones & schoolzones.ca Schoolzones |

8 Quarantine Management > FortiClient  forticlient com FortiClient |

& software Inventory >

L8 Endpoint Policy >

[ Chromebook Palicy v

Manage Chromebook Policies
Schoolzones

FortiClient
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Free VPN client

For FortiGate administrators, a free version of FortiClient VPN is available which supports basic IPsec and SSL VPN and
does not require registration with EMS. This version does not include central management, technical support, or some
advanced features.

Full-featured FortiClient 6.2.0 requires registration to EMS. Each endpoint registered with EMS requires a license seat
on EMS.

The FortiClient VPN installer differs from the installer for full-featured FortiClient.

When the free VPN client is run for the first time, it displays a disclaimer. You cannot configure or create a
VPN connection until you accept the disclaimer:

Welcome to FortiClient VPN!

This is a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical
support.

D | acknowledge that this free software that does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

Only the VPN feature is available. You can access the Settings, About, and Notifications pages from a toolbar.

@ FortiClient VPN
# %00 a

Upgrade to the full version to access additional features and receive technical support.

= System
Backup or restore full configuration

= Logging
Log Level Information ¥
ati
= VPN Options

Preferred DTLS Tunnel

FortiClient & FortiClient EMS 6.2.0 New Features Guide
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Configuring settings for a new VPN connection on the free VPN client resembles doing the same on a full FortiClient
installation:

@ FortiClient VPN
# & 00a

Upgrade to the full version to access additional features and receive technical support.

Edit VPN Connection

i [ PeecviN ]
Connection Name Corp Office
Description Connect to company corporate office
Remote Gateway |vpn3.5manmmors.com ®
+Add Remote Gateway
Customize port (443
Client Certificate None v
Authentication ©Q Promptonlogin () Savelogin

D Do not Warn Invalid Server Certificate

T T

You can establish a VPN connection from the homepage:

@ FortiClient VPN
# & 0 0 a

Upgrade to the full version to access additional features and receive technical support.

VPN Name Corp Office v

Username ledington

Password ~ ssessesses

Token (158653 |
o]

CLI support for FortiClient (Linux)

FortiClient (Linux) now supports an installer targeted towards the headless version of Linux server. FortiClient (Linux)
6.2.0 for servers (forticlient_server_6.2.0.0xxx) offers a command line interface and is intended to be used with the CLI-
only (headless) installation. The same set of CLI commands also work with a FortiClient (Linux) GUI installation.

The following summarizes the CLI commands available for FortiClient (Linux) 6.2.0:

FortiClient & FortiClient EMS 6.2.0 New Features Guide 31
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Endpoint control

FortiClient 6.2.0 must establish a Telemetry connection to EMS to receive license information. FortiClient features are
only enabled after connecting to EMS.

Usage

You can access endpoint control features through the epctrl CLI command. This command offers the end user the
ability to connect or disconnect from EMS and check the connection status. You can access usage information by using
the following commands:

jameslee@sunshine:~$ /opt/forticlient/epctrl -h
FortiClient Endpoint Control

Usage:
/opt/forticlient/epctrl -r|--register <address> [-p|--port ]
/opt/forticlient/epctrl -u|--unregister
/opt/forticlient/epctrl -d|--details

Options:
-h --help Show the help screen
-r --register Register to an EMS using the IP address
-p —-port EMS port

-u --unregister Unregister from the current EMS
-d --details Show telemetry details and status

Connecting to EMS

FortiClient can connect to EMS using the following commands. If EMS is listening on the default port, 8013, you do not
need to specify the port number. If EMs is listening on another port, such as 8444, you must specify the port number
with the EMS address. The example illustrates both use cases:

jameslee@sunshine:~$ /opt/forticlient/epctrl -r 172.17.60.251
Registering to EMS 172.17.60.251:8013.

jameslee@sunshine:~$ /opt/forticlient/epctrl -r 172.17.60.251 -p 8444
Registering to EMS 172.17.60.251:8444.

Endpoint control status

You can check FortiClient endpoint control status details with the —d argument. When FortiClient is connected to
EMS only, the command output is as follows:

jameslee@sunshine:~$ /opt/forticlient/epctrl -d

FortiClient EMS Details

IP: 172.17.60.251:8013
Host: DESKTOP-ID2CVUA
SN: FCTEMS3764894213
Status: Connected
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If FortiClient is connected to EMS and notifying FortiGate, the endpoint control status displays the serial numbers and
hostnames of the EMS and FortiGates as follows:

jameslee@sunshine:~$ /opt/forticlient/epctrl -d

FortiClient EMS Details

IP: ems.fortinet.net:80
Host: DESKTOP-ID2CVUA
SN: FCTEMS3764894213
Status: Connected

FortiGate Details

IP: 172.17.60.40

Host: FGVM02TM18001119
SN: FGVM02TM18001119
Status: Connected

When FortiClient is not connected to EMS, the endpoint control status has no Telemetry data available as shown below:

jameslee@sunshine:~$ /opt/forticlient/epctrl -d
No telemetry data available.

Disconnecting from EMS

FortiClient can disconnect from EMS only if the configuration received from EMS allows it. You can disconnect using the
-u argument.

jameslee@sunshine:~$ /opt/forticlient/epctrl -u
Unregistering from EMS.

AV scanning

You may run an AV scan from the CLI on the entire file system or on a specified directory. You can only run an AV scan
as the root user. After completing an AV scan, FortiClient prints the scan results and detailed log file locations. You can
run the following command to run an AV scan, where <dir> is the directory to scan. You can perform a full scan by
inputting / in place of <dir>.

sudo /opt/forticlient/fmon -s /opt/forticlient/vir sig/ -o /opt/forticlient/ --unit /op-
t/forticlient -d <dir>

The following shows an AV scan performed on the /var directory:

jameslee@sunshine:/var$ sudo /opt/forticlient/fmon -s /opt/forticlient/vir sig/ -o /op-
t/forticlient/ --unit /opt/forticlient -d /var

Signature dir : /opt/forticlient/vir sig/

Log dir : /opt/forticlient/

Fmon on daemon mode.

Dest dir : /var

CPU number : 1

Server port : 40140

AV Engine path : /opt/forticlient/libav.so

AV Signature path : /opt/forticlient/vir sig/vir high:/opt/forticlient/vir sig/vir sandbox sig
Load AV signature success.
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<=== PID : 13821 Client Hello rc = 2185

Child : 13821 ready

===> Scan : /var/spool/anacron/cron.daily

===> Scan : /var/spool/anacron/cron.weekly

===> Scan : /var/spool/anacron/cron.monthly

===> Scan : /var/crash/ usr bin gedit.100l.crash
===> Scan : /var/crash/ opt forticlient fmon.1000.crash
===> Scan : /var/backups/apt.extended states.l.gz
===> Scan : /var/backups/shadow.bak

===> Scan : /var/backups/dpkg.statoverride.2.gz
===> Scan : /var/backups/passwd.bak

===> Scan : /var/backups/dpkg.diversions.l.gz
===> Scan : /var/backups/apt.extended states.0
===> Scan : /var/backups/dpkg.arch.2.gz

===> Scan : /var/backups/alternatives.tar.l.gz
===> Scan : /var/backups/dpkg.arch.0

===> Scan : /var/backups/dpkg.status.l.gz

===> Scan : /var/backups/dpkg.statoverride.0
===> Scan : /var/backups/dpkg.arch.l.gz

===> Scan : /var/backups/gshadow.bak

===> Scan : /var/backups/dpkg.diversions.2.gz
===> Scan : /var/backups/alternatives.tar.2.gz

Scan started at Mon Apr 22 14:43:45 2019

Found virus : EICAR TEST FILE

In file : /var/eicar.com
Action : Quarantine success
Quarantine file : /opt/forticlient/quarantine/eicar.com.1l

——————————————— Scan summary ———-—--————————————————
Total scan files : 10947

Found virus : 1

Worker crash : 0

Worker timeout : O

Scan ended at Mon Apr 22 14:44:01 2019

Full results can be found in /opt/forticlient/Daemon - Mon Apr 22 14:43:45 2019.log

Vulnerability scanning

You can run a vulnerability scan from the CLI to check for vulnerable applications on the machine. You can only run a
vulnerability scan as the root user. After completing a vulnerability scan, FortiClient prints the number of vulnerabilities
present on the machine, their severity levels, and detailed log file locations. You can run a vulnerability scan by running
the following command:

jameslee@sunshine:/home/jameslee$ sudo /opt/forticlient/vulscan -v /opt/forticlient/vem sig/ -
c -o /var/log/forticlient/vem log/

[INFo} Distribution name is Ubuntu

[INFO] Distribution version is 18.04.1 LTS (Bionic Beaver)

[INFO] LoadVulSig

[INFO] Decryption success!
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[ ] LoadFromDb

[ ] Total sig : 13163
[INFO] Signature version=1.38
[ ] Engine version=2.0.0.22
[ ] Build install list

[INFO] Output directory: /var/log/forticlient/vcem 1log/2019-04-18 18-45-42/
——————————————— Scan summary ———---—-——————————————

Critical : 7

High : 2

Medium : 7

Low : O

You can patch existing vulnerabilities using FortiClient. FortiClient runs a vulnerability scan again after patching the
vulnerabilities and prints the results. You can patch vulnerabilities as below:

jameslee@sunshine:/home/jameslee$ sudo /opt/forticlient/vulscan -v /opt/forticlient/vem sig/ -
c -o /var/log/forticlient/vcem log/ -p

[INFo} Distribution name is Ubuntu

INFO] Distribution version is 18.04.1 LTS (Bionic Beaver)

INFO] LoadVulSig
INFO] Decryption success!
LoadFromDb

[

[ ]

[ ]

[INFO]

[INFO] Total sig : 13163
[ ]

[ ]

[ ]

INFO] Signature version=1.38
INFO] Engine version=2.0.0.22
INFO] Build install list

Patching vid 55441
Hit:1 http://ca.archive.ubuntu.com/ubuntu bionic InRelease

Get:2 http://ca.archive.ubuntu.com/ubuntu bionic-updates InRelease [88.7 kB]

Get:3 http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]

Get:4 http://ca.archive.ubuntu.com/ubuntu bionic-backports InRelease [74.6 kB]

Get:5 http://ca.archive.ubuntu.com/ubuntu bionic-updates/main amd64 DEP-11 Metadata [278 kB]
Get:6 http://security.ubuntu.com/ubuntu bionic-security/main amdé64 DEP-11 Metadata [9,364 B]
Get:7 http://ca.archive.ubuntu.com/ubuntu bionic-updates/main DEP-11 48x48 Icons [66.7 kB]
Get:8 http://ca.archive.ubuntu.com/ubuntu bionic-updates/main DEP-11 64x64 Icons [123 kB]
Get:9 http://ca.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 DEP-11 Metadata [222
kB]

Get:10 http://security.ubuntu.com/ubuntu bionic-security/main DEP-11 48x48 Icons [7,788 B]
Get:11 http://security.ubuntu.com/ubuntu bionic-security/universe amdé64 DEP-11 Metadata [35.7
kB]

Get:12 http://ca.archive.ubuntu.com/ubuntu bionic-updates/universe DEP-11 48x48 Icons [194 kB]
Get:13 http://security.ubuntu.com/ubuntu bionic-security/universe DEP-11 48x48 Icons [16.4 kB]
Get:14 http://security.ubuntu.com/ubuntu bionic-security/universe DEP-11 64x64 Icons [92.2 kB]
Get:15 http://ca.archive.ubuntu.com/ubuntu bionic-updates/universe DEP-11 64x64 Icons [406 kB]
Get:16 http://ca.archive.ubuntu.com/ubuntu bionic-updates/multiverse amdé64 DEP-11 Metadata

[2,468 B]

Get:17 http://security.ubuntu.com/ubuntu bionic-security/multiverse amd64 DEP-11 Metadata
[2,464 B]

Get:18 http://ca.archive.ubuntu.com/ubuntu bionic-backports/universe amd64 DEP-11 Metadata
[7,352 B]

Fetched 1,716 kB in 3s (591 kB/s)

Reading package lists... Done
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[INFO] install command is: apt-get -y install --only-upgrade firefox

Reading package lists... Done

Building dependency tree

Reading state information... Done

Suggested packages:

fonts-1lyx

The following packages will be upgraded:

firefox

1 upgraded, 0 newly installed, 0 to remove and 315 not upgraded.

Need to get 0 B/48.1 MB of archives.

After this operation, 7,509 kB of additional disk space will be used.
(Reading database ... 162206 files and directories currently installed.)

Preparing to unpack .../firefox 66.0.3+buildl-Oubuntu0.18.04.1 amd64.deb

Unpacking firefox (66.0.3+buildl-0Oubuntu0.18.04.1) over (59.0.2+buildl-Oubuntul)

Processing triggers for mime-support (3.60ubuntul)

Processing triggers for desktop-file-utils (0.23-1lubuntu3.18.04.1)

Setting up firefox (66.0.3+buildl-0ubuntu0.18.04.1)

Installing new version of config file /etc/apparmor.d/usr.bin.firefox

Please restart all running instances of firefox, or you will experience problems.

Processing triggers for man-db (2.8.3-2)

Processing triggers for gnome-menus (3.13.3-1lubuntul)

Processing triggers for hicolor-icon-theme (0.17-2)

[INFO] query command is: dpkg-query --show firefox

Package version found is 66.0.3+buildl-Oubuntu0.18.04.1

Patching vid 55442

Hit:1 http://security.ubuntu.com/ubuntu bionic-security InRelease
Hit:2 http://ca.archive.ubuntu.com/ubuntu bionic InRelease

Hit:3 http://ca.archive.ubuntu.com/ubuntu bionic-updates InRelease
Hit:4 http://ca.archive.ubuntu.com/ubuntu bionic-backports InRelease
Reading package lists... Done

Critical : 0
High : O
Medium : O
Low : O

FortiClient updates

You can run a FortiClient update task from the CLI once FortiClient has connected to EMS and is licensed. The update
task downloads the latest FortiClient engine and signatures. You can only run an update task as the root user. The
command and its output are shown below:

root@sunshine: /home/jameslee# /opt/forticlient/update

****************Update Starting***************

Sandbox test = 0

Sandbox host to test = (null)

log level: 6

Enable custom fds server :80 failover port: 8000 failover to fdg: 1 allow sw update: 0
Updating FCTDATA: Update started forced update

[INFO] Engine version=2.0.0.22

[INFo} Distribution name is Ubuntu
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INFO] Distribution version is 18.04.1 LTS (Bionic Beaver)
INFO] LoadVulSig [INFO] Decryption success!
INFO] LoadFromDb [INFO] Total sig : 13163

INFO] Signature version=1.38

Getting current FortiClient Components information
current av engine version: 6.2.126

av engine id: 06002000FVEN04100-00006.00126-9999999999
current av main sig full version: 67.1895

av main sig id: 06002000FVDB04000-00067.01895-9999999999
current av ext sig full version: 67.1892

[
[
[
[

user jameslee, type:7, session:0, pid:6913
user = jameslee

sandbox server not configured.

Updating FCTDATA: Update finished

[INFO] Engine version=2.0.0.22

[INFo} Distribution name is Ubuntu

[INFO] Distribution version is 18.04.1 LTS (Bionic Beaver)
[INFO
(
[
[
[

] LoadVulSig
INFO] Decryption success!
INFO] LoadFromDb
INFO] Total sig : 13163

INFO] Signature version=1.38
Downloading done ret = 0
root@sunshine: /home/jameslee#

Existing signature details

You can check details of the existing FortiClient engine and signatures by running the update task with the -d
argument:

jameslee@sunshine:/home/jameslee$ /opt/forticlient/update -d

Engines

AntiVirus: 6.2.00126
Vulnerability: 2.00022

Signatures

AntiVirus: 67.01895
AntiVirus Extended: 67.01892
Vulnerability: 1.00038
Sandbox: 3.00442

Update help

The update help option lists all options available for the update task. You can access this option as shown below:

jameslee@sunshine:~$ /opt/forticlient/update -h
FortiClient Update
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Usage:
/opt/forticlient/update
/opt/forticlient/update -d

Options:
-h Show the help screen
-d Show engine and signature versions

Installer creation enhancements

The EMS installer wizard has been improved so that administrators can now create custom FortiClient installers in a
manner similar to the FortiClient Configurator Tool.

You can create deployment packages to deploy FortiClient to endpoints. Deployment packages include the FortiClient
installer, which determines the FortiClient release and patch to install on the endpoint, as well as which FortiClient
features are installed on the endpoint. Deployment packages can also include a Telemetry gateway list for connection
to a FortiGate.

Manage Installers > FortiClient Installers displays FortiClient installers available from FortiGuard and uploaded custom
FortiClient installers. These installers are available for selection when creating a FortiClient deployment package. EMS
automatically connects to FortiGuard to provide access to FortiClient installers that you can use with EMS profiles. If a
connection to FDN is not available, you must manually download FortiClient installers to use with EMS.

You can download FortiClient installers to use with EMS from Fortinet Customer Service & Support. This requires a
support account with a valid support contract. Download the Windows, macOS, or Linux installation file.

To add a custom FortiClient installer:

All uploaded Windows installers must be .msi or .zip files. All uploaded macOS installers must be .dmg files.

1. Download a FortiClient installer. You can also upload a previously customized installer.
2. Upload the custom installation files:

a. Go to Manage Installers > FortiClient Installers.

b. Click Add. The Add FortiClient Installer dialog displays.

c. Set the following options:

Name Enter a name for the set of installation files.

Upload Windows Installers  Enable to upload FortiClient installers for the Windows operating system.

Windows 64-Bit Installer Click the Browse button to locate and select a custom 64-bit installer for
(ZIP or MSI) the Windows operating system.

Windows 32-Bit Installer Click the Browse button to locate and select a custom 32-bit installer for
(ZIP or MSI) the Windows operating system.

Upload Mac Installer Enable to upload a FortiClient installer for the macOS operating system.
Mac Installer (DMG) Click the Browse button to locate and select a custom installer for the

macOS operating system.

d. Click Upload. The custom installers are uploaded to EMS.
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To add a FortiClient deployment package:

1. Go to Manage Installers > Deployment Packages.

2. Click Add.

3. Onthe Version tab, set the following options:

Installer Type

Release
Patch

Keep updated to the latest
patch

Configure the deployment package to use an official FortiClient installer or a
custom FortiClient installer.

Select the FortiClient release version to install.
Select the specific FortiClient patch version to install.

Select to enable FortiClient to automatically update to the latest patch release
when FortiClient is installed on an endpoint.

4. Onthe General tab, set the following options:

Name

Notes

Enter the FortiClient installer's name.

(Optional) Enter any notes about the FortiClient installer.

5. Click Next. On the Features tab, set the following options:

Security Fabric Agent
(Mandatory Feature)

Secure Access Architecture
Components

Advanced Persistent Threat
(APT) Components

Additional Security Features

Enabled by default and cannot be disabled. Installs FortiClient with Telemetry
and Vulnerability Scan enabled.

Enable to install FortiClient with SSL and IPsec VPN enabled. Disable to omit
SSL and IPsec VPN support from the FortiClient deployment package.

Enable to install FortiClient with APT components enabled. Disable to omit
APT components from the FortiClient installer. Includes FortiSandbox
detection and quarantine features.

Enable to select one, two, or all of the following features:
e AntiVirus
« Web Filtering
« Application Firewall
« Single Sign-On mobility agent
« Cloud Based Malware Outbreak Detection
Disable to exclude the features from the FortiClient installer.

6. Click Next. On the Advanced tab, set the following options:

Enable automatic
registration

Enable desktop shortcut

Enable start menu shortcut

Enable to configure FortiClient to automatically connect Telemetry to
EMS after FortiClient is installed on the endpoint. Disable to turn off this
feature and require endpoint users to manually connect Telemetry to EMS.

Enable to configure the FortiClient installer to create a desktop shortcut on the
endpoint.

Enable to configure the FortiClient installer to create a Start menu shortcut on
the endpoint.
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8.

Enable Installer ID Enable to configure an installer ID. Select an existing installer ID or enter a
new installer ID. If creating an installer ID, select a group path or create a new
group in the Group Path field. EMS automatically groups endpoints according
to installer ID group assignment rules.

This option is not available when the FortiClient installer selected or uploaded
in step 3 is a version prior to 6.0.0.

Enable Endpoint Profile Enable to select an endpoint profile to include in the installer. The profile is
applied to the endpoint once it has installed FortiClient. This option is
necessary if it is required to have certain security features enabled prior to
contact with EMS, or if users require VPN connection to connect to EMS.

Click Next. The Telemetry tab displays the hostname and IP address of the EMS server, which will manage
FortiClient once it is installed on the endpoint. Also configure the following option:

Enable telemetry connection Enable this option, and select the name of the gateway list to use. The
to Security Fabric gateway list defines the IP address for the FortiGate.

(FortiGate) If you have not created a gateway list, this option is not available.

5

Telemetry

FortiClient will be managed by VDOVANE20001 {ems1 fortinetga .com)
£ Enable telemetry connection to Security Fabric (FortiGate)
Telemetry Gateway List

FortiGate External a

[ |
“ FortiGate External m

FortiGate Wi

FortiGate Wi External

Fortivyifi 920

Click Finish. The FortiClient installer is added to EMS and displays on the Manage Installers > Deployment
Packages pane.

&2% FortiClient Endpoint Management Server

v

@ Dashboard

Name Versions Auto Update Download Link

LB Endpoints

L8 Google Domains FortiClient 6.0.5 GA Fe05@605 https://emsi.fortinetqa.com:18443/installers/Forticlient 6.8.5 GA
& Quarantine Management FortiClient 6.2.0 GA E620 8620 https://emsi.fortinetqa.com:18443/installers /FortiClient 6.2.6 GA
& Software Inventory FortiClient Latest Build 620 https://emsi.fortinetqs.com:18443/installers/Forticlient Latest Build
L8 Endpoint Palicy Features « Antivirus

« Web Filtering

- Secure Access Architecture Components
- Application Firewall
- Security Fabric Agent

L8 Chromebook Palicy

[8 Endpaint Profiles
« Advanced Persistent Threat (APT) Components
« Single Sign-On mabilty agent

« Cloud Based Malware Outbreak Detection

<€ v vV vV v v v v

£ Manage Installers

FortiClient Installers Endpoint Profile Defaut
(8 Profie Components 5 Telemetry Gateway List FortiGate External
Telemetry Connection to FortiGate
[8 Telemetry Gateway Lists >
Managed by EMS 10.200.200.10:8013
[8 Compliance Verffication >
Auto Registration Enabled
@ Administration > Desktop Shortcut Enabled
# System Settings > start Menu Shortcut Enabled
Installer ID Win10
Notes FortiClient Deployment Package

The deployment package may include .exe (32-bit and 64-bit), .msi, and .dmg files depending on the configuration.
The following shows an example of a deployment package that includes .exe, .msi, and .dmg files. The end user
can download these files to install FortiClient on their machine with the desired configuration.
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Name Last modified Size

Parent Directory

B msi/ 2019-04-29 15:00

|_| FortiClient_6.2.0.DMG 2019-04-29 15:21 T6M
i FortiClientSetup_6.2.0_x64 exe 2019-04-29 15:22 108M
i FortiClientSetup_6.2.0_x86.exe 2019-04-29 15:21 90M

Administrator settings improvements

EMS 6.2.0 introduces five major improvements to administrator settings:

« Support for three types of administrators

o Support for multiple LDAP servers

« Permission management based on administrator roles
o Categorized and refined administrator permissions

« Restricting login to trusted hosts

Support for three types of administrators

Administrators can be one of three types of users:

User type Description

EMS Created in EMS. This includes the built-in "admin" user.
Windows Created by the local Windows system.

LDAP Imported from the domain server.

To create an EMS administrator:

1. Go to Administration > Administrators. Click Add.
2. Under User Source, select Create a new user. Click Next.
3. Inthe Usermame field, enter the desired username.
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4. From the Role dropdown list, select the desired role. Click Next.

Configuration

Username

emsuser

Role

Super Administrator -

Restrict Login to Trusted Hosts

Comment

Quit Back Next Save

5. Onthe Passwordtab, create a password for the user. Click Save. Once you save the user, you can view the
created user on the Administration > Administrators pane. The Source is listed as EMS.

&72 FortiClient Endpoint Management Server @v 0 & admin v

> + Add & Refresh

@ Dashboard

Name Source Role

L0 Endpoints.

L@ Google Domains admin Buillin Super Administrator

& Quarantine M . emsuser EMS Super Administrator
uarantine Management
& Software Inventory

L8 Endpoint Policy
L8 Endpoint Profiles
 Manage Installers

(8 Profile Components

>

>

>

>

>

L& chromebook Policy >
>

>

>

L8 Telemetry Gateway Lists >
>

[8 Compliance Verification

& Administration v
Administrators

Support for multiple LDAP servers

You can configure multiple LDAP servers on EMS to import users from.
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To configure an LDAP server:

1. Goto Administration > User Servers. Click Add.
2. Enter the domain credentials. Click Test. Once the test is successful, click Save.

=_= FortiClient Endpoint Management Server

& Dashboard >
User Server
Ld Endpoints >
IP addl /Hosti
Ld Google Domains > addressiRostname 1721761198
4 Quarantine Management > Port ago
& Software Inventory >
Distinguished name Optiona
L& Endpoint Policy >
L& Chromebook Palicy > Bind type Simple Anonymous
L& Endpoint Profiles > Username o
£ Manage Installers >
Password ssssse @
L8 Profile Components >
[@ Telemetry Gateway Lists 3 -DAPS connection
[& Compliance Verification > Sync every 10 Minutes
I & Administration v

Administrators

Admin Roles

User Servers

In this example, after EMS imports the LDAP server successfully, the Administration > User Servers pane lists two
imported LDAP servers.

&72 FortiClient Endpoint Management Server ®v O & admin v

+ Add & Refresh

@ Dashboard

L3 Endpoints. Domain Name NetBIOS Name User Count Last Sync sync Every Address Distinguished Name Username
L@ Google Domains qa.fortinet local A 20 2019-05-24 11:38:53 10 minutes 172.17 61.196:389 DC=qa,DC=fortinet DC=local @
fortinet local FORTINET 20040 2019-05-24 11:46:06 10 minutes 172.17 61.48:389 DC=fortinet, DC=local @

4 Quarantine Management
& Software Inventory

L8 Endpoint Policy

L8 Chromebook Policy

L8 Endpoint Profiles
 Manage Installers

(8 Profile Components

[8 Telemetry Gateway Lists

[8 Compliance Verification

¢ ¥ ¥V ¥V ¥V ¥V ¥V V VYV VY

I & Administration
Administrators

Admin Roles

Permission management based on administrator roles

You can use administrator roles to manage permissions. There are four predefined roles configured with different

permissions:

Name Description

Super administrator Most privileged admin role. Complete access to all EMS permissions, including
modification, user permissions, approval, discovery, and deployment. Only built-
in role that has access to the Administration section of the GUI. Has access to all
configured Windows and LDAP servers and users and has the authority to
configure user privileges and permissions.

FortiClient & FortiClient EMS 6.2.0 New Features Guide 43

Fortinet Technologies Inc.



Other

Name Description

The default admin account is configured as a Super Administrator and cannot be
changed to another admin role.

Standard administrator Includes all endpoint and policy permissions, and read-only permissions to
settings permissions.

Endpoint administrator Includes all endpoint permissions and read-only permissions to policy and
settings permissions.

Restricted administrator No permissions enabled.

You can also define a new role with customized permissions.

To define a custom admin role:

Go to Administration > Admin Roles. Click Add.
In the Name field, enter the desired name.
Select the desired permission checkboxes.

A oObd =

Click Save. The role appears on the Administration > Admin Roles pane.

Categorized and refined administrator permissions

When creating or modifying an admin role, all available permissions are categorized into endpoint, policy, and setting
permissions. Permissions for new features include permissions related to endpoint policies, host verification, quarantine
management, and software inventory.

You can click Click here to hide permissions that are not applicable to Chromebook management to view permissions
that only apply to Windows, macOS, and Linux endpoint management.
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FortiClient Endpoint Management Server

-]
L
L
2
el
L8
L8
L8
&
L8
L8

]

Dashboard

Endpoints.

Google Domains
Quarantine Management
Software Inventory
Endpoint Policy
Chromebook Policy
Endpoint Profiles
Manage Installers.
Profile Components
Telemetry Gateway Lists

Compliance Verification

I & Administration

o

Administrators
Admin Roles

User Servers

User Settings
Back up Database
Restore Database
Configure License:
Logs

System Settings

@ Some permissions do NOT apply to Chromebook management. Click here to hide permissions that are not applicable to Chromebook management
Admin Role

Name

Description

/1824

Endpoint permissions (0/14)

Manage LDAPs
Manage custom groups

Manage Google domains
Run commands on endpoints

Block/Unblock/Quarantine/Unquarantine/Reregister endpoints Manage and assign endpoint policies

View group assignment rules
View endpoint filier bookmarks

View quarantine management

Manage group assignment rules
Manage endpoint filter bookmarks

Manage quarantine management

View software inventory Manage software inventory

Policy permissions (0/11)

View endpoint policies View endpoint profiles

Manage endpoint profiles View host verification rules
Manage host verification rules View gateway lists
View installers

View CA certificates

Manage gateway lists
Manage installers.
Manage CA certificates

Setting permissions (0/12)

View server settings Manage server settings

View FortiGuard settings Manage FortiGuard settings
View endpoint settings Manage endpoint settings
View login banner settings Manage login banner seftings
View alert settings Manage alert settings

View custom message settings Manage custom message settings

Restricting login to trusted hosts

With the Trusted Hosts feature, you can allow remote access to EMS only on defined trusted hosts. You can define a
trusted host using an IPv4 or IPv6 address or a fully qualified domain name (FQDN).

To define trusted hosts:

1.

Go to Administration > Administrators.
2. Create a new administrator or modify an existing administrator.
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3. Enable Restrict Login to Trusted Hosts.

User

User

emsuser

Role

Super Administrator

@ Restrict Login to Trusted Hosts

Trusted Hosts

Comment

172176093 ﬂn

FortiClient QA Desktop 1

Save Cancel

4. Inthe Trusted Hosts field, enter an IPv4 or IPv6 address or an FQDN. If desired, you can enter multiple hosts
using the + button. The trusted host details appear on the administrator page.

£28 FortiClient Endpoint Management Server

@ Dashboard Z Edit @ Delete

L@ Endpoints > Name
L3 Google Domains »  admn
emsuser
4 Quarantine Management >

Name
& Software Inventory
Type

L8 Endpoint Policy Role

L8 Chromebook Policy Trusted hosts
L8 Endpoint Profiles Last login or activation

& Manage Installers Comments

Source Role

Buittin Super Administrator
EMS Super Administrator
emsuser

EMS

Super Administrator

17217.60.93/32

2019-05-24 10:48

FortiClient QA Desktop 1

(8 Profile Components

>
>
>
>
>
>
L8 Telemetry Gateway Lists >
>

[8 Compliance Verification

& Administration v
Administrators

Automatic license retrieval from FortiCare

When newly installed, EMS is not licensed, and FortiClient cannot connect to it. You must purchase a license through
FortiCare. You can use one of two methods to apply the newly acquired license on EMS:
o Provide the FortiCare account information on EMS
o Download the license from FortiCare and upload it to EMS. This method is the same as earlier versions of EMS.
You can also use this method in combination with providing the FortiCare account information on EMS.

When you provide the FortiCare account information on EMS, EMS retrieves the license file from FortiCare and applies
it locally. When the license expires, EMS contacts FortiCare during the grace period to check for a license renewal, and,
if available, downloads the new license.

To activate and retrieve the license from FortiCare:

1. Go to Administration > Configure License.
2. Under License Source, select FortiCare.
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3. Do one of the following:

a. If you do not have a FortiCare account, click Create Account to create a FortiCare account. Enter your new
login credentials in the Account ID/Email and Password fields.

b. If you have a FortiCare account, enter your login credentials in the Account ID/Email and Password fields.

4. Loginto your FortiCare account to purchase the EMS license. You can view all of your license entitiements in
FortiCare.

Customer Service & Support Home Assistance Download Feedback [ 154750 Fortinetine 2

FortiClient Fabric Agent

Product FortiClient EMS

Will Expire On
93 ' 'f 2020-02-27
@ Back To List
Information .
Product Entitlements
W General
@ Location Support Coverage
)
-
, . K Support Type Support Level Activation Date Expiration Date
icense ey
FortiClient Fabric Agent Web/Online 2019-02-27 2020-02-27
Registration
FortiClient Sandbox Web/Online 20190227 2020-0227
B Renew Contract
B FortiClient Chrome Web/Online 2019-03-06 2020-03-05
Assistance
i= Ticket List
&, Technical Request Registered Support Contract
Customer Service
DOA/RMA R + Contract Number SKU Creation Date Registration Date Units of Contract
=2 eques
O Ani Virus Ticket + 555777501240 FC-15-EMS01-203-02-12 20180923 2019-03-06 100
FortiConverter Service Ticket + 555777555808 FC-15-EMS01-199-02-12 2018-09-23 2019-02-27 100

5. In EMS, on the Administration > Configure License page, click Update License. EMS downloads the license from
FortiCare. If the FortiCare account credentials change, you can click Edit Account to update the credentials. You
can also click Delete Account to remove FortiCare credentials from EMS.

= FortiClient Endpoint Management Server

& Dashboard % | w FortiCare account created successfully. License updated successfully.
La Endpoins > Configure License
4 Quarantine Management

Serial number FCTEMS0000097193
& Software Inventory >

. Hardware 1D AABATFFF-3645-4CCD-A4DC-D5053EBEBF14-B339435C
[& Endpoint Policy >
Fabric Agent with Endpoint Protection = Licensed Y

[& Endpoint Profiles > . ? =
& Manage Installers > Sandoox Cloud Licensed
L& Profile Components > FortiClient Licenses Used 0 out of 100
[& Telemetry Gateway Lists ~ » Chromebook Licensed
(8 Compliance Verification % Chromebook Licenses Used 0 out of 100

I & Administration v _

Administrators
Admin Roles & FortiCare Support Account ledinglon@smartgrid.ca

User Servers

User Settings Update License | Edit Account | Delete Account

Back up Database

Restore Database

Configure License
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Renaming of FortiClient EMS

FortiClient EMS has been renamed to FortiClient Endpoint Management Server. This is reflected on the login page,
banner, installer file name, and so on.

2.2 FortiClient Endpoint Management Server & Version 62.1.6748isavailable ®v Q2 & admin v

@ Dashboard

1 0 2 0 0

FortiClient Status Vulnerable Endpoints Infected Endpoints Web Filter Detections Sandbox Detections Quarantined Endpoints

Vuinerability Scan @ Manage Widgets & Refresh every min(s)

Endpoints
B Endp System Information x License Information x

& Quarantine Management
Hostname WIN-IGDPMUDBUVC © FortiCare Support Account Add
& Software Inventory Serial Number FCTEMS0362017828 Fabric Agent with Endpoint Protection = Expiring

LB Endpoint Policy Version 62,0 build 0727 (Interim) sandbox Cloud &= Expiring

Database Backup Restore = FortiClient Licenses Used [ | 3 out of 30 Renew
system Time 2019-04-18 04:46:56 PM 2 Chromebook & Expiring

[8 Endpoint Profiles

& Manage Installers
Uptime 0000318 2 Chromebook Licenses Used 0 outof 40 Reney
[8 Profile Components

[8 Telemetry Gateway Lists
[8 Compliance Verification

" Endpoint Connection x Endpoint Management x
Administration

vV VYV VYV VYV VYTV Y VY

# System Settings 1
—
Unmanaged

11—
Offline for less than 1 hour 3 4

Total Total

Offline ~— 3
Managed

Automatic group assignment

EMS 6.0.0 introduced the automatic group assignment feature to dynamically group endpoints based on user-defined
automatic group assignment rules. This feature minimizes the process to manually create or move endpoints to custom
groups, as EMS automatically moves endpoints to preassigned groups based on rules and their priority levels. EMS
6.2.0 adds support for two additional rule types: OS and AD group.

You can apply OS rules on endpoints in workgroups and AD group rules on endpoints in AD groups. You can configure
one or multiple rules, but EMS applies only the first applicable rule to an endpoint. You can view the priority level for
each rule in Endpoints > Group Assignment Rules.

To configure an OS group assignment rule:

1. Go to Endpoints > Group Assignment Rules. Click Add.

2. Inthe Group Assignment Rule window, from the Type dropdown list, select OS.
3. Inthe OSfield, enter the desired OS.
4

From the Group dropdown list, select or create the desired group. Click Save. This rule identifies the endpoint's
OS version, and, if there is a match, places the endpoint in the configured group.

To configure an AD group assignment rule:

You can use AD groups to categorize users into different groups and move endpoints into preassigned custom groups.
EMS can then easily apply different policies in a domain.

1. Go to Endpoints > Manage Domains. Click Add.
2. Configure the desired domain to import.
3. Goto Endpoints > Group Assignment Rules. Click Add.
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4. Inthe Group Assignment Rule window, from the Type dropdown list, select AD Group.
5. From the AD Group dropdown list, select the desired group.
6. From the Group dropdown list, select or create the desired custom group. Click Save.

Group Assignment Rule x

Type AD Group -

AD Group Users/Sales Department v

ga/Sales Department n
Group

Nested groups can be added by using /. (Ex.
‘group1/group2”)

Enable Rule o)

Save Cancel

7. Go to Endpoints > Group Assignment Rules to view the newly created rule.

£I2 FortiClient Endpoint Management Server @v 0O & admin v

@ Dashboard

O@Schedule Run B RunRulesNow @ Add & Refresh

| 03 Endpoints + Rue Group Priority Enabled
Al Endpoints ® sales Department Sales Department 1
Manage Domains Ausers/sales Department qaSales Department 2

Whenever an AD user logs in, FortiClient sends user login information to EMS. EMS checks the login information
against the AD group rules and moves endpoints into custom groups accordingly. The custom group that
EMS assigns an endpoint to depends on the AD group that the logged in user currently belongs to.

In the following example, the AD user, Dennis Auger, belongs to the Users/Sales Department AD group. Whenever
Dennis logs in, EMS assigns the endpoint to the Sales Department group in the ga.fortinet.local domain.

®v O &admin v

@ Dashboard > 5
10 0 0 0 0
L3 Endpoints v Not Installed Not Registered Out-Of-Sync Security Risk Quarantined
All Endpoints ® Osan~ FPach~ [SMovelo~ % Action ~ 1 endpoint seiected z = Fiters ~
Wanage Domains £ wivioxeaNs Bl e 10216810208 = Profie Detaut ® Manageaby Ens ~ 2
I — o || 5 qaorinet iocalsaies
Department

- &
AT S \eo Fiter Events  Vuinerabilty Events  System Events

» (3 adgpt
Buitin dennis.auger Connection Status
(@ Domain Controllers O qa fortinet local/Sales Department Configuration Features
You can use the Schedule Run and Run Rules Now buttons in Endpoints > Group Assignment Rules to

periodically orimmediately run rules to adapt to endpoint changes, such as IP address or logged-in AD user
changes.
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Change log

Date Change Description

2019-04-16 Initial release.
2019-04-26 Added Endpoint policy on page 28.
2019-04-29 Added FortiSandbox support for FortiClient (macOS) on page 17 and Automatic license

retrieval from FortiCare on page 46.

2019-05-06 Added Client handling for HTTPS (browser plugin) for Google Chrome browser on page 14, CLI
support for FortiClient (Linux) on page 31, Vulnerability dashboard on page 23, and Renaming
of FortiClient EMS on page 48.

2019-05-07 Added Automated syncing of the FortiGate Web Filter profile on page 12.

2019-05-08 Updated Installer creation enhancements on page 38.

2019-05-27 Updated Administrator settings improvements on page 41.

2019-06-27 Added Cloud-based threat detection on page 20.

2019-07-08 Added Automatic group assignment on page 48.

2019-10-28 Updated Dynamic endpoint grouping/tagging and EMS connector (endpoint compliance) on
page 4.

2020-06-01 Updated CLI support for FortiClient (Linux) on page 31.
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