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Change Log

Change Log

Date Change Description

2021-05-13 Third release with 6.1.1 content.
2019-10-02 Second release with Marketplace support and Template 4.0.
2019-05-29 Firstrelease 5.2.4
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Introduction

Introduction

Oracle Cloud Infrastructure Compute provides bare metal compute capacity that delivers performance,
flexibility, and control without compromise. It is powered by Oracle’s next generation, internet-scale
infrastructure designed to help you develop and run your most demanding applications and workloads in the
cloud.

This guide is for users to deploy FortiADC-VM on Oracle Cloud Infrastructure.

"\ ' l' For FortiADC 5.2.4 (and subsequent versions), limitations on memory and
disk size are removed, for any license. However, the number of vCPU's you
can deploy is still limited, in accordance with the guidelines of the relevant

- license.
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

Deploying FortiADC-VM on Oracle Cloud Infrastructure

1. Create a virtual cloud network.

Log into your Oracle Cloud Infrastructure account. Navigate by way of the sidebar to Compute. Make sure that
under List Scope (on the sidebar) you are in the right compartment.

Navigate to Networking > Virtual Cloud Networks > Create Virtual Cloud Network (the blue tab).
In the name field, enter the VCN name.
Select between the following two options:

« CREATE VIRTUAL CLOUD NETWORK ONLY—allows you to create each resource separately by
specifying your own inputs.

o CREATE VIRTUAL CLOUD NETWORK PLUS RELATED RESOURCES—allows you to create the
Internet gateway, routing table, and subnet all together using Oracle default settings.

In this example, the first choice is used.
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

Create Virtual Cloud Network help  cancel

(CREATE IN COMPARTMENT

fortiadc (root) v
NAME OPTIONAL
RS ®

(®) CREATE VIRTUAL CLOUD NETWORK ONLY

() CREATE VIRTUAL CLOUD NETWORK PLUS RELATED RESOURCES

Creates a Virtual Cloud Network only. You'll still need to set up at least one Subnet, Gateway, and Route Rule to have a working Virtual Cloud
Network.

CIDR BLOCK
20.0.0.0/16

Specimed [P
If you plam te

DMNS RESOLUTION
USE DMS HOSTMAMES IN THIS VCN

Required for instance hostname assignment if you plan to use WVCN DNS, This choice cannot be changed after the VCN is created. Learn more.,

DS LABEL

s
Only letters and numbers, starting with a letter. 15 characters max

DNS DOMAIN NAME (READ-ONLY]

TAGS

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags are composed of keys and values that can be
attached to resources.

Learn more about tagging

TAG NAMESPACE TAG KEY WALUE

<>

None (apply a free-form tag)

+ Additional Tag

WIEW DETAIL PAGE AFTER THIS RESOURCE IS CREATED

Create Virtual Cloud Network

2. Create a security list.

Navigate to Networking > Virtual Cloud Networks. Click into the individual Virtual Cloud Network you have
just created, then go to Security Lists. Click Create Security List, then add or edit the rule according to the
actual network environment. The following is an example of a configuration that allows all traffic. However, the
user must create rules according to their own network requirements.
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

allow_all
Allow Rules for Ingress

Ingress Rule 1 X

STATELESS (more informition]

SOURCE TYPE SOURCE CIDR IP PROTOCOL
CIDR < 0.0.0.0/0 All Protocols <
Spedified IP addresses: 0.0.0.0-255.255.255.255 (4,294,967,296 |P addresses) (mere information

+ Another Ingress Rule

Allow Rules for Egress

Egress Rule 1 X

Allows 3l traffic for a
STATELESS {more informtion)
DESTINATION TVPE DESTINATION CIDR 1P PROTOCOL
CIDR v 0.0.0.0/0 All Protocols b

Specified IP addresses: 0.0.0.0-255.255.255,

4,294,967,296 IP addresses) {more information
+ Another Egress Rule

TAGS

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags are composed of keys and values that can be attached to resources.
Learn more about tagging

TAG NAMESPACE TAG KEY VALUE

None (apply a free-form tag) v

+ Additional Tag

Create Security List

3. Create a route table and DHCP options for the internal
network.

Navigate to Networking > Virtual Cloud Networks. Click into your individual Virtual Cloud Network and go to
Route Tables. Click Create Route Table. You can configure route rules according to the actual network
environment.
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Create Route Table help cancel

(CREATE IN COMPARTMENT

fortiadc {root)

NAME

Default Route Table for RS

Route Rules

Important: For a route rule that targets a Private IP, you must first enable "Skip Source/Destination Check” on the VNIC that the Private IP is
assigned to,

TARGET TYPE DESTINATION CIDR BLOCK

Intemet Gateway 0.0.0.0/0

Specifed P addresses: 000.0-255.255255.255 (4,294 967,296 IP acdresses)

COMPARTMENT TARGET INTERNET GATEWAY

fortiadc (root) l intemetgateway20180409074451

+ Another Route Rule

TaGs

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags are composed of keys and values that can be
attached to resources.

Leam more about tagging
TAG NAMESPACE

None (apply a free-form tag)

+ Additional Tag

Create Route Table

Click Create DHCP Options. Write a name.

Create DHCP Options help cancel

(CREATE IN COMPARTMENT

fortiadc (root)

I Default DHCP Options for RS| ]

Options

DNSTYPE

(®) INTERNET AND VON RESOVER
O custom Resolver
Instances can resolve host names within the VCN and internet host names. No Intemet Gateway is required,

SEARCH DOMAIN

TaGS

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags are composed of keys and values that can be
attached to resources.

Learn more about tagging
TAG NAMESPACE

None (apply a free-form tag)

+ Additional Tag

Create DHCP Options

4. Create internal network subnet.

Create internal network subnet In the NAME field, enter the Subnet name. For SUBNET TYPE, select
AVAILABILITY DOMAIN-SPECIFIC.

Set the AVAILABILITY DOMAIN, configure the CIDR BLOCK, select ROUTE TABLE. Go down and select
DHCP OPTIONS and Security Lists.
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

NAME O°TIONAL

AVALLABILITY DOMAIN

WypQ:US-ASHBURN-AD-1

CIDRBLOCK

20.0.0.0124

Specified P adlresses: 20.0.00-2000255 (256 IP adcresses)

ROUTE TABLE

Default Route Table for RS

2 third-party DNS. afer

uuuuuuu

uuuuuuuu

Default DHCP Options for RS

Security Lists

5. Upload the image.

Starting from 5.2.4 we suggest configuring the ADC instance from Marketplace. If the
O ! ’, user has gone this route, the user does not need to worry about step 5, "Upload the
9 image," and may proceed to step 6, "Create the FortiADC instance."

We also suggest using Paravirtualized Mode over Emulated Mode for better
performance.

Download VM Images from https://support.fortinet.com. Decompress FAD_OCI-V500-buildXXXX-
FORTINET.out.oci.gz to get the qcow image.

Navigate to Object Storage > Object Storage. Click Create Bucket. Enter BUCKET NAME and click Create
Bucket.
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Deploying FortiADC-VM on Oracle Cloud Infrast

ructure

Create Bucket Help

Bucket Name

[ ADC_V6| ]

Default Storage Tier
© standard
Archive

The default storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides.
Learn more about storage tiers

Enable Object Versioning
Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Learn more

Emit Object Events
Create automation based on object state changes using the Events Service.

Encryption
© Encrypt using Oracle managed keys
Leaves all encryption-related matters to Oracle.

Encrypt using customer-managed keys
Requires a valid key from a vault that you have access to. Learn more

Tags

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags are composed of keys
and values that can be attached to resources.

Learn more about tagging

Tag Namespace Tag Key Value

None (add a free-form tag) z X

+ Additional Tag

Select the bucket, then upload the gcow image.

Once uploaded, the following screen appears. Click Create Pre-Authenticated Requests from the left or right

menu.

Copy the request URL manually for next step (or just click Copy).

Pre-Authenticated Request Details

Name Read-Only
par-bucket-2021

Pre-Authenticated

0408-1631

Request URL Read-Only
age.us-ashburn-1. 1d.com/p/zZQMMVS_irPaFvSfTSKWfP4\ |j|

https:;

Copy this URL for your records. It will not be shown again.

Close

FortiADC 6.2.0 OCI Deployment Guide
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

Navigate to Compute > Custom Images. Click Import Image. Complete the fields. If you choose Import from
an Object Storage bucket, simply choose the bucket you created and the object you just uploaded. Or, you
can select Import from an Object Storage URL and paste the URL you copied from Pre-Authenticated
Request.

Under IMAGE TYPE, select QCOW2. Under LAUNCH MODE, select PARAVIRTUALIZED MODE.

You have now imported the image. Wait until the Importing... state changes to Succeeded. After the change,
navigate to the image.

Import Image Help

Create in compartment

‘ fortinetoraclecloud1 (root) S ‘

Name
‘ FortiADC-6.1.1 ‘

Operating system

Linux < ‘

© Import from an Object Storage bucket
) Import from an Object Storage URL

Bucket in fortinetoraclecloud1 (root) (Change Compartment)

‘ ADC_V6 ° ‘
Object name
‘ fadc-6.1.10ci.qcow2 ] ‘

Image type
() VMDK
Virtual machine disk file format. For disk images used in virtual machines.
© acow2
For disk image files used by QEMU.
ocl
For images that were exported from Oracle Cloud Infrastructure. The launch mode is specified in the .oci file and can't be changed in the Console.

Launch mode

Firmware: BIOS NIC attachment type: PV NIC

Boot volume type: PV Remote data volume: PV

© Paravirtualized Mode
For virtual machines that support paravirtualized drivers, created outside of Oracle Cloud Infrastructure.
() Emulated Mode

For virtual ines that don't support drivers, created outside of Oracle Cloud Infrastructure from older on-premises physical or vir-
tual machines.

() Native Mode
For images that were exported from Oracle Cloud Infrastructure.

25 Show tagging options

Import Image Cancel
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

6. Create the FortiADC instance.

Al
‘Q' Starting from 5.2.4 we suggest configuring the ADC instance from Marketplace, which

is newly supported.

FortiADC license requirements

If you are working with FortiADC pre-5.2.2, the trial license only supports 2 vCPU's and 8G memory. When
you are selecting an instance shape, be careful not to exceed these limitations. The trial license limitations
match the shape VM.Standard.E2.1, with 1 OCPU and 8G memory.

The FortiADC license applies to VCPU and not OCPU, which is an Oracle Cloud object.

The FortADC virtual machine uses 2G bootdisk size by default. However, the OCI
NV allocated "boot volume size" (the same meaning a "bootdisk size") has to be larger than
‘Q' 46.6G, which is its minimum. Thus we use the default bootdisk size (46.6G) when
|| configuring the FortiADC bootdisk.
= The FortiADC requires at minimum 1 vCPU and 4G memory. In actual practice, though,
it's suggested that you use at least 2 vCPU and 8 G memory.

How to create the FortiADC instance: Marketplace and Custom images
There are two options for creating the FortiADC instance: Marketplace and Custom images.

1. Marketplace

Go to Marketplace > find the FortiADC > Launch Instance. Choose the version (Paravirtualized Mode, the
default, is suggested). Select compartment. Accept terms of agreement > Launch Instance.

2. Custom images

Navigate to Compute > Instances. Click Create Instance. Enter NAME, select the desired DOMAIN, Under
IMAGE SOURCE, select CUSTOM IMAGES, then select the image you imported earlier. Under SHAPE TYPE,
select VIRTUAL MACHINE. In the SHAPE FIELD, select one of the following supported instance shapes. For
Networking, select the desired VIRTUAL CLOUD NETWORK and SUBNET.

Ensure Assign public IP address is selected so you can access the FortiADC over the Internet. Then click
Create, on the very bottom.

FortiADC 6.2.0 OCI Deployment Guide
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

Create Compute Instance

FortiADC

Create in compartment

fortinetoraclecloud1 (root) v

Placement Collapse

The availability domain helps determine which shapes are available.

Availability domain
AD 1 AD 2 AD 3

wwwi:US-ASHBURN-AD-1 Vv wwwi:US-ASHBURN-AD-2 wwwi:US-ASHBURN-AD-3

25 Show advanced options

Image and shape Collapse

A shape is a template that determines the number of CPUs, amount of memory, and other resources allocated to an
instance. The image is the operating system that runs on top of the shape.

Image

FortiADC-6.1.1 Change Image

Shape

VM.Standard.E3.Flex
AMD" . . ) Change Shape
Virtual Machine, 1 core OCPU, 16 GB memory, 1 Gbps network bandwidth

Configure boot volume

Default boot volume size: 46.6 GB
Custom boot volume size (in GB)

Choose a key from Key Management to encrypt this volume

Add SSH key

© Choose SSH key file ) Paste SSH keys

Choose SSH key file (.pub) from your computer

Choose Files

FortiADC 6.2.0 OCI Deployment Guide
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Configure networking

Virtual cloud network compartment
fortiadc (root) $
Virtual cloud network

RS <
Subnet compartment

fortiadc (root) <
Subnet ®

subl <

Hide Advanced Options

Management Networking Image

Private IP address  (Opfons))

Assign public IP address

Hostname  (0ptona)

7. Attach a storage to FortiADC.

The instance was launched without a log disk. To add log disk, Navigate to Block Storage > Block Volumes.
Click Create Block Volume. Set NAME, select DOMAIN, set SIZE and then click Create Block Volume.

The FortADC virtual machine uses 30G logdisk by default. However, the OCI allocated
“ ' ’, disk size has to be larger than 50G, which is its minimum. As shown in this example,
9 configure the FortiADC logdisk to be 50G (the ADC does not limit its size).
- Itis recommended that users attach a logdisk, otherwise some functions will not work
properly, such as HA and upload image, etc.

SRS RACLEC o Q wasmmiv A ) @ O

Create Block Volume

(CREATE IN COMPARTMENT

fortiade (root)

[mABILTY DoWAN
HBURN-AD-1

|
[[s |

asckup roucy (D)

708 Ga (28]

EncryeTION
© ENCRYPT USING ORACLE MANAGED KEYS

Leaves ot encryporlte moters o Orace

ENCRYPT USING GUSTOER-MANAGED KEVS

R you o have sceess o vl Key Managament sy

RS

Taggingis a that allows youtt in your tenancy. T of keys and values which can be attached to
resources,

Leam more about tagging
TAG NANESRACE VALUE OTIONAL
No namespace (Free-Form tag)
+ Additional Tag

VIEW DETAIL PAGE AFTER THIS BLOGK VOLUNE ' CREATED

e | Cancel
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Return to the FortiADC instance. Click Attach Block Volumes, select PARAVIRTUALIZED and select BLOCK
VOLUME. Click Attach.

Attach Block Volume help cancel

Choose how you want to attach your block volume.

~1sCsI

©) PARAVIRTUALIZED

BLOCK VOLUME COMPARTMENT

fortiadc (root)
®) SELECT VOLUME ) ENTER VOLUME OCID

BLOCK VOLUME

logdisk-AD2

ACCESS
‘® READ/WRITE

. READ-ONLY

After attaching the block volume, ensure you reboot the FortiADC instance. You can use “execute reboot”.

If the instance was configured in Emulated Mode, when attaching the log disk, you will see the following
dialogue box. Ensure that Emulated Mode is selected.

8. Access the FortiADC.

In the FortiADC instance, find the public IP address. In a browser, you can now use this public IP to log into
FortiADC through the following ways:

« http://<public_IP_address>
« https://<public_IP_address>
o SSH

The default username is admin. The default password is the OCID.

FortiADC 6.2.0 OCI Deployment Guide
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

us-ashbum-1 v

Compute » Instances » Instance Details » Attached Block Volumes

FortiADC
T = =

Instance Information | Tags

PDAO) | Create Instance Configuration

Instance Information

Availability Do

WypQ:US-ASHBURN-AD-1

Fault Domain: FAULT-DOMAIN-3 iide Copy
Region: izd

Shape: VM.standard2.1 Compartment: fortiadc (root)

Virtual Cloud Network: RS Launch Mode: EMULATED

Maintenance Reboot: -

Primary VNIC Information

Private IP Address: 2000.13 Intemal FQDN: fortiadec... Show Copy
ic IP Address: 120.212.11

5 Subnet: sub1

stance’s traff

lled by is firewall rules in addition to the

Resources Attached Block Volumes Displaying 1 Attached Block Volumes
Metrics Attach Block Volume
[Attached Biock Vol umes (1) logd Attachment Type: emulated Size: 500 GB In-transit Encryy Created: Tue, 16 Apr 2019 16:46:02 GMT
Attached VNICS (1 ;% OCID: .Iksvua Show Copy Attachment Access: Read/Wiite Device Path: - Availability Domain: wypQ:US-ASHBURN-AD-1
Block Volume Compartment: fortiad (root)
Boot Volume (1) -
Console Connections (0)
< C A Notsecure [129.213.111.193/Bi/#navigate/Config/system/settings OO0 @ :

FortiADC-OCI Standalone V5.2.2 0CI Build0442,190314 ~ A © & admin -
o a System Settings © System Getting Started
@ Dashboard - m Mantenance  Services  FordGuard  Synclist  BackupRestore FortiSandoox
Main .
4
8 Foraview > Hostname Serial Number
FOrIADC-OC FADVODO0DDOTRIAL
£+ system >
Language Idle Timeout
«}§ shared Resources > engiisn 3
® Neworking > HTTPS Port HTTP Port
) w43 80
Y@ server Load Balance >
HTTPS Server Cert Default Intermediate CA Group
Qo Link Load Balance > Factory
@ Global Load Balance > SSH Port Telnet Port
2 23
& Web Application Firewall >
Primary DNS Secondary DNS
& User Authentication > 2080111253 2088111252
@ nNework security > Virtual Domain Config sync
disable disable
Log & Report >

Log into FortiADC by way of HTTPS.

€ 5 O A Notseure [pm e oL IOS ) Aravigse/Contisysenysetings * 0000 @ :

FortiADC-OCI (<] Standalone V5.22 OCl Build0442,190314 ~

— a System settings
@ Dashboard > n Maintenance Services FortiGuard Syne List Backup&Restore FortiSandbox
|8 Fortiview >
Hostname Serial Number
£+ system v
ForiADC-OC FADVO0ODOOOTRIAL
Settings
Language Idle Timeout
High Availability englsh 2
Traffic Group
HTTPS Port HTTP Port
Administrator 3 80
SNMP HTTPS Server Cert Default Intermediate CA Group
Central Management Factory
Debug SSH Port Telnet Port
ocl 2 2
wcep Primary DNS Secondary DNS
2089111253 2089111252
Certificate
Manage Certificates Virtual Domain Config Sync
disable disable
Verify

Log into FortiADC by way of SSH.
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‘@ 129.213.111.183 - PuTTY - O X

9. Create Console Connection.

Navigate to Instance page. Click Console Connections and click Create Console Connection. Upload your
host SSH public key. If you don't have a public key, please use ssh-keygen to generate one.

Choose SSH Key files ( pub) from your computer:

Click Connectwith SSH and copy the ssh command.

FortiADC 6.2.0 OCI Deployment Guide
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

= ORACLE Cloud

2 wastumiv A @ @ Q

Compute » Instances » Instance Details » Console Cor

FortiADC
Create Custom Image. Stop  Reboot PYNRELON  Create Instance Configuration

Instance Information | Tags

Instance Information

Availability Domain: wypQUS-ASHBURN-AD-1 Image: FADC VS

Fault Domain: FAULT-DOMAIN-3
Region: iad
Shape: VM standard2.1

OCID: ..5zr25q Show Copy
Launched: Tue, 16 Apr 2019 1629:55 GMT

Compartment: fortiadc (ro0t)

Virtual Cloud Network: RS Launch Mode: EMULATED

Maintenance Reboot: -

Primary VNIC Information

Private IP Address: 20.0.0.13 Internal FQDN: fortiadec... Show Cop:
Public IP Address: 129212.111.193 Subnet: sub1

This I

nce’s traffic is contr

Resources Console Connections

Displaying 1 Console Connections

Metrics

Attached Block Volumes (1 0ID:..ysay2a show o Compartment: ortiadc
Shou oo Connect with SSH
Attached VNICs (1) @c ingerpri ! oc Rev20zDenhsie
Connect with VNC
Boot Volume (1) ace

Delete
Console Connections (1)

Run the copied command under Linux console. Press Enter to refresh the output.

trooteserverl ~1# ssh -o proxycommand="ssh -w %h:sp -p 443 ocidl.instance.ocl.ad. abuwcljsmaxmxet7aopyuywlatigpcqozntieakoool swdecaglosidvegeadinstance-console. us-ashburn-1. oraclecloud. con’ ocidl.instance.ocl. iad. abuwc1jsibfbdnhazarxaub
gti1puchkfsx3kp54f x55rh2yocoygasar 25t
FortiAbc-ocT login: admin
Password: e
welcome!
FOrTiADC-OCT # get system status
version: FOrtiADC-0CT v5.2.2,bui1d0442,190314
Wi Registration: Trial License i5 in use.(Expire in 14 days 22 hours 31 mins)
Wi License File: Trial License.
W Resources: 2 CPU/Z allowed, 14915 MB RAM, 49 GB Disk
serial-Number : FADVO000000TRIAL
WAF Signature Ds: 0000100002
1P Reputation DB: 0000100020
Geography TP DB: 00001 ;00036
Geography Regions: 00002.00024 (CN)
Regular Virus DB: 00000, 00000
Extended virus D8: 00000, 00000
Extreme virus DB: 00000, 00000
AV Engine: 00006. 00006
Bootloader version n/a
Hard Disk: Capacity 49 G8, Used 2 GB ( 5.11%), Free 46 G8
Log size: 6 ks, 0%
Hostname : Fortiapc-oct
HA Configured wode: standalone
HA Effective Mode: standalone
pistribution: International
Agent status: (pisabled)
Uptime: 0 days 0 hours 4 minutes
Last Reboot: Tue Apr 16 10:57:54 PDT 2019
System Time: Tue Apr 16 11:02:13 PDT 2019
Fortiapc-ocT # Il

10. Create the second vNIC.

In the FortiADC instance, click Attached VNICs > Create VNIC. Create the virtual network interface by
specifying the name, then specify the Virtual Cloud Network, and the internal subnet created earlier. Ensure
Skip Source/Destination Check is selected. Enter an IP address and click Create VNIC.

Al
‘Q' The FortADC virtual machine supports a maximum 10 ports. Users can add interfaces
- according to their network requirements. It's suggested that you use at least 2 ports.

FortiADC 6.2.0 OCI Deployment Guide
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Deploying FortiADC-VM on Oracle Cloud Infrastructure

VNIC Information

¥ skip Source/Destination Check

Primary IP Information

Must e ithin 20012t 2001254 Cannot be n cent use
Assign public IP address

HOSTNAME (et

Mo spaces. iy etars. numbers, and hyphens. 63 charscers mas

FULLY QUALIED DOMAIN NAME

Tes

Tagging is a metadata system that allows you to organize and tenancy.

I the Virtual Cloud Network, or Subnet isin a different Compartment than the UNIC, enable Compartment selection for those resources: Click here.

‘The source/destination check causes this VNIC to drop any network traffic whose source or destination is not this VNIC. Only check the checkbox if you want this
'INIC to skip the check and forward that traffic (for exampl, to perform Network Address Translation)

resources,
Leam more about tagging
TAG NAMESPACE TG kY

None (apply a free-form tag) 2

Create VNIC

FortiADC

Create Custom Image || <t || Stop || Reboot

PRl | Create Instance Configuration

Instance Information | Tags

D that can be attached to

s

+ Additional Tag

Instance Information

Availability Domain: viypQUS-ASHBURN-AD-1
Fault Domain: FAULT-DOMAIN-2

Region: iad

Shape: VM.Standard2.1

RUNNING

Virtual Cloud Network: 5
Maintenance Reboot: -
Primary VNIC Information

Private IP Address: 200013
Public IP Address: 120213111193

This Instance’s traffic s controlled by its irewall rules in addition to the associated Subnet's Security Lists.

Resources Attached VNICs

Attached Block Volumes (1)

FortiADC (Primary VNIC) Private IP Address: 200013

0CID: .isqq Show Copy.
Attached: Tue, 16 Apr 2019 1629:59 GMT
Compartment: fortiadc (root)

port2
@ 0CID: ..snkbaq Show Copy

Attached: Tue, 16 Apr 2019 182327 GMT
Compartment: fortiade (roof]

Attached UNICs 2)

&

Public IP Address: 120.213.111.193
Boot Volume (1) ATACHED
Console Connections (1)

Private IP Address: 20.0.1.101

Fully Qualified Domain Name: Unavailable
Public IP Address:

ATACHED

Fully Qualified Domain Name: fortiadc... Show Cooy

Image: FADC V5

0CID: ..52i2sq Show Copy

Launched: Tue, 16 Apr 2019 1629:55 GMT
Compartment: fortiad (root)

Launch Mode: EMULATED

Internal FQDN: fortiadc... Show Cony
Subnet: subl

Subnet: subl

Skip Source/Destination Check: No
MAC Address: 00:00:17:01:C818
VLAN Tag: 97

Subnet: sub2

Skip Source/Destination Check: Ves
MAC Address: 00:00:17:01:8891
VLAN Tag: 127

11. Configure the second vNIC on the FortiADC.

Displaying 2 Attached VNICs

After attaching the second vNIC to the FortiADC, ensure you reboot the FortiADC, then log into the FortiADC.
Log into the GUI console and navigate to Network > Interfaces. You now see two ports, but the second port is
not configured with an IP address. Manually configure the same IP address specified on OCI.
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£  FortiADC-OCI @ | sundaione V5220CIBuld0442190314~ > M @ & admin~
a Networking nterface
|8 Fortiview >
Management Interface
£+ system >
N &
«& shared Resources Management status
® neworking > disable
Interface
Routing
Interface
NAT

ass Tasrier

Packet Capture

Name Type Mode 1Pva/Netmask ilabili status Virtual Domain o
W@ server Load Balance >

portt physical DHCP 2000.13/24 10 up disabled P
Qg Link Load Balance >

[pcnz Physical Static 20.0.1.101/24 ] 10 up disabled P
@ Global Load Balance >

Showing 110 2 2 entries
& Web Application Firewall >

& User Authentication >
@ nNewwork security >
Log & Report >

12. To assign a new secondary private IP to a VNIC

After configuring the VS on the FortiADC, you must assign the VS IP to the VNIC on OCI.

In addition, if you configure “Secondary IP Address”, “Floating IP”, L4VS “NAT Source Pool”, SNAT “Translation
to IP Address”, or DNAT “External Address Range” etc, you must assign these IP to the VNIC on OCl also.

Open the navigation menu. Under Compute, click Instances. Click the instance to view its details. Click
Attached VNICs, and then click the VNIC you're interested in. Click Assign IP Address.

If necessary, you can assign a public IP, after then user can access the VS through the public IP.

FortiADC-OCI (<] Standalone: V5.2.2 OCI Build0442,190314 ~ _ A © & admin ~

Server Load Balance Virtual serve
Q

PR o B covecremos commmtonms wtsaron cwaseron conspon

yst > il
&t system Name ~ Type Address Port Profile status Availability £y
«§ Shared Resources > N
L7VS_HTTP Layer 7 2000.100 80 HTTP Enable & x A
@ Newworking > —
Snowing 110 10f 1 entries  Show (10 7] entries prevous [ 1] next
)@ server Load Balance e

Virtual Server

Application Resources
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Assign Private IP Address

Private IP Address

RVATE P ADDRES Er
20.0.0.100

st b within 20002 t0 2200254, Canno b i currt s

'UNASSIGN IF ALREADY ASSIGNED TO ANOTHER VNIC

HOSTAME st

No spaces. Onty s, rumbers, and hypher, 63 chaactrs max.

FULLY QUAUFED DOMAN NAME sty

e

help cancel

Tagging is a metadata system

Learn more about tagging.
TG NAMESPACE

None (apply a free-form tag)

Public IP Address
PUBLCIPTYRE
Onopusucip

EPHEMERAL PUBLIC P Unavaiaie forsacondayprte )

coupARTIAENT
fortiade (root)
RESERVED PUBLC P

For_VS 12021376.117

Compute » Instances » Instance Details » Attached VNICs » VNIC Details » [P Addresses

FortiADC

VNIC Information | Tags

Its lfetime s bound to the lfetime of the private IP. You can unassign it from this private IP but not reassign it elsewhere. Learn more:

ime. You can unassign it or reassign it to another private P in the same region. Leam more:

keys be attached to resources.

o

+ Additional Tag

VNIC Information

oap:

Irsqq Show Copy
Created: Tue, 16 Apr 2019 1629:58 GMT

AVAILABLE

Compartment: fortiac (root)

Subnet: subl

Primary IP Information

Private IP Address: 200.0.13

Private IP OCID: ..76bcbq Show Copy

Private IP Assigned: Tue, 16 Apr 2019 162959 GMT

Resources IP Addresses

Metrics n Private IP Addr

IP Addresses (2) Private IP Address: 20.0.0.13 (Primary IP)

Private IP OCID: .76bcbg Show Copy

“ Private IP Assigned: Tue, 16 Apr 2019 16:29:58 GMT

Private IP Add

Private IP OCID: .ipwj/a Show Copy

Private IP Assigned: Tue, 16 Apr 2019 18:47:41 GMT
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Skip Source/Destination Check: No

MAC Address: 00:00:17:01CB18
VLAN Tag: 97

Fully Qualified Domain Name: fortiadc... Show Copy
Public IP Address: 129.212.11.103 (Ephemeral)
Public IP OCID:

wauoq Show Copy

Displaying 2 IP Addresses

Fully Qualified Domain Name: fortiadc... Shaw Cony
Public IP Address: 129.213.111.183 (Ephemeral)

ooe
Public IP OCID: .huauoq Show Copy

Fully Qualified Domain Name: Unavailable

Public IP Address: 120.213.76.117 (Rescrved) eee

Public IP OCI

wT626a Show Copy
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Example: Set VS on OCI in HA-VRRP mode

PoOrt2:192.168.3.12
’ ///\\‘_
POrt1:192.168.2.6 >|I < < .
VS11P: 192.168.2.101; Traffic Group 1 \\ Port2 Secondary IP: 192.168.3.13 i
Port2 |
VRRP|ADCL .
Traffic Group 1; Floating IP:192.168.3.102
S
10.1.20/24 \\\//
RS Group1
Hearfbeat
~
- N
< S
Port2:192.168.3.8 I
Port1:192.168.2.5 i
Port2 Secondary IP: 192.168.3.9 ;
N
~

VRRP ADC2

Configure HA on ADCA1

config system ha
set mode active-active-vrrp
set hbdev port2
set datadev port2
set group-id 31
set local-node-id 1
set group-name oci group
set config-priority 200
set override enable
set l17-persistence-pickup enable
set l4-persistence-pickup enable
set l4-session-pickup enable
set hb-type unicast
set local-address 192.168.3.12
set peer-address 192.168.3.8
end

Configure HA on ADC2

config system ha
set mode active-active-vrrp
set hbdev port2
set datadev port2
set group-id 31
set group-name oci group
set override enable
set l7-persistence-pickup enable
set l4-persistence-pickup enable
set l4-session-pickup enable
set hb-type unicast
set local-address 192.168.3.8
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set peer-address 192.168.3.12
end

Configure Traffic-Group on ADC

config system traffic-group
edit "0 _1"
set failover-order 0 1
set preempt enable

next
edit "1 0"
set failover-order 1 0
set preempt enable

next

end

Configure VS on ADC

config load-balance real-server

edit "RS1"

set ip 192.168.3.2
next

edit "RS2"

set ip 192.168.3.3
next

end

config load-balance pool

edit "Pool 1"

set real-server-ssl-profile NONE

config pool member

edit 1

set pool member cookie rsl

set real-server RS1

next

end

next

edit "Pool 2"

set real-server-ssl-profile NONE
config pool member

edit 1

set pool member cookie rsl

set real-server RS2

next

end

next

end
config load-balance virtual-server
edit "L7 HTTP Public IP"

set type 1l7-load-balance

set interface portl

set ip 192.168.2.102

set port 8003

set load-balance-profile HTTP

set load-balance-method LB METHOD ROUND ROBIN

set load-balance-pool Pool 1

set traffic-log enable

set traffic-group 0 1
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set fortiview enable
next
edit "L7 HTTP Public IP Secondary"
set type 1l7-load-balance
set interface portl
set ip 192.168.2.101
set port 8003
set load-balance-profile HTTP
set load-balance-method LB METHOD ROUND ROBIN
set load-balance-pool Pool 2
set traffic-log enable
set traffic-group 1 0O
set fortiview enable
next
end

FortiADC OCI setting

FortiADC has introduced OCI Connector in 6.1.1, which you can use to retrieve the HA member's IP addresses
upon failover. Create an OCI Connector on the primary node in the HA group, and specify the required
information to authorize FortiADC to get the information of the HA members. Remember to enable OCI HA
status in the OCI connector configuration so that the system will know this connector is used for OCI HA.

Refer to OCI Connector in FortiADC Handbook for more information on how to create an OCI Connector.

If you already have the corresponding settings before 6.1.1, they still work after the system is upgraded to 6.1.1,
but the settings can’t be edited anymore.

Ay
‘Q' From 5.2.5 and 5.3.1, OCl region type has been added to the GUI. OCI Region and OCI

Region Type do not need to be selected, as FortiADC will do it automatically.

oci-privatekey

1. Generate private key & public key

Generate the private key:

openssl genrsa -out ~/.oci/oci api key.pem 2048
Generate the public key:

openssl rsa -pubout -in ~/.oci/oci api key.pem -out ~/.oci/oci api key public.pem

Vg
b -
For more details about generating an API key, please refer to this page in the
OCI: https://docs.cloud.oracle.com/iaas/Content/API/Concepts/apisigningkey.htm.
—

2. Upload public key to OCI
Navigate to Identity > Users > User Details > API Keys, click Add Public Key, then upload public key to OCI.
3. Set private key to ADC

FortiADC 6.2.0 OCI Deployment Guide
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Configure on OCI

1. Ensure that the VS IP and Secondary IP are assigned to the VNIC on OCI. Please refer to step 13 of this
guide.

In this example, you should assign:

e VSIP192.168.2.101t0...ccccvveriiiiieiiieene ADC1 VNIC1
e VSIP 192.168.2.1021t0.....cccceivviiiicnn. ADC2 VNIC1

» Secondary IP 192.168.3.13to ................. ADC1 VNIC2
« Secondary IP 192.168.3.91t0 ...........c..... ADC2 VNIC2.

2. Create Reserved Public IP and bind with VS IP. User can access the VS through the public IP.
In this example, you should allocate Public IP for VS1 IP 192.168.2.101 and VS2 IP 192.168.2.102.

Configure IAM role on OCI

1. In OCI, go to Compute > Instances, and select the desired FortiADC-VM instance.
2. On the Instance Details page, take note of the instance's OCID.

3. Open the OPC menu and go to Identity > Dynamic Groups. Create a dynamic group with rules that allow
instances that match the FortiADC-VM's instance OCID. Use the syntax "ALL {instance.id ='instancelD"}" when
creating the rule. If you have multiple instances to include in the dynamic group, create multiple rules for this
dynamic group.

4. Go to Identity > Policies. Create a policy that allows the dynamic group to manage the environment. This
allows the instance referenced in the dynamic group to query metadata and move resources around if the OCI
connector is used for HA. In the STATEMENT field, use the syntax "Allow dynamic-group <group-name> to
manage all-resources in TENANCY".

Important notes

1. In L4_VS DNAT mode or L7_VS mode enabled "client-address", you need to enable “Skip
Source/Destination Check” on OCI_ADC interface, which connects to RS. You also need to ensure that ADC is
the gateway for RS. Note: Floating IP is better in HA-VRRP mode.

2. Does not support HA-AP and HA-AA mode.
3. Only supports HA-VRRP group with two ADCs currently.

4. If you configure “VS IP”, “Secondary IP Address”, “Floating IP”, L4VS “NAT Source Pool”’, SNAT “Translation
to IP Address”, or DNAT “External Address Range” etc. You must assign these IP to the VNIC on OCI.

5. FortiADC trial license can support 2 VCPU on OCI, for the 15 days that trial license is valid. You can execute
“get system status” to check the number of VCPU. Starting from 5.2.2, the ADC license does not limit the
memory and hard disk size; only the number of VCPUs is limited.

6. It's suggested that you not delete the VNIC on OCI. If you have to delete VNIC for some reason, then when
you create a new VNIC, please “set retrieve_physical_hwaddr enable” on the new port.

config system interface
edit portXX
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set retrieve physical hwaddr enable
end
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