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Change Log

Change Log

Date Change Description

March 3, 2021 FortiADC 6.1.1 Release Notes initial release.                       
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Introduction

Introduction

This Release Notes covers the new features, enhancements, known issues, and resolved issues of FortiADC™ 
version 6.1.1, Build 0119. 

To upgrade to FortiADC 6.1.1, see FortiADC Upgrade Instructions.

FortiADC  provides load balancing, both locally and globally, and application delivery control. For more 
information, visit: http://docs.fortinet.com/fortiadc-d-series/.
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What's new

What's new

FortiADC 6.1.1 offers the following new features:

System

Automation

Automation Stitches can be used to automate certain actions in response to certain triggers. This includes 
sending alert emails in response to specific events, and allows for far more granular log-based alerting that Alert 
Emails configured under Log & Report.

Each Automation pairs an event trigger and one or more actions, which allows you to monitor your network and 
take appropriate action when the Security Fabric detects a threat. You can use Automation stitches to detect 
events from any source in the Security Fabric and apply actions to any destination.

For example, you can create the following Automation stitches:

 l Ban a compromised host’s IP address on FortiGate
 l Increase Server Capacity due to High Latency/Load
 l Increase Server Security during Web Attack
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What's new

There are CLI changes relating to Automation. See "What's New" in FortiADC CLI Reference.

Matched part displayed in WAF logs

A matched part is added to WAF logs to indicate which part of the HTTP request/response has triggered the 
WAF event. This is helpful to identify the details for the attacks.

New hardware platforms

FortiADC1200F, 2200F, and 4200F are introduced in 6.1.1.

FortiADC 6.1.1 Release Notes 7
Fortinet Technologies Inc.



What's new

For more infomation, see FortiADC datasheets.

Server Load Balance

Next-hop routing for health check on L4 VS Direct Route mode

In L4 VS Direct Route deployment, you can set the VS IP on the loopback interface of real servers and publish 
the service on this IP.

In this mode, the service state on the real server (loopback interface IP) can't be detected. It is supported to 
forward the health check request to the real server as next hop, with the destination IP of VS IP. The real server 
will reply the request via routing just as it responses to the client's request.

Persisting new sessions to real servers in maintain mode

Normally when the real server is set to maintain mode, all new sessions will be routed to other active real 
servers, which may cause re-authentication in some deployment.

To solve this issue, an option is added to source address persistence. It allows new sessions to be persisted to 
the real server even when it is set to maintain mode.

L7 TCP/UDP VS Lua script

Lua script now supports for other L7 VS than HTTP VS, so that the actions that are not currently supported by 
built-in features can be performed. For example, you can use this script to manipulate request/response for 
Radius, ISO8583, etc.
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What's new

For more information, see FortiADC Script Reference Guide.

GUI enhancement

The following enhancements are made in GUI:

 l SSL proxy statistics graphs are moved from Dashboard to FortiView (SSL proxy mode)
 l Password policy is displayed when admin password is created or edited.
 l New design for interface page to show interface status/avail.
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Hardware and VM support

Hardware and VM support

FortiADC   6.1.1 supports the following hardware models:

 l FortiADC 200D
 l FortiADC 300D
 l FortiADC 400D
 l FortiADC 700D
 l FortiADC 1500D
 l FortiADC 2000D
 l FortiADC 4000D
 l FortiADC 100F
 l FortiADC 200F
 l FortiADC 300F
 l FortiADC 400F
 l FortiADC 1000F
 l FortiADC 1200F
 l FortiADC 2000F
 l FortiADC 2200F
 l FortiADC 4000F
 l FortiADC 4200F
 l FortiADC 5000F
 
FortiADC Release 6.1.1 supports deployment of FortiADC-VM in the following virtual machine environments:

VM environment Tested Versions

VMware ESXi 3.5, 4.x, 5.0, 5.1, 5.5, 6.0, 6.5, 6.7

Microsoft Hyper-V Windows Server 2012 R2

KVM Linux version 3.19.0 qemu-img v2.0.0, qemu-img v2.2

Citrix Xen XenServer 6.5.0

Xen Project Hypervisor 4.4.2, 4.5
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Known issues

Known issues

This section lists known issues in version 6.1.1, but may not be a complete list. For inquiries about particular 
bugs, please contact Fortinet Customer Service & Support.

Bug Description

0699818 Perpetual VM license indicates expiry date.

0698134 HA details align issue.

0698128 Real server SSL profile align issue.

0698125 When the radius type of profile is changed to others, the Dynamic Auth Port 
settings can't hide.

0697893 Unnecessary Escape characters in execute health-check-verify health-
check output.

0697782 "read certificate file failed" is logged when importing a PKCS12 file without 
password.

0697575 IPS Add Signature checks signature with API fortiguar_proy fos file with no 
reponse

0697552 The color style and align isssue with the fabric- FortiSandbox connectivity 
test results.

0697541 When the virtual server is L4 Type, there are align issue and other layout 
issues with the security tab.

0696002 When cloning the waf-sensitive data protection-http header, it can't copy 
the child table.

0696001 When cloning the waf-scan profile-wvs exception, it can't copy the child 
table.

0694550 FortiView GLB VSP member does not show correctly.

0692233 The zone page does not show properly.

0692079 There is gibberish when the input content is more than a certain length in 
the diagnose sniff command.
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Resolved issues

Resolved issues

The following issues have been resolved in FortiADC 6.1.1 release. For inquiries about particular bugs, please 
contact Fortinet Customer Service & Support.

Resolved issues

Bug ID Description

0689295 GUI slowness with 255 real servers.

0688374 SAML authentication - Internal Server Error.

0687179 Logging and reporting issue with new build.

0685661 SQL Injection is not recognized by WAF signatures.

0685273 Aggregate interface is still up when the connected switch bond is disabled.

0684903 Web-Filter Category lookup fails intermittently.

0682395 408 timeout issue.

0679167 FortiADC is unable to save configurations due to old school ssh library.

0678787 LDAP config doesn't work.

0676693 HA Active-Passive: any change results in Not in Sync.

0676126 Memory starts to increase after a while.

0 635683 Unable to see SQL String in SQL Injection attack log entry.
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Image checksums

Image checksums

To verify the integrity of the firmware file, use a checksum tool and compute the firmware file’s MD5 checksum. 
Compare it with the checksum indicated by Fortinet. If the checksums match, the file is intact.

MD5 checksums for Fortinet software and firmware releases are available from Fortinet Customer Service & 
Support. After logging in to the web site, near the bottom of the page, click the Firmware Image Checksums 
button.  (The button appears only if one or more of your devices has a current support contract.) In the File Name 
field, enter the firmware image file name including its extension, then click Get Checksum Code.

Customer Service & Support image checksum tool
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Upgrade notes

Upgrade notes

Suggestions

 l The backup config file in versions 5.2.0-5.2.4/5.3.0-5.3.1 containing certificate config might not be restored 
properly (causing config to be lost). After upgrading to version 6.1.1, please discard the old 5.2.x/5.3.x 
config file and back up the config file in 6.1.1 again.

 l Keep the old SSL version predefined config to ensure a smooth upgrade.
 l HSM does not support TLSv1.3. If the HSM certificate is used in VS, the TLSv1.3 handshake will fail. 

Workaround: Uncheck the TLSv1.3 in the SSL profile if you are using the HSM certificate to avoid potential 
handshake failure.

FortiADC 6.1.1 Release Notes 14
Fortinet Technologies Inc.



Copyright© 2021 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., in the
U.S. and other jurisdictions, and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product or company names may be
trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and
other results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding
commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet’s
General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such
event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be
limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. In no event does Fortinet make any commitment related to future deliverables, features or
development, and circumstances may change such that any forward-looking statements herein are not accurate. Fortinet disclaims in full any covenants, representations, and
guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most
current version of the publication shall be applicable.


	Change Log
	Introduction
	What's new
	System
	Server Load Balance
	GUI enhancement

	Hardware and VM support
	Known issues
	Resolved issues
	Image checksums
	Upgrade notes

