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Overview

Fortilsolator is a browser isolation solution that protects users against zero day malware and phishing threats delivered
over the web and email. These threats may result in data loss, compromise, or ransomware. This protection is achieved
by creating a visual air gap between users' browsers and websites, which prevents content from breaching the gap. With
Fortilsolator, web content is executed in a remote disposable container and displayed to users visually, isolating any
threat.

For more overview information about Fortilsolator, see the Fortilsolator product page and the Fortilsolator data sheet.

For release information about Fortilsolator 2.4.8, such as new features, installation and upgrade instructions, resolved
issues, and known issues, see the Fortilsolator Release Notes.
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Port information

Port information

The following table lists the ports for inbound traffic of each Fortilsolator service by interface. You must enable the ports
for communication between Fortilsolator and servers running associated services. For outbound traffic, Fortilsolator
uses a random port picked by the kernel on the internal interface.

Interface Service Protocol Port
Web access TCP 443/80/8800
HTTPS proxy TCP 8888

Interface_internal Management of Fortilsolator VMs on AWS TCP 8080
SNMP UDP 161
HA synchronization TCP 1443/1080/1887/1888

Interface_mgmt SSH TCP 22

O ! ’, Fortilsolator uses the fctguard. fortinet.net server URL to communicate with
? FortiGuard to query for URL ratings for Web Filter and to download AV and vulnerability scan
- engine and signature updates.
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Setting up IP mapping

The default IP address of the Fortilsolator management interface is 192.168.1.99. To perform the initial configuration,
connect a device to the management interface and configure the device with an IP address to 192.168.1.1/24. You can
access Fortilsolator using SSH or the Fortilsolator GUI. The default username is admin and the default password is
fortinet.

Use the Fortilsolator GUI or CLI to set the permanent IP address configuration.

You can perform the initial configuration using the serial console. For more information, see the Fortilsolator 1000F
QuickStart Guide.

Topology

Fortilsolator supports IP mapping, which allows you to configure access to Fortilsolator through port forwarding. Port
forwarding maps external IP addresses to Fortilsolator internal IP addresses. You can configure port forwarding in high
availability (HA) or regular mode.

For example, given two networks connected to a FortiGate device, one external and the other internal, when IP
addresses on the external network are accessed, traffic is redirected to the internal IP addresses on Fortilsolator. The
configuration information in this section follows an example setup with the following values:

External IP address of router <external_IP_address>
Internal IP address of Fortilsolator 192.168.0.99
Router redirections <external_IP_address>:12443 > 192.168.0.99:443

» <gxternal_IP_address>:<port_map_to_443> 192.168.0.99:443

gty
Fortiaate

Ay
S L4
q IP mapping supports only IP forwarding mode, not Proxy mode.

Configuring IP mapping in regular mode

Configuring IP Mapping in regular mode (non-HA) requires configurations in three systems:

1. Fortilsolator configuration
2. FortiGate configuration
3. Client system configuration
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Setting up IP mapping

Fortilsolator configuration

In the Fortilsolator CLI, configure port forwarding mappings using the fis-ipmap command in the following format:

set fis-ipmap <port map to 443> <external IP address>
For example,

set fis-ipmap 12443 172.30.147.207

[IP Address]
INTERFACE

internal
mgnrt

[Routing Entr
SUBMNET

@.0.8.8/ 172.30.157. 254 internal

name : FISVMITMZ10@0288
dns serve : 8.83.8.8
dns server : 208.91.112.52
build number : P4B8(interim)
date time ; 2022-96-14 15:10:09 PDT

[SNMP Configuratioc
Agent Listening Interface : mgmt
Agent Community : fis_public
Trap Host-IP
Trap Host Community
Session Threash 5) iy
SHNMP V3 User Status : Disabled
SNMP V3 Username : fis_user
3 Query Port Status : Disabled
Query Port Num : B
Trap Port Status : Disabled
3 Trap Local Port Num
Trap Remote Port Num ;162
SNMP V3 Hosts:
5 : noauth
: Disabled
Authentication
Authentication
Private Status : Disabled
Encrypt Method
Encr 55 d
SNMP V3 Trap Events:
check_session_threshold: Disabled
send_mgmt_ip_off_day Disabled

ip mapping 2 2.30.147.207
mapping for port 443 H ;

[IPMAP HA Settings]

priority IP IP mapping Port 443
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Setting up IP mapping

FortiGate configuration

Complete the following steps in the FortiGate UI.

1. Goto Policy & Objects > Virtual IPs.
2. Create an IPv4 virtual IP with the following information:
» IP-Mapping-443: <external_IP_address>-> FIS_IP (TCP: 12443 > 443)
For example, 172.30.147.207 -> 172.30.157.148 (TCP: 12443 > 443)

M, This example uses the following:
q e External_IP_address: 172.30.147.207
- e FIS_IP:172.30.157.148

=" FortiGate VM64 FIS-FGT-IPMapping

@ Dashboard 'm # Edit TmClone T Delete Search Q
B Security Fabric >

Name Details Interfaces

e FortiView >

+ Network >
£ System N & IP-Mapping-12443 172.30.147.207 = 172.30.157.148 (TCP: 12443 = 443) O _any
I.B Policy & Objects v

IPv4 Policy

Authentication Rules
Local In Policy

IPv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules

Virtual IPs e

IP Pools

Protocol Options

Settings of ip-mapping-443:

Fortilsolator 2.4.8 Administration Guide
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Setting up IP mapping

FortiGate VM64

FIS-FGT-IPMapping

& Dashboard >

NA Security Fabric >

& FortiView >

+ Network >

L System >

B Policy & Objects v
IPv4 Policy

Authentication Rules
Local In Policy

IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

IP Pools

Protocol Options
Traffic Shapers

Traffic Shaping Policy
Traffic Shaping Profile

& Securitv Profiles >

Edit Virtual IP
VIP type 1Pva FortiGate
Name [ IP-Mapping-12443 FIS-FGT-IPMapping
Comments | Write acomment... 4| ozss (@ Documentation
Color @& Change & Online Help &

B Video Tutorials (£

Network
Interface @
Type Static NAT
External IP address/range @ 172.30.147.207
Mapped IP address/range 172.30.157.148

(B Optional Filters

@ Port Forwarding
Protocol UDP | SCTP | ICMP
External service port € 12443

Map to port 443

Cancel

3. Goto Policy & Objects > IPv4 Policy > Create New.

Fortilsolator 2.4.8 Administration Guide
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Setting up IP mapping

4. Create an IPv4 policy that includes the virtual IP (443) that you created.

ortiGate VMé4  FIS-FGT-IPMapping

@ Dashboard > Edit Policy
NX Security Fabric >
|8 FortiView > Name @ ipmapping
4 Network > Incoming Interface | M portl v
£ System > Outgoing Interface | M portl -
B Policy & Objects v~ Source Dall x
+
IPv4 Policy i
L Destination @ IP-Mapping-12443 x
Authentication Rules .
Local In Policy Schedule [ always -
1Pv4 DoS Policy Service o ALL x
Addresses +
Internet Service Database Action v ACCEPT Kl
Services
Inspection Mode WEEWEEECN Proxy-based
Schedules
Virtual IPs Firewall / Network Options
IP Pools NAT ©
BotocolOptions IP Pool Configuration Use Outgoing Interface Address JUSISVIENITE e}
Traffic Shapers Preserve Source Port (B
Traffic Shaping Policy Protocol Options default v e

Traffic Shaping Profile

& Security Profiles > Security Profiles

O VPN > AntiVirus [0 )

& User &Device > WebFilter [0 )

= WIFi & Switch Controller > DNSFilter @

Ll Log & Report > Application Control (»

€ Monitor > IPS o ]
SSL Inspection " no-inspection M
Logging Options
Log Allowed Traffic @ Security Events
Generate Logs when Session Starts (B
Capture Packets [ }
Comments /| o023

Enable this policy @

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:
a. Atthe command prompt, type
route -p ADD <external IP address> Mask 255.255.255.255 <FGT_IP address>
For example,
route —-p ADD 172.30.147.207 MASK 255.255.255.255 172.30.157.90

Fortilsolator 2.4.8 Administration Guide
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Setting up IP mapping

b. To confirm the setup, type route print

on

WA LA

Fortilsolator 2.4.8 Administration Guide
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Netmask
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On-link
On-link
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&, a8
On-1ink
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
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Setting up IP mapping

3. Check the Client IPv4 setting. Make sure default gateway is the FortiGate IP.
Internet Protocel Version 4 (TCP/IPv4) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Lze the following IF address:!

IP address: | 172. 30 .157 . 225 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 172. 30 .157 . 90 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 208. 91 .112. 52 |

Alternate DNS server: | 8 .8 .8 .8 |

[]validate settings upon exit Advanced. ..

Cancel

4. Configure your browser by following the steps in IP Forwarding mode on page 89, depending on your browser type.
5. Verify that it works by browsing to the following address:

https://<external IP address>:<port map to 443>/isolator/https://www.fortinet.com
e.g..
https://172.30.147.207:12443/isolator/https://www.fortinet.com

[ fis_windows10

Eile Edit View Higtory Beckmarks Jocls Help
Fortinet | Enterprise Security Withe, X | =+

« C QO B hitpsy//172.30.147.207:1244 . " w @ =

@ Getting Started @ vip®® @ vipst @ vipd? D r 38 Dvipde @ ipmap 12443 O ipmop 14843 D ipmap_13443

¢ REQUEST A DEMO suppoRT & Q O
FE:EHTInET ENTERPRISE SMALL MID-SIZED BUSINESSES SERVICE PROVIDERS PARTNERS
—
NETWORK CLOUD SECURITY 1?::;. NETWORKING AND SECU_'T_.V- DISCOVER
SECURITY SECURITY OPERATIONS ACCESS COMMUNICATIONS SERVICE MORE

FortiGuard Outbreak Alerts: what you need to know about the latest cybersecurity attacks
X

Can | help you with your Zerc- ann
Trust Network Access research? =

onn | g e e e s

¥ O inspecter [ Console D Debugger T Metwork  {} StyleEditor (2 Peformance 1 Memory [ Storage T Accessibility 58 Application  (J] =+=
g

enter initnen

Emors  Wamings Logs Info Debug  CS5 XHR Requests

rk, CORNECT to 172.38.147.207:42847

sessid is ("3d™i"

", "profile™:™"}
connectServer: wss://172,3

47,267 112443 /ws 7pOrted2047
Compatibility problem (ONLY CHROME > V66):'clipboard-write’ (value of ‘mame’ member of Permissiondescriptor) is not o valid value for ftnt-
enuserstion Permissioniane.

delay start until we receive ready message

parsedurl: hetp:

172.30.147. 207:12443/430L0%Or /Rt Lps -/ foune, fortinet. com

redirTarget:htt

net. con
Upoateadoress: Mttos:we. fortinet.con

networkInitedsl
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Setting up IP mapping
Configuring IP mapping in HA mode

Prerequisites:
Please follow High Availability to make sure native HA mode works before configuring IP Mapping in HA mode.
Configuring IP Mapping in HA mode includes the following steps:

1. Fortilsolator configuration
2. FortiGate configuration
3. Client system configuration

Single-node setting (one-primary only)

To configure IP mapping of Fortilsolator in HA mode with one single primary node:

1. Configure port forwarding mappings using the following commands in the Fortilsolator CLI:
e set fis-ipmap <port map to 443> <external IP address>
For example, set fis-ipmap 12443 172.30.147.207
e set fis-ipmap-vip <external IP> <vip port map to 443>
For example, set fis-ipmap-vip 172.30.147.207 14443

e set fis-ipmap-ha <priority> <external IP address> <internal IP address:primary>
<port map to 443>
Forexample, set fis-ipmap-ha 19 172.30.147.207 172.30.157.148 12443

Fortilsolator 2.4.8 Administration Guide
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Setting up IP mapping

:h:h:h:h:h:h****confi gur‘ed paruﬂr-neters-*t:t-t-t-t-ii:t-:t-:h

[IP Address]
INTERFACE TPv4

internal 172.30.157.14
mgmt 72.30.156.148/24

[Routing Entries]
SUBMET GATEWAY

0.0.0.0/0 2.30.157. internal

hostname

dns server

dns server

build number ; nterim}

date time P 2 6-15 1@:37:82 PDT

[SNMP Configurations]
Agent Listening Interface : mgmt
Agent Community : fis_public
Trap Host-IP
Trap Host Community
Session Threashold(%)
3 User Status
3 Username

3 Query Port Status : Disabled
3 Query Port Mum 0

3 Trap Port Status : Disabled
V3 Trop Local Port Num : 162
V3 Trap Remote Port Num ;162
SNMP V3 Hosts:
Security Level . noauth
Authentication Status : Disabled
Authentication Method
Authentication Password g
Private Status : Disabled
Encrypt Method
Encrypt Password
SNMP V3 Trap Events:

ck_s on_threshold: Disabled
ip_off_days: Disabled

ip mapping

mapping for port 443

ip mapping (VIP)

mapping for port 443 (VIP)

[IPMAP HA Settings]

priority IP IP mapping Port 443
19 172.30.157.148 172.30.147.207 12443

Fortilsolator 2.4.8 Administration Guide
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Setting up IP mapping

2. Make sure HA is Enabled in Fortilsolator.

Q  HASettings

Dashboard
® ‘ © Note: HAwill restart after the HA settings are changed

% Network >
Enable:

¥ System v
Virtual IP: 172.30.157.96
Administrators

Certificates — Cluster Settings
SNMP
roupte
Login Disclaimer
Upgrade Change
Install Package Allow Override: a
Diagnose Group IP: 239.00.1
& Users > Group Port: 5001
7 ici >
(& Policies and Profiles Schedule Type: _mund robin v
il Lo >
L Log [FEFEeENae Lost Threshold Hello Holddovn
[mgmt + [10 | s J [10 )

Apply

FortiGate configuration

Complete the following steps in the FortiGate UI.

1. Go to Policy & Objects > Virtual IPs.
2. Create an IPv4 virtual IP with the following information:
» IP-Mapping-HA-443: external_IP_address -> FIS_IP (TCP: 12443 > 443)
For example, 172.30.147.207 -> 172.30.157.96 (TCP: 12443 > 443).

Ny In this example, we are using:
‘Q' « External_IP_address: 172.30.147.207
| « FIS HA Virtual IP: 172.30.157.96
= « FIS_IP:172.30.157.148

Settings of IP-Mapping-443:

Fortilsolator 2.4.8 Administration Guide
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Setting up IP mapping

FortiGate VM64 FIS-FGT-IPMapping

@ Dashboard > EditVirtual IP
NX Security Fabric >
VIP type IPv4
|8 FortiView >
Name ‘ IP-Mapping-443
 Network >
Comments ‘ Write a cc nt. 4 o255
£ System >
Color @ Change
B Policy & Objects v
IPv4 Policy Network
Authentication Rules Interface ©
Local In Policy Type Static NAT
IPv4 Dos Policy External IP address/range @ 172.30.147.207
Addresses Mapped IP address/range 172.30.157.148 |
Internet Service Database
Services O Optional Filters

Schedules @© Port Forwarding

Virtual IPs w
Protocol jle:8 UDP SCTP ICMP

IP Pools

External service port @ ‘ 12443 ‘
Map to port ‘ 443 ‘

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile Cancel

& Security Profiles >

[mRYLIN] N

Settings of IP-Mapping-HA-443:

FortiGate VMé64 FIS-FGT-IPMapping

@ Dashboard > EditVirtual IP
NX Security Fabric >
VIP type IPv4
|8 FortiView >
Name | VIP-IP-Mapping-443
“ Network >
Comments ‘ Write a com t... ) o2ss
& System >
Color @  Change
B Policy & Objects v
IPv4 Policy Network
Authentication Rules Interface @
Local In Policy Type Static NAT
1Pv4 Dos Policy External IP address/range @ | 172.30.147.207
Addresses Mapped IP address/range ‘ 172.30.157.96
Internet Service Database
Services @ Optional Filters

Schedules @ Port Forwarding

Virtual IPs w
Protocol j[e8 UDP SCTP ICMP

IP Pools

External service port @ ‘ 14443 ‘
Map to port ‘ 443 ‘

Protocol Options
Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile Cancel

@ Security Profiles >
0 VPN >
2 llcar & Navica N

3. Goto Policy & Objects > IPv4 Policy > Create New.

Fortilsolator 2.4.8 Administration Guide
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Setting up IP mapping

4. Create an IPv4 policy that includes the virtual IP that you created.

o= FortiGate VM64 FIS-FGT-IPMapping

@ Dashboard > Edit Policy
NX Security Fabric >
I FortiView > Name @ ipmapping
etworl ncoming Interface por v
“ Network > ing Interf: ] t1
£ System > Outgoing Interface | M port1l v
B Policy & Objects v Source = all x
+
1Pv4 Policy pid
e —— Destination @ IP-Mapping-443 x
uthentication Rules @ VIP-IP-Mapping-443 "
Local In Policy +
1Pv4 DoS Policy Schedule [e always v
Addresses Service @ ALL x
+
Internet Service Database
Action P eeal @ DENY
Services
Schedules Inspection Mode BALNELES:N Proxy-based
Virtual IPs
IP Pools Firewall / Network Options
Protocol Options NAT [ o)
Traffic Shapers IP Pool Configuration (VISXOIN =L [ AN CI EICFAG [l Use Dynamic IP Pool
Traffic Shaping Policy Preserve Source Port (B
Traffic Shaping Profile Protocol Options ‘ default v &
@& Security Profiles >
O VPN N Security Profiles
& User & Device > AntiVirus O J
= WiFi &Switch Controller >~ WebFilter @
4l Log & Report 5 | DNSFilter (e J
€ Monitor s Application Control (e J
IPS (@ ]
SSL Inspection ‘ =1 no-inspection v ‘ v
Logging Options
Log Allowed Traffic @ Security Events [AIREHENE
Generate Logs when Session Starts (B
Capture Packets (@ ]
Comments 4 011023

Enable this policy @

Client system configuration

Complete the following steps on the client system (for example, Windows 10).

1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:

a. Atthe command prompt, type route -p ADD <external IP address> Mask 255.255.255.255
<FGT_IP address>.
For example, route -p ADD 172.30.147.207 MASK 255.255.255.255 172.30.157.90

Fortilsolator 2.4.8 Administration Guide
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b. To confirm the setup, type route print

on

WA LA

Fortilsolator 2.4.8 Administration Guide
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Netmask
g.8.8.8

On-link
On-link
On-link
8.157 .98
&, a8
On-1ink
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link

ion

20



Setting up IP mapping

3. Check the Client IPv4 setting. Make sure default gateway is the FortiGate IP.
Internet Protocel Version 4 (TCP/IPv4) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Lze the following IF address:!

IP address: | 172. 30 .157 . 225 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 172. 30 .157 . 90 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 208. 91 .112. 52 |

Alternate DNS server: | 8 .8 .8 .8 |

[]validate settings upon exit Advanced. ..

Cancel

4. Configure your browser by following the steps in IP Forwarding mode on page 89, depending on your browser type.
5. Verify that it works by browsing to the following address:
https://<external IP address>:<port map to HA
443>/isolator/https://www.fortinet.com

e.g.
https://172.30.147.207:14443/isolator/https://www.fortinet.com
(It will now redirectto: https://172.30.147.207:12443/isolator/https://www.fortinet.com)

[ fis_windows10

File Edit View Higtery Beokmarks Iools Help
Fortinet | Enterprise Security Withe. X |+

& C 0 A 172.30.147.207:12: - I & @ =
@ Getting Started {3 vips? @ vipss @ vips? @ 1e32 Dvipss @ ipmap 12423 @ ipmap_ 14443 @ ipmap_13443

1 RecuesTADEMo | surrorr & QL Q@

FE: E HrlnET ENTERPRISE SMALL MID-SIZED BUSINESSES SERVICE PROVIDERS PARTNERS
—
NETWORK cLouD SECURITY K NeTworkiNG aD  SERURTYT piscover
SECURITY  SECURITY  OPERATIONS  ,"UST  COMMUNICATIONS e MORE

FortiGuard Outbreak Alerts: what you need to know about the latest cybersecurity attacks

P 1 Vg G b A e s

© Inspector ) Console [ Debugger T Metwork  {) StyleEditor (D) Performance  {F Memory [ Storage  Tr Accessibility > 01 ) e X

Eors Wamings Logs Info Debug (S5 ¥MR Requests If

[ =

sessid is { bE93eFFSFd2BLEdcat", "profile”: ™"}

connectserver: ws

Compatibility pro ONLY CHROME » V66): 'clipbosrd-write’ (value of 'name’ member of Permissiondescriptor) i3 not o valid value for
enumeration Permissiomuane.

delay start until we receive ready message

POFSEAURL: MTUPS://172,30. 147, 2671 12443/ 50LOROR/D_ful2F T 2_%70%7 X2EXEIREFTED

redirTarget:httos: /. fortinet.con

Fortilsolator 2.4.8 Administration Guide 21
Fortinet Inc.



Setting up IP mapping

Multiple-nodes setting (one-primary-one-secondary)

To configure IP mapping of Fortilsolator in HA mode with one primary node and one secondary
node:

1. Inthe primary node, configure port forwarding mappings using the following commands in the Fortilsolator CLI:

o set fis-ipmap <port map to 443> <external IP address>
Forexample, set fis-ipmap 12443 172.30.147.207

e set fis-ipmap-vip <external IP> <vip port map to 443>
Forexample, set fis-ipmap-vip 172.30.147.207 14443

e set fis-ipmap-ha <priority> <external IP_address> <internal IP address:primary>
<port _map to_ 443>
For example, set fis-ipmap-ha 19 172.30.147.207 172.30.157.148 12443

e set fis-ipmap-ha <priority> <external IP address> <internal IP
address:secondaryl> <port map to 443>
Forexample, set fis-ipmap-ha 20 172.30.147.207 172.30.157.149 13443

Fortilsolator 2.4.8 Administration Guide
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[IP Address]
INTERFACE

internal
mgmt

[Routing Entries]
SUBMNET

internal

hostname

dns server

dns server

build number B interim)

date time : 2022-96-15 13:08:31 PDT

[SNMP Configurations]

Agent Listening Interface : mgmt

Agent Community : fis_public

Trap Host-IP

Trap Host Community

Session Threashold( : 70

SNMP V3 User Status : Disabled

SNMP V3 Username : fis_user

V3 Query Port Status : Disabled

V3 Query Port Num @

V3 Trap Port Status : Disabled

V3 Trap Local Port Mum : 162

V3 Trap Remote Port MNum : 162

SNMP V3 Hosts:

Security Level : noauth

Authentication Status : Disabled

Authentication Method

Authentication Password

Private Status : Disabled

Encrypt Method

Encrypt Password

SNMP V3 Trap Events:
check_session_threshold: Disabled
send_mgmt_ip_off_days: Disabled

ip mapping
mapping for port 443
ip mapping (VIP)
mapping for port 443 (VIP)
[IPMAP HA Settings]
IP IP mapping
L157.148 1 30.14
p.157.149 172.30.147.207

2. Inthe secondary node, configure port forwarding mappings using the following commands in the Fortilsolator CLI:
o set fis-ipmap <port map to 443> <external IP address>
Forexample, set fis-ipmap 13443 172.30.147.207
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EkkmkkxxrConfigured parameter

[IP Address]
INTERFACE

internal
mgmt

Entries]

LE L L L L]

internal

.112.52
nterim)

: 2022-06-15 12:59:26 PDT

gent Community
Trap Host-IP

_ommunity

T mgmt
: fis_public

;7@

: Disabled
: fis_user
: Disabled

Juery Port Num

Trap Port Stotus

Trap Local Port Num
'3 Trap Remote Port Mum

8

: noauth

Status
Method
Password

: Disabled

: Disabled

/pt Method
Encrypt Password
SNMP V3 Trap Eve
check_session_threshold:
send_mgmt_ip_off_days:

1p mapping
mapping for port 443
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3. Make sure the primary and secondary nodes have different HA priority but the same group id.

Q  HASettings

Dashboard
® ‘ © Note: HAwill restart after the HA settings are changed

*i-' Network >
Enable:
¥ System v
» Virtual IP: 172.30.157.96
Administrators
Certificates — Cluster Settings
SNMP
Group Id: 148
Login Disclaimer
Password:
Vg Change
Install Package Allow Override: O
Diagnose Group IP: 239.00.1
& Users > Group Port: 5001
7 ici >
(¢ Policiesand Profes Schedule Type:
il Lo >
il Log Interface Name Lost Threshold Hello Holddown
[mgmt + [10 | s J [10 )
Apply

Below is a summary of the example:
e Primary: 172.30.156.148
e set fis-ipmap 12443 172.30.147.207
o set fis-ipmap-vip 172.30.147.207 14443
e set fis-ipmap-ha 19 172.30.147.207 172.30.157.148 12443
e set fis-ipmap-ha 20 172.30.147.207 172.30.157.149 13443

o Secondary:172.30.156.149
e set fis-ipmap 13443 172.30.147.207

FortiGate configuration

Complete the following steps in the FortiGate UI.

1. Goto Policy & Objects > Virtual IPs.
2. Create an IPv4 virtual IP for the secondary node with the following information:
» IP-Mapping-HA-443: <external_IP_address> -> FIS_IP (TCP: 14443 > 443)
For example, 172.30.147.207 -> 172.30.157.96 (TCP: 14443 > 443)

This example uses the following:

) ' ’, » External_IP_address: 172.30.147.207
q e FIS HA Virtual IP: 172.30.157.96
- e FIS_IP_Primary: 172.30.157.148

¢ FIS_IP_Secondary: 172.30.157.149

Fortilsolator 2.4.8 Administration Guide 25
Fortinet Inc.



Setting up IP mapping

FortiGate VM64 FIS-FGT-IPMapping

@ Dashboard > || 4 CreateNew~ | ¢ Edit W Clone T Delete ‘ Search Q ‘

N Security Fabric >

Name Details Interfaces
|8 FortiView >
 Network Nl =] 1Pv4 Virtual IP ©
£ System N @ 1P-Mapping-443 172.30.147.207 — 172.30.157.148 (TCP: 12443 — 443) O any
B Policy & Objects . 172.30.147.207 — 172.30.157.96 (TCP: 14443 — 443) O any
1Pv4 Policy @ 2nd-IP-Mapping-443 172.30.147.207 — 172.30.157.149 (TCP: 13443 — 443) O any

Authentication Rules

Local In Policy

IPv4 DoS Policy

Addresses

Internet Service Database
Services

Schedules

Virtual IPs w
IP Pools

Protocol Options

Settings of second ip-mapping-443:

ate VM64  FIS-FGT-IPMappi

@ Dashboard > EditVirtual IP
NX Security Fabric >
VIP type IPv4
8 FortiView >
Name ‘ 2nd-IP-Mapping-443
b Network >
Comments ‘ Write a comment... ) o255
£ System >
Color @ Change
B Policy & Objects v
IPv4 Policy ' e -
Authentication Rules Interface ©
Local In Policy Type Static NAT
IPv4 DoS Policy External IP address/range @ ‘ 172.30.147.207 ‘
Addresses Mapped IP address/range | 172.30.157.149 |
Internet Service Database
Services (O Optional Filters

Selizils @ Port Forwarding

Virtual IPs
| viaaies [ ES w0 | scre | icwe

IP Pools

External service port @ 13443 ‘
Map to port 443 ‘

Protocol Options

Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile Cancel
8 Security Profiles >
O VPN >
& User & Device >

= WiFi & Switch Controller >
Ll Log & Report >

@ Monitor >

3. Goto Policy & Objects > IPv4 Policy > Create New.
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4. Create an IPv4 policy that includes the virtual IP that you created.

@ Dashboard > Edit Policy
NX Security Fabric >
& FortiView > Name @ ‘ ipmapping
& Network > Incoming Interface ‘ ™ portl v
£ System > Outgoing Interface ‘ [ portl v
B Policy & Objects v Source ‘ 2 all x
1Pv4 Policy w *
o — Destination @ 2nd-IP-Mapping-443 x
uthentication Rules @ IP-Mapping-443 x
Local In Policy @ VIP-IP-Mapping-443 x
IPv4 Do$ Policy *
Schedul [e al v
Addresses chedule ‘ © aways
. Service ) ALL x
Internet Service Database .
Seivices Action PACETal © DENY
Schedules
Virtual IPs Inspection Mode MEIEERLN Proxy-based
IP Pools

Protocol Options Firewall / Network Options

Traffic Shapers NAT ©

Traffic Shaping Policy IP Pool Configuration Use Outgoing Interface Address JESARVLEN T

Traffic Shaping Profile Preserve Source Port (B

. >
& Security Profiles N Protocol Options default v ‘ I’d
O VPN > .
Security Profiles
& User & Device >
AntiVirus (@ )
= WiFi & Switch Controller >
Web Filter (@ ]
Ll Log & Report >
DNS Filter (@ )
& Monitor > o
Application Control (B
IPS (@ )
SSL Inspection no-inspection v &
Logging Options
Log Allowed Traffic @ Security Events AIEEESOIY
Generate Logs when Session Starts (B
Capture Packets (@ ]
Comments ) o023

Enable this policy @

Cancel

Client system configuration

Complete the following steps on the client system (for example, Windows 10).
1. In Windows 10, launch CMD as administrator.
2. Use the following commands to add the FortiGate IP address to the routing table on the client system:
» Atthe command prompt, type
route —-p ADD <external IP address> Mask 255.255.255.255 <FGT_IP address>
For example,
route —-p ADD 172.30.147.207 MASK 255.255.255.255 172.30.157.90
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» To confirm the setup, type route print

o D

=Y

on

C:\Usershadmin.FORTIENT >
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38.156

On-lim
On-link
On-link

On-1ink
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
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3. Check the Client IPv4 setting. Make sure default gateway is the FortiGate IP.
Internet Protocel Version 4 (TCP/IPv4) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Lze the following IF address:!

IP address: | 172. 30 .157 . 225 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 172. 30 .157 . 90 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 208. 91 .112. 52 |

Alternate DNS server: | 8 .8 .8 .8 |

[]validate settings upon exit Advanced. ..

Cancel

4. Configure your browser by following the steps in IP Forwarding mode on page 89, depending on your browser type.

5. Verify that it works by browsing to the following address:
https://<external IP address>:<port map to HA
443>/isolator/https://www.fortinet.com

e.g.:
https://172.30.147.207:14443/isolator/https://www.fortinet.com

The address will now redirect to the primary node:
https://172.30.147.207:12443/isolator/https://www.fortinet.com

or the secondary node:
https://172.30.147.207:13443/isolator/https://www.fortinet.com
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Dashboard

The Fortilsolator dashboard allows you to see information at one glance, including System Information, System
Resources, and so on. You can also reboot and shut down the system from the dashboard, as well as check your

licenses.

Changing host name

To change the Host Name from GUI:

1. From the administration portal, click Dashboardand locate the Host Name widget.
2. Inthe Host Name field, click Change.

Host Name Fortilsolator-to-demo [Change]

To change Host Name from CLI:

> set hostname <new hostname>

e.g.
> set hostname FortiIsolator-to-demo

The host name can start with English characters or digits but must not end with a hyphen. It

may contain only the ASCII letters 'a' through 'Z' (in a case-insensitive manner), the digits '0’
through '9', and the hyphen (*-'). No other symbols, punctuation characters, or white space are
permitted.

Changing domain name

To change the Domain Name from GUI:

1. From the administration portal, click Dashboard and locate the System Information widget.
2. Inthe Domain Name field, click Change.

E:E Fortilsolator VM

== System Information

@ Dashboard

Host Name FIS.. ... ._oooe. . [Change]
b Network ? Domain Name fis- [Change]
& System > | Serial Number Fls '

3. Specify the new domain name and click Apply to save the changes.
Domain names are not case-sensitive. Make sure the domain name meets the following requirements:
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» No spaces and or special characters (suchas !, $, &, )
« Cannotend with .gov.in
» Length must be between 3 and 63 characters (excluding extension)

Configuring system time

To configure time settings for Fortilsolator from GUI:

From the administration portal, click Dashboard, and find the System Information widget.
In the System Time field, click Change.
In the Time Zone drop-down list, select the time zone.
Set the time by doing one of the following tasks:
« To set the time manually, select Set Time, and select the time and date options in the drop-down lists.
» To configure an NTP server, select Synchronize with NTP Server and enter the IP address of the NTP server.
5. Click Apply.

o bd-=

To setup system time from CLI:

> set timezone

VM license

Fortilsolator VM requires a valid license in order to allow all features fully functioning. To obtain a license, please obtain a
registration code, go to Fortinet Service & Support to register the code for Fortilsolator VM product, and download the
license file.

To upload a license from GUI:

From the administration portal, click Dashboard, and find the VM License widget.

In the VM License field, click Upload License.

From Upload License page, click Choose File to upload the license file.

Click Submit to finish. This will take several minutes and system will reboot upon finish.

Ao b=

Ay
b [ 4
? The IP address on the license must to match the Mgmt-ip in the Fortilsolator.

Upon completion when the license is successfully uploaded, there will be a green checkmark next to VM License on
Dashboard, indicating the license is valid. Mousing over this checkmark shows more details of the license, such as its
expiration date.
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System configuration

Once you successfully configure the Fortilsolator, it is important to back up the configuration. In some cases, you may
need to reset the Fortilsolator to factory defaults or perform a TFTP upload of the firmware, which will erase the existing
configuration. In these instances, the configuration on the device will have to be recreated, unless a backup can be used
to restore it. You should also back up the local certificates as well.

We also recommend to backup the configuration after any changes are made, to ensure you have the most current
configuration available. Also, back up the configuration before any upgrades of the Fortilsolator’s firmware. Should
anything happen to the configuration during the upgrade, you can easily restore the saved configuration.

Always back up the configuration and store it on the management computer or off-site. You have the option to save the
configuration file to various locations including the local PC and USB key.

The current version of Fortilsolator is available for configuration backup and restore through GUI only.

Backing up the configuration

To backup the configuration:

1. From the administration portal, click Dashboard, and find the System Configuration widget.
2. Inthe System Configuration field, click Backup/Restore, it navigates to System Recovery page.
3. In System Recovery page, under Backup section, Click here to save your backup file.

» This will save the backup . tgz file into your local system; you can store it in a secure place for when you need
to restore the system.

Restoring a configuration

To restore the Fortilsolator configuration:

1. From the administration portal, click Dashboard, and find the System Configuration widget.
2. Inthe System Configuration field, click Backup/Restore, it navigates to System Recovery page.
3. In System Recovery page, under Restore section, Choose File to locate the configuration file.
« The source of the configuration file to be restored: your Local PC or a USB Disk.
4. Click Restore, OK on the pop-up to confirm.
« This will restore the configuration file and reboot the Fortilsolator. It takes few minutes.

Fortilsolator certificates

The Fortilsolator CA certificate is required for access to the Fortilsolator from the browser. The CA certificate then auto-
generates a matching server certificate for accessing the Fortilsolator database and a matching management certificate
for accessing the Fortilsolator GUI. By default, the built-in Fortilsolator CA certificate is used. You can also generate or
upload a custom CA certificate to meet your needs. However, you can revert to the default CA certificate anytime. For
custom CA certificates, you can also upload a custom server or management certificate that is a match of the custom CA
certificate.
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The Fortilsolator CA certificate must be installed on each device that uses the Fortilsolator to visit websites unless you
use a global CA certificate that grants global access to websites at browser level.

You can manage the Fortilsolator CA certificate and the associated server and management certificates in the
Dashboard of the administration portal by clicking the Manage link near Fortilsolator Certificates in the System
Information widget.

E:E Fortilsolator VM

Q == System Information
@ Dashboard Host Name FIS ‘[Change]
- > .
.I.' Network Domain Name fis- [Changg]
& System ? | Serial Number FIS
& Users > System Time ' y [Change]
(&' Policies and Profiles > || Firmware Version v2.4.5) (GA)
Ll Log 2 FIS
il GUI and SSH Settings > Max Sessions: 100
Day Left:207
ManagementIP:"~" 77 °7 " 7 [Disable]
WM License F| s i g
Max Sessions: 100
Day Left:221
Management IP: [Disable]

@ [Upload License]

Last Backup: N/A

£ ST R [Backup/Restore/Download Config File]

Fortilsolator Certificates & [Manage]

To revert to the default CA certificate and the matching server and management certificates:

1. Inthe Re-Generate Isolator certificates section, click the link in Click here to generate Default Isolator certificates.
The default CA certificate and the matching server and management certificates will be restored and the
Fortilsolator will reboot, which might take a few minutes.

To use a custom-generated CA certificate:

\ L}
‘Q' If you use a non-default CA certificate, Fortinet recommends that you back up the current CA
- certificate (see section below) before switching to a new one.

1. Inthe Re-Generate Isolator certificates section, click the link in Click here to generate Isolator certificates.
2. Specify the values of the certificate attributes and click OK. Bold indicate required attributes.
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To back up the current CA certificate or the matching server or management certificates:

1.

In the Backup CA certificate section, depending on the certificate you want to back up, click the link in one of the
following:

o Click here to save CA certificate
o Click here to save Isolator Server certificate

« Click here to save Management Server certificate
This will save the certificate into a ca . tgz file into your local system. You can store it in a secure place for when you
need to restore the certificate.

To use a local CA certificate:

Ay
‘Q' If you use a non-default CA certificate, Fortinet recommends that you back up the current CA

certificate (see section above) before switching to a new one.

Depending on the file type of the local certificate, go to the Restore CA certificates by tgz file or Restore CA
certificates by files section.

Click Choose File to upload the local CA certificate file(s).

Only “Base-64 encoded X.509 (. cer)” format certificates are supported.

Specify the password(s), if any.

Click Restore.

Click OK.

The local CA certificate will be used and the Fortilsolator will be rebooted, which might take a few minutes.

If the CA certificate is a global CA certificate that grants global access to websites at browser level, follow the next
two sections to upload the corresponding server certificate and management certificate for the whole certificate
chain to work.

To use a local server certificate:

1.

g

In the Restore Server certificates by files, click Choose File to upload the certificate and key.

Make sure the server certificate is a match of the current CA certificate. Only “Base-64 encoded X.509 (. cer)”
format certificates are supported.

Specify the password and domain name, if any.

Click Restore.

Click OK.

The local server certificate will be used and the Fortilsolator will be rebooted, which might take a few minutes.

To use a local management certificate:

1.

In the Restore Management cetrtificates by files, click Choose File to upload the certificate and key.

Make sure the management certificate is a match of the current CA certificate. Only “Base-64 encoded X.509
(. cer)” format certificates are supported.

Click Restore.

Click OK.

The local management certificate will be used and the Fortilsolator will be rebooted, which might take a few
minutes.
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\‘é', For information about other certificate types, such as self-signed SSL certificates for a specific

server or website or certificates used between Fortilsolator and FortiProxy or SAML servers,
see Certificates on page 51.
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The default IP address of the Fortilsolator management interface is 192.168.1.99. To perform the initial configuration,
connect a device to the management interface and configure the device with an IP address to 192.168.1.0/24 subnet.
You can access Fortilsolator using SSH or the Fortilsolator GUI. The default username is admin and the default
password is fortinet.

Use the Fortilsolator GUI or CLI to set the permanent IP address configuration.

You can perform the initial configuration using the serial console. For more information, see the Fortilsolator 1000F
QuickStart Guide.

Interfaces

Physical and virtual interfaces allow traffic to flow between internal networks, and between the internet and internal
networks. Fortilsolator has options for setting up interfaces and groups of subnet works that can scale as your
organization grows.

Setting the management IP address

The default management interface on Fortilsolator is set to 192.168.1.99. To change the Management IP address from
GUI:

1. Go to Portal > Network > Interface.

2. Edit the existing Gateway or create a new one.

3. Select mgmt. interface and then edit it.

4. Follow IPv4 address with subnet format: e.g. 192.168.1.99/255.255.255.0.

To change the Management IP address from CLlI, use the following command:

> set mgmt-ip <ip address>/<subnet mask>

e.g.
> set mgmt-ip 192.168.1.99/24

Setting the internal IP address and gateway

There is no default Internal interface on Fortilsolator. To setup the internal IP address from GUI:

1. Goto Portal > Network > Interface.
2. Select Internal interface and then Edit it.
3. Follow IPv4 address with subnet format: e.g. 192.168.2.99/255.255.255.0.

To change the internal IP address from CLlI, use the following command:

> set internal-ip <ip address>/<subnet mask>

e.g.
> set internal-ip 192.168.2.99/24
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Setting the external IP address and gateway

There is no default external interface on Fortilsolator. To setup the external IP address from GUI:

1. Go to Portal > Network > Interface.
2. Select External interface and then edit it.
3. Follow IPv4 address with subnet format: e.g. 192.168.3.99/255.255.255.0.

To change the external IP address from CLI, use the following command:

> set external-ip <ip address>/<subnet mask>

e.g.
> set external-ip 192.168.3.99/24

Setting the HA IP address and gateway

There is no default HA interface on Fortilsolator. To setup the HA IP address from GUI:

1. Go to Portal > Network > Interface.
2. Select HA interface and then edit it.
3. Follow IPv4 address with subnet format: e.g. 192.168.4.99/255.255.255.0.

To change the HA IP address from CLlI, use the following command:

> set ha-ip <ip address>/<subnet mask>

e.g.
> set ha-ip 192.168.3.99/24

System DNS

To setup system DNS from GUI:

1. Goto Portal > Network > System DNS.
2. Fill out Primary DNS Server and Secondary DNS Server:

DNS Configuration
Primary DNS Server: 8.8.8.8
Secondary DNS Server: 208.91.112.53

To setup system DNS from CLI:

> set dns <Primary DNS Server> <Secondary DNS Server>

e.g.
> set dns 8.8.8.8 208.91.112.53

System routing
Configuring routing settings
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Use this procedure to configure routing settings for Fortilsolator.

Adding a static route

To add a static route:

From the administration portal, go to Network > System Routing.

To add a new static route, click Create New.

Type the destination IP address and subnet mask in the Destination IP/Mask field.
Type the gateway IP address in the Gateway field.

In the Device drop-down list, select the interface for the static route.

Click OK.

o gk wbhN-=

Editing a static route

To edit a static route:

From the administration portal, go to Network > System Routing.

To edit an existing static route, select the interface in the table, and click Edit.
Type the destination IP address and subnet mask in the Destination IP/Mask field.
Type the gateway IP address in the Gateway field.

In the Device drop-down list, select the interface for the static route.

Click OK.

o ahwdh-=

Deleting a static route

To delete a static route:
1. From the administration portal, go to Network > System Routing.

2. To delete a static route, select the interface in the table, and click Delete.

Setting up system routing for management IP

To set up system routing for management IP from GUI:

1. Go to Portal > Network > System Routing.
2. Fill out Destination IP/Mask, Gateway, and select mgmt. from the Device dropdown.
3. Click OKto saveiit.

New Static Route

Destination IP/Mask: 0.0.0.0/0
Gateway: 192.168.1.254
Device: mgmt M

Fortilsolator 2.4.8 Administration Guide
Fortinet Inc.



Network

To set up system routing for management IP from CLI:

> set mgmt-gw/<subnet> <gateway>
e.g.
> set mgmt-gw 192.168.0.0/24 192.168.0.254

Setting up system routing for internal IP

To set up system routing for internal IP from GUI:

1. Goto Portal > Network > System Routing.

2. Fill out Destination IP/Mask, Gateway, and select Internal from the Device dropdown.
3. Click OKto save it.

New Static Route

Destination IP/Mask: 0.0.0.0/0
Gateway: 192.168.2.254
Device: internal v

To set up system routing for internal IP from CLI:

> set internal-gw/<subnet> <gateway>
e.g.
> set internal-gw 0.0.0.0/0 172.30.156.254

To setup system routing for external IP from GUI:

1. Go to Portal > Network > System Routing.

2. Fill out Destination IP/Mask, Gateway, and select External from the Device dropdown.
3. Click OKto save it.

New Static Route
Destination IP/Mask: 0.0.0.0/0
Gateway: 192.168.3.254
Device: external v

To set up system routing for external IP from CLI:
> set external-gw/<subnet> <gateway>

e.qg.
> set external-gw 172.30.157.0/24 172.30.157.254

To set up system routing for HA IP from GUI:

1. Goto Portal > Network > System Routing.
2. Fill out Destination IP/Mask, Gateway, and select HA from Device dropdown.
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3. Click OKto save it.
Edit Static Route

Destination IP/Mask: 0.0.0.0/0
Gateway: 192.168.4.254
Device: ha

To set up system routing for HA IP from CLI:

> set ha-gw/<subnet> <gateway>
e.qg.

> set ha-gw 192.168.4.0/24 192.168.4.254

Configuring multiple routing on one interface
Fortilsolator supports multiple routes per interface.

Setting up multiple routes on one interface from CLI

Creating Fortilsolator profile from CLI needs to follow this format:

> set <gateway> <SUBNET> <Gateway IP>

internal-gw <SUBNET> <Gateway
e.g. 192.168.100.0/24 192.168.

external-gw <SUBNET> <Gateway
e.g. 192.168.100.0/24 192.168.

mgmt-gw <SUBNET> <Gateway IP>
e.g. 192.168.100.0/24 192.168.

ha-gw <SUBNET> <Gateway IP>
e.g. 192.168.100.0/24 192.168.

Example:
> set ha-ip 192.168.122.20/23

> set ha-gw 192.168.122.0/24 192.168.122.254
> set ha-gw 192.168.123.0/24 192.168.123.254

> show

**********Configured parametersf*********

[Routing Entries]
| SUBNET

192.168.122.0/24 192.168.122.254
192.168.123.0/24 192.168.123.254
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To set multiple routes on one interface from GUI:

Go to Network > System Routing.

Click Create New in the toolbar. The New Static Route page opens.
Provide Destination, IP/Mask, Gateway, and Device.

Click OK to save the input and return to System Routing page.

PoOobd-=

Forwarding server

This feature provides a method for identifying the original IP address of a client browser connecting to the Fortilsolator
server.

If X-Forward is enabled, the HTTP request header shows the information of the original IP address of the client browser.
If X-Forward is disabled, the HTTP request header does not show the information.

Configuring forwarding server from GUI

To configure forwarding server from GUI:

Go to Network > Forwarding Server.

Enable X-forward.

Set Proxy Type to Manual Proxy Configuration.
Set the http/https proxy ip/port of the manual proxy.
Set the bypass list

Click OK.

o gk wbh-=

Configuring forwarding server from CLI

To configure forwarding server from CLI:

> set proxy-http-xforwarded 1

> set proxy-mode 1

> set proxy-server <protocol> <ip-address> <port>
(e.g. set proxy-server http 12.34.56.78 8080)

> set proxy-server <protocol> <ip-address> <port>
(e.g. set proxy-server https 12.34.56.78 8080)
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The System section of Fortilsolator covers the following:

« Administrators on page 43

« High Availability on page 46
» Certificates on page 51

+ SNMP on page 53

» Settings NEW on page 56

» Login disclaimer on page 56
¢ Upgrade on page 57

« Install package on page 58

Administrators

Accessing the Fortilsolator administration portal

Logging in as administrator

To log in as an administrator:

1. Open a web browser and go to http://<management IP address>, where <management IP address> is the IP
address that you configured for the administrator management portal interface. The default is 192.168.1.99.

m = Fortilsolator

admin

Password

2. Type in your username and password to access the administration portal. For the first login from a fresh installation,
use the default username and password admin/fortinet.

3. If prompted, change the default password to include at least 8 characters covering all of the following categories:
» Uppercase letters (A through Z)
» Lowercase letters (a through z)
» Base 10 digits (0 through 9)
» Non-alphanumeric characters (special characters): '-I"#3%&()*,./;;?@[*_"{|}~+<=>

Fortilsolator 2.4.8 Administration Guide
Fortinet Inc.

43



System

4,

E:E Fortilsolator

Please reset the default password

admin

If you changed the default password in the previous step, click Submit and enter the new password.

5. Click Login. You will be brought to the dashboard of the administration portal.

To log in as an administrator without an administrator password:

1.

For Fortilsolator appliances, ensure you have physical access to the Fortilsolator with a serial number and a
console cable. For Fortilsolator VMs, ensure you have the license number.

2. Use the maintainer account to log into the Fortilsolator console:

e« Account name: maintainer

« Password: bcpb plus the Fortilsolator serial number or license number, for example:
bcprIS*************_

The window for entering the maintainer account name and password is 60 seconds, after
N - /, which you will have to reboot the Fortilsolator to be able to log in again. It is recommended
q that you have the credentials ready in a text editor to copy and paste into the login screen
- when required. There is no indicator of when the time runs out so it might take more than
one attempt to succeed.

Changing the administrator password

To change the administrator password:

1.
2,
3.

In the top-right corner of the administration portal, click the admin username.
Click Change Password.
In the Password field, type the new password with at least 8 characters covering all of the following categories:
» Uppercase letters (A through Z)
» Lowercase letters (a through z)
» Base 10 digits (0 through 9)
» Non-alphanumeric characters (special characters): '-I"#3%&()*,./;;?@[*_"{|}~+<=>
In the Confirm Password field, type the new password again.
Click OK.
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To change the administrator password without an administrator password:

1. For Fortilsolator appliances, ensure you have physical access to the Fortilsolator with a serial number and a
console cable. For Fortilsolator VMs, ensure you have the license number.

2. Loginto the Fortilsolator console using the maintainer account:
o Account name:maintainer

« Password: bcpb plus the Fortilsolator serial number or license number, for example:
bcprIS*************_

The window for entering the maintainer account name and password is 60 seconds, after
N - /, which you will have to reboot the Fortilsolator to be able to log in again. It is recommended
9 that you have the credentials ready in a text editor to copy and paste into the login screen
= when required. There is no indicator of when the time runs out so it might take more than
one attempt to succeed.

3. Reset the administrator password using the admin-pwd-reset command.
4. Reboot the Fortilsolator.

Setting up guest administer account

A guest administor account is an account with read-only access to the administration portal. The guest user can view,
but not edit, the settings and logs in the administration portal.

To set up a guest administer account:

1. Within the administration portal, go to System > Administrators and double-click the guest Administrator row, or
select the guest Administrator row and click Edit.

2. The guest administrator account has a preset username of guest. You must set up a password.
=% Fortilsolator VM

Q  Edit Administrator

@ Dashboard
Administrator: guest
+ Network >
Password:
£+ System 4
Confirm Password:
Administrators

"

Login Disclaimer

Upgrade
& Users >
(£ Policies and Profiles >
Ll Log >

3. Click OKto save and apply the settings.

Fortilsolator 2.4.8 Administration Guide
Fortinet Inc.

45



System
High Availability

High availability (HA) is usually required in a system where there is high demand for little downtime. There are usually
hot-swaps, backup routes, or standby backup units and as soon as the active entity fails, backup entities will start
functioning. This results in minimal interruption for the users.

Architecture

Fortilsolator provides an HA solution whereby Fortilsolator can find other member Fortilsolators to negotiate and create
a cluster, which consists of 2 to 255 Fortilsolator members/nodes configured for HA operation. The cluster works like a

device but always has a hot backup device.

Fortilsolator (Slave)

C~

> Port1
o -
Fortilsolator - HA Cluster
HA1 HA2
\.K_“]"_/’ AR,
Extemal router Switch Switch Internal network
HA1 HA2
* "% Porti

X
%

Fortilsolator (Master)

Configuration

The nodes in the cluster do not have to be the same model (e.g. FIS 1000F, KVM, or ESXi) and their IP addresses can
vary. However, the same firmware must be installed on all nodes and some HA setting (bold in table below) must be the

same.

Al
‘Q' When you use domain names instead of IP addresses in HA mode, make sure your DNS

server has load balancing capabilities. Otherwise, all requests will go to the primary node.

GUI

Under System > HA, configure the following options.

Parameter Description

Enable Specifies whether to enable HA mode for this node.
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Parameter Description

Virtual IP IP for web browsers access from all nodes in the cluster. Only the primary device
has virtual IP address, which is shared among all nodes within the cluster so all
nodes can use this same virtual IP address to access sites. The virtual IP address
must be the same subnet as the internal interface.

In HA mode, web browsers access the virtual IP address in the following modes:
¢ IP Forwarding—The web browser first connects to the virtual IP address of
the primary node which then forwards the request to itself or another node in
the cluster through the internal IP of the recipient node in the cluster, which
can be the primary node itself or a secondary node.

¢ Proxy—The web browser connects to the virtual IP address of the primary
node and keeps communicating with the primary node, which then connects
to a node (can be the primary node itself) on its internal IP through web
socket connection. The web browser then runs the session on that node.

Priority Priority of the node indicated with an integer between 0 to 254, where 0 means the
highest priority.
You must assign a unique priority ID to each node. The node with the highest
priority ID automatically becomes the primary device of the HA cluster.

Group Id A unique number to identify the cluster. One Group ID number represents one
cluster, while different Group ID numbers represent different clusters. Group ID
must be an integer between 1 — 255.

Password Password for the group, which protects the cluster from unauthorized access.

Allow Override Specifies whether to allow other nodes to override as a primary node when this
node is primary. This option does not take effect when the node is secondary.

Group IP IP multicast in the range of 224.0.0.0 and 239.255.255.255.
Group Port Port of the group IP address.
Schedule Type  round robin—Send URL requests can to all member nodes in circular order

one by one. All handlings have equal priority.

» weighted round robin: Round robin scheduling with a fixed number as
configured weight which allows member nodes to deal with more than one
URL requests in one circular order.

FQDN Full qualified domain name of the HA cluster, which is a combination of the host
name and domain name. When defined, you can log into the Fortilsolator using
the FQDN instead of the IP address of the HA cluster.

For example, if the host name is fisisolator and the domain name is
ddns.com, the FQDN willbe fisisolator.ddns.com. See Changing host
name on page 31 and Changing domain name on page 31.

Interface Name Name of the network interface for network traffic, such as the heartbeats to detect
whether the member nodes are alive, and communication among all member
nodes within the cluster.
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Parameter Description

Lost Threshold Maximum number of successive heartbeat packets that can be missed from other
nodes within the cluster. The HA cluster fails as soon as the number of successive
missing packets exceeds Lost Threshold.

Hello Holddown Duration (in seconds) of the transition from HA in Hello state to HA in work state.
This parameter accepts integers between 5 - 300.

Interval Duration (in seconds) between two successive packets.

The following is an example of an HA cluster setup. After you apply the HA settings, reboot the Fortilsolator and close all
existing tabs before opening new ones to avoid any web page display issues.

HA Settings

‘ @ Note: HAwill restart after the HA settings are changed

Enable:

<]

Virtual IP:
~— Cluster Settings

Password: : Change
Allow Override: @]

Group IP:

Group Port:

Schedule Type:

mgmt v ‘ 10 ‘ ‘5 | ‘ 10 |

To verify HA cluster information, go to the Dashboard of the GUI and check the HA Cluster Information section. See
example below.

== HA Cluster Information =
Priority IP Addresses Running Sessions

Primary Node (1):

67 172.30.156.67 0

Secondary Nodes (21):

68 172.30.156.68 0

69 172.30.156.69 0

72 172.30.156.72 0
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CLI

To configure HA from CLI:

set ha-enabled 1

set ha-virtual-ip 172.30.157.99
set ha-priority 2

set ha-group-id 31

set ha-interface mgmt

set ha-password password

To verify HA cluster Information from CLI:

show ha-all
enabled : Enabled
gid : 11
lost-threshold : 10
interval : 10
holddown : 5
priority : 68
allow-override : O
schedule : Round Robin
vip : 172.30.157.99
password : ffffl8ff28ff38ffff60ff3678ff2e03
interface : mgmt
ha-group-ip : 239.0.0.1
ha-group-port : 5001

Cluster Information
Number of Machine : 4

Primary node
(Primary) IP Priority running session
172.30.157.67 : 67 0

Secondary node Priority running session
172.30.157.68 : 68 0
172.30.157.69 : 69 0
172.30.157.72 : 72 O

Database

Fortilsolator saves the following HA-related information and configuration in an internal database:

« User groups on page 66
« Profile on page 68

« Web Filter profile

« |ICAP Profile
Default policy on page 79
o Agentserver
» Polling server
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By default, Fortilsolator saves the information in an internal database on the primary node, which gets synchronized to
the database of all secondary nodes each time the primary node has changes. Each secondary node then reads from its
own local database. To avoid the performance overhead of multiple databases running concurrently, you can setup a
dedicated database server for the whole system:

1. Configure a node to be the dedicated database server by running the set remote-database-enabled 1
command.

2. Connect to the dedicated database server by running the set database-server <server IP> 6397
<server name> <server password>command on each node thatyou wantto connect to the database.

3. Verify the server connection by running the show database-server command.

Batch Upgrade

Fortilsolator supports batch upgrade in HA mode. Upgrading one Fortilsolator appliance or VM in the cluster
automatically batch upgrades all Fortilsolator appliances or VMs in the cluster. Each appliance or VM automatically
reboots after it gets upgraded. The appliance or VM that triggers the batch upgrade is upgraded last. The reboot might
take a few minutes.

For more information about how to upgrade a Fortilsolator appliance or VM, see Upgrade on page 57.

License sharing

Fortilsolator allows licenses to be shared among all members of the same HA setup. A license file can be uploaded from
any member and will then be applied to the entire HA setup. Each license is entitled with a certain number of sessions.
All session entitlements within the HA setup are shared and split among the members, depending on when the session
limit is reached. For example, for an HA setup of five members with a total entitlement of 500 sessions, the 500 sessions
are shared among the members and each member can have up to 500 sessions.

Configuring maximum number of sessions

To optimize license usage and ensure fair distribution of sessions among the members, you can configure a limit for the
number of sessions allowed for each user or IP address.

To configure the limit in the GUI:

Use the following options under Policies and Profiles > Default Policy:

o Max Session Per User: assigns a session limit to each local user.
o Max Session Per IP: assigns a session limit to each unique IP address.

To configure the limit in the CLI:

Default policy:
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e set default-policy-max-session-per-ip 100

e set default-policy-max-session-per-user 100

User-created policy:
e set policy-max-session-per-user policy name 100

e set policy-max-session-per-ip policy name 100

Certificates

Use this page to manage the following types of certificates:

» Self-signed SSL certificates for a specific server or website, often used for an internal enterprise network
 Certificates used between Fortilsolator and FortiProxy or SAML servers

For information about Fortilsolator certificates required for access to the Fortilsolator from the browser, see Fortilsolator
certificates on page 33.

To import a certificate:

Go to System > Certificates. The page shows the types of certificates that you can import.
Click Import in the toolbar. The Import Certificate page opens.

Specify Certificate Name.

Under Type, select the type of certificate you are importing.

P obN-=

Certificate Description

Type

SAML_CERT SAML Certificate Certificate for single-sign-on which is created in
LDAP Server > SAML Server.

SELF SIGNED CAROOT CERT  Self Signed CA This option allows the user to upload a self-signed CA
root Certificate root Certificate, which is the origin of a certificate chain
that all subordinate certificates stem from. A root_ca.crt
file should be uploaded here.

The certificate chain must be
complete for the certificate to
&S : & work. You must also upload the
9 relevant subordinate certificates
— under the
INTERMEDIATE CA CERT
option.
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o a

Option

INTERMEDIATE CA CERT

SELF SIGNED SERVER CERT

Certificate

Type

Intermediate
CA Certificate

Self-signed
Server
Certificate

Description

This option allows the user to upload subordinate
certificates of the root certificate on the Fortilsolator.
Subordinate certificates must be uploaded along with
the trusted root certificate (root ca.crt)and upper
level subordinate certificates (sub_ca.crt)inthe
certificate chain, along with the key files (sub_ca. key)
if necessary. When the certificate chain is complete,
which means the root certificate and all relevant
subordinate certificates are uploaded, the user only
needs to import the lowest level subordinate certificate in
the browser.

A standalone certificate used by the original issuer to
verify if a site is legitimate.

Enable the PKCS12 Format checkbox if it is a PKCS12 certificate.
Click Choose File to upload a certificate file.

Only “Base-64 encoded X.509 (. cer)” format certificates are supported.

© ® N

Click Choose file to upload a key file.
Enter the password of the certificate.
Click OK to return to the certificates list.

10. (Optional) Select the row of the certificate type and click View to verify the certificate details.

To delete a certificate:

Ao bdhd-=

Go to System > Certificates.
Select the certificate you need to delete.
Click Delete in the toolbar.
Click OK in the confirmation dialog box to delete the selected certificate.

A\,

certificate is available.

‘Q' The Isolator CA Certificate is built-in and cannot be deleted. It takes effect when no local

To assign a certificate to user’s profile:

Ao bdh-=

Go to Policies and Profile > Profile.
Select Isolator profile and Edit.

On the bottom of the page, next to Certificates, select the certificate that you just imported and click OK.
Go to Policies and Profile > Default Policy, select the profile for Default Isolator Profile, and click OK.

A\,

subordinate certificates, the root certificate and all subordinate certificates must be imported
into the Fortilsolator and selected in the user’s profile.

sq, If a self-signed SSL certificate is a certificate chain that contains a root certificate and
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SNMP

SNMP enables Fortilsolator administrators to monitor hardware on client’s network.

An admin user can configure the hardware, such as the Fortilsolator SNMP agent, to report system information and send
traps (alarms or event messages) to SNMP managers. SNMP traps alert admin users to events that happen, such as the
session limit is about to reach.

The Fortilsolator SNMP implementation is read-only. SNMP managers have read-only access to Fortilsolator system
information through queries, and can receive trap messages from the Fortilsolator unit.

SNMP configuration

Before a remote SNMP manager can connect to the Fortilsolator SNMP agent, configurations must be made on
Fortilsolator interface and community string in order to accept SNMP connections.

To configure a Fortilsolator interface and Community string to accept SNMP connections in the
GUI:

Go to System > SNMP.

Under interface dropdown list, select an interface.

In the Community box, enter SNMP community string.
Click OK.

SNMP Configuration

o bd-=

interface [ mgmt V}

Community ‘ﬁs-pub”c ‘

To configure a Fortilsolator interface to accept SNMP connections in the CLI:

set snmpd-interface <internal |external |mgmt|ha>
set snmpd-interface mgmt

To configure a Community string to accept SNMP connections in the CLI:

set snmpd-community <fis community>
set snmpd-community fis_public
File: /var/log/syslog/snmpd.conf
rocommunity fis_public default -V systemonly

To configure SNMP traps:

e For SNMP v1 and v2:
set session-threshold [1-100]
set session-threshold 5
set trap-host-ip <host-ip>
set trap-host-ip 192.168.1.100
set trap-host-community <host-community>
set trap-host-community public
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File: /etc/snmp/ snmptrapd.conf
authCommunity log,execute,net public

e For SNMP v3:

set

set

set

set

set

set

set

To configure SNMP server, include these settings in SNMP . conf files:

session-threshold [1-100]
set session-threshold 5
trap-host-ip <host-ip>
set trap-host-ip 192.168.1.100
trap-host-community <host-community>
set trap-host-community fis_public
File: /etc/snmp/ snmptrapd.conf
authCommunity log,execute,net fis public
snmpd-v3-user <user name> <disabled | enabled>
set snmpd-v3-user fis user 1
snmpd-auth-method-pwd <1|2 MD5|SHA> <auth password>
set snmpd-auth-method-pwd 1 password
snmpd-trap-enable <disabled | enabled>
set snmpd-trap-enable 1
snmpd-trap-event <event num> <0|1 disabled | enabled>
0: CHECK SESSION THRESHOLD
1: MGMT IP OFF DAYS
set snmpd-trap-event 1 1

e For SNMP v1 and v2:
> cat /etc/snmp/snmp.conf
mibs +ALL

> cat /etc/snmp/snmpd.conf
rocommunity fis_public default -V systemonly

> cat /var/log/syslog/snmptrapd.conf
authCommunity log,execute,net public

e For SNMP v3:
> cat /etc/snmp/snmp.conf
mibs +ALL

> cat /etc/snmp/snmpd.conf
rocommunity fis_public default -V systemonly

> cat /var/log/syslog/snmptrapd.conf
authCommunity log,execute,net fis_ public

authUser log,execute,net fis user auth
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Example results from SNMP traps:

e For SNMP v1 and v2:
> tail -f /var/log/syslog | grep snmp

Apr 14 15:07:00 bigdata snmptrapd([32688]: 2021-04-14 15:07:00 <UNKNOWN> [UDP: [FIS
IP]:56623->[SNMP_ Server IP]:162]:#012DISMAN-EVENT-MIB: :sysUpTimelInstance =
Timeticks: (1460730) 4:03:27.30#011SNMPv2-MIB: :snmpTrapOID.0 = OID: FORTINET-
FORTIISOLATOR-MIB: :fisTrapSessOverThreshold#011FORTINET-FORTIISOLATOR-
MIB::fisSessUsage = INTEGER: 5

Apr 14 15:07:00 bigdata snmptrapd([32688]: 2021-04-14 15:07:00 <UNKNOWN> [UDP: [FIS
IP]:56623->[SNMP_Server IP]:162]:#012DISMAN-EVENT-MIB::sysUpTimelInstance =
Timeticks: (1460730) 4:03:27.30#011SNMPv2-MIB: :snmpTrapOID.0 = OID: FORTINET-
FORTIISOLATOR-MIB: :fisTrapSessOverThreshold#011FORTINET-FORTIISOLATOR-
MIB::fisSessUsage = INTEGER: 5

o For SNMP v3:
> sudo snmptrapd -C -c /etc/snmp/snmptrapd.conf -f -Dusm -Lo

registered debug token usm, 1
Log handling defined - disabling stderr

usmUser: created a new user fis user at 80 00 1F 88 80 92 69 F2 3A F8 B8 E9 62 00 00 00
00

NET-SNMP version 5.7.3 AgentX subagent connected
NET-SNMP version 5.7.3

usm: USM processing begun...

usm: match on user fis user

usm: Verification succeeded.

usm: USM processing completed.
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2022-08-04 16:28:10 <UNKNOWN> [UDP: [172.30.157.35]:34557->[172.30.157.208]:162]:
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (17079281) 1 day, 23:26:32.81 SNMPv2-
MIB: :snmpTrapOID.0 = OID: SNMPv2-SMI::enterprises.12356.199.2.0.101 SNMPv2-

SMI::enterprises.12356.199.6.2.2 = INTEGER: 9
usm: USM processing begun...
usm: match on user fis user
usm: Verification succeeded.

usm: USM processing completed.
2022-08-04 16:29:10 <UNKNOWN> [UDP: [172.30.157.35]:41908->[172.30.157.208]:162]:

DISMAN-EVENT-MIB: :sysUpTimeInstance Timeticks: (17085283) 1 day, 23:27:32.83 SNMPv2-
MIB: :snmpTrapOID.0 = OID: SNMPv2-SMI::enterprises.12356.199.2.0.101 SNMPv2-

SMI::enterprises.12356.199.6.2.2 = INTEGER: 9

Settings -NEW

Use the Settings tab to disable proxy mode at a global level on the Fortilsolator:

E:E Fortilsolator VM

Q System Settings

@ Dashboard =
| O Disable Proxy mode]

"I" Network >

i#* System &

Administrators
HA
Certificates
SNMP

Alternatively, use the disable proxy command under system settings in the CLI.

Login disclaimer

To configure the login disclaimer:

1. Goto System > Login Disclaimer.
2. Enterdesired disclaimer and check the box next to Show disclaimer on login if you would like the disclaimer to be

displayed to the end user upon logging in.
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22 Fortilsolator VM

Q Login Disclaimer
@ Dashboard

Disclaimer: PREWARNINGWARNINGWARNINGWARNING
4 Network > This is a private computer system. Unauthorized access or
| ) B - use is prohibited and subject to prosecution and/or
U disciplinary action. All use of this system constitutes consent
Administrators to monitoring at all times and users are not entitled to any
expectation of privacy. If monitoring reveals possible
HA evidence of violation of criminal statutes, this evidence and
Certificates any other related information. including identification
information about the user, may be provided to law -
SNMP enforcement officials. If monitoring reveals violations of
Login Disclaimer [ Show disclaimer on login
Install Package
Diagnose
& Users >
[# Policies and Profiles >
Ll Log >

Upgrade

This section the following ways to upgrade Fortilsolator firmware:

» Upgrade the firmware by GUI (Web and USB)
» Upgrade the firmware by CLI

NP In High Availability on page 46 mode, upgrading one Fortilsolator appliance or VM
‘Q' automatically batch upgrades all Fortilsolator appliances or VMs in the cluster. Each appliance
- or VM automatically reboots after it gets upgraded. The appliance or VM that triggers the batch

upgrade is upgraded last. The reboot might take a few minutes.

To upgrade the firmware by web

This feature applies to both Fortilsolator hardware appliances and Fortilsolator VMs.

1. Log into the Fortilsolator GUI as the admin administrative user.
2. Goto System > Upgrade.

3. Under Upgrade by Web, click Choose File and locate the previously downloaded firmware image file. See Upgrade
information for instructions about downloading the upgrade firmware.

4. Under Start Hour, select the hour when Fortilsolator starts the upgrade process. Selecting immediate triggers the
upgrade immediately.

5. Click Submitto upgrade the firmware.

The Fortilsolator unit backs up the current configuration, upgrades to the new firmware version, restarts it, and restores
the backed up configuration. This process takes a few minutes.
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To upgrade the firmware by USB device

This feature only applies to Fortilsolator hardware appliances, such as Fortilsolator 1000F.
1. Log into the Fortilsolator GUI as the admin administrative user.

2. Goto System > Upgrade.

3. Under Upgrade by USB, click Click here and locate the previously downloaded firmware image file that stored in
USB device.

4. Click Submitto upgrade the firmware.

To upgrade the firmware in CLI

This feature applies to both Fortilsolator hardware appliances and Fortilsolator VMs.

1. Log into the Fortilsolator CLI as the admin administrative user.

2. Run the following command to install the firmware image from a server:
system-upgrade {tftpl|ftp} <path> <server> [:<port>] [<user>:<password>]

s‘é’, For Fortilsolator hardware appliances, you can also install the firmware image from a USB

device that contains the previously downloaded firmware image by inserting the USB and
running the system-upgrade command.

The Fortilsolator unit copies the new firmware image from the server or USB device to local hard disk, backs up the
current configuration, and performs upgrade to the new firmware version. This process takes a few minutes. After the
upgrade, the system reboots and deletes the firmware image from local disk.

Install package

While you can view PDF (.pdf), TXT (. txt), and PNG (.png) files without downloading the actual file, you must
manually install an additional package to view the following Microsoft Office document types without downloading the
actual file:

e Word (.doc, .docx)
o Excel(.x1s, .x1sx)
o PowerPoint (.ppt)

By default, the package is not installed, which is indicated in the Applications Information section in the dashboard.

== Applications Information ~

iﬂrn]plplication to View Files SRl

ortilsolator
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To install the package for viewing Microsoft Office document types without downloading the
actual file:

1. Downloadthe office-1.5.zip package by following the instructions here.
2. |Install the package:

a. Goto Fortilsolator GUI > System > Install Package.

b. Click Choose File.

c. Select the package file you downloaded in step 1.

d. Click Submit.

3. After the installation is complete, verify the Applications Information section shows office installed, version:latestin
the dashboard.

== Applications Information 4]

Aplplication to View Files
in

S office installed, version:latest

In HA mode, by default, you must install the package on each node where you want to view Microsoft Office document
types without downloading the actual file. To avoid installing the package on multiple nodes, you can set an appliance or
VM to be the dedicated file server for opening those document types by running the set office-server-ip
<internal IP>command,which allows you to open those document types without downloading the actual file on all
nodes as long as the package is installed on the server node. Setting a dedicated file server also improves system
performance.

Sample view of a Microsoft Office document in Fortilsolator:

File Name
seal xlsxslex | SCANNED:100%

this is test file

Name location

Ada Sunnyvale
Benny San Francisco
Cindy New York
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Users

Covers the Users section of Fortilsolator.

In Users, you can create new users for clients to browse websites, control the client users with user groups, or connect to
LDAP servers to allow user accounts on the remote authentication servers to browse websites through the Fortilsolator

unit.

All'local users can be assigned to one or more user groups. Each user group can associate with one policy. Each policy
can associate with Isolator profile, Web Filter profile, and/or ICAP profile. Thus, by assigning individual users to the
appropriate user groups you can control how each user accesses websites and what they can browse.

To define local users, user groups, or LDAP servers, you can do the following:

» Create local users to access websites through Fortilsolator unit.

» Assign local users to groups with associated with a policy.

» Configure LDAP servers to allow user accounts on the remote servers to access websites through Fortilsolator.

LDAP servers

LDAP is an Internet protocol used to maintain authentication data that can include departments, people, groups of
people, passwords, email addresses, and printers. LDAP consists of a data-representation scheme, a set of defined
operations, and a request/response network.

Fortilsolator uses Windows AD server with LDAP enabled and applies Fortinet Single Sign On Agent to authenticate
users on remote servers when accessing websites through Fortilsolator.

To manage LDAP servers on Fortilsolator, go to Users > LDAP Server.

Create or edit a LDAP server

To add a new LDAP server:

1. Goto Users > LDAP Server.

2. Select Create New from the toolbar. The Create New Server page opens.
3. Select Agent Serverfrom the dropdown list. Configure the following accordingly:

Agent Server

Id

Enable

IP Address
Port

Password
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IP Address of LDAP server

Port number of FSSO Agent on LDAP server
Password of FSSO Agent on LDAP server
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Create New Server : Step 2

Id 1
Enable v
IP address 12.34.56.78
Port 8000
Password sesnse
Confirm Password CTTTTTY
Server Type

4. Click OK.

5. The Fortilsolator checks the connection. The connection must be successful for the FSSO Agent server to work.

Fortinet Single Sign On (FSSO) agent server configuration

22 Fortinet Single Sign On Agent Configuration - X
[ Monitoring user lagon events Support NTLM authentication Collector Agent Status: RUNNING
Listening ports Cormon Tasks
FortiGate: 8000 FortiGate S5L: 8001 DC Agent: (6002 Shom Service Status
LT Show Monored DCs
Loglevel [l | Log e size miMB}
Show Logon Users
[(JLog logon events in separate logs View Logon Event
Select Domains To Monitor
Authentication
() Require authenticated connection from FortiGate Password: = 800088 Set Directory Access Information
Timers Set Group Filters
‘workstation werify interval [minutes): 5 -
Dead entry timeout interval [minutes]: 480 SR
IP address change verify interval [seconds) B0 | Sync Configuration With Other Agents
[ Cache uger group lookup result 5 5
Cache expire in (minutes): 50 Cleat Gioup Cache Export Configuration

Advanced Settings Savebclose Apply Defait Help

SAML servers

Security Assertion Markup Language (SAML) is an open standard for exchanging authentication and authorization data
between one Identity Provider (IdP) and one or more Service Providers (SP). Both parties exchange messages using the
XML protocol as transport.

Fortilsolator can integrate with FortiAuthenticator to provide SAML authentication logins with the user identity
information that is requested from a third-party Identity Provider (I1dP).

In this scenario, the FortiAuthenticator acts as a Service Provider to request user identity information from IdP.
Fortilsolator can then use this information to sign the user on transparently based on what information the IdP sends.

There are two parts of the setup:

1. Setup in FortiAuthenticator on page 62
2. Setupin Fortilsolator on page 64
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Setup in FortiAuthenticator

1. Go to FortiAuthenticator > Authentication > SAML IdP > Service Providers > Create New.
2. Configure the following:

SP Name
IdP prefix

Server
Certificate

SP Entity ID

SP ACS (login)
URL

SP SLS (logout)
URL

Authentication
method

-
System >
Authentication v

& User Account Policies >
& User Management N
& Self-service Portal >
"&’ Portals »
&& Remote Auth. Servers >
& RADIUS Service >
& LDAP Service >
& OAuth Service S
General

Replacement Messages
Service Providers

E.3 FAC Agent
Fortinet SSO Methods

v

Monitor

Certificate Management

¥ v v v

Logging

Name of the Service Provider
Generate Prefix

Fortinet_ CA1_Factory

http://<Fortilsolator ip or
FQDN>/isolator/saml_
metadata

https://<Fortilsolator ip or
FQDN?>/isolator/saml_acs

https://<Fortilsolator ip or
FQDN>/isolator/saml_sls

¢ Forthe Fortilsolator IP, use the external
IP if the Fortilsolator is set up with one.
Otherwise, use the internal IP.

The Fortilsolator FQDN is a combination
of the host name and domain name. For
example, if the host name is
fisisolator and the domain name is
ddns . com, the FQDN will be
fisisolator.ddns.com.

Password-only authentication

=" = FortiAuthenticator VM FAC-VMTM21006705

Edit SAML Service Provider

3. Click OK.

SP name:

IdP prefix:

Server certificate:

IdP address: