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About FortiSandbox VM on KVM

FortiSandbox VM is a 64-bit virtual appliance version of FortiSandbox. It is deployed in a virtual machine environment.
After you deploy and set up the virtual appliance, you can manage FortiSandbox VM via its GUI in a web browser on your
management computer.

This guide assumes that you have a thorough understanding of virtualization servers and terminology, and you know
your VM server configuration.

This document provides information about deploying a FortiSandbox VM in Linux KVM server environments.
This guide covers instructions on how to configure the virtual hardware settings of the virtual appliance.

This guide does not cover configuration and operation of the virtual appliance after it has been successfully installed and
started. For that information, see the FortiSandbox Administration Guide in the Fortinet Document Library.

Licensing

Fortinet offers the FortiSandbox in a stackable license model so that you can expand your VM solution as your needs
grow. For information on purchasing a FortiSandbox license, contact your Fortinet Authorized Reseller, or visit
https://www.fortinet.com/how_to_buy/.

For more information, see the FortiSandbox product data sheet at
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf.

After placing an order for FortiSandbox VM, Fortinet sends a license registration code to the email address in the order.
Use that license registration code to register the FortiSandbox VM with Customer Service & Support at
https://support.fortinet.com.

After registration, you can download the license file. You need this file to activate your FortiSandbox VM. You can
configure basic network settings using CLI commands to complete the deployment. When the license file is uploaded
and validated, the CLI and GUI will be fully functional.

FSA-VM and FSA-VMO00

The VM model available to order is FSA-VMO0O, which replaces previous FSA-VM model.

For previous FSA-VM models, its base license contains four Windows license keys to activate four different Windows
VM in the base VM package. Users can purchase 50 more Windows license keys to allow the unit to run at most 54
Windows clones.

) ! /. The serial number of FSA-VM model starts with FSA-VM. Starting from Q3, 2017, the licenses
? for this model are no longer available for purchase. However, user can still upgrade the
- existing installations with new firmware releases.
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About FortiSandbox VM on KVM

For the new FSA-VMOO models, the base license does not contain a Windows license key. Users can purchase the
needed Windows license keys to activate enabled Windows VMs. For example, if the user only wants to use Window 8
VMs, the user can purchase Windows 8 license keys. The maximum allowed Windows clones for FSA-VMO00 model is

eight. The serial number for FSA-VMO00 models starts with FSAVMO.
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Preparing for deployment

Prepare for deployment by reviewing the following information:

e Minimum system requirements on page 6
« Registering your FortiSandbox VM

o Deployment package for KVM on page 8
« Downloading deployment packages

Minimum system requirements

Prior to deploying the FortiSandbox VM virtual appliance, KVM must be installed and configured.

FortiSandbox VM has specific CPU requirements: Intel Virtualization Technology (VT-x/EPT)
or AMD Virtualization (AMD-V/RVI).

Enter the BIOS to enable Virtualization Technology and 64-bit support.
Detailed information can be found at https://communities.vmware.com/docs/DOC-8970.

Ensure you meet the following prerequisites before installing FortiSandbox VM:

» A compatible Linux distribution, such as Ubuntu 16.04 with Kernel 4.6.7 and later and the gemu-kvm 2.5 and later
packages, or CentOS 7.2 with Kernel 4.1.12 and later and the gemu-kvm 2.3 and later packages.

« virt-manager is installed on the management computer.

When configuring your FortiSandbox hardware settings, use the following table as a guide with consideration for future

expansion.
Technical Specification Details
Hypervisor Support VMware ESXi
Microsoft Hyper-V Windows server 2016 and 2019
Kernel Virtual Machine (KVM)
HA Support FortiSandbox 2.4 or later
Virtual CPUs (min / max) 4 / Unlimited
Fortinet recommends four virtual CPUs plus the number of VM clones.
Virtual Network Interfaces 6
Virtual Memory (min / max) 16GB / Unlimited
Fortinet recommends a minimum of 16GB for up to 5 clones.
For more clones, use 3GB per Windows VM clone + 1GB. For example, 8 clones
require at least 25GB (3GB x 8 clones + 1GB).
Virtual Storage (min / max) 200GB/16TB

Fortinet recommends at least 1TB for a production environment.
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Preparing for deployment

Registering your FortiSandbox VM

To obtain the FortiSandbox VM license file you must first register your FortiSandbox VM with Fortinet Customer Service
& Support.

To register your FortiSandbox VM:

1.

Log in to the Fortinet Customer Service & Support portal using an existing support account or select Create an
Account to create a new account.

In the toolbar select Asset > Register/Renew. The Registration Wizard opens.

Enter the registration code from the FortiSandbox VM License Certificate that was emailed to you, then select Next.
The Registration Info page is displayed.

Enter your support contract number, product description, Fortinet Partner, and IP address in the requisite fields,
then select Next.

As a part of the license validation process FortiSandbox VM compares its IP address with

in order for the system to validate the change and operate with a valid license.

The Customer Service & Support portal currently does not support IPv6 for FortiSandbox
VM license validation. You must specify an IPv4 address in both the support portal and the
port management interface.

the IP information in the license file. If a new license has been imported or the
FortiSandbox VM’s IP address has been changed, the FortiSandbox VM must be rebooted

On the Fortinet Product Registration Agreement page, select the checkbox to indicate that you have read,
understood, and accepted the service contract, then select Next to continue to the Verification page.

The verification page displays the product entitlement. Select the checkbox to indicate that you accept the terms
then select Confirm to submit the request.

From the Registration Completed page you can download the FortiSandbox VM license file, select Register More to
register another FortiSandbox VM, or select Finish to complete the registration process.

Select License File Download to save the license file (.11 c) to your management computer. See Uploading the
license file on page 16 for instructions on uploading the license file to your FortiSandbox VM via the GUI.

Editing FortiSandbox VM IP addresses

To edit the FortiSandbox VM IP address:

1.
2,
3.

In the toolbar select Asset > Manage/View Products to open the View Products page.
Select the FortiSandbox VM serial number to open the Product Details page.

Select Edit to change the description, partner information, and IP address of your FortiSandbox VM from the Edit
Product Info page.

Enter the new IP address then select Save.

You can change the IP address five (5) times on a regular FortiSandbox VM license. There
is no restriction on a full evaluation license.

FortiSandbox 4.2 Install Guide for KVM
Fortinet Inc.


https://support.fortinet.com/
https://support.fortinet.com/
https://support.fortinet.com/

Preparing for deployment

5. Select License File Download to save the license file (.11c) to your management computer. See Uploading the
license file on page 16 for instructions on uploading the license file to your FortiSandbox VM via the GUI.

Deployment package for KVM

FortiSandbox deployment packages are included with firmware images on the Customer Service & Support site.

e FSA KVM-vxxx-buildOxxx-FORTINET.out: Download this firmware image to upgrade your existing
FortiSandbox installation.

e FSA KVM-vxxx-buildOxxx-FORTINET.out.kvm.zip: Download this package for a new FortiSandbox VM
installation on KVM.

The out . kvm. zip file contains:

e image.out.gcow?2: The FortiSandbox VM firmware.
e datadrive.gcow2: The datadrive.
o fsa-kvm. sh: The installation script for easy installation.

For more information see the FortiSandbox VM datasheet available on the Fortinet web site,
https://www.fortinet.com/products/fortisandbox/advanced-threat-protection-appliances.html.

792466 System Settings Dashboard's widgets did not display properly and must be adjusted manually

791657 FortiView: The data can't be shown in list for"Top Cloud Applications" and"Top Cloud Users" if select All
Devices.

Downloading deployment packages

Firmware images FTP directories are organized by firmware version, major release, and patch release. The firmware
images in the directories follow a specific naming convention and each firmware image is specific to the device model.

\y
‘Q' You can download the FortiSandbox Release Notes and FortiSandbox and Fortinet core MIB
files from this directory.

l\ Download the . out file to upgrade your existing FortiSandbox VM installation.

To download the firmware package:

Log into the Customer Service & Support site.

From the Download dropdown list, select VM Images to access the available VM deployment packages.
From the Select Product dropdown list, select Other.

Click to download other firmware images, please click here.

A owbdhd-=
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Preparing for deployment

In the Select Product dropdown list, select FortiSandbox.

Click the Download tab and find the deployment package zip file for your product.
To download the file, click the HTTPS link beside the zip file for your product.
Extract the package file to a new folder on your management computer.

® N o a
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Deployment

Before deploying the FortiSandbox VM, install and configure the VM platform so that it is ready to create virtual
machines. This guide assumes you are familiar with the management software and terminology of your VM platform.

You might also need to refer to the documentation provided with your VM server. The deployment information in this
guide is provided as an example since there are different ways of creating a virtual machine, such as command line
tools, APls, alternative graphical user interface tools.

Before you start your FortiSandbox VM appliance for the first time, you might need to adjust virtual disk sizes, networking
settings, and CPU configuration. The first time you start FortiSandbox VM, you have access only through the console
window of your VM server environment. After you configure one network interface with an IP address and administrative
access, you can access the FortiSandbox VM GUI. See Enabling GUI access on page 15.

Deploying FortiSandbox VM on KVM

Once you have downloaded the FSA KVM-vxxx-buildOxxx-FORTINET.out.kvm. zip file and extracted files, you
can create the virtual machine in your KVM environment.

Creating the virtual machine

The easiest way to create the virtual machine is to execute the £sa-kvm. sh script in the shell. You can also install it
manually.

To create the virtual machine:

1. Launch the Virtual Machine Manager (virt-manager) on you KVM host server. The Virtual Machine Manager home

page opens.

W8 Virtual Machine Manager - u] X
File Edit WView Help

B o g -

w QEMU/KVM

FortiSandbox-VvM
Shutoff

FortiSandbox-VM-A
Shutoff

2. Select Create a new virtual machine from the toolbar. The Create a new virtual machine dialog opens.
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Deployment

3. Select Import existing disk image, then click Forward.

m Create a new virtual machine

Connection: QEMU/KVM

Choose how you would like to install the operating system

_J) Local install media (IS0 image or CDROM)
_) Network Install (HTTP, HTTPS, or FTP)

) Network Boot (PXE)

®) Import existing disk image

Cancel Back Forward

4. Provide the storage path and select the OS.
a. Enter the full path to extract the image . out . gcow? file or click Browse.

¢ Ifyou copied the fileto /var/1ib/libvirt/images, it will be shown on the right.

¢ If you saved it elsewhere on the server, select Browse Local to find it.
b. Choose Generic default for the OS and click Forward.

m Create a new virtual machine

Provide the existing storage path:

J/vmfisosfimage.out.qcow?2 Browse...

Choose the operating system you are installing:

Q, Generic default x|

Cancel Back Forward

FortiSandbox 4.2 Install Guide for KVM
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Deployment

5. Specify the amount of memory and the number of CPUs to allocate to this VM, then click Forward.
A minimum of 8 GB of memory and two CPUs are required for the VM. Fortinet recommends that the number of CPU
cores be four more than the number of Windows VMs, and 3GB of RAM per Windows VM.

wa MNew VM@localhost.localdoma >

m Create a new virtual machine

Choose Memory and CPU settings:

Memory: | 8196 — + L
Up to 193053 MiB available on the host I

CPUs: | 4] - 4+ 3

Up to 56 available ]

Cancel Back Forward

6. Inthe Ready to begin the installation dialog:
a. Inthe Name field, enter the name of your VM.
b. Select Customize Configuration before install.
c. Select the correct interface for the Network Selection field.

wa New VM@localhost.localdomain x

m Create a new virtual machine

Ready to begin the installation

Name: I FORTISANDBOX_VM|

0S: Generic default
Install: Import existing OS image
Memory: 8196 MiB
CPUs: 4
Storage: /vm/isos/image.out.qcow2

4 Customize configuration before install

« Network selection

Bridge bridge0: Host device vnet4 =

Cancel Back Finish
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Deployment

d. Click Finish. The Virtual Machine Manager opens.

¥ FORTISANDBOX_VM on QEMU/KVIM *

g}': Begin Installation 6 Cancel Installation

Az Basic Details

{:} CPUs Name: FORTISANDBOX_WVM
== Mermory uuID: 204f0f11-62d2-4010-9707-95c90c025000
= Boot Options Status: B8 shuteff (Shutdown)
| DEDisk 1 Title:

IDE CDROM 1 0 Description:

NIC :¢5:5¢:55
IJ Mouse
! Display Spice

d:ich Hypervisor Details

i joun | he Hypervisor:  KWVM
e Console . Architecture: x86_64
e Channel spice Emulator: Jusrjbinfkvm-spice
Bl video oxL Firmware: Blos - @
m Controller USB s BT
-@- USB Redirector 1
-@- USB Redirector 2

Add Hardware Cancel Apply

[} . . .
S’ Before powering on your FortiSandbox VM you must configure the CPUs to copy the
q host configuration, and add a local hard drive of at least 200GB and at least two more
- network interfaces.

7. Click CPUs in the navigation pane.
a. Select Copy host CPU Configuration .
b. Click Apply.

‘¥ FORTISANDBOX_VM on QEMU/KVM x

g}': Begin Installation 6 Cancel Installation

Overview (U

Logical host CPUs: 4
M cpus

Current allocation: 2 - |+
== Memory

-+, Boot Options Maximum allocation: | 2 - +

_ IDE Disk 1 Configuration

IDE CDROM 1 + Copy host CPU configuration

| IDE Disk 2
f— » Topology
NIC :bf:66:31
NIC :7a:17:c0

NIC :c0:1c:ce

| Mouse

Display Spice
Sound: ichg
Console
Channel spice
Video QXL
Controller USB
USB Redirector 1

USB Redirector 2

eSAni i/

Add Hardware Cancel Apply
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Deployment

8. Add asecond hard drive:
a. Click Add Hardware > Storage.

' Add Mew Virtual Hardware x

2 Storage

B controller
Network (s Create a disk image for the virtual machine

& Input 2000 — 4+ Gi8
B Graphics
w sound
:E‘ Serial () Select or create custom storage
=4 Parallel I

=E\ Conscle

=E\ Channel

USB Host Device
PCl Host Device Bus type: IDE -
Video

Watchdog » Advanced options
Filesystem

Smartcard

USB Redirection

TPM

RNG

Panic Motifier

648.7 GiB available in the default location

Device type: | [} Disk device -

Cepvpan

Cancel Finish

b. Enter 200 or a larger number in the disk size field, then click Finish. Fortinet recommends making the virtual
disk 1TB or larger.
The disk is created and added to the hardware list as IDE Disk 2.
9. Add more network interfaces:
a. Click Add Hardware > Network.

' Add Mew Virtual Hardware *

_ Storage Network
i controller
Network source: | Bridge brl: Host device sno2 -
Y Input

B Graphics MAC address:  |» | 00:00:00:00:00:00

W Sound
4| serial Device model: Hypervisor default -

=E\ Parallel

=G| console

=E\ Channel

USB Host Device
PCl Host Device
Video
Watchdog
Filesystem
Smartcard

USB Redirection
TPM

RNG

Panic Notifier

cCepvean

Cancel Finish

b. Editthe settings as required, then click Finish to create the interface.
Repeat these steps to create a third interface.
FortiSandbox VM supports up to six network adapters. You can configure network adapters to connectto a
virtual switch or to network adapters on the host computer.
10. Click Begin Installation to create the VM.

Creating Virtual Machine [~ ]

_ The virtual machine is now being created. Allocation of disk

storage and retrieval of the installation images may take a
few minutes to complete.

Creating domain...

The FortiSandbox VM is created and started. See Configuring initial settings on page 15 for information on
configuring your FortiSandbox VM.
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Deployment
Configuring initial settings

Before you can connect to the FortiSandbox VM, configure basic configuration via the CLI console. Then you can

connect to the FortiSandbox VM GUI and upload the FortiSandbox VM license file that you downloaded from the
Customer Service & Support portal.

The following topics are included in this section:

» Enabling GUl access

o Connecting to the GUI

e Uploading the license file

« Installing the Windows VM package

Enabling GUI access

To enable GUI access to the FortiSandbox VM, configure the port1 IP address and network mask of the FortiSandbox
VM.

To configure the port1 IP address and netmask:

1. Inyour hypervisor manager, start the FortiSandbox VM and access the console window. You might need to press
Enterto see the login prompt.
[]

Fie View Pool Sever VM Storage Templotes Tools Help

Q sack - Q) Forwara [Ty Add New Server | BT New Pool £ New Storage ] New WM | (@) Shut Down (3 Reboot. ({J]) Suspend
Search Q| [[@ FSAVM-2.3-0 on ‘xenserver-fortisandbox’ Logged in as: Local root account
B ot XenCenter

General Memory Storage Networking Console Performance Snapshots Search
= [ xenserver-fortisandbox

[£-Y Favi-2.2-0) Click here to create a DVD drive Open 55H Console
[ DVD drives

[ ISO0Repository
fg Local storage
5] Removable storage

tarting FortiSandbox
Detected SN: FSA-UMOOOOOOOEOO
Initializing core processes ...
i zing hard drive devices ...
zing 03 components ...
tializing virtual components for UM model ...
Initializing database ...
Initializing scan components ...
crifying the system ...

[FortiSandbox login:

< >

|ﬂ Infrastructure

.’. Objects

s43 Organization Views

O, saved Searches

M notifications

Send Ctrl+Alt+Del (Ctrl+ Alt+Insert) [ Scale | 57| undock (Alts Shift+U Fullscreen (Ctrl+Enter]
& [ )

2. Atthe FortiSandbox VM login prompt, enter the username admin, then press Enter.
There is no password by default. The system will require you to set a password.

3. Using CLI commands, configure the port1 IP address and netmask with the following command:
set portl-ip <ip address>/<netmask>

4. Configure the static route for the default gateway with the following command:
set default-gw <default gateway>

FortiSandbox 4.2 Install Guide for KVM 15
Fortinet Inc.


https://support.fortinet.com/

Deployment

The Customer Service & Support portal does not currently support IPv6 for
FortiSandbox VM license validation. You must specify an IPv4 address in both

the support portal and the port management interface.

Connecting to the GUI

When you have configured the port1 IP address and network mask, launch a web browser and enter the IP address you
configured for the port management interface. By default the GUI is accessible via HTTPS. At the login page, enter the
user name admin and password, then click Login.

Uploading the license file

Before using the FortiSandbox VM you must enter the license file that you downloaded from the Customer Service &
Support portal upon registration.

To upload the license file:

1. Login to the FortiSandbox VM GUI and find the System Information widget on the dashboard.
2. Inthe VM License field, select Upload License. The VM License Upload page opens.
3. Select Browse, locate the VM license file (.11 c) on your computer, then select OK to upload the license file.
A reboot message will be shown, then the FortiSandbox VM system will reboot and load the license file.
4. Refresh your browser and log back in to the FortiSandbox VM(username admin, no password).
The VM registration status appears as valid in the System Information widget once the license has been validated.

W0 As a part of the license validation process FortiSandbox VM compares its IP address with
‘?' the IP information in the license file. If a new license has been imported or the
- FortiSandbox’s IP address has been changed, the FortiSandbox VM must be rebooted in

order for the system to validate the change and operate with a valid license.

If the IP address in the license file and the IP address configured in the FortiSandbox do
ﬂ not match, you will receive an error message when you log back into the VM.
\ If this occurs, you will need to change the IP address in the Customer Service & Support
I portal to match the management IP and re-download the license file. To change the
management IP address, see Editing FortiSandbox VM IP addresses on page 7

Installing the Windows VM package

Downloading and installing the Microsoft Windows VM package is optional for FortiSandbox VM. For example, you do
not need to install the Windows VM package when you choose to:

» Deploy the unit as Primary or Secondary node of a cluster without doing any dynamic scans on it, or
» Use Windows Cloud VM to do dynamic scans instead of using local VMs.

If you choose to install local Windows VM, there are two types to choose from: Default and Optional.

FortiSandbox 4.2 Install Guide for KVM
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Deployment

Install the default Windows VM package

The default Windows VMs includes two versions:

« Windows 7, 32 bit with SP1 and Microsoft Office installed
« Windows 10, 64bit

To view the VMs after they are installed, go to Scan Policy and Object > VM Settings > Default VMs.

You can install the VMs directly with the CLI, or download it to local FTP or SCP server first and then install it with the CLI
command. For either method, the system must be able to access https:/fsavm.fortinet.net.

To download and install the default Windows VM package directly with the CLI:

fw-upgrade -v -sfsavm.fortinet.net -thttps -f/images/v4.00/VM00 base.pkg

To download the default Windows VM package to a local server and install it:

1. Go to https://fsavm.fortinet.net/images/v4.00/VMOO_base.pkg to download the Windows VM package.

2. Save the package on a host that supports file copy with the SCP or FTP protocol. FortiSandbox must be able to
access the SCP or FTP server.

3. InaCLI console window, use the following command to download and install the package:
fw-upgrade -v -t<ftp|scp> -s<SCP/FTP server IP address> -u<user name> -f<file path>
For example, fw-upgrade -v -tscp -sx.x.x.x —-utest -f/home/test/xxxx

Install Optional Windows VM package

You can install an optional Windows VM to best mimic your environment. For example, if the majority of installations in
your environment are Windows 10 with Office 2016, you can install WIN10016V4 VM.

Available optional VMs are displayed in Scan Policy and Object > VM Settings > Optional VMs. You can download and
install one from the list. The system must be able to access https./fsavm.fortinet.net. For more information, see the Scan
Policy and Object > VM Settings chapter in the FortiSandbox Administration Guide.

Windows Sandbox VMs must be activated on the Microsoft activation server. This is done automatically when a system
reboots after Windows activation keys are uploaded to the unit. For the activation to work, ensure port3 can access the
Internet and the DNS server can resolve the Microsoft activation servers.

Install Windows license key file for newly installed Windows VM

An unused license key for the Windows OS version is required to activate a newly installed Windows VM. For example, a
newly installed Windows 10 VM requires the unit to have one unused Windows 10 license key for activation. If the unit
has no available key for the activation, you can purchase and install the license key file from Fortinet.

Windows license keys are stackable, which means new Windows keys are appended to existing ones and the new
license file contains all ordered keys.

O ! ’, For a VM unit, the number of simultaneously scanned Microsoft Office files is limited by the
? number of installed Microsoft Office license keys. You can purchase extra Microsoft Office
- license keys to improve Office file scan capacity.
FortiSandbox 4.2 Install Guide for KVM 17
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Deployment

For FortiSandbox VM model, you can just purchase Windows license keys for enabled Windows VM only. For example,
if you enable a Windows 7 VM which has Microsoft Office software installed, you only need to purchase one Windows 7
license key and one Microsoft Office key to activate them.

To install a Windows license key file on a Windows VM:

Download the license key file from the Fortinet Customer Service & Support portal.
Log into the FortiSandbox VM GUI and go to Status > Licenses widget.

Click the Upload License & button beside FortiSandbox-VM.

Select the license file on the management computer and click Submit.

o bd-=

The unit will reboot. On reboot, the Windows VM or Microsoft Office is automatically activated on the Microsoft activation

server.
NV A Microsoft Windows key or Office key can only activate one Windows VM. The key cannot be
S L4
9 re-used.
- Make sure to activate the correct Windows VM with the license key, as you will not be able to

use the key again.

Configuring your FortiSandbox VM

Once the FortiSandbox VM license has been validated, you can configure your device. For more information on

configuring your FortiSandbox VM, see the FortiSandbox Administration Guide available in the Fortinet Document
Library.
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Change Log

Change Log

Date Change Description

2022-06-08 Initial release.
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