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Change Log

Change Log

Date Change Description

10/16/2019 Second update, adding deploy FortiADC-VM in an OpenStack environment.
03/28/2018 First update, adding notes to the Important Notes section.

01/19/2018 Initial release.

10/10/2024 Openstack 2023.2 Octavia support.
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Introduction

Introduction

This document discusses the integration of FortiADC with OpenStack, providing detailed instructions on

installing the FortiADC Octavia Driver and Agent on OpenStack, as well as creating virtual load balancers on
FortiADC through the OpenStack Octavia service.

A strong understanding of OpenStack and the Octavia setup is required to successfully install and run the
Fortinet drivers and agents.

For more information about OpenStack, visit:

o OpenStack Community Forum at https://www.openstack.org/community/
» OpenStack Documentation at https://docs.openstack.org/2023.2/index.html
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Implementation

Implementation

FortiADC Octavia driver and agent in OpenStack environment

The diagram below illustrates the implementation of the FortiADC Octavia driver and agent within an
OpenStack environment.

Download and install FortiADC package from GitHub )

Installed in OpenStack Octavia environment

Create load balancer on OpenStack Octavia

Trigger FortiADC driver

FortiADC driver
monitors events

Monitored Events

( Load balancers )( Listeners ) ( Poaols ) (: Members )( Health monitors )

P Send data to ForbiADC Agent via RPC

h
FortADC Agent Modules

(Ccnsu"ne rService) (Emt'ollsr‘.'\b'ker) ( Flows J ( Tasks )
( fadc_api ) ( Monitor Serl.fice) ( Stats Service J

P Synchronize with FortiADC device [
h
FortiADC Configurations

( VDOM )( Real servers ) ( Real server pools )( Virtual servers )( Health checks )

P Configuration created on FortiADC device |«

h

@tavia DB marks load balancer as successfully conﬁngeD
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Deploying a FortiADC-VM instance in an OpenStack environment

Deploying a FortiADC-VM instance in an OpenStack
environment

Deploying a FortiADC-VM instance in an OpenStack environment

1. Creating boot and log images

In Project > Compute > Images, use the Image File options to navigate to Image Details and select the
boot.qcow?2 and data.qcow2 file you extracted from the FortiADC-VM KVM software package. For Format,
select QCOW2-QEMU Emulator.

Create Image

Specify an image to upload to the Image Service
Metadata Image Name®* Image Description

adc-boot

Image Source
Source Type

File
File®
Format*

QCOW2 - QEMU Emulator

Image Requirements

Kernel Ramdisk
Choose an image v Choose an image
Architecture Minimum Disk (GB) Minimum RAM (MB)
0 0

Image Sharing
Visibility Protected
Public Private Yes | No
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Deploying a FortiADC-VM instance in an OpenStack environment

Images

Q | Click here for filters

Displaying 6 items

O Owner Name *
O 2 demo adc-boot
0O 9 demo adc-data

2. Creating Volume

To create the volume FortiADC-VM uses for its boot and log disk, navigate to Project > Volumes > Volumes.
This step may take a while.

Create Volume

Volume Name

ade-boot Description:
Volumes are block devices that can be attached to
Description instances

Volume Type Description:
Ivmdriver-1
% No description available.

Volume Source

Volume Limits

| Image -
Total Gibibytes
Use image as a source
| adc-boot (72.3 MB) . | Number of Volumes
Type
lvmdriver-1 -
Size (GiB) *

2

Availability Zone

nova -

Cancel Create Volume
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Deploying a FortiADC-VM instance in an OpenStack environment

Create Volume

Volume Name

et Description:
Volumes are block devices that can be attached to
Description instances.

Volume Type Description:
lvmdriver-1
% No description available.

Volume Source

Volume Limits

Total Gibibytes

Image -

Use image as a source

adc-data (29.6 MB) - Number of Volumes
Type

Ivmdriver-1 -
Size (GiB) *

30 :

Availability Zone

nova -

Cancel Create Volume

\Volumes

Displaying 14 items

O Name Description Size
O adc-data - 30GiB
O adc-boot - 2GiB

3. Creating Flavor

To specify the size of the instance, go to the OpenStack dashboard, navigate to Admin > Compute > Flavors
and click Create Flavor. Complete the flavor settings.
We suggest selecting a compute flavor that has a minimum of 8 GB of memory.
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Deploying a FortiADC-VM instance in an OpenStack environment

Admin / Compute / Flavors

Flavors

Displaying 16 items

O Flavor Name VCPUs RAM Root Disk Ephemeral Disk Swap Disk

O  adc-basis 1 4GB 2GB 0GB OMB

4. Creating Network

Navigate to Project > Network > Networks. In the network creation wizard, complete the network and subnet
settings.to create Network, 10 Subnets and Ports.

Create Network

m Subnet Subnet Details

NotworkNams Create a new network. In addition, a subnet associated

adc_network with the network can be created in the following steps of
= this wizard

® Enable Admin State @
O Shared

& Create Subnet

Cancel « Back

Create 'subnet1' when creating Network.
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Deploying a FortiADC-VM instance in an OpenStack environment

Create Network

Network Subnet Details

Subnet Name Creates a subnet associated with the network. You need

to enter a valid "Network Address” and "Gateway IP"™. If
you did not enter the "Gateway IP”, the first value of a
network will be assigned by default. If you do not want
gateway please check the "Disable Gateway™ checkbox.
Enter Network Address manually - Advanced configuration is available by clicking on the
"Subnet Details” tab

subnet1

Network Address Source

Network Address @

10.0.1.0/24

IP Version

IPv4 -

Gateway IP @

10.0.1.1

O Disable Gateway

Cancel « Back W

Create Network

Network Subnet Subnet Details

Ea5i Enabilo DHGP Specify additional attributes for the subnet.

Allocation Pools @

[ 1001 100,10.0.1.199|

DNS Name Servers @

Host Routes @

Cancel « Back

Click on the created network and create 9 more subnets.

FortiADC 7.6.1 OpenStack Integration Guide 11
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Deploying a FortiADC-VM instance in an OpenStack environment

s openstack. mdemo - & admin +
Project v
Project | Metwork /| MNetworks | adc_network
APl Access
Edit Network =
Compate » adc_network ot et
Volumes >
Overdew Subnets Ports
Network v

etk ool ISP & o et |

Routers O | Name Network Address. 1P Version Gateway IP Actions
Security Groups O subnet! 10.0.1.024 IPvd 10011 Eot Subnet | v
Load Balancers.
O subnet2 1002024 1P 10021 EctSubnet | -
Floating IPs.
O subnet3 10.0.3.024 1P 10.0.3.1 Ect Subnet | =
Admin >
\dantity 3 O subnetd 1004024 P4 10.0.4.1 Ech Subnet |
[= I 1005024 IPva 10051 Edi Subnet | =
O  subnetb 1006024 1Pvd 10061 Edi Subnet | =
O subnet? 1007024 Pvd 10071 Edi Subnet | ~
O subnetd 1008.02¢ 1P 10081 Edcf Subnet |~
o 10.09.024 IPvd 10091 Eot Subnet | v
O subnetid 10.0.10.024 1P 10.0.10.1 Eat Subnet | =

Displaying 10 tems

Click Ports tab and then create 10 ports in different subnets for FortiADC interfaces.

Create Port

Name
ade-port] | Description:
You can create a port for the network. If you specify
& Enable Admin State device ID to be attached, the device specified will be
attached to the port created.
Device ID @

Device Owner @

Specify IP address or subnet @

Subnet -
Subnet
subnet1 10.0.1.0/24 -

MAC Address @

& Port Security @

FortiADC 7.6.1 OpenStack Integration Guide
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Deploying a FortiADC-VM instance in an OpenStack environment

Project / Network / Networks / adc_network
adc_network

Overview Subnets Ports

Displaying 11 items
O Namea Fixed IPs

10.0.1.100
10.0.10.100
10.0.2.100
10.0.3.100
10.0.4.100

fropenstack. @demo~

Project

AP Access

Compute >

Volumes >

Network v

Network Topology

Network:

Routers

Security Groups

Load Balancers

Floating IPs

Admin >

Identity Hd

Configure Security Group in Project > Network > Security Groups to allow all.

43f660-74af)

o L) 1005100
1006100
10.0.7.100
1008100
10.09.100

D adopod . 1001105

o . 1002106

D - 1003108

D  adc-portd * 1004101

D  adc-ports « 10.0.5.107

D adepor « 1006108

o . 1007103

D adepons . 1008104

D  adc-portd = 10.09.110

O ade-poniD = 10.0.10.105

Displaying 11 items

Project | Network / Security Groups

Security Groups

Tlopenstack. maemo -
Project ~
APl Access
Compute >
Volumes >
Network ~

Network Topology
Networks

Routers

Load Balancers

Floating IPs
Admin b
Identity >

Displaying 2 items

O Name Security Group 1D

O allow-all 99b1ef2a-1214-4883-8d02-c 1edd6d598af

:

Displaying 2 items

MAC Address.

fa16:3.15:97:42

fa16:3e d7.a899

fa16:3e61.cooef

far16:30:81:0d:11

fa16:3e 22:a8 63

fa16:3e79.7c:1b

fa16:3e 92.d4:20

fa:16:3e:8d:c7-91

fa.16:3e.04.df 02

fa163e24:1a48

fa16:3e 14:be:91

bded336b-370-4958-81#c-4dd2 10474 5ed

FortiADC 7.6.1 OpenStack Integration Guide
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Attached Device

natwork dhep

Detached

Detached

Detached

Detached

Detached

Detached

Detached

Detached

Detached

Detached

Status

Active

& admin »
+ Create Security Group Delete Security Groups
Description Actions
Manage Rules | ~
Default security group Manage Rules

& admin +

Edit Network | ~

somere

Admin State Actions

up EdtPort | -
up EditPort | =
up EdtPort =
up EditPort | =
up EditPort | =
up EdtPort | =
up EditPort | =
up EdtPort | v
up EdiPot | v
up EdtPort | v
up EatPort | =
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Deploying a FortiADC-VM instance in an OpenStack environment

Topenstack. mcemo~ & admin *
Project v

Project / Network / Security Groups / Manage Security Group Rul
APl Access

Compute > Manage Security Group Rules: allow-all
Volumes > (99b1ef2a-f214-4883-8d02-c1edd6d598af)

MNetwork ~
L @ Delete Rules
Network Topology
Displaying 5 items
Networks.
O  Direction Ether Type IP Protocol Port Range Remote IP Prefix Remote Security Group Actions
Routers

i

1P An A - elete
Load Balancers O Egress IPvd Any Any 0.0.00/0 .
Floating IPs
O  Ingress IPvd ICMP Any 0.0.00/0 -
Admin >

O  Ingress 1Pvd TCP 1-65536 000010 -
Identity >
O Ingress 1Pvd uop 1-65535 0.0.00/0 =

Displaying 5 items

To the router, add subnets which need to be forwarded to the public network in Project > Network > Routers.

Add Interface

Subnet *
adc_network: 10.0.1.0/24 (subnet1) - Descnptlon:
You can connect a specified subnet to the router.
IP Address (optional) @

If you don't specify an IP address here, the gateway's
10.0.1.1| | IP address of the selected subnet will be used as the IP
address of the newly created interface of the router. If
the gateway's IP address is in use, you must use a
different address which belongs to the selected subnet

— .
fiopenstack. ®demo- & admin -
Project v
Project / Matwork /| Routers / routarl
AP| Access
Clear Gat -
wmmie > FOUtEr1
Volumes >
Overview Interfaces Static Routes
Network v
Metwork Topology + Add Interface B Delete Interfaces.
Networks Displaying 7 items

O  Name Fixed IPs » Status Type Admin State Actions
Security Groups O (e7d27564-018d) 100.0.1 Active Internal Interface uP Delete Interface

D  (fa5caedl-17f6) + 10011 Active Internal Interface up Delete Interface
Floating IPs
0O (af67f993-ea?s) 10021 Active Internal Interface up Delete Interface
Admin >

Load Balancers

Identity > O (B4092fiS-dfde) - 10.100.1.1 Active  Intemal Interface uP
10.100.2.1 Active Internal Interface up Delete Interface
1722444
(d03b817-deT ; =
O ey B2 P
1d54:9043.622a:1 Active  Intemal Interface uP Delete Interface

D (857464dT-e1fe)

O  (00456a80-aa48)

Displaying 7 items.

Allocate Floating IP in Project > Network > Floating IPs.

FortiADC 7.6.1 OpenStack Integration Guide 14
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Deploying a FortiADC-VM instance in an OpenStack environment

Allocate Floating IP

Pool *

public

Slopenstack. mdemo~

L
Project v
Project / Network / Floating IPs
APl Access
Compite » Floating IPs
Volumes: >
Network v

Network Topology Displaying 1 item

Netwoks O 1P Address

Routers O 17224412
Security Groups Displaying 1 item

Load Balancers

Floating IPs
Admin >
|dentity >

5. Creating Instance

Description:

Allocate a floating IP from a given floating IP pocl.

Project Quotas
Floating IP

Cancel Allocate IP

Mapped Fixed IP Address

Create Instance in Project > Compute > Instances.

Launch Instance

& admin

LY SR YN €5 Release Floating IPs

Pool Status Actions

public Down Associate | v

Detail Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance e
A count. Increase the Count to create multiple instances with the same seftings.

Instance Name *

Source ¥
adc1
Flavor %
Availability Zone
Networks ¥

nova

Network Ports
Count ¥
Security Groups 1
Key Pair
Configuration
Server Groups

Scheduler Hints

Metadata

% Cancel

Select created boot disk in Volume.

FortiADC 7.6.1 OpenStack Integration Guide

Fortinet Inc.

Total Instances
(10 Max)

s
10%

W 0 Current Usage
N 1 Added
9 Remaining

Next » & Launch Instance
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Deploying a FortiADC-VM instance in an OpenStack environment

Launch Instance

Instance source is the template used to create an instance. You can use an image, a snapshol of an instance (image o

Do not select Networks. Add created Network Ports instead.

Launch Instance

Network Ports.

Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

x Cancel

Networks provide the communication channels for instances in the cloud

+ Allocated
Network

 Available

Subnets Associated Sha

betals snapshot), a volume or a volume snapshot (if enabled). You can also choose to use persistant storage by creating a
= 7w
Select Boot Source Delete Volume on Instance Delete
Flavor * Volume v Yes | No
Networks *
Allocated
Netwark Ports Name DBescription Size Type Availability Zone
Security Groups > adc-boot 2GB qoow2 nova *
Key Pair v Available Select one
Configuration Q  Click here for filters H
Server Groups Name Description Size Type Availability Zone
Schaduler Hints > adcdata e G2 (=5 *
Metadata > fadc-test04 0GB qeow2 nova *
> fadc_test-03 30GB qeew2 neva »
Select created flavor.
Launch Instance
Details * Flavors manage the sizing for the compute, memory and storage capacity of the instance.
etails
Allocated
Source * Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Networks *
w Available €T Select one

Network Ports Q | Click here for filters x
Security Groups Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Kay Pair > mitiny 1 512MB  1GB 1GB 0GB Yes *
Canfiguration > mismall 1 2GB  20GB 20GB 0GB Yes »
Server Groups

» mimedium 2 468 40 GB 40 GB 0GB Yes *
Scheduler Hints

> milarge 4 8GB 80 GB B0GB 0GB Yes +~
Metadata

> mi.nano 1 64MB 0GB 0GB 0GB Yes +

Select networks from those listed below.

red Admin State Status.

Select an item from Available items below

Q  Click here for filters

Network

> private

> ade_network

Subnets Associated

private-subnet
ipvB-privale-subnet

subnet2
subnetd
subnet8
subnetd
subnet!
subnetd
subnet10
subnett
subnets
subnet?

FortiADC 7.6.1 OpenStack Integration Guide
Fortinet Inc.

Shared

No

Select at least one network

Admin State Status
Up Active
Up Active
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Deploying a FortiADC-VM instance in an OpenStack environment

Launch Instance

Details Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix of e
Jetails

both
Soles W Allocated Select ports from those listed below.
Name P Admin State Status

Flavor

1 » ade-portl 10.0.1.105 on subnet: subneti Up Down +
Networks

$2 ¥ adc-port2 10.0.2.106 on subnet: subnet2 Up Down *
Network Ports
Security Groups 3 > adc-port3 10.0.3.109 on subnet: subnet3 Up Down +
Key Pair $4 > adc-portd 10.0.4.101 on subnet: subnetd Up Down +
Confeeraton $5 > adcpots  10.0.5.107 on subnet: subnetS Up Down v
Server Groups

6 » adc-porth 10.0.6.109 on subnet: subnetb Up Down +
Scheduler Hints

7 > ade-port7 10.0.7.103 on subnet: subnet? Up Down +
Metadata

28 > adc-port8 10.0.8.104 on subnet: subnetd Up Down +

$9 ¥ ade-portd 10.0.9.110 on subnet: subnetd Up Down +

$10 > adc-port10 10.0.10.105 on subnet: subnet10 Up Down +

w Available Select one
Q
Name P Admin State Status #
No availsble iterns

x Cancel <Back Next >

Configure Security Groups and then click "Launch Instance".

Launch Instance

hy K h
—— Select the security groups to launch the instance in (2]

W Aliocated
Source Name Description
Flavor > allow-all +
Metworks

w Available Select one or mere
Network Ports Q | Click here for filters -
Security Groups Name Description
Key Pair ¥ default Default security group 4

Configuration

Scheduler Hints

Metadata

Because only boot disk can be configured during instance creation, attach data disk is needed for the FortiADC
instance.

FortiADC 7.6.1 OpenStack Integration Guide
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Deploying a FortiADC-VM instance in an OpenStack environment

fopenstack. mdeno-

Project ~

Project / Compute | Instances

API Access

— ~ Instances

Ouerview

Images Displaying 1 item

Key Pairs a Instance

Name
Volumes. >
Network >
Admin >
O ad

Igentity >

Displaying 1 item

Attach Volume

Instance ID = =

Image
Name

IP Address

10.0.4.101
10.0.2.106
10.0.8.104
10.0.3.109
10.09.110
1005107
10.0.10.105
10.0.1.105
10.0.7.103
1006109

Flavor

ade
basic

Key
Pair

Status.

Active

Volume ID * ©

adc-data (e95edc16-b1ae-4d78-8772-5bc15be3 ..

-

& admin ~
Fiter || @ launchinstance | DECIIUCEULCll  More Actions v
Availability Power  Time since .
Zone ok State created ficdone
nova None Running 2 minutes Create Snapshot | »

Associate Fioating IP
Attach Intertace
Detach Interface
Edit Instance
Attach Voiume
Detach Volume
Update Metadata
Edit Security Groups
Console

View Log

Pause Instance

Suspend Instance.

Description:

Attach Volume to Running Instance

Cancel Attach Volume

Assign Floating IP 172.24.4 .x in public network to Instance.

FortiADC 7.6.1 OpenStack Integration Guide
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Deploying a FortiADC-VM instance in an OpenStack environment

— m demo v
3 openstack. @
o v
Project / Compute
. Instances
nax Displaying 1 item
g :‘:,:::(E ":“;:‘3: IP Address.  Flavor ::: Status
>
>
>
>
Display

F ala a
Availability 1 Power
Zone State

nava None Running 24 minutes

Time since
created

Actions

The associated port needs to be in the subnet whose gateway was added in Router in the previous step.

Manage Floating IP Associations

IP Address *

172.24.4.12 - +

Port to be associated *

adc1: 10.0.1.105 b

6. Connect to console

Select the IP address you wish to associate with the
selected instance or port

Remember to reboot FortiADC Instance after attaching data volume.

Instance Console

FortiADC 7.6.1 OpenStack Integration Guide
Fortinet Inc.



Deployment

Deployment

FortiADC can only be deployed within an OpenStack container environment.

10.0.3.10 10.0.2.10
10.0.3.31~33 FortiADC
10.0.0.0/18

OpenStack Container

172.24.4.0/24

¥

The following are example configurations deployed on FortiADC through Octavia:

Configuring a virtual server:

config load-balance virtual-server
edit "09e0lbbc-4076-44ea-8d0e-558ab6503655"

set
set
set
set
set
set
next
end

type l7-load-balance

ip 10.0.2.103

load-balance-profile LB PROF HTTP
load-balance-persistence LB PERSIS HASH SRC ADDR
load-balance-method LB _METHOD ROUND_ROBIN
load-balance-pool 3ed56621-9825-494a-9246-452e591£913e

FortiADC 7.6.1 OpenStack Integration Guide
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Deployment

Configuring a real server pool:

config load-balance pool
edit "3ed56621-9825-494a-9246-452e591£913e"
set health-check-ctrl enable
set health-check-1list 7baad43a4-633b-4£f35-af0d-02£f9%9aedd9422
set real-server-ssl-profile NONE
config pool member
edit 1
set pool member cookie rsl
set real-server 38a40738-becf-4736-al6b-d3b131275£31
next
edit 2
set pool member cookie rs2
set real-server 0cc6107e-8848-4£39-80e3-873a788b9000
next
edit 3
set pool member cookie rs3
set real-server fef(07534-ef8e-48a3-89d3-1db551b952a9
next
end
next
end

Configuring real servers:

config load-balance real-server
edit "38a40738-becf-4736-al6b-d3b131275£31"
set ip 10.0.3.31
next
edit "0cc6107e-8848-4£39-80e3-873a788b9000"
set ip 10.0.3.32
next
edit "fef07534-ef8e-48a3-89d3-1db551b952a9"
set ip 10.0.3.33
next
end

FortiADC 7.6.1 OpenStack Integration Guide
Fortinet Inc.
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Installation requirements

Installation requirements

FortiADC-OpenStack integration requires the following software packages:

+ OpenStack 2023.2 release
» Octavia 2023.2
» FortiADC7.4.3
» fadc-octavia-provider: 1.0.0

FortiADC 7.6.1 OpenStack Integration Guide
Fortinet Inc.
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Installation procedures

Installation procedures

Follow the steps below to install the FortiADC software package in your OpenStack environment.

Step 1: Verify your OpenStack environment

Ensure that the system is running OpenStack version 2023.2 with Octavia properly installed and configured.

Step 2: Download and extract the fadc-octavia-provider

Download the fadc-octavia-provider.tar.gz file from https://github.com/fortinet/fortiadc-
openstack.

Extract the contents in your OpenStack installation environment using the command: tar -zxvf fadc-
octavia-provider.tar.gz.

Step 3: Install the FortiADC Driver and Agent

Install the driver and agent:

If the openstack installed on python virtual environment, it needs to go to
virtual environment to install package.
Run the “./install.sh” to install both driver and agent.

Modify octavia.confin /etc/oectavia/:

enabled provider drivers = amphora:The Octavia Amphora driver.,octavia:Deprecated
alias of the Octavia Amphora driver.,ovn:Octavia OVN driver., fortiadc
driver:fortiadc driver.

default provider driver = fortiadc driver

Restart uwsgi service. It can enable Fortiadc driver.

Step 4: Start the FortiADC Agent

1.

Configure the FortiADC Agent:

The package includes an example configuration file named fadc_octavia_example.conf. Copy this file to
/etc/octavia/fadc_octavia.conf and modify it with the appropriate values.

Please ensure that the content of the fadc _devices section remains in JSON format after making any
changes.

fadc devices = [

{
"fadc FQDN": "172.24.4.223",

"fadc username": "admin",
"fadc password": "fortinet",
"fadc vdom network mapping": "port2",

FortiADC 7.6.1 OpenStack Integration Guide
Fortinet Inc.

23


https://github.com/fortinet/fortiadc-openstack
https://github.com/fortinet/fortiadc-openstack

Installation procedures

"fadc _bind vip port id": "69dd6263-203f-46ed-835d-327b9f0baf8d",

"fadc vdom network allowAccess": {"port2":"http ping telnet
https"},

"fadc_vdom network ip": {"port2":"10.20.2.23/24"},

"fadc vdom default gw": "10.20.2.1",

"fadc vs dev_intf": "port2",
"fadc_vs_packet forward method": "FullNAT",

"fadc vs persistency": "LB PERSIS HASH SRC ADDR",
"fadc get stats interval": "2",

"fadc_vs_nat_pool": ["10.20.2.190","10.20.2.199"],
"fadc_vs_nat_intf": "port2",
"fadc healthcheck port": %807,
"certificate verify": false,
"projects": [
"fe6cb031d610420394bal34£670488a6"

]

2. Install the FortiADC Agent Service:
Locate the FortiADC agent path by executing the command: which fortiadc_agent in the environment
where the fadc-octavia-provider package is installed.
Then, run the installation script with the following command:

sudo ./install service.sh /path/to/fortiadc_agent

To verify that the service has started successfully, use the command:

ps -ef | grep fortiadc agent

FortiADC Configuration Parameters for Deployment within an OpenStack Container:

Parameter Description
Debug
debug_mode Enable or disable debug messages for fadc_api.

True = enable
False = disable

Device information
fadc FQDN The FortiADC's IP address that OpenStack uses to communicate with it.

fadc_username The FortiADC global user log-in name.
Note: The default password is admin.

fadc_password The FortiADC log-in password.
Note: It's blank (no password) by default.

Network

fadc_vdom network The interfaces assigned to the virtual domain.
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Parameter Description
mapping

fadc bind vip port id The bind virtual interface port ID.

fadc_vdom network The applications that the interface allows to access. The value can be
allowAccess HTTPS, HTTP, SNMP, SSH, Ping, and Telnet.

fadc_vdom network ip The IP addresses of the assigned interfaces.

fadc_default gw The static route with destination 0.0.0.0/0 in the VDOM.

Virtual server

fadc vs dev intf The virtual server interface.

fadc vs persistency The name of the persistence profile in the virtual server.
fadc_vs_packet The packet-forwarding method in Layer-4 virtual servers. It can be NAT or
forward method FulINAT.

Note: This applies to Layer-4 virtual servers only.

fadc _vs nat pool The IP address range of the NAT source pool.
Note: This applies to Layer-4 virtual servers with NAT only.

fadc vs nat intf The interface of the NAT source pool.
Note: This applies to Layer-4 virtual servers with NAT only.

fadc get stats The amount of data shown on the FortiADC's FortiView page:
interval » 0=0One hour's worth of data

» 1=Six hours' worth of data

¢ 2=0One day's worth of data

¢ 3=0One week's worth of data

¢ 4=0ne month's worth of data

¢ 5=0ne year's worth of data

Health check monitor port

fadc_healthcheck port The port number for FortiADC to create healthcheck profiles. The default is
80. Valid values range from 0 to 65535.

Note: This applies to HTTP, HTTPS, and TCP only.
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Validation

After completing the installation of fadc-octavia-provider 1.0.0,the nextstep is to validate the
installation to ensure everything is functioning correctly.

To validate your installation:

Step 1: Create a load balancer in OpenStack.

From the OpenStack GUI, select Project > Network > Load Balancers to open the Create Load Balancer page,
and then follow the tabs on the left to configure the load balancer.

1. Click the Load Balancer Details tab to configure the load balancer.

Create Load Balancer

| b Balomcer Dot Provide the details for the load balancer. e
Name Description

Listener Details %

Load Balancer 1 Create on GUI |
Pool Details % IP address Subnet *
Pool Members 10.0.2.103 subnet2 v
Monitor Details *
*® Cancel < Back MNext »

2. Click the Listener Details tab to configure the listener.
Load balancers listen for requests on multiple ports, each of which is specified by a listener.

Create Load Balancer

e B DS Provide the details for the listener. 9
Name Description

Listener Details Listener 1 | Create Load Balance |

Pool Details ¥ Protocol #* Port *

Pool Members HTTP hd 80

Monitor Details %

*® Cancel <Back Next »
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3. Click Pool Details to configure the server pool.
A server pool contains a list of members(servers) that serve content through the load balancer.

Create Load Balancer

s Baeer DeEa Provide the details for the pool. 0
Name Description

Listener Details Pool 1

Pool Details Method *

Pool Members ROUND_ROBIN v

Monitor Details %

® Cancel < Back Next » |

4. Click Pool Members to add servers to the server pool.
Pool members are servers that handle traffic behind a load balancer. Each member is identified by the
IP address and port it uses to serve traffic.

Create Load Balancer

Add bers to the load bal I.
Load Balancer Details ol bl Sl ti ot l e 9
w Allocated Members

Listener Details IP Address ¥ Subnet ¥ Port ¥ Weight

Pool Details 10.0.3.31 v subnet3 80 1 Remove

Pool Members
10.0.3.32 subnet3 v 80 1 Remove

Monitor Details *

10.03.33 subnet3 JIEN -1 R Remove
Add external member

w Available Instances

Q

Name IP Address

adc0 10.100.9.10... Add
Client1 10.100.4.101... Add
Server2 10.100.5.102 Add
Serverd 10.100.5.103... Add
Servert 10.0.3.31.. Add
ade1 10.0.4.101... Add

*® Cancel < Back Next » l

5. Click Monitor Details to configure the health monitor.
Health monitors keep track of the health of pool members. They divert traffic away from members that are
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offline or non-responsive.
For the monitor type HTTP, it is recommended to select HEAD instead of GET. The suggested HTTP
Ihealth monitor settings are as follows:

Create Load Balancer

oad Bl Details * Provide the details for the health monitor.
oad Balancer Details

Create Health Monitor

Listener Details *

Yes Mo
o ®
Pool Details Name Type * Max Retries Down ©
Pool Members HTTP h 3
Monitor Details Delay (sec) * Max Retries Timeout (sec) *
5 1 4
HTTP Method Expected Codes URL Path
HEAD v 200
Admin State Up
Yes Mo
® Cancel < Back Mext

Ensure that the Timeout value is set to be less than the Interval value for optimal FortiADC performance.

Step 2: Verify the load balancer configuration in FortiADC.

If your configuration of the load balancer in OpenStack is successful, the project ID that you created in
OpenStack should show up in the Name column of the Virtual Domain page on the FortiADC GUI . In other
words, the OpenStack project ID becomes the name of the virtual domain in FortiADC.

To verify your load balancer configuration:

1. Loginto your FortiADC GUI.
2. Make sure that your Project ID in OpenStack appears in the Name column of the Virtual Domain page.
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Key Considerations for Integrating FortiADC with
OpenStack

The following key considerations must be kept in mind when integrating FortiADC with OpenStack.

Monitor Configuration for Load Balancer:

» When configuring the monitor details in OpenStack, ensure that the Timeout value is set lower than the
Interval value for optimal performance.

Network Interface Changes:

« Ifthe network interfaces of a FortiADC instance change in OpenStack, you must enable the retrieve_
physical_hwaddr setting for the physical ports via the CLI, then reboot the FortiADC appliance. This
ensures that FortiADC correctly updates the MAC addresses for the physical ports.

e Bydefault, retrieve physical hwaddr is not enabled. If network ports are changed in an OpenStack
VM, access the FortiADC console and manually enable this setting for the modified ports.

Algorithm Support:

 FortiADC does not support SOURCE_IPasan lb algorithmand will default to the Round Robin (RR)
algorithm instead.

Virtual Server Creation:

 You cannot create a virtual server if fadc_vs_persistency is not supported in the virtual server profile
specified in the fadc _octavia.conf configuration file.

FortiADC and OpenStack Octavia Value Range Differences:

« Connection limit: Starts at -1 in Octavia, but at 0 in FortiADC. Setting Octavia to 0 or -1 will set the
FortiADC connection limit to 0.

« Pool Member Weight: Octavia allows a weight range of 0-256, while FortiADC allows 1-256. FortiADC
will not change the current weight if configured to 0.

» Delay and Timeout: FortiADC'’s delay and timeout range is 1-3600, and the Timeout value must be less
than the Interval. Octavia does not have this restriction.

Octavia Agent Capabilities:

« The FortiADC Octavia agent does not support High Availability (HA).
 ltonly supports Layer 7 (L7) HTTP/HTTPS and Layer 4 (L4) TCP for load balancer creation.

L4 TCP Packet Forwarding:

» L4 TCP supports two packet forwarding methods: DNAT and Full NAT. Configure fadc_vs packet
forward method to specify the packet forwarding method for the L4 virtual server. Acceptable values are
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NAT or FullNAT.

NAT Pool for L4 TCP Full NAT:

* A NAT pool is supported exclusively in L4 TCP with Full NAT. Use the following format to define the NAT
pool:

fadc vs nat pool = ['172.24.4.130"', '172.24.4.135'] # Address range from
172.24.4.130 to 172.24.4.135

The parameter fadc_vs _nat_intf can be set to specify the interface for the NAT source pool. These
parameters apply only to the TCP listener (L4 TCP) with Full NAT packet forwarding.

Address Pair Limits:

» The maximum number of allowed address pairs for a single network port is 10. This means users can
create up to 9 load balancers on one ADC port, excluding configurations for the NAT source pool.

Manual Address Pair Configuration for L4 Full NAT:

* When using L4 Full NAT with a NAT source pool, the IP addresses in the pool must be manually added to
the allowed address pairs on the ADC port.

Security Rules for Load Balancers:

» Security rules for load balancers must be added manually, or you can disable port security on the specific
port or the entire network.

Reboot After Adding Data Disk:

» After deploying FortiADC in OpenStack and adding a data disk, reboot the instance to update its hardware
information.
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