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Introduction

Identity & Access Management (IAM) is a service to help you control access to FortiCloud portals and assets. You can
use the portal to manage users, authentication credentials, and asset permissions.

Key Features

Permission model

The permission model has been updated with multi-dimensional permission model to provide fine grained control and
easy of use. It comes with following two factors:

» Permission Profile: Defines the enabled portals and the access permissions available to an assigned user. Instead
of assigning portal permissions directly when creating an IAM user, external IdP role, and so on, the useris
assigned to a permission profile. The permission profile must be created before being assigned to a user.
Permission profiles can be assigned to multiple users and user groups.

» Permission Scope: The permission scope defines the scope of access within the account. Management of the
account is dependent on the available and selected scope.

IAM user

The IAM user type provides more control and flexibility when assigning user permissions. Save time creating new users
by applying the permissions of an existing user to a new user or adding the user to a group. Account administrators can
temporarily disable vulnerable IAM users and enforce Two-Factor Authentication at the account level. Migrate sub users
to the IAM portal to manage all of your users in one place.

User Groups

Organize IAM users into user groups to assign portal and asset permissions to multiple users at the same time. You can
create a group based on the user roles, asset permissions, or any other category of your choosing. Remove a user from
a group without deleting their profile from the portal or temporarily disable a vulnerable group.

IAM API user

The IAM portal lets you quickly create and manage IAM API users for programmatic access to the API. IAM APl user
access types are specific to each portal.

External IdP roles

External IdP roles allow IdP users to log in to a cloud portal with their organization's ID provider. External IdP roles allow
you to create one role for many users while leveraging all of the benefits of the IAM user type. One account can have
more than one external IdP role. User accounts with multiple roles are required to select a role before they can access a
portal.
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Introduction

Multi-factor Authentication (2FA)

Two-Factor Authentication is fast and easy to configure. Users can choose to receive Two-Factor Authentication security
codes sent to them through FortiToken, SMS, email, or a third-party authenticator each time they log in.

What's new in version 25.2

Identity & Access Management version 25.2 includes the following new features. See the FortiCloud Services Release
Notes for more information.

External IdP role permission profile updates

When creating or viewing an external IdP role, if the permission profile selected includes portals that do not support
external IdP, the portals will be marked as Not Supported. See Adding external IdP roles on page 44 and
Troubleshooting external IdP on page 105.

Log in and password reset Ul updates

When logging into an account or resetting an account password, the option to hide or display the password is available.
Likewise, when resetting the password, password criteria, such as necessary character length, are listed. As you reset
the password, the criteria will update to confirm which criteria have been successfully included and which are still
outstanding. See Logging in as an IAM user on page 35 and Adding IAM users on page 25.
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Requirements

The following items are required to use the Identity & Access Management portal:

« FortiCloud Account, IAM user, or external IdP role
» Supported Browser

Al
‘Q' The IAM portal is only available in English at this time. For information on language support
- and supported browsers, see the Release Notes.
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|dentity & Access Management Portal

The navigation menu provides access to features for adding and managing users and user groups.

s‘ ! ', Select the search icon in the top banner to perform a search for user information in the entire
9 Identity & Access Management portal. Select the Search field in the page to perform a search
- within the current page.

Navigate through the Identity & Access Management portal by selecting one of the available pages in left-hand
navigation menu.

&= FortiCloud £ services v € support v A

< 1AM

n What's New
8 Users
2 User Groups . . .
Get Started with Permission Profiles
0 Migrate Sub Users A New Feature to Manage FortiCloud IAM Permissions
© Comidnrels Permission Profiles let you specify access to FortiCloud Portal resources and grant portal-specific

permissions for IAM users, user groups, external IdP roles, and AP users
¥ Account Settings

To assign permission to a user, user group, IdP role, or APl user, you can create
a permission profile and specify:

Portal Access - Explicitly enable or disable access to the FortiCloud portals
Portal Permission - Grant portal or service-specific permissions for the user associated with the profile

@ Learn More about Permission Profiles

e Watch the Video Tutorial

Permission Profiles

The Permission Profiles page displays the list of permission profiles. Permission profiles are necessary for the creation
of IAM users, user groups, APl users, and IdP roles. The Permission Profiles page can be access from the left-hand
navigation tree. See Permission profiles on page 16.
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Identity & Access Management Portal

Permission Profiles ®

Search.. Q & Add New

Total Records @)

SysAdmin Default profile N/A 3/58

AM_FlexVM_Admin_Users AM and FlexVM Admin API Users Local 2/58 202
MS TEST Profilename Local 0/38 202
ReadOnlyAccess-FlexVM-AMPortal Local 2/58 202

Users

The Users page displays the list of users and the user's details including Username, Type, Permission Profile, Group,
and Status. Use this page to add and delete users, or temporarily disable a user. Click the user's Full Name to edit their
profile, update their permission profile, and reset their password. See Users on page 24.

Users ®

Total Records

iam_fcdemo3 1AM User ReadOnlyAccess-FlexVM- MyAssets Active Q@ W
mstestlAMid 1AM User MS test - MS TEST Profil.. MyAssets Active e T
abctest 1AM User M5 TEST Profilename MyAssets Active Q@ W
DocUser IAM User SysAdmin Active Q o
test1 API User SysAdmin MyAssets Active e §

API User AM_FlexVVM_Admin_Users MyAssets Active ® W

User Groups

The User Groups page displays a list of user groups in the portal. You can add users, disable a group, or delete a group
directly from the page. Click a user group to view and edit the group's users and permission profile. See User groups on
page 49.
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Identity & Access Management Portal

User Groups @

Searcl Q @ Add 1AM User Group

Total Records €

MS test 1 ms test manual 2024-10-03 Active

Migrate Sub Users

The Migrate Sub Users wizard guides you through the process of migrating a sub user to an IAM user. After the
migration is complete, the sub user account is converted to an IAM user. You cannot revert a sub user after the process
is complete. See Migrating sub users on page 54.

1. Sub User Migration Agreement

| PLEASE READ THE FOLLOWING INFORMATION CAREFULLY:

Following migration, current Sub User(s) will be automatically removed from your FortiCloud account
* Newly created 1AM users will need to set new Security Credentials (password and token) for themselves
* 1AM user support can differ from portal to portal, please verify your permission and access once the migration is complete

+ Some Cloud Portals don't currently support IAM users

I have read, understood and accepted the statements above

Identity & Access Management 25.2 Administration Guide
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User management models

IAM user accounts are similar to FortiCloud accounts. The legacy Sub User Model allows full and limited permissions for
access and assets to individual users. The IAM User Model uses permission profiles for more control and improved
security.

Basic function mode

The basic functionality for the Identity & Access Management portal includes all of the major features, including:

¢ Permission profiles

¢ IAM users

¢ |IAM user groups

e Sub user migration

« External IdP roles

* Access to account management

Advanced mode

The advanced management mode of the Identity & Access Management portal includes the same capabilities as the
basic function mode, with the addition of organization support. See Organization user management on page 78.

Sub User Model

L}
‘9' This model will be deprecated in the near future. It is strongly recommended that you use the
|| IAM User Model to take full advantage of the new features.

The Sub User Model has two types of user: The master user (or Account Owner) and sub user. The master user is the
person who created the FortiCloud account. Master users have full Admin permissions in all of the portals associated
with the FortiCloud account including:

» Creating users
» Assigning full admin or limited access permissions and assets to sub users

NP The Sub User Model only supports one master user for the account. The master user's email
‘9' address must be unique.
- Master user’s can change their email address as long as the new email address remains

unique. A master user can change their email address up to five times in a 24-hour period.

Identity & Access Management 25.2 Administration Guide
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User management models

A master user can assign Full Access or Limited Access permissions to a sub user as well as the devices the sub user
can access. Assigning Full Access permissions to sub users grants them the same permissions as the master user with
limitations. Limited Access allows the master user to select the sub user’s permissions and assets. See User
permissions in the Asset Management Administration Guide for more information on the different access levels.

Only the master user can access the Identity & Access Management portal and make changes, such as migrating sub
users to IAM users. The sub user cannot access the portal regardless if they have Full Access or Limited Access.

IAM User Model

The IAM User Model uses portal-based permission profiles to manage users’ access and asset permissions. Instead of
assigning Full Access permissions or Limited Access for the user account, an IAM administrator selects an access type
as defined by the portal when creating a permission profile. Permission scope asset permissions are based on the
Organizational Unit or asset folders in the Asset Management (AM) portal. This allows for a more granular combination
of access and asset permissions.

A master user (Account Owner) can access the IAM portal. IAM Users have access to the portal based on the
permissions set by the master user for the IAM portal. Sub users cannot access the IAM Portal.

IAM user types

User type Description

IAM user IAM users can access Fortinet cloud portals with a FortiCloud account. Each IAM
account requires an Account ID/Alias, User Name, and password to log in to a
portal. Administrators can assign permission profiles to an IAM user or to an IAM
user group.

APl users APl users can access FortiCloud services through the API. APl users can only
use OAuth 2.0 for authentication to access web service APIs provided by each
FortiCloud service portal.

APl user IDs and passwords are generated by the IAM service portal. One
FortiCloud account can have multiple API users. The IAM service administrator
can define which cloud portals the user can access, as well as the user's
read/write permissions.

External IdP roles External IdP roles allow external users to log in to a cloud portal using their
organization’s ID provider. External IdP roles are authenticated with a custom
login page. After the user is authenticated, they are redirected to a jump page
where they can select the cloud portal(s) assigned to their account.

One account can have more than one external IdP role. User accounts with
multiple roles are required to select a role before they can access a portal. Users
with no roles assigned to their account are blocked.

Identity & Access Management 25.2 Administration Guide 14
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User management models

IAM Users and Roles

FortiCloud
Account

All Cloud portals

Access

2

lam User

)
&

IAM User Group

p—

Asset
Folder: Root

Master User/
Account Owner

Admin

4

1AM IdP User

®

IAM API User

Feature comparison chart

Asset Management
Poratal

FortiCloud Portal
(AM Portal)
FortiCloud Portal
(Fortios S50)
FortiCloud Portal
(AM Portal)
FortiCloud Portal
(Fortios $50)
FortiCloud Portal
(AM Portal)
FortiCloud Portal
(FortiCare)

U

Access Permission:
Admin

U

Access Permission:
Read-Only

i

Access Permission:
Admin

Access Permission:
Only

Uiy

Access Permission:
Admin
Folder: 3

U

Access Permission:
Read-Only

FortiCloud Portal
(AM Portal)

FortiCloud Portal
(FortiCare)

U

Access Permission:
Admin

U

Access Permission:
Read-Only

Identity & Access Management introduces an enhanced user model for improved security, scalability, and management.

The following table compares the features in the legacy Sub User Model with the IAM User Model.

Feature
Account Access Management

Permission Control

Asset Permissions

User Groups & Permissions

Portal Access

API User Support

User 2FA Management

Sub User Model
Add sub users to the account

Account level
(Full Access/Limited Access)

List of devices/Asset Groups (limited)

User group (limited)

No per portal control

No

No

Identity & Access Management 25.2 Administration Guide
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IAM User Model
Add IAM users to the account

Fine grained permissions for each
FortiCloud Service

Asset folders or OUs with permissions
hierarchy

User groups and group-level
permissions

Allow or Deny access per portal

Granular permissions for each
FortiCloud Service APIs

Enforce (or exempt) 2FA for IAM users



Permission profiles

Before you can create IAM users, user groups, external IdP roles, or APl users, you must create a permission profile.
Permission profiles define the level of portal access and permissions a user has. Permission profiles allow you to
explicitly enable or disable access to FortiCloud portals and grant portal-specific permissions for the enabled portals.

Permissions can be role-based or resource-based depending on the portal:

* Role-based permissions can be read-only, read and write, or admin levels with more specific permissions available
depending on the portal. These permissions account for all portal features unless specified in the Additional
Permissions.

+ Resource-based permissions can be read-only, read and write, or no access and can be assigned to specific
resources within the portal. A permission profile can assign different access types for each of the portal resources
listed. See Portals with resource-based permission on page 16 for examples of resource-based permissions.

See the respective portal administration guide for more information on the specific access types for each portal.

NP A portal can only support one permission model at a time. If an existing permission profile
‘Q' includes a portal that has been converted from role-based permissions to resource-based
- permissions, the existing role-based permissions will be migrated to resource-based

permissions based on portal-specific rules. Migration settings vary between portals.

Once a permission profile has been created, IAM users, user groups, external IdP roles, and AP users can be assigned
to the profile. See Users on page 24 and User groups on page 49.

The Permission Profiles page can be accessed from the left-hand navigation menu. See Identity & Access Management
Portal on page 10.

This section contains the following topics:

« Permission scope on page 19
« Creating a permission profile on page 19
» Managing permission profiles on page 21

Portals with resource-based permission

Resource-based permissions allow user permissions to be assigned by feature, instead of assigning permissions for the
entire portal. The following FortiCloud portals use resource-based permissions to allow access:

* Asset Management on page 17

¢ IAMon page 17

+ FortiCare on page 18

Ay
S L4
q The permission details of other portals can be found in their respective product guides.

Identity & Access Management 25.2 Administration Guide
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Permission profiles

Asset Management

The Asset Management portal uses resource-based permissions to control access to various features and portal pages.
See the Asset Management Guide for more information.

Asset Management

Resource Description

Entitlement Management Provide control over entitlements, including entitlement (product, contract,
license) registration, Pending Registration, and Marketplace features. The user
can be granted Read Only, Read & Write, or No Access privileges.

Asset Maintenance Provide control over available assets, including license downloading,
decommissioning, deregistration, TradeUp, transfer, and folder management.
The user can be granted Read Only, Read & Write, or No Access privileges.

Renewal Notice Provide the user with product renewal notifications. The user can be granted
Read Only or No Access privileges.

A\,
S r'd
9 The user must have access to the root folder.

Vulnerability List Provide the user access to the product vulnerability list. The user can be granted
Read Only or No Access privileges.

Account Services Provide access to account-level products or services, including Account Services,
FortiMeter, and the ELA Profile. The user can be granted Read Only, Read &
Write, or No Access privileges.

IAM

The Identity & Access Management portal uses resource-based permissions to control access to their own account and
the creation and management of other users.

1AM

Identity & Access Management 25.2 Administration Guide
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Permission profiles

Resource Description

User/Permissions Provide control over users, user groups, permission profiles, and migrating sub
users. The user can be granted Read Only, Read & Write, or No Access
privileges.

Account Provide account management capabilities, including managing Account Settings.

The user can be granted Read Only, Read & Write, or No Access privileges.

Credentials Provide control over account Security Credentials. The user can be granted Read
Only, Read & Write, or No Access privileges.

FortiCare

The FortiCare portal uses resource-based permissions to control access to ticketing features. The FortiCare
permissions can be assigned using the FortiCare New option.

FortiCare New

Resource Description

Customer Service Tickets Allow the user to create and track tickets pertaining to contracts and account
management. The user can be granted Read Only, Read & Write, or No Access
privileges.

Technical Support Tickets Allow the user to create and track tickets for technical issues. The user can be

granted Read Only, Read & Write, or No Access privileges.

RMA Tickets Allow the user to create and track tickets pertaining to DOA and RMA assets. The
user can be granted Read Only, Read & Write, or No Access privileges.

Advanced Service Requests Allow the user to submit an Advanced Service request for professional
assistance. The user can be granted Read Only, Read & Write, or No Access
privileges.

For the Advanced Services page to appear in the FortiCare
M, portal, the user must have:
9 ¢ Read Only or Read & Write permissions
- ¢ Access to the root folder in their permissions scope

¢ A Premium Support entitlement

Incident Response Ticket Allow the user to submit an Incident Response ticket for evaluation. The user can
be granted Read Only, Read & Write, or No Access privileges.

Identity & Access Management 25.2 Administration Guide
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Permission profiles

Resource Description

For the Incident Response page to appear in the FortiCare
A\, portal, the user must have:

S L4
9 ¢ Read Only or Read & Write permissions
= » Access to the root folder in their permissions scope

* An Incident Retainer Service entitlement

Web Chat Allow the user to join live web chats with Fortinet support. The user can be
granted Read & Write or No Access privileges.

Survey Tickets Allow the user to submit feedback in the ticket survey. The user can be granted
Read & Write or No Access privileges.

Support Resources Allow the user to view support resources, such as resource documents, Firmware
downloads, and the customer support bulletin. Partners can also view the Bug
Tracker. The user can be granted Read Only or No Access privileges.

Ay
‘9' The FortiCare Legacy portal permissions can be assigned using the role-based FortiCare
- Legacy option.

Permission scope

A feature of the new permission model is the permission scope. The permission scope defines what an IAM user, user
group, external IdP roles, and API users can access in terms of the resources, including users, asset folders, devices,
and soon.

If applicable, the permission scope also defines if the assigned users will have Local or Organization type access. If an
account does not have Organizational Unit access enabled, the scope will default to the Local type and therefore link to
asset folders. The default Local type is used by the majority of FortiCloud clients and allows the IAM user, user group,
and so on access only to the current account. For the purpose of this document, the default Local access is assumed.

For information on enabling Identity & Access Management portal features with Organization access, see Organization
user management on page 78.

Creating a permission profile

A new permission profile can be made from the Permission Profiles page. Permission profiles must be created before an
IAM user, user group, and so on.

Identity & Access Management 25.2 Administration Guide
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Permission profiles

Permission Profiles ®

Q & Add New

Total Records @)

SysAdmin Default profile N/A 3/58

AM_FlexVM_Admin_Users AM and FlexVM Admin API Users Local 2
MS TEST Profilename Local 0/38 202
ReadOnlyAccess-FlexVM-AMPortal Local 3

The SysAdmin permission profile is a default permission profile available at all times. When a user is assigned to

SysAdmin, they will have full access to the Asset Management portal, Identity & Access Management portal, and
FortiCare. You can find the SysAdmin permission profile at the top of the Permission Profiles list. You cannot edit,
disable, or delete the default SysAdmin permission profile.

To create a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.
2. Select Add New. The New Portal Permission Profiles page is displayed.
New Portal Permission Profile Cored] m

| BASIC INFO
Permission Profile Name: * Status: *
Active -

Description

| PERMISSION PROFILE

3. Enter a name for the profile in the Permission Profile Name field.

A\,

S L4
q Once the permission profile is saved, the permission profile type cannot be changed.

4. Setthe Statusto Active.
5. Enter a description of the portal permissions in the Description field.
6. Click Add Portal. A list of available portals is displayed.

Identity & Access Management 25.2 Administration Guide 20
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Permission profiles

| ADD THESE PORTALS TO MY ACCOUNTS

Total Selected ) Select All
[ Asset Management [ FortiCASS [ FortiDLP (Beta) [ FortiMonitor [ FortiSIEM Cloud ) Managed FortiGate

) CTAP (Beta) O FortiClient EMS Cloud ) FortiEdge Cloud [ FortiOS S5O O FortiSOAR Cloud O) OC-VPN Portal

) FGaas O FortiClient Services ) FortiEDR O FortiPhish O FortiTest Permissions (] Overlay as a Service

[ FortiAnalyzer Cloud [ FortiCNP [ FortiExtender Cloud [ FortiPortal Cloud [ FortiTIP [ Security Awareness (Beta)
[ Fortiappsec Cloud [ FortiConverter [ FortiFlex [ FortiPresence O FortiToken Cloud [ socass

[ FortiCamera Cloud [ FortiDAST [ FortiGate Cloud () FortiProxyCloud [ FortiTrustiD

O) FortiCare O FortiDeceptor Daas Cloud [) FortiGate CNF O) FortiRecon O Fortivoice

[ FortiCare Elite (Beta) (] FortiDemo O) Fortilnsight 0) Fortisandbox Cloud (] FortiZTP

[ FortiCare Legacy [ FortiDevice [ FortiMail [ FortiSASE O 1am

() FortiCART [ FortiDevSec [ FortiManager Cloud [ FortiSASE Sovereign [ Lacework FortiCNAPP

7. Select the portals you want to enable or deny access to.
8. Click Add. The portals are displayed in cards.
9. Foreach portal card, define portal permissions:

If you want to deny access to a portal, add the portal to the permission profile but do not
NP enable any resource or portal access.
‘?' Excluding a portal from a permission profile does not deny access to that portal. If you do
- not add the portal to the permission profile, its status will be considered undefined.
= Therefore, it may be possible for the user to still access the portal from the Services
dropdown menu if the portal itself provides open access to some features.

» For portals with resource-based permission capabilities, specify the Resources access type.

Asset Management FortiGate Cloud 1AM

Entitlement Management ® [ [ Configuration Management ® [ [ User / Permissions ®
Azzet Maintenance ® Logging and Reporting ] Account C ®
Renewal Notice C ® Cloud Sandbox C ® (e Credentials ®
Vulnerability List ® oc ®

» For portals with role-based permissions, enable Access and specify the portal Access Type and any Additional

Permissions.
FortiSOAR Cloud FortiExtender Cloud
« @ Admin [ 4 @ Admin
Read/Write Read/Write
ReadOnly Read Only

10. Click Save. The permission profile is now available to be assigned to users.

Managing permission profiles

Permission profiles are listed on the Permission Profiles page. By selecting a permission profile, you can review specific
details of the profile:

Identity & Access Management 25.2 Administration Guide
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Permission profiles

» Permission Profile Info tab: Displays Basic Info and Permission Details, including linked portals and portal
permissions.
AM_FlexVM_Admin_Users ®

(@ Permission Profile Info

| BASIC INFO

AM_FlexVM_Admin_Users Active

AM and Flex\VM Admin APl Users

| PERMISSION PROFILE

FortiFlex Asset Management

v Admin Entitlement Management © v
Asset Maintenance @ v
Renewal Notice ©®
Vulnerability List @

Account Services @ v

» Assigned To tab: Lists all user accounts linked to the permission profile.
AM_FlexVM_Admin_Users ®

@) Assigned To

Total Records @

APl User 2024-09-05 Active

API User 2025-01-22 Active

You can edit, disable, and delete permission profiles from the Permission Profiles page.

vy
‘Q' You cannot edit, disable, or delete the default SysAdmin permission profile. See Creating a
- permission profile on page 19.

Editing a permission profile
Permission profile Basic Info and portal permissions can be edited.

To edit a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.
2. Select the permission profile you want to edit. The Permission Profiles / <profile_name> page is displayed.
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AM_FlexVM_Admin_Users ®

(@ Permission Profile Info

| BASIC INFO

AM_FlexVM_Admin_Users Active

AM and FlexVM Admin APl Users

| PERMISSION PROFILE

FortiFlex Asset Management

v Admin Entitlement Management © v
Asset Maintenance @ v

Renewal Notice ©®

Vulnerability List @

Account Services @ v

3. Click Edit.
4. Make changes as required to Description and portal permissions.
5. Click Update. The profile has been updated for all users assigned to it.

Disabling a permission profile

If a permission profile is not needed at the moment, but may be required in the future, it can be temporarily disabled. A
permission profile cannot be disabled if an active IAM user is assigned to it.

To disable a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.

2. Select the profile you want to disable.
3. Click Disable. The profile and any assigned users are disabled.

Deleting a permission profile

You can permanently delete a permission profile that is no longer needed. A permission profile cannot be deleted if an
active IAM user is assigned to it.

To delete a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.

2. Select the profile you want to delete.
3. Click Delete.
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The Users page displays information on all registered users, including the user Type, Permission Profile, and Permission
Scope.

Users ®

Total Records @

iam_fcdemo3 1AM User ReadOnlyAccess-FlexVM-... MyAssets Active o
mstestlAMid 1AM User MS test - MS TEST Profil.. MyAssets Active e T
abctest 1AM User M5 TEST Profilename MyAssets Active e m
DocUser 1AM User SysAdmin Active e
test1 API User SysAdmin Active ® W
API User AM_FlexVM_Admin_Users MyAssets Active e

\‘ ! ’¢ . . . .

You can use the Search field to find a specific user. Partial results are returned as you enter
q information.
=

Select the download button to export a list of the IAM users as an Excel or CSV file.
Information included in the file include:
* Username

Ay » Description
S r'd

q e Email

- e Type

¢ Permission Profile
¢ Permission Scope
» Status

The types of users accessible from the Users page include:

¢ |AM users on page 24
e APl users on page 38
e External IdP roles on page 43

IAM users

Identity & Access Management 25.2 Administration Guide
Fortinet Inc.



Users

The IAM user details can be found in the Users page, including Username, Type, Permission Profile, Group, and Status.
Use this page to add and delete users, or temporarily disable a user. Click the user's Username to edit their profile,
update their permission profile, and reset their password.

Use the Add New wizard to create a new |IAM user. You can also migrate FortiCloud sub users to create a new IAM user.
After the user is created, you can update the user's permission profile at any time from the User Permission tab.

The Users page can be accessed from the left-hand navigation menu. See Identity & Access Management Portal on
page 10.

Users @

Total Records @

iam_fedemo3 1AM User ReadOnlyAccess-FlexVM-.. MyAssets Active ©

mstestlAMid 1AM User MS test - MS TEST Profil MyAssets Active e
abctest 1AM User M5 TEST Profilename MyAssets Active e m
DocUser 1AM User SysAdmin MyAssets Active e
test1 APIUser Sysadmin Myassets Active ® @
API User AM_FlexvM_Admin_Users MyAssets Active e m

IAM users are separate, additional users to the FortiCloud account. Even if an IAM user and

? the FortiCloud account use the same login credentials, they are independent of each other.

This section contains the following topics:

« Adding IAM users on page 25

» Managing IAM users on page 29

« Validating IAM users on page 32

» Loggingin as an IAM user on page 35
« Migration of existing users on page 36

Adding IAM users

Use Add New to configure IAM users and generate their login credentials.

To save time, you can apply a permission profile or assign the user to a group. Before you can create IAM users, you
must create a permission profile. See Permission profiles on page 16.

To add a new IAM user, you must:

1. Create the new user account. See Creating a new IAM user on page 26.

2. Generate the password reset link and share it with the selected IAM user. See Generating the password reset link
on page 28.
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Creating a new IAM user
You can create a new IAM user with the Add New wizard.

To create an IAM user with the wizard:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > IAM User. The User Details pane opens.

3. (Optional) Click Apply same permissions as existing User, and then select a user from the dropdown. You can
configure the permissions later.

4. Enter the user's details and click Next.

Username Type the username with no spaces.
Full Name Type the user's first and last name.
Email Type the user's email address.
Phone Select the country code from the dropdown, and type the user's phone
number.
Description (Optional) Type a description of the user.
1. User Details
| 1AM USER INFORMATION | ADOPT PERMISSIONS

Username: * Apply same permissions as existing User

Select an existing User
Full Name: *
Email: *

Phone: *

Description

5. (Optional) Add the user to an IAM user group. See User groups on page 49.
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a. Select Yes from Basic Info.

2. User Permissions

IAM User Name: Doc_IAM_User

| BASIC INFO

Do you want your permission controlled by an 1AM User Group?

it the User's Azzet or Portal Permizsions while the User iz azsigned to 3 Group. o
Remove

| PERMISSION SCOPE

Select an Asset Folder *

None

| PERMISSION PROFILE

Select a Permission Profile*

None

A dropdown list of user groups is displayed.
b. Select a user group from the dropdown.
c. Click Next, and proceed to Step 10.
6. From the Permission Scope dropdown, select an asset folder or Organizational Unit.

Ay
‘Q' Permission Scope hierarchy and options depend on the type you select in the previous
step.

Select an Asset Folder *

None
| My Assets

Levell

7. Inthe Permissions Profile dropdown, select a profile.

Select a Permission Profile”

None

SysAdmin
AM_FlexVM_Admin_Users

MS TEST Profilename
ReadOnlyAccess-FlexVM-AMPortal

The Permission Details assigned to the selected profile are displayed.

Select a Permission Profile®

AM_FlexVM_Admin_Users

FortiFlex Asset Management
v Admi Entitlement Management & v
Asset Maintenance ® v

Renewal Notice ©

Vulnerability

Account Services @ v
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NP If the SysAdmin profile is selected, a message will display instead of portal cards to denote
‘Q' that the user has full access to the Asset Management, IAM, and FortiCare portals.
- SysAdmin has access to Assets&Accounts and Support but does not provide access to
- Cloud Management or Cloud Services. See Creating a permission profile on page 19.

8. Click Next. The Confirmation page is displayed.
9. Review the user information, and click Confirm. The user's details are displayed.

Account credentials must be shared with the user. The account password can be configured using Generate Password.
See Generating the password reset link on page 28 to configure the account password and share user credentials.

Generating the password reset link
You can choose to generate the password reset link and share it with the selected IAM user.

To generate the password reset link:
1. Onthe Successful User Registration page, click Generate Password. The Login with the Generated Link dialog
opens.

| LOGIN WITH THE GENERATED LINK

Pressing 'Generate Password’ will generate a reset passwerd link for the user to login. The new generated link will make the previous one
invalid and expire in 5 days

2. Click Generate Password. A reset link is generated.
| LOGIN WITH THE GENERATED LINK
Pressing 'Generate Password’ will generate a reset password link for the user to login. The new generated link will make the previous one
invalid and expire in 5 days

3. Click Copy Reset Link. The reset link is copied to your clipboard and you can now share it with the IAM user.
4. Forthe IAM user to reset their password, paste the reset link into your browser. The Reset Password page opens
and account credentials are displayed.
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Reset Password

Please adhere to our password requirements to ensure a strong and secure reset for the
email: docuser25@ 1 Username: DocUser25 Account ID:

Your new password must contain

length must be a minimum of 8 characters

RESET PASSWORD

5. Enter the password in the New Password and Confirm New Password fields.

N ! /., When resetting the password, password criteria, such as necessary character length, are
q listed. As you reset the password, the criteria will update to confirm which criteria have
3 been successfully included and which are still outstanding.

6. Click Reset Password. A confirmation message displays.

o

Password Sucessfully Reset

Please click the button below to log in again.

LOGIN AGAIN

Al
‘Q' The Generate Password link can also be accessed on Security Credentials tab of the Users >

IAM user page. See Resetting an IAM user password on page 32.

Send the credentials to the user.

Managing IAM users

Select an IAM user from the Users page to update a user's details or generate the password reset link.

The Users > IAM user page displays the following information:
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Column Description

Username The user's display name.

Full Name The user's first and last name.

Email The email address for the IAM user account.
A\,

IAM user's email address in the Security Credentials > Contacts page.

\9, Updating the email address in the User Profile tab will also change the
- See Contacts on page 65.

Updated The date the user's information was updated.
Group The user group the user is assigned to.
Status The user's status (Active/Disabled).

Updating user details

To update the user name, ID, email, and status, go to the User Profile tab.

Doc_IAM_User ®
@® User Profile
# Edit

| USER INFORMATION
s e
Phone Username
+15551234 Doc_IAM_User
P s

' , . I .

o’ If you change the email address used by the user, email Two-Factor Authentication tokens will
? be sent to the new email address. See Two-Factor Authentication on page 70 for more
= information.

To update user details:

Select Users from the left-hand navigation menu. The Users page opens.
Select the IAM user Username.

Click Edit.

Edit the user's information, and click Update.

Ao b=

To activate a user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Selectthe IAM user Username.
3. Click Edit.
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4. From the Status dropdown, select Active.
5. Click Update.

Updating user status

You can enable, disable, and delete an IAM user from the Users page.

Al
‘Q' You can also update multiple user statuses at once from the Users page. See Bulk updating
- users on page 47.

To enable a user:

1. Select Users from the left-hand navigation menu. The Users page opens.

2. Find the user your want to enable.

3. Under Actions, click Enable. The Confirm to Enable User dialog is displayed.
4. Click Yes, | want to continue.

To delete a user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Selecta user from the list, and click Delete. The Delete User(s) dialog opens.
3. Click Confirm.

To disable user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Selectauserin the list.

3. Click Disable. The Permission Changed Confirmation dialog opens..

4. Click Confirm.

Updating a user in a user group
You can add or remove a user from a group.

To add a user to a user group:

Select Users from the left-hand navigation menu. The Users page opens.
Select the user's Username. The Users > IAM user page is displayed.
Click User Permissions.

Click Edit.

In Basic Info, select Yes to add a user to a user group.

a 0D =
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2. User Permissions

IAM User Name: Doc_IAM_User

| BASIC INFO

Do you want your permission controlled by an 1AM User Group?

No

| PERMISSION SCOPE
Select an Asset Folder

None

| PERMISSION PROFILE
Select a Permission Profile”

None

[t ]
. Select the user group from dropdown list.
7. Click Update.
Resetting an IAM user password
You can generate a reset IAM user password link and enable Two-Factor Authentication.
\‘ ! ’I
q You cannot regenerate a password if the user has enabled Two-Factor Authentication at the
- account level.
To generate a password:
1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the user's Username. The Users > IAM user page is displayed.
3. Click Security Credentials.
4. (Optional) Click Two Factor Authentication.
5. Click Generate Password. The password is generated.
6. Click Copy Reset Link. The link is copied to your clipboard.
7. Share the password reset link with the IAM user.
Validating IAM users
IAM users are required to verify their email address if it has been changed.
S ! ’, When Two-Factor Authentication (2FA) is enabled, new IAM users will bypass this step and
? set up 2FA authorization instead. See Logging in with Two-Factor Authentication for the first
- time on page 72.
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To validate a new email address:

1. Go to www.forticloud.com and click Login.
2. Select IAM user.

Loginas

(® 1AM user Email user

Forgot password?

LOG IN AS IAM USER

3. Enterthe Account ID or Alias ID, as well the Username and Password provided by the account administrator. The
Welcome to FortiCloud page opens.

4. Click Get Verification Code. A verification code is emailed to you.

Welcome to FortiCloud

To ensure access to your FortiCloud account is simple and secure, please complete the following 'quick setup’ process below:

Please verify your Email Address
This is a ‘'one-time’ action - you won't be asked again for this information

Email :

GET VERIFICATION CODE
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5. Enter the codes in the Validation Code and Enter Captcha Code fields.

Welcome to FortiCloud

To ensure access to your FortiCloud account is simple and secure, please complete
the following 'quick setup' process below:

Please verify your Email Address
This is a 'one-time’ action - you won't be asked again for this information

@ ACTION REQUIRED !

An email has been sent to your email address. Please enter the verification code you've received.

Email : Verification Code: *

Enter Verification Code

GET VERIFICATION CODE

Please enter the Captcha code below: *

Refresh Captcha

Enter Captcha Code

VERIFY >

6. Click Verify. The Welcome to FortiCloud page opens.

Identity & Access Management 25.2 Administration Guide
Fortinet Inc.

34



Users

7. Click Enter.

Welcome to FortiCloud

To ensure access to your FortiCloud account
is simple and secure, please complete the
following ‘quick setup’ process below:

Please verify your Email Address
This is a 'one-time action - you won't be asked again for this information

) success:

Your email has been verified. Click ‘NEXT' to proceed.

Email: Verification Code:*

[ GETVERIFICATION CODE |

Q Refresh Captcha Code

Logging in as an IAM user

Users can access FortiCloud services and support as an IAM user with their IAM user credentials.

NP While it is optional, it is strongly recommended that you enable Two-Factor Authentication
‘9' (2FA). If the administrative account enforces 2FA for the entire account, IAM users should
- complete 2FA setup after logging in to www.forticloud.com for the first time. See Two-Factor

Authentication on page 70.

To log in as an IAM user:

1. Go to www.forticloud.com.
2. Select Login. The log in portal opens.
3. Select IAM user.
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Log in as

(®) IAM user Email user

Forgot password?

LOG IN AS IAM USER

4. Enter your credentials in the Account ID/Alias, Username, and Password fields.

Ay
b [ 4
? You can enter either your account ID number or alias in the Account ID/Alias field.
L}
S L4
9 When entering your password, select the eye icon to show or hide your password.

5. Click Log In as IAM User. The default page will be displayed.

Migration of existing users

The new permission profile model is replacing the previous portal permission model. While the portal permission model
had portal permissions configured directly for an IAM user, user group, IdP role, or API user, the permission profile is
configured separate of users and can be linked to multiple IAM users.

To effectively convert the Identity & Access Management portal to the new permission profile model, any pre-existing
IAM users, user groups, and so on will automatically be converted to the new model. This migration of users will result in
the existing IAM user being split into an IAM user and a permission profile following the conversion to the new permission
profile model. Therefore, any permissions assigned to the IAM user will be used to create a new permission profile
containing the same portals and permissions that is automatically assigned to the IAM user.

W Each pre-existing |AM user with unique portal permissions will result in a unique permission
‘?' profile following the migration. For example, if before the conversion to the new model there
- are five IAM users, each with independently created portal permissions assigned, then there

will be five IAM users and five permission profiles following the migration.

Example of IAM user migration to the new permission profile model

The following scenario describes the migration of an IAM user to the new permission profile model.
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Before the conversion to the new model, an IAM user named Jane Test has portal permissions directly assigned to it.
These portal permissions allow administrative access to the Asset Management portal and read only access to the IAM

portal.

IAM Users > Jane Test

(@) User Profile (&) User Permissions @ Security Credentials

(1) Use

Following the conversion to the new model, the Jane Test IAM user can be found in the JAM Users page. It has been
migrated forward with the same User Profile information but it no longer has portal permissions directly assigned to it.
Instead, Jane Test is assigned to a permission profile that has automatically been created when the conversion
occurred. The permission profile defines the same permissions and access as the portal permissions before the
conversion: administrative access to the Asset Management portal and read-only access to the Identity & Access

Management portal.

N ! /., For the purpose of this example, the permission profile has been named Migration Profile for
? clarity. When migration of an IAM user occurs following the conversion in a real-world
- scenario, it will not follow this naming convention.
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JaneTest @

JSER PROFILE  USER PERMISSIONS.  SECURITY CREDENTIALS

| BASIC INFO.

Do o weant your per

| PERMISSION SCOPE

| PERMISSION PROFILE

Migration Profile

Fortl08 550 Asset Management

L s

FortiCans 1w

L LIRS

You can review and edit the permission profile by selecting it from the Permission Profiles page.

Migration Profile ®

PERMISSION PROFILE INFO ASSIGNED TO
| BASIC INFO # it

Migration Profile Active

An
pro

permission profile to demanstrate the migration to the new permission
1

| PERMISSION PROFILE

Forti0s 550 Asset Management

L

L S SRS

APl users

APl users can access FortiCloud services through the API. APl users can only use OAuth 2.0 for authentication then
access web service APIs provided by each FortiCloud service portal.

You can disable or delete a user directly from the Users page. Click the /D to update the user's status and permissions.
The Users page can be accessed from the left-hand navigation menu. See Identity & Access Management Portal on
page 10.
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Users ®

Total Records @

iam_fcdemo3 1AM User ReadOnlyAccess-FlexVM-... MyAssets Active Q@ o
mstestlAMid 1AM User MS test - MS TEST Profil.. MyAssets Active Q@ T
abctest IAM User MS TEST Profilename MyAssets Active ® T
DocUser IAM User SysAdmin MyAssets Active ® o
test1 API User SysAdmin MyAssets Active ® W

API User AM_FlexVM_Admin_Users MyAssets Active e

This section contains the following topics:

¢ Adding an APl user on page 39
» Managing APl users on page 40
¢ Accessing FortiAPIs on page 41

Adding an API user

Use Add New to generate API user IDs and passwords. IAM users can use their credentials to obtain an OAuth token
from FortiAuthenticator.

Before you can create API users, you must create a permission profile. See Permission profiles on page 16.

To create an API user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > API User.
Add APl User ©

| AP1 USER DETAILS

Description

Type

Local

| PERMISSION SCOPE

Asset Folder
My Assets

| PERMISSION PROFILE
Select a Permission Profile: *

None -

3. (Optional) In the Description field, enter a description of the user.
4. Select a permission profile from the Permission Profile dropdown list.
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5. Click Add.
Add APl User o

| APl USER DETAILS
API User ID
Status Description
Active
Type
Loca
| PERMISSION SCOPE
Asset Folder
My Assets
| PERMISSION PROFILE
Profile Name
AM_FlexVM_Admin_Users
IMPORTANT: Downloading API User Credentials will reset the Users security credentials each time you perform this action
6. Click Download Credentials. The Security Check dialog opens.
\‘ ! ’l
9 Downloading API user credentials will reset the user's security credentials each time you
perform this action. The API user only exists within the account scope.

7. Enter your password to protect the credential file and click Proceed. The credentials are downloaded to your
computer.

| SECURITY CHECK

We are keeping your info safe. To prevent fraud, please input a password for your credential file protection
PASSWORD

a8

8. Request an authorization token. SeeAccessing FortiAPIs on page 41

Managing API users

You can delete or temporarily disable an APl user by selecting the user from the Users page.

Ay
‘Q' You can also update multiple user statuses at once from the Users page. See Bulk updating
- users on page 47.

The Users > APl user page displays the following information:
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Column Description

APl User ID The user's API ID. Click the user ID to update the user details.
Description A description of the user.

Updated The date the user profile was updated.

Status The status (Active/Disabled)

Updating API user permissions

To disable an API user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Selectan IDin the list. The API User Information pane opens.

3. Click Disable. The Permission Changed Confirmation dialog opens.

4. Click Confirm.

To activate an API user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Selectan IDinthe list. The API User Information pane opens.

3. Click Edit.

4. From the Status dropdown, select Active.

5. Click Update.

To update an API user's portal permissions:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Selectan IDin the list. The API User Information pane opens.

3. Click the Edit button.

4. Selectanew Permission Profile.

5. Click Update.

Accessing FortiAPls

FortAPIs are located in the Fortinet Developer Network. To access the APIs, click FortiAPI and select a product from the

list.
L}
S L4
9 The Fortinet Developer Network can only be accessed if you have an account registered.
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Fortinet Developer Network + Create v

FortiAnswers v FortiDemo ~ FortiGuard Outbreak Alerts + More «

Fortios

FortiManager

Beta Rel' FortiAnalyzer wN

FortiSwitch
FortiClient EMS
@ O Fortit i

FortiCare Registration Forti0S 6.4

Info

n FortiAP Joined February 13, 2020
Download
bocs | FortiGate Cloud (Beta) Start 01/30/20 12:00 PM _End Very soon
|

FortiAP  FortiAP Cloud Thank you for your interest in the FortiOS 6.4 release. FortiOS 6.4 GA has been officially released so we are no longer taking new enrollments at this

time.
Fortios  eortinac
FortiSw
FortiAl (Beta)
Forums . @ RELEASE INFORMATION
FortiProxy
@ FortiAn:  Fortilnsight (Beta) FortiOS 6.4.0 GA has been released. Please use the Beta Forum for providing feedback and discussing any issues
N New features are listed below together with documentation and video links. Please note, new documents and videos will be released as they are
O FortiClient 6.4
Authorization

To obtain an OAuth token, an API user must send their credentials to the FortiAuthenticator API. Once the token is
obtained, it should be sent in the Authorization header of the request with Bearer scheme, as in the example below:

Authorization: Bearer jVSjRMxS5hpw5ZfASk8Hjol6X

For information about creating an OAuth token, see the FortiAuthenticator REST API Solution Guide > OAuth server
token (/oauth/token/).

To obtain an access token:

1. Log in to the IAM portal as an IAM User with Admin permissions.

2. Create an IAM API user and configure the relevant permissions for the required product APIs. See Adding an API
user on page 39.

3. Download the IAM API user credentials (API Key, Password, client ID).

4. Request the access token. For example:
Scurl -H 'Content-Type: application/json' -X POST
<https://customerapiauth.fortinet.com>/api/vl/oauth/token/ -d '
{"username": <API Key>, "password": <password>, "client id": <clientId for FortiGate
Cloud>, "grant type": "password"}'
Response:
{
"access token": "paLreKW6YGDfgSUfreEH90UCc1915v3",
"expires in": 14400,
"message": "successfully authenticated",
"refresh token": "WpDOHVYUdshsiWlMBROQ6uUoV2TGUIa",
"scope": "read write",
"status": "success",
"token type": "Bearer"

}

5. Refresh the token. For example:
$curl -k -v -X POST <auth url>/api/vl/oauth/token/ -H 'Content-Type: application/json' -d
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'{"client id": "fortigatecloud","grant type": "refresh token","refresh token":
"WpDOHVYUdshsiWlMBROQ6uUoV2TGUIa", }'

Response:

{

"access_token": "qeOreKW6YGDfgSUfreEH90UCc1915v3",
"expires in": 14400,

"message": "Token has been refreshed successfully",
"refresh_token": "xpDOHVYUdshsiWlMBROQ6uUoV2TDSa",
"scope": "read write",

"status": "success",

"token type": "Bearer"

External IdP roles

External IdP roles allow external users to log in to a cloud portal using their company’s user credentials with a third-party
ID provider. External IdP users are authenticated by their company's ID provider. After the user is authenticated, they
can access the cloud application based on their role.

For more information on enrolling for and configuring external IdP, see External IdP on page 92.

L}
‘9' When an IdP user clicks Logout, they are only logging out of the portal, not their company's ID

provider.

If applicable, the external IdP roles can be accessed from the Users page in the left-hand navigation menu. See Identity
& Access Management Portal on page 10.

Users @

Total Records @&

iam_1 1AM User 234234 - AdminlAM MyAssets Active Q@ w
IDP_AdminAll External IdP Role SysAdmin MyAssets Active o o
IDP_AdminlAM External IdP Role AdminlAM MyAssets Active ® o
IDP_AdminAsset External IdP Role AdminlAM MyAssets Active o o
234234 Partner Role AdminlAM MyAssets/subl Active © =
FortiCloud external IdP integration supports only FortiCloud services. FortiGate directly
? supports SAML SSO which can be enabled in FortiOS.

This section contains the following topics:
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» Adding external IdP roles on page 44
o Selecting IdP roles on page 45

Adding external IdP roles

Create external IdP roles to allow users to log in to a cloud portal with their organization's user credentials using a third-
party ID provider.

Before you can create external IdP roles, you must create a permission profile. See Permission profiles on page 16.

To add an external user role:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > External IdP Role. The External IdP Role page opens.
3. Inthe Role Name field, type the name of the role. For more information on what to name the role, see Adding
external IdP roles to the application on page 99.
4. (Optional) In the Description field, enter a description of the role.
5. From the Permission Scope dropdown, select an asset folder.
Select an Asset Folder *
None -
| My Assets
Levell
6. Inthe Permissions Profile dropdown, select a profile.
Select a Permission Profile”
None -
SysAdmin
AM_FlexVM_Admin_Users
MS TEST Profilename
ReadOnlyAccess-FlexVM-AMPortal
The Permission Details assigned to the selected profile are displayed.
CTAP (Beta) FortiCare Legacy
Mot Supported Mot Supported
Asset Management 1AM
Entitlement Management @& v User / Permissions v
Asset Maintenance @ v Account v
Renewal Notice @ v Credentials v
Vulnerability List & v
Account Services ® v
Identity & Access Management 25.2 Administration Guide 44
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If the SysAdmin profile is selected, a message will display instead of portal cards to denote

NP that the user has full access to the Asset Management, IAM, and FortiCare portals.
‘Q' SysAdmin has access to Assets&Accounts and Support but does not provide access to
Cloud Management or Cloud Services. See Creating a permission profile on page 19.

If the permission profile selected includes portals that do not support external IdP, the
portals will be marked as Not Supported.

7. Click Add Role.

Managing external IdP roles
You can manage external |dP roles from the Users page, including enabling, disabling, and deleting users.

To delete a role:

Select Users from the left-hand navigation menu. The Users page opens.
Select arole from the list.

Click Delete. The Delete Third Party IdP Role(s) dialog is displayed.
Click Confirm.

o bd-=

To disable a role:

Select Users from the left-hand navigation menu. The Users page opens.
Select a role from the list.

Click Disable. The Disable User Third Party IdP Role(s) dialog is displayed.
Click Confirm.

Ao bdhd-=

To enable a role:

Select Users from the left-hand navigation menu. The Users page opens.
Double-click the disabled role. The Manage External IdP Roles ><name> pane opens.
Click Edit.

From the Status dropdown, select active.

Click Update.

o obd-=

Selecting IdP roles

An external user can be assigned to more than one IdP role. When a user logs into a cloud portal through a third-party ID
provider, their user account is mapped to their IdP roles in the portal.

After the user logs in with the third-party ID provider, the roles connected to the user's account determines their access to
the portal.

« Ifnoroles are assigned to the account, a blocker message appears.

« Ifonly one role is assigned to the account, the user proceeds directly to the portal.

« If multiple roles are assigned to the account, the Select a Role to Proceed page opens, and the user must select a
role before proceeding to the portal.
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(%) FortiCloud -

Welcome

Select a Role to Proceed

Q_ [)OU Name Only

Logging into an IdP role

Users can access FortiCloud using external IdP roles when logging in with their company's ID provider.

To access the external IdP role:

Log in using your company's ID provider. The log in portal opens.

Select the Service Provider.

Select External IDP Role. The roles available based on your credentials are displayed.
Hover over the role you want to choose and click Select.

The Dashboard is displayed.

o bh =

Switching from an IdP role

If you are logged into an external IdP role, you can switch to another linked role.

To switch to an IdP role:

1. Click the profile menu in the top right.

Q o -
25 My Account
3¢ Switch Roles
() Logout

1DP_AdminAll

2. Select Switch Roles. The Select a Role to Proceed dialog is displayed.

Identity & Access Management 25.2 Administration Guide
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Select a Role to Proceed

Q[ OU Name Only

IDP_Adminal

IDP_AdminAsset

IDP_AdminlAM

IDP_Adminal

IDP_Adminal

1DP_Adminal

1DP_AdminlAM

1DP_Adminal

3. Hover over the role you want to change to and click Select.

You will be redirected to the Dashboard of the selected account.

Bulk updating users

You can take bulk actions on users statuses, including enabling, disabling, and deleting users.

To enable users in bulk:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the users you want to enable. The bulk action buttons are displayed.

Users @

Total Records

v

2 User(s) selected | % Enable

iam_fcdemo3

mstestlAMid

abctest

DocUser

13FFOF92-A5DE-45...

081F5A34-3885-44

A1E7EF25-B501-45..

testl

IAM User

IAM User

IAM User

IAM User

APl User

APl User

APl User

ReadOnlyAccess-FlexvVM-__

MS test - M5 TEST Profil.

MS TEST Profilename

SysAdmin

SysAdmin

AM_FlexVM_Admin_Users

AM_FlexVM_Admin_Users

MyAssets

MyAssets

MyAssets

MyAssets

MyAssets

MyAssets

MyAssets

3. Click Enable. The Confirm to Enable User(s) dialog is displayed.

4. Click Yes, | want to continue.
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To disable users in bulk:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the users you want to disable. The bulk action buttons are displayed.
Users ®

Total Records

= 2 Userls) selected | & Enable

Eb

v iam_fcdemo3 IAM User ReadOnlyAccess-FlexVM-... MyAssets Active
mstestlAMid 1AM User MS test - M5 TEST Profil MyAssets Active
abctest IAM User MS TEST Profilename MyAssets Active

v DocUser IAM User SysAdmin MyAssets Active
13FFOF92-A5SDE-45... test1 API User SysAdmin MyAssets Active
081F5A34-3885-44... APl User AM_FlexVM_Admin_Users MyAssets Active
A1E7EF25-B501-45.. APl User AM_FlexVM_Admin_Users MyAssets Active

3. Click Disable. The Confirm to Disable User(s) dialog is displayed.
4. Click Yes, | want to continue.

To delete users in bulk:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the users you want to delete. The bulk action buttons are displayed.
Users ®

Total Records @@

=) 2 Usere) selsceed |  Enable

Eb

v iam_fcdemo3 IAM User ReadOnlyAccess-FlexVM-... MyAssets Active
mstestlAMid 1AM User MS test - M5 TEST Profil MyAssets Active
abctest IAM User MS TEST Profilename MyAssets Active

v DocUser IAM User SysAdmin MyAssets Active
13FFOF92-A5DE-45 test1 API User SysAdmin MyAssets Active
081F5A34-3885-44... APl User AM_FlexVM_Admin_Users MyAssets Active
A1E7EF25-B501-45.. APl User AM_FlexVM_Admin_Users MyAssets Active

3. Click Delete. The Confirm to Delete User(s) dialog is displayed.
4. Click Yes, | want to continue.
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User groups

User groups save time assigning asset and portal permissions to users. Use a group to create sets of conditions and
then assign users to the group. A user can only belong to one group at a time.

The User Groups page can be accessed from the left-hand navigation menu. See Identity & Access Management Portal
on page 10.

User Groups ®

Total Records @

MS test 1 ms test manual 2024-10-03 Active

This section contains the following topics:

¢ Adding an IAM user group on page 49
» Managing IAM user groups on page 50

Adding an IAM user group

Create a group of asset and portal permissions, and then assign users to the group.

Before you can create IAM user groups, you must create a permission profile. See Permission profiles on page 16.
To create a user group:
1. Select User Groups from the left-hand navigation menu. The User Groups page opens.

User Groups ®

Total Records @9

MS test 1 ms test manual 2024-10-03 Active

Click Add IAM User Group. The IAM User Group Information page is displayed.
In the Group Name field, enter a name for the group.

(Optional) In the Description field, describe the group.

(Optional) Set the Status to Disabled. The status is Active by default.

Click Next.

From the Permission Scope dropdown, select an asset folder.

NoakoDd
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8. Inthe Permissions Profile dropdown, select a profile. The Permission Details assigned to the selected profile are
displayed.

| PERMISSION PROFILE

Select a Permission Profile*

Test

Managed FortiGate Overlay as a Service

v Admin Denied

Asset Management

Entitlement Management @ v

Asset Maintenance &

Renewal Notice @

Vulnerability List ® v

Account Services @

If the SysAdmin profile is selected, a message will display instead of portal cards to denote
that the user has full access to the Asset Management, IAM, and FortiCare portals.
SysAdmin has access to Assets&Accounts and Support but does not provide access to
Cloud Management or Cloud Services. See Creating a permission profile on page 19.

\y

9. Click Next. The Add IAM user(s) page is displayed.
10. Assign users to the group.
a. Click Add User.

b. (Optional) Click Filter users by Group, to view users in a group. Selecting a user in a group will remove the user
from that group.

c. (Optional) Enter a username in the search bar, and enter the user name. As you type, partial results are
returned.

d. Selectthe users and click Add.

e. Click Next.The Confirmation page is displayed.
11. Review the group permissions, and click Confirm.
12. (Optional) Click Add Another Group.

Managing IAM user groups

You can update the members in a group and their permissions from the Group Information page. Use the Status setting
to temporarily suspend a group's permissions.

The User Group page displays the following information:

Column Description

Group Name

The name of the user group.
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Column Description

Number of Users The number of users assigned to the group.
Description The description of the group.

Updated The date the group was updated.

Status The group's status (Active/Disabled)

This section contains the following topics:

« Editing user groups on page 51
+ Adding and removing users on page 52
« Updating user group permission on page 53

Editing user groups
User groups can be added, edited, disabled, or deleted from the User Groups page.

To update group details:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.

2. Click the Group Name. The IAM User Groups / <name> pane is displayed.
MS test®

GROUP INFORMATION @& USERS  GROUP PERMISSIONS

Mot e
3. Click Edit.
4. Update the Group Name, Status, and Description, and then click Update.
To disable a user group:
1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Selecta group(s)in the list.
User Groups ©®
Search.. Q @ Disable © Add User

Total Records €

v

v MStest 1 2024-10-03 Active

3. Click Disable. The Permission Changed Confirmation dialog opens.

Identity & Access Management 25.2 Administration Guide
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4. Click Yes. The group's Status is changed to Disabled and the members' portal permissions are suspended until you
re-activate the group.

To activate a user group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Click the Group Name. The IAM User Group > <group_name> page is displayed.
3. Click Edit.
4. From the Status dropdown, select Active.
MS test®

GROUP INFORMATION @& USERS  GROUP PERMISSIONS

Group Name * Status

MS test Active

-

Description
Disabled
ms test manual

5. Click Update. The group's Status changes to Active and the members' portal permissions are restored.

To delete a user group:

A\,

b [ 4
? You cannot delete a group that has members or a group with Status of Disabled.

1. Goto IAM User Groups.

2. Select the user group(s), and click Delete. The Permission Changed Confirmation dialog is displayed.
3. Click Yes. The group is removed from the list.

Adding and removing users

Add or remove users from the Users tab in the group details page.

To add users to a group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Selecta user group, and click Add User. The Add User:<group_name> dialog appears.

3. Select users from the list. You can filter the list with the Filter Users by Group dropdown, or use the Search field to
find a specific user.

4. Click Add.

l\ You can also add users to a group from the Users tab in the group details.
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To remove a user from a group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.

2. Click the Group Name. The Manage IAM User Group > <group_name> page is displayed.
3. Click the Users tab.
MS test®

GROUP INFORMATION @ USERS  GROUP PERMISSIONS

@ Add User

mstestlAMid MS test - MS TEST Profilename MyAssets Active
4. Selectthe user(s), and then click Remove User. The Remove User from User Group dialog opens.

5. Configure the user's permission profile and click Confirm. If you do not configure the permissions the user will lose
access to the portal.

6. Click Confirm.

Updating user group permission

The Permission Scope and Permission Profile of a user group can be edited from the Group Permissions tab. Any
changes made to Group Permissions will automatically affect any users within the group.

To update portal permissions:

Select User Groups from the left-hand navigation menu. The User Groups page opens.
Click the Group Name. The IAM User Group > <group_name> page is displayed.

Click the Group Permissions tab.

Click Edit.

Select the Permission Scope from the dropdown list.

Select the Permission Profile from the dropdown list.

Click Update.

No ook obdbh-=
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Migrating sub users

You can migrate a sub user account from FortiCloud and convert it to an IAM user. After a sub user is migrated, they are
required to update their login credentials the next time they access a portal.

\ L}
S L4
? Most of the Fortinet Inc. Cloud portals support IAM users at this time.

After migration is complete:

« The sub user is automatically removed from your FortiCloud account. A sub user cannot be restored in FortiCloud.
» The user's data and settings in the cloud portals are migrated with the user.

The Migrate Sub Users page can be accessed from the left-hand navigation menu. See Identity & Access Management
Portal on page 10.

FortiGate Cloud Legacy users

A FortiGate Cloud Legacy user can be migrated to an IAM user using the same process as a sub user. If Legacy users
are available for migration, they will be listed in the active sub users page in the Source column. Select Ignore FortiGate
Cloud legacy user to hide the Source column.

3. Select active Sub User(s)

Total Records @) [ Ignore FortiGateCloud legacy users
Sub User Full
Sub User Full
Sub User Full
Sub User Full
Sub User Full
Legacy User ReadOnl
Legacy User ReadOnly
Legacy User ReadOnl
Legacy User ReadOnly

S ! ’, When you are migrating FortiGate Cloud Legacy users and assigning permission profiles for
? the new |IAM users, if the permission profile selected does not have FortiGate Cloud
- permissions enabled, an error will display and the Legacy users cannot be migrated.
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To migrate a sub or Legacy user:

1. Select Migrate Sub Users from the left-hand navigation menu.
1. Sub User Migration Agreement

| PLEASE READ THE FOLLOWING INFORMATION CAREFULLY:

+ Following migration, current Sub User(s) will be automatically removed from your FortiCloud account
s Newly created 1AM users will need to set new Security Credentials (password and token) for themselves
+ 1AM user support can differ from portal to portal, please verify your permission and access once the migration is complete

* Some Cloud Portals don't currently support 1AM users

I have read, understoed and accepted the statements above

2. Read and accept the terms of migration, and click Next.
3. Selecta User ID formatting option, and click Next.

Format Description

Use email account name Maps the user's FortiCloud Email (Account ID) to the IAM User ID field.

Use username as ID and filter Maps the user's FortiCloud Name to the IAM User ID field.
with space

4. Select users from the list, and click Next.

3. Select active Sub User(s)

Total Records @ [ Ignore FortiGateCloud legacy users
Sub User Full
Sub User Full
Sub User Full
Sub User Full
Sub User Full
Legacy User ReadOnly
Legacy User ReadOnly
Legacy User ReadOnly
Legacy User ReadOnly

The User Details page is displayed.

L}
S L4
9 Select Ignore FortiGate Cloud legacy userto hide the Source column.
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5. Review the user's details, and click Next. The User Group, Asset and Portal Permissions pane opens.

5. User Group, Asset and Portal Permissions

| BASIC INFO

Do you want your permission controlled by an 1AM User Group?

Select a Type®

Local

| PERMISSION SCOPE

Asset Permissions *

My Assets -
| PERMISSION PROFILE
Select a Permission Profile”
None -
\‘ ! 'l
? Legacy users being migrated must be assigned to a permission profile with FortiGate
- Cloud permissions enabled.

6. (Optional) Add the user to an IAM user group. See User groups on page 49.
1. Select Yes from Basic Info, and select a group from the dropdown.
2. Click Nextto proceed to Step 10.
7. Select an asset folder from the Asset Permissions dropdown.
8. Select a permission profile from the Choose A Permission Profile dropdown.
9. Click Next. The Confirmation of Sub User(s) to migrate page is displayed.
10. Click Confirm. The Confirmation page is displayed.
11. Click Download IAM User Credentials and send them to the user.

Identity & Access Management 25.2 Administration Guide
Fortinet Inc.

56



Account management

Use the Account menu to update your account information, change your password and enable Two-Factor
Authentication. To open the account menu, click the your account email at the top-right of the page.

This section contains the following topics:

e My Account on page 57
» User Information on page 62
» Security Credentials on page 63

My Account

Use the My Account portal to update your account information and preferences. You can also use the portal to enable
the Organizations feature.

To access the My Account portal:

1. Loginto FortiCloud. The Asset Management portal opens.
2. Atthe top-right of the page, click the Account menu. This is your email address.

25 My Account it
© security Credentials

& Logout

Identity & Access Management 25.2 Administration Guide
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3. Click My Account. The Account Profile page opens.

Account fname 1015827 Iname 1015827

Company:
Title:
Email:

company 1015827
title 1015827
1015827 @rest.com

Activated Since

2020-02-20

Account
Account Profile
" Change Account ID (Email)
& Manage User

&4 My Account (IAM version)

Account Profile

Account Information

company

Phone:
Industry:

Organization Size:

Master User

Email:

Name:

Title:

All ticket process via Email:

For more information about Email Interaction, please Click Here

4. Click My Account (IAM version). The Credential Portal opens.

4= IDENTITY MANAGEMENT

E Account Profile

R Account Prefersnces

@ Document Library

Account Profile

Account Profile

CCOUNT INFORMATION
Account ID Account Alias@
Company Address
Fortinet
Phane Fax
Industry Organization Size
Technology 1000-2499 employees
MASTER USER

First Name Last Name

Title
Miss

Email

Telephone:

phone 1015827

The Account Profile page displays the Account Information such as the company name and address, as well is the name
and contact information of the master user for the account. Only the master user can access the Account Profile.
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The master user is the person who created the account. An account can only have one master user. You cannot change
the master user of the account. Master users can add users to the account and assign roles, permissions, and assets to

the users.
€= IDENTITY MANAGEMENT
Account Profile (o ]
@ Account Profile
@ Account Preferences
o Ao iaz @
Company
Fortinet
Industry Organization Size
Technelogy 1000-2499 employees
Titl .
Miss
@ oan

To edit the Account Profile:

1. Goto Account Profile.
2. Click Edit.
3. Update the account information and click Update.

Account Preferences
Use the Account Preferences page to enable ticket processing by email and link a partner to the account by default.
PSIRT Contact

You can specify a PSIRT Contact to receive Monthly and Out-of-cycle Critical PSIRT Advisories. This ensures that the
emails are directed to the appropriate contact.
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To add a PSIRT Contact:

1. Login as a Master Account user and go to My Account.

Company: Fortinet

Account

= Activated Since

Account

i M— 2027-05-24

Account Profile

Account Information

Fortinet

Phone:
Industry:

Organization Size:

Master User

Email:
Name:
Title:

Al ticket process via Email:

For more information a ion, please Click Here

=0

2. Select My Account (IAM version).

4= IDENTITY MANAGEMENT

£ Aocountpreteences

@ Document Libary

Account Profile

unT o
A D Account Aliss@
Company Address
Fortinet

P Fax

Industry

Technology

MASTER USER

First Name Last Name.

Title Em

Miss

3. Select Account Preferences.

€ IDENTITY MANAGEMENT
£ Account Profile
E Account Preferences

@ Document Libary

4. Click Edit.

Account Preferences

4~ Consolidate all your accounts into an Organization

in the cloud.

Arrange all accounts into distinct Organizational Units to centrally apply permissions across multiple accounts

ENABLE ORGANIZATION FEATURE <1

‘Allow Ticket Processing by Email Nane

PSIRT CONTACT

5. Add the contact in the PSIRT Contact field.

6. Click Update.
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Ticket Processing

Enabling Ticket Processing by Email allows Customer Support to manage your help desk processes via email as well as

other built-in procedures. Ticket processing by email automatically routes tickets to the proper technician and updates
your customer.

To enable ticket processing by email:

Go to Account Preferences.

Click Edit.

Select Allow Ticket Processing by Email.
Click Update.

Ao b=

Default Partner

You can select a partner to be linked to this account by default. You can change this selection at any time.
1. Goto Account Preferences.
Click Edit.

2
3. From the Default Partner dropdown, select a partner account from the list.
4. Click Update.

Creating connected accounts (Partners)

Partners can be connected to one account, or connected to multiple accounts as a master or sub user.

To create a connected account:

1. Click the Account dropdown (your email) and select My Account. You are redirected to FortiCloud.

@ Security Credentials
() Logout

2. Click Connect Account. The Connect Registered Account page opens.

Name:
Fortinet (Americas) Telephone: \ Connected Account
PARTNER | : Address:

Postal Code: 22
Region:

Manage Account

Connect Registered Account
& Connected Accounts

& Create an Account Connect Account
Account ID (Email):* Password:*
3. Click Account ID (Email) and select a user from the list. The Password field is updated.
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4. Click Search. The available accounts are displayed.

Name:
Fortinet (Americas) Telephone: Connected Account

PARTNER | _ . Address:
L% PosalCode 22

Manage Account .
8 Connect Registered Account

&84 Connected Accounts

& Create an Account Connect Account
Connect Account
Account ID (Email):* Password:*
LLLLLIL LT S
Account Company Name Email
C

5. Select the account(s) and click Connect.

User Information

If you are logged in as an IAM user, you can access the User Information page from the profile menu.

Q [y DocUser ¥

y o My Account
fFortinet 3o My

; 2o User Information
DocUser
© security Credentials

® Logout

The User Information page provides information on your current IAM user account in multiple tabs:

» User Profile: Displays information about your current IAM user account, including Name, Phone, Account ID, Email,
and Username.

€ IDENTITY MANAGEMENT

i EDIT
— User Information [ or ]

@  Permissions

| USER PROFILE

Name Email
Doc Test
Phone Username
+15551234 DocUser
Account ID Account Alias
Group Status.

Active
Registration Date Description
2024-10-18 N/A

1 USER TYPE

User Type
IAMUser

» Permissions: Displays information about your permission scope, current permission profile, and any user group

Identity & Access Management 25.2 Administration Guide 62
Fortinet Inc.



Account management

your |AM user is a part of.

€= IDENTITY MANAGEMENT
Permissions
Qo User Profil
Permissions (UEEET

N/A

| PERMISSION SCOPE

Asset Permissions

MyAssets

| PERMISSION PROFILE

SysAdmin

This profile allows full access to all portals

Security Credentials

Use the Security Credentials settings to change your account password, update your contact information, and enable
Two-Factor Authentication (2FA).

This section contains the following topics:

» Password on page 63
o Contacts on page 65
o Two-Factor Authentication on page 70

Password

The account password can be managed in the Security Credentials > Change Password page.

To change the account password:

1. Click the account menu at the top-right of the page. This is your account email address.
2. Click Security Credentials. The Change Password page opens.
3. Click Edit.

Change Password canceL

New Password:
Confirm New Password:

Minimum 8 characters

Must contain numbers (0-9}

Both uppercase [A-Z) and lowercase (a-2) letters
Some special characters

4. Inthe New Password field, enter your new password.
5. Inthe Confirm New Password field, re-enter you new password.
6. Click Update.
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Resetting the account password

If you have forgotten your password, you can reset the password in the login page.
To reset the password:
1. Onthe login page, click Forgot password?.

Login as

(®) IAM user Email user

Forgot password?

LOG IN AS IAM USER

2. Enter the account information:
a. Enter the account Email.
b. Select/am a human.

Forgot Password

Please enter your email to gt a password reset link

‘:| | am human 4

SUBMIT

Forgot your email? Click Here

3. Click Submit. An email will be sent that includes a reset link.
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==Y FortiCloud

Security-as-a-service ,
securing people,

devices, and data
everywhere

Email Submitted!

mail sent, if your account is found in our system, you'll receive a password reset email.

Bringing Security to Every Comer of the Cyberverse.

LOGIN AGAIN

_ﬁearlnsr da | Copyright ©2024 Fortinet Inc_ / Legal / Privacy
z = " 1

4. Follow the instructions in the email.
5. If you have Two-Factor Authentication enabled:
a. Enterthe FortiToken, SMS code, or both in the provided fields.

The verification codes required when resetting your password depends on the

NP information included in your account. If you have FortiToken enabled and a mobile
‘Q' number included in your account, you will be required to enter verifications received
- from both methods. If you only have one method included in your account, you will only

be required to enter one verification code. See Contacts on page 65 and Two-Factor
Authentication on page 70.

b. Click Confirm.

Enter the new password twice in the Reset Password link.
7. Click Reset Password.

8. Log into your account using the new password.

Contacts

The Contacts page contains information on your email address and mobile number, which can be used for Two-Factor

Authentication codes, notifications, or FortiToken and password retrieval. See Password on page 63 and Two-Factor
Authentication on page 70.

Email address

The account email address is used for one-time password verification, notifications, and FortiToken or password
retrieval.
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To update the email address:

1. Click the account menu at the top-right of the page.
2. Goto Security Credentials > Contacts.
Contacts
Set up your email and mobile number to recsive security codes for secure logins. Stay protected by keeping your information up-to-date.
Set Up Your Contact Settings To Recelve Security Codes
EMAIL ADDRESS CHANGE EMAIL

Please enter an email address where you can receive your One-Time Password (OTP) for each login. Ensure it's accessible for
notifications to safeguard your credentials effectively

Notification Email*

MOBILE NUMBER

Please provide a mobile number to receive SMS codes and assist in retrieving your FortiToken or password if necessary.
ADD NUMBER

Mobile Number

3. Enter the new email address in the Notification Email field.
Contacts
Set up your email and mabile number to receive security codes for secure logins. Stay protected by keeping your information up-to-date
Set Up Your Contact Settings To Recelve Security Codes
EMAIL ADDRESS UPDATE

Please enter an email address where you can receive your One-Time Password (OTP) for each login. Ensure it's accessible for
receiving notifications to safeguard your credentials effectively.

Notification Email*

MOBILE NUMBER

Please provide 3 mobile number to receive SMS codes and assist in retrieving your FortiToken or password if necessary.
ADD NUMBER

Mobile Number

4. Click Update.
5. Enter your password in the Verify Identity dialog.

Contacts

Set up your email and mobile number to receive security codes for secure logins. Stay protected by keeping your information up-to-date.

UPDATE
Verify Identity

Enter your password to save your changes.

Cancel SUBMIT

ADD NUMBER

6. Click Submit.

Identity & Access Management 25.2 Administration Guide
Fortinet Inc.

66



Account management

7. Verify your email address:
a. Enterthe One Time Password that was emailed to you.
b. Enterthe Captcha Code.
c. Click Submit.

Contacts

Set up your email and mobile number to receive security codes for secure logins. Stay protected by keeping your information up-to-date,

Verify Email Address
We have sent you a One Time Password(OTP) to your email address atobin@fortinet.com. Please enter it below.
UPDATE

%
Enter Captcha Code

Cancel SUBMIT

ADD NUMBER

IAM users

If an IAM user is updating the email address in the Contacts page, the IAM user email address will also change in the
Users > IAM Users > User Profile tab in the Identity & Access Management portal. See Managing IAM users on page 29.

To change the email address of an IAM user:

1. Click the account menu at the top-right of the page.
2. Goto Security Credentials > Contacts.
3. Enter the new email address in the Notification Email field.

Contacts

Set up your email and mabile number to receive security codes for secure logins. Stay protected by keeping your information up-to-date

Set Up Your Contact Settings To Recelve Security Codes

EMAIL ADDRESS UPDATE

Please enter an email address where you can receive your One-Time Password (OTP) for each login. Ensure it's accessible for
receiving notifications to safeguard your credentials effectively.

Notification Email*

MOBILE NUMBER

Please provide a mobile number to receive SMS codes and assistin retrieving your FortiToken or password if necessary.
ADD NUMBER
Mobile Number

4. Click Update.
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5. Click Submitin the email change acknowledgment dialog.

Contacts

Set up your email and mobile number to receive security codes for secure logins. Stay protected by keeping your information up-to-date.

Set Up Your Contact Settings To Receive Security Codes

EMAIL ADDRESS UPDATE

Please enter an email address where you can receive your One-Time Password (OTP) for each login. Ensure it's accessible for receiving notifications to

Confirm Email Change

This new email will not only be used for email tokens but alse to change the 1AM user contact email. Are you sure you want to continue?

canee m

ADD NUMBER

Mobile number
The account mobile number is used for one-time password verification, and FortiToken or password retrieval.

To add a mobile number:

1. Click the account menu at the top-right of the page.
2. Goto Security Credentials > Contacts.
Contacts
Set up your email and mobile number to receive security codes for secure logins. Stay protected by keeping your information up-to-date.
Set Up Your Contact Settings To Receive Security Codes

EMAIL ADDRESS CHANGE EMAIL

an email addr

shere you can receive your One-Time Password (OTP) for each login. Ensure it's accessible for
netifications to safeguard your credentials effectively.

Notification Email*

MOBILE NUMBER

Please provide & mobile number to receive SMS codes and assist in retrieving your FortiToken or password if necessary.
ADD NUMBER

Mabile Number

3. Select aregion code and enter the mobile number.
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Contacts

Set up your email and mobile number to receive security codes for secure logins. Stay protected by keeping your information up-to-date.

Set Up Your Contact Settings To Receive Security Codes

EMAIL ADDRESS CHANGE EMAIL

Please enter an email address where you can receive your One-Time Password (OTP) for each login. Ensure it's accessible for
receiving nefifications to safeguard your credentials effectively.

Notification Email*

MOBILE NUMBER

Please provide a mobile number to receive SMS codes and assist in retrieving your FortiToken or password if necessary
URDATE
Mabile Number

+1 >

4. Click Update.
5. Enter your password in the Verify Identity dialog.

Contacts

Set up your email and mobile number to receive security codes for secure logins. Stay protected by keeping your information up-to-date.

Verify Identity CHANGE EMAIL

Enter your password to save your changes.

UPDATE
Mobile Number

+1 ~

6. Click Submit.

7. Verify your mobile number:
a. Enter the verification code that was texted to your mobile number in the SMS Code field.
b. Enter the Captcha Code.
c. Click Submit.

Contacts
Set

Verify Your Mobile Number

We have sent you a 6-digit SMS code to +1 Please enter it here. The code will expire in 5
minutes.

CHANGE EMAIL

SELXY

Enter Captcha Code

UPDATE
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To remove a mobile number:

1. Click the account menu at the top-right of the page.
2. Goto Security Credentials > Contacts.
3. Click Remove Number in the Mobile Number section.

O ! ’, If SMS tokens are enabled for Two-Factor Authentication, you must change the Two-Factor
? Authentication method before you can remove the mobile number. See Switching Two-Factor
- Authentication methods on page 73.

Two-Factor Authentication

Two-Factor Authentication (2FA) requires users to enter a security code to log in to a portal.

Users can choose to receive Two-Factor Authentication security codes sent to them through FortiToken, SMS, email, or
a third-party authenticator each time they log in. Email authentication is enabled as the default method for new accounts.
However, FortiToken is the recommended method of authentication for greater security.

FortiToken Two-Factor Authentication is enforced for all email account users if it has been selected at the Organization
or Account level that the email account belongs to.

This section contains the following topics:

» Enabling Two-Factor Authentication on page 70
¢ Logging in with Two-Factor Authentication for the first time on page 72
» Switching Two-Factor Authentication methods on page 73

Resetting tokens for Two-Factor Authentication on page 74

Al
‘Q' For information on transferring tokens from one mobile device to another for Two-Factor
- Authentication, see the FortiToken Frequently Asked Questions guide.

Enabling Two-Factor Authentication

You can select the Two-Factor Authentication method at the user level or the account level. See Settings in the
Organization Portal guide for information on enforcing Two-Factor Authentication at the Organization level.

To enable Two-Factor Authentication for your account:

1. Click the Account menu at the top-right of portal and select Security Credentials.

2o My Account
) Security Credentials

() Logout

2. Inthe navigation pane, click Two Factor Authentication. The Two Factor Authentication page opens.
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Two-Factor Authentication

Tiwo-Factor Authentication requires you to enter a security code to log in to a portal to enhance the security of your account.

Please enable Two-Factor Authentication (2FA) for your login. Our system will soon enforce 2FA with email as the default method. but we strongly suggest choosing FortiToken for added convenience and optimal security.

Select Your Two-Factor Authentication Method

FORTITOKEN

Use this option if you want to use your mobile device a5 security device, you will need to download and install FortiToken Mobile application from Apple App Store or Google Play Store. For more details
about haw to use FortiMobile Token please dlick here

EMAIL

Use this twe-facter authentication option to receive an email containing a One-Time Passwerd(OTP). For details on how to use and update your email id, please click here.

Use this twe-facter authentication option to receive a SMS containing a secure code. Fer details on how to use and update your mobile number, please click here.

THIRD-PARTY AUTHENTICATOR APP

Use this option if you want to use external Authenticator apps, you will need to download and install authenticator apps such as Microsoft Authenticator, Google Authenticator, etc fram Apple App Store
or Geogle Play Store. For more details about how to use Authenticator apps (other) please click here.

3. Enable the Two-Factor Authentication option you prefer.

Two-Factor Authentication
. . - . . CANCEL UPDATE
Two-Factor Authentication requires you to enter a security code to log in to a portal to enhance the security of your account. -

/e strongly suggest choosing FortiToken for added convenience and optimal security

nable Two-Factor Authentication (2FA) for your login. Our system will soon enforce 2FA with email as the default method. b

Select Your Two-Factor Authentication Method

FORTITOKEN

Use this option if you want to use your mebile device as security device, you will need to download and install FortiToken Mobile application from Apple App Store or Google Play Store. For more details
about how to use FortiMobile Token please click here

EMAIL

Use this two-factor authentication option to receive an email containing a One-Time Password(OTP). For details on how to use and update your email id, please click here.

Use this twe-facter authentication option to receive a SMS containing a secure code. For details on how to use and update your mebile number, please click here.

THIRD-PARTY AUTHENTICATOR APP

Use this option if you want to use external Authenticator apps, you will need to download and install authenticator apps such as Microsoft Authenticator, Google Authenticator, etc from Apple App Store
or Google Play Store. For more details about how to use Authenticator apps (other) please click here.

While email authentication is the default method, FortiToken is the recommended Two-
) ! ’, Factor Authentication method to give your account the best security. Email accounts that
q already have email-based Two-Factor Authentication enabled cannot change the email
- address used and are encouraged to switch to FortiToken. See Switching Two-Factor
Authentication methods on page 73.
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Al
‘Q' SMS Two-Factor Authentication will only be available if a mobile number has been added

to the account. See Contacts on page 65.

4. Click Update.

5. A verification dialog will open. The dialog that appears is dependent on the authentication method you chose.
Follow the steps provided in the dialog to complete verification.

6. Click Submit.

Managing user authentication

You can edit the email address used for Two-Factor Authentication for a user in the User > User Profile tab. See
Managing |AM users on page 29.

If a user has FortiToken or a third-party authenticator app enabled for Two-Factor Authentication and needs to reset it on
a new device, you can temporarily change their authentication method to email. This allows the user to access their
account using email authentication and re-enable the token for their new device.

To modify the Two-Factor Authentication method for a user:

1. Goto Users and select the user from the list.
2. Gotothe Security Credentials tab.
3. Under Two Factor Authentication, click Switch to Email Token.

Logging in with Two-Factor Authentication for the first time

Users are required to validate and set up Two-Factor Authentication the first time they log in to www.forticloud.com if it is
being enforced by their account or Organization.

Email users

Master and legacy sub users logging in with an email account will be forced to enable Two-Factor Authentication using
FortiToken if it is being enforced at the account or OU level. See Enabling Two-Factor Authentication on page 70 for
information on enforcing Two-Factor Authentication at the account level. See Settings in the Organization Portal guide
for information on enforcing Two-Factor Authentication at the Organization level.
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To set up Two-Factor Authentication for FortiToken if you are in an Organization:

1. Log in using your email account credentials. You will be redirected to the Two-Factor Authentication page.

Boost your account’s security with two-
factor authentication (2FA)

To enhance security, Two-Factor Authentication (2FA) is
being enforced for your account. You will be redirected to a
page to set up 2FA,

ENABLE2FA  —>

2. Enable Activate 2FA with FortiToken Mobile App.

Two-Factor Authentication
T Factar Authertication recuires you to entes 3 security eads to

Activate 2FA with FortiToken Mobile App

3. Click Update. The Verify Identity dialog opens.

Verify ldentity

Enter your password to save your chang

SUBMIT

4. Enter your account password and click Submit.

5. (Optional) Click Test Token Now to verify Two-Factor Authentication has been enabled.
a. Enter the security code and click Submit. A dialog opens if the test is successful.

6. Log in using your email credentials again and use FortiToken to verify your account.

IAM users

Users logging in with an IAM account can set up Two-Factor Authentication for email, SMS, FortiToken, or through a
third-party authenticator app. See Enabling Two-Factor Authentication on page 70.

Ay
‘Q' SMS Two-Factor Authentication will only be available if a mobile number has been added to

the account. See Contacts on page 65.

Switching Two-Factor Authentication methods

You can switch authentication methods from your account settings. Users logging in using email account credentials
cannot switch to the email Two-Factor Authentication method and are encouraged to switch to the FortiToken method for
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better security.

To switch Two-Factor Authentication methods:

1. Login to the portal.
2. Click the Account menu at the top-right of portal and select Security Credentials.

25 My Account
© security Credentials

" Logout

3. Inthe navigation pane, click Two Factor Authentication. The Two Factor Authentication page opens.
4. Select the new authentication method and click Update.

Two-Factor Authentication
=

Two-Factor Authentication requires you to enter a security code to log in to a portal to enhance the security of your account.

Select Your Two-Factor Authentication Method

FORTITOKEN
Use this option if you want o use your mobile device a5 security device, you will need to download and install FortiToken Mobile application from Apple App Store or Gaogle Play Store. Far more details
about how to use FertiMobile Token please click here.

EMAIL

Use this two-factor authentication option to receive an email containing 3 One-Time Password{OTP). For details on how to use and update your email id, please click here

Use this two-factor authentication option ta receive a SMS cantaining a secure code. For details on how to use and update your mobile number, please click here.

THIRD-PARTY AUTHENTICATOR APP
Use this option if you want o use external Authenticator apps, you will need to download and install authenticator apps such as Microsoft Authenticator, Google Authenticator, etc from Apple App Store
or Gougle Play Stere. For more details about how to use Authenticator apps (other please click here.

5. A verification dialog will open. The dialog that appears is dependent on the authentication method you chose.
Follow the steps provided in the dialog to complete verification.

6. Click Submit.

Resetting tokens for Two-Factor Authentication

You can reset tokens for FortiToken Mobile and third-party authenticator apps:

+ Resetting a FortiToken on page 74
¢ Resetting a third-party authenticator app token on page 76

Resetting a FortiToken

You can reset FortiToken for Two-Factor Authentication from your account from the Welcome page after you log into a
portal. For example, you have upgraded your phone and you want to configure FortiToken on your new device to use
with Two-Factor Authentication.
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To reset FortiToken for Two-Factor Authentication for a new device:

1.
2,

Install the FortiToken app on the new device.

Log in to the portal with the FortiToken app on the old device and go to Security Credentials > Two Factor
Authentication.

Click Reset Token under FortiToken.

If a mobile number is included in your account, an SMS code will be sent to the number.
Enter the SMS Code and account Password.

Click Submit. A FortiToken reset email will be sent to the account email address.
Configure the FortiToken app for your new device and log in.

Lost FortiToken device

You can reset the FortiToken for a lost device if you have added the mobile number to the account. If you have not added
a mobile number to the account, contact Customer Service. See Contacts on page 65.

To reset FortiToken for a lost device:

1.
2,

3.

Attempt to log into the portal.
When you are directed to the Input Security Code page, select Lost FortiToken.

Input Security Code

Check your email or token application for the security code

Need Help?

Email Login Users:

Forgot Username | Forgot Password? | Change My Security Device | Lost FortiToken
Lost Token on Third-Party App

IAM Users:
Please contact the administrator that provided your usemame for assistance

Enter your account email address and verify the Captcha.

Lost Token Help

Please enter your email to initiate the FortiToken reset process

Please confirm you're not a robot:

Forgot your email? Click Here

Click Submit.

Enter the verification that was sent to your email.

Click Next.

If a mobile number is included in your account, an SMS code will be sent to the number.
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7. Enter the SMS Code and account Password.
8. Click Next. A FortiToken reset email will be sent to the account email address.

Resetting a third-party authenticator app token

You can also reset the token for a third-party authenticator app if that it your chosen mode of authentication.

To reset a third-party authenticator token:

1. Click the Account menu at the top-right of portal and select Security Credentials.

2o My Account
@ Security Credentials

& Logout

2. Inthe navigation pane, click Two Factor Authentication. The Two Factor Authentication page opens.
3. Click Reset Token under Third-Party Authenticator App.
Enter your password to verify your identity and click Next.

>

If a mobile number is included in your account, an SMS code will be sent to the number.
Enter the SMS Code and account Password.

Click Next.

Scan the QR code from the authenticator app or enter the activation code.

Click Next.

Enter the token code from the authenticator app.

© ©®©® NG

Click Next. A confirmation message is displayed.

Lost token on a third-party authenticator app

You can reset the token of a third-party authenticator app from the login page.

To reset a third-party authenticator:

1. Attempt to log into the portal.
2. When you are directed to the Input Security Code page, select Lost Token on Third-party app.

Input Security Code

Check your email or token application for the security code.

Need Help?

Email Login Users:

Forgot Username | Forgot Password? | Change My Security Device | Lost FortiToken
Lost Token on Third-Party App

IAM Users:
Please contact the administrator that provided your usemame for assistance

3. Enter your account email address and verify the Captcha.
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10.
1.
12

Lost Token Help

Please enter your email to initiate the FortiToken reset process

Please confirm you're not a robot: *

Forgot your email? Click Here

Click Submit.
Enter the verification that was sent to your email.
Click Next.

If a mobile number is included in your account, an SMS code will be sent to the number.

Enter the SMS Code and account Password.

Click Next.

Scan the QR code from the authenticator app or enter the activation code.
Click Next.

Enter the token code from the authenticator app.

Click Next. A confirmation message is displayed.
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Advanced management features are available when using organizations. An Organization and Organizational Units can
be created in the Organization portal and are used to enhance your company's security.

IAM users, user groups, and so on can be created and associated with Organizational Units and OU accounts with the
proper permissions. If you are using OUs to organize your company, you will need to create permission profiles that
reflect this hierarchy so that the necessary users, user groups, and roles can be assigned.

For more information on the Organization portal, see the Organization Portal Administration Guide.

NP An IAM administrative user must be created to manage IAM users for the Organization's OUs.
‘Q' The IAM administrative user must have the user type as Organization and permissions for the
- IAM portal. See Overview of creating and managing Organizations in the Organization Portal
- guide.

This section contains the following topics:

» Enabling Organizations on page 78

» Permission scope with Organizations on page 80

» Permission profiles within Organizations on page 82

» Creating users, user groups, and roles within Organizations on page 84
» Logging into an OU account on page 89

+ OU context switch on page 90

Enabling Organizations

Enable the Organizations feature to arrange all accounts into distinct Organizational Units to centrally apply permissions
across multiple accounts in the cloud.

\,

S L4
9 Only the master user can enable the Organizations feature.

To enable Organizations from the Organization portal:

1. From the Services dropdown menu, select Organizations.
2. Click Create Organization.
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Consolidate All Your Accounts into
an Organization

Arrange all accounts into distinct Organizational Units to
centrally apply permissions accross multiple accounts in the

cloud.
P«
ﬁ ﬁ @ ‘r'u ‘ —
Fatte & =3 2 & ‘)
Grow Your Manage Assign Proper
Organization Organizational Units Permissions
Invite Existing Accounts To Model An Ou Structure To Assign Proper Permissions To
Join Your Organization Represent Your Requirements I

“Your Organizational Units

Join Organization

Create Organization

NOTE:
After you create an organization, you cannot join this account to another organization
until you delete its current organization.

i

3. Create an Organization. For information, see the Organization Portal Administration Guide.

To enable Organizations from My Account:

o dhd =

From the profile menu, select My Account.
Select My Account (IAM version).

Go to Account Preferences.

Click Enable Organization Feature.

€= IDENTITY MANAGEMENT

Account Preferences

&5 Account Profile

B Account Preferences

A " . _—

/,A = Consolidate all your accounts into an Organization
Arrange all accounts into distinct Organizational Units to centrally apply
permissions across multiple accounts in the cloud.

| TICKET PROCESSING | DEFAULT PARTNER
Allow Ticket Processing by Email: Naone
| PSIRT CONTACT

Add email addressles) to be used for PSIRT related communications. Multiple emails could be separated by comma or semicolon.

@ Document Library
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5. Create an Organization. For information, see the Organization Portal Administration Guide.

Consolidate All Your Accounts into
an Organization

Arrange all accounts into distinct Organizational Units to
centrally apply permissions accross multiple accounts in the
cloud.

&) g‘%& O F § —

V ' ‘
Grow Your Manage Assign Proper
Organization Organizational Units Permissions
Invite Existing Accounts To Model An Ou Structure To Assign Proper Permissions To
Join Your Organization Represent Your Requirements Your Organizational Units I

Create Organization Join Organization ) V

NOTE:
After you create an organization, you cannot join this account to another organization
until you delete its current organization A

Permission scope with Organizations

Permission scope is assigned when creating a permission profile or an IAM user, user group, or IdP role. It defines the
scope of access a user has in terms of asset folders or OU hierarchy.

Local and Organization scope

Permission scope is further defined by Local versus Organization access type. Local access is the default for the Identity
& Access Management portal. IAM users, user groups, and so on can be created as usual when in the Local type and will
be limited to the asset folders in the selected account. See Permission scope on page 19.

However, if organizations are enabled and created in the Organization portal, the Organization type can be used for
more advanced settings. This more advanced version allows |IAM users, user groups, and so on to be assigned to OUs
and OU member accounts that define your company's organization structure.

Permission scope can be defined as Local or Organization using the Select A Type feature. The Local type is
automatically assigned to all permission profiles when OU access is not enabled. However, if a login user does have OU
access enabled, the scope can be set to either the Local or Organization type. Once selected, permission scope can
then be based on hierarchical OU (Organization type) or asset folder (Local type) paths in the Organization portal and
Asset Management portal, respectively.

Select a Type®

Organization

Local

Organization
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\‘é', If you are logged in with OU permissions scope, you can see both Local and Organization

permission profiles in the Permission Profiles page. However, if you are logged in to your local
account, you will only be able to see Local permission profiles.

Available and selected scope

A user's permission scope is independent to the account they belong to. Once specified, in OU context, the selected
scope is not necessarily the same as the available scope:

« Available scope: The available scope refers to the total accessing scope the login user is assigned with. It covers
all organizations, OUs, and member accounts the user can access. The available scope defines what a user is
capable of doing and is assigned with the permission scope. This scope can include up to and including the
organization account if the user has the proper permissions. Available scope is applied when the current login user
tries to configure IAM user or external IdP roles permission scopes.

« Selected scope: The selected scope refers to the current login user's selected OU context within the current
session. It can be changed at anytime within this session. Itincludes the current account a user is accessing and
any accounts below this level in the hierarchy. The selected scope is used to focus your view within the available
scope. The selected scope defines what is visible and available to the user. For example, if the user is currently
accessing an OU account, the Asset Management portal Dashboard will display an aggregated view of the member
accounts under that OU. See Organizational Unit account views in the Asset Management Administration Guide.

The selected scope can be changed to another account within the available scope by selecting a new account from the
context switch dropdown. See OU context switch on page 90.

Example of selected scope

If the current selected scope is lower in the organization hierarchy than the available scope, this does not limit the overall
abilities of the user. The user will be able to assign users and permission profiles to any level of the organization within
their available scope; including higher in the hierarchy than the selected scope.

The following organization structure will be used for the example.
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If a user has permissions up to and including the ORG account but they select Subfolder2 when logging in, the scope of
their account is:

» Auvailable scope: The ORG account and all OUs and member accounts within it.
» Selected scope: The Subfolder2 account and all accounts below it in the hierarchy.

While they are accessing Subfolder2, the information they see in the portals will relate to that OU and the member
accounts within it. However, since they have an available scope of ORG, they are not limited to the selected scope. For
example, when creating a new IAM user, they can delegate that IAM user to any account within ORG, such as
Subfolder1 which is higher in the organization hierarchy than Subfolder2.

Permission profiles within Organizations

Permission profiles are required before you can create IAM users, user groups, and so on. Permission profiles allow you
to define access to portals and the level of access within the portal, such as admin or read only permissions. When
creating an IAM user, user group, and so on while having access to OUs in the Organization portal, a permission scope
must be defined to allow for current account access, OU access, or OU account access.

If you have organizations enabled and created in the Organization portal, permission profiles can be created for a
specific OU or OU account using the Organization type, or the current account using the Local type. Once a permission
profile is created, IAM users, user groups, and so on can be created and assigned to the permission profile.

To create a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.
2. Select Add New. The New Portal Permission Profiles page is displayed.
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New Portal Permission Profile Cancel m

| BASIC INFO
Permission Profile Mame: * Status: *
Active -
Description
Select a Type
Local -

| PERMISSION PROFILE

3. Enter a name for the profile in the Permission Profile Name field.

A\,

S L4
? Once the permission profile is saved, the permission profile type cannot be edited.

4. Setthe Statusto Active.
5. Enter a description of the portal permissions in the Description field.
6. Select the profile type from the Choose A Type dropdown.

Select a Type®

QOrganization

Local

Organization

Al
S L4
? Once the permission profile is saved, the type cannot be edited.

7. Click Add Portal. A list of available portals is displayed.

| ADD THESE PORTALS TO MY ACCOUNTS

Total Selected ) Select All
[ Asset Management [] FortiCASE () FortiDLP (Beta) () FortiMonitor [0 FortiSIEM Cloud [0 Managed FortiGate

) CTAP (Beta) (] FortiClient EMS Cloud () Fortitdge Cloud () Fortios 550 O FortiSOAR Cloud ) OC-VPN Fortal

O FGaas O FortiClient Services O FortiEDR O FortiPhish O FortiTest Permissions () Overlay as a Service

[ Fortianalyzer Cloud [ FortiCNP () FortiExtender Cloud () FortiPortal Cloud [ FortiTIP [0 security Awareness (Beta)
[ FortiAppSec Cloud [ FortiConverter [ FortiFlex [ FortiPresence [0 FortiToken Cloud [ s0cass

() FortiCamera Cloud  [J FortiDAST [ FortiGate Cloud () FortiProxyCloud [ FortiTrustiD

O) FortiCare O FortiDeceptor Daas Cloud [) FortiGate CNF O) FortiRecon O] Fortivoice

O FortiCare Elite (Beta) [ FortiDemo O Fortilnsight O Fortisandbox Cloud ([ FortizTP

[ FortiCare Legacy [ FortiDevice O FortiMail [ FortisASE O 1am

[ FortiCART [ FortiDevsec [ FortiManager Cloud [ FortiSASE Sovereign [ Lacework FortiCNAPP

8. Select the portals you want to include in the permission profile.
9. Click Add. The portals are displayed in cards.
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Asset Management

10. Foreach portal card, define portal permissions:

If you want to deny access to a portal, add the portal to the permission profile but do not

NP enable any resource or portal access.
‘ql Excluding a portal from a permission profile does not deny access to that portal. If you do
- not add the portal to the permission profile, its status will be considered undefined.

Therefore, it may be possible for the user to still access the portal from the Services
dropdown menu if the portal itself provides open access to some features.

» For portals with resource-based permission capabilities, specify the Resources access type.

Asset Management FortiGate Cloud 1AM

» For portals with role-based permissions, enable Access and specify the portal Access Type and any Additional
Permissions.

FortiSOAR Cloud FortiExtender Cloud

« @ Admin [ 4 @ Admin
Read/Write Read/Write
ReadOnly Read Only

11. Click Save. The permission profile is now available to be assigned to users.

Creating users, user groups, and roles within Organizations

New IAM users, user groups, APl users, and IdP roles can be created from the appropriate Identity & Access
Management portal pages. When you configure the details, the Choose a Type and Permission Scope features can be
used to define Local or Organization type, and the asset folder or OU path, respectively.

To create an |IAM user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > |AM User. The User Details pane opens.

3. (Optional) Click Apply same permissions as existing User, and then select a user from the dropdown. You can
configure the permissions later.
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4. Enterthe user's details and click Next.

Username Type the username with no spaces.
Full Name Type the user's first and last name.
Email Type the user's email address.
Phone Select the country code from the dropdown, and type the user's phone
number.
Description (Optional) Type a description of the user.
1. User Details
| 1AM USER INFORMATION | ADOPT PERMISSIONS

Usemname: * Apply same permissions as existing User

Select an existing User

Full Name: *
Email- *
Phone: *

Description

(Optional) Add the user to an IAM user group. See User groups on page 49.
a. Select Yes from Basic Info. A dropdown list of user groups is displayed.
b. Select a user group from the dropdown.

c. Click Next, and proceed to Step 10.

Select the Organization user type from Select A Type dropdown list.

Select a Type: *

Local -

Local

Organization

Select the scope from the Permission Scope dropdown.

N ! /., Permission Scope options depend on the type you select in the previous step. For
q example, if the Organization type is selected, the OU scope will be selected here. The
- available scope will be applied in this case.

| PERMISSION SCOPE
Select an Organization Unit or Account: *

None -

In the Permissions Profile dropdown, select a profile. The Permission Details assigned to the selected profile are
displayed.

Click Next. The Confirmation page is displayed.

Review the user information, and click Confirm. The user's details are displayed.
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Account credentials must be shared with the user. The user can generate a password reset link and share it with the
newly created IAM user.

To create a user group:

1.

10.
1.

12,
13.

©® NSO a RN

Select User Groups from the left-hand navigation menu. The User Groups page opens.

User Groups @

Total Records @9

MS test 1 ms test manual 2024-10-03 Active

Click Add IAM User Group. The IAM User Group Information page is displayed.
In the Group Name field, enter a name for the group.

(Optional) In the Description field, describe the group.

(Optional) Set the Status to Disabled. The status is Active by default.

Click Next.

Select the user type from Select A Type dropdown list.

Select the scope from the Permission Scope dropdown.

N ! /., Permission Scope options depend on the type you select in the previous step. For
? example, if the Organization type is selected, the OU scope will be selected here. The
3 available scope will be applied in this case.

| PERMISSION SCOPE
Select an Organization Unit or Account: *

None -

In the Permissions Profile dropdown, select a profile. The Permission Details assigned to the selected profile are
displayed.

Click Next. The Add IAM user(s) page is displayed.

Assign users to the group.

a. Click Add User.

b. (Optional) Click Filter users by Group, to view users in a group. Selecting a user in a group will remove the user
from that group.

c. (Optional) Enter a username in the search bar, and enter the user name. As you type, partial results are
returned.

d. Selectthe users and click Add.

e. Click Next.The Confirmation page is displayed.
Review the group permissions, and click Confirm.
(Optional) Click Add Another Group.

To create an API user:

Ladi

Select Users from the left-hand navigation menu. The Users page opens.
Click Add New > API User.
(Optional) In the Description field, enter a description of the user.
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4. Select the Organization user type from Select A Type dropdown list.

Select a Type: ©

Local -

Loca

Organization

s‘é’, When creating an API user that can be added to an Organization, if the user is set to the

Local type instead, they will be unable to specify the permission scope. They will
automatically be assigned My Assets for the permission scope.

5. Select the scope from the Permission Scope dropdown.

N ! ’, Permission Scope options depend on the type you select in the previous step. For
9 example, if the Organization type is selected, the OU scope will be selected here. The
- available scope will be applied in this case.

| PERMISSION SCOPE
Select an Organization Unit or Account: *

None -

Select a permission profile from the Permission Profile dropdown list.
7. Click Add.
8. Click Download Credentials. The Security Check dialog opens.

Ay
‘?' Downloading API user credentials will reset the user's security credentials each time you
- perform this action. The API user only exists within the account scope.

9. Enter your password to protect the credential file and click Proceed. The credentials are downloaded to your
computer.

10. Request an authorization token. SeeAccessing FortiAPls on page 41
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To add an external user role:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > External IDP Role. The External IdP Role page opens.
External IdP Role

| ROLE DETAILS

Role Name: * Description

Select a Type: *
Local -
| PERMISSION SCOPE

Select an Asset Folder: *

None -

| PERMISSION PROFILE
Select a Permission Profile: *

None -

Add Role

3. Inthe Role Name field, type the name of the role.
4. (Optional) In the Description field, enter a description of the role.
5. Select the Organization user type from Select A Type dropdown list.

Select a Type: ©

Local -

Local
Organization

6. From the Permission Scope dropdown, select an asset folder or Organizational Unit.

S ! ’, Permission Scope options depend on the type you select in the previous step. For
q example, if the Organization type is selected, the OU scope will be selected here. The
- available scope will be applied in this case.

| PERMISSION SCOPE
Select an Organization Unit or Account: *

None -

7. Inthe Permissions Profile dropdown, select a profile. The Permission Details assigned to the selected profile are
displayed.
8. Click Add Role.
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Logging into an OU account

Users can access FortiCloud using IAM user accounts or an OU account when logging in with their IAM user credentials.
Once the login credentials have been verified, users can then choose to proceed with an Organizational Unit (OU)
account. OU access is dependent on the permission profile assigned to your login credentials. Available OUs and
member accounts will turn blue when hovered over and display the Select button.

To access Organizational Unit accounts with IAM user credentials:

1. Go to www.forticloud.com.
2. Select Login. The log in portal opens.

Login as

(®) IAM user Email user

Forgot password?

LOG IN AS IAM USER

3. Select IAM user.
4. Enter your credentials in the Account ID/Alias, Username, and Password fields.

\,

S L4
9 You can enter either your account ID number or alias in the Account ID/Alias field.

5. Click Log In. If the current user has Organization/OU scope configured, a list of Organizational Units and member
accounts is displayed.

Make a Selection to Proceed

Q
6. Select the access method:
» Hoveroveran OU and click Select to log in to a root account.
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» Hover over a member account and click Select to log into the account.

S ! /, For OU and member account selection, it depends on the target portal. Most of the
? portals only support the user selecting a member account. The Asset Management
3 portal supports the user selecting an OU.

The Dashboard is displayed.

To access Organizational Unit accounts with external IdP credentials:

Log in using your company's ID provider. The log in portal opens.

Select the Service Provider.

Select Organizations. A list of Organizational Units and member accounts is displayed.
Select the access method:

Ao b=

» Hover over an OU and click Select to log in to a root account.
» Hover over an OU member account and click Select to log into the account.
The Dashboard is displayed.

OU context switch

You can change your selected scope from the context switch dropdown menu when you are logged in using IAM user or
external IdP role credentials. See Available and selected scope on page 81.

The Asset Management portal can support both OUs (with aggregated information on the member accounts within the
OU) and OU member accounts. Therefore, if you are in the Asset Management portal, you can switch to either OUs or
OU member accounts.

However, other portals, such as the Identity & Access Management portal, can only support OU member accounts.
Therefore, you can only switch to other OU member accounts through the OU dropdown menu.

Ay
S L4
q If multiple roles are available for one OU, the OU will be repeated in the list.
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To switch to a different OU account:

1. Select the context switch dropdown menu. Accounts within the organization are displayed.

(5 FortiCloud 82 services ¥ € support ¥ 4 E] - FortinetOrglaAM ¥
a
< 1AM
Q
B What's New v O Fortinet Organization
& Users B 123123

2B User Groups
123213

Get Started with Permission Profile .

EQ  Migrate Sub Users . ..
A New Feature to Manage FortiCloud IAM Permissions B 11m13

@ Permizsion Profiles

Permission Profiles let you specify access to FortiCloud Portal resourc 2 company 1010478

permissions for IAM users, user groups, external IdP roles, and AP use

To assign permission to a user, user group, IdP role, or APl user, you ¢
a permission profile and specify:

Portal Access - Explicitly enable or disable access to the FertiCloud portals
Portal Permission - Grant portal or service-specific permissions for the user a = Fortinet

2. Select an account within your available scope:
* Hover over a folder and click Select to switch to an OU.

» Select the OU folder dropdown arrow to see available OU member accounts for that OU. Hover over the OU
member account you want to switch to and click Select.

If you are not in the Asset Management portal, you will only be able to select an OU

M, member account.
q If you are logged in with an external IdP role, you can only switch within the current
- organization. To switch to a different organization, use the Switch Roles option in the

profile menu. See Selecting IdP roles on page 45.
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FortiCloud supports using an external identity provider with SAML 2.0 and IdP initiated authentication. Once the setup is
complete, external users can authenticate with the desired provider and access FortiCloud services based on the roles
defined by the administrator.

FortiCloud supports fine grained permission profile for external IdP users through external IdP IAM role. External IdP
roles allow external users to log in to a cloud portal using their organization’s ID provider. External IdP roles are
authenticated with a custom login page. After the user is authenticated, they are redirected to a page where they can
select the cloud portals assigned to their account.

Once external IdP has been configured for the account, you can proceed with creating external IdP roles. External IdP
roles can then access the account and the various FortiCloud Services portals. See Selecting IdP roles on page 45 for
more information on accessing the portal with an external IdP role.

vy
‘Q' This document only covers configuring external IdP with Okta and Microsoft Entra ID.
- However, multiple external identity providers are supported by FortiCloud.

This section includes:

» Enrolling for external IdP on page 92

» Configuring external IdP on page 97

« Adding external IdP roles to the application on page 99
» Setting a co-exist end date on page 104

« Troubleshooting external IdP on page 105

Enrolling for external IdP

Before you can access the external |dP features supported by FortiCloud, you must first enroll for the service.
To enroll for external IdP access to FortiCloud, you must:

Contact your Fortinet sales representative.
Configure your IdP application.
Fill out the enrollment form with information about your IdP application and FortiCloud account.

o nN =

Download and share the IdP Metadata file with your Fortinet sales representative.
Once your enrollment has been approved, you should:

« Update the application URLs based on what you received from your Fortinet sales representative. See Configuring
external IdP on page 97.

» Configure external IdP roles with which to access the account and FortiCloud Services portals. See Adding external
IdP roles to the application on page 99 and External IdP roles on page 43.

« Configure a co-exist end date for any IAM or sub-users in your account.
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All IAM and sub-users of the account will be disabled following the IdP transition period. You can extend this if
necessary by setting a co-exist date. See Setting a co-exist end date on page 104.

This document only covers configuring external IdP with Okta and Microsoft Entra ID. However, multiple external identity
providers are supported by FortiCloud. This topic includes the following enroliment examples:

« Enrolling with Okta on page 93
» Enrolling with Microsoft Entra ID on page 95

Enrolling with Okta

External IdP can be enrolled with Okta.

To enroll for external IdP with Okta:

1. Contact your Fortinet sales representative about enrolling for external IdP.
2. Prepare the application:
a. In Okta, go to Applications > Applications.

Applications Documentation

Developer Edition provides a limited number of apps.

Deactivate unused apps or check out our plans page. Centact us to find a plan that is right for your organization.

Create App Integration Browse App Catalog Assign Users to App More ~

STATUS

ACTIVE 2z

INACTIVE 0

@ ® © ©

=
-]

b. Click Create App Integration.
c. Select SAML 2.0.
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Create a new app integration

Sign-in method 0IDC - OpenlD Connect

Token-based O/

h 2.0 authentication for Sing through API

Learn More 3

mended if you intend te build stom app integratiol

gn-In Widget

0 saMLz20
XML-based open standard for SSQ. Use if the Identity Provider for youl
application only supports SAML
SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML

O API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authenticatio

s m

d. Click Next.
e. Enteran App Name.

#;Create SAML Integration

o General Settings

1 General Settings

App name forticloud-demo

App logo (optional) l., [ =
&|(s]

App visibility Do not display application icon to users

Do not display application icon in the Okta Mobile app

Cancel m

Click Next.

g. Enter atemporary URL into the Single sign-on URL and Audience URI (SP Entity ID) fields, such as
https://customersso1.fortinet.com/.

vy
‘Q' After enrollment is complete, your Fortinet sales representative will provide you with
- the necessary URLs.

h. Click Next.
i. Selectthe App type.
j- Click Finish. The Metadata file is generated.
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& Back to Applications

©

forticloud-demo

‘ Active v

General Sign On Mobile Import Assignments

Settings

Slgn on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods reguire additional configuration in the 3¢ party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Metadata detalls

Metadata URL

E2 Copy

© More details

k. Download and save the Metadata file.

3. Fill out the enrollment form. The following information must be included in the enrollment form:

« Company name
SAML 2.0 IdP name (Okta)
Account ID and the Master user email

« Company administrator and Fortinet Inc. contact

IdP Metadata file

View Logs Monitor Imports

Edit

NP The account ID and email can be found in your FortiCloud account dropdown menu. To
‘Q' find the information, log into the Master account. In the top, right corner, select the
- account. A dropdown menu is displayed that lists the account ID and email information on

the left side.

4. Send the enrollment form and Metadata file to your Fortinet sales representative.
Once you have been approved, you will receive an email with the next steps and SAML information.

Enrolling with Microsoft Entra ID

External IdP can be enrolled with Entra ID.
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To enroll for external IdP with Microsoft Entra ID:

1. Contact your Fortinet sales representative about enrolling for external IdP.
2. Prepare the application:

a. In Microsoft Azure, select Microsoft Entra ID.

b. Go to Enterprise applications.

Home > Fortinet AzureStore | Enterprise applications » Enterprise applications

222 Enterprise applications | All applications
BER Fortinet AzureStore

¢ | Mew application () Refresh ¥ Download (Expart) O ereview info Columns [#= Preview features &7 Got feedback?
Overview
@ Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider,
X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
Manage  Search by application name or object ID Application type == Enterprise Applications > Application ID starts with X +Y Add filters
§2 Al applications 1,211 applications found
Name T4 ObjectID Application 1D Homepage URL Created on

' Private Network connectors

c. Click New application.
d. Click Create your own application. The Create your own application pane is displayed.

Create your own application X

}Tt] Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| FAC-exti dp-Prch

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an an-premises application

(O Register an application to integrate with Microsoft Entra ID (App you're developing)

(®) Integrate any other application you don't find in the gallery (Non-gallery)

e. Enter the name of the application.
f. Click Create. The Overview page is displayed.
g. Select Set up single sign on.

Select a single sign-on method  Help me decide

® Disabled
single sign-on is not enabled, The user

won't be able to launch the app from
My Apps.

@y tinked
nd replay using a ik to ar
ion or mobile app and

h. Select SAML.
i. Editthe Basic SAML Configuration:

i. Enteratemporary URL for the Identifier (Entity ID) and Reply URL (Assertion Consumer Service URL)
fields, such as https://customersso1.fortinet.com/.

sy
‘Q' After enrollment is complete, your Fortinet sales representative will provide you
|| with the necessary URLs.
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ii. Click Save.

o Basic SAML Configuration 2 s

identifier (Enti https:/ftemporaryurl

L) hitpsy//temporaryurl

Logout Url (Optional)

j- Download the Federation Metadata XML file from the SAML Certificates section.

e SAML Certificates

Token signing certificate £ edit
Status Active
Thumbprint
Expiration 3/6/2028, 2:03:32 AM
Natification Email
App Federation Metadata Url s
Download
Download
Download
Verification certificates (optional) & edit
Reguired No
Active 0
Expired 0

3. Fill out the enrollment form. The following information must be included in the enrollment form:
« Company name
e SAML 2.0 IdP name (Microsoft Entra ID)

Account ID and the Master user email

» Company administrator and Fortinet Inc. contact
IdP Metadata file

NP The account ID and email can be found in your FortiCloud account dropdown menu. To
‘Q' find the information, log into the Master account. In the top, right corner, select the
- account. A dropdown menu is displayed that lists the account ID and email information on
- the left side.

4. Send the enrollment form and Metadata file to your Fortinet sales representative.
Once you have been approved, you will receive an email with the next steps and SAML information.

Configuring external IdP

After you have successfully enrolled for external IdP for your FortiCloud account, you can begin to configure the external
IdP with the URLSs provided by Fortinet Inc..

This document only covers configuring external IdP with Okta and Microsoft Entra ID. However, multiple external identity
providers are supported by FortiCloud. This topic includes the following configuration examples:

« Configuring with Okta on page 98
« Configuring with Entra ID on page 98
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Configuring with Okta
External IdP can be configured with Okta.

To configure external IdP with Okta:

1. In Okta, go to Applications > Applications.
2. Navigate to the application you created when enrolling.
3. Edit the General > SAML Settings:
a. Replace the temporary URLs with the information provided by Fortinet Inc. team:

Entra ID field Fortinet Inc. external IdP information

Single sign-on URL SP Login (Assertion Consumer Service ACS) URL
Audience URI (SP Entity ID) SP Entity ID
Default RelayState Portal URL (Relay State)

b. Click Save.

Configuring with Entra ID
External IdP can be configured with Okta.

To configure external IdP with Entra ID:

In Microsoft Azure, select Microsoft Entra ID.

Go to Enterprise applications.

Navigate to the application you created when enrolling.

Select Set up single sign on.

Edit the Basic SAML Configuration:

a. Replace the temporary URLs with the information provided by Fortinet Inc. team:

o Db =

Entra ID field Fortinet Inc. external IdP information

Identifier (Entity ID) SP Entity ID
Reply URL (Assertion Consumer Service URL) SP Login (Assertion Consumer Service ACS) URL

Relay State Portal URL (Relay State)
Logout Url SP Logout (SLS)
b. Click Save.
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Adding external IdP roles to the application

Once you have configured the external IdP application, you can begin to add external IdP roles. For more information on
roles, see External IdP roles on page 43.

This document only covers configuring external IdP with Okta and Microsoft Entra ID. However, multiple external identity
providers are supported by FortiCloud. This topic includes the following examples on adding external IdP roles:

« Addingroles in Okta on page 99
» Adding roles in Entra ID on page 102

Adding roles in Okta

External IdP roles can be added in Okta.

To add external IdP roles in Okta:

1. In Okta, go to Applications > Applications.
Navigate to the application you created when enrolling.
3. Editthe General > SAML Settings:
a. In Group Attribute Statements, set the Name to Role and the Filter to Contains > externidp_.

Group Attribute Statements (optional)

Name Name format Filter

(optional)

‘ Add Another |

b. Click Next.
c. Click Finish.
4. Assign the users and groups:
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a. Goto Directory > Groups.

Groups © Help

All Rules

&

Advanced search

Group source type | All v Showing 5

Group name People Applications

* Everyone 3 0

All users in your organization

extidp_sysadmin 3 2
No description

extidp_admin 1 1
No description

system admin 1 1

No descriptior

Okta Administrators

LI o N « B o

Okta manages this group, which contains all administraters in your organization

b. Click Add group.
c. Setthe Name to extidp_<name>.

Add group

fisne { extidp_demd ]

Description (optional) ‘ |

d. Click Save.
e. Select Group name > Everyone.
f. Select the group you created.

Identity & Access Management 25.2 Administration Guide 100
Fortinet Inc.



External IdP

O extidp_demo | Actions + |

Created: 5/8/2024 Last modified: 5/8/2024 View log

People Applications Profile Directories Admin roles
People
?‘ | ] Assign people
Advanced search * " S
Showing 0 of 0
Person & username Status

There are no members in this group

g. Click Assign people to select the users you want to add.

h. Go to the Applications tab and click Assign applications to select the application you created.
5. Create the external IdP roles:

a. Goto Applications > Applications.
b. Select the application and go to the Assignments tab.
c. Copy the group name.

« Back to Applications

@ forticloud-demo

‘ Active v

| L ‘ View Logs Monitor Imports

General Sign On Mobile Import Assignments
LELT ‘ Convert assignments v Search..
Fllters Priority  Assignment
People cyeadm
P T i:% extidy a Vs X
Groups No description
5 3:% extidp_demo P 5

No description

d. Inthe FortiCloud IAM portal, create an external IdP role with the role Name set to the group name you copied.
See Adding external IdP roles on page 44.
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External IdP Role

| ROLE DETAILS
Role Name: * Description

extidp_demo

| PERMISSION SCOPE
select an Asset Folder: *

My Assets

| PERMISSION PROFILE
Select a Permission Profile: *

okta_extidp_demo_permission_profile

Asset Management 1AM

Entitlement Management ® User / Permissions v

Account

<

Credentials v

L NN

e. Repeat these steps for other groups, as needed.
You can now log into FortiCloud Services using the external IdP roles. See Selecting IdP roles on page 45.

Adding roles in Entra ID
External IdP roles can be added in Entra ID.

To add external IdP roles in Entra ID:

In Microsoft Azure, select Microsoft Entra ID.

Go to Enterprise applications.

Navigate to the application you created when enrolling.

Select Set up single sign on.

Edit Attributes & Claims:

a. Click Add new claim to create a username source attribute.
b. Click Add a group claim to create a role group claim.

o oDd =
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Group Claims X

Manage the group claims used by Microsoft Entra I to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
O None

O All groups

O Security groups

O Directory roles

o .
(®) Groups assigned to the application

Source attribute *

Group ID ~

Emit group name for cloud-only groups @
~  Advanced options

B Filter groups

Attribute to match

Match with

String

Customize the name of the group claim

Mame (required)

‘ Role

6. Assign the users and groups:
a. Goto Overview > Assign users and groups.
b. Click Add user/group.
c. Select Users and groups.
d. Search for the desired groups and select them.

Users and groups X
(D) Try changing or adding filters if you den't see what you're looking for. Selected (2)
I‘-/“ Reset
Search
erSJITfI:E:f fa ‘ 3 forticloud-azure-demo @
ﬂ Users  Groups :j forticloud-azure-sysadmin Tl
MName Type Details
3 forticloud-azure-demo Group
s forticloud-azure-sysadmin Group
e. Click Assign.
7. Create the external IdP roles:
a. Goto Overview > Assign users and groups.
b. Selectthe group.
c. Copy the Object Id.
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i Delete ,@ Got feedback?

forticloud-azure-demo
For testing ext idp

Membership type | assigned D]

Source | Cloud [ia! ‘

Type | Security D ‘

Object Id | D|

Created at | 9/25/2023, 11:34:57 AM mn ‘

d. Inthe FortiCloud IAM portal, create an external IdP role with the role Name set to the Object Id. See Adding
external IdP roles on page 44.
External IdP Role

| ROLE DETAILS

Role Name: * Description

| PERMISSION SCOPE

| PERMISSION PROFILE

Select 2 Per n Profile: *

Asset Management 1AM

L Y

Add Role

e. Repeat these steps for other groups, as needed.
You can now log into FortiCloud Services using the external IdP roles. See Selecting IdP roles on page 45.

Setting a co-exist end date

External IdP integration enables users managed by the SAML 2.0 IdP to access their FortiCloud Accounts through
external IdP roles defined in IAM portal. During the transition to external IdP user management, sub users or IAM users
can be granted temporary access to FortiCloud using the co-exist date setting.

The co-exist date is the deadline until which sub users, IAM users, and external IdP users can access the |AM portal.
Once the co-exist end date has passed, sub user and IAM user access are disabled.

To set a co-exist end date:

1. Goto Account Settings.
2. Click Edit.
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3. Click the Select 'user co-exist' end date calendar icon. A calendar is displayed.
Account Settings ®

Cancel Update

(D) Important You can temporarily grant access to email users and IAM users by selecting a co-exist end date.

| SELECT 'USER CO-EXIST' END DATE®

2031-09-30

4. Select the date that you want to limit the account to external IdP users only.
5. Click Select.
6. Click Update. A confirmation message is displayed.

Troubleshooting external IdP

The following topic provides possible errors encountered from external IdP and troubleshooting suggestions. Content
covered in this topic includes:

» Verifying SAML assertion values with SAML tracer on page 105

¢ FortiCloud errors on page 107

¢ SAML login portal errors on page 109

« The option to add an External IdP Role in the FortiCloud IAM portal is missing on page 110

« Permission details of an external IdP role display Not Supported for some of the cloud portal permissions even
though they are enabled in permission profile on page 110

Verifying SAML assertion values with SAML tracer

If there are any SAML-related errors, a SAML tracer plugin may be useful to verify if the required fields are in the SAML
assertion.

To use the Chrome SAML-tracer:

1. Install the SAML-tracer chrome extension from Chrome Web Store.
2. Clear your browser cookies or open an incognito browser.
3. Open the SAML tracer from the extensions.
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+ SAML-tracer - Chrom: X + v = X
e ¥ a» 0@ :

. X
Extensions

No access needed
These extensions don't need te see and change

informaticn on this site.

'}
'}

& SAML-tracer ]

Begin recoring the login process.

Log in with the external IdP and navigate to FortiCloud Services.

Click Pause after login process is done.

Verify the SAML assertion values:

a. Inthe SAML tracer, locate the https://customersso1.fortinet.com/sami-idp/proxy/{REALM}/saml/?acs POST
API call.

b. Check that both the Subject field with the username and the Role attribute are included in the SAML assertion.
See POST request from IdP to https://customersso1.fortinet.com on page 106 and POST request from
https://customersso.fortinet.com to https://support.fortinet.com on page 106 for more information.

8. Ifthere are errors in the SAML assertion, click Export to export the file and send it to the Fortinet Inc. team. For more

information on potential errors, see FortiCloud errors on page 107.

N o a kM

Ay
S L4
q The process should be similar for Firefox and other web browsers.

POST request from IdP to https://customersso1.fortinet.com

Under the POST request, after the redirect from external IdP, make sure that there are two attribute statements
(Username and Role). Take note of the Role value and make sure there is a corresponding FortiCloud IAM portal
external IdP role.

& SAML-tracer - a X
X Clear + Autoscroll & Export & Import

htips:/icustomersso'i fortinet.com/sami-idp/proxy/fac_okta_demo/saml?acs

HTTP Parameters SAML Summary

2.0
stant 2023-99-13T16:46:54.233Z
fortinet.testing.fac@gmail.com

SAML 2.0 AttributeStatement

username fortinet.testing.facggmail.com
Role FortiAuthenticator Demo Admins

POST request from https://customersso1.fortinet.com to https://support.fortinet.com

After customersso1 redirects to support.fortinet.com, make sure that there are three key attributes:
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 idp_name: The realm name assigned during enroliment (https.//customersso1.fortinet.com/sami-idp/proxy/{realm
namej}/saml/?acs)

» idp_user_roles: The external IdP role
e idp_user_id: The username

If errors continue, please provide a screenshot of the error, the IdP information, and SAML tracer logs to Fortinet Inc.

team.
& SAML-tracer — (m] X
X Clear & Autoscrol SEport & Import

-
GET hitps://customersso1 fortinet com/saml-idp/ “login/?SAMLRequest=1

ortinet.com/app/common/SSO/login. ashx

HTTP Parameters SAML Summary
Subject fortinet.testing.fac@gmail.com —
SAML 2.0 Attributestatement

fac_okta_demo
on_status federated only
FortiAuthenticator Demo Admins
fortinet.testing.fac@gmail.com

FortiCloud errors

After successful login, you will redirect to support.fortinet.com. The landing page is the FortiCare portal.

The following are errors that may be encountered inside FortiCloud Services.

A00UO01 error

If there is an AOOUO1 error shown, this is mostly caused by a missing or incorrectly spelled Role attribute in the SAML
assertion. Make sure that Role is set under the attributes section of the IdP configuration.

A\,
S r'd
9 Role is case sensitive.

A\
FortiCloud

& UNAUTHORIZED
Your account is currently not available_

Please contact your Account Administrator.

Code: AOQUO1

LOGOUT

To troubleshoot the AO0UO01 error:

1. Run a SAML tracer. See Verifying SAML assertion values with SAML tracer on page 105.
2. Inthe Summary tab, check if the Role attribute is absent. If it is absent:
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a. Navigate to the SAML settings of your IdP application.
b. Add the Role information and save the settings.
c. Loginagain to see if the issue has been resolved. If it has not been resolved, contact Fortinet Inc. Support.

AOORO3 error

If there is an AOORO3 error shown, this is mostly caused by a mismatch in the value of the Role attribute in the SAML
assertion to an external IdP role in the FortiCloud IAM portal.

A\
FortiCloud

& UNAUTHORIZED

Your account is currently not available_

Please contact your Account Administrator.

Code: AOORO3

LOGOUT

To troubleshoot the AOORO3 error:

1. Run a SAML tracer to identify the Role attribute. See Verifying SAML assertion values with SAML tracer on page
105.

2. Inthe FortiCloud IAM portal, check to see if an external IdP role that matches the Role from the SAML tracer exists.

3. Ifthe role is missing, create an external IdP role with the same name as the Role attribute. See Adding external IdP
roles on page 44.

4. Login again to see if the issue has been resolved. If it has not been resolved, contact Fortinet Inc. Support.

A01RO08 error

If there is an AO1RO08 error shown, this is mostly caused by the external IdP role (assigned to the user) not having the
permissions needed to access the Asset Management portal.

Bl
FortiCloud
& UNAUTHORIZED

YYou are not currently authorized to access this portal.
Select a different portal or log out.

Please contact your Account Administrator.

Code: AO1R08

LOGoUT

To troubleshoot the A01R08 error:

1. Using the master account, navigate to the IAM portal.
2. Review the permission profile assigned to the external IdP role.
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3. Ifthey do not have permissions for the Asset Management portal, select Asset Management in Add Portal.
4. Configure the access level of the role.

5. Login again as the external IdP role to see if the issue has been resolved. If it has not been resolved, contact
Fortinet Inc. Support..

SAML login portal errors

Below are possible errors that may be encountered when an IdP redirects to customersso1.fortinet.com.

invalid_response error

The invalid_response error may occur when:
« The wrong ACS or Entity ID URL is used in the SAML assertion. For example, the incorrect use of http versus https,
or vice versa.

» The incorrect attributes are provided in the SAML assertion. For example, since the Role attribute is case sensitive,
entering role would result in an error.

+ The ACS or Entity ID URL was inputted into the incorrect place while setting up the I1dP.

» The certificate configured in the IdP does not match the certificate provided in the IdP Metadata during enroliment.
New Metadata would need to be provided to the Fortinet Inc. team.

< - G \f\ https://customersso.fortinet.com/saml-idp/proxy

SAML login portal

An error has occurred. If the problem persists, please contact your site administrator.
Error: invalid_response

Not Authenticated!

Login

invalid_binding error

The invalid_binding error may occur when:

» No attributes are provided in the SAML assertion. For example, the Username or Role attribute is missing.
» No account is bound to the external IdP. Contact the Fortinet Inc. team.

* The ACS URL is called with POST binding but there is no SAML response. The ACS URL generally accepts only
HTTP-POST binding.

» The ACS URL is used as the login URL instead of the portal URL.

< - G \f\ https://customersso.fortinet.com/saml-idp/proxy

SAML login portal

An error has occurred. If the problem persists, please contact your site administrator.
Error: invalid_binding

Not Authenticated!

Login
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The option to add an External IdP Role in the FortiCloud IAM portal is missing

After successfully logging into FortiCloud Services, in order to add external IdP roles in the IAM portal, the user account
and account ID should be provided to the Fortinet Inc. team in the Enrollment Form during setup. See Enrolling for
external IdP on page 92.

If there is no External IDP Role option under Add New in the IAM portal Users page, make sure the correct account ID
and username was provided to the Fortinet Inc. team. If more FortiCloud users are required to have this permission,
please send the list of account IDs and username to Fortinet Inc. team.

The account ID and username can be found when the user is logged into FortiCloud Services and clicks in the top right
corner. The dropdown should show a six or seven digit number, which is the account ID.

After the user is given access to external IdP feature, there will be an External IDP Role option under Add New in the
IAM portal Users page. See Adding external IdP roles on page 44.

Permission details of an external IdP role display Not Supported for some of the
cloud portal permissions even though they are enabled in permission profile

The permission profile is a generic set of permissions that can be used for IAM users, API users, and external IDP roles.
The permission details card is marked as Not Supported if the Cloud service does not support external IDP role
permissions.
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General questions

1.

Can anyone access the IAM portal or does it require special permissions?

Any Account Owner (the person who created the account, also known as the master user) can access the IAM
portal. IAM users have access to the portal based on the permission profile assigned. See Permission profiles on
page 16.

2. Why are you changing user management?
FortiCloud supports many cloud services all accessible with a unified FortiCloud account. IAM introduces granular
access control for various cloud services and improved common user management for all services. For example, an
IAM user can be created by an admin with access to specific services with a designated role such as admin or read
only.

3. What benefit does IAM offer me?
IAM provides in-depth access and permission control for services. Permission profiles provide additional security
and strong access control for account admins.

IAM users

1. Do I need to be a master user to create IAM users?
Master users can create IAM users. IAM users with Admin/Read-Write permissions to the IAM portal can also create
IAM users. See Adding IAM users on page 25.

2. Which FortiCloud portals support IAM users?
Most FortiCloud portals include IAM user support. Refer to the product portal administration guides for more
information about IAM user support and permissions.

3. What is the alias for IAM users?
Each account is identified with a unique Account ID. Instead of remembering the Account ID, the account admin can
set an alias (a unique string) to easily identify the account. An account alias can be used by IAM users when they log
in to a portal.

4. Is an alias required?
Adding an account alias is optional. IAM users can use an Account ID or alias if set.

5. Can I modify or change the alias?
Yes, admins can update the alias from the My Account menu in the top menu bar.

\‘ ! 'l
q If you are using the legacy Sub User Model, only the master user can change the alias.
6. How do | set a password for an IAM user?
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When creating an IAM user, the system generates a link to create a password which can be shared with the IAM
user. After the IAM user is logged in, they can set a new password of their choice. See Adding IAM users on page
25.

7. Dol have to provide new IAM users with the generated password file?
You should provide the generated reset password link to the IAM user.
8. Can admins update or edit an IAM user's permissions to portals or assets?

Yes. An admin (master user or IAM user with Admin/Read-Write permissions) can change the permissions from
IAM Portal after creating the IAM user.

9. Can | change an IAM user's individual permissions in a user group?

Once an IAM user is added to a user group, only the group permission profile applies. See Managing IAM users on
page 29.

10. How do IAM users log in to the FortiCloud account?

On the Login screen, select IAM Login and enter the Account ID (or Alias), IAM username and password. See
Logging in as an IAM user on page 35.

External IdP roles

1. After enabling external IdP, if the external IdP has any problem, is it possible to still access the FortiCloud
account?

The master user can always access the account even if external IdP is enabled. Using one user management
method is recommended. That said, if a local IAM User is needed for some scenario, you can configure a co-exist
date to use both the local IAM users and external IdP roles. See Setting a co-exist end date on page 104.

2. Canllogin directly to www.forticloud.com with the users in my external IdP?

Users are stored in an external IdP (such as Azure, Okta, and so on) and FortiCloud does not store user information
or credentials. Therefore, logging in directly to www.forticloud.com using the email or IAM login tab would not work.
Only IAM users (and legacy sub-users) created under the master account can login directly through
www.forticloud.com, however that access will expire when the co-exist period ends.

3. How do you resolve the Receive Microsoft error: Authentication method by which the user authenticated
with the service doesn’t match requested authentication method ‘Password, Protected Transport. Contact
the FortiCloud Application owner error?

Please contact your Fortinet Sales representative or the Customer Service team through a ticket with the
screenshots of the error and URLs.

4. Why does logging into FortiCloud as an IAM User or legacy sub-user no longer work?

Once the transition period stated in the enroliment form is passed, only the master account will be able to log in
directly. IAM users and sub users will not be able to log in anymore. The co-exist end date may be updated to allow
for more transition time. See Setting a co-exist end date on page 104.

5. How do you disable the External IdP feature?

Contact your Fortinet Sales representative or the Customer Service team through a ticket to disable the feature.

6. Do we need to reach out to Fortinet every time we want to add new users within external IdP?

No. User management is handled on the external IdP (such as Azure, Okta, and so on) and permissions may be
controlled through the Role attribute value mapping to corresponding external IdP role and permission profile in

FortiCloud.
7. Why does the FortiCloud account not show the option to add an external IdP role in the FortiCloud IAM
portal?
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10.

1.

12.

13.

14.

15.

16.

The option to add external IdP roles is displayed only for accounts enrolled for external IdP. If external IdP is
enabled for the FortiCloud account, ensure that the user is logged in as the master user with the account ID
matching that of the enrollment form.

How do you update the certificate for External IdP when it is going to expire?

Contact your Fortinet Sales representative or the Customer Service team through a ticket in advance with the new
certificate. It may be updated on Fortinet side with specified date, time, and time zone.

Can | have multiple Role values for a single user?

Yes, multiple values of the Role attribute can be passed to FortiCloud. When multiple roles are configured, users will
be prompted by a screen to select a role to proceed. Each value of Role must have a corresponding external IdP
role in the master account.

Can | use External IdP to log into a FortiGate?

No. SSO on devices from external IdP is not supported for now. Instead, the external IdP can be configured directly
onto the device. See Configuring SAML SSO login for FortiGate administrators with Entra ID acting as SAML IdP.

How do | link a different account number to my external IdP?

Provide your account number and Fortinet SAML URLs to your Fortinet Sales representative or the Customer
Service team through a ticket.

How do | update the IdP meta data?

Contact your Fortinet Sales representative or the Customer Service team through a ticket with the new IdP
metadata file and Fortinet SAML URLs.

Can | have both external IdP users and IAM users?

Itis recommended to use one method of managing users. However, a co-exist date may be updated until the
customer feels ready to transition to external IdP fully.

Will the master user access expire after the co-exist period ends?

No. The master user access with email and password credentials to the FortiCloud account is not impacted by co-
exist period. You can always login with master user and update co-exist period if needed.

What do | do if the URL is not redirecting to IdP login page?

Try the login in incognito mode and use the portal URL provided by Fortinet team:
https://customersso1.fortinet.com/saml-idp/proxy/{ext-idp-ld}/login/

Is External IdP supported when using FortiCloud Organization?

External IdP works with FortiCloud Organizations.

Please ensure the following:
» The external IdP is connected to the organization root account.
» The permission profile is set to type Organizations. See Permission scope on page 19.
» The external IdP role type is also set to Organizations with required scope.

Legacy sub accounts

1.

Can | still create traditional sub accounts?

Yes, however we strongly recommend migrating your users to the IAM portal to take advantage of the security
features. The IAM portal includes a sub user migration wizard for easy migration.

2. Will you stop supporting sub accounts, and if so, when?
While both models co-exist currently, the legacy user management model is expected to be deprecated in the near
future. The timeline for deprecation will be communicated later.
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3. What limitations do legacy sub accounts have?

Legacy sub accounts have limited permission controls. The IAM permission model enhances the access control
with fine grained permissions for various cloud products and services.
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