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Overview

Fortinet’s FortiSandbox on Azure enables organizations to defend against advanced threats in the cloud. It works with
network, email, endpoint, and other security measures, or as an extension of on-premise security architecture to
leverage scale with complete control.

FortiSandbox is available on the Azure Marketplace.

You can install FortiSandbox on Azure as a standalone zero-day threat prevention or you can configure it to work with
your existing FortiGate, FortiMail, or FortiWeb Azure instances to identify malicious and suspicious files, ransomware,
and network threats.

Deployment models

You can configure your FortiSandbox VM on Azure using a basic or advanced deployment model.

FortiSandbox VM basic deployment model

The FortiSandbox basic deployment model is the fastest and easiest way to deploy a FortiSandbox VM on Azure. Basic
deployment uses the Azure setup wizard to guide you through the setup process with step-by-step instructions.
Deployment takes approximately 10 minutes.

Advantages

« Asingle setup wizard page where you can enter all the information for launching a FortiSandbox VM.

« Only simple information is required: resource group name, VM name, VM region, VM size, username, and your SSH
key or user password.

« The setup wizard automatically creates and deploys resources such as storage account, virtual network, network
interface, public IP address, and the virtual machine instance.

Limitations

« The FortiSandbox VM is created with only one network interface.
« Some HA features require at least two network interfaces.

« Ifyou wantto add a second network interface, you must shut down the VM and then manually create and
attach the new network interface.

« Supports sandboxing analysis using Windows Cloud VMs only.
« Does not support custom Windows VMs.
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Overview

FortiSandbox VM advanced deployment model

To use the advanced features of the FortiSandbox VM including custom VMs and HA features, use the advanced
deployment model. Advanced deployment requires you to manually create all the resources you need. This model is
recommended for people who have experience working with Azure and the cloud. Deployment takes approximately one
hour.

Advantages

« Gives you full control to customize the resources required to deploy the VM.
« Supports custom Windows VMs.
o Supports HA features.

Limitations

« Takes longer to deploy.

« Requires advanced knowledge of deploying VMs in Azure.

« Must deploy all components manually in Azure.

« Must follow instructions carefully for a successful deployment.

FortiSandbox 4.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Basic

To deploy FortiSandbox VM on Azure with Windows Cloud VMs:

1. Go to Azure Marketplace and search for Fortinet FortiSandbox.

e )

+ Create a resource
ﬁ Home

L Dashboard

= All services

% FAVORITES

All resources

[##) Resource groups

=] App Services

4> Function App
& SQL databases

%/ Azure Cosmos DB

K3 Virtual machines

@ Load balancers

= Storage accounts

Virtual networks
B Azure Active Directory

@ Monitor

Q Advisor

° Security Center

& Help + support

@ Images

€ Disks

@ Virtual machines (classic)

c

Cost Management + Billing

«

Dashboard > Marketplace > Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet

SAER Fortinet FortiSandbox Advanced Threat Protection (preview) < st
Fortinet

H

‘ - - Free trial

Select a software plan

| Fortinet FortiSandbox-VM for Azure... | ‘ Start with a pre-set configuration

Want to deploy programmatically? Get started

Overview  Plans

FortiSandbox for Azure enables organizations to defend against advanced threats natively in the cloud, working alongside network, application, email, endpoint security, and
other 3rd party security solutions, or as an extension to their on-premises security architectures to leverage cloud elasticity and scale.

Highlights:

Broad Coverage of the Attack Surface with Security Fabric - Effective defense against advanced targeted attacks through a cohesive and extensible architecture working
to protect network, application layers and endpoint devices from campus to cloud.

Automated Zero-day, Advanced Malware Detection and Mitigation - Native integration and open APIs automate the submission of objects from Fortinet and third-
party vendor protection points, and the sharing of threat intelligence in real time for immediate threat response.

Certified and Top Rated - Constantly undergoes rigorous, real-world independent testing and consistently earns top marks.

Protect DevOps repositories, and internal and external hosted content with native Azure Blob Storage scanning for zero-day threats.

FortiSandbox for Azure has the following admin ports enabled:

® 443 for web admin
e 22 for ssh admin

FortiSandbox uses a two-stage process to identify day, ad d mals including r and share relevant threat intelligence in real-time with
e security control so automated mitigation is applied.

e Stage 1 - Pre-filtering is performed by an engine powered by Fortinet's threat intelligence maintained by our global research team, FortiGuard Labs.
® Stage 2 - Dynamic behavior analysis is performed on objects to determine if they are malicious. Rating verdicts are returned to the originating device in real-time to act
upon, natively within Fortinet Fabric security products, third-party vendor security products via JSON AP, or as a feed via STIX format.
Useful Links
Datasheet
Deployment Guide
Admin Guide
Fortinet Technical Support

2. Select a software plan and then click Create to start the setup wizard.
If you select Fortinet FortiSandbox-VM for Azure BYOL, you must provide your own licenses.

Dashboard > Marketplace > Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet

aAEn Fortinet FortiSandbox Advanced Threat Protection (preview)

Fortinet

H B
uEy -

Select a software plan

| Fortinet FortiSandbox-VM for Azure... | | Start with a pre-set configuration

Fortinet FortiSandbox-VM for Azure PAYG .4

Fortinet FortiSandbox-VM for Azure BYOL

Overview  Plans

3. Inthe setup wizard, click Create.

FortiSandbox 4.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Basic)

4. Configure the virtual machine.

Microsoft Azure 2 Search resources, services, and docs (G+/)

- Create a resource

ﬁ Home

[ Dashboard
= All services

“ FAVORITES

EE All resources

[4] Resource groups

@ App Services

4> Function App

& SOL databases

€' Azure Cosmos DB

K3 virtual machines

{3’ Load balancers

= Storage accounts

> Virtual networks
b Azure Active Directory

Monitor

Q Advisor

0 Security Center

E‘ Help + support

@ Images

& Disks

@ Virtual machines (classic)

'c, Cost Management + Billing

Resource group
Virtual machine name
Region

Size

Authentication type

Username
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Dashboard > Marketplace > Fortinet FortiSandbox Advanced Threat Protection (preview) > Create a virtual machine

Create a virtual machine

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUr resources.

Subscription * (@ | PAYG-DevOps v
Resource group * (i) | fsareleaseqa ~ ‘
Create new

Instance details

Virtual machine name * (3 | ‘

Region * [ (US) West Us 2 v
Availability options (0 | No infrastructure redundancy required v ‘
Image * @ | Fortinet FortiSandbox-VM for Azure BYOL ~ ‘

Browse all public and private images

Azure Spot instance (O O Yes (@) No

Size * (O Standard A4 v2
4 vepus, 8 GiB memory (US$118.30/month)
Change size

Administrator account

Authentication type @ (O Password (®) SSH public key

Username * () |

SSH public key * @

@ Learn more about creating and using SSH keys in Azure

Create a new resource group.
Name of the VM.
VM region.

Select the VM instance type. We recommend Standard A4 v2 for speed and
storage capacity.

FortiSandbox on Azure uses the temporary disk (provided free by the VM) to
store and process job files. A secondary disk is not required.

Click Password or SSH public key.

Enter a secondary admin user; the default Admin user is always created.



Deploying FortiSandbox VM on Azure (Basic)

5. Click Review + Create.

6. When the setup wizard has validated your information, click Create.
Wait a few minutes for the FortiSandbox VM to become available.

Microsoft Azure

Create a resource
Home
Dashboard

All services
FAVORITES

All resources

&4 Resource groups

. App Services

% Function Apps
R sqL databases
& Azure Cosmos DB
8 virtual machines
“ Load balancers
== storage accounts
Virtual networks
.‘ Azure Active Directory
ﬁ Monitor
& Advisor
I Security Center
Cost Management + Billing
Help + support
Disks
Public IP addresses
DNS zones
Network security groups

| Network interfaces

P Search resources, services, and docs

Home > Fortinet FortiSandbox-VM for Azure BYOL > Create a virtual machine

Create a virtual machine

+/ Validation passed

Disks Networking  Management

PRODUCT DETAILS

Fortinet FortiSandbox-VM for Azure
BYOL
by

Terms of use | Privacy policy

Standard Ad v2
by

Terms of use | Privacy policy

TERMS

ription credits ap

Pricing for ather V

Guest config

Not covered by credits @

0.0000 USD/hr

ft 0.2060 USD/hr

Tags Review + create

By clicking “Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(:
sutharize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same bill
my Azure subscription: and (c] agree that Micrasoft may share my contact, usage and transactional information with

the offeriny

Azure Marl ace Terms for additional details.

BASICS

Pay

fsavmtest

s-You-Go

fortisandbox-release

Canada Central

Authentication type Password
Username jliang
DISKS

sk type Standard 55D
Use managed disks Yes
NETWORKING

Previous

or support, billing and other transactional activities. Micrasoft does not provide rights for third-party

No infrastructure redundancy required

d a template for automation

7. When the VM is available, click Go fo resource to go to the VM.

Dashboard

» CreateVm-fortinet.fortinet_fortisandbox_vm-fortin-20200115152558 - Overview

. CreateVm-fortinet.fortinet_fortisandbox_vm-fortin-20200115152558 - Overview

Deployment

Search (Ctrl+/)

| ¢ [ Delete

<+ Overview
55 Inputs
Qutputs

Template

[Ty Redeploy

Deployment name:
Subscription:  PAYG-D:
Resource group: fsadevga

~ Deployment details (Download)

~~ Next steps

Setup auto-shutdown Recommended

Monitor VM health, performance and network dependencies

Run a sci

Go to resource

FortiSandbox 4.0 Azure Guide
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Your deployment is complete

CreateVm-fortinet fortinet_fortisandbox_vm-fo...

pt inside the virtual machine Recommended

Start time:  1/15/2020, 3:37:07 PM
Correlation ID:  85d4751{-434c-413a-98fe-95fa098d1390

Recommended



Deploying FortiSandbox VM on Azure (Basic)

8. Use the Public IP address assigned to the FortiSandbox to access from HTTPS.

Dashboard > CreateVm-fortinet fortinet_fortisandbox_vm-fortin-20200115152558 - Overview > FortiSandbox

n FortiSandbox

Virtual machine

|/_g Bearch (Ctrl+/ ‘ < & Connect ' Restart [ stop (8 Capture [ Delete () Refresh
B Overview Resource group (change) : fsadevga Azure Spot o N7A
Status Running Public IP address 0 52250737
& Activity log
Location : WestUS 2 Private IP address £ 10.10.04
Y
A Access control (IAM) Subscription (change) PAYG-DevOps Public IP address (IPv6) : -
& Tags Subscription 1D 4f27b38c-ad3f-43d8-a%3-01182e5e2f9a Private IP a
ﬁ‘ Diagnose and solve problems Computer name : (not available) Virtual ne : fsadevgaVN/fsadevga-10.10.0.0
Operating system Linux DNS name : Configure
Settings
Size : Standard Ad v2 (4 vcpus, 8 GiB memory) Scale Set : N/A
£ Networking
Tags (change) : Click here to add tags
# Disks a

9. Get the default admin password for the FortiSandbox VM using the Azure CLI command az vm list —-output
tsv -g [Your resource group].

The VM-ID UUID is the default password for Admin access.

sylvia@sylvia-OptiPlex-3050:~% az vm list --output tsv -g fsadevqa |grep FortiSandbox_release
None None None None iptions/4f27b3 3f-43d8-a9a3-01182e5e2f9a/resourceGroups/fsadevqa/providers/Microsoft.Compute/virtualMachin

None None None westus2 None Succeeded None fsadevqa None
Microsoft.Compute/virtualMachines None |a041078a-ccc8-444e-bo37-claecafc977b|

To apply the VMO0O license and enable Windows Cloud VMs:

1. Log into FortiSandbox with the username admin and the password you retrieved from the CLI in the previous step.
2. Goto FortiSandbox > Dashboard and click Upload License to upload your license.

& Fortisandbox Azure 2 Status — &~ @~ adminv
F:m System Information # Connectivity and Services S o %
Firmware Version v4.0.0,build0037 (Interim) 2 -
2 ® @ D © =
@il Hostname FSA-VM0000000000
8 Serial Number FSAVMO0000000000
Securty
Fabric System Configuration Last Backup: N/ACY Scan Performance - Last 4 Hours # T x
- System Time 2021-04-15 23:09:37 UTC \
[-] Scanned Performance Security
s | UNitType Standalone
@] o "ﬂ 0s/0s (]
Uptime 0day(s) 0 hour(s) 11 minute(s) Total Scanned =) avgmax AlDetected
B v Processing aiTine
Sean oty Username admin
amdOtiect 0/0 0
G
[ o) S a Job Processed per Hour
. ystem Resources S
> g 0 (@) 0s/0s & o
Total VMscanned P=" Avg/Max Known Malware
CPU Usage: B WM Wait Time
MemoryUsage: | EHONN @ RN & g
=0 Avg/Max Suspicious URL.
— fotal Pro ime
B DiskUsage: 14525 &
C Reboot | (D) Shutdown Scan Statistics - Last 24 Hours S S x
Inputs Pending Processing Malicious High Risk Medium Risk Low Risk Clean  Other  Total
Licenses S o ox Device 0 0 o 0 o o 0 o 0
Adapter 0 0 0 0 0 0 0 0 0
Vv A Fortisandbox-Azure[Z |
OnDemand 0 0 o 0 0 0 0 0 0
© WindowsVM '
Network Share o o o o o o o o [
© Windows Cloud VM &
Sniffer 0 0 o 0 0 0 0 0 0
© MacOS Cloud VM URL ® o o o o o o o @
© Customized VM All Sources o 0 0 0 0 0 0 0 0
© Mail Transfer Agent Service Last Updated: 04-15 23:06
+| e Dl a

When a license file is loaded, the FortiSandbox Azure instance reboots.
When the FortiSandbox Azure instance finishes rebooting, the VM License icon changes to green.
3. Goto Scan Policy and Object > VM Settings and select the WindowsCloudVM.

FortiSandbox 4.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Basic)

4. Click Edit Clone Number to assign a clone number and enable the Windows Cloud VM.

£ VM Settings >~ B~ @~ admin~

&08 Fortisandbox Azure

K VMimages

Favores
[ Edit Clone Number [ Delete VM O Undelete VM VM Screenshot | (D Enabled VM Types: 0/4 @ Keys: 0/8 (Local WinKey: 8 + MacKey:0 +WinCloudkey:0 )~ Wgg Clone Number: 0/8

Dashboard Name Version Status Enabled Clone# Load# Extensions
l! = RemoteVMs (2)
searity | 12 B MACOSX 0 & installed [x] [ 0  macdmg
K L B WindowsCloudvM 0 @ activated © |[o_Jv | o |<xnim ppsxpetpoois il doc oottt swtar dotdocm dotm s it xisb xiam potxsit ppim ppsm pot ppam skem onetoc thin kat cnd vis 1 js
ScanJob.
B,
] . . . : . .
</, As with FortiSandbox appliance, the FortiSandbox license must be generated matching
9 the port1 IP of the instance. Go to System > Interfaces to check the port1 IP address
- assigned by Azure.

FortiSandbox VM and Windows Cloud VMs topology

Azure Cloud Corp OnSite
Client

Client

il A il

i' IE" ik, FSA-VM
il - _ail-
P s

oftp (TCP/514)

Client

—

FortiGhteVM
oftp (TCP/514)

FortiGate

Corp Cloud Servers
FSA-VM

Fortinet Cloud | \yindowsCloudviv
via HTTPS
Use WindowsCloudVi
via HTTPS

FSA WindowsCloudVMs

FortiSandbox 4.0 Azure Guide 10
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Deploying FortiSandbox VM on Azure (Basic)

FortiSandbox VM Port Usage

Type Service Port
FortiGate OFTP TCP/514
FortiClient File Analysis TCP/514
Others SSH CLI Management TCP/22
Telnet CLI Management TCP/23
Web Admin TCP/80, TCP/443
OFTP Communication with FortiGate and FortiMail TCP/514
Third-Party Proxy Server for ICAP Servers (ICAP) TCP/1344
Third-Party Proxy Server for ICAP Servers (ICAPS) TCP/11344
FortiGuard FortiGuard Distribution Servers TCP/8890
FortiGuard Web Filtering Servers UDP/53, UDP/8888
FortiSandbox Upload Detected Malware Information TCP/443, UDP/53

Community Cloud

FortiSandbox Serving WindowsVM on cloud for FSA-VM to perform sandboxing TCP/443
WindowsCloudVM

FortiSandbox 4.0 Azure Guide
Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Advanced)

To deploy FortiSandbox VM on Azure to support Windows Cloud VMs and custom VMs, perform the following

procedures.

1. Creating a resource group

2. Creating network security groups

3. Creating virtual networks

4. Creating storage accounts

5. Creating network interfaces

6. Creating a data disk

7. Creating a FortiSandbox VM using the Azure CLI

8. Importing Azure settings into FortiSandbox

9. Optional: Using a custom VM on Azure
10. Optional: Using a prebuilt custom VM on Azure
11. Optional: Creating a custom Windows 10 VM
12. Optional: Using HA-Cluster

Creating a resource group

To create resource groups in Azure:

1.
2,

In the Azure portal, click Resource groups in the left pane.

Click Add to create a new empty resource group.

Microsoft Azure 2 Search resources, services, and docs (G+/)

X

Create a resource group

Basics  Tags

Review + create

Resource group - A container that holds related resources for an Azure solutio

< Dashboard > Resource groups > Create a resource group

—+ Create a resource Resource groups «

azurestorefortinet (Default Directory)
‘n‘ Home

Add Edit columns

[Ed Dashboard
= All services | Filter by name
% FAVORITES Name Ty

E55 Al resources 4] 6899-azmlixd-byol-b5425

[4] Resource groups ’,

& App Services #) 6899-v623-b1084

<> Function App

& SQL databases #l AZ PRI

T’ Azure Cosmos DB #) AZURE2AWS(thomas)

o

#) azure3

(
(5]
(5]
(%) AutoScale-v607-b0302
()
()
3 virtual machines ()

@ Load balancers

Page of 3

= Storage accounts

FortiSandbox 4.0 Azure Guide
Fortinet Technologies Inc.

6899-azmlx4-payg-ve08-b0303

resources for the solution, or only those resources that you want to manage as
allocate resources to resource groups based on what makes the most sense for

Project details

Subscription * (7

Resource group * (0

Resource details

Region * (0

Review + create < Previous

[ PAYG-DevOps

| fortisandbox

[ (US) Central Us

12



Deploying FortiSandbox VM on Azure (Advanced)

3. Enter the following information:

Subscription Select a subscription.
Resource group Name of the resource group.
Region Select a resource group location.

Creating network security groups

Create two network security groups:

« The first security group must have inbound rules allowing for HTTPS, SSH traffic, and OFTP.
« The second security group must have inbound rules allowing for FTP and RDP.

To create network security groups in Azure:

1. Inthe Azure portal, click Network security groups in the left pane.
2. Click Add to create a new network security group for the management port subnet.

_ e e e e

All services > Network security groups > Create network security group

Network security groups « X Create network security group

azurastorefortinet [Default Diractory

== Editcolumns -+

Basics Tags Review + create

| Filter by name...
Project details
0 Name Subscription * | PAYG-Devops v |
¥ aadds-nsg
l:l 1‘,. ’ = Resource group * | fortisandbox w |
l:l 1‘,. aadds-nsg = Create new
D e allow-connections b
Instance details
l:l 1‘,. autoscalevmss-atwSatkjzrylk.- ** Name + | fc:rtisandbox_nsd \/l
l:l 1‘,. autoscalevmss-zbgbsud3Sip-- **
l:l 1‘,. autoscalezxnsg Region™ | s West b5 2 hd |
l:l 1‘,. azondemandtest-nsg “H
I:‘ e azurepri-network-security-g- ** ¥ | Next : Tags > Download a template for automation
3. Enter the following information:
Subscription Select a subscription type.
Resource group Select the resource group you created in the Creating a resource group step.
Name Name of the network security group.
Region Select the location you used when you set up the resource group.

4. Repeat these steps to create a second network security group for the FortiSandbox port2 subnet.
5. Go to the security groups and configure the inbound rules:
« Network security group one: HTTPS (TCP 443), SSH traffic (TCP 22), OF TP traffic (TCP 514).
Optional: ICAP traffic (TCP 1344), ICAP over SSL (TCP 11344), RDP to VM interaction (FortiSandbox
reserved 9833).

FortiSandbox 4.0 Azure Guide 13
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Deploying FortiSandbox VM on Azure (Advanced)

« Network security group two: FTP (TCP 21).

vy
‘9' Alternatively, you can create only one network security group with the inbound rules allowing
|| for HTTPS, SSH traffic, OF TP, FTP, and RDP.

Creating virtual networks

To create virtual networks in Azure:

1. Inthe Azure portal, select Virtual networks in the left pane.
2. Select Add to create a new virtual network.

Microsoft Azure A Search resources, services, and doc

[ 104500716 -]

# Dashboard » Virtual networks > Create virtual network
- create a resource Virtual networks « ¥ Create virtual network O x
azurestorefortinet (Default Directory)
ﬁ Home :'""""""""'"""""""'"""""""'""":'
== Edit columns | Name *
] Dashboard { -
| | fortisandbox_VN y |
= All services | fortisandbox | |
| Address space * ()
+  FAVORITES Name T ! P =

L 11}
2i8 All resources
(4] Resource groups

& App senvices

4> Fortisandbox-ga-vnet

&3 fsalw

10.45.0.0 - 10.45.255.255 (65536 address...
|:| Add an |Pvis address space (@

Subscription *

v

< Function App | PAYG-DevOps

B SOL databases Resource group *

T Azure Cosmos DB | fortisandbox ~ |
Create new

3 virtual machines
Location *

Cf} Load balancers
| ws) central us >

= Storage accounts

4> Virtual networks

E Azure Active Directory
E"ﬂ Monitor
Q Advisor

) security Center

a Help + support

Subnet

Name *

| fortisandbox_public y |

Address range * (7)

| 10.45.0.0/24 . |
10.45.0.0 - 10.45.0.255 (256 addresses)

DDoS protection ()

'\é,' Basic '3:_'," Standard

e Images Service endpoints (T
/2 ™y
(QeEELEY Enabled )
£ Disks SRy tnabled )
[%7 virtual machines (classic) f|rewa|l @ .
(QEEELIEP Enabled ) -

(', Cost Management + Billing

FortiSandbox 4.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Advanced)

3. Enter the following information:

Name Name of the virtual network.

Address space Use an Azure suggested unused class B network (xxx .xxx.0.0/16)or
enter your preferred unused class B network.

Subscription Select your subscription type.

Resource group Select the resource group you created in the Creating a resource group step.
Location Select the location you used when you set up the resource group.

Subnet Name Name of FSA port1 (the management subnet).

Subnet Address range Enter a class C network (xxx . xxx . x . 0/24) within the virtual network.
DDoS protection Basic.

Service endpoints Disabled.

4. Click Create.
5. Create one additional subnet in the virtual network:

« Enter the subnet name for FSA port2 (the custom VM subnet), and assign another class C network
(xxx.xxx.xxx.0/24) in that network.

2 search resources, services, and docs (G+/) o @  szhaoll@azurestorefor.. @
AZURESTOREFORTINET (DeFAUL .

All services > Virtual networks > fortisandbox VN - Subnets Add subnet x
Virtual networks © X (. fortisandbox VN - Subnets T
+ Add == Edit columns £ Search (Curl+ . t subnet | + Gateway subnet [ Cprivate |
: Address range (CIDR block) * O
fortsendbox | Ovenvew .2 search subnets [1045.1.0724
Name T, B Actiity log Name 1o Addressrange T vt ovalable addresses T4 Delegatedto 104510 1045.1.255 (251 + 5 Azure reserved addresses)
> Fortisandbox-ga-vnet st A Access coniral (1AM) fortisandbox_public 104500724 251 - [ Add an 1Pv6 address space
€ fortisandbox VN o @ Tags
Network security group
&> fsanw =+ Diagnose and solve problems [ mone v
settings Route table
< Address space [mone v]
& Connected devices Senice endipoints
* 355 Services (1)
@ DDos protection 0 selected v
& Firewal
© secu Subnet delegation
ecurity
Delegate subnet toa service
B DNS servers | None ~
% Peerings
% Seviceenipoints =
? Using class B (xxx.xxx.0.0/16) and class C (xxx.xxx.0.24) in the table above is an example of a
common use case. You can adjust the network range for your needs.
-—
-

FortiSandbox 4.0 Azure Guide
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Deploying FortiSandbox VM on Azure (Advanced)

Creating storage accounts

Create two storage accounts:

« The first storage account is for storing the FortiSandbox firmware image (Storage Account).

« The second storage account is for storing diagnostic information (Monitor Account) such as VM diagnostic
screenshots during job scans.

To create storage accounts in Azure:

1. Inthe Azure portal, click Storage accounts in the left pane.
2. Click Addto create a new storage account.

Microsoft Azure P Search resources, services, and docs

Home > Storage accounts > Create storage account

Create a resource Storage accounts « & X Create storage account
Home
== Add | 28 Edit columns =** More
Dashboard Basics Advanced Tags Review + create
All services Azure Storage iz 3 Microsoft-managed service providing cloud storage that is highly available, secure
- NAME Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Quet
VORITES your storage account depends on the usage and the options you choose below. Leam more
aamdkddiag639 | PROJECT DETAILS
W9/ Resource groups 5 adabsaisdiag625 | Select the subscription to manage deployed resources and costs. Use resource groups like folders to
. | resources.
& App services afaingdiag708
. — | * Subscription Pay-As-You-Go
# Function Apps agelmaghrabydiag235 ! z
- ! * Resource group tusfea3
%t SQL databases 5 alehotediags3a Resource group westus-fsa-3.0
&F Azure Cosmos DB [—]

amamsksdiag136

N . — INSTANCE DETAILS
8 virtual machines anothrediag268 |

& Load bal f— | The default deployment model is Resource Manager, which supports the latest Azure features. You
a1 AR aoasdediag928 | deployment model instead. Choose classic deployment model
IS storage accounts [ asaikaoidiags3s * Storage sccount name @
Virtual networks S ashrafoo3z225diag7s0

o * Location Canada Central

@ Azure Active Directory ashraf101010diag244 - -
_ — Performance @ (®) standard () Premium

© wonitor ashraff330diag978 ‘ i
& Advisor BS ashraft337diagass Account kind @ StorageV2 (general purpose v2)
@ security Center B ashrafta3adiagaz? | Replication @ Read-access geo-redundant storage (RA-GRS)
© cost Management + Billing 5 ashraf1339diag67s | Access tier (default) @ () Cool (@) Hot
‘;‘] Help + support [—]

ashraf202020diag406
= Di —
& Disks ashraf2510diag165

I public 1P addresses

achraf?52A2dian702

3. Enter the following information for each account:

Subscription Select your subscription type.

Resource group Select the resource group you created in the Creating a resource group step.
Storage account name Name of the storage account.

Location Select the location you used when you set up the resource group.
Performance Standard.

Account kind Use the default or change according to your needs.

Replication Read-access geo-redundant storage.

4. Select Review + Create.
5. Repeat these steps to create a second storage account.

FortiSandbox 4.0 Azure Guide
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Creating network interfaces

Create the following network interfaces:

« The first network interface is for FortiSandbox port1.
« The second network interface is for FortiSandbox port2.

« If you want to use HA-Cluster on multiple FortiSandbox Azure units, create a third network interface is for
FortiSandbox port3.

To create a network interface in Azure:

1. Inthe Azure portal, click Network interfaces in the left pane.
2. Click Add to create a new network interface.

AL Search resources, services, and dc

All services » Metwork interfaces > Create network interface

Network interfaces « X Create network interface O X
azurestorefortinet (Default Directony)
Add | == Edit columns - Mame *

| | fsa_etho_public /]

| Filter by name...

Virtual network * ()

M T
(] Mame | fortisandbox_VN ~ |
(] @8 2adds-544desecoscbarzib.. ===
Subnet* (7
[] @ aadds-7428b8080f384907a4... ** | fortisandbox_private (10.45.1.0/24) e |

I:I B azuretest-N c0-s4t7gpzcyvaze ™" Private IP address assignment

-

|:| B8 azuretest-Nic1-s4t7gpzcyvaze ** |: Dynamic Static

4

[ &8 brucefgsopaygoi-Nico-mijy... ** Private IP address *

|:| 8 brucefg60payg0o1-Nicl-mljy- ** |

I:I @ cient ” Metwork security group (O 5
I:I & dient " None
dchao-fgte0 b
E E [ ] Private IP address (1Pve)
1@ dchaofmgr-NICO =
Subscription *
|:| 8 devwmoso =

| PAYG-Devops v |

I:l @ dogarokSAMLE21-NicO-4vel-- ="
Resource group * (0

I:I ﬂ dogarokSAMLE21-Nic1-4vel-- == | fc:-rtisandbm-{ ~ |
|:| 8 dogaroksAMLtest-Nic0-2ea-- ** Create new
[ @8 dogarokSAMLtest-Nic1-2ea.. ** Location *

Us) Central Us Y
|:| 8 dogaroksamltest243 . | {US) Centra |

I:l [l dogaroksamltest37a2 . Automation options
L
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3. Enter the following information:

Name
Virtual network

Subnet

VM name.
Select your VNet.

One subnet under your VNet. Each interface you create must be on a different
subnet.

Private IP address assignment  Static.

Private IP address

Self-defined static IP address.

Network security group Select the security group you created.

Private IP address (IPv6) Unchecked.

Subscription
Resource group

Location

Subscription type.
The resource group you created in the Creating a resource group step.

Select the same location used while setting up the resource group.

4. Repeat these steps to create the network interfaces you need.

A\,

If you create multiple network security groups, the one associated with the FSA port1
interface must be under the security group which includes HTTPS (TCP 443), SSH traffic
(TCP 22), OFTP traffic (TCP 514), and the one associated with the FSA port2 interface
must be under the security group which includes FTP.

5. Associate the network interface used for the FSA admin port (port1) with the Public IP address in the
IP configuration section.

_ e e = I];." -

All services > Network interfaces

» fsa_eth0_public - IP configurations > ipconfigl

m fsa_ethO_public - IP configurations %
Metwork interface

|)'-' Search (Ctrl+/) | « + add

@& Overview IP forwarding settings

W Activity log
Ao Access control (IAM)

L Tags

Settings

B4 P configurations
B DNS servers
@ Network security group

1! Properties

FortiSandbox 4.0 Azure Guide
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IP forwarding - EEEEE:D Enabled -
Virtual network fortisandbox_VN

IP configurations

Subnet * fortisandbox_private (10.45.1.0/24) W |

|/O Search IP configurations |

Name IP Version Type Private IP address Public IP address

| ipconfigl 1Pv4 Primary 10.45.1.40 (Static)
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.

All services > Network interfaces > fsa_eth0_public - IP configurations > ipconfigl > Choose public IP address > Create public IP address

ipconfig X Choose public IP address X Create public IP address
L i Dynami blic IP addresses that are not in use won't have an IP address assigned to them
’EI San X Discard =
h he publi dd in the selected subscripti d locati | Name *
! ! T t P the select cation "Cent

Public IP address settings o US-E_se B subserptian andl locatian ‘Ceniral fsa_port_publiclP
Public IP ag
S 1 gl
(_Disabled Create new

IP address Assignment

Confi ired settii > Jliang01pubip () Dynamic

C O S SIS dehao_vwan 52.242226.96 .. -

Private IP address settings tVMb55-PubliclP

thomaspayg 104.43.143.208...

tVMb91-PubliclP

fortisandbox_VN/fortisandbox_private

Virtual network/subnet

Assignment thomaspayg 104.43.129.88 ...
P —— )
[_Dynamic vpnpub!1
devtest
IP address *
10.45.1.40 <] appg 0]
levtest
Creating a data disk
Before upgrading to v3.2.0, create a data disk and attach it to FortiSandbox.
To create a data disk:
1. Inthe Azure portal, click Disks in the left pane.
2. Click Add to create a data disk of at least 64GB.
Dashboard > Disks > Create managed disk Select a disk size X
Create managed disk
Browse available disk sizes and their features.
Basics Tags Review + create Storage type
Standard HDD ~
Select the disk type and size needed for your workload. Azure Disks are designed for 99.999% availability. Azure Managed Disks
encrypt your data at rest, by default, using Storage Service Encryption. Learn more about disks. Size Disk tier Max IOPS Max throughput
Project details 32Gi8 4 500 60
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all 64 GiB s6 500 60
your resources
128 GiB s10 500 60
Subscription * © [PAYG-DevOps ~ 256 GiB 515 500 60
\— Resource group * (O [Fadevan ~] 512GiB 520 500 60
Create new 1024 GiB 30 500 60
Disk details 2048 GiB. sS40 500 60
Disk name * & ‘ FortiSandbox_DataDisk v ‘ 4096 GiB S50 500 60
Region * @ \ (US) West US 2 ~ \ 819268 560 1300 300
16384 GiB S70 2000 500
Availability zone [None v
32767 GiB S80 2000 500
Source type () [ None v Create a custom size
Size* @ 1024.Gi8 Enter the size of the disk you would like o create. You will be charged the same rate for your provisioned disk, regardless of how much of
- the disk space is being used For example, a 200 GiB disk is provisioned on a 256 GiB disk, so you would be billed for the 256 GiB
Premium SSD i
o provisioned.
ange size
Custom disk size (GiB) *
[128 v

provows [ NemiTags>

FortiSandbox 4.0 Azure Guide
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Creating a FortiSandbox VM using the Azure CLI

To create the VM using the Azure CLI:

1. Because the Marketplace URN is subject to change without notice, get the latest FortiSandbox image URN using
this command.
az vm image list -p fortinet -f fortinet fortisandbox vm --all --query "[].urn"
sylvia@sylvia-0ptiPlex-3050:~5 az vm image list -p fortinet -f fortinet_fortisandbox_wm --all --query "[].urn"

[

"fortinet:fortinet_fortisandbox_vm:fortinet_fsa-vm:3.1.2",
"fortinet:fortinet_fortisandbox_wm:fortinet_fsa-vm_payg:3.1.808"

]

2. Create the Azure FortiSandbox using Azure CLI from the Azure Marketplace with the network interfaces you

created.
a. Create the Azure FortiSandbox BYOL.
az vm create --resource-group [resource group name] --name [ FortiSandbox BYOL VM
name] --image "fortinet:fortinet fortisandbox vm:fortinet fsa-vm:3.1.2" --size
[vm size] --nics [NIC for portl] [NIC for port2] [NIC for port3] --attach-data-
disks [attach data disks name] --boot-diagnostics-storage [boot diagnostics
storage container name] --generate-ssh-keys --verbose

sylvia@sylvia-OptiPlex-3050:~5 az vm create --resource-group fsadevga --name FortiSandbox_release --image "fortinet:fortinet_fortisandbox_vm:fortinet_fsa-vm:3.1.2"
--size standard_A4 --nics Fortisandbox_Portl Fortisandbox_Port2 Fortisandbox_Port3 Fortisandbox_Port4 --attach-data-disks Fortisandbox_DataDisk --beot-diagnostics-s
torage fsadevqab2debug --generate-ssh-keys --verbose

- Running ..

"resourceGroup”:
"zones": ""

b. Create the Azure FortiSandbox PAYG.
az vm create --resource-group [resource group name] --name [ FortiSandbox PAYG VM
name] --image "fortinet:fortinet fortisandbox vm:fortinet fsa-vm payg:3.1.00"
-size [vm size] --nics [NIC for portl] [NIC for port2] [NIC for port3]--attach-
data-disks [attach data disks name] --boot-diagnostics-storage [boot
diagnostics storage container name] --generate-ssh-keys --verbose

3. Getthe default admin password for the FSA VM using the Azure CLI.
The VM-ID UUID is the default password for admin access.
az vm list —--output tsv -g [resource group name]

sylvia@sylvia-optiPlex-3050:~$ az vm list --output tsv -g fsadevqa |grep Fortisandbox_release
None None None None /subscriptions/4f27b38c-ad3f-43d8-a9a3-01182e5e2f9a/resourceGroups/fsadevqa/providers /Microsoft.Compute/virtualMachin

None None None westus2 None Succeeded None fsadevqa None
Microsoft.Compute/virtualMachines None |a941078a-cccB8-444e-b037-claecafco77b) None

4. Loginto FortiSandbox using the default username admin and the password you retrieved in the previous step.

FortiSandbox 4.0 Azure Guide
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5. Go to the Azure portal and verify that the data disk is attached to FortiSandbox.

Dashboard > Resource groups > fsadevga > FortiSandbox_release | Disks

s FortiSandbox_release | Disks

Virtual machine

f Edit O Refresh P Encryption ? Swap OS Disk

Encryption

Not enabled

Encryption

[£ search (Ctrl+n) | «
K3 Overview =

€ Managed disks created since June 10, 2017 are encrypted at rest with Storage Service Encryption (SSE). You may also want to enable Azure Disk Encryption.
Activity log
Fi. Access control (1AM) @ Uitra Disk compatibility is not available for this location.
L ] Tags
2 Diagnose and solve problems Disk settings

Enable Ultra Disk compatibility @
Settings s I

OS disk
£ Networking

Name Size Storage account type
& Connect
s FortiSandbox_release_OsDisk_1_adcda36969eed25ea19cad3464785986 1GiB Standard HDD
isks

B size Data disks
O Security LUN Name Size Storage account type
[ Extensions 0 FortiSandbox_DataDisk 64 GiB Standard HDD

&% Continuous delivery

+ Add data disk

% Availability set

6. Inthe FortiSandbox Dashboard, upgrade the firmware to the latest GA image.

ﬂ FortiSandbox Azure

System Information

Unit Type

e

FortiView

Host Name
Serial Number

System Time

&

Firmware Version

System

WM License

System Configuration

=
s
3

Machine Current User

5 Uptime
Scan Palicy Windows VM

r&u FDN Download Server
Seaninput Community Cloud Server

@ Web Filtering Server

e Antivirus DB Contract
Detsetion Web Filtering Contract
FortiSandbox 4.0 Azure Guide

Fortinet Technologies Inc.

$S T %
Standalone
FSAVMOI000013113 [Change]
FSAVMOIOD0013113
Wed Jan 15 18:27:40 2020 PST [Change]
[All firmwares]
@ [Upload License]
Last Backup: N/A [Backup/Restore]
admin
0day(s) 5 hour(s) 55 minute(s)
I
[
o
[
@ 2020-07-19
@ 2020-07-19

Not enabled

Host caching

Read/write

Host caching

None
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Importing Azure settings into FortiSandbox
When the FSA instance is deployed, you can import your Azure settings into FortiSandbox.

Uploading rating engine
After upgrading FortiSandbox, you must manually upload the rating engine.

To manually upload the rating engine:

1. InFortiSandbox, go to System > FortiGuard.
2. Beside Upload Package File, click Choose file and locate the rating engine to be uploaded.

E:e FortiSandbox Azure

< FortiGuard

To import Azure settings into FSA:

1. Gotothe FortiSandbox GUI.
2. Click System > Azure Config.

If you get a warning that the rating engine is not available or up-to-date, manually upload the rating engine before

doing this procedure.

* Module Name Current Version Last Check Time Last Update Time Last Check Status
Favarites AntiVirus Scanner 00006.00258 2021-04-1517:15:04 2021-04-13 17:42:59 Already Up-to-date
@ AntiVirus Extended Signature 00085.04260 2021-04-1517:15:13 2021-04-1517:15:13 Successful
ashboard AntiVirus Active Signature 00085.04770 2021-04-1517:15:06 2021-04-1517:15:06 Successful
AntiVirus Extreme Signature 00085.04500 2021-04-15 17:15:37 2021-04-1517:15:37 Successful
I! MNetwork Alerts Signature 0000203379 2021-04-15 17:15:37 2021-04-15 16:37:28 Already Up-to-date
ety Sandbox System Tools 04000.00084 2021-04-15 17:15:37 2021-04-08 17:22:38 Already Up-to-date
Sandbox Rating Engine 04000.00030 2021-04-1517:15:37 2021-03-1117:07:22 Already Up-to-date
rﬁ‘g Windows Tracer Engine 04000.00011 2021-04-1517:15:37 2021-03-1521:10:36 Already Up-to-date
Scan Jab Android Tracer Engine 04000.00007 2021-04-1517:15:37 2021-01-1811:14:19 Already Up-to-date
Linux Tracer Engine 04000.00007 2021-04-1517:15:37 2021-03-18 16:26:56 Already Up-to-date
Scﬁw Upload Package File: \ Choose File \ sandbox_engi..cle.rating.pkg
and Object # Uploading ...

3. FortiSandbox v3.2.0 and higher supports service principal and Azure account authentication methods.

a. Ifyou choose service principal, get the service principal information by going to the Azure portal to the Azure

Active Directory > App registrations to find the service principal information in the application you created.

FortiSandbox 4.0 Azure Guide
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_ — o e e e

Dashboard > azurestorefortinet (Default Directory) \lApp registrations| > fsadevgasp

i fsadevqasp

|,-’j Kearch (Ctrl+/) | « ] Delete @ Endpoints

i#  Overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

£ Quickstart Display name : fsadevgasp Supported account types : My organization only
Application (client) ID |: =88~ & S, e e = Redirect URls : Add a Redirect URI

Manage Directory (tenant) ID |- pe__ 'mm. w00 11 El o T Application 1D URI : Add an Application 1D URI

&= Branding Object ID e, Py T e Managed application in ... : fsadevgasp

3 Authentication A

Certificates 8. secrets

' Token configuration (preview)

0 Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

-2~ APl permissions

Call APIs
& Expose an APl

—

*® m'"

F Owners ’

& Roles and administrators (Previ... a - E
5

il Manifest

Build more powerful apps with rich user and business data
Support + Troubleshooting from Microsoft services and your own company's data
sources.

2 Troubleshooting
View API permissions

£ New support request
Sign in users in 5 minutes

PPOOORWOWROO

Use our SDKs to sign in users and call APIs in a few steps

View all quickstart guides
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b. Enter the following Azure configuration settings and then click Submit.

FortiSandbox Azure

< Azure Config

*

Favorites

*

Dashboard

s

Security
Fabric

fen

Scan Job

L

Scan Palicy
and Object

|ahal

Log & Report

Clientid

Configure Azure

Account Type

Client ID

Client Secret

Location

Tenant ID

Subscription ID

Resource group

Storage account

Client id

Storage account access key

Monitor storage account

Monitor account access key

Metwork security group

Virtual network

Subnet

VM Type

Client Secret

Location
Tenantid
Subscription ID
Resource group

Storage account

FortiSandbox 4.0 Azure Guide
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Application (client) ID.

Client secret value.

The location you used to set up the resource group.

Directory (tenant) ID.
Your subscription ID.
Resource group.

Storage account name.
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Storage account access key Storage account access key.

Monitor storage account Monitor account name.
Monitor account access key Monitor account access key.
Network security group The security group created. If you created multiple security groups, use the

one that allows RDP and FTP.

Virtual network Name of the virtual network you created.
Subnet The subnet you created for the FSA port2 interface.
VM Type Standard_B1s, the minimum size. Standard_B4ms recommended.

4. FortiSandbox v3.2.0 and higher supports service principal and Azure account authentication methods.
a. If you choose Azure account authentication, click System > Azure Config.

FortiSandbox Azure 2 Azure Config RegularMode »>_ M~ ® v  admin~

ﬁ Configure Azure

Dashboard

oo | Account Type | Microsoft Azure account email v |
0{-’ Microsoft Azure account email
Metwork
Microsoft Azure account password
Location
Ij Subscription ID
Virtual
Machine
Resource group
Storage account
Scan Palicy
r: Storage account access key
a
Scan Input

Monitor storage account

B

File
Detection

(¢

Netwaork Virtual network
Alerts

00 Subnet

URL
Detection VM TVIJE

il
I'— Previous Test Connection Submit
Log & Report

Monitor account access key

Metwork security group
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b. Enter the following information:

Microsoft Azure account email  Your user ID.

Microsoft Azure account
password

Location

Subscription ID

Resource group

Storage account

Storage account access key
Monitor storage account
Monitor account access key

Network security group

Virtual network
Subnet
VM type

Your user password.

Select the location you used to set up the resource group.
Your subscription ID.

Resource group.

Storage account name.

Storage account access key.

Monitor account name.

Monitor account access key.

The security group created. If you created multiple security groups, use the
one that allows RDP and FTP.

Name of the virtual network you created.
The subnet you created for the FSA port2 interface.

Standard_B1s, the minimum size. Standard_B4ms recommended.

c. Click Test Connection to verify the connection is accessible and authentication is valid. Then click Submit.

5. When completed, upload your BYOL license if provided.
The Azure FortiSandbox will fetch the licensing information which can take up to three hours.

Optional: Using a custom VM on Azure

FortiSandbox Azure supports custom VMs. You can provide a VHD image of a custom VM and the FortiSandbox
firmware can load the VM image and use it for sample analysis.

For information on setting up a custom VM on Azure, see the custom VM image section in the FortiSandbox
Administration Guide to do the following:

« Create a custom VHD image using virtualization software such as VirtualBox.
« Prepare the OS installation package.

« Install software and components on the custom VM image.

« Setup the VM image environment.

From v3.2.0, FortiSandbox Azure supports installing custom VMs from Azure snapshot and Azure disks.

) ! /. « Use a meaningful custom VM name and keep the name the same as VM_image name.
? « Do not use special characters in the name.
- « Do not use reserved FortiSandbox VM names starting with WIN7, WINS, or WIN10.

FortiSandbox 4.0 Azure Guide
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A\,

b [ 4
9 Do not use the set admin-port command to set port2 as the administrative port.

To install the Azure local custom VM from a blob:

Install the Azure local custom VM with the CLI command: azure-vm-customized.
Check Azure Config for the FortiSandbox firmware image storage account information.
Create a Blob container (with anonymous read access only) in this storage account.
Upload your custom VM VHD to this page blob container.

Install the VM from blob as the default type.

You can ignore the -t opton.

azure-vm-customized -cn -f[blob container name] -b[VM image name.vhd] -vo[OS type] -vn
[VM name]

a b obd-=

To install the Azure local custom VM from snapshot:

1. Install the Azure local custom VM with the CLI command: azure-vm-customized.
2. Verify that your snapshot is under the same resource group as FortiSandbox and related resources.

3. Install the VM from snapshot with the -t option.
azure-vm-customized -cn -tsnapshot -b[snapshot name] -vo[OS type] -vn[VM name]

To install the Azure local custom VM from disk:

1. Install the Azure local custom VM with the CLI command: azure-vm-customized.
2. Verify that your disk is under the same resource group as FortiSandbox and related resources.
3. Install the VM from disk with the -t option.

azure-vm-customized -cn -tdisk -b[disk name] -vo[0OS type] -vn[VM name]

To use a custom VM on Azure:

1. Onthe FSA Azure web GUI, go to Scan Policy and Object > VM Settings and change Clone #1to 1.
You can change the Clone # to a higher number after the VM clone is completely prepared ad you have scanned a
sample.

&0 Fortisandbox Azure ' VM Settings — A&~ @~ adminv

K VMimages
[ EditClone Number Tl DeleteVM = D Undelete 3 Enabled VMTypes: 1/4 = @ Keys: 0/8 (Local Win Key:8 +MacKey: 2 + WinCloudkey: 200 ) L1 Azure InstanceLimit: 1/39 P Clone Number: 1/212

Dashboard VM Screenshot

l& Name Version Status Enabled  Clone# Load# Extensions

ol - Customizedvivs (1) o

s 2 B customWinl0 1 @ activated © [ Jv o
(-]
B — RemoteVMs (2)

» W MACOSX 0 @ activated [x] ] 0  macdmg

N, ; exe him ppsx ppt pptx xls xisx dll doc docx rtf pdf swf jar dotx docm dotm xItx xism xitm xlsb xlam potx sidx pptm ppsm potm ppam sldm onetoc thmx bat cmd vbs ps1js
i~ W WindowsCloudvM 0 @ activated (] o 0 G meg PSP Bps ot upx WEBLini Ink war eml iy jae scr P PPUM Pps potm pp: et
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2. Inanew FSA CLI window, check the VM clone initialization using the diagnose-debug vminit command.
The FSA Azure Dashboard shows a green indicator for Windows VM.

=" FortiSandbox Azure

F;@s System Information &S o on

ﬁ Firmware Version v4.0.0,build0037 (Interim) &'
kil Hostname FSAVMO0I000014835 (£

|“ Serial Number FSAVMOIOD0016321

Seourit

Fahricy System Configuration Last Backup: NJAZ

r: System Time 2021-04-15 19:02:16 PDT &

o1}

Sean Job Unit Type Standalone

|!-| Uptime 0 day(s) 0 hour(s) 42 minute(s)

_ Username admin

Scan Paolicy
and Object

a Licenses &S o on

System

|||I| ¥ & FortiSandbox-Azure X
Log & Report @ WindowsVM @

@ Windows Cloud VM &'

@ MacOS Cloud VM

@ Customized VM

© Mail Transfer Agent Service
¥ & VMStatus(2)

customWin10

@ WindowsCloudVM
¥ & Services

@ Antivirus '

@ Web Filtering

© Industrial Security Service &

+|Cc|B|D]| &

3. To associate file extensions to the custom VM, go to Scan Policy and Object > Scan Profile to the VM Association
tab.
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Interaction with a custom VM clone during scan

1. Goto Scan Job > File On-Demand or URL on-Demand and click Submit File or Submit File/URL.
2. Enable Force to scan the file inside VM or Force to scan the url inside VM.

3. Select Force to scan inside the following VMs and select the custom VM.

4. Enable Allow Interaction.

Submit New File

Please upload sample file or archived sample files. The following archive formats are supported: .tar, .z, xz, .gz, .tar.gz,
gz, zip,.bz2, tar.bz2, tar.Z,.7z, rar,.Izh, .ace

| Warning: Please be aware that only one WM type can be selected when ‘Allow Interaction’ is enabled ‘

Select a file: Choose file | FSAVM4713450316.pdf

Possible password(s) for
archive/office file:

Comments:

Skip result of: Static Scan
AV Scan

Community Cloud Query
(@ Force to scan the file inside VM
Follow VM Association settings in Scan Profile

& Force to scan inside the following VMs

¥ customWin10x64

¥ Allow Interaction

Record scan process in video if VMs involve

Add sample to threat package

Enable Al

5. Click Submit.
6. Goto Scan Policy and Object > VM Settings and wait for the VM Interaction icon to be enabled.

7. When the VM Interaction icon is enabled, click the icon to establish an RDP tunnel.
The RDP port 9833 is reserved.
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The login credentials is reserved. Username is Administrator and password is FortiSandbox.

* Screenshot VM File Progress
Favorites

ﬁ ﬁ m customWin10_clone000 Sample.pdf 18.78%
Dashboard

|

Security

Fabri

You can also establish an RDP tunnel by going to Scan Policy and Object > VM Settings and clicking VM
Screenshot. When the icon in the Interaction column is enabled, click the icon to establish an RDP tunnel.

VM ScreenShot O @ x
MName Interaction ScreenShot PNG Link
customWin10xé4_clone000 (- E

8. Click Yes to manually start the scan process with VM Interaction.

E TOOLISO PATH:tool.iso

file jobconfi
file
to Pacific Standard Time
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9. When the FortiSandbox tracer engine displays the PDF sample, you can click Yes to manually stop the scan
process.

. | B 4002314050041001854 p ot - Addobe Acrobat Reader DC
| Fle Edit View Windew Help

- Home Toaols 490231405994 190.. %

= % B EQ ©@ ' KR MOO® m- BT B 2a
@ -

—=RTINET

- FortiSandbox-VM virtual appliance with 0 VMs included and maximum
expansion limited to 8 total VMs. Evaluation License Certificate

& Licensor : Fortinet, Inc

<[ 899 Kifer Road,

Scan Flow Contral

Sunnyvale, CA, 94086, U

101 Do you want to stop the scan ?

Licensee : FORTINET INC
Registration Code D AERHE FESS R eOKG

Evaluation license term : 366 days

10. When the scan is finished, go to the job details page to view the scan results.

Clean File pdf & % & Y &
x Overview Tree View Details Q =
Basic Information Details Information
R Mar 27 2020 16:37:12 Downloaded From: FSAVM4713450316.pdf
Started: Mar 27 2020 16:37:15-07:00 File Size: M
Status: B MDS5: 448fedf13fb3827fdc6aB270eactbaef
Rated By: VM Engine SHA1: 0c5fb95ef3c?3d7bf7fd2b8a3b37cd16512f5940
Submit Type: On-Demand SHA256: a5c42d83c9feB80bd31e8da8f4e985b60ca85c61c87128883449fae2bebec05e7
Digital Signature: Yes 1D: 4902314059941901854
Al Mode: OFF Submitted By: admin
SIMNET: OFF Submitted Filename: FSAVM4713450316.pdf
Virus Total: Q Filename: FSAVM4713450316.pdf
Received: Mar 27 2020 16:37:12
Scan Start Time: Mar 27 2020 16:37:15-07:00
VM Scan Start Time: Mar 27 2020 16:37:22-07:00
VM Scan End Time: Mar 27 2020 16:52:25-07:00
VM Scan Time: 903 seconds
Scan End Time: Mar 27 2020 16:52:43-07:00
Total Scan Time: 928 seconds
Scan Unit: FSAVMOIO00014855
Specified VMs: customWin10x64
Launched OS: customWin10xé64

FortiSandbox 4.0 Azure Guide
Fortinet Technologies Inc.



Deploying FortiSandbox VM on Azure (Advanced)

Clean File pdf & 2 & ) &
= Overview Tree View Details '\ =
customWin10xé64 STATIC_SCAN

we Process Related Process Created === Process Injecied === Process Created and Injected

o
WWWWWW ol ML

Process Information File Operation Registry Operation
PID: 5952 File Type: unknown MD5: 761efc843ff05ab74ed358713dd51c1b digital_signed: true signers: Adobe Inc. CompanyName: Adobe Systems FileVersion: 1.824.35.0289
@ Clean File pdf il 4 & Y &
- = Overview Tree View Details A |

customWin10x64

X CopturedPackets & TracerPackage =~ & Tracerlog =~ & STIXIOC

B Behavior Chronology Chart

| o0000 cooco. 0650000000 BOAO00 00 o o oo °
22.40:30 23:49:50 2350:10 235030 235050 2351:10 2351:30

E MITRE ATT&CK Matrix (4)

@) Full Matrix

N N e oy ey
User Execution Modify Registry (2] Uncommonly Used Port

File Operations (170)
Registry Operations (406)
Memory Operations (1)
Network Operations (22)
PCAP Information (3)
Behaviors In Sequence (2907)

Optional: Using a prebuilt custom VM on Azure

Up to v3.1.2, FortiSandbox only supports Windows7_64 and Windows7 custom VM images.

To create a storage blob for the custom image:

1. Create a new Resource group in the Azure portal.
2. Inthe new resource group, create a Storage account.
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3. Goto Resource group > Storage account > Access keys to find your blob key.

Home * Resource groups » testwinvm *> customvm - Access keys

customvm - Access keys

Use access keys to authenticate your applications when making requests to this Azure storage account. Store y¢
- and don't share them. We recommend regenerating your access keys regularly. You are provided two access k
Overview while regenerating the other.

H Activity log When you regenerate your access keys, you must update any Azure resources and applications that access this

i Access control (JAM)

Storage account name
& Tags =

customvm
K Diagnose and solve problems

Events key CD
Storage Explorer (preview) Key
WincygQF6xFViuxViHgHilo6G 1uc/6XgiQcFt1ihzhAlTrGO3ESCIVPTWcj0W3nCzE1ab5+aPdj3JwlQec3bZw==

T
=

Settings
Connection string

fere e DefaultEndpointsProtocol=https:AccountName =customvm;Accountkey=W5ncygQFoxFVIuxViHgHUo6G

4. Create a Blob on the storage account.
5. Download the prebuilt custom VM.

« Forthe WIN7X86 prebuilt custom VM, download from https://fortisandbox.blob.core.windows.net/customvm-
v1/WIN7X86VM.vhd?se=2025-01-01&sp=rl&spr=https&sv=2018-03-
28&sr=c&sig=f65ICG19rIDjY CkblIZ8EcUzcMii6WrDPCgxQUOeohQ%3D

« Forthe WIN7X64 prebuilt custom VM, download from https://fortisandbox.blob.core.windows.net/customvm-
v1/WIN7X64VM.vhd?se=2025-01-01&sp=rl&spr=https&sv=2018-03-
28&sr=c&sig=f65ICG19rIDjY CkblIZ8EcUzcMii6 WrDPCgxQUOeohQ%3D

6. Upload the prebuilt custom VM to your new blob.
a. Check your Azure Config for the FortiSandbox firmware image storage account.
b. Create a blob container (with anonymous read access) in this storage account.
c. Upload your custom VM VHD to this blob container.
d. Install the prebuilt custom VM using the azure-vm-customized command.

Optional: Creating a custom Windows 10 VM

FortiSandbox Azure supports custom VMs. You can provide a VHD image of a custom VM and the FortiSandbox
firmware can load the VM image and use it for sample analysis.

For information on setting up a custom VM on Azure, see the custom VM image section in the FortiSandbox
Administration Guide to do the following:

« Create a custom VHD image using virtualization software such as VirtualBox.

« Prepare the OS installation package.

« Install software and components on the custom VM image.

« Setup the VM image environment.

After you have created a custom Windows 10 VM, install and apply the custom VM in FortiSandbox.
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To install the custom VM:

1.
2,
3.

4,

Put the VM image's VHD file onto a server that supports the FTP or SCP protocol.
Install using the command azure-vm-customized.

After the VM is installed, enable it by setting its clone number to be higher than 0 in the VM Image page and
associate file types in the Scan Profile page to scan files.

In a new FSA CLI window, check the VM clone initialization using the diagnose-debug vminit command.

Optional: Using HA-Cluster

You can set up multiple FortiSandbox Azure instances in a load-balancing HA (high availability) cluster.

From version 3.2.0, FortiSandbox Azure supports the same custom VMs running on an HA cluster.

Before setting up HA cluster in Azure, ensure you know how HA clustering works in FortiSandbox. For information on
FortiSandbox HA clusters, see the FortiSandbox Administration Guide.

Configuring an HA cluster

Create the primary (formerly master) node first, then create the secondary (formerly primary slave) and worker (formerly
slave or regular slave) nodes.

If you are using HA-Cluster without failover, the secondary node is optional.

Ensure the HA-Cluster meets the following requirements:

Use the same scan environment on all nodes. For example, install the same set of Windows VMs on each node so
that the same scan profiles can be used and controlled by the primary node.

Run the same firmware build on all nodes.
Set up a dedicated network interface (such as port2) for each node for custom VMs.
Set up a dedicated network interface (such as port3) for each node for internal HA-Cluster communication.

The following are recommendations for the HA-Cluster:

Put interfaces on the same virtual network.
Use a static IP address in the same subnet for each network port.

Do not use the set admin-port command to set port1 or any other administrative port as the internal HA-Cluster
communication port.

To create multiple FortiSandbox instances on Azure:

1.

2,

3.

Create at least thee network interfaces on Azure for each FortiSandbox Azure.
The second network interface is for the custom VM.

The third network interface is for HA communication.
In Network security group, open these ports for HA communication.

TCP 2015 0.0.0.0/0
TCP 2018 0.0.0.0/0

On the Azure portal, add a secondary IP address on the primary node as an external HA-Cluster communication IP
address.
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a. Go to the primary node's port1 network interface.
b. Go to IP configurations and click Add.
c. Add a secondary static Private IP address.
d. Optional: you can add a new static Public IP address for external HA-Cluster communication.
In a failover, this HA-Cluster IP address will be used on the new primary node.

Dashboard > Resource groups > fsadevga > FortiSandbox_release | Networking > FortiSandbox_Port1 | IP configurations

H.I?l FortiSandbox_Port1 | IP configurations X

[P Search (Ctr= | « t Add

@ Overview IP forwarding settings

B Activity log IP forwarding (GETED cnabled )

':,; Access control (IAM) Virtual network fsadevgaVN

‘ Tags

IP configurations

Settings Subnet * fsadevqaSN_port1 (10.20.0.0/24) hd

B IP configurations

B DNS servers 2 Search IP configurations

- Name IP Version Type Private IP address Public IP address

& Network security group

! Properties ipconfigl IPvd Primary 10.20.0.12 (Static) 13.66.226.102 (FortiSandbox_Port1_publiclP)
| FortiSandbox_Port1_... IPvd Secondary 10.20.0.22 (Static) 51.141.188.191 (FortiSandbox_Port1_2ndPubliclP) |

; Locks

= Export template

To import Azure settings into the FortiSandbox HA-Cluster:

1. Log into each node of the FortiSandbox GUI using the public IP address.

2. Follow the instructions on Importing Azure settings into FortiSandbox on page 22 to configure the Azure Config
page for both the primary and secondary.

3. Repeat for every node in the cluster.

To configure the HA cluster in FortiSandbox using CLI commands:

In this example, 10.20.0.22/24 is an HA external communication IP address. The secondary private IP address is on the
primary node’s port1 network interface.

1. Configure the primary node using these CLI commands:

hc-settings -sc -tM -nMyHAPrimary -cClusterName -pl23 -iport3
hc-settings -si —-iportl -al0.20.0.22/24

2. Configure the secondary node:

hc-settings -sc -tP -nMyPWorker -cClusterName -pl23 -iport3
hc-worker -a -sPrimary Port3 private IP -pl23

3. Configure the first worker:

hc-settings -sc -tR -nMyRWorkerl -cClusterName -pl23 -iport3
hc-worker -a -sPrimary Port3 private IP -pl23

4. If needed, configure additional regular workers:

hc-settings -sc -tR -nMyRWorker2 -cClusterName -pl23 -iport3
hc-worker -a -sPrimary Port3 private IP -pl23
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To check the status of the HA cluster:

1. On the primary node, enter this command to view the status of all units in the cluster.

hc-status -1

To use a custom VM on an HA-Cluster:

1. Install the Azure local custom VMs from the primary node onto each worker node using the FortiSandbox CLI
command azure-vm-customized

All options must be the same when installing custom VMs on an HA-Cluster, including -vn [VM name].
For example, on the primary node, install the custom VM from blob and set the VM name hawin10vm.

azure-vm-customized -cn -f[blob container name] -b[VM image name.vhd] -vo[OS type] -
vnhawinlOvm

On the secondary node, keep all options the same as the primary node.

azure-vm-customized -cn -f[blob container name same as primary node] -b[VM image
name.vhd same as primary node] -vo[OS type] -vnhawinlOvm

On the worker node, also keep all options the same as the primary node.

azure-vm-customized -cn -f[blob container name same as primary node] -b[VM image
name.vhd same as primary node] -vo[OS type] -vnhawinlOvm

2. Inthe FortiSandbox Azure GUI, go to Scan Policy and Object > VM Settings and change Clone #to 1 for each node.
After all VM clones on all nodes are configured, you can change the Clone # to a higher number.

3. Inanew CLI window, check the VM clone initialization using the diagnose-debug vminit command.

4. Inthe FortiSandbox GUI, go to the Dashboard to verify there is a green checkmark beside Windows VM.

5. To associate file extensions to the custom VM, go to Scan Policy and Object > Scan Profile to the VM Association
tab.

You can now submit scan jobs from the primary node. HA-Cluster supports VM Interaction on each node.
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