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FortiNDR Cloud release notes

This document provides information about FortiNDR Cloud releases.

FortiNDR Cloud is a SaaS network security monitoring platform designed to facilitate rapid detection,
investigations, and threat hunting within your environment. FortiNDR Cloud is designed to be scalable and to

remove the responsibilities of maintaining tooling from security analysts. For more information, see the FortiNDR
Cloud User Guide.
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Version History (2023)

Version History (2023)

13 December 2023 2023.12
15 November 2023 2023.11
25 October 2023 2023.10
11 October 2023 2023.91
27 September 2023 2023.9
13 September 2023 2023.8.1
21 August 2023 2023.8
31 July 2023 2023.7
17 July 2023 2023.6.1
26 June 2023 2023.6
12 June 2023 2023.51
25 May 2023 2023.5.0
15 May 2023 2023.4.1
24 April 2023 2023.4.0
10 April 2023 2023.3.1
27 March 2023 2023.3
13 March 2023 2023.2.1
27 February 2023 2023.2
07 February 2023 2023.1.1
30 January 2023 2023.1

13 December 2023 Version 2023.12.0

¢ New Functionality
e Search Timeline

» Improved functionality
¢« Management Rules page
e Entity panel
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Version History (2023)

e Query History
¢ Resolved Issues

New Functionality

Search Timeline

You can now save a query from the Search Timeline page. To save the query, click the Actions menu and select
Add to Saved Queries.

# > Search Timeline

Search

Search Timeline

) Query - 20231212 17.11 (UTC)

dst. ips 1

2023-12-05 17:11 (UTC) t0 2023-12-12 17:11 (UTC) 88 Events
Move to In
) < Query - 2023-08-18 17.18 (UTC)

’ u dst. ip: - 2023-07-02 00:00 (UTC) o 2023-07-04 23:59 (UTC)

) < Query - 2023-08-18 1717 (UTC)

B i -

2023-08-11 16:54 (UTC) to 2023-08-18 16:54 (UTC) 170 Events

Improved functionality

Management Rules page

When you edit a rule you are returned to the Manage My Rules page after you click Cancel or Save Rule. In
previous versions, you remained on the rule page after saving or canceling your edits.

The Additional Filters menu now defaults to All for Detection Status, Muted and Disabled. This allows you to see
all the rules at a glance.

> Manage My Rules

Manage My Rules

33 Rules

‘Severity
o
o
o
oo
o
e
g
o
g
HaH

BEBBEEEEEE%

The filters also persist until you refresh the page (except for the Search title). An indicator has been added to
the filters when you change a filter from the default. A number indicates the number of changes that were
applied. A Reset to Default was also added to the filter panel.
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—

Additional Filters

Category

All categories

Technique

MNone

Confidence

All H M

Detection Status @&

Filter change.

Muted
All

Disabled
All

Reset Default Filters

A Muted and Disabled icon has been added to the Rules column. This helps distinguish muted and disabled rules
When the filter is set to All.
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> Manage My Rules

Manage My Rules

3t oy NN 2N 1N I K

Ovwmer

Amelia - Fortinet

Amelia- Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

Amelia - Fortinet

iiii}ilEEEEESs‘:i

BEEBEEBBEEDE@;

Entity panel

There is now a shortcut from the Entity Lookup page to the Entity Panel. This allows you to view information in
the panel that is not in the lookup page.

& > Investigations > Entity Lookup 8.8.8.8
Entity Lookup Q summary
Connections from 0 internal devices yesterday @
8888 &) Last 7 Days v

First seen: 2022-05-31 17:30:119 UTC

Perform an entity search on the following: (ip, domain or filehash)

Last seen: 2023-11-09 23:29:36 UTC
— Annotations:

Network Intelligence m

application application-amelia_giamon_1... X
Network Traffic by Flow Services

Add an Annotation Manage Annotations

100 Detected Urls
1000 Resolved Urls
100 Communicating Samples

) th
. — 11 Downloaded Samples
100 Referrer Samples
En WHO
WHOIS Information Received
Filter Results by Date
2023-11-28 - 2023-12-05 v
SOURCE DEVICE LIST Network Traffic by Device
Internal devices communicating with B csv Number of connections involving ip/domain, broken down by internal device L)
Ip/domain
0 Passive DNS Records in time range
3 Passive DNS Records all time
Event
Device & PONS !
Count
No Detections Found
| No data available in table ‘ 2 DHCP

Query History

A new Search Timeline section was added to the Query History tab allowing you to view adhoc queries without a
filter.
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Select a New Query x
aved Querie Query History
Investigations: Queries:
Q Q

Al Query Name Search Result Count Filtered Date Created

Search Timaline N ip="10.1.201.112 87 2023-11-15 19:28 (UTC)
Do NOT touch it - AR 1 file.sha1 I= null 100 2023-11-06 08:05 (UTC)
Ashok 2 - 2023-10-24 19:04:52 (UTC) method=‘this is from adhoc' ¥ 0 2023-11-03 18:18 (UTC)
Do NOT touch it - AR 3 three ( suricata:sig_name LIKE "%RAT%" ) AND ( uuid '= null ) 0 2023-08-11 08:48 (UTC)
Ashok Raghunayakula - 2023-10-13 01:17:54 (UTC) ( suricata:sig_name LIKE "%RAT%" ) AND ( uuid != null ) 0 2023-08-11 08:38 (UTC)

Network Security Posture Report Investigation 112
Malicious PE File Enriched

Max Nudol - 2023-08-31 21:13:08 (UTC)

ip = '10.1.201.112"

TIME FRAME: 2023-11-08 19:28 (UTC) to 2023-11-1519:28 (UTC)  RESULT LIMIT: 100

15 November 2023 Version 2023.11.0

e New functionality
¢ User management
 Entity Panel: FortiGuard
¢ Resolved issues

New functionality

User management

We have reduced the amount of information in the CSV export making it easier to navigate in the file and find the
information are looking for. Much of this information has been consolidated into the user_role column. If there is
no account name in front of the role, this indicates the user belongs to the current account (Admin, User, Limited
User). If the user has the same roles in two or more accounts, the account name is displayed followed by a colon
(:) followed by the user role.
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|7 Luser_uuld locked last_login_date account_name| user_roles

| 2 '6-0910d-4ane-880a-3cIebcddb198 | FALSE I 2023-11-07T18:22:50.2722 | leulm;co Admin, UEB’~J\WYIW.MW‘IH Fortinet Test, User:Amelia - Fortinet Test
| 3 11-003a-4cfB-aB8e-a20685c268c  FALSE  2023-10-31T17:36:33.0272  Alleglance User

| 4 '6-0910-4ase-880a-IcJebcddB198  FALSE Allegiance Admin, User

| 5 1-16e7-4b1c-b0BT-26a0ee23c04d  FALSE  2023-10-31T23:00:49.815Z Allegiance Admin, User

A new Roles column has been added to the Users page. When you can click the row the User Details pane
displays all the roles and accounts assigned to the user.

D PORTAL USERS [ seocnbrematorrame  J§ ¥ ] @~ |
‘ il b [ 2 creseuser | maxs sdasd
EMAIL nnudol @fortinet com
Full Name Last Login Created Status. Locked Out MFA Roles Actions

202310-3117:3633  2023102421:59:50  [ENAMESY  No [ User 6 04:36.48 (UTC)

20231107182259  20230825213648  [EABES] No [GABES)  Admin, User, Admin:Amelia - Fortinet Test, UserAmelia-F{ =~ s
b

2023-10-31 230049 20231031 22:59:42 BESEE)  No Admin, User & Portal User

Bog0® e

202310-2521:5224 BRG] | Admin, User 3 —
=

+ ES

Edt  Move Reset Disable
Password  User

If you do not see the Roles column by default, you can add it manually.

. I RN T [ & ormever |
= oSV & Create User
Email Full Name ILast Login Created Roles
1 creed? two 202310-3117:3633  2023-10-2421:5950  [ARER) » User [ FirstName ES

2 oo @ maxs sdasa 20231107 182269 | 2023-08-25 21:36:48 ] Admin, User, UserAme|
Last Name

L s [ ws 202310-31 23:0049  2023-10-31 22:59:42 s Admin, User O

WD

A tes. [NBE testuser 2023-10-25 21:52:24 : Admin, User

Last Login

Created

Updated

Accepted TOU

Status

Locked Out

=]
]
m]
m]
=
=]
=
]

You can also filter the column by the user role.
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5

ENABLED PORTAL USERS

[ cooovenionne Q- ] @ B cov I3 cne e |

Filters

Email Full Name Last Login Created Status. LockedOut  MFA Roles

20231025 21:52:24 [ENARED|  No |GG Admin, User

202310-31 23.0049  2023-10-31 22:59.42 A No B  Admin, User

20231107 182259 2023-08-2521:36:43 ENABLED. [  Admin, User, Admin:

J

I

No Filters
Admin
O user

O Limited User

Entity Panel: FortiGuard
The Entity Panel now displays information about the malicious files when it is available

To view malicious file attributes in the Entity Panel:

1. Goto Investigations > Investigate.
2. Click an investigation in the list and then click View Results.
3. Navigate to the files column and click the file link.

When a malicious file is detected, you will see the FortiGuard section heading in the Entity Panel with the
message File identified as malicious.

[

esults 1292692268247db92afada687d086133465.
Investigation Results | AR malicious no info |

5 Bi summary
Ep—

Seen ye:

day on O internal devices @

Actions ¥ 2023-10-18 21:50 (UTC) - 20231025 21:50 (UTC)

Refine Search «

Showing all 6 events, ordered by event_type ascending Q L - B
Q [ v | timestamp 8 twe aB | fies file response_mime request_mime ©
metwoa HTT 1File application/x-dosexec BPE
HTTP 1File application/x dosexec Compile Time: 20220524 22:49.06 U
HTTP 1File application/x-dosexec
o8 PE SFEBTF26.v0e
null soox N1
PE SFEBTFO2.vee
2 PE SF5451AB. e
— P [ R S |
request_len

null soox ]

b one it
EENICIEIE -

Click the section header or the FortiGuard icon to view the attributes about the malicious file. If the attributes
are not available, then none are displayed.

FortiNDR Cloud 2023 Release Notes 1"
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A > Investigations > AR malicious no infa > Results

ion Results | AR malici

shal='20ea7730122203ee5e60e5

no info |

=" £2036022683470b922F2036570086133465 a1 104"

Refine Search

*or sha

1= Bea77301a220320 5064681 F7430ce0C0e37E753 or

Showing all 6 events, ordered by event_type ascending

sh

L

Actions v

2023-10-18 21:50 (UTC) - 2023-10-25 21:50 (UTE)

12969268347db92afada687d086133465...

© FortiGuard

File identified as malicious

High

lame:  W32/Kryptik HUKQ!r
Category: Trojan

Q Al timestamp 8 tpe aB s file response_mime request_mime
metnoa 2023-1025 15:22:58 2 HTTP 1 File
OO cer soo% HE ] 20231025 15:19:27 2 HTTP 1 File Amadey
nul soo I

oo 20231022 1415:45 7 HITP 1 File application/x-dosexec s
os —

20231025 1522:58 7 PE SF6B7F26.vxe
Qi soox ]

20231025 1519:27Z PE SFEB7FOZ.vie
© © Windows 10 EEEDY  —

20231022 14:15:45 7 PE SF5451AB.YXe
© © Windows 950 NT 4.0 L I R [ R e —

°almﬂmmx

25 October 2023 version 2023.1.0

* New functionality

¢ User management
» Improved functionality

» Deleting tags

» Entity Panel: PDNS

» Detections table: Muting
e Resolved issues

New functionality

User management

The columns in the User Management table can now be locked, re-sized and rearranged. Any changes you
make to the page layout are saved when you refresh the page. Pagination at the bottom of the page has been
replaced with a scroll bar.
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Fortinet

When a user is selected, the table width adjusts to accommodate the user profile pane so there is no overlap.

ENABLED PORTAL USERS

Last Login

2023-08-3117:24557

20231004 14:56:14

2023-0619 11:37:06

20221004 15:39:53
20231018 17:11:38
2023 95128
20231017 171912
20231019 16:03:03
20231019 14:42:02

2017:53:01

20220615 16:5727

—

Created

202308-29 22.29:51

230616 14:38:23

20210107 17:09:49

2023.03-29 09:40:51

2023-03-08 18:40:37

20210208 22.51:23

20210607 17:50:21

20230317 18714:30

1-08-10 15:36:

2022-09-06 21:3245

30616 14:40:22

2021-07-30 17:51:16

2023-02-15 23:06:50

20210401 21:58:22

The user is highlighted in blue until you close the pane.

ENABLED PORTAL USERS

" Last Login

202210-24 21:21:45

20231012 18:41:37

304.20 18:41:51

20220901 22:05:01

2021-08:30 19:51.05
20210112 20:58:34

20231020 18:53:12

20230424 11:42.05

20231003 17:09:19
2023018223214
2023-06-16 161021
1802:01:44

-09 12:3556
12:51:44

2023-10-04 21:40:40

Created
20201103 20:48:49
2019-10-22 16:34:46
2016-03-30 16:35:31
20230113 21:31:45
2021-10-05 15:30:08
20180119 19:48:19
20210810 15:38:22
20160330 16:35:33
202010-20 0031:13
20230829

30417 13:46:01
20220616 22:57:36
202309-21 221055
20230616 143918
2021-1008 00:11:14
20221018 01:11:27
20221027 18:04:08

2022-05-24.17:04:00

CORRRRRRRRRRRRRRREEE

csv

2020-11-03 12:48:49 (UTC)

> 2020-11-03 12:48:49 (UTC)

DisABLED
& Portal User
B

I'd * a

EdR  Move Assign R
Role Pas;

User
Admin

Fortinet Technical Acco...  All

Improved functionality

Deleting tags

The method for deleting tags has been improved. To delete a tag, open the item and click Delete. The tag and
any comments will be removed.
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Tag and Comment

Tag

T 2 ) 202310201909 uTO)

Cancel

Entity Panel: PDNS

The PDNS tab in the in the Entity Panel contains more information. Two sets of data are displayed: the DNS
record in the time range and Passive DNS record all time.

> Investigations > Entity Lookup

Entity Lookup

Perform an entity search on the following: (ip, domain of filehash)

Entity Intelligence

WHOIS
Last Audit: 2023-10-10

Network Information
Name LVLT-ORG88 Name LVLT-GOGL 888
Range 8.0.0.0-8127.266.255 Range 6.8.8.0-888.255
Status  N/A Status  N/A
Network Age 3/ Network Age 9y 212d
Created 1992.12:0100:0000UTC  Created 20140314 00:0000 UTC
Updated 2018-04-23 00:00.00UTC ~ Updated 2014-03-14 00:0000 UTC

Contact Information
Strest Address

Street Address

city

state

Postal Code
Country US

Phone

Email

The records are displayed in the order they were last seen. The records within the time range appear at the top

Passive DNS

[
20230508
20231010

a
[

20230731
20231009

s
0ig9

20230731
20231009

Q Summary

Connections from 7 internal devices yesterday @

508 17:50:02 UTC
0-10 12:19:58 UTC

Add an Annotation | Manage Annotations

80416 22:57:01 UTC
Updated: 2023-03-20 10:21:29 UTC

Filter Results by Date

[ 2023-1003 - 20231010 v

4 Passive DNS Records in time range
§ Passive DNS Records all time

of the list. Records within the time range are highlighted by First in Time Range and Last in Time Range.

FortiNDR Cloud 2023 Release Notes
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> Investigations > Entity Lookup
Entity Lookup

Perform an entity on the foliowing: (1p, domain o filehash)

17219220107
172.19.220.107

17219.220.107

Entity Intelligence

WHOIS Passive DNS
Last Audit: 2023-10-20

Network Information
Name LVIT-ORG-8-8 Nome LVITGOGL8-8-8
Range 8.0.0.0-8.127.255.255 Range 8860 888255
Status N/A Status N/A
Network Age Network Age 9y 2224
Created 19921201 00:0000UTC  Created 20140314 00:00:00 UTC
Updated 2018-04-23 00:00.00UTC ~ Updated 2014-03-14 00:00:00 UTC
Contact Information
Streat Address 100 CenturyLink Drive
City Monroe
State LA
Postal Code 71203
Country

& PDNS
Filter Results by Date
B 20231013 - 20231020 »

2 records found (5 all time)

Type: Sensors:
a 9ig4, gig9. gigh

[
20230508

Type:
a olg4, gigS, gigh

20231013 202310-20

First Overall: Last Overall
20230508 202310-20

2001:4860:4860::8844

Type: Sensors:
aiaa 0ig4

First Overall: Last Overall:
20230512 20231005

2001:4860:4860::8888
Type: Sensors:
aaaa gig

First Overall: Last Overall
20230512 20231005

-_ | rRsIG1dns.google

Type:
Sensors:
First Seen:
Last Saen:

& PDNS
Filter Results by Date
2023-10-03 - 2023-10-10 v

250+ records found (250+ all time)

Type: Sensors:
a ig9

2023-1009 2023-10-09

First Overall: Last Overall:
202307-1 2023-10-09

Sensors:
9ig?

2023-10-09 2023-10-09

First Overall: Last Overall:
202307-1 2023-10-09

Q Search Events

Detections table: Muting

Two new columns were added to the Detections Table. The Detections Muted and Device Muted work with the

Rule Muted column to accommodate changes to the muting filter.

FortiNDR Cloud 2023 Release Notes
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Version History (2023)

> Table

Detection List 13 Detection Rules, 6 Devices from 19 Detections

=X s T oo s IR 2 X X G0 K

1016 04:30:35 2 4= Muted @) Unmuted ) Unmuted
4= Muted ¢ ) Unmuted

1009 04:28:18 2 4= Muted @) Unmuted 4 Unmuted
49 Unmuted % Muted 4 Unmuted
) Unmuted dx Muted o) Unmuted
dx Muted [l sted 4 Unmuted
¢ Unmuted dx Muted i) Unmuted
€ Unmuted €x Muted 49 Unmuted
i) Unmuted % Muted i) Unmuted
4 Unmuted dx Muted 4 Unmuted
¢ Unmuted dx Muted i) Unmuted
€ Unmuted € Muted 4 Unmuted
) Unmuted A= Muted ) Unmuted
i) Unmuted = Muted &) Unmuted
4 Unmuted €x Muted 4 Unmuted
4 Unmuted A= Muted o) Unmuted
49 Unmuted dx Muted ) Unmuted

i) Unmuted 4% Muted 4 Unmuted

m]
=]
a
O
m]
O
a
O
O
m]
a
m]
a
O
a
=]

i) Unmuted A= Muted ) Unmuted

> Table

Detection List 13 Detection Rules, 43 Devices from 108 Detections

o IR EZE T B = B3

[“h Account Status Muted By Date Mu_ Action
20231009 202 0 2023100 202: iy Resolved / Muted 202310
20231016 3 1 ig? Active / Muted 109
20231002 002 202 02 12310 pgo Resolved / Muted
:.’0?34\]02 20231016 Active / Muted [

-10-13 ig? Resolved

02 9ig9 Resolved

Active

Other enhancements

Resolution type

The definition of True Positive: No Action has been updated to The threat has been acknowledged but no
remediation was necessary as the act is permitted.

FortiNDR Cloud 2023 Release Notes
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Resolve 10.1.70.2

Resolution * Choose a resolution

Comments  True Positive: Mitigated

True Positive: No Action

he threat e jged,

False Positive

Unknown

6 October 2023 version 2023.9.1

FortiNDR Cloud 2023.9.1includes bug fixes, but no new features. See Resolved Issues on page 51.

27 September 2023 version 2023.9

* New functionality
e Userroles
» Improved functionality
» Search function
e Entity Panel
» Account management
e Sensor versions
» Otherimprovements

New functionality

User roles

You can now assign a user role or roles when you create new user, including Admin, Training User, and User.

New users are automatically assigned the Training User role on the Training Modern account, even if the
administrator has not assigned any roles to the user. If the account is a parent account, and the administrator
has access to child accounts, then a checkbox is available to include child accounts.

Required fields are identified with an asterisk.

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.
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Create New User

] g tortinet com
First name

Last name

Assign role No role selected

AP1 Only m]

Improved functionality

Search function

You can now use the search function in the Investigation list and details to search for text in comments and
notes. Matching results are highlighted in yellow.

> Investigations

Investigations

Qs D) s AN T

Description Date Created Date Updated Activities Queries. Notes
Fortinet obby Sun 202309-06 17:26 (UTC) 2023-09-07 22:47 (UTC) 1
Fortinet 2023:09-05 14:27 (UTC) 2023-09-05 14:27 (UTC)
Fortinet Bobby Sun 2 23 (UTC)
Fortinet Sor Cre: d HYEr obby Sun 2 06-30 1345 (UTC) 08 14:49 (UTC)
Fortinet Bobby Sun 2023-06-23 14.46 (UTC) 2023-06-23 14:48 (UTC)
Fortinet Max Nudol 2023-06-13 2202 (UTC) 2023-08-21 2219 (UTC)
Bobby Test 0 16:52 (UTC)
Bobby Test 2023-05-30 16:50 (UTC) 20230616 18:41 (UTC)
Bobby Test 20230530 13:42 (UTC) 20230530 13:43 (UTC)
Fortinet obby Sun 20230522 15:48 (UTC) 202306-14 232
Fortinet Bob n 2023-05-22 15:48 (UTC) )5-22 15:48 (UTC)

Fortinet abby Sun b 2 15:43 (UTC) 023-05-22 15:43 (UTC)

Fortinet un 23-05-22 15:43 (UTC 202 43 (UTC)

Fortinet n 20230210 18:26 (UTC) 3-02 19:42 (UTC)

Fortinet un 011 (UTC)

Fortinet 02; )8 18:36 (UTC

When you hover over the results in the Activities and notes column, you can click to open a window to view all
the matches in the comments or notes. You can then click on one matched note to open the results table
displaying only the matched results.

FortiNDR Cloud 2023 Release Notes
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E'} : Tag test (NI 2.
Escalate: test test falksdjfa,vn
TTTY asdfjalkfja;sf

@  Escalate: TREENBOBBY TEST
asdfikasndf.alsk &

: aasdi fhas!

dkjgv naklfg vbnak | g2y

v test

Click View Details to open the investigation. The matched text will be highlighted.

> > aghoc tag testing

Total Queries: 22 Completed: 22 B Running:0 [ Queued: 0 (19 hidden) [0 HideNotes = All Queries

B oo o005 50 m w 202306121750 U1 By Max Nudol 100 Events

Notes - 2023.08-30 16:02 (UTC)

Overview

« Faollows
« Optionally follows

ers actual React elements instead of using

+ Lets you define your own components (to render (EERIRRY stead of (D
= Has alot of pluging
+ Bobby want 10 test search for note contents with JDKal sdiqjfaclkdvn

Playbook: Host Analysis - 2023-09-05 14:48 (UTC)

DESCRIPTION
This playbook assists with gaining an understanding of event types, network protocols, and services thal a

CATEGORY Discovery
KEYWORDS awareness, flow
given host interacts with
ES:
« weip 10.40.21.227
8t ip: 10121004

t.ip TN (10.12.10.141) GROUP BY event_type IISRRSRIN  2023-01-01 00:00 (UTC) to 2023-03-31 23:59 (UTC) By: Bobby Sun 100 Events

1 Escalate: 2 b 2023-01-01 00:00 (UTC) to 2023-03-31 23:59 (UTC) By: Bobby Sun 100 Events
Notes - 2023-09-19 18:35 (UTC)

Test Two

Test note

jdka;sdkfljnasdfl

bobby testing

Entity Panel

The Entity Panel has been reorganized. Virus Total and WHOIS now appear at the top of the summary and the
date range filters are the bottom. The navigation tabs have been updated to match the rest of GUI.

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.



Version History (2023)

> Results
Investigation Results | SR Investigation-eac7e60b-d86d-481d-a8b9-11b5b8aef5a6 | SR-2588710b-557¢c-4dc1-a109-970242¢c4e3c8

Firstseen: 2021-12-19 09:02:20 UTC

R o220 000070 2080101 O0WTO. | tastaeen e Oiiding

Annotations:

tag:Seranton_Office %

Events grouped by sre.ip and dst.ip Add an Annotation | Manage Annotations

Showing top 3 src.ips and dst.ips sEeemsp  @rie IRTOREN () Wide Graph () wide Table m

wrcip dstip count v
172.16.16.174 §0.116.27.91
50.116.27.91 172.16.16.174

100017 52170.114.167 Filter Results by Date
[ 20221201 - 2023-00-01 ~

& FiS

The date range on Entity Panel now defaults to the time range based on where the panel is opened.

e The time range in the Entity Panel will match the range entered in the following pages: Entity Lookup,
Visualizer, Detection Table , Sensor Visibility, Investigate Results, Adhoc Search and Observation Detail.

» The default time range is 7 days in the following pages: Detection, Detection-Indicator and Detection-
Triage.

Account management

We have added a tag next to a user's email address to identify users with Admin roles. The tag is only visible the
user is the Admin on the current account.

Fortinet

\TUS [N AFA ENABLED
22 users ENABLED PORTAL USERS

Email - Full Name uuio Last Login.

L nnudol@fort.. Max Nudol 2 d2deb060-8b484... 20 8:31:03 7 202301-3 717 7:57:53

L nnud.. (ADMIN.  max nudol 294471262614, 2023-09-20 22:20:42 202309-20 22:20:42 2023-09-20 2221:03

Sensor versions

The sensor version is now displayed in the in the Version column of the Sensor page. The column can be sorted,
and when there is no data for the version, Unknown is displayed.

> Sensors

Sensors for Training Modern

+

Offline Unknown

The sensor version is also shown on the Sensor Detail page in the Software section on the Status tab. When
there is no data for the version, the field is blank.

FortiNDR Cloud 2023 Release Notes
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A > Sensors > iced

Sensors for Fortinet

H . CREATED LOCATION 7 DAY AVERAGE THROUGHPUT TYPE
ice3 x offine 20191015 16:54:55 S 5 39 Oeps 0bfs VirtualBox
Status .
Connection Status
@ Telemetry
) Status: offline
¢ S Serial Number: Unknawn
Management IP: PR
Interfaces
enp0s3 | enp0s8
momt mgmt
Ob/s 0b/s
Hardware Software
Processor(s): Intel(R) Core(TM) i7-8750H CPU @ 2.206Hz Operation System: Ubuntu 16.04.6 LTS
Number of Cores: a BRO Version: 252-85
Total Memory: 3.750 GB Suricata Version: 4.0.0-dev (rev 49)
Total Disk Space: 77.679 GB ‘Sensor Version:

Detection list filters

Two new filters were added to the detections table: Resolved by and Resolution.

Detection List
a Device IP a  Lifetime Events Indicators
10.1.70.2 10 Events 0 Indicators
10.1.70.2 56 Events 6 Indicators
[m} 101,702 11716 Events 6 Indicators
a 10.1.70.2 13 Events 0 indicators
10.1.70.2 6 Events 1 indicator
10.1.70.2 16 Events 2 Indicators
[m} 101,702 10 Events 6 Indicators
m| 101,702 5738 Events 1 Indicator
a 10.1.70.2 10 Events 0 Indicators
| 10.1.70.2 9240 Events 0 indicators
10.1.70.2 6 Events 1 Indicator
101,702 6 Events 1 Indicator
[m} 10,1702 10 Events 6 Indicators
101,702 16 Events 2 Indicators
[m} 10.1.70.2 64 Events 6 Indicators
10.1.70.2 16 Events 2 Indicators
O 10.1.70.2 2557033 Events. 0 Indicators
101,702 6 Events 1 Indicator
O w02 10 Events 0 Indicators
SR s .

Other improvements

¢ All columns in tables are sortable.

Last Seen

20230921

20230921

20230920

20230920

20230920

20230914

20230921

20230922

20230921

20230920

20230913

20230920

2023090

2023090

2023091

2023091

20230922

20230913 ...

2023092 ..

Resolved

Resolved

Active

Active

Resolved

Resolved

Active

Active

Active

43 D ion Rules, 8 Devices from 231 D
search  [E] 2023-09-08 - 20230922~ Severy UM H M L Bﬂmmm“ Active Reslved v- M~ ¥ csv E S - ]

Category "
All categories v True Positive: Mitigated
Created By

True Positive: No Action
All v

MITRE ATTACK

None -

Tascived By Resolved

None v Automatically Resolved
Resolution
None v

S Al

None
R
q; True Positive: Mitigated Automatically Resolved

C [ TruePositive: No Action Automatically Resolved

O Faise Positive
~

0 e Automatically Resolved

Disabled

a EEER o Automatically Resolved

X Reset Default Filters
Automatically Resolved

13 September 2023 version 2023.8.1

FortiNDR Cloud 2023.8.1 includes bug fixes, but no new features. See Resolved Issues on page 51.
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21 August 2023 version 2023.8

* New functionality
e Sensor email alerts

» Enhanced functionality
» Malicious PE file observation
e Other Enhancments

¢ Resolved Issues

New functionality

Sensor email alerts

Administrators can now create email notifications alerts when a sensor is offline or the event rate is low.

To create a sensor email alert:

1. Go to Account Management > Settings.
2. Under Notification Emails, click Add Record.

#& > Account Management > Fortinet

Fortinet -

STATUS FAREQUIRED CODE: ice  LAST LOGIN: 2023-08-1616:42:20  UUID : b1f533b5-6368-494a-9f8b-0d98f12de287 users: 107 sensors: 20
»

a

SAML SSO
SAML Single Sign-on (SS0) initial setup.

L}

& Dev 4] Update SAML Config
H+ Modules

£ setiings PCAP ENCRYPTION KEYS
B Biling

Current key: ..sCAWEAAQ== (last 10 characters). Click here for help generating one.
P Update PCAP encryption key x

Download Windows PCAP key generation and decryption tool. Review our help documentation for more details.

MULTI-FACTOR AUTHENTICATION

(I Disabled
You need FortiToken, Google Authenticator or another app that supports TOTP.

iPhone: FortiToken Google Authenticator  Android: FortiToken Google Authenticator

NOTIFICATION EMAILS
Email Sensor Offline Alert [Event Rate Low Alerd Delete

[} O X

3. Inthe Emailfield, enter a recipient's email address.
4. Select Sensor Offline Alert and/or Event Rate Low Alert.
5. Click Update.

FortiNDR Cloud 2023 Release Notes
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Enhanced functionality

Malicious PE file observation

The Sha1 field is now linked to the Entity Panel.

& > Default Dashboard >

Malicious PE File ¥ 2023-08-02 00:00 - 2023-08-1523:59 v
Observation: Malicious PE File

OBSERVATION CLASS: Specific
OBSERVATION CATEGORY: File
OBSERVATION DESCRIPTION: Fortiguard identified the hash of this file as malicious.

Frequency of Observation

8 o @ moderate (@ high

5,000

4,000
3,000
2,000
1,000
LR . v x . Y

2023-08-02  2023-08-03  2023-08-04  2023-08-05  2023-08-06  2023-08-07  2023-08-08  2023-08-09  2023-08-10  2023-08-11  2023-08-12  2023-08-13 = 2023-08-14  2023-08-15

Observation Instances
Showing first 100 aut of 60,999 event(s), Sorted by Timeframe (Descending)

Timeframe Sre Dst.

Observation Confidence Evidence lal File Name File Size SHA1
2023.0815T23:0000000Z | 172.19.220.239 172.16.77.46 high event_type = 'pe’ AND src.... | SEO7957B.usc 2808561 2eb135¢ce199fc8abab3s9. |
2023.0815T23:0000000Z | 172.19.220.239 172.16.77.46 high event_type ="pe” AND src... | SE07955Fvsc 4160 £7392804e66c09c04895 e .. |

Other Enhancements

¢ You can now sort the Detections Table by Resolution.

e In Search Timeline, you can use the Date Picker to search any time period within the last 365 days as long

as itis limited to seven days.

31 July 2023 version 2023.7

* New Functionality

* Investigate FortiEDR Host

» Malicious files flag

» Parent/Child Account Bandwidth View
¢ Resolved issues

New Functionality

Investigate FortiEDR Host

The Entity Panel now links directly to a specific host in FortiEDR.

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.

2eb135cce199fc8abab3594bbadd3a69... @ Y

Summary

Seen yesterday on 2 internal devices @

Firstseen: 2023-08-1523:59:29 UTC
Lastseen: 2023-08-1523:59:29 UTC

Q search Events

2] VirusTotal »

50 Detections out of 71 Scans

B PE»

Compile Time: 2019.09-04 19:31:32UTC
0S: Windows Vista or Server 2008
Subsystem: WINDOWS_CUI

[E File Names »
1 File Name
B FortiGuard

File identified as malicious

L @m ok

23
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To view the FortiEDR host:

1. Click the FortiEDR link in the Entity Panel.

A > Investigations >

> Results

Investigation Results |

src.ip =

" or d8E.ip -

Showing first 100 events, sorted by timestamp descending

timestamp
2023-07-27 13:45:03 2

2023-07-27 13:30:04 Z
2023-07-27 13:15:04 7
2023-07-27 13:00:04 Z
2023-07-27 12:45:04 7
2023-07-27 12:30:03 2
2023-07-27 121504 2
2023-07-27 12:00:04 Z
2023-07-27 11:4503 Z
2023-07-27 11:30:04 Z
2023-07-27 11:15:03 2
2023-07-27 11:00:04 Z

2023-07-27 10:45:04 Z

wpe @

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

sre.ge...

sre.ge...

sre.ge...

sre.ge...

sre.ge...

Actions v 2023-06-27 15:58 (UTC) - 2023-07-27 15:58 (UTC)

sre.usern...

src.hostn...

»E

DD DB DD D

» D DD

172.16.92.80 @

«

EXIAEE -

Summary

Connections from 0 internal devices yesterday

First seen: 2023-05-03 17:30:04 UTC
Last seen: 2023-07-27 15:45:04 UTC
Annotations:

Add an Annotation | Manage Annotations

ER WHOIS »

Network Age: 29y 141d

Created: 1994-03-15 00:00:00 UTC
Updated: 2013-08-30 00:00:00 UTC
21 virusTotal »

2 Resolved Urls

= FortiEDR »

@ installed - 1901 events found

Q search Events

<
‘<

2. Click Investigate to open FortiEDR. If you are not logged into FortiEDR you will be redirected to login page

A > Investigations > Ashok one > Results

Investigation Results |

src.ip =

Showing first 100 events, sorted by timestamp descending

timestamp

2023-07-27 13:45:03 2
2023-07-27 13:30:04 Z
2023-07-2713:15:04 Z
2023-07-27 13:00:04 2
2023-07-27 12:45:04 Z
2023-07-27 12:30:03 Z
2023-07-2712:15:04 2
2023-07-27 12:00:04 Z
2023-07-27 11:45:03 Z
2023-07-27 11:30:04 Z
2023-07-27 11:15:03 Z
2023-07-27 11:00:04 Z

2023-07-27 10:45:04 Z

" or @8E.ip - °

type
FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

FLOW

sre.ge...

src.ge...

FortiNDR Cloud 2023 Release Notes
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src.ge...

src.ge...

sre.ge...

src.usem...

Actions v

src.hostn...

2023-06-27 15:58 (UTC) - 2023-07-27 15:58 (UTC)

DD BB DY DI

» H D

» B D

dst.ip

172.16.92.89 @

= Fortieor

Device Name: DESKTOP-UJBDA4IJ

Last Logged DESKTOP-UJBD4lipstest ]
0s: Windows 10 Pro

P:

Mac Addresses:

Version: 5202471

State: Running

Last Seen: 2023-07-27 09:13
Event count: 1901

Q search Events

Envestigate Ex Isolate

e P e W e o IO

24
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3. Click Isolate to isolate the collector.

Isolate Collector

You are about to isolate the collector. Glick Continue to proceed or click Gancel to cancel the

operation.

4. FortiEDR displays the isolated collector.

INVENTORY v

COLLECTORS (2/2) Search Coll
Al ~ %% Create Group Enable/Diss onnect to Device Expor Jninstal
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os [ MAC ADDRESS VERSION STATE
b o3 High Security Callector Group
= (o)
b Default Collector Group
(0/0)
. g NanLabGroup
e
DESKTOP-UJBDA4I P-UJBD4Wipstest  Windows 10 Pro 00-0G-29-3F-98-4D, 00... 5.2.0.2471 ® Running
G Windows-10-Wenjie ...S-10-WENJ\admin  Windows 10 Pro 00-0C-29-97-BA-28 5204520 ® Running

Malicious files flag

The Entity Panel now flags malicious files with FortiGuard.

To view the Malicious flag:

1. Intheinvestigation results, click the link in the File column.
A& > Investigations > > Results
Investigation Results | Trapti Purohit - Malicious file test | malicious test 3

event_type = "pe” AND src.ip = * * AND dst.ip = " " AD shal = "d8b@1b0da6deco4bass280e792da8aC 0caT1 1ads"

Actions v 2023-06-24 17:54 (UTC) - 202307-24 17:54 (UTC)

Showing first 1 events, sorted by timestamp descending A m~ ¥ csv

timestamp vB  type a sensor_id flow_id geo_dista... intel source tag file id Imachine compile_timestamp os

20230710 2009:50 2 PE gigs CTesje3 zeek 3 & 2023-06-21704:40:11.000.. Windows Viste

FortiNDR Cloud 2023 Release Notes
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2. Click alink in the Files dialog.

. X
Files
Name 5D30F96FvsC ta
MD5 94596bec209c02cadc8a556c4doesed? fi
SHA1 b0d06dec04ba66289e792dasal a911ad6 i_i
SHAZ56 ©530fc12b879c572471a253d992922b31cd8d7dde7e17bb6d60ff3a93ee946ch f:
bytes KB
Mime Type  application/x-dosexec t
3. The flag appears in the FortiGuard section.
A > Investigations > Trapti Purohit - Malicious file test > Results d8b01b0d06dec04bd66289¢792dasac.. @ ¥ K
Investigation Results | | malicious test 3 < Sumwney 000000
Seen yesterday on 0 internal d
event_type = "pe” AND sre.ip = " " AND dst.ip = "172.16.77.46" AND shal = 'dSbo10d06decosbi56259e79
First seen:
Actions  ~ | 2023.062417:54 (UTC) - 20 Lastseen: 20
Q search Events
Showing first 1 events, sorted by timestamp descending Y- mv ¥ ocsv STvirustotal
Virus
timestamp vB  tye a sensor_id flow_id geo_dista... intel source tag file id machine 27 Detections out of 71 Scans
2023071020:09:50Z PE qigd CTesjes Zeek 5O30FS6FNsc iZ295i 1386

20230621 04:40:11 UTC
Vista or Server 2008

1 File Name

File identified as malicious

Parent/Child Account Bandwidth View

The Account Management page now displays the total bandwidth used by both parent and child accounts.

To view the Parent/Child Account Bandwidth:

1. Go to Account Management > Billing. The Parent/Child bandwidth is displayed.

> GigaSMART Soak Test

This Billing Summary report " 3 ing Summary report
with the Billing P at w a run, the two report

License

Monthly History 07/2023 - 07/2023 v

Bandwidth Usage
2023-07
® test::701.394 Mbps
GigaSMART Soak Test : 1.994 Gbps
® License : 5 Gbps

Jeremy Hubble ~ —

FortiNDR Cloud 2023 Release Notes
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2. Click the toggle to view only the parent account.

> GigaSMART Soak Test

GigaSMART Soak Test > GigaSMART Soak Test ~
ATUS: (ENERIBN  MFA REQUIF BIASIES) CooF: ASTLC 2023

Billing Summary

Billing Summary

This Biling Summary re ides alog of b Rot an ac
he Billing Summa he erful ool n e
times of unprecedented change. The ity and redu

License

Bandwidth

Monthly History [ 0172023 - 062023 ~

39G

> GigaSMART Soak Test
This Billing Summar q o d usage act y e 0 i 1o v it everything was bil

with the Billing Project a the period fo e Billing Summary \ the q that valuable o B FortiNDR Clou
emerging threat

Current Month Bandwidth Usage as of 20

Bandwidth

Monthly History [& 07/2023- 0772023 ~

556 2024
5G

Jeremy Hubble ~ —

17 July 2023 version 2023.6.1

FortiNDR Cloud 2023.6.1 includes bug fixes, but no new features. See Resolved Issues on page 51.
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26 June 2023 version 2023.6

¢ New Functionality
» FortiEDR integration
» Enhanced functionality
» Pivot to Detections Table from the default dashboard
* Enhanced date filtering
« Enhanced tagging
e GUIlimprovements: Detections Table
« New detection rules and observations

New Functionality

FortiEDR integration

Integration with FortiEDR is available and can be enabled from the Account Management page in the Modules
tab. Once the integration is enabled, you can view the FortiEDR information in the Entity Panel from any events
table in the portal.

N> estigations > > Results

Investigation Results | Edmond Lau | FortiEDR UAT IPs Summary

Connections from 0 internal devices 6

First seen: 2023-05-03 17:30:04 UTC
2023-03-04 22:43 (UTC) - 2023-06-02 22:43 (UTC) Last seen: 2023-06-23 18:15:04 UTC
Annotations:

Add an Annotation Manage Annotations

dst.port dst.internal

True Network Age: 29y 107d
Created: 1994-03-15 00:00:00 UTC

2023-06-02 04:30:! True
Updated: 2013-08-30 00:00:00 UTC

2023-06-02 04:15:04 Z True
2023-06-02 04:00:03 Z True 2 Resolved Urls
2023-06- True
2023-06- : True -1 collector found
2023-06-02 03:15:04 Z True &% PDNS
2023-06-02 03:00:03 Z True No

True @ Detections

True Q_ search Events

FortiNDR Cloud 2023 Release Notes
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Enhanced functionality

Pivot to Detections Table from the default dashboard

In the Resolved Detections widget, you can click a data point in the chart or the Total detections to view all the
resolved detections in the Detections Table.

Default Dashboard v

MITRE ATT&CK Go to MITRE Coverage Dashboard Observations Confidence: | All

06/09 - 06/15 M 06/16 - 06/22

Detections Activity

Observation Title 06/09 -06/15 06/16 - 06/22v % Change

New RDP Client 1 0 -100

©® New SSH Server 1 0 -100

166 166
L |

zl 0o o 0 o 0 0 0o o 2 [25 0 o

Reconnaissance  Execution Persistence Collection ~ Commandand  Exfiltration

[em] 0

Credential Discovery
Access

Notable Detection Rules (4 total) Investigations Resolved Detections

Backfill Test 3 DEVICES Name Status Days Open Last Modified By

™ Auto Resolved B 5053 06-03 (UTC)
True Positive Mitig 1,15 Resolved : 10,031
N 1 ® Auto Resolved : 10,031

Move from a... Open <1day Max N.
Test Rule DEVICES

Bobby Sun - ... <1day Bobby S. Average

TeamViewer Remote Administration Tool 1279

69)  Suricata Rule

DEVICES

adhoc tag tes... 10days  ChrisC.

DEVICES

Test Rule Ma... <1day Max N. i Maximum

10031

20230528 20230603 20230609 20230615 20230621

The Detections Table displays the resolved detections reported in the widget.

> > Table

Detection List 17 Detection Rules, 283 Devices from 5000 Detections (out of 39652 total Detections)

EECERETT - R - >~ I - o I N

Detection UUID
7f65fb64-42ad-49b3-bec7-3...
c088cb93-989a-42a0-80fd-...
808329ec-306a-461e-a7a9-...

7b4bd016-9cb7-4f32-81ef-3...

Enhanced date filtering

DHCP Ho...

Hostname

Lifetime Events
293 Events
2 Events

4 Events

4 Events

The date filter now includes an option to only show resolved detections within the selected time range.

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.
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A>D s > Table
Detection List 14 Detection Rules, 1361 Devices from 5(

2023-06-09 16:57:16 (uTC) through 2023-06-23 16:57:16
Hostname

Quick Ranges

05/2023 06/2023

Mo Tu We Th Fr Sa Su Mo Tu We Th
3 4
10 11
17 18
24
31

Resolution Date Show all detections ed within the time range

Cancel

0366b893-1303-49c2-a5¢e7-...  10.10.1.20

Enabling this option will disable the buttons in the Severity filter until you disable it again.

A > Det s > Table

Detection List 16 Detection Rules, 1428 Devices from 5000 Detections (out of 6516 total Detections)

B wasov oo UMY | | . [ — X A K

Enhanced tagging

A new Activities column has been added to the Investigate tab. This column indicates the investigation was
tagged, as well the number of tags, and the tag label.

> Investigations

Investigations

Created by v Date Updated Activities Queries

Fortinet| Max Nudol 2023-04-13 16:50 (UTC) 2023-06-19 22:48 (UTC)

% > Search Timeline
Search
Search Timeline

(21 hidden) | Escalate, Evil, Follow-up Requiv Sorted by Date | 9

< Query- 2023-05-25 18:10 (UTC) )

dns:dst.ip - 8.8.8.8 9 - 2023-05-24 18:09 (UTC) to 2023-05-25 18:09 (UTC) 100 Events

v ——
< Query - 2023-05-25 17:52 (UTC) )

dns:dst.ip - 8.8.8.8 ® - 2023-05-2417:51 (UTC) to 2023-05-25 17:51 (UTC) 100 Events

You can filter the page to show only tagged Investigations, or tagged investigations by tag label.

FortiNDR Cloud 2023 Release Notes 30
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Investigations

(_ Tag: Escalate @ Tag: Follow-up Required €) ) Include in Report ) other @ ) (_ Tag: Suspiciol )

Additional Filters

Name Description Created by Created by.

Fortinet 2023-06-1322:07  Relates to

(Closed) Fortinet 202306052211 %

Escalate, Evil, Follow-up Required, Incluv

2023053016550 | ‘

Fortinet 2023-05-22 15:4¢

All Investigations

Fortinet: 2023-04-13 16:50 (UT|(

| Tagged Investigations

Untagged Investigations

Fortinet 2023-02-21 22:33 (UT|(

Fortinet 2022-09-24 00:38 (U ¥ suspicious

® Escalate

(Closed) 2022-06-15 19:26 (U

W Follow-up Required

W Include in Report

As you drill down in the investigation, you are able to hide notes.
s > Creed Erickson - 2023-02-21 22:33:43 (UTC)

- 2023-02-21 22:33:43 (UTC)

Created by: Creed Erickson

Total Queries: 6 Completed:& Running:U nQueued:(! (3 hidden)

< Query - 2023-02-21 22:34

2023-02-14 22:33 (UTC) to 2023-02-21 22:33 (UTC)

< Query - 2023:02:2217:21 (UTC) )

- (I
src.internal = false 1 - 2023-02-15 17:21 (UTC) to 2023-02-22 17:21 (UTC)
- [

v ———
< Query -2023-02-2416:28 )

observation:observation_description != null 2023-02-17 16:27 (UTC) to 2023-02-24 16:27 (UTC)

Add Query B Add Playbook ® Add Note

GUI improvements: Detections Table

Hide Notes | Evil

100 Events

100 Events

47 Events

A color-coded bar has been added to the left side of the Detections Table. A red bar indicates Resolved events

and a green bar indicates Active events.

FortiNDR Cloud 2023 Release Notes
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> > Table
Detection List 14 Detection Rules, 1361 Devices from 5000 Detections (out of 6818 total Detections)
= sorrs RN o s (R SEICE
O Detection UUID DHCP Ho... Usemname Hostname
d0cc4097-866e-44f9-b15a-... 5Events

€7b153ca-07cd-46ec-96f4-5... 398 Events

ec238bd7-a58a-40dd-8309-... 1500 Events

‘ £1197e80-2691-4d83-978e-... 391164 Events

00cdfe31-0c22-444a-b184-c... 40 Events

026fcb30-2159-4dbd-bb7b-... 5Events

New detection rules and observations

The following table lists the new detections rules and observations in FortiNDR Cloud:

Name Analytic Type Description
Unusually High Bandwidth Observation This observation identifies a higher-than-normal
RDP Activity volume of data exiting the device the user RDP'd into.

This could indicate a user is trying to extract
information from the system in an abusive use case.

12 June 2023 version 2023.5.1

FortiNDR Cloud 2023.5.1 includes bug fixes, but no new features. SeeResolved Issues on page 51.

25 May 2023 version 2023.5.0

* New Functionality

e Tagand comment events
¢ Improved Functionality

e FortiNDR Cloud Sensor v1.9.0
¢ Resolved Issues

New Functionality

Tag and comment events

You can communicate with other members of the security team by adding a tag to an event in an investigation.
The new Tags column is available from the investigation results and Search Timeline modules. To tag an event,

FortiNDR Cloud 2023 Release Notes
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click the Tag column next to the event to open the Tag and Comment dialog.

Tag and Comment X

® Follow-up Required v
None

W Evil
Suspicious
Escalate

¥ Follow-up Required

¥ Include in Report
o [

¥ other

After the tag and comment are saved, an icon appears in the Tag column informing other members of team

further action is required.
# > Search
Search
Search Search Timeline

dns:dst.ip = 8.8.8.8

Last 24 Hours v Sort by timestamp Descending v Retrieve up to

Showing first 100 events, sorted by timestamp descending
tag timestamp type src sre.ip sre.port src.internal src.asn

DO 2023-052517:29:59 2 DNS a 40015 True

You can also search for a tag using the Additional Filters dropdown.

Y-
Additional Filters
Tag
All Events v
a |

Tagged Events
All Events

Untagged Events

|:| ¥ Evil

|:| Suspicious

|:| Escalate

|:| ¥ Follow-up Required
|:| @ Include in Report

[ % other

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.
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Rows |:| Enable Facets @ m

src.asn.asn_org

A 4%

m-

src.asn.isp

v

¥ csv
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Improved Functionality

FortiNDR Cloud Sensor v1.9.0
» The FortiNDR Cloud sensor image has been updated to version 1.9.0. For more information, see FortiNDR

Cloud sensor release notes.

15 May 2023 version 2023.4.1

« Improved functionality
e Detections table
* Resolved Issues

Improved functionality

Detections table
* The Visualizer view was added to the toolbar in the Detections Table.
» The total number of detections is displayed in the banner above the Detections Table in both Visualizer and
Table views. This is useful when there are more detections that are visible in the view.

Entity v \o 16:09:35UTC @

Q Investigations & Reports

C72) FortiNDR Cloud M @ ssthoard  © Detections

A > Detections > Table
15 Detection Rules, 802 Devices from 5000 Detections (out of 15272 total Detections)

Detection List
Search 20230426 - 2023-05-10 v SEvEmyn H M L Detection smlus“ Active Resolved | W~ m~ ¥ csv x B

MAC Address Lifetime Events Indicators First Seen Last Action

Hosthame
0 Indicators 2023-05-03 w013 =

a4 DHCPHo..  Usemame

O Detection UUID Device IP
185 Events

O 7f65fb64-42ad-49b3-bec7-3..

24 April 2023 version 2023.4

¢ New Functionality
» Detections table
¢ Bulk Entity Export
» Muted Devices page
¢ Improved Functionality
» Enable/Disable Subscriptions

¢ Resolvedissues

FortiNDR Cloud 2023 Release Notes
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New Functionality

Detections table

The new Detections Table view displays the detections visible on the MITRE ATT&CK dashboard widget as a
filterable table. By default, the table displays detections for the last two weeks and displays information about
the detection and the rule. Click the link in the Lifetime Events column to view related pages.

To access the Detections Table:

» Click a detectionin the MITRE ATT&CK dashboard widget
e Go to Detections > Detections Table.

A > Detections > Table

Detection List 1 Detection Rules | 125 Detections | 125 Devices
Search 2023-04-07 - 20230413 v | Severity n H | M L Detection Status “ Active Resolved v- e (] m- ¥ csv

D Detection UUID Device IP A DHCP Ho... Username Hostname MAC Address Lifetime Events Indicators. First Seen Last Action
D 2968cacd-2096-4e71-873d-. 20217 Events OlIndicators 2022-11-25 2023 =~
D 4fdbb470-b539-456-a425-b. 255132 Events O Indicators 2022-11-28 2023

D 870ab302-6e04-4916-ab49- 100528 Events O Indicators 2022-11-25 2023

D 69376f57-df10-4858-841f-2. 36 Events O Indicators 2022-11-28 2023

D 98923bb5-2560-409b-9¢20-. 5948551 Events O Indicators 2022-11-25

D b341207d-3889-4d78-ac8e- 189567 Events OlIndicators 2022-11-28 2023 =-
D ad234e8f-611c-460e-b68b-. 148578 Events 0 Indicators 2022-11-28

D 06d816c0-aae3-443¢c-b886- 182273 Events 0 Indicators 2022-11-28

D 29893a7f-d518-477e-9473-. 158859 Events 0O Indicators 2022-11-29

D 126a56fc-206a-4372-802a- 115210 Events OIndicators 2022-11-28 2023 =~
D 8e02ce66-2cc1-4329-b492- 207637 Events OIndicators 2022-11-28

D d2a57b8e-¢228-41dd-8d59-. 6150116 Events O Indicators 2022-11-25 2023 =-
[m] 3fa76dbd-6acc-49b9-a2b5-. 43730 Events OlIndicators 2022-11-25 2023 =-
D 0c341960-d991-46a1-961e-. 65169 Events 0O Indicators 2022-11-25

D 6c15628d-6a05-4916-a041- 390530 Events OlIndicators 2022-11-28

D 8462dee8-6534-4d88-a618-. 78469 Events 0O Indicators 2022-11-28

D 9987703¢-c012-49e0-abf0-. 78860 Events 0 Indicators 2022-11-28

D eB0ccbeb-f7cc-43b2-8fb6. 178276 Events 0O Indicators 2022-11-28

D 3a45a306-7704-4cfe-b2c9-. 1127093 Events OlIndicators 2022-11-25 2023 =~

Bulk Entity Export

The Entity Lookup page now supports bulk searches and exports. To use this feature, enter multiple IPs or
domains in the search field separating each entity with a space. After the results are returned, you can click the
Export button to download the data in CSV format.

A > Investigations > Entity Lookup

Entity Lookup

121212121313131319 Last 7 Days v m

Perform an entity search on the following: (ip, domain or filehash)

No Results Found.

No Activity Recorded + csv
Entity Type
12121212 1P
13131313 P

FortiNDR Cloud 2023 Release Notes
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Muted Devices page

Muted devices are now displayed in their own page. To view the Muted Devices page, open a rule and click the

Settings menu and then select Muted Devices.

A > Detections > Rules

Detection Rules

3Rules Search Severity u H oML W . OderBy  Severity RS = ™ o n
Backfill Test 3
& Miscellaneous =D 2023:0410 2049 UTC) Fortinet [ Show Muted Devices
% TeamViewer Remote Administration Tool I Show Detail View
Posture: Potentially Unauthorized Software =3 HIGH 2023-04-10 21:29 (UTC) Fortinet

Suricata Rule
Attack: Exfiltration Low 2023-04-07 22:56 (UTC) Fortinet £ Manage Rules

4 Muted Devices
© Excluded Devices

52 Manage Subscriptions

Improved Functionality

Enable/Disable Subscriptions

The My Subscriptions page has been simplified. The Disable was removed from the left side of the page. To
enable/disable click use the Actions menu at the right side of the page.

Manage: 1 Subscriptions Email Type Al Notification Digest staws [ eoevied | Dissbles e- =

Default Subscription Notification Digest
All All All Fortinet 08:00:00 Easterr T~ nEnn
& Edit Subscription

© Disable Subscription

X Delete Subscription

10 April 2023 version 2023.3.1

FortiNDR Cloud 2023.3.1 includes bug fixes but no new features were released.

27 Mar 2023 version 2023.3

* New Functionality

e Column profiles

* Manage annotations
¢ Improved Functionality

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.

36



Version History (2023)

¢ Observations
e MITRE ATT&CK drop-downs
» Sensor release notes

» Resolved issues

New Functionality

Column profiles

Custom column profiles can be created for any table that allows columns to be selected. When selecting the
individual columns or column profile for a table, they are organized into groups.

m~ m~
Individual Columns ~ Individual Columns v
Q| Column Profiles ~
~
Show All Columns My Profiles
S8 PUFprofile #, x

Hide All Columns Amelia - Fortinet

Reset to Default max dt
dt save
Device IP
ol Save this profile = New profile
DHCP Hostname
Username

Hostname

Column Profiles ~

il Save this profile = New profile

Custom profiles can be shared with other users in your company by selecting Shared Profile when creating or
editing a profile.

Column Profile x
Name: Useful profile

dst.internal & timestamp ~
dst.asn type

dst.asn.asn_org sfc

dst.asn.isp ’ src.port

dst.asn.org dst

dst.pkts ‘ dst.port

dstip_bytes account

dst.geo_city query

dst.geo.country v v

[ shared profile Cancel & save

The profile will then be available to other users when they are selecting a column profile for a table.

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.
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Individual Columns v

Column Profiles ~

My Profiles

£ PIFtable £ x

Fortinet
Useful profile
Default

hosts

bird's-eye view

ol Save this profile 4 New profile

Manage annotations

Annotations can now be accessed directly from the settings menu.

:u Profile Settings

& Manage Subscriptions
» Manage Annotations
& sensors

€)= Lioht/Dark Mode

(') Logout

Manage Annotations for Fortinet x

Annotations 1- 7 of 26 Annotations

Q + Add Annotations v
Annotation Type Anngiziion Neme Actions  Entities for something bad 11 of 1 Entity
tag erer =-
-+ Add Entity
tag something bad =-
F
tag test1 =-
[] Entity Name Entity Type Actions
application test =-
O | smsad ip =-
tag foo =-
application iiis 5l corp_8.8.8.8 =~
tag test =-

B: -

Improved Functionality

Observations

The y-axis of the Observation widget and observation details page tables no longer show decimal numbers, as
all of the results are whole numbers.

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.
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Frequency of Observation

W o @ moderate @ high

a

2023-03-09 2023-03-10 2023-03-11 2023-03-12 2023-03-13 2023-03-14 2023-03-15 2023-03-16 2023-03-17 2023-03-18 2023-03-19 2023-03-20 2023-03-21 2023-03-22

The legend is removed from the bottom of the table, and instead the colored dots are next the observation titles
in the observation list.

Observations Confidence: | All -
Observation Title 4 03/09-03/15 03/16-03/22 % Change
@ HTTP CZ Similarity 4 10 150

New Outgoing SSH Client 3 0 -100
New RDP Client 7 2 71.43
@ New RDP Server 1 7 600

a4

3

2

1 7

e 7

—

— T T T T T T
03/09 03/ 03/13 03/15 03/17 03/19 03/21

MITRE ATT&CK drop-downs

MITRE ATT&CK drop-down menus all use a tree menu to simplify selecting the requires technique or techniques.
All of the techniques names are shown, and hovering over a name will show a tooltip that includes the ID and
name. The MITRE ATT&CK list on the Visualizer page only shows the techniques that are present in the
visualization.

The drop-downs can be searched using the ID or the name of the technique.

FortiNDR Cloud 2023 Release Notes
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Primary Technique Secondary Technique v
Q Additional Filters
A
COMMAND AND CONTROL .
Severity
[0 Data Obfuscation H M L
[ JunkData Confidence
low moderate high

D Steganography

Detections Status
D Protocol Impersonation Al Resolved Muted

O Frallback Channels Device Status

Rule Status
D Commonly Used Port

Fallback Channels Al Muted m
D Multiband Communication

All Muted

[ Application Layer Protocol MITRE ATT&CK

D ‘Web Protocols All
O File Transfer Protocols None
v
DISCOVERY

D Process Discovery
Permission Groups Discovery
D Cloud Groups
D Software Discovery
COMMAND AND CONTROL
O Application Layer Protocol
D Remote Access Software

CREDENTIAL ACCESS

M reclaitation far Aradansiol Anmnan

Sensor release notes

Sensor release notes can be accessed directly from the sensor image download page.

Download Sensor Image X

FortiNDR Cloud Sensors ZScaler Sensor

KVM

ESXi

ESXi Installation Guide
Release Notes

Close

13 Mar 2023 version 2023.2.1

FortiNDR Cloud 2023.2.1 includes bug fixes, but no new features. See Resolved Issues on page 51.
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27 Feb 2023 version 2023.2

* New Functionality
* Investigations API
» Observation descriptions
« Improved Functionality
e Playbook access
» Playbook time frames
* Impacted devices table
« Persistent investigations table
¢ Flow state pop-up
» Defaultinvestigation names
» Discontinued Functionality
» VPC option for new detection rules
» Legacy account version

New Functionality

Investigations API

The Investigations APl is a public APl used to manage investigations and queries. With it, you can
programmatically run queries in FortiNDR Cloud, run playbooks, and use other investigation functionality.
Documentation is available upon request.

Observation descriptions

Observations include a description of the observation on the observation's detail page. The description is also
available in the metastream and IQL.

& > Default Dashboard >

TCP Device Enumeration v 2023-02-09 00:00 - 2023-02-22 23:59 v View Observation

Observation: TCP Device Enumeration

OBSERVATION CLASS: Specific

OBSERVATION CATEGORY: Relationship

OBSERVATION DESCRIPTION: A single device contacted multiple hosts on a TGP port other than 22, 135, 139, 445, or 3389
Frequency of Observation

@8 o @ moderate [ high

2023-02-09  2023-02-10  2023-02-11  2023-02-12  2023-02-13  2023-02-14  2023-02-15  2023-02-16  2023-02-17  2023-02-18  2023-02-19  2023-02-20 2023-02-21  2023-02-22
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Improved Functionality

Playbook access

Playbooks can be added directly from the Investigations menu in the banner.

() FOrtiNDR Cloud Dashboard  Detections  Investigations ~ Reports Entity v | 204943UTC w4t FortiNDRCloud Test~ @ v %8~
#& > Default Dashboard @, Entity Lookup B+
Perform an entity search (ip
and domair)

Q@ Investigate

i Packet Capture
Capture raw packets on the
sensor.

3% SearchTimeline
View private search history

B Playbook
Run playbook

Clicking Investigations > Playbook opens the Add Playbook pop-up window.

Add Playbook X

Identify Kerberos Authentication With a Certificate With a Subject Alternative Name

Q
DESCRIPTION VARIABLES none CATEGORY Privilege Escalation
Identifies Kerberos authentication requests that includes a client certificate with a subject QUERIES 1 KEYWORDS hunting, suricata

alternative name (SAN). Such authentications could be used for privilege escalation if the SAN isnit

consistent with the certificate subject. The Active Directory Certificate Services (AD CS) ESC1 m
technique abuses a vulnerable certificate template that allows users to provide an arbitrary SAN

when requesting a certificate. Then, when using the certificate for authentication, the client

authenticates as the user specified in the user-provided SAN.

Discovery of DoH Traffic

DESCRIPTION VARIABLES none CATEGORY Defense Evasion
This playbook assists with identifying hosts that are configured to connect with known providers of | QUERIES 3 KEYWORDS dns, dns-over-htips, flow
DoH services

Suspicious Domain

VARIABLES domain CATEGORY Command and Control
QUERIES 5 KEYWORDS dns, https, investigate, observations, smtp,
ssl

DESCRIPTION
Identify all network communications involving a given domain

Playbook time frames

The default playbook time frames are now based on the recommended time frame listed for each playbook, as
opposed to defaulting to seven days for every playbook.

FortiNDR Cloud 2023 Release Notes
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Add Playbook X

Playbook: Text4Shell Hunting

DESCRIPTION

CATEGORY Initial Access
This playbook identifies URI patterns used in the Textashell exploit, outbound connections from web servers using the Java user agent and any existing textéshell Suricata

KEYWORDS flow, http, hunting,

signatures. 1 input variable required for the second query which should be all web server IPs
software, suricata

Date Range:

B 2023-02-2225:40 - 2023-02-2323:40 v | [] Enable Facets @
Variables

scin @

Press "tab” or "enter” to add an item

Playbook Queries - 3 total

hitp:uri.uri MATCHES ' *(%7Bscripti3Ajavascripti%7 Burl%3AI%7Bdns%3Aaddress|% 7Bbase64Decoder%3A|%7Benv%3A) * AND http:uri.uri NOT MATCHES '*(j%7Dndi).*

sre.ipin ( sre.ip) AND src.internal = true AND dst.internal = false AND ((user_agent MATCHES *[jJlava.*' OR user_agent MATCHES " *[aAlpache.*) OR (software_name MATCHES “*[jJlava.* OR software_name
MATCHES " *[aAlpache *) OR (headers.server MATCHES ' *[jJJava.*' OR headers. server MATCHES ' *{aAlpache *)) GROUP BY dst.ip, host

suricata:sig_name LIKE “textdshell%' OR suricata:sig_name LIKE ‘%CVE-2022-42889%

© Create a New Investigation ® Add to Existing Investigation
Choose Investigation:

Please choose an option ~

Cancel < Back to Playbooks

Impacted devices table

The impacted devices table is improved.

Impacted Devices

Search v mv X csv

D Lifetime Events a P MAC A... First Seen Last Seen y Created Sensor Id Status Date Muted Muted By Acti...

D 94 Events 84 2022-10-29 2023-02-23 2022-11-02 chf1 Active =-

D 8 Events 106 2023-02-23 2023-02-23 2023-02-23 chf1 Active = .
D 143 Events 153 2023-01-23 2023-02-23 2023-01-23 chf1 Active =-

D 100 Events 90 202210-27 2023-02-23 2022-11-02 chf1 Active =

O  24kens 144 00:10:49:... | 2023-0221... | 202302:23.. | 2023-0221.. | chfl Active =-

O  1osevems 67 2022-10-28 .. | 202302:23... | 2022-11-02.. | ¢hfl Active =-

O  3sevents 69 00:10:49:... | 2023-0215... | 202302:23.. | 2023-0215.. | chfl Active =-

O  1zaevems 64 20230117... | 202302:23.. | 20230117..  ¢hfl Active =-

O  21aevems 56 2022-11-15... | 202302:23... | 2022-11-15.. | chfl Active =-

O  e6kvents 58 202301-10... | 2023-02:23..  202301-10..  chfl Active =

» Columns can be added to and removed from the table.
e The column order and width can be adjusted by clicking and dragging the column headers.

» Columns can be locked to the left side of the table by clicking the lock icon in the column header when
hovering over the header. These column will continue to be visible when you horizontally scroll through the
columns in the table. The Action column is always locked to right side of the table.

» The table is not paginated; all of the rows can be seen by scrolling down.

» The table can be sorted by left clicking on a column header. Right clicking on a column gives the options to
copy the column values as a comma or newline separated list, or to hide the column.

« The table layout is saved after leaving the page, and can be reset from the column selection menu.

FortiNDR Cloud 2023 Release Notes
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Impacted Devices

Lifetime Events
8648 Events

60 Events

60 Events

68 Events

60 Events

60 Events

70 Events

60 Events

59 Events

60 Events

l1l0o0oO0O0o0oOo0O0oOoooao

Signature

MACA...

00:10:49:

Events

First Seen 4 I Last Seen

2022-10-27 .

2022-10-27 .

2022-10-27 .

2022-10-27 ...

2022-10-27 ...

2022-10-27 ...

2022-10-27 .

2022-10-27 .

2022-10-27 .

2022-10-27 ...

2023-02-23 233

2023-02-20 001

dicators

Created

Copy Values as Comma Separated

Copy Values as Newline Separated

2023-02:2000:3 Hide column

2023-02-22 20:27:02 Z

2023-02-20 00:39:25 Z

2023-02-20 00:47:32 Z

2023-02-20 00:52:04 Z

2023-02-20 00:45:57 Z

2023-02-20 00:55:18 Z

2023-02-20 01:2240 Z

Persistent investigations table

2022102222211 Z

2022-11-0222:2201 2

2022-11-0222:21:01 2

2022-11-02 222901 2

2022-11-02 222111 Z

2022-11-02 222111 Z

2022102222111 Z

Detections Graph

Sensor Id

chfl

chfl

chfl

chfl

chfl

chf1

chfl

chfl

chfl

chfl

to search Search A &% m~ ¥ csv
Q Acti...
Show All Columns S =-

Hide All Columns

Reset to Default

&

Device IP

DHCP Hostname

Username

Il
t

O oo

Hostname =.

MAC Address =

|

Lifetime Events =

8 [

First Seen

|

Last Seen

The selected sorting of the investigations table is persistent. For example, if you sort the table by date updated
and then browse to a different page in the GUI, the investigations table will still be sorted by date updated when

you return to the investigations page.

Flow state pop-up

After doing a timeline search, mousing over a flow state value shows a pop-up with the flow state details.

A = Search
Search

Search

Search Timeline

flow_state !'= null group by flew_state

Events grouped by flow_state

Showing top 13 flow_states
Total Events: 100

Events

L
: I

RSTRH

Last 24 Hours

Sort by timestamp

[ Hide Graph ] Group Graph Outliers

FortiNDR Cloud 2023 Release Notes
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Descending ~ Retrieve up to

flow_state

Responder sent a SYN ACK followed by a RST, we

never saw a SYN from the (purported) originator.

FLOW_STATE
RSTOSO
T
RSTO.

=v

[ Hide Table a- + csv

count v

1110744
830,034
549,332
530372
308,920
155071
137,522
111,929
109,824

29,880
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A > Search
Search
Search Search Timeline
flow_state != null group by flow_state =
8 Last 24 Hours Sortby timestamp  Descending v Retrieve up to 100 ~ Rows [ EnableFacets @ m
Events grouped by flow_state Events
Showing first 100 events, sorted by timestamp descending m- ¥ csv
timestamp type flow_state dst intel aws.action aws.interface_id awsversi..  duration
ZUZ3UL 28 203D L FLUwW su W R <1s
20230224 20:39:51 2 FLOW RSTR B s A Rs e <1s
20230224 20:39:51 2 FLOW so B PR IRRE <1s
2023-02-24 20:39:51 Z FLOW RSTRH A RS B EE [ <ls
2023-02-24 20:39:51Z & R S
FLOW_STATE

20230224 2039512 | pocponder sent a SYN ACK followed by a RST, we F sl Lol Sk Adhas it <
P —— never saw a SYN from the (purported) originator. [ @ R i
2023-02-24 203951 Z FLOW RSTRH A W [ L] s oh <1s
2023-02-24 20:39:51 Z FLOW SHR R e [ 1] e Sttned S <1s
2023-02-24 20:39:51 Z FLOW RSTRH [ [ = T <1s
2023-02:24 2039551 Z FLOW SHR A Wik eaE Dol i vl ot <1s

Default investigation names

When creating a new investigation from the Investigations list view, to prevent name collisions, instead of a
default name of New Investigation, the default name for new investigations is now the first and last name of the
user that is creating the investigation with a time and date stamp of when the investigation was created.

For example: Philip Fry - 2023-03-0100:17:42 (UTC).

New Investigation

Investigation name:
Philip Fry - 2023-03-01 00:17:42 (UTC)

Description:

Cancel Create Investigation

When creating a new investigation from a detection, to prevent the subject of the investigation from being
truncated due to column width limitations, instead of a default name of Investigation from detection rule
<detection rule name>, the default name for new investigations is now the name of the detection rule and the
first and last name of the user that is creating the investigation with a time and date stamp of when the
investigation was created.

For example: Cobalt Strike Encrypted Philip Fry - 2023-03-01 00:14:10 (UTC).

FortiNDR Cloud 2023 Release Notes 45
Fortinet Inc.



Version History (2023)

Add Query to Investigation

Query Name:
Query from detection rule Gobalt Strike Encrypted Beacon
Search Query:
/1 x86 Beacon
(sig_id = 2986329 AND sig_rev = 4)
/1 x64 Beacon
OR (sig_id = 2960338 AND sig_rev = 4)

Bl Last7pays v Sort by timestamp | Descending v

Retrieve up to 100 v Rows [ Enable Facets @

@ Create a New Investigation
O Add to Existing Investigation

Investigation Name:
Cobalt Strike Encrypted Beacon Philip Fry - 2023-03-01 00:14:10 (UTC)

Description:

Cancel ‘Add Query

Discontinued Functionality

VPC option for new detection rules

When creating a new detection rule, VPC cannot be selected as a data source.

#& > Detections > Create a Detection Rule

Category * -
Choose a category ~

Primary Technique Secondary Technique Specificity
e.g.T1001.001 e.g.T1563 Choose a Specificity -

Description (Markdown Accepted) Description Live Preview

Run on Accounts*
Accounts: Amelia - Gigamon Corp

Manage Run List

Data Sources

@) zex @) rortinet @) suricata  (_JP Zscaler

Resolution Settings

Resolution Style Automatic Resolution Period

Auto v 1 Week

Cancel B save Rule

Legacy account version

When creating a new account, the FortiNDR Cloud version is set to Modern; Legacy can no longer be selected.
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Create new account

Account Name
Account Code

Legal Name
(optional)

FortiNDR Cloud
Version

Modern

Data Retention 365 Days
Dashboard Retention 90 Days

Type Top-level

Cancel

07 Feb 2023 version 2023.1.1

FortiNDR Cloud 2023.1.1 released with updated Fortinet branding. No new features were released.

30 Jan 2023 version 2023.1

* New Functionality
« Observation Detail Switcher
e Forward and Back Keyboard Shortcuts
e Bulk Entity Lookup
* Improved Functionality
« Updated Detection APl in Visualizer
* PDNS Links on the Entity Panel

New Functionality

Observation Detail Switcher

On the Observation detail page, the observation drop down allows you to switch to other observation that are
available for your account. The date range of the shown data can also be configured.
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& > Default Dashboard > TCP Device Enumeration

Observation: TCP Device Enumeration

OBSERVATION CLASS: Specific
OBSERVATION CATEGORY: Relationship

OBSERVATION DESCRIPTION: A Single Device Contacted Multiple Hosts On A TCP Port Other Than 22,135, 1

Frequency of Observation

TCP Device Enumeration v
HTTP C2 Similarity
New Outgoing RDP Client
New Outgoing SSH Client
New RDP Client

New RDP Server

E 2023-01-13 00:00 - 2023-01-26 23:59 v View Observation

@ o
New SSH Client
20 Mew SSH Server
Suspicious Outbound Data Quantity
15 N "
TCP Device Enumeration
10
5
o T T
2023-01-13 2023-01-15 2023-01-17 2023-01-18 2023-01-21 2023-01-23 2023-01-25
Observation Instances
Showing first 72 out of 72 event(s), sorted by Timeframe (Descending)
N e N Average Duration
N Observation N Count Of Distinct Duration (Seconds)
Timeframe Src Dst Evidence Igl Lowest Ports L (Seconds) Between
Confidence Hosts Of Activity N
Connections
# > Default Dashboard >
~
TCP Device Enumeration ~ E 2023-01-13 00:00 - 2023-01-26 23:59 View Observation
Observation: TCP Device Enumeration
20230113 00:00:00 (uTC) through 20230126 23:50:59 uTe)
OBSERVATION CLASS: Specific
OBSERVATION CATEGORY: Relationship Quick Ranges
OBSERVATION DESCRIPTION: A Single Device Contacted Multiple Hosts On A TCP Port Other Than
9 P < 1272022 01/2023 o
Frequency of Observation
Last 24 Hours
[ 1.2 3 1.2 3 4 5 86 7 Last 7 days

4 5 6 7 & 9 10

5 o 10 11 12 fE]

Last 30 days

20
11 .12 13 14 15 16 17 Last 60 days
18 19 20 21 22 23 24 26 B
15 Last 90 days
25 26 27 28 29 30 3
10
5
2023-01-13 ' 2023-01-15 ' 2023-01-17 2023-01-19 2023-01-21 2023-01-23 2023-01-25
Observation Instances
Showing first 72 out of 72 event(s), sorted by Timeframe (Descending)
Ay Durati
N ‘Observation N ‘Count Of Distinct Duration (Seconds) werage Duration
Timeframe Sre Dst Evidence Iql Lowest Ports o (Seconds) Between
Confidence Hosts Of Activity N
Connections

Forward and Back Keyboard Shortcuts

The keyboard arrow keys can be used to navigate to the previous and next query results in an investigation or
ad hoc timeline when they are not active in another page element. The left arrow key navigates to the previous
result, and the right arrow key navigates to the next result.

Bulk Entity Lookup

Multiple IP addresses and domain names can be looked up on the Investigation Entity Lookup page. Entries are
separated by spaces.

FortiNDR Cloud 2023 Release Notes
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# > Investigations > Entity Lookup

Entity Lookup

10.70.1.1270.10.1.12 1010113 1010117 10010119

Perform an entity search on the following: (ip or demain)

4 Results
Entity Type
10.10.1.97 P
10.10.1.19 P
10.101.12 P
10.10.1.13 IP

Right-click on a result and select Entity Lookup to view the intelligence panes.

Improved Functionality

Count

2

586

375867

114

Updated Detection API in Visualizer

The time filters in the detection API are used to retrieve the detections for the selected time range, instead of
retrieving all of the detections and then filtering them. This makes retrieving and filtering detections much
faster. The detection limit is also increased from 1000 to 10000.

PDNS Links on the Entity Panel

PDNS links on the entity panel function like normal links. Clicking on the link replaces the entity panel with the

First Seen

2022-06-06 04:17 (UTC)
2022-05-11 16:52 (UTC)
2022-05-21 18:55 (UTC)

2022-05-31 15:52 (UTC)

panel for the clicked on element. Right-clicking opens a context menu.
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Last Seen

2023-01-27 18:00 (UTC)
2023-01-27 19:53 (UTC)
2023-01-27 20:09 (UTC)
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Passive DNS

¢ Entity Lookup
Type:

Sensor @) Investigate
First Se

Last Se [l Playbooks

£ Copy to Clipboard

Option Description

Entity Lookup Open the entity lookup page for the item.

Copy to Clipboard Copy the item to the clipboard.

Playbooks Launch playbooks. This options is not available for ad-hoc search result
items

Investigate Show appropriate pivots for the item type. This options is not available for

ad-hoc search result items.

Search Events Show the event searches appropriate for the type. The text in the search
box is replaced, but the search will not run automatically. This options is
only available for ad-hoc search result items.Types include: IP: - ip='IP" -
dst.ip='IP' - src.ip='IP'domain: - domain="'domain’
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Resolved Issues

Resolved Issues

The following issues have been fixed in version 2023. To inquire about a particular bug, please contact
Customer Service & Support.

2023.12

Description

The GUI no longer displays all users from any account in a single account view.

Billing Dashboard: On the first and second days of the month, the GUI now displays Current Month Usage is
not yet available instead of No Data.

Fixed the breadcrumb thread in the My Rules page.

Admins with access to single account can no longer view messages from all accounts.

Resolved an issue where a refresh was required to view results of a specific IQL query in an investigation.
Resolved an issue where the filters in the Detections Table did not close.

The pagination in the Sensor table no longer breaks when there are too many tags.

Resolved a minor issue with the Sensor label styles.

The Edit Features settings in the Sensor details page are working as designed.

Resolved a minor issue where changes to the Sensor location setting were not being saved.

Pivoting from the Manage Rules page to the Detection Rule detail view no longer displays a rule page with
empty data.

Fixed an issue where clicking Account Management in the breadcrumb displayed all users.

2023.11

An issue where the URL format was blocking SAML logins has been resolved.
The Ul no longer throws an error when viewing a parent account with no children accounts.

The User Management table no longer displays all the users from all the accounts the current user has access
to.

FortiNDR Cloud 2023 Release Notes
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2023.10

Fixed an issue in the Detections Table where resolved detections were not being refreshed.
Updating the logic for the first time will no longer return an error in the Detections Table .
The complete domain name is no longer hidden in Entity Panel.

The Mitre Attack widget no longer returns an error when there is no in the on Rules field.

2023.9.1

Resolved an issue in the monthly billing dashboard where September disappeared and was replaced with
October.

Users with access to the parent account are now able to see overall bandwidth usage without an error
message.

DHCP and Mac are no longer missing for some devices

Investigation list search now shows data when a user searches from a page other than page 1.

2023.9

Description

The time range when pivoting from adhoc timeline page to search page has been fixed.
The error in Create New User has been removed.

Selecting uri search on aggregation table now shows correct query.

The Sensor api no longer throws an error in the account management page

Do not allow "include child account" unless Admin has "include child accounts"
Include child account is now disabled until the Admin has enabled Include child accounts.

The alignment of the columns when the Sensor table is condensed has been fixed.
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2023.8.1

Resolved an issue where logout and re-login directs user to an error page.

OSS vulnerabilities: CWE-843, CWE-915

2023.8

Observation Detail: The data displayed in the graph did not match the data displayed in the table.
Account Management: Fixed the width of Account Selection dropdown.
Billing Summary: Graph displayed incorrect bandwidth when switching accounts.

Date Picker: Error message was not appearing correctly.

2023.7

Fixed the color styling for empty table cells in dark mode.

In the child account selector, an issue with finding items in a long list has been resolved.
Portal sensor telemetry is able to display data when viewed as a group.

The Bulk Add indicator feature has been fixed.

An issue with resizing in the Investigation page has been fixed.

Resolved an issue where the sensor serial number becomes Unknown after an update.
In Detections, the custom filter test results table has been fixed.

The spacing in the date range picker has been fixed.

2023.6.1

Fixed display issues in Portal sensor telemetry view.
Improved color styling for empty columns in dark mode.
Fixed issues with the bulk indicator.

Improved user experience in the child account selector.
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2023.6

Issue preventing users from accessing Account Management page has been fixed.

The Create Account button in Child Accounts tab is fixed.

Some rules will no longer display RangeError: Invalid time value when viewed from the All account
Resolved issues with Sensor Telemetry chart not showing data when Last 90 days is selected.
Unexpected behavior in custom detection has been resolved.

Fixed irregularities in Investigation List.

2023.5.1

Invalid tooltip in the Visualizer has been fixed.
Invalid dates in the date picker has been resolved.
An issue with overlapping icons in the Visualizer has been fixed.

The height selector in the Detections page has been fixed.

2023.5.0

The date picker no longer selects an invalid date when you add a query to an investigation.
The Add Notes feature in the Investigations module will no longer send blank notes.

The Enter key now works when searching annotations.

The scroll box in the Indicators in Impacted Devices pane have been improved.

Telemetry is not shown when All accounts are selected.

The rule information pane no longer takes up the entire screen in rules with long descriptions.

2023.41

The Detections table and Mitre-Detections widget can fetch inactive rules.
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Resolved Issues

The Date Range filter in the Entity Panel shows the current range.

The row selection has been fixed in the Manage Subscription page and in Change Edit/Create Subscription
Into Modal.

The digest time has been fixed in the Manage Subscription page.

The TimeZone values are now dynamic.

2023.4

Fixed styling issues for Exclude New Device dialog.

Data is copied to clipboard for the Intel field under Investigations > Events.

The Account column is no longer missing from the CSV export.

Date Picker in Adhoc search no longer shows an invalid date error for a valid date.
The Edit a excluded device/range dialog is now working as expected.

The Action column in Select New Query, no longer moves around the page.

2023.3.1

When configuring a time range, the date picker allows selecting a date outside the current month.

When managing annotations, the default resolution no longer prevents access to buttons at the bottom of the
page.

Resizing a column now works as expected.

The notification widget is no longer the entire width of the browser.

2023.3

In the Resolved Detections widget, the chart no longer overlaps the legend and the chart tooltip is now
constrained within the chart.

Could not add spaces to search fields in drop-down lists with checkboxes.

When adding a new query to an investigation, the date range picker now displays the correct date range.

FortiNDR Cloud 2023 Release Notes
Fortinet Inc.



Resolved Issues

On the Reports page, the date range picker now uses UTC instead of local time.

Packet capture breadcrumb links now work as expected.

2023.2.1

On detection details pages, the Devices Impacted number was not updated after a Bulk Resolve Detections.
Updated links to ISO images and documentation from the sensor ISO image download pane.

Extraneous This dashboard does not exist notification no longer displayed after deleting a dashboard.

Ad hoc queries can be saved from the action drop-down menu.

OSS vulnerabilities: CWE-843, CWE-915.
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