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FortiNDR Cloud release notes

This document provides information about FortiNDR Cloud releases.

FortiNDR Cloud is a SaaS network security monitoring platform designed to facilitate rapid detection,
investigations, and threat hunting within your environment. FortiNDR Cloud is designed to be scalable and to
remove the responsibilities of maintaining tooling from security analysts. For more information, see the FortiNDR
Cloud User Guide.

FortiNDR Cloud 2023 Release Notes 4
Fortinet Inc.

https://docs.fortinet.com/document/fortindr-cloud/latest/user-guide/721384/
https://docs.fortinet.com/document/fortindr-cloud/latest/user-guide/721384/


Version History (2023)

Version History (2023)

Date Version

13 December 2023 2023.12

15 November 2023 2023.11

25 October 2023 2023.10

11 October 2023 2023.9.1

27 September 2023 2023.9

13 September 2023 2023.8.1

21 August 2023 2023.8

31 July 2023 2023.7

17 July 2023 2023.6.1

26 June 2023 2023.6

12 June 2023 2023.5.1

25 May 2023 2023.5.0

15 May 2023 2023.4.1

24 April 2023 2023.4.0

10 April 2023 2023.3.1

27 March 2023 2023.3

13 March 2023 2023.2.1

27 February 2023 2023.2

07 February 2023 2023.1.1

30 January 2023 2023.1

13 December 2023 Version 2023.12.0

l New Functionality
l Search Timeline

l Improved functionality
l Management Rules page
l Entity panel
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Version History (2023)

l Query History
l Resolved Issues

New Functionality

Search Timeline

You can now save a query from the Search Timeline page. To save the query, click the Actions menu and select
Add to Saved Queries.

Improved functionality

Management Rules page

When you edit a rule you are returned to the Manage My Rules page after you click Cancel or Save Rule. In
previous versions, you remained on the rule page after saving or canceling your edits.

The Additional Filters menu now defaults to All for Detection Status, Muted and Disabled. This allows you to see
all the rules at a glance.

The filters also persist until you refresh the page (except for the Search title). An indicator has been added to
the filters when you change a filter from the default. A number indicates the number of changes that were
applied. A Reset to Default was also added to the filter panel.
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Version History (2023)

A Muted and Disabled icon has been added to the Rules column. This helps distinguish muted and disabled rules
When the filter is set to All.
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Version History (2023)

Entity panel

There is now a shortcut from the Entity Lookup page to the Entity Panel. This allows you to view information in
the panel that is not in the lookup page.

Query History

A new Search Timeline section was added to the Query History tab allowing you to view adhoc queries without a
filter.
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Version History (2023)

15 November 2023 Version 2023.11.0

l New functionality
l User management
l Entity Panel: FortiGuard

l Resolved issues

New functionality

User management

We have reduced the amount of information in the CSV export making it easier to navigate in the file and find the
information are looking for. Much of this information has been consolidated into the user_role column. If there is
no account name in front of the role, this indicates the user belongs to the current account (Admin, User, Limited
User). If the user has the same roles in two or more accounts, the account name is displayed followed by a colon
(:) followed by the user role.
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Version History (2023)

A new Roles column has been added to the Users page. When you can click the row the User Details pane
displays all the roles and accounts assigned to the user.

If you do not see the Roles column by default, you can add it manually.

You can also filter the column by the user role.
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Version History (2023)

Entity Panel: FortiGuard

The Entity Panel now displays information about the malicious files when it is available.

To view malicious file attributes in the Entity Panel:

1. Go to Investigations > Investigate.
2. Click an investigation in the list and then click View Results.
3. Navigate to the files column and click the file link.

When a malicious file is detected, you will see the FortiGuard section heading in the Entity Panel with the
message File identified as malicious.

Click the section header or the FortiGuard icon to view the attributes about the malicious file. If the attributes
are not available, then none are displayed.
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Version History (2023)

25 October 2023 version 2023.1.0

l New functionality
l User management

l Improved functionality
l Deleting tags
l Entity Panel: PDNS
l Detections table: Muting

l Resolved issues

New functionality

User management

The columns in the User Management table can now be locked, re-sized and rearranged. Any changes you
make to the page layout are saved when you refresh the page. Pagination at the bottom of the page has been
replaced with a scroll bar.
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Version History (2023)

When a user is selected, the table width adjusts to accommodate the user profile pane so there is no overlap.
The user is highlighted in blue until you close the pane.

Improved functionality

Deleting tags

The method for deleting tags has been improved. To delete a tag, open the item and click Delete. The tag and
any comments will be removed.
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Version History (2023)

Entity Panel: PDNS

The PDNS tab in the in the Entity Panel contains more information. Two sets of data are displayed: the DNS
record in the time range and Passive DNS record all time.

The records are displayed in the order they were last seen. The records within the time range appear at the top
of the list. Records within the time range are highlighted by First in Time Range and Last in Time Range.
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Version History (2023)

The Type field indicates if the DNS type such as IPv4 (a) or IPv6 (aaaa).

Detections table: Muting

Two new columns were added to the Detections Table. The Detections Muted and Device Muted work with the
Rule Muted column to accommodate changes to the muting filter.
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Version History (2023)

Muted detections are now flagged with Muted in the Status column.

Other enhancements

Resolution type

The definition of True Positive: No Action has been updated to The threat has been acknowledged but no
remediation was necessary as the act is permitted.
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Version History (2023)

6 October 2023 version 2023.9.1

FortiNDR Cloud 2023.9.1 includes bug fixes, but no new features. See Resolved Issues on page 51.

27 September 2023 version 2023.9

l New functionality
l User roles

l Improved functionality
l Search function
l Entity Panel
l Account management
l Sensor versions
l Other improvements

New functionality

User roles

You can now assign a user role or roles when you create new user, including Admin, Training User, and User.

New users are automatically assigned the Training User role on the Training Modern account, even if the
administrator has not assigned any roles to the user. If the account is a parent account, and the administrator
has access to child accounts, then a checkbox is available to include child accounts.

Required fields are identified with an asterisk.
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Version History (2023)

Improved functionality

Search function

You can now use the search function in the Investigation list and details to search for text in comments and
notes. Matching results are highlighted in yellow.

When you hover over the results in the Activities and notes column, you can click to open a window to view all
the matches in the comments or notes. You can then click on one matched note to open the results table
displaying only the matched results.
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Version History (2023)

Click View Details to open the investigation. The matched text will be highlighted.

Entity Panel

The Entity Panel has been reorganized. Virus Total and WHOIS now appear at the top of the summary and the
date range filters are the bottom. The navigation tabs have been updated to match the rest of GUI.
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Version History (2023)

The date range on Entity Panel now defaults to the time range based on where the panel is opened.

l The time range in the Entity Panel will match the range entered in the following pages: Entity Lookup,
Visualizer, Detection Table , Sensor Visibility, Investigate Results, Adhoc Search and Observation Detail.

l The default time range is 7 days in the following pages: Detection, Detection-Indicator and Detection-
Triage.

Account management

We have added a tag next to a user's email address to identify users with Admin roles. The tag is only visible the
user is the Admin on the current account.

Sensor versions

The sensor version is now displayed in the in the Version column of the Sensor page. The column can be sorted,
and when there is no data for the version, Unknown is displayed.

The sensor version is also shown on the Sensor Detail page in the Software section on the Status tab. When
there is no data for the version, the field is blank.
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Version History (2023)

Detection list filters

Two new filters were added to the detections table: Resolved by and Resolution.

Other improvements

l All columns in tables are sortable.

13 September 2023 version 2023.8.1

FortiNDR Cloud 2023.8.1 includes bug fixes, but no new features. See Resolved Issues on page 51.
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Version History (2023)

21 August 2023 version 2023.8

l New functionality
l Sensor email alerts

l Enhanced functionality
l Malicious PE file observation
l Other Enhancments

l Resolved Issues

New functionality

Sensor email alerts

Administrators can now create email notifications alerts when a sensor is offline or the event rate is low.

To create a sensor email alert:

1. Go to Account Management > Settings.
2. Under Notification Emails, click Add Record.

3. In the Email field, enter a recipient's email address.
4. Select Sensor Offline Alert and/or Event Rate Low Alert.
5. Click Update.
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Version History (2023)

Enhanced functionality

Malicious PE file observation

The Sha1 field is now linked to the Entity Panel.

Other Enhancements

l You can now sort the Detections Table by Resolution.
l In Search Timeline, you can use the Date Picker to search any time period within the last 365 days as long

as it is limited to seven days.

31 July 2023 version 2023.7

l New Functionality
l Investigate FortiEDR Host
l Malicious files flag
l Parent/Child Account Bandwidth View

l Resolved issues

New Functionality

Investigate FortiEDR Host

The Entity Panel now links directly to a specific host in FortiEDR.
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Version History (2023)

To view the FortiEDR host:

1. Click the FortiEDR link in the Entity Panel.

2. Click Investigate to open FortiEDR. If you are not logged into FortiEDR you will be redirected to login page.
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Version History (2023)

3. Click Isolate to isolate the collector.

4. FortiEDR displays the isolated collector.

Malicious files flag

The Entity Panel now flags malicious files with FortiGuard.

To view the Malicious flag:

1. In the investigation results, click the link in the File column.
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Version History (2023)

2. Click a link in the Files dialog.

3. The flag appears in the FortiGuard section.

Parent/Child Account Bandwidth View

The Account Management page now displays the total bandwidth used by both parent and child accounts.

To view the Parent/Child Account Bandwidth:

1. Go to Account Management > Billing. The Parent/Child bandwidth is displayed.
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Version History (2023)

2. Click the toggle to view only the parent account.

3. You can also view the usage for a previous month in the billing cycle.

17 July 2023 version 2023.6.1

FortiNDR Cloud 2023.6.1 includes bug fixes, but no new features. See Resolved Issues on page 51.
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Version History (2023)

26 June 2023 version 2023.6

l New Functionality
l FortiEDR integration

l Enhanced functionality
l Pivot to Detections Table from the default dashboard
l Enhanced date filtering
l Enhanced tagging
l GUI improvements: Detections Table

l New detection rules and observations

New Functionality

FortiEDR integration

Integration with FortiEDR is available and can be enabled from the Account Management page in the Modules
tab. Once the integration is enabled, you can view the FortiEDR information in the Entity Panel from any events
table in the portal.
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Version History (2023)

Enhanced functionality

Pivot to Detections Table from the default dashboard

In the Resolved Detections widget, you can click a data point in the chart or the Total detections to view all the
resolved detections in the Detections Table.

The Detections Table displays the resolved detections reported in the widget.

Enhanced date filtering

The date filter now includes an option to only show resolved detections within the selected time range.
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Version History (2023)

Enabling this option will disable the buttons in the Severity filter until you disable it again.

Enhanced tagging

A new Activities column has been added to the Investigate tab. This column indicates the investigation was
tagged, as well the number of tags, and the tag label.

Tags are also visible in the Search Timeline tab.

You can filter the page to show only tagged Investigations, or tagged investigations by tag label.
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Version History (2023)

As you drill down in the investigation, you are able to hide notes.

GUI improvements: Detections Table

A color-coded bar has been added to the left side of the Detections Table. A red bar indicates Resolved events
and a green bar indicates Active events.
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Version History (2023)

New detection rules and observations

The following table lists the new detections rules and observations in FortiNDR Cloud:

Name Analytic Type Description

Unusually High Bandwidth
RDP Activity

Observation This observation identifies a higher-than-normal
volume of data exiting the device the user RDP'd into.
This could indicate a user is trying to extract
information from the system in an abusive use case.

12 June 2023 version 2023.5.1

FortiNDR Cloud 2023.5.1 includes bug fixes, but no new features. SeeResolved Issues on page 51.

25 May 2023 version 2023.5.0

l New Functionality
l Tag and comment events

l Improved Functionality
l FortiNDR Cloud Sensor v1.9.0

l Resolved Issues

New Functionality

Tag and comment events

You can communicate with other members of the security team by adding a tag to an event in an investigation.
The new Tags column is available from the investigation results and Search Timeline modules. To tag an event,
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Version History (2023)

click the Tag column next to the event to open the Tag and Comment dialog.

After the tag and comment are saved, an icon appears in the Tag column informing other members of team
further action is required.

You can also search for a tag using the Additional Filters dropdown.
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Version History (2023)

Improved Functionality

FortiNDR Cloud Sensor v1.9.0

l The FortiNDR Cloud sensor image has been updated to version 1.9.0. For more information, see FortiNDR
Cloud sensor release notes.

15 May 2023 version 2023.4.1

l Improved functionality
l Detections table

l Resolved Issues

Improved functionality

Detections table

l The Visualizer view was added to the toolbar in the Detections Table.
l The total number of detections is displayed in the banner above the Detections Table in both Visualizer and

Table views. This is useful when there are more detections that are visible in the view.

24 April 2023 version 2023.4

l New Functionality
l Detections table
l Bulk Entity Export
l Muted Devices page

l Improved Functionality
l Enable/Disable Subscriptions

l Resolved issues
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Version History (2023)

New Functionality

Detections table

The new Detections Table view displays the detections visible on the MITRE ATT&CK dashboard widget as a
filterable table. By default, the table displays detections for the last two weeks and displays information about
the detection and the rule. Click the link in the Lifetime Events column to view related pages.

To access the Detections Table:

l Click a detection in the MITRE ATT&CK dashboard widget
l Go to Detections > Detections Table.

Bulk Entity Export

The Entity Lookup page now supports bulk searches and exports. To use this feature, enter multiple IPs or
domains in the search field separating each entity with a space. After the results are returned, you can click the
Export button to download the data in CSV format.
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Version History (2023)

Muted Devices page

Muted devices are now displayed in their own page. To view the Muted Devices page, open a rule and click the
Settings menu and then select Muted Devices.

Improved Functionality

Enable/Disable Subscriptions

The My Subscriptions page has been simplified. The Disable was removed from the left side of the page. To
enable/disable click use the Actions menu at the right side of the page.

10 April 2023 version 2023.3.1

FortiNDR Cloud 2023.3.1 includes bug fixes but no new features were released.

27 Mar 2023 version 2023.3

l New Functionality
l Column profiles
l Manage annotations

l Improved Functionality
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Version History (2023)

l Observations
l MITRE ATT&CK drop-downs
l Sensor release notes

l Resolved issues

New Functionality

Column profiles

Custom column profiles can be created for any table that allows columns to be selected. When selecting the
individual columns or column profile for a table, they are organized into groups.

Custom profiles can be shared with other users in your company by selecting Shared Profile when creating or
editing a profile.

The profile will then be available to other users when they are selecting a column profile for a table.
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Version History (2023)

Manage annotations

Annotations can now be accessed directly from the settings menu.

Improved Functionality

Observations

The y-axis of the Observation widget and observation details page tables no longer show decimal numbers, as
all of the results are whole numbers.
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Version History (2023)

The legend is removed from the bottom of the table, and instead the colored dots are next the observation titles
in the observation list.

MITRE ATT&CK drop-downs

MITRE ATT&CK drop-down menus all use a tree menu to simplify selecting the requires technique or techniques.
All of the techniques names are shown, and hovering over a name will show a tooltip that includes the ID and
name. The MITRE ATT&CK list on the Visualizer page only shows the techniques that are present in the
visualization.

The drop-downs can be searched using the ID or the name of the technique.
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Version History (2023)

Sensor release notes

Sensor release notes can be accessed directly from the sensor image download page.

13 Mar 2023 version 2023.2.1

FortiNDR Cloud 2023.2.1 includes bug fixes, but no new features. See Resolved Issues on page 51.
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Version History (2023)

27 Feb 2023 version 2023.2

l New Functionality
l Investigations API
l Observation descriptions

l Improved Functionality
l Playbook access
l Playbook time frames
l Impacted devices table
l Persistent investigations table
l Flow state pop-up
l Default investigation names

l Discontinued Functionality
l VPC option for new detection rules
l Legacy account version

New Functionality

Investigations API

The Investigations API is a public API used to manage investigations and queries. With it, you can
programmatically run queries in FortiNDR Cloud, run playbooks, and use other investigation functionality.
Documentation is available upon request.

Observation descriptions

Observations include a description of the observation on the observation's detail page. The description is also
available in the metastream and IQL.
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Improved Functionality

Playbook access

Playbooks can be added directly from the Investigations menu in the banner.

Clicking Investigations > Playbook opens the Add Playbook pop-up window.

Playbook time frames

The default playbook time frames are now based on the recommended time frame listed for each playbook, as
opposed to defaulting to seven days for every playbook.
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Impacted devices table

The impacted devices table is improved.

l Columns can be added to and removed from the table.
l The column order and width can be adjusted by clicking and dragging the column headers.
l Columns can be locked to the left side of the table by clicking the lock icon in the column header when

hovering over the header. These column will continue to be visible when you horizontally scroll through the
columns in the table. The Action column is always locked to right side of the table.

l The table is not paginated; all of the rows can be seen by scrolling down.
l The table can be sorted by left clicking on a column header. Right clicking on a column gives the options to

copy the column values as a comma or newline separated list, or to hide the column.
l The table layout is saved after leaving the page, and can be reset from the column selection menu.
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Version History (2023)

Persistent investigations table

The selected sorting of the investigations table is persistent. For example, if you sort the table by date updated
and then browse to a different page in the GUI, the investigations table will still be sorted by date updated when
you return to the investigations page.

Flow state pop-up

After doing a timeline search, mousing over a flow state value shows a pop-up with the flow state details.
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Default investigation names

When creating a new investigation from the Investigations list view, to prevent name collisions, instead of a
default name of New Investigation, the default name for new investigations is now the first and last name of the
user that is creating the investigation with a time and date stamp of when the investigation was created.

For example: Philip Fry - 2023-03-01 00:17:42 (UTC).

When creating a new investigation from a detection, to prevent the subject of the investigation from being
truncated due to column width limitations, instead of a default name of Investigation from detection rule
<detection rule name>, the default name for new investigations is now the name of the detection rule and the
first and last name of the user that is creating the investigation with a time and date stamp of when the
investigation was created.

For example: Cobalt Strike Encrypted Philip Fry - 2023-03-01 00:14:10 (UTC).
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Discontinued Functionality

VPC option for new detection rules

When creating a new detection rule, VPC cannot be selected as a data source.

Legacy account version

When creating a new account, the FortiNDR Cloud version is set to Modern; Legacy can no longer be selected.
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Version History (2023)

07 Feb 2023 version 2023.1.1

FortiNDR Cloud 2023.1.1 released with updated Fortinet branding. No new features were released.

30 Jan 2023 version 2023.1

l New Functionality
l Observation Detail Switcher
l Forward and Back Keyboard Shortcuts
l Bulk Entity Lookup

l Improved Functionality
l Updated Detection API in Visualizer
l PDNS Links on the Entity Panel

New Functionality

Observation Detail Switcher

On the Observation detail page, the observation drop down allows you to switch to other observation that are
available for your account. The date range of the shown data can also be configured.
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Forward and Back Keyboard Shortcuts

The keyboard arrow keys can be used to navigate to the previous and next query results in an investigation or
ad hoc timeline when they are not active in another page element. The left arrow key navigates to the previous
result, and the right arrow key navigates to the next result.

Bulk Entity Lookup

Multiple IP addresses and domain names can be looked up on the Investigation Entity Lookup page. Entries are
separated by spaces.
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Version History (2023)

Right-click on a result and select Entity Lookup to view the intelligence panes.

Improved Functionality

Updated Detection API in Visualizer

The time filters in the detection API are used to retrieve the detections for the selected time range, instead of
retrieving all of the detections and then filtering them. This makes retrieving and filtering detections much
faster. The detection limit is also increased from 1000 to 10000.

PDNS Links on the Entity Panel

PDNS links on the entity panel function like normal links. Clicking on the link replaces the entity panel with the
panel for the clicked on element. Right-clicking opens a context menu.
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Version History (2023)

Option Description

Entity Lookup Open the entity lookup page for the item.

Copy to Clipboard Copy the item to the clipboard.

Playbooks Launch playbooks. This options is not available for ad-hoc search result
items

Investigate Show appropriate pivots for the item type. This options is not available for
ad-hoc search result items.

Search Events Show the event searches appropriate for the type. The text in the search
box is replaced, but the search will not run automatically. This options is
only available for ad-hoc search result items.Types include: IP: - ip='IP' -
dst.ip='IP' - src.ip='IP'domain: - domain='domain'
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Resolved Issues

Resolved Issues

The following issues have been fixed in version 2023. To inquire about a particular bug, please contact
Customer Service & Support.

2023.12

Description

The GUI no longer displays all users from any account in a single account view.

Billing Dashboard: On the first and second days of the month, the GUI now displays Current Month Usage is
not yet available instead of No Data.

Fixed the breadcrumb thread in the My Rules page.

Admins with access to single account can no longer view messages from all accounts.

Resolved an issue where a refresh was required to view results of a specific IQL query in an investigation.

Resolved an issue where the filters in the Detections Table did not close.

The pagination in the Sensor table no longer breaks when there are too many tags.

Resolved a minor issue with the Sensor label styles.

The Edit Features settings in the Sensor details page are working as designed.

Resolved a minor issue where changes to the Sensor location setting were not being saved.

Pivoting from the Manage Rules page to the Detection Rule detail view no longer displays a rule page with
empty data.

Fixed an issue where clicking Account Management in the breadcrumb displayed all users.

2023.11

An issue where the URL format was blocking SAML logins has been resolved.

The UI no longer throws an error when viewing a parent account with no children accounts.

The User Management table no longer displays all the users from all the accounts the current user has access
to.
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Resolved Issues

2023.10

Fixed an issue in the Detections Table where resolved detections were not being refreshed.

Updating the logic for the first time will no longer return an error in the Detections Table .

The complete domain name is no longer hidden in Entity Panel.

The Mitre Attack widget no longer returns an error when there is no in the on Rules field.

2023.9.1

Resolved an issue in the monthly billing dashboard where September disappeared and was replaced with
October.

Users with access to the parent account are now able to see overall bandwidth usage without an error
message.

DHCP and Mac are no longer missing for some devices

Investigation list search now shows data when a user searches from a page other than page 1.

2023.9

Description

The time range when pivoting from adhoc timeline page to search page has been fixed.

The error in Create New User has been removed.

Selecting uri search on aggregation table now shows correct query.

The Sensor api no longer throws an error in the account management page

Do not allow "include child account" unless Admin has "include child accounts"
Include child account is now disabled until the Admin has enabled Include child accounts.

The alignment of the columns when the Sensor table is condensed has been fixed.
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Resolved Issues

2023.8.1

Resolved an issue where logout and re-login directs user to an error page.

OSS vulnerabilities: CWE-843, CWE-915

2023.8

Observation Detail: The data displayed in the graph did not match the data displayed in the table.

Account Management: Fixed the width of Account Selection dropdown.

Billing Summary: Graph displayed incorrect bandwidth when switching accounts.

Date Picker: Error message was not appearing correctly.

2023.7

Fixed the color styling for empty table cells in dark mode.

In the child account selector, an issue with finding items in a long list has been resolved.

Portal sensor telemetry is able to display data when viewed as a group.

The Bulk Add indicator feature has been fixed.

An issue with resizing in the Investigation page has been fixed.

Resolved an issue where the sensor serial number becomes Unknown after an update.

In Detections, the custom filter test results table has been fixed.

The spacing in the date range picker has been fixed.

2023.6.1

Fixed display issues in Portal sensor telemetry view.

Improved color styling for empty columns in dark mode.

Fixed issues with the bulk indicator.

Improved user experience in the child account selector.
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Resolved Issues

2023.6

Issue preventing users from accessing Account Management page has been fixed.

The Create Account button in Child Accounts tab is fixed.

Some rules will no longer display RangeError: Invalid time value when viewed from the All account

Resolved issues with Sensor Telemetry chart not showing data when Last 90 days is selected.

Unexpected behavior in custom detection has been resolved.

Fixed irregularities in Investigation List.

2023.5.1

Invalid tooltip in the Visualizer has been fixed.

Invalid dates in the date picker has been resolved.

An issue with overlapping icons in the Visualizer has been fixed.

The height selector in the Detections page has been fixed.

2023.5.0

The date picker no longer selects an invalid date when you add a query to an investigation.

The Add Notes feature in the Investigations module will no longer send blank notes.

The Enter key now works when searching annotations.

The scroll box in the Indicators in Impacted Devices pane have been improved.

Telemetry is not shown when All accounts are selected.

The rule information pane no longer takes up the entire screen in rules with long descriptions.

2023.4.1

The Detections table and Mitre-Detections widget can fetch inactive rules.
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Resolved Issues

The Date Range filter in the Entity Panel shows the current range.

The row selection has been fixed in the Manage Subscription page and in Change Edit/Create Subscription
Into Modal.

The digest time has been fixed in the Manage Subscription page.

The TimeZone values are now dynamic.

2023.4

Fixed styling issues for Exclude New Device dialog.

Data is copied to clipboard for the Intel field under Investigations > Events.

The Account column is no longer missing from the CSV export.

Date Picker in Adhoc search no longer shows an invalid date error for a valid date.

The Edit a excluded device/range dialog is now working as expected.

The Action column in Select New Query, no longer moves around the page.

2023.3.1

When configuring a time range, the date picker allows selecting a date outside the current month.

When managing annotations, the default resolution no longer prevents access to buttons at the bottom of the
page.

Resizing a column now works as expected.

The notification widget is no longer the entire width of the browser.

2023.3

In the Resolved Detections widget, the chart no longer overlaps the legend and the chart tooltip is now
constrained within the chart.

Could not add spaces to search fields in drop-down lists with checkboxes.

When adding a new query to an investigation, the date range picker now displays the correct date range.
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Resolved Issues

On the Reports page, the date range picker now uses UTC instead of local time.

Packet capture breadcrumb links now work as expected.

2023.2.1

On detection details pages, the Devices Impacted number was not updated after a Bulk Resolve Detections.

Updated links to ISO images and documentation from the sensor ISO image download pane.

Extraneous This dashboard does not exist notification no longer displayed after deleting a dashboard.

Ad hoc queries can be saved from the action drop-down menu.

OSS vulnerabilities: CWE-843, CWE-915.

FortiNDR Cloud 2023 Release Notes 56
Fortinet Inc.



www.fortinet.com

Copyright© 2025 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet
names herein may also be registered and/or common law trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other
metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and
other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to
the extent Fortinet enters a binding written contract, signed by Fortinet’s Chief Legal Officer, with a purchaser that expressly warrants that the identified product will perform according to
certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet.
For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants, representations,
and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most current
version of the publication shall be applicable.

http://www.fortinet.com/
https://www.fortinet.com/

	FortiNDR Cloud release notes
	Version History (2023)
	13 December 2023 Version 2023.12.0
	15 November 2023 Version 2023.11.0
	25 October 2023 version 2023.1.0
	6 October 2023 version 2023.9.1
	27 September 2023 version 2023.9
	13 September 2023 version 2023.8.1
	21 August 2023 version 2023.8
	31 July 2023 version 2023.7
	17 July 2023 version 2023.6.1
	26 June 2023 version 2023.6
	12 June 2023 version 2023.5.1
	25 May 2023 version 2023.5.0
	15 May 2023 version 2023.4.1
	24 April 2023 version 2023.4
	10 April 2023 version 2023.3.1
	27 Mar 2023 version 2023.3
	13 Mar 2023 version 2023.2.1
	27 Feb 2023 version 2023.2
	07 Feb 2023 version 2023.1.1
	30 Jan 2023 version 2023.1

	Resolved Issues
	2023.12
	2023.11
	2023.10
	2023.9.1
	2023.9
	2023.8.1
	2023.8
	2023.7
	2023.6.1
	2023.6
	2023.5.1
	2023.5.0
	2023.4.1
	2023.4
	2023.3.1
	2023.3
	2023.2.1


