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Overview

Use the FortiManager Integration App to send configuration change requests to FortiManager to execute scripts and
install configurations on FortiGate devices.

The FortiManager Integration App can get configuration change requests from the app GUI or any ServiceNow app
through the app API. The API provides functionality for admins to further automate tasks involving FortiManager on
ServiceNow.

The FortiManager Integration App is supported for desktop use in English and is available in the ServiceNow Store. See
Downloading the Security Operations FortiManager Integration App on page 7.

FortiManager guides

For information on using FortiManager, see the FortiManager guides in the Fortinet Document Library, especially the
Administration Guide, the Release Notes, and Best Practices.
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Requirements

ServiceNow requirements

You need a ServiceNow subscription to download and use ServiceNow apps, including the FortiManager
Integration App.

ServiceNow roles

The ServiceNow account must have the right roles to submit change requests. For information on ServiceNow roles, see
the ServiceNow product documentation such as Base system roles.

You also need FortiManager Integration App roles to perform the following tasks:

Role Description

x_forti_fmgintgv2.sys_prop_read Can read the contents in System Properties.
x_forti fmgintgvZ.sys prop write Can read and modify the contents in System Properties.
x_forti fmgintgv2.fmg script read Can read the list of change requests and related details.

x_forti fmgintgv2.fmg script_write  Can submit change requests and read the list of change requests and
related details.

FortiManager and FortiManager Integration App requirements

« The FortiManager Integration App works with one FortiManager device at a time. However, it can work with multiple
ADOMs on FortiManager. See Configuring the FortiManager Integration App on page 8 on selecting FortiManager
ADOMs.

» The FortiManager Integration App only executes scripts that are already defined in FortiManager.

» You can define CLI scripts to be executed on the FortiManager Device Database, Policy Package or ADOM
Database, or Remote FortiGate Directly (via CLI).

+ Inthe FortiManager Integration App GUI, you can limit the script selection to scripts with specific prefixes.

« Although FortiManager cannot currently run scripts with variables, the FortiManager Integration App can take
variables in scripts and replace them with the desired values before execution. See Using FortiManager
Integration App on page 11.

« The FortiManager Integration App automatically detects the FortiManager workspace mode. If workspace mode is
enabled, it must be set to normal. Workflow mode is not supported.

e The FortiManager ADOM Mode must be set to Normal. Advanced mode is not supported.

For more information, see the FortiManager Administration Guide in the Fortinet Document Library.
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Setting Up FortiManager

Set up FortiManager to use the Security Operations FortiManager Integration App.

Task Description

Create or select an account to This account does not require a Super_User administrator profile and Trusted
use for integration with the Hosts does not need to be turned on.
FortiManager Integration App. For more information, see the FortiManager Administration Guide in the Fortinet

Document Library.

Set up JSON-RPC read-write API calls from the app require the account to have JSON-RPC read-write
permission for the account. permission.
Use CLI commands to set JSON-RPC permission:
config system admin user
edit servicenow account
set rpc-permit read-write

end
Install a trusted, signed SSL ServiceNow requires a trusted, signed SSL certificate and CA certificate for
certificate and CA certificate for communication with FortiManager.
secure APl communication. For more information, see the Certificates section in the FortiManager

Administration Guide.

If workspace mode is enabled, Only normal workspace mode is supported. The app automatically detects the
ensure it is set to normal. FortiManager workspace mode.

For more information, see the FortiManager Administration Guide in the Fortinet
Document Library.

Ensure ADOM Mode is set to In FortiManager > Advanced Settings, ADOM Mode must be set to Normal.
Normal. Advanced mode is not supported.

Using FortiManager scripts

Create scripts in FortiManager to be used in FortiManager Integration App.
Use a FortiManager admin account to create or modify scripts.

The FortiManager Integration App clones the script and replaces any variables with the value provided in FortiManager
Integration App GUI or API; and then submits the change request to FortiManager.

Variables in FortiManager scripts must meet the following requirements:

« Script variable names can only use upper case A-Z, lower case a-z, or underscore (_).
« Script variables must use the format: $ { variable name}.

For information on creating FortiManager scripts, see the FortiManager Administration Guide in the Fortinet Document
Library.
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Setting Up FortiManager

Downloading the Security Operations FortiManager Integration App

You need a ServiceNow subscription to download and use ServiceNow apps, including the FortiManager
Integration App. For more information, see the online help in https://store.servicenow.com.

To download the FortiManager Integration App:

1. Go to the ServiceNow store at https://store.servicenow.com.
2. Search for the FortiManager Integration App.

3. Follow the onscreen instructions to download the FortiManager Integration App.

After downloading the FortiManager Integration App, add it to the Favorites menu for easy access.
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Configuring the FortiManager Integration App

Configuring the FortiManager Integration App

The ServiceNow account must have sufficient permissions. The account must have the x_forti fmgintgv2.sys
prop_write role to create and submit change requests.

To configure the FortiManager Integration App:

1. Open the FortiManager Integration App and go to FortiManager System Properties.

servicenow Al Favorites  History  Platform Analytics Workspace

App Engine Studio

Build apps fast.

Build low-code apps quickly. Create from scratch or templates. Safely scale
cross-enterprise experiences that users love.
Al on one platform.

Let's Go

Go Further

Power your workflow applications
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Configuring the FortiManager Integration App

2. Enter the information for connecting to the FortiManager API:

servicenow

Al Favorites  History  Platform Analytics Workspace ServiceNow

£ System Properties ‘Security Operations FortiManagerV2 Integration v20.33

Connection to FortiManager API

100552 231002 (Interim)
isabled

Connection to ServiceNow API

App Settings

* FortiManager ADOMs

oot

FortiManager Script Prefix

Q

Options

Delete scrpts from Fortianager afte execution

Domain The FortiManager domain name without the protocol, for example,
fortimanager.myorganization.com.

The domain must have a valid HTTPS certificate.

Port Number The access port number that will be used for a communication tunnel between
FortiManager and the ServiceNow instance (by default 443).

Username FortiManager administrator that has JSON API with read-write access enabled.

Password The password for the FortiManager administrator.
3. Enter the information for connecting to the ServiceNow API:

Username The ServiceNow instance user with the set roles:
e x forti fmgintgv2.sys prop read
e x forti fmgintgv2.sys prop write
e x forti fmgintgv2.fmg script read
e x forti fmgintgv2.fmg script write

e import transformer

Password The password for the FortiManager administrator.

4. Enter the information for the app settings:

FortiManager ADOMs Select the FortiManager ADOMs the app can access. First time users can select
root.

FortiManager script You can limit the script selection in the app GUI to scripts with specific prefixes. If

prefix desired, enter the prefixes in this field.
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Configuring the FortiManager Integration App

Options If you want to delete the cloned scripts, select Delete scripts from FortiManager after
execution.

5. Click Save to update the System Properties page, and the ADOM list will be populated.

SErviCeNOW Al Favortes History Platform Analytics Workspace ServiceNow

ForiiManager Adom list has been updated or populated. Please select one or more availble FortiGate ADOM

Connection to FortiManager API

* Domain * Port Number
hitps:// | fmgsrvn01 fortinet com 443
* Usemame * Password
demo P —

Version: v7.010-build0552 231002 (Inerim)
Workspace Mode: disabled

Connection to ServiceNow API

* Usemame * Password

service_api

App Settings

* FortiManager ADOMs

[ -

Demo
PFS_DC-CHAOS
nc

| LUXEMBOURG
GASINS
_MONOPRIX_V64

TURALIA >

®

6. Under App Settings > FortiManager ADOMs, select the ADOM that you want to use from the populated list, and click
Save.

SErviCeNOW Al Favortes History Platform Analytics Workspace ServiceNow

£ System Properties ‘Security Operations FortiManagerV2 Integration v20.33

/) System properties have been saved

Connection to FortiManager API

* Domain * Port Number
hitps:// | fmgsrvn01 fortinet com 443
* Usemame * Password
demo P —

Version: v7.010-build0552 231002 (Inerim)
Workspace Mode: disabled

Connection to ServiceNow API

* Usemame * Password

service_api

App Settings
+ Fonianager ADOMs
oemo .

FortiManager Script Prefix

Q

Options

Delete scrpts from Fortianager afte execution

save
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Using FortiManager Integration App

You can create change requests using the FortiManager Integration App GUI or the API.

To create change requests using the FortiManager Integration App API, see API reference on page 18.

Creating change requests in the FortiManager Integration App GUI

The account must have the x_forti fmgintgv2.fmg script write role to create and submit change requests.

To create a change request:

1. InFortiManager Integration App, go to FortiManager Changes.

SErviCenOW Al | Favortes | History Platform Analytics Workspace ServiceNow %

YV Filter I3 ‘Security Operations ForiManagerV2 Integration v20.33

£3 Syste
Home
v FortiManagerV2 App
D FortiManager Changes
D FortiManager System Properties

D FortiManager Support

hitps:// | fmgsrvn01 fortinet com 443
Usemame Password
demo -

Version: v7.0.10-bulld0552 231002 (Interim)
Workspace Mode: disabled

Connection to ServiceNow API

* Usemame * Password

App Settings
+ Fonianager ADOMs

bemo
Foritanager ertPrfx

a

Options

Delete scripts from Fortianager afte execution

httpsi/dev107373 sevice-now.com/x_forti fmgintgv?_app_fmg_scriptdo
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Using FortiManager Integration App

2. Click the menu icon beside the ADOM name and select New Change.

servicenow

Al

History  Platform Analytics Workspace

ServiceNow

ortiManager Changes

ADOM

Creation Time

Type Description Status Last Update
FoT70 2023103214704 Device Database - Instalaton - Done 202310-13 21:47:45
SID0000000000035 FeTT0 2023103214500 Device Database = Execution - Error 20231013 214523
SID0000000000034 FeTT0 2023103214316 Device Database 001 Execution - Error 202310-13 21:43:41
SID0000000000033 FoT70 2231005225112 Device Database 7010 Instaltion - Done 202310.05 22:52.08
SID0000000000032 FoT70 2231005224951 Device Database 7010 Execution - Error 202310.05 225024
SID0000000000031 o2 2023090522548 Device Database 7 Instaltion - Done 202300-05 23.26:46
SID0000000000030 o2 2023090521642 Device Database 7 Execution - Error 202309-05 23:16:49
SID0000000000029 FoT70 2230905201100 Device Database 7 Instaltion - Done 202300-05 22:3453
SID0000000000028 FoTos 2230005200125 Device Database o Instalaton - Done 202300-05 22:34:49
SID0000000000027 FoTos 2023000515530 Device Database o Instalaton - Eror 202300-05 22:34:42

Total 31 items

3. Enter the Customized Script Description and click Next.

SEerviCeNnOW Al Favorites  History Platform Analytics Workspace ServiceNow

Close
New Change

a Change Description

* Customized

cript Description | Install vian to target FGT device

Previous | Next

save | Submit

4. Selecta FortiManager ADOM and click Next.

ServiCeNnOW Al Favorites  History  Platform Analytics Workspace ServiceNow %
Close
New Change
[©) — e Select ADOM
* FortiManager ADOM!
Demo
Previous | Nest

save  Submit

5. Select a FortiManager Script and click Next.

servicenow All Favorites History Platform Analytics Workspace ServiceNow %
Cose
New Change
9 @) - ° Select Script
« ForiManager Scrip
instal van22
Previous | Next

save  Submit
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Using FortiManager Integration App

6. If necessary, enter the desired value for variables and click Next. You can see a preview of the script.

ServiCeNnOW Al Favorites  History  Platform Analytics Workspace ServiceNow %
Close
New Change
[©) P— — - 7°selvamh\es
No Customized Variables Found Preview
config system interface
edit "vian22"
set vdom "root"
set allowaccess https hito
set alias "wip2s0"”
set estimated-upstream-bandwidth 10000
set estimated-downstream-bandwidth 10000
set role wan
set interface "port2"
set vianid 22
next
end
4
Previous | Next save || Submit
ServiCeNOW Al Favorites  History  Platform Analytics Workspace ServiceNow % > @
Close
New Change
(2) Change Des: P ctADOM (7)) select Script ) Sset Variables eseleclnev\ces
FortiManager Devices ~ | selctan
FoTVMG2
Provious | Next save || Submit

8. To save the script as a draft, click Save. To run the scriptimmediately, click Submit.

SEervicenow Al Favorites History  Platform Analytics Workspace ServiceNow % ® °

# FortiManager Changes

D ADOM Creation Time Type Description Status Last Update
SID0000000000037 Demo 2023-10-17 18:43:05 Device Database nstall vian to target FGT device Draft 2023-10-17 18:45:00
SID0000000000036 FGT-70 20231013 21:47:04 Device Database test Installation - Done 2023-10-13 21:47:45
SID0000000000035 FGT-70 2023-10-13 21:45:00 Device Database est Execution - Ermor 2023-10-13 21:4523

FoT70 2021043214316 Device Database 001 Execution - Error 20231043 214341
FoT70 2231005225112 Device Database 7010 Instalation - Done 20231005 225206
SID0000000000032 FGT70 2231005224951 Device Database 7010 Execution - Error 20231005 225024
SID0000000000031 o2 2023090522548 Device Database 7 Instalation - Done 20230905 232646
SID0000000000030 fotr2 2230905231612 Device Database 7 Execution - Error 20230905 23:16:49
SID0000000000029 FGT70 2023090520100 Device Database 7 Instalation - Done 20230905 22:3453
SID0000000000028 FoT64 2230905200125 Device Database 64 Instalation - Done 20230905 22:34:49
Tola 32 tems BRBRnE

Viewing change requests details in FortiManager Integration App

The accountmusthave x forti fmgintgv2.fmg script readrole to view the list of change requests and related
details.

The FortiManager Changes page displays the list of change requests with summary information including their Status.

The ID number is the task ID in FortiManager System Settings > Task Monitor.

FortiManager ServiceNow Integration App 7.2.0 User Guide 13
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Using FortiManager Integration App

ServiceNow

servicenow Al Favorites History  Platform Analytics Workspace

# FortiManager Changes

D Apom Creation Time Type Description stas Last pdate
$ID0000000000035 FGT-10 2003-10-132147:04  Device Database os Instaliation - Done 202310-13 214745
$ID0000000000035 FGT-10 2231013214500 Device Database os Executon - Error 2023-10-13 21:45:23
SID0000000000034 FoTT0 2231013214315 Device Database 001 Execution - Error 20231013 214341
5ID0000000000033 FeT70 2231005225112 Device Database 7010 Instalation - Done 20231005 2252.06
$1D0000000000032 FoT70 2231005224951 Device Database 7010 Execution - Error 20231005 22:50:24
$1D0000000000031 fot72 2230005232548 Device Database 2 Instalation - Done 20230905 232645
SIDO000000000030 fat72 202300.052346:42  Device Database ) Executon - Error 20230905 23:16:49
SID0000000000029 FGT-70 2230905201100 Devics Database 70 Installation - Done 20230905 2234553
$ID0000000000028 FoT-64 2230005200125 Device Database 64 Instaliation - Done 2023.00.05 223449
SID0000000000027 FoT-64 2023000519530 Device Database 64 Instalation - Error 2023:09.05 223442

Total 31 tems ‘_‘ 2 >

To view details, click the change request. The Change Details page shows the details of the script including the ADOM,
Configuration Script, Execution Details, Installation Details, FortiManager Execution Log, FortiManager Installation Log,
and other information.

» The FortiManager Execution Log section shows details of FortiManager script execution.

» The FortiManager Installation Log section shows details of FortiManager installing the configuration on FortiGate.

To cancel a change request before completion, click Cancel Change.

For scripts that timed out, a Retry button is available for you to run the script again.

servicenow

Al Favorites  History Platform Analytics Workspace

ServiceNow

Close

Change Details

Execution Details

Cancel Change

D SIDODO0000000037 Execution Status | Retry
Creation Time ~ 2023-10-17 18:43:05 TeskiD 0
Type  Device Database Progress 0%
Description  Install vian to target FGT device Last Update  2023-10-17 18:45:26
4 Installation Details
ADOM Demo Instaliation Status
Device(s) FGTVME2 TeskiD 0
script - install vian22 Frogress 0%
Configuration Script  config system interface Lot Update 2023410417 19:45.25

edit "vian22"
set vdom "root"
set allowaccess hitps hiip
set alias "wip2s0"
set estimated-upstream-bandwidth 10000

FortiManager Execution Log

Name Progress Detail
No D
FortiManager Installation Log
Name Progress Detail
No Ds

To ensure that script execution results match , users can go directly to FortiManager/FortiGate to view the
Configuration/Task Monitor.
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Troubleshooting

Error messages in the FortiManager Integration App GUI and in the ServiceNow Application Logs indicate the problem
and usually includes recommendations to correct the issue.

Connection issues

To troubleshoot connection issues between FortiManager and the FortiManager Integration App:

1. InFortiManager, go to System Settings > Administrators.
a. Click the account used for integration with the FortiManager Integration App and check that settings are
correct.
See Setting Up FortiManager on page 6.
2. Check that you have set up JSON-RPC permission correctly.
See Setting Up FortiManager on page 6.
3. Goto the FortiManager Integration App System Properties.
a. Check that the connection settings are correct, especially the domain name, port number, ADOMs, and API
credentials.
See Configuring the FortiManager Integration App on page 8.
If connection settings are incorrect, the app displays an error message when you click Save.
b. Check that you are using a supported version.
4. Check that the FortiManager is missing a certificate, or if the certificate is incomplete. ServiceNow requires a trusted
certificate on FortiManager to establish a secured connection.
a. In ServiceNow, go to Application Log > Errors. The following error may indicate the certificate is incomplete:
fileName:;line:0;errorMessage:org.apache.commons.httpclient.HttpException:SSLPee

rUnverifiedException

ssLi ortiManager Integration V2

@ 2200430141456 Eror FortiManager: fileN

® 22000105 Error FortiManager. ; e httpelient ssus ortiManager ntegratio

ss ortiManager Integration V2 Script include: Utilsrv

@ 2200430141455 Eror FortiManager: fileN

Use a third-party service such as digicert or ssishopper to identify the errors on the FortiManager side.
In FortiManager, go to System Settings > Certificates, to fix the certificate errors, such as adding an
intermediate CA certificate.
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Troubleshooting

Other issues

Issue Possible solutions

Cannot update FortiManager System Check that your accounthas x _forti fmgintg.fmg
Properties system property write permission.
Cannot see FortiManager scripts in GUI Check that the script prefix is set correctly.

selection menu

Cannot see devices for a Policy Package script Check that the devices are in the FortiManager Installation
Targets for the selected Policy Package.

To view log message errors, go to ServiceNow, click All applications and search for System Log. Then select Application
Logs.

In the App Log pane, check for errors. You can filter by keywords to search for messages.

Performance considerations

The following values have been tested. Higher values might work but have not been tested.

Maximum ADOMs 5

Maximum FortiGates per ADOM 100

Maximum policy packages per ADOM 20

Maximum installation targets per policy package 100

Maximum objects per ADOM 20 schedules, 100 services, 800 addresses, 80 interfaces
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Reference information

Reference information

These sections include reference information on the FortiManager Integration App workflow and how to use FMGApiCli
to integrate the FortiManager Integration App with other ServiceNow apps.

Integration workflow

The following diagram shows the end-to-end process from the time when a configuration change request is submitted on
ServiceNow to the time when the configuration is installed on managed devices.

ServiceNow — FortiManager
FMG App FMG Scripts
= App Running Tasks:
Admins GUI Acquire Lock N )
Create s:.n‘pt > Device DB Scripts | Execution / Device DB | Installation _
Execute Script
Check Execution status |,/
Install Script NI
Check Installation Status =
% Policy Package N " L L Managed
Release Lock < ‘ yPackage 1 > Policy Package DB | instal 28
| ° - ‘ Scripts )’ xecution / Olcy acl age |_Installation _ Devi:es
Business N/ App . E
ques /“fﬂ? FMG Change N
ap Table Remote CLI Scripts | Execution & Instalktion >
| 1 7~ \
N~
Other Transf?(r: Maps
ServiceNow SN ar
Apps APl | N
| ) SNImport Sets

When a change request is submitted, it goes through steps to create and run a script on FortiManager and install the
configuration on target FortiGates. These steps are scheduled tasks which run within the app.

When a change request completes a task successfully, it starts the next task until all tasks are completed. If a task fails at
any point, the task retries within certain intervals for a maximum number of times as shown below:

Task Interval (seconds) Maximum attempts
LockADOM 6 Indefinite
CreateScript 6 18
ExecScript 6 18
DeleteScript 6 18
CheckExec 20 18

Install 6 18
Checklnstall 20 18

FortiManager ServiceNow Integration App 7.2.0 User Guide
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APl reference

API reference

This section shows how to use APlIs to integrate the FortiManager Integration App with other ServiceNow apps.

API calls to the app use the ServiceNow API credentials configured in FortiManager System Properties. No further
authentication is done.

API calls are allowed from anywhere in the ServiceNow platform. Consider limiting access to
ServiceNow scripts to users with authorization to create FortiManager change requests.

There are three APIs for inbound integration:

* CreateScript - Creates and executes scripts and configuration installations.
* CheckExec - Checks script execution status on FortiManager.
» CheckDeploy - Checks configuration installation status on FortiManager.

Using CreateScript

Request object:

{
"method™: "POST",
"params™: [
{
"url": "CheckDeploy",
"script": "string™,
"description™: "string",
"scriptvVars™: |{
"wariable 1": "string",
"wvariable 2": "string",
Fr
"adom": "string”,
"policy™: "string™,
"devices": "string",

FortiManager ServiceNow Integration App 7.2.0 User Guide
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APl reference

Request parameters:

Name Description

method

params

Should be “POST”

url

script
scriptVars
adom

devices

description

Policy

Should be “CreateScript”

Name of script template in FortiManager GUI.

Optional: If a script template includes variables, specify the value of variables.
The ADOM which the script template belongs to.

Optional: If the type of scriptis device database or remote device, specify the
name of devices.

Description of this new change.

Optional: If the type of scriptis adom database, specify the name of policies.

Sample CreateScript request:

2 ‘method”:

"params”: [

FortiManager ServiceNow Integration App 7.2.0 User Guide
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APl reference

Sample CreateScript response:

3

5

G

8 witable/x_forti fmgintzv2_fmg script/c2c48c5f1b4e02508d2a326fdcdbebed”,
2

18

11 i

12 “status"y {

13 code™: @,

14 message”: "0
16 1

Using CheckExec

Request object:

{
"method": "POST",
"params™: [
{
"arl": "CheckExec™,
"number": "string",
}
1
}

Request parameters:

Name Description

method Should be “POST”
params url Should be “CheckExec”

number The unique tracking string for ServiceNow table. It can be retrieved from the display
value variable from “Create Script” response.

Sample CheckExec request:

2 "method”: - "POST",
. S
} €xr .
FortiManager ServiceNow Integration App 7.2.0 User Guide 20
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APl reference

Sample CheckExec response:

2 “data®: i
3 adom®: “FGT-74°,

4 numbez": "SIDO2DSARE

svs_updated_on

Using CheckDeploy

Request object:

{
"method™: "POST",
"params": [
{
"url": "CheckDeploy"™,
"number™: "string”
}
1
}

Request parameters:

Name Description

method Should be “POST”
params url Should be “CheckDeploy”

number The unique tracking string for ServiceNow table. It can be retrieved from the display
value variable from “Create Script” response.

Sample CheckDeploy request:

2 *method”:  "POST",
3 “params”~:-[{
url®: - "Checkbeploy”,
5 number”: - "5IDGREGEG3088TE2"

FortiManager ServiceNow Integration App 7.2.0 User Guide
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APl reference

Sample CheckDeploy response:

e~ =
(R TR R T - - T
¥
C
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Change Log

Date Change Description

2024-05-14 Initial release.
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