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Date Change Description

12/23/2025 Release of FortiSIEM - Hyper-V Installation Guide for 7.5.0.
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Fresh Installation

Pre-Installation Checklist
All-in-one Installation
Cluster Installation

Pre-Installation Checklist

Before you begin, check the following:

Ensure that your system can connect to the network. You will be asked to provide a DNS Server and a host
that can be resolved by the DNS Server and can respond to a ping. The host can either be an internal host
or a public domain host like google.com.

Choose deployment type — Enterprise or Service Provider. The Service Provider deployment provides multi-
tenancy.

Determine whether FIPS should be enabled
Choose install type:
 All-in-one with FortiSIEM Manager
e Cluster with Manager, Supervisor and Workers
« All-in-one with Supervisor only, or
e Cluster with Supervisor and Workers
Choose storage type for Supervisor, Worker, and/or Collector
» Online storage - There are 4 choices

° ClickHouse - Recommended for most deployments. Please see ClickHouse Reference Architecture
for more information.

If you plan to use ClickHouse cluster, the Worker nodes will be defined as
S ! /, Keeper, Data or Query nodes. The Supervisor and Worker nodes can operate
q as a Keeper, Data or Query nodes. This is discussed in the ClickHouse
- Reference Architecture, Supervisor/Worker Nodes Running ClickHouse
Functions and Configuring ClickHouse Topology.

° EventDB on local disk
°o EventDB on NFS
o Elasticsearch
» Archive storage — There are 2 choices
o EventDB on NFS
o HDFS
Determine hardware requirements:
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Fresh Installation

Node vCPU RAM Local Disks (Minimum
Requirements)
Manager Minimum - 16 Minimum 0S-25GB
Recommended - 32 » 24GB OPT -200GB
Recommended CMDB -100GB
* 32GB SVN - 60GB
Supervisor (Al Minimum -12 Minimum 0S-25GB
in one) Recommended - 32 » without UEBA -24GB OPT -100GB
e with UEBA - 32GB CMDB - 60GB
Recommended SVN - 60GB

» without UEBA - 32GB
» with UEBA - 64GB

Local Event database — based

on need
Supervisor Minimum —12 Minimum 0S-25GB
(Cluster) Recommended - 32 » without UEBA - 24GB OPT -100GB
+ with UEBA - 32GB CMDB - 60GB
Recommended SVN - 60GB
» without UEBA - 32GB
« with UEBA - 64GB
Workers Minimum -8 Minimum - 16GB 0OS-25GB
Recommended - 16 Recommended - 24GB OPT -100GB
Collector Minimum -4 Minimum - 4GB 0OS -25GB
Recommended -8 ( Recommended - 8GB OPT -100GB

based on load)

« If your Online event database is external (e.g. EventDB on NFS or Elasticsearch), then you must configure
external storage before proceeding to FortiSIEM deployment.

» For NFS deployment, see here.
» For Elasticsearch deployment, see here.

« If your Online event database is internal, that is, inside Supervisor or Worker nodes, then you need to
determine the size of the disks based on your EPS and event retention needs.

* For EventDB on local disk, see here.
» For ClickHouse, see here.

» For OPT - 100GB, the 100GB disk for /opt will consist of a single disk that will split into 2 partitions, /OPT and
swap. The partitions will be created and managed by FortiSIEM when configFSM. sh runs.

All-in-one Installation

This is the simplest installation with a single Virtual Appliance. If storage is external, then you must configure
external storage before proceeding with installation.

¢ Download Compressed FortiSIEM VHDX File
» Create FortiSIEM VM in Hyper-V

FortiSIEM 7.5.1 Hyper-V Installation Guide
Fortinet Inc.


https://docs.fortinet.com/document/fortisiem/7.5.1/nfs-storage-guide/415695/installing-nfs-server-for-fortisiem-event-storage
https://docs.fortinet.com/document/fortisiem/7.5.1/elasticsearch-storage-guide/887430/setting-up-elasticsearch-for-fortisiem-event-storage
https://docs.fortinet.com/document/fortisiem/7.5.1/sizing-guide-eventdb/965243/fortisiem-sizing-guide-eventdb
https://docs.fortinet.com/document/fortisiem/7.5.1/sizing-guide-clickhouse/965243/fortisiem-sizing-guide-clickhouse

Fresh Installation

» Start FortiSIEM from Hyper-V Manager
» Configure FortiSIEM

« Upload the FortiSIEM License

» Configure an Event Database

e Final Check

Download Compressed FortiSIEM VHDX File

1. Go to the Fortinet Support website https://support.fortinet.com to download the Hyper-V package FSM_
Full All HYPERV_7.5.1 builde620.zip. See Downloading FortiSIEM Products for more information on
downloading products from the support website.

2. Download and uncompress the all-in-one package used for Super/Worker and Collector (using 7-Zip tool)
to the location where you want to install the image.

Create FortiSIEM VM in Hyper-V

1. Launch Hyper-V Manager on your Microsoft Windows 2012 R2, 2016, 2019 or 2022 Server with Hyper-V
installed.

2. Click Action > New > Virtual Machine, then Click Next.
58 Hyper-V Manager

File = Action View Help
o= New > Virtual Machine... <=
% H Import Virtual Machine... Hard Disk...

a Hyper-V Settings... Floppy Disk...

Virtual Switch Manager...
Virtual SAN Manager... Mo virtual

Edit Disk...
Inspect Disk...

Stop Service
Remove Server

Refresh
nints
Help
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Fresh Installation

3. Inthe Before You Begin screen, click Next.

EH MNew Virtual Machine Wizard x

= Before You Begin

This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a vanety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

To create a virtual machine, do one of the folowing:

» Clck Finish to create a virtual machine that is configured with default values.
 Click Next to create a virtual machine with 8 custom configuration.

[[] Do not show this page again #

4. Specify the Name of the Virtual Machine, for example:

I New Virtual Machine Wizard

ia Spedify Name and Location

Before You Begin Chaose a name and location for this virtual machine.
Spemf-r Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or workload,
Assign Memory Name:  [FortSIEM-VAHypery5. 10,1264 <mm— |
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [[] store the virtual machine in a different location
Summary  locato D:\Jsers\Admin\Documents\HyperV-VMs\ Browse..
A\ 1 y0upan t ke chedonts of s et machne, selct ocaton thathas ercugh fes

< Previous Next > Finish Cancel
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5. Specify the Generation type (choose Generation 1), for example:

EE New Virtual Machine Wizard

Before You Begin

Spedfy Name and Location

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

Ed Specify Generation

Choose the generation of this virtual machine.

(® Generation 1 *—

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

(O Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based

firmware, and requires a supported 64-bit guest operating system.

& Once a virtual machine has been created, you cannot change its generation.

More about virtual machine generation support *

coevon | (o]

Finish | | Cancel

6. Add the amount of memory as per hardware requirements, then click Next.

Bl New Virtual Machine Wizard

- Assign Memory

Specify Generation

Assign Memory

Before You Begin Spedfy the amount of memory to allocate to this virtual machine. You can specify an amount from 32
5 MB through 12582912 MB. To improve performance, specify more than the minimum amount
Specify Name and Location the operating system.

Startup memory: e

X

] Use Dynamic Memory for this virtual machine.

use the virtual machine and the operating system that it will run.

chemen | [z ] [ rom

OMunym.mmmmymmmammw,mmmnmm
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7. Configure Networking and select the virtual switch in your Hyper-V environment. Click Next.

Bl New Virtual Machine Wizard x

= Configure Networking

gefore You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
Specfy e virtual switch, or it can remain disconnected.

Specify Generation Connection: | QLogic BOM5709C Gigabit Ethernet (NDIS VBD Clent) 236 - Virtual Switd

Assign Memory

Connect Virtual Hard Disk
Installation Options
Summary

4

<previous | [ _Next> || Fnsn Cancel

8. In Connect Virtual Hard Disk, select Use an existing hard disk, and choose the FortiSIEM VHDX you
downloaded earlier, click Next:

EH New Virtual Machine Wizard X

e Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
Specify and Location storage now or configure it later by modifying the virtual machine’s properties.
e O Create a virtual hard disk
. v Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking FortiSIEM-VAHyperV-6. 1.0, 1264.vhdx
s \serAdmin Pocuments iyper\Virual ard D\
Summary

127 GB (Maximum: 64 TB)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

b

corevos | (o> || rown || e
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9. In Completing the New Virtual Machine Wizard, click Finish, for example:

B3 New Virtual Machine Wizard X

= Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

Specify Name and Location A e

Specify Generation e

Assign Memory Name: FortiSIEM VA HyperV-6. 1.0, 1264
Generation: Generation 1

Configure Networking
Memory: 65536 MB

Connect Virtual Hard Disk Network:  QLogic BCMS709C Gigabit Ethernet (NDIS VBD Client) £36 - Virtual Switch

HardDisk:  C:\Wsers\admin\Downloads \For SSIEM-VA-HyperV-6. 1.0, 126 4\FortiSIEM-VA-HyperV-6. 1

< >

To create the virtual machine and dose the wizard, dick Finish.

'

<oreven | [ conce

10. In Hyper-V Manager, select the virtual machine that you just created and click Settings, for example:

54 Hyper-V Manager - o X

File Action View Help

«o |2/ B

B8 Hyper-V Manager
Bl FsMDVWW2016-02

Name State
[ FotiSIEM-VA Hyperv-6.1.0.1264

<
Checkpoints

FortiSIEM-VA-HyperV-6.1.0.1264

Created: 7/22/2020 1:26:40 PM
Configuration Version: &0

Generation: 1

MNotes: None

Summary Memory Networking Replication

Actions
FSMDVVW2016-02

New
[ Import Virtual Machine...
7 Hyper-V Settings...
H8 virtual Switch Manager...
. Virtual SAN Manager...
a Edit Disk...
& Inspect Disk...
m) Stop Service
X Remove Server
© Refresh

View
Help
FortiSIEM-VA-HyperV-6.1.0,1264
4 Connect...
B Settings... «f—
O st
Eb Checkpoint
B Move..
Y export..
=} Rename...
B Delete...
§8 Enable Replication...
Help

11. In Settings, select the Processor line in the navigation panel

16.
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Fresh Installation

12.

E Settings for FortiSIEM-VA-HyperV-6.1.0.1264 on FSMDVVW2016-02 -
FortiSIEM-VA-HyperV-6.1.0.1264 v| 4« » |®
A Hardware ~ D P

r Add Hardware

@ BIOS You can modify the number of virtual processors based on the number of processors on
Boot from CD the physical computer. You can also modify other resource control settings.

@ security Number of virtual processors: 14 '%
Key Storage Drive disabled '

W Memory Resource control

65536 MB
& [ Processor

16 Virtual processors

You can use resource controls to balance resources among virtual machines.
Virtual machine reserve (percentage): Dl

Navigate to IDE Controller O, click on Hard Drive, then click Add, for example:

E’_} Settings for FortiSIEM-VA-HyperV-6.1.0.1264 on FSMDVVW2016-02 - X
FortiSIEM-VA-HyperV-6.1.0.1264 ~ { > | O
A Hardware ~ [ 8 D Controter
B Add Hardware
= 5108 You can add hard drives and CD/OVD drives to your IDE controller.
Boot from €D Select the type of drive you want to attach to the controller and then dick Add.
@ seauity

Key Storage Drive disabled

W Memory
65536 MB

& [J Processor

FortiSIEM-VA-HyperV-6.1....
= [ IDE Controller 1
) DVD Drive
None
€ scsi Controller
& § Network Adapter

QLogic BCMS709

R comM1
None
R comM2
None
[ Diskette Drive
None
A Management
(] tame
FortiSIEM-VA-Hypery-6. 1.0. 1264
[ integration Services
Some services offered
% Chedkpoints
Production
§4& Smart Paging File Location
D:\Users\Admin\Documents\Hy...

DVD Drive

You can configure a hard drive to use a virtual hard disk or a physical hard disk after

you attach the drive to the controller.

Add

FortiSIEM 7.5.1 Hyper-V Installation Guide
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13. Select the Hard Drive you just created, Click New.

FortiSIEM-VA-HyperV-6.1.0.1264

v

B Settings for FortiSIEM-VA-HyperV-6.1.0.1264 on FSMDVVW2016-02 -

L]

® Hardware
B* Add Hardware
B gros

@ seauity
W Memory
@ [ processor
8 Virtual processors
=) [ IDE Controller 0
) Hard Drive
= Hard Drive
<file>
=) | IDE Controller 1
DVD Drive

i sCsl Controller
U Network Adapter

W com1
W com2
[ Diskette Drive
1| Name

Integration Services

% Chedpoints

#_Management

~

= HardOrive

You can change how this virtual hard disk is attached to the virtusl machine. 1f an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller: Locaton:
IDE Controller 0 ~| | 1(nuse)
Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the associated file. Soedify the full path to the fle.

(@) Virtual hard disk:

\
—* New Browse...

@ 1f the physical hard disk you want to use is not isted, make sure that the
disk is offiine. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the assodated fle.

Remove

Co 0 o | o

14. Click Next on the Before You Begin screen. You will add new hard disks using this method. The following is

the list of disks you will need to add:

Disk
Hard Disk 2

Hard Disk 3
Hard Disk 4
Hard Disk 5

The 60GB CMDB disk and 60GB SVN disk should be assigned to IDE Controller 1.

Size Disk Name

100GB Jopt

For OPT - 100GB, the 100GB disk
for /opt will consist of a single disk
that will split into 2 partitions, /OPT
and swap. The partitions will be
created and managed by FortiSIEM
when configFSM. sh runs.

60GB /svn
60GB /cmdb
60GB+ /data (see the following note)

Note on Hard Disk 5:

» Add the 5th disk only if using EventDB on local storage or ClickHouse. In all other cases, this disk is not
required. ClickHouse is recommended for most deployments. Please see ClickHouse Reference

Architecture for more information.

» For EventDB on local disk, choose a disk based on your EPS and event retention policy. See
EventDB Sizing Guide for guidance. 60GB is the minimum.

» For ClickHouse, choose disks based on the number of Tiers and disks on each Tier. These depend on
your EPS and event retention policy. See ClickHouse Sizing Guide for guidance. For example, you can
choose 1 large disk for Hot Tier. Or you can choose 2 Tiers - Hot Tier comprised of one or more SSD
disks and Warm Tier comprised of one or more magnetic hard disks.
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EH MNew Virtusl Machine Wizard

= Before You Begin

This wizard helps you areate a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the wirtual machine now, and
you can change the configuration later using Hyper-V Manager.

To create a virtual machine, do one of the following:

» Chck Finish to create a virtual machine that s configured with default valiues.
« Click Next to create a virtual machine with & custom configuration.

[[] Do not show this page again

Finish Cancel
15. Choose a disk format (VHDX) and click Next.

= New Virtual Hard Disk Wizard X

- Choose Disk Format
Before You Begn What format do you want to use for the virtual hard disk?
e sk Format O wo
Choose Disk Type Supports virtual hard disks up to 2,040 GB in size.
Specify Name and Location @® wHoX -
Configure Disk This format supports virtual disks up to 64 TB and is resiient to consistency issues that might ocaur
— mﬂpo;lalzﬂtas.ﬂsfuvmtsmtnwhdnnpeamgsvsmmenh&mM

¢

<previous | [ next> || Fnish cancel

16. Choose Disk Type (Dynamically expanding) and click Next.

= New Virtual Hard Disk Wizard X

- Choose Disk Type

Before You Begin What type of virtual hard disk do you want to create?

Choose Disk Format O Fixed size
This type of disk provides better performance and is for servers running

ty with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the

Spedify Name ' and does not change when data is deleted or added.

Configure Disk ® )

Summary This type of disk pravides better use of space and is for servers
running th The disk file that is created is small
initially and changes as data is added.

(O Differencing

‘This type of disk is assodated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, 5o that you can revert the changes easily. Al children must have the same virtual hard disk
format as the parent (VHD or VHDX).

FortiSIEM 7.5.1 Hyper-V Installation Guide
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17. Specify the Name and Location of the disk. Click Next.

= New Virtual Hard Disk Wizard X

& Specify Name and Location

Before You Begin Specify the name and location of the virtual hard disk fle.
Choows Disk Pormat Mame:  [FortSIEM- 100GB-OPT DISKjvhax ]
Choose Disk Type

Locaton: | erVWirtual Hard Disks\ || erowse...

Specify Name and Locaton

{

<previous | [ _next> || Fineh Cancel

18. Specify 100GB as the size of the disk (for /opt). For other disks, specify size accordingly. Click Next.

L. New Virtual Hard Disk Wizard X

- Configure Disk

Before You Begn You can create a blank virtual hard disk or copy the contents of an existing physical disk.
Choose Disk Format — @ Create anew blank virtual hard disk
Choose Disk Type: —p Size: 8 (Maximum: 64 TE)
Spedify Name and Location
(O Copy the contents of the specified physical disk:

— Physical Hard Disk Size

\\ \PHYSICALDRIVED 595GB

|\ \PHYSICALDRIVE 893G8

O Copy the contents of the specified virtual hard disk

<previous | [ Hext> | | Fnish Cancel

19. Click Finish.

= New Virtual Hard Disk Wizard X

- Completing the New Virtual Hard Disk Wizard

Before You Begin You have successfully completed the New Virtual Hard Disk Wizard. You are about to create the
S . following virtual hard disk.
Choose Disk Type Deacription:
Spedify Name and Location Format:  VHDX
Configure Disk Type: dynamically expanding
- Name:  FortiSIEM-100G8-OPT-DISK.vhdx
Location: D:'Uisers\Admin\Documents\Hyper-V\Virtual Hard Disks

Size: 100 GB

To create the virtual hard disk and dose this wizard, dick Finish.

¢

i e

20. IMPORTANT: Similarly, add a 60GB CMDB disk, a 60GB SVN disk to IDE Controller 1. Delete the CD Drive
that was added by default. If you need to use local data disk, then add a Hard Disk on the SCSI Controller of

FortiSIEM 7.5.1 Hyper-V Installation Guide
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the appropriate size. Once all this is done, click OK.

[ Settings for FortiSIEM-VA-HyperV-

6.1.0.1264 on FSMDVVW2016-02 -

) o Hard Drive

FortiSIEM-VA-HyperV-6.1.0.1264 ~ 4 |0
& Hardware P T
B Add Hardware J
[ si0s You can change how this virtual hard disk is attached to the virtual machine. If an

operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.
Controller: Location:
SCS1 Controller ~ 0 (nuse)
Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
bymimghemouatadﬁe Speafymﬂlpammmﬁe

@ virtual hard disk:

| Wsers\admin\Documents Hyper -V Virtual Hard DisksFor SIEM Data Disk.vhdx

@ 1f the physical hard disk you want to use is not listed, make sure that the

= & scsI Controller
[# o Hard Drive
FortiSIEM Data Disk.vhdx
® 1§ Metwork Adapter
QLogic BOMS705C G
W com1
None
@ com2
None
[ Diskette Drive

None

delete the

& Management

-VA-HyperV-6.1.0.1264
v

disk is offiine. Use Disk Management on the physical computer to manage
physical hard disks.

To remove umhﬂ:d(ﬂc dlick Remove. This disconnects the disk but does not

Remave

= R

Start FortiSIEM from Hyper-V Manager

1. In Hyper-V Manager, select the Supervisor, Worker, or Collector virtual machine.

2. Click Connect.

4 Hyper-V Manager
File Action View Help

= 2@ BE

| B8 Hyper-V Manager
E%’“ nd LIRS Virtual Machines

Actions

Checkpoints

FSMDVVW2016-02

State C

New
[% Import Virtual Machine...

[] Hyper-V Settings...
E8 Virtual Switch Manager...
o Virtual SAN Manager...
Edit Disk..

Inspect Disk...

Stop Service

Remove Server

Refresh

[ SON TR

View
Help

| ForiSEN-Va-Hypen-610.1264

FortiSIEM-VA-HyperV-6.1.0.1264

Created:

Generation:
Notes:

Configuration Version: 8.0

48 Connect.. d—
B Settings...

O st

By Checkpoint

1 B Move...

None ) Export..

7/22/2020 1:26:40 PM

=] Rename..

B Delete...

Summary Memory Netwodking  Replcation &0 Ensble

v

Help
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Fresh Installation

3. Click the Power On Icon as illustrated.

B FortiSIEM-VA-HyperV-6.1.0.1264 on FSMDVVW2016-02 - Virtual Machine Connection - [m] X

File Action Media View Help

o B

The virtual machine 'FortiSIEM-VA-HyperV-6.1.0.1264" is turned
off

To start the virtual machine, select 'Start' from the Action menu

Status: Off

4. The system will boot up. When the command prompt window opens, log in with the default login
credentials: User root and Password ProspectHills.
5. You will be required to change the password. Remember this password for future use.

At this point, you can continue configuring FortiSIEM by using the GUI.

Configure FortiSIEM

Ay
‘?' At no stage of the installation process is it required that users manually format the

disks. FortiSIEM will provision the file system on disks as needed.

Follow these steps to configure FortiSIEM by using a simple GUI.
1. Login as user root with the password you set in Start FortiSIEM from Hyper-V Manager Step 5 above.
2. Atthe command prompt, go to /usr/local/bin and enter configFSM. sh, for example:

# configFSM.sh
3. InVM console, select 1 Set Timezone and then press Next.

Conf igure TIMEZDNE
Set TimeZone

2 HNo

< Exit >

FortiSIEM 7.5.1 Hyper-V Installation Guide
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4. Select your Region, and press Next.

6. Select the Country and City for your timezone, and press Next.

rgent ina/Buenos_Aires (-83:88)

7. Ifinstalling a Supervisor, select 1 Supervisor. Press Next.
If installing a Worker, select 2 Worker, and press Next.
If installing a Collector, select 3 Collector, and press Next.
If Installing for automated High Availability, select 4 PostgreSQL Database, and press Next.
If Installing FortiSIEM Manager, select 5 FortiSIEM Manager, and press Next.
If Installing FortiSIEM Supervisor without DB (Follower), select 6 Supervisor without DB and press Next.
Note: The appliance type cannot be changed once it is deployed, so ensure you have selected the correct
option.
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Regardless of whether you select FortiSIEM Manager,Supervisor, Supervisor

) ! /. without DB, Worker, or Collector, you will see the same series of screens with only
9 the header changed to reflect your target installation, unless noted otherwise.
= A dedicated ClickHouse Keeper uses a Worker, so first install a Worker and then in

later steps configure the Worker as a ClickHouse Keeper.

8. If you want to enable FIPS, then choose 2. Otherwise, choose 1. You have the option of enabling FIPS
(option 3) or disabling FIPS (option 4) later.
Note: After Installation, a 5th option to change your network configuration (5 change_network_config) is
available. This allows you to change your network settings and/or host name.

9. Select the disk for opt and press Next.
Note: This option only appears if Supervisor, Worker or Collector is selected as Config Target.

10. Select the disk for cmdb and press Next.
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Note: This option only appears if Supervisor is selected as Config Target.

11. Confirm the disk for svn and press Next.
Note: This option only appears if Supervisor is selected as Config Target.

12. Confirm the selected disks (opt, cmdb, svn) for Supervisor, opt for Worker and Collector, and press Next,
or press Back as needed to re-configure.

13. Select the Network Interface you wish to use, and press Next.
Note: If a bond interface is configured, it will appear in the Select Network Interface window.
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bondl (Current interface)

14. Determine whether your network supports IPv4-only, IPv6-only, or both IPv4 and IPv6 (Dual Stack). Choose
1for IPv4-only, choose 2 for IPv6-only, or choose 3 for both IPv4 and IPv6.

15. If you choose 1 (IPv4) or choose 3 (Both IPv4 and IPv6), and press Next, then you will move to step 16. If
you choose 2 (IPv6), and press Next, then skip to step 17.

16. Configure the network by entering the following fields. Press Next.

Option Description

IPv4 Address  The Manager/Supervisor/Worker/Collector's

IPv4 address

NetMask The Manager/Supervisor/Worker/Collector's
subnet

Gateway Network gateway address

DNS1,DNS2  Addresses of the DNS servers
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172 .38.56.183
295.255.252.8
172.38.56.1
172.38.1.185

17. If youchose 1in step 14, then you will need to skip to step 18. If you chose 2 or 3 in step 14, then you will
configure the IPv6 network by entering the following fields, then press Next.

Option Description

IPv6 Address The Manager/Supervisor/Worker/Collector's

IPv6 address
prefix The Manager/Supervisor/Worker/Collector's
(Netmask) IPv6 prefix

Gateway ipv6 |IPv6 Network gateway address

DNS1 IPv6, Addresses of the IPv6 DNS server 1 and DNS
DNS2 IPv6 server2

ZHH1:815a:1:1: acle:
b

AHH1:815a:1:1: lacle:
2AA1:815a:1:1::acle:

Note: If you chose option 3 in step 14 for both IPv4 and IPv6, then even if you configure 2 DNS servers for
IPv4 and IPv6, the system will only use the first DNS server from IPv4 and the first DNS server from the IPv6
configuration.

Note: In many dual stack networks, IPv4 DNS server(s) can resolve names to both IPv4 and IPv6. In such

FortiSIEM 7.5.1 Hyper-V Installation Guide 22
Fortinet Inc.



Fresh Installation

environments, if you do not have an IPv6 DNS server, then you can use public IPv6 DNS servers or use
IPv4-mapped IPv6 address.

18. Configure Hostname for FortiSIEM Manager/Supervisor/Worker/Collector. Press Next.

19. Test network connectivity by entering a host name that can be resolved by your DNS Server (entered in the
previous step) and responds to ping. The host can either be an internal host or a public domain host like
google.com. Press Next.

Note: By default, "google.com" is shown for the connectivity test, but if configuring IPv6, you must enter an
accessible internally approved IPv6 DNS server, for example: "ipv6-dns.fortinet.com"

Note: When configuring both IPv4 and IPv6, only testing connectivity for the IPv6 DNS is required because
the IPV6 takes higher precedence. So update the host field with an approved IPv6 DNS server.

20. The final configuration confirmation is displayed. Verify that the parameters are correct. If they are not, then
press Back to return to previous dialog boxes to correct any errors. If everything is OK, then press Run.
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£ Run

The options are described in the following table.

Option Description

I The FortiSIEM component being configured

-z The time zone being configured

-i IPv4-formatted address

-m Address of the subnet mask

-g Address of the gateway server used

--host Host name

-t The IP type. The values can be either 4 (for
ipv4) or 6 (for v6) or 64 (for both ipv4 and
ipv6). .

--dns1, --dns2 Addresses of the DNS servers

--i6 IPv6-formatted address

--m6 IPv6 prefix

--g6 IPv6 gateway

-0 Installation option (install_without_fips,

install_with_fips, enable_fips, disable_fips,
change_network_config*)
*QOption only available after installation.)

--testpinghost The URL used to test connectivity

21. It will take some time for this process to finish. When it is done, proceed to Upload the FortiSIEM License. If
the VM fails, you can inspect the ansible. log file located at /usr/local/fresh-install/logs to try and
identify the problem.
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Upload the FortiSIEM License

Ay
‘Q' Before proceeding, make sure that you have obtained valid FortiSIEM license from
Forticare. For more information, see the Licensing Guide.

You will now be asked to input a license.

1. Open a Web browser and log in to the FortiSIEM Ul. Use link https://<supervisor-ip> to login. Please note
that if you are logging into FortiSIEM with an IPv6 address, you should input https://[IPv6 address] on the
browser tab.

2. The License Upload dialog box will open.

B FortiSIEM

Hardware ID: 17082942-2e97-01cd-7f81-d0ebofdes2f2

User ID: [ ]

Password: [ ]

License Type: ® Enterprise () Service Provider

3. Click Browse and upload the license file.
Make sure that the Hardware ID shown in the License Upload page matches the license.

4. For User ID and Password, choose any Full Admin credentials.
For the first time installation, enter admin as the user and admin*1 as the password. You will then be asked
to create a new password for GUl access.

5. Choose License type as Enterprise or Service Provider.
This option is available only for a first time installation. Once the database is configured, this option will not
be available.
For FortiSIEM Manager, License Type is not an available option, and will not appear. At this point,
FortiSIEM Manager installation is complete. You will not be taken the Event Database Storage page, so you
can skip Configure an Event Database.

Note: The FortiSIEM Manager license allows a certain number of instances that can be registered to
FortiSIEM Manager.

6. Proceed to Configure an Event Database.

Configure an Event Database

Choose the event database.
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B3 FortiSIEM

Event Database: | ClickHouse v|

Storage Tiers: [1 v\|

Hot Tier: Disk Path Mounted On

Row
| | /data-clickhouse-hot-1 - .

If the Event Database is one of the following options, additional disk configuration is required.

» ClickHouse: See Configuring ClickHouse Storage.
Recommended for most deployments. Please see ClickHouse Reference Architecture for more information.

» EventDB on Local Disk: See Configuring EventDB Storage.

Final Check

FortiSIEM installation is complete. If the installation is successful, the VM will reboot automatically. Otherwise,
the VM will stop at the failed task.

You can inspect the ansible. log file located at /usr/local/fresh-install/logs if you encounter any issues
during FortiSIEM installation.

After installation completes, ensure that the phMonitor is up and running, for example:
# phstatus

For the Supervisor, Supervisor without DB (Follower), Worker and Collector, the response should be similar to
the following.
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. e
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k

Every 1 : soptsphoeni nsphstatus.py

stem uptime: 11:34:52 wp 1 day, 1:39, 2 users load average: B8.88, 8.88, 8.92

rumming, 5 sleeping, 8 s » B zombie
5 . -
total,

1k total, Hk

PROCESS UIRT_MEH

phMonitor 28 :57:: H 1136m
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11153m
4£5m

Cluster Installation

For larger installations, you can choose Worker nodes, Collector nodes, and external storage (NFS, ClickHouse,
or Elasticsearch).

« Install Supervisor

¢ Install Workers

¢ Register Workers

» Create ClickHouse Topology (Optional)
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Install Collectors

Register Collectors

Install Manager

Register Instances to Manager

Install Supervisor

Follow the steps in All-in-one Installation, except with the following differences.

1. Event Database choices are EventDB on NFS, ClickHouse, or Elasticsearch.
2. If you choose EventDB on NFS

a. Disk 5is notrequired (From Create FortiSIEM VM in Hyper-V Step 14).

b. You need to configure NFS after license upload.

B FortiSIEM

Event Database: [ EventDB on NFS V]

Server: @ |P ) Host ‘

Exported Directory: ‘

LM
1)
o,
vl

3. If you choose ClickHouse

a. You need to create disks during Create FortiSIEM VM in Hyper-V Step 14 based on the role of the
Supervisor node in the ClickHouse cluster. See the ClickHouse Sizing Guide for details.

b. You need to configure disks after license upload.

FortiSIEM 7.5.1 Hyper-V Installation Guide
Fortinet Inc.


https://docs.fortinet.com/document/fortisiem/7.5.1/sizing-guide-clickhouse/965243/fortisiem-sizing-guide-clickhouse

Fresh Installation

FortiSIEM
Event Database: [ ClickHouse v]
Storage Tiers:

Hot Tier: Disk Path Row
| o]

Warm Tier: Disk Path Row
| M-l

Test | Save |

4. If you choose Elasticsearch, define Elasticsearch endpoints after license upload. See the Elasticsearch
Sizing Guide for details.
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B FortiSIEM

Event Database: [ Elasticsearch V]

ES Service Type: @ Native ) Amazon ) Elastic Cloud

Endpoint: URL Ingest Query Row

.

REST Port:

User Hame:

Password:

Confirm Password:

Shard Allocation:  Fixed @ Dynamic

Shards: ‘

Replicas: ‘

Per Org Index [

Test Cave

Install Workers

Once the Supervisor is installed, take the same steps in All-in-one Installation to install a Worker with the
following differences.
1. Choose appropriate CPU and memory for the Worker nodes based on Sizing guide.
2. Two hard disks for Operating Systems and FortiSIEM Application:
e 0OS-25GB
 OPT-100GB
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For OPT - 100GB, the 100GB disk for /opt will consist of a single disk that will split into 2 partitions, /OPT
and swap. The partitions will be created and managed by FortiSIEM when configFSM. sh runs.

3. If you are running ClickHouse, then create additional data disks based on the role of the Worker in
ClickHouse topology. If it is a Keeper node, then a smaller disk is needed. If it is a data node, then a bigger
disk is needed based on your EPS and retention policy. See ClickHouse Sizing Guide for details.

Sizing Guide References:

¢ ClickHouse Sizing Guide
» EventDB Sizing Guide
« Elasticsearch Sizing Guide

Register Workers

Once the Worker is up and running, add the Worker to the Supervisor node.

1. Goto ADMIN > License > Nodes.

2. Select Worker from the Mode drop-down list and enter the following information:
a. Inthe Host Name field, enter the Worker's host name.
b. Inthe IP Address field, enter the Worker's IP address.

c. If youare running ClickHouse, then select the number for Storage Tiers from the Storage Tiers drop-
down list, and input disk paths for disks in each Tier in the Disk Path fields.

For Disk Path, use one of the following CLI commands to find the disk names.
fdisk -1

or

1sblk

When using 1sblk to find the disk name, please note that the path will be /dev/<disk>. As an example,
/dev/vdc.

d. Click Test.
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Add Node x

Type:  worker i
Host Name: wk-example

IP Address:  192.0.2.0

Running On: | vy v
Storage Tiers: 1 v
Hot Tier: pisk Path Mounted On Row
fdata-clickhouse-hot-1 Qo @

e. If the test succeeds, then click Save.
3. See ADMIN > Health > Cloud Health to ensure that the Workers are up, healthy, and properly added to the

system.
€ Health
> Dashboard Cloud Health Collector Health Agent Health Replication Health Automation Agent Health
|~ Analytics 2 0 0 2
/N Incidents Total No Connection Critical Normal
=) cases ) Lastupdate at 11:56:15 AM Search
£ cmps O Name P Address Type Health Last Status Updated Version EPS
Resources Autosuper’.s m Supervisor With DB m Aug 14, 2025, 11:54:26 AM 7.5.0 0.04
(ﬁ Tasks Autoworker s memmmmm Waorker m Aug 14, 2025, 11:54:19 AM 7.5.0 0.02
| @ Admin

Create ClickHouse Topology (Optional)

If you are running ClickHouse, you need to configure ClickHouse topology by specifying which nodes belong to
ClickHouse Keeper and Data Clusters. Follow the steps in Configuring ClickHouse Topology.
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Install Collectors

Once Supervisor and Workers are installed, follow the same steps in All-in-one Install to install a Collector
except you need to only choose OS and OPT disks. The recommended settings for Collector node are:

e« CPU=4

« Memory = 8GB

e Two hard disks:
« 0OS-25GB

» OPT-100GB
For OPT - 100GB, the 100GB disk for /opt will consist of a single disk that will split into 2 partitions, /OPT
and swap. The partitions will be created and managed by FortiSIEM when configFSM. sh runs.

Register Collectors

Collectors can be deployed in Enterprise or Service Provider environments.

» Enterprise Deployments
e Service Provider Deployments

Enterprise Deployments

For Enterprise deployments, follow these steps.

1. Loginto Supervisor with 'Admin’ privileges.
2. Go to ADMIN > Settings > System > Cluster Config.

a. Under Event Upload Workers, enter the IP of the Worker node. If a Supervisor node is only used, then
enter the IP of the Supervisor node. Multiple IP addresses can be entered on separate lines. In this
case, the Collectors will load balance the upload of events to the listed Event Workers.

Note: Rather than using IP addresses, a DNS name is recommended. The reasoning is, should the IP
addressing change, it becomes a matter of updating the DNS rather than modifying the Event Worker IP
addresses in FortiSIEM.

b. Click Save.
3. Goto ADMIN > Setup > Collectors and add a Collector by entering:
a. Name - Collector Name

b. Guaranteed EPS - this is the EPS that Collector will always be able to send. It could send more if there
is excess EPS available.

c. Start Time and End Time - set to Unlimited.

4. SSH to the Collector and run following script to register Collectors:
phProvisionCollector --add <user> '<password>' <Super IP or Host> <Organization>
<Col lectorName>

The password should be enclosed in single quotes to ensure that any non-alphanumeric characters are
escaped.

a. Setuser and password using the admin user name and password for the Supervisor.
b. SetSuper IP or Host asthe Supervisor's IP address.
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c. SetOrganization. For Enterprise deployments, the default name is Super.
d. SetCollectorName from Step 3a.
The Collector will reboot during the Registration.
5. Goto ADMIN > Health > Collector Health for the status.

FortiSIEM

€ Health
05 Dashboard Cloud Health Collector Health Agent Health Replication Health Automation Agent Health
|~ Analytics 1 0 0 1
/N Incidents Total No Connection Critical Normal
&) cases 4 Last update at 11:59:19 AM
<2 CMDB
lal Resources org1 10000 col m Aug 14, 2025, 11:58:44 AM Aug 14, 2025, 11:56:08 ..
(& Tasks

Service Provider Deployments

For Service Provider deployments, follow these steps.

1. Loginto Supervisor with 'Admin’ privileges.
2. Goto ADMIN > Settings > System > Cluster Config.

a. Under Event Upload Workers, enter the IP of the Worker node. If a Supervisor node is only used, then
enter the IP of the Supervisor node. Multiple IP addresses can be entered on separate lines. In this
case, the Collectors will load balance the upload of events to the listed Event Workers.

Note: Rather than using IP addresses, a DNS name is recommended. The reasoning is, should the IP
addressing change, it becomes a matter of updating the DNS rather than modifying the Event Worker IP
addresses in FortiSIEM.

b. Click Save.
FortiSIEM o ]
1€ Settings

pasthoac € All Settings > System > Cluster Config
~ Analytics
- Supervisors Event Upload Workers
/N Incidents
Address + - Address: + -
) Cases
oo =3 =3

Resources
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3. Goto ADMIN > Setup > Organizations and click + to add an Organization.

Organization Definition (Untitled ID: )

Organization:

Full Name:

Admin User:

Admin Password:

Confirm Admin Password:

Admin Email:

Phone:

Account Number:

Support Tier:

Support Team:

Access Token Expires In:

Collectors:

|' Requirec

5 minutes

D Collector ID

Collector Name

Include IP/IP Range:

Exclude IP/IP Range:

Agent User:

Agent Password:

Confirm Agent Password:

Max Devices:

Address:

Account Type:

Account Status:

Account Manager:

Refresh Token Expires In:

Collector EPS

1 days

UpLoad Rate Limit

UpLgad

3
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Enter the Organization Name, Admin User, Admin Password, and Admin Email.
Under Collectors, click +.
Enter the Collector Name, Guaranteed EPS, Start Time, and End Time.

The last two values could be set as Unlimited. Guaranteed EPS is the EPS that the Collector will always be
able to send. It could send more if there is excess EPS available.
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Organization Definition (org1 ID: 2000) - Add Collector .

Mame: |

Guaranteed EPS: |

Upload Rate Limit (Kbps):
Uplead EPS Limit:

Start Time: Unlimited

End Time: Unlimited

Event Worker: + -

7. SSH to the Collector and run following script to register Collectors:
phProvisionCollector --add <user> '<password>' <Super IP or Host> <Organization>
<CollectorName>

The password should be enclosed in single quotes to ensure that any non-alphanumeric characters are
escaped.

a. Setuser and password using the admin User Name and password for the Organization that the
Collector is going to be registered to.

Set Super IP or Host asthe Supervisor's IP address.
Set Organization as the name of an organization created on the Supervisor.
d. SetCollectorName from Step 6.

o

The Collector will reboot during the Registration.
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8. Goto ADMIN > Health > Collector Health and check the status.

FortiSIEM

€ Health
05 Dashboard Cloud Health Collector Health Agent Health Replication Health Automation Agent Health
|~ Analytics 1 0 0 1
£\ Incidents Total No Connection Critical Normal
£33 cases . Last update at 11:59:19 AM
< CMDB
lal Resources org1 10000 col m Aug 14, 2025, 11:58:44 AM Aug 14,2025, 11:56:08 ..
(< Tasks

Install Manager

Starting with release 6.5.0, you can install FortiSIEM Manager to monitor and manage multiple FortiSIEM
instances. An instance includes a Supervisor and optionally, Workers and Collectors. The FortiSIEM Manager
needs to be installed on a separate Virtual Machine and requires a separate license. FortiSIEM Supervisors must
be on 6.5.0 or later versions.

Follow the steps in All-in-one Install to install Manager. After any Supervisor, Workers, and Collectors are
installed, you add the Supervisor instance to Manager, then Register the instance to Manager. See Register
Instances to Manager.

Register Instances to Manager

To register your Supervisor instance with Manager, you will need to do two things in the following order.

 First, add the instance to Manager
e Thenregister the instance itself to Manager

Note that Communication between FortiSIEM Manager and instances is via REST APIs over HTTP(S).

Adding Instance to Manager

You can add an instance to Manager by taking the following steps.

Note: Make sure to record the FortiSIEM Instance Name, Admin User and Admin Password, as this is needed
when you register your instance.

Login to FortiSIEM Manager.

Navigate to ADMIN > Setup.

Click New.

In the FortiSIEM Instance field, enter the name of the Supervisor instance you wish to add.

In the Admin User field, enter the Account name you wish to use to access Manager.

In the Admin Password field, enter the Password that will be associated with the Admin User account.

o0k WN =
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7. Inthe Confirm Admin Password field, re-enter the Password.
8. (Optional) In the Description field, enter any information you wish to provide about the instance.
9. Click Save.

FortiSIEM Instance Definition ( sp56148 )

FortiSIEM Instance Name:  3pSé148

Admin User:  admin

Confirm Admin Password:

Description:

10. Repeat steps 1-9 to add any additional instances to Manager.
Now, follow the instructions in Register the Instance Itself to Manager for each instance.

Register the Instance Itself to Manager

To register your instance with Manager, take the following steps.

1. From your FortiSIEM Supervisor/Instance, navigate to ADMIN > Setup > FortiSIEM Manager, and take the
following steps.

a. Inthe FortiSIEM Manager FQDN/IP field, enter the FortiSIEM Manager Fully Qualified Domain Name
(FQDN) or IP address.

b. If the Supervisor is under a Supervisor Cluster environment, in the FortiSIEM super cluster
FQDN/IP field, enter the Supervisor Cluster Fully Qualified Domain Name (FQDN) or IP address.

c. Inthe FortiSIEM Instance Name field, enter the instance name used when adding the instance to
Manager.

In the Account field, enter the Admin User name used when adding the instance to Manager.
In the Password field, enter your password to be associated with the Admin User name.

In the Confirm Password field, re-enter your password.

Click Test to verify the configuration.

Click Register.
A dialog box displaying "Registered successfully" should appear if everything is valid.

S Q -~ 0 o
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FortiSIEM

ation

) Dashboard
|~ Analytics
/N Incidents
) cases
£ cmpB

Resources
Cﬁ Tasks

@ Admin

€ Setup

Storage + Organizations Credentials  Discovery

FortiSIEM Manager FQDN/IP:
FortiSIEM Instance FQDN/IP:  Autosuper
FortiSIEM Instance Name:  FSM-
Account:  admin
Password:  reesesesserees
Confirm Password:  reewssessenes

Registered: No

PullEvents  Monitor Performance  STM

Maimenance Windows Agent  Linux Agent

FortiSIEM Manager

i. Login to Manager, and navigate to any one of the following pages to verify registration.
« ADMIN > Setup and check that the box is marked in the Registered column for your instance.
* ADMIN > Health, look for your instance under FortiSIEM Instances.

« ADMIN > License, look for your instance under FortiSIEM Instances.
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Install Log

The install ansible log file is located here: /usr/local/fresh-install/logs/ansible.log.

Errors can be found at the end of the file.
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