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Change Log

Date Change Description

2026-04-21 Initial release.
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Overview

This guide provides details of new features introduced in FortiManager 8.0. For each feature, the guide provides
detailed information on configuration, requirements, and limitations, as applicable.

The FortiManager new features are organized into the following categories:

¢ Device Manager on page 7

e Central Management on page 15
¢ Policy and Objects on page 71

» Fabric View on page 82

» FortiAl on page 101

e System on page 110

For alist of all features organized by the version number that they were introduced, see Index on page 116.
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Device Manager

Device Manager

This section lists the new features added to FortiManager for the device manager:
* Templates on page 7

Templates

This section lists the new features added to FortiManager for templates:

» Local certificates lifecycle management (set validity and renew) and expiry notification alerts on page 7

[
s,

Local certificates lifecycle management (set validity and
renew) and expiry notification alerts

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Managing certificate templates
* Renewing local certificates

FortiManager has added support for configuring a validity period for certificates generated through certificate
templates. You can renew certificates through the FortiManager GUI, and are notified when a managed device
has certificates expiring within 30 days.

This topic includes the following:

» Configure a validity period for certificates on page 7
« Generate and renew certificates on page 8

» View expiring certificates from the notifications page on page 12
Only Local type certificates support configuration of a validity period and certificate renewal.
External type certificates do not support these features.

Configure a validity period for certificates

To set a validity period for certificates generated by a certificate template:
1. Go to Device Manager > Provisioning Templates > Certificate.
2. Click Create New.

3. Select the Type as Local.
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Device Manager

4. Setthe Validity period.
The local type certificate supports the option to generate a certificate with a validity period of 3 years, 5
years, 10 years, or to specify a custom period up to 3650 days.
B FMGvMe4 = Q-+ b install Wizard > @ L+ S @ amin-

@ Dashboard Create New Certificate Template x

&5 Device Manager

Name

Type Local
Validity 3years 5years Specity

Optional Information

Organization Unit +
Organization
Locality (City)

State/Province

Country/Region Click to select e
Email

Key Type Elliptic Curve

Key Size 2048 e
Hash Algorithm SHA-1 e

Advanced Options >

= Crre 500 OK Cancel

5. Configure the remaining information as needed, and click OK to create the certificate template.

Generate and renew certificates

To generate and renew certificates:

1. Generate the certificate from the right-click menu or the more button

2. Right-click on a configured certificate and click Certificate Operations or select More > Certificate
Operations from the toolbar.
The Certificate Operations page opens. This dialog is where the administrator can generate and renew
certificates based on this certificate template.

= Q v & install Wizard > @+ N+ © € admin-~
@ Template Groups | IPsec Tunnel | SD-WAN | BGP | SD-WAN Overlay | System Templates | Static Route | IPS | NSX-T Senvice | CLI | Fabric Authorization [RESISSSM Threat Weight | § O
B9 Device Manager [ Create New| [ Delete | [ # More v |[£2 Full Screen Search a -

@ Names CATypes Key CAServer Validity n

O extenal3 External RSA-2048 Bit https://10.254.11.246 /app/cert/scep/ 3years

O extenals External RSA-2048 Bit https://10.254.11.246 /app/cert/scep/ 5 years

O external-test Fxternal RSA-2048 Rit https:/10.954.11.246/app/cert /scep/ 10years

O lecal10 Local RSA-2048 Bit 10years

O local-20days Local RSA-2048 Bit 20days

local-3 — RSA-2048 Bit 3years

O locals 5 Delete RSA-2048 Bit 5 years

O localtestio @ Cortiont Operatons RSA-2048 Bit 10days
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Device Manager

B FMGvmsa = Q v & install Wizard > @ L+ B ° admin v
o Template Groups | IPsec Tunnel | SD-WAN | BGP | SD-WAN Overlay | System Templates | Static Route | IPS | NSX-T Service | CLI | Fabric Authorization [RESUSSSM Threat Weight | § v  m}
Do [ Create New # More v |12 Full Screen| Search a -
@  Nemes & Certificate Operations Key CAserver & Validity n
O extemal-3 External RSA-2048 Bit hitps:/10.254.11.246/app/cert/scep/ 3years
Brovisioning Templatss O  external-5 External RSA-2048 Bit https:/10.254.11.246 /app/cert/scep/ 5 years
O extemal-test External RSA-2048 Bit hitps:/10.254.11.246/app/cert/scep/ 10years
O local-10 Local RSA-2048 Bit 10years
O local-20days Local RSA-2048 Bit 20 days
local-3 Local RSA-2048 Bit 3years
O locals Local RSA-2048 Bit 5 years
O local-test1o Local RSA-2048 Bit 10 days

B FMGvmsa
@ Dashboard

&5 Device Manager

ning Templates

Certificate Operations

Template Name:

Devices

Name %

2169

local-3

Ps

10.254.11.169

>> @ L+ S @ amin-

[earch

Platform + u

FortiGate-VM64

4 FortiGate-81F-POE
@ vmédtest [global]

@ vméAtest [root]

0O000O0aO0

@ vméAtest [nat]

10.254.11.245 FortiGate-81F-POE
FortiGate-VM64
FortiGate-VM64

FortiGate-VM64

Certificates Actions

a. Edit the certificate template:

[EEY Renew

Cancel

i. Click on the template name to open the template edit page where you can modify the

configuration.
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Device Manager

E) FMGvMes = Q v & install Wizard > @+ N+ O o admin ~
Edit Certificate Template - local-3 [# CLI Configurations = %
Name a
Type

Validity 5years | 10 years Specify

Optional Information

Organization Unit 7

x +
Organization 76
Locality (City) 76
State/Province 76
Country/Region Canada (CA) e
Email
Key Type [ Etiptic Curve
Key Size 2048 M
Hash Algorithm SHA-L

Advanced Options >

Fi:RATINET OK Cancel

b. Generate certificates:
i. Select Generate as the Certificate Action.
The device table shows managed devices.
ii. Select one or more devices, and click OK.

&, Install Wizard > @~ N: O ° admin ~
Certificate Operations

,
Template Name: local-3
Devices
ing Templates S a »
@ | Names Pz Platform & n
D R— s
O 4 FortiGate-81F-POE 10.254.11.245 FortiGate-81F-POE
O @ vmédtest [global] FortiGate-VMé4
0O @ vmédtest [root] FortiGate-VMé4
O @ vmédtest [nat] FortiGate-VMé4
Total Selected: 1 5

Certificates Actions Renew

Fi:ATINET A Cancel
FortiManager generates the certificate for the selected devices.
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Device Manager

=]

EEZIRD) o success 1 Wanming 0 | @ Error | 0

Q View Progress Repof Search

#s ‘ Name & TimeUsed ¢ | Status &

© Show Detals

1 Generate Local Certificate s Generate local certificate done

c. Renew certificates:
i. Select Renew as the Certificate Action.

1

The device table shows only the devices which have a certificate already generated from this

template.

ii. Select FortiGate devices to renew the certificate for and click OK.

= Q v & install Wizard

Certificate Operations

Template Name:

Devices

O Nemes

O 16

Certificates Actions

Fi:RTINET

FortiManager renews the certificates for the selected devices.
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local-3

P3 Platform &

10.254.11.169 FortiGate-VM64
Generate Renew

> @ 0+ © @ amin-

Search

Expiry Date &

2029-02-04 17:59:01 GMT

1



Device Manager

Renew Certificate (=]
C o« ]
EEZIRD)  © seccess 1 Warming| 0 (@ Eror 0 (© Show Details

Q View Progress Re Search Q

#% | Name# Time Used ¢ | Status & n

1 Renew Local Certificate 3 Certificate renewal done

1

View expiring certificates from the notifications page

A notification will be displayed in the Notifications pane when a managed device's certificate is expiring within
30 days.

To view expiring certificates:

1. From the top navigation bar, click the bell icon to open the Notifications pane.
When there are certificates expiring within 30 days, a notification is displayed which indicates the number
of affected devices.
B FMGvMe4 > @ 05 S (@) amin-

@ Dashboard Notifications %

A FortiManager Instance
FortiManager VM requires minimum 16GB Memory and 4x vCPU. Details

A FortiManager Instance
Your VM license will expire in O days. Details

A FortiManager Instance
1 device has certificates expiring in 30 days. Details

A FortiManager Instance

2 managed devices are identified with security ilities. Firmware upgrade is Details

@ FortiManager Instance

2 unauthorized devices. Details

2. Click Details to view the certificates that will be expiring. Expiring certificates are displayed in a table,
organized by device.

FortiManager 8.0.0 New Features Guide
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Device Manager

B FMGvmsa

@ Dashboard

SD-WAN Manage
VPN Manager
AP Manager
FortiSwitch Man
Extender Ma
Fabric View

)} FortiAl
ortiGuard

£¥ System Settings

3. Select a certificate and click View to see the default certificate.

B FMGvmsa

@ Dashboard

L4 VPN Manager

@ AP Manager

Fo h Mar

B Extender Manag

@ Fabric Vie
ortiAl

ortiGuard

£¥ System Settings

Expiring Certificates

@ | Names Virtual Domain &

> @ L5 S @ amin-

Expiry Date & Template & n

(owmime

Fortinet_SSL global
O  Fortinet_SSL_DSA1024  global
O  Fortinet_SSL_DSA2048  global
O  Fortinet_SSL_ECDSA256 | global
O  Fortinet_SSL_ECDSA384 | global
O  Fortinet_SSL_ECDSA521 | global
O  Fortinet_SSL_ED25519  global
O  Fortinet_SSL_ED448 global
O  Fortinet_SSL_RSA1024 | global
O  Fortinet_SSL_RSA2048  global
O  Fortinet_SSL_RSA4096 | global
O | local-20days root

O  locaktest10 global

Total Selected: 1

View Certificates Detail

 Fortinet ssL

Subject Information

Common Name (CN)
Organization
Organization Unit (OU)
Locality (L)

State (ST)
Country/Region (C)
Email Address

Issuer

Validity Period

Valid From
Valid To

Extension

X509v3 Basic Constraints
X509v3 Extended Key Usage

4. Select a certificate and click Certificate Operations to edit the certificate template.
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2028-01-11 10:56:57 GMT
2028-01-11 10:56:58 GMT
2028-01-11 10:56:59 GMT
2028-01-11 10:56:59 GMT
2028-01-11 10:56:59 GMT
2028-01-11 10:56:59 GMT
2028-01-11 10:56:59 GMT
2028-01-11 10:56:59 GMT
2028-01-11 10:56:57 GMT
2028-01-11 10:56:58 GMT
2028-01-11 10:56:58 GMT
2026-02-1023:38:32 GMT | local-20days

2026-01-3123:38:23 GMT | local-test10

> @ Ls O °admmv

Fortinet

FortiGate

Sunnyvale

California

us
support@fortinet.com

2025-10-08 10:56:57 GMT
2028-01-11 10:56:57 GMT

Critical No; Content: CA:FALSE;
Critical No; Content: TLS Web Server
Authentication;

13



Device Manager

B FMGvmsa > @+ Ls & o admin v
@ Dashboard Edit Certificate Template - local-20days [# CLI Configurations %
Devi Name
Policy & Type emal
Validity 3years Syears 10 years Speclfy
SD-WAN Manager
20 days
VPN Manager
Optional Information
Organization Unit 7 x +
FortiSwitch Manag Organization 76
Extender Mai Locality (City) 7
State/Province 7
Fabric View
Country/Region Canada (CA) -
) FortiAl Email
Key Type RSA Elliptic Curve
ortiGuard s
Key Size 2048 hd
£ System Settings Hash Algorithm SHA-1 -

Advanced Options >

F:RTINET Cancel
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Central Management

Central Management

This section lists the new features added to FortiManager for central management:

» FortiSwitch Manager on page 15
¢ Others on page 18

FortiSwitch Manager

This section lists the new features added to FortiManager for FortiSwitch manager:

» FortiSwitch Template adds override option to modify specific port settings on selected devices on page 15

FortiSwitch Template adds override option to modify
specific port settings on selected devices

Ly
.

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Override FortiSwitch template settings

FortiSwitch templates on FortiManager include an override option which allows an administrator to override
settings from the template with a custom setting for the device.

This feature can be used when a template is assigned to multiple FortiSwitch devices, but you need to make
changes to the settings configured by the template for specific devices.

To create an override for a FortiSwitch template:

1.
2.
3.

Create a FortiSwitch Template.

Assign the template to a device.

Select the FortiSwitch device in the Manged FortiSwitches table, and click More > Assign Template >
Configure Override in the toolbar.

Ensure the correct FortiSwitch template is assigned to the device, and toggle the Enable Override toggle to
the ON position.

FortiManager 8.0.0 New Features Guide
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Central Management

Assign FortiSwitch Template x
FortiSwitch Template [E ABC123 2 -
Enable Override (e ]

OK Cancel

5. Click OK to accept the warning, and the template opens for editing.

Disable/Enable Override o ox

Enabling override mode allows you to customize configuration values for specific device, overriding the default template settings. Are you
sure you want to continue?

Cancel

6. Override the template settings by hovering over the cell and clicking the edit icon, or by right-clicking on a
port and selecting Edit.

FortiManager 8.0.0 New Features Guide
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Central Management

Cells that have been edited are displayed with an tooltip icon i ] making them easier to identify.

Assign FortiSwitch Template x
FortiSwitch Template [E ABC123 %X~
Enable Override [ o]

Switch VLAN Assignments

[ Edit | | 03 Full Screen Trunk  Search.. [ON—

(O] ‘ Port $ | Status+ | Trunk =  Mode = | Port Policy = | Enabled Features < Native VLAN = | Allowed VLANs =~ | POE = | Security Policy + E
(] portl 4 Up Static g Eggﬁrmgnﬂee Protacol 8 default 8 quarantine % Powered (-]
O port2 4 Up Static 8§s§§mgnﬁee Protacol 22 default g quarantine % Powered (-]
8 default (i ]
5 Edge Port
port3 4 Up Static o h 2§ default % nac_segment % Powered (-]
@ Spanning Tree Protocol i quarantine
. Edge Port .
[m] portd 4 Up Static gSpE:ning Tree Protocol 2§ default %4 quarantine % Powered (-]
. Edge Port .
[m} ports 4 Up Static gSpgﬁning Tree Protocol x4 default i quarantine % Powered (-]
[m} porté 4 Up Static ggggﬁ“?f‘;pee Protocol 2 default %8 quarantine % Powered (-}
[m} port7 4 Up Static ggsgﬁrm;ﬂ’ee Protocol 8 default 8 quarantine % Powered (-}
(] port8 4 Up Static ggsgﬁrm;ﬂee Protocol 8 default 8 quarantine % Powered (-]
Y]
7. Click OK to save the device override options for the template.
A tooltip icon is displayed in the Template column for the selected device in FortiSwitch Manager
> Managed FortiSwitches when an override has been performed for that device.
¥ | search.. Q Status Platform
FortiGate (1) B Unknown 1 B FortiSwitch-524D-... 1
branch (0)
‘ 4 Create New v ‘ ‘ [ Edit | ‘ T Delete ‘ |.—_‘Authnr|zatmn v ‘ ‘ (&1 Register ‘ ‘ & Refresh || § More v | | [ Full Screen ‘ ‘ @ show Charts v | ‘ B8 List v ‘ Search. @ *
FortiSwitch Name = | Switch Group % | Serial Number = Platform = Status + Template Configuration is averridden on this device. 25 Version = E
o fsw S524DF0000000000 m  FortiSwitch-524D-FPOE @ Unknown | ABC123 @ [ | fortilink

8. (Optional) To discard all customizations made to a specific port included in the template, click Revert All
when editing the port in the template.

FortiManager 8.0.0 New Features Guide
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Central Management

Revert Template B ox

Revert all will remove all custom configuration values for this port and restore the default settings from the template. Are you sure you
want to continue?

9. (Optional) To discard all customized configurations made for a device, select the FortiSwitch device and
click More > Assign Template > Configure Override, and then move the Enable Override toggle to the

OFF position.
A message is displayed confirming that disabling override mode will revert all customized values.

Disable/Enable Override (=R

Disabling override mode will revert all customized configuration values for this port back to the default template settings. Any unsaved or
existing overrides will be lost. Are you sure you want ta continue?

Cancel

Others

This section lists the new features added to FortiManager for other topics relating to central management:

» Workspace Mode supports onboarding new devices and creating new policy packages without ADOM lock

on page 19
* Interface-based bandwidth graph uses average bandwidth logic on page 22

FortiManager 8.0.0 New Features Guide
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Central Management

» FortiSwitch, FortiAP and FortiExtender templates can be assigned from Fabric Authorization Template on
page 23

» Certificate templates can be selected in model device, model HA device, and device blueprint
configurations on page 25

* New workflow mode design to control individual admin sessions with selective approvals on page 30

« Factory default IPsec template to configure FortiClient VPN on page 33

« Central monitoring dashboard for Firewall Users with filters for authentication method and user group on
page 35

» Maximum length of meta variables value increased to 32768 characters on page 39

« Admin profile adds granular control on device manager (Interface, Log & Report, Security Fabric) and
Routing on page 41

e pxGrid connector is enhanced to display Device Type and Session State on page 44

» Managing FortiGate registration to FortiCare on page 47

¢ Enhanced asset details and identity monitoring on page 49

» Administrators can create protected objects on page 61

» FortiManager supports downgrade and roll-back for FortiGuard packages to allow setting a preferred
package version for devices on page 66

» FortiManager supports importing password-type objects from FortiGate devices with private data
encryption on page 69

Workspace Mode supports onboarding new devices and
creating new policy packages without ADOM lock

[
s,

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Adding new devices and policy packages without locking the ADOM

In FortiManager 8.0.0, the following global command has been added to the CLI to allow administrators to add
devices and policy packages without needing to lock the ADOM while in Workspace mode. By default, this
command is set to disabled.

set device-policy-package-lock-allow-add {enable | disable}

To allow administrators to add devices and policy packages without locking the ADOM:
1. Inthe FortiManager CLI, enter the following commands:
config system global

set device-policy-package-lock-allow-add enable
end

FortiManager 8.0.0 New Features Guide
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Central Management

2. Enter an unlocked ADOM with Workspace mode enabled.
3. Goto Device Manager > Devices & Groups.

Administrators are able to add devices using the Add Device menu in the toolbar.

/Add Device - Choose Add Device Type (1/2)

O Discover Device

To add a device that is currently online.

O Add Model Device

To add a device that is not yet online. Configure a model device to complete authorization when the device is online.

O Add Model HA Cluster

Adding an operating FortiGate HA cluster to Device Manager pane is similar to adding  standalone device. Specify the IP address
of the primary device.

O Import Model Devices from CSV File

Import multiple device definitions for devices that are not yet online.

FortiManager 8.0.0 New Features Guide
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Central Management

After a device is added, it is locked by default.

El FMGVMes Q-

@b Dashboard 15 Search.

23 Device Manager '8 @FGT
Device & Groups
Scripts
Provisioning Templates £

Firmware Templates

Monitors
B, Policy & Objects >
£ SD-WAN Manager >
L VPN Manager >
& AP Manager >
FortiSwitch Manager >
Extender Manager >
B Fortiview >
Fabric View >
© FortiAl

@ FortiGuard >
¥ System Settings >

@ Managed FortiGate (1)

m Add Device @B Device Group ~ &, Install Wizard
Q Connectivity Device Confg ..
B Model Device 1 B Unknown

3, Install v ‘ ‘@Tamevwev\ - H 3 More v ‘ ‘:; Full Screen

O | Device Name Autorlink Status & | Config Status + Policy Package S... + | Host Name *

O amFeT @ Enabled @ Unknown A NeverInstalled | FortiGate-90G

4. Goto Policy & Objects > Policy Packages.
Administrators are able to create new policy packages using the Policy Packages menu in the toolbar.

B rvGvmes

Policy Package & ADOM Revisions  #§ Tool

Policy Package...
B Never Installed 1

[

© Show Charts ~

1P Address Platform + Description & HA Status +

Firmware Version + u

FortiGate-90G FortiGate 7.4 build2827

& ADOM: root

@ Dashboard IF | Search
B Policy Blot
BB Device Manager >
2 default

Normalized Interface

Firewall Objects
Security Profiles
User & Authentication
Security Fabric
Advanced
£ SD-WAN Manager >
Lk VPN Manager >
@ AP Manager >
FortiSwitch Manager >
Extender Manager >
B Fortiview >
Fabric View >
@ FortiAl
© FortiGuard >
¥ System Settings >

New Fullscreen|| Q v
Clone
Name Patterns Assign Install On

New Folder

MAC Address: 11:22:33:44:55:66
Lock Hardware Vendor: a

Device Family: a
Unlock asaa ype:a

Operating System: fe
View Locked Packages User: asfsaef
Move
Edit
Delete
Policy Revision
Policy Check
Run Script

Export Package All Policies to CSV

After the policy package is created, it is locked by default.

@ nstallation Targets

Created Time Last Modified

Revision Hmc-rvu

admin / 2025-10-27 14:48:36 PDT

B Poicy Package

@b Dashboard Search.

I Policy Blocks (0)
@ New-Package

B3 Device Manager >

Policy Packages

Proxy Policy
Normalized Interface

Firewall Virtual Wire Pair P... o1

b, Install Wizard @ ADOM Revisions  §§ Tools

> - O oa\!mmv

Q

+ Create New | v

olicy Block v H i More v

Full Screen ‘ ‘ ® By Sequence v ‘ Qv

Authentication Rules

Firewall Objects

1Pv4 Multicast Policy

Security Profiles 1P6 Mulficast Policy
User & Authentication 1P Local In Poicy
Ceamis 1Pv6 Local In Policy
fim=s) 1Pv4 Dos Policy
3 SD-WAN Manager > 1Pv6 Do Policy
: 1Pv4 Interface Policy
=i VPN Manager > 1pvé Interface Policy
[ AP Manager 5 NACPolicy
Traffic Shaping Policy
FortiSwitch Manager >

Extender Manager >
) default
& Fortiview >
Fabric View >
O Fortial
@ FortiGuard >
& System Settings >

Installation Targets
CUI Configurations.

FortiManager 8.0.0 New Features Guide
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o e Name From T Source Destination Schedule Service Action Security Profies | Log u
© Implicit (1/1 Totak1)
B Fireval Poiicy . ”
Implicit Deny Qany DOany =a @l 8 always WAL @ Deny @Nolog
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Central Management

Interface-based bandwidth graph uses average
bandwidth logic

The bandwidth graph of the Traffic Shaping (interface-based) widget has been enhanced to plot the average
bandwidth values instead of the current bandwidth.

This method uses the same averaging method as the Interface Bandwidth widget, and aligns it with the
visualization method used in the Interface Bandwidth widget.

Example

» Traffic Shaping graph using current bandwidth (legacy)

I Search.. [OQ Dashboard:test v | § AR
Managed FortiGate (2)
|reree ¥ AdG Vidget

@ 71F

Sepl10 13:33 - Sep10 14:27  Last 1 Hour - porté ~ & I =~  Interface Bandwidth @ porté ~  Last1Hour ~ e e

8 Unauthorized Devices (1)

Security Profiles v | VPN v | System v | Security Fabric v | Log & Report ¥ | CLI Configurations | Feature Visibility O

1]
<
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FortiSwitch, FortiAP and FortiExtender templates can be
assighed from Fabric Authorization Template

Ly

‘@ Thisinformation is also available in the FortiManager 8.0 Administration Guide:
e Fabric authorization templates

FortiSwitch, FortiAP, and FortiExtender templates can be assigned from within a Fabric Authorization Template.

Device Blueprint adds configuration for a Firmware Template and Fabric Authorization Template.

To assign profiles to model devices using Fabric Authorization Templates:

1. Create a Fabric Authorization Template.

a. Goto Device Manager > Provisioning Templates > Fabric Authorization, and click Create New to create
a new Fabric Authorization Template.

b. Expand the FortiAP, FortiSwitch, or FortiExtender drawers, and select the Prefix and number of devices
that can be authorized.

c. Click the AP Profiles, FortiSwitch Profile, or Extender Profile dropdown menus to select a configured
profile. Only profiles that match the selected prefix are displayed as option. Alternatively, you can click
the add button to create a new profile.

){' Adding FortiSwitch/FortiAP profiles in an Fabric Authorization Template is only supported
when Central Management for FortiSwitch/FortiAP is enabled in the ADOM settings. When
the ADOM is operating in Per Device Mode, the FortiSwitch Profile/FortiAP Profile options
are not displayed in Fabric Authorization template.

&, Install wizard ADOM:root  >_ @~ L1 O °adminv

Edit Fabric Authorization Template *®
Name Fabric_Auth_Template
Description
0/4096
) FortiAP (o)
Prefix Number of Devices @ AP Profiles Action
FP23JF (FortiAP-23JF) v @s [ FAP23JF-default v %+
E8 Fortiswitch [ o]
Prefix Number of Devices @ FortiLink Interface FortiSwitch Profile Action
FS24VM (FortiSwitch-24Viv | @5 @, fortilink 24vM v x| 4
B FortiExtender (e
Prefix Number of Devices @ Extension Type FortiExtender Profile Action
FXA11F (FortiExtender-10's | @, 1 wan Y FEXT - x +
Revision
Change Note*
V8.0 4

d. Click OK to save the template.
2. Add the Fabric Authorization Template to a Device Blueprint.
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a. Go to Device Manager > Devices & Groups and click the Add Device dropdown and select Device
Blueprint.

b. Create a new blueprint, enable Fabric Authorization Template, and select the previously configured
template.

Q ~ mAddDevice ~ ZBDevice Group v ¥ Install Wizard ADOM:root  >_ @~ Q! © oadminv

Edit Device Blueprint - Blueprint1 x

Name

Device Madel FortiGate-VM64 v
Port Provisioning

Has Log Disk
Automatically Link to Real Device
Enforce Firmware Version

Firmware Template afmw-templ M

Let Device Download Image from FortiGuard
Enforce Device Configuration @

Managed by SD-WAN Manager

Add to Device Group

Add to Folder

Fabric Authorization Template ¥4 Fabric_Auth_Template -
Pre-Run CLI Template
Assign Policy Package
Provisioning Templates +

900 0UUEUBEEO ~

B Extender Manage
HA

[®]

@ Fabr

F==RATINET 5 OK Cancel
o 4

c. Click OK to save the blueprint.
3. Create a FortiGate model device using the device blueprint.
a. Go to Device Manager > Device & Groups.
b. Click Add Device, and choose a method for adding model devices. For example Add Model Device.
c. Toggle Use Device Blueprint on and select the previously configured blueprint.

d. Configure the remaining settings as needed and complete the Add Device wizard to add the model
device.

Add Device - Provide Model Device Info (1/2)

Name FGT-1

Link Device By @ FEUEIINTIBEY Pre-shared Key

Serial Number FGVMULTM25000430
Use Device Blueprint ©
Device Blueprint Blueprint1 (FortiGate-VMé4)

Metadata Variables Edit Variable Mapping

Copy Device Dashboard Click to select

Cancel

FortiManager 8.0.0 New Features Guide
Fortinet Inc.

24



Central Management

4. Go to the FortiSwitch Manager, AP Manager, and/or Extender Manager to see that the model devices have
been created and are assigned the template/profile that was specified in the Fabric Authorization Template.

E] FortiManager-A = Q -~ Y installwizard apom:root > @~ N1 & (@ admin -
@ Dashboard IF | Search... Q Status Platform
© Managed FortiGate (0) I Unknown 5 W FortiSwitch-24VM 5
@FGT-1
@FGT-2
AP Manager [m} FortiSwitch Name ¢ = Switch Group + | Serial Number ¢ Platform < Status + Template ¢ | FortiLink ¢ | Connecting From ¢ u
0O  CFS24VM-1 FS24VM****000001 fa  FortiSwitch-24¥M | @ Unknown |24VM fortilink
FortiSwitch Manager
O  CFS24VM-2 FS24VM*=***000002 fy  FortiSwitch-24VM | @ Unknown |24VM fortilink
Managed FortiSwitches
0O  XF524VM-3 FS24VM=***000003 g  FortiSwitch-24VM | @ Unknown |24VM fortilink
O 2CFS24VM-4 F524VM****000004 m  FortiSwitch-24¥M | @ Unknown | 24VM fortilink
0O  2CFS24VM-5 FS24VM™***000005 @  FortiSwitch-24¥M | @ Unknown |24VM fortilink

You can also apply the Fabric Authorization Template to existing model devices by going to Provisioning
Templates > Fabric Authorization, right-clicking on a template, and choosing the Generate option.
& Install wizard ADOM:root >_ @~ N! & ° admin «

Static Route (LI NGLIrE LI Feature Visibility

IPsec Tunnel

Template Groups

‘ + Create New ‘ [ Edit ‘ﬁ[ Dslete| ‘ i More v ‘ ‘[} Full Screen

#< Name < Description =

System Templates

1 Fabric_Auth_Template

[ Edit
iy Delete

8 Generate

Certificate templates can be selected in model device,
model HA device, and device blueprint configurations

s

'@ Thisinformation is also available in the FortiManager 8.0 Administration Guide:
¢ Adding offline model devices
¢ Using device blueprints for model devices
¢ Adding a FortiGate HA cluster

Certificate templates are available as provisioning templates and can now be selected when adding a model
device/model HA cluster and when configuring device blueprint.
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To create a certificate template:

1. Go to Device Manager > Provisioning Templates > Feature Visibility, and enable Certificate.

2. Goto Device Manager > Provisioning Templates > Certificate, and click Create New.
The Create New Certificate Template menu is displayed.

B FMGVMes = Q -+ & nstall Wizard

- @ O @ amn-~
@ Dashboarc Edit Certificate Template - local [# CLI Configurations = %

Name

Type

Optional Information

Organization Unit [ x +
Organization 76

Locality (City) 76

State/Province 7

Country/Region Canada (CA) -
Email

Key Type [ Etitic Curve

Key Size 2048 e
Hash Algorithm SHA-1

Advanced Options >

Fi:RTINET Cancel

3. Configure the certificate details, and click OK to save the template.

To assign the certificate template to a Device Blueprint.

1. Go to Device Manager > Device & Groups, click the dropdown menu next to Add Device and select
Device Blueprint.

2. Click Create New to create a new device blueprint.

B FMGvmsa = Q v mMAddDevice ~v JBDevice Group v ¥ lnstall Wizard > @ © ° admin ~
@ D d {F | Search. | & Add FortiAnalyzer | tivity Device Config Stat... Policy Package Sta... HA devices status
& Managed FortiGate (0) [ Device Blueprint — —
&5 Device Manager
< Auto Onboarding 0 0 0 0
ErmREEns Devices Devics vooms Devices
VDOV
& Install v | [ Table View ~ | [ # More v ] [£2 Full Screen © Show Charts v | | Search
O | Device Name + Auto-link Status # | Config Status & Host Name & 1P Address &

Platform + Description + HA Status % n
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3. Enable the Certificate Template setting, and choose the previously configured template, and then click OK.
B FMGvmsa Q v MAddDevice ~ @B DeviceGroup v ¥ Install Wizard > @ © ° admin ~

Create New Device Blueprint x

@ rd

&5 Device Manager

Name test

Device & Groups Device Model FortiGate-VM64.
Port Provisioning

Has Log Disk

Automatically Link to Real Device

Enforce Firmware Version

Firmware Template

Let Device Download Image from FortiGuard
Enforce Device Configuration @

Managed by SD-WAN Manager

Add to Device Group

Add to Folder

Fabric Authorization Template

Certificate Template Q Selected 1 (Total: 3)

© @l Q

Click to select B external

Q000000000 5

B local
OB local002

Pre-Run CLI Template

Q0

Assign Policy Package
Provisioning Templates

0 o

4. Create a model device using the device blueprint.

Add Device - Provide Model Device Info (1/2)

Name test003

Link Device By @ Serial Number [JHEEIEITCY

Pre-shared Key
Use Device Blueprint

Device Blueprint vmé4 (FortiGate-VM64)

Metadata Variables Edit Variable Mapping

Copy Device Dashboard Click to select

After the model device or model HA cluster is added, you can see the certificates automatically generated
on the system:certificates page.
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B FMGvmsa Q v MAddDevice ~ @B Device Group v ¥ Install Wizard > @ © ° admin ~

@ Dashboard Search Q| Dashboard v Network v | Security Profiles v | VPN v [IEVCSUROITISSSRAN Sccurity Fabric v | Log & Report v | CLI Configurations | Feature Visibilty O

© Managed FortiGate (1)

B8 Device Manager
5 o

o ‘ @ | #% | Certificate Name & Subject Comments &

ull Screen Search @

z FOrtinet_CA_UNtrustea T=Us, 51 =Callfornia, L = Sunnyvale, U = Forainet, UU = Lertincate AULNOFIty, LN = FOFINet UNTrusted UA, eMallAd... TS 1S e derault CA certne

[}
ing Templates © Local Certificates (15)

Scripts

e Templates o 3 Fortinet_SSL. C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddres: This certificate is embedded

o 4 Fortinet_GUI_Server C=US, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, CN = FortiGate This is the default CA certifi}

o s Fortinet_SSL_RSA1024 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded

SD-WAN Manag o ¢ Fortinet_SSL_RSA2048 C =Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVYMULTM23090088, emailAddress = su... = This certificate is embedded

o 7 Fortinet_SSL_RSA4096 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded

o s Fortinet_SSL_DSA1024 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = This certificate is embedded

a 9 Fortinet_SSL_DSA2048 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded

O 10  Fortinet SSL_ECDSA256 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded

O 11 Fortinet SSL_ECDSA384 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded

O 12 Fortinet SSL_ECDSA521 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded

O 13  Fortinet SSL_ED25519 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded

Fabric Vi O 14  Fortinet SSL_ED448 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O FortiAl 15 extenal C=CA,ST=76,L=76,0=76,0U=76,CN = test003
local C=CA,ST=76,L=76,0=76,0U=76,CN = test003

local002 CN = test003

To assign the certificate template to a model device/model HA cluster device:

1. Go to Device Manager > Device & Groups, and add a model device or model HA cluster device.
2. Enable the Certificate Template setting, and choose the previously configured template

Add Device - Provide Model Device Info (1/2)

Name testo01

Link Device By @ Serial Number [IIUEITCH
Pre-shared Key .

Use Device Blueprint (e ]

Device Model FortiGate-VMé4

Port Provisioning

Has Log Disk

Automatically Link to Real Device

Enforce Firmware Version

Let Device Download Image from FortiGuard

7.6 (By Default)

Enforce Device Configuration @
Managed by SD-WAN Manager
Add to Device Group

Add to Folder

Fabric Authorization Template
Pre-Run CLI Template

Q0000000000 -

Assign Policy Package
Provisioning Templates

Certificate Template

Q

EBexternal

@Blocal
EBlocal002
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AAdd Device - Provide Model HA Cluster Info (1/2)

Name testo02

HA Mode Active - Active
Cluster ID 200

Cluster Name testo02

Link Device By @
Serial Number

Password

Priority

Use Device Blueprint

Device Model FortiGate-VM64
Port Provisioning 10

Has Log Disk o
HA Secondary Serial Number Priority

150
Automatically Link to Real Device

Enforce Firmware Version

Let Device Download Image from FortiGuard
Enforce Device Configuration @

Managed by SD-WAN Manager

Add to Device Group

Fabric Authorization Template

Q0000000

Pre-Run CLI Template

3. After the model device/model HA device is added, you can see the certificates automatically generated on
the system:certificates page.

B FMGvmsa Q v MAddDevice v 3BDevice Group v ¥ install Wizard - @ © ° admin +
@ Dashboard Search Q| Dashboard v | i | Network v | Security Profiles v | VPN v EEISSURONTIZESRAN Sccurity Fabric v | Log & Report v | CLI Configurations | Feature Visibilty O
© Managed FortiGate (1) -
B8 Device Manager Search @
ErmREEns @ | #% | Certificate Name & Subject Comments & n
Coinglemplatse o 1 Fortinet_ CA_SSL C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = FGVMULTM23090088, emailA...  This is the default CA certifid
Firmuare T O 2 Fortinet CA Untrusted C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = Fortinet Untrusted CA, emailAd... | This is the default CA certifid
O 3  Fortinet SSL C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 4  Fortinet GUI_Server €=U, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, CN = FortiGate This is the default CA certifid
O 5  Fortinet SSL_RSA1024 C = Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 6  Fortinet SSL_RSA2048 C = Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
o Fortinet_SSL_RSA4096 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = This certificate is embedded
O 8  Fortinet SSL_DSA1024 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = This certificate is embedded
O 9  Fortinet SSL_DSA2048 C = Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 10  Fortinet SSL_ECDSA256 C = Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 11  Fortinet SSL_ECDSA384 C = Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 12 Fortinet SSL_ECDSAS21 C = Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 13 Fortinet SSL_ED25519 C = Us, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 14  Fortinet SSL_ED448 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = This certificate is embedded
15 local002 CN = test001
16 local C=CA,ST=76,L=76,0=76,0U =76,CN = test001

17 extemnal C=CA ST=76,L=76,0=76,0U

Total Selected: 3 0% 17
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B FMGvmsa = Q v mAddDevice v gBDeviceGroup v ¥ Install Wizard > @ O o admin v

@ Dashboard IF Search Q|| Dashboard v | § | Network v | Security Profiles v | VPN v [ESISCUMeSIISENN Security Fabric v | Log &Report v | CLI Configurations | Feature Visibility O
© Managed FortiGate (1) - =

20 Device Manager i More v | | £2 Full Screen Search @ &

S o ]

Device & Groups

co

#% | Certificate Name + Subject + Comments %
z FOrtiner_UA_Untrustea T=Us, 51 = Callfornia, L = Sunnyvale, U = Forainet, UU = Lertincate AUINOFIty, LN = FOFtNet UNtrusted UA, eMallAd... TS IS e derault CA certne

Local Certificates (15)

o 3 Fortinet_SSL C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
o 4 Fortinet_GUI_Server C=US, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, CN = FortiGate This is the default CA certifi}
o s Fortinet_SSL_RSA1024 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
o s Fortinet_SSL_RSA2048 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
o 7 Fortinet_SSL_RSA4096 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
o s Fortinet_SSL_DSA1024 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
a 9 Fortinet_SSL_DSA2048 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 10  Fortinet SSL_ECDSA256 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 11 Fortinet SSL_ECDSA384 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 12 Fortinet SSL_ECDSA521 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 13  Fortinet SSL_ED25519 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 14  Fortinet SSL_ED448 C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGVMULTM23090088, emailAddress = su... | This certificate is embedded
O 15  localoo2 CN = test002

O 16 local C=CA,ST=76,L=76,0=76,0U=76,CN = test002

O 17  extemal C=CA,ST=76,L=76,0=76,0U=76,CN = test002

© Remote CA Certificates (0)
© Remote Certificates (0)
© CRL Certificates (0)

New workflow mode design to control individual admin
sessions with selective approvals

Ly

g This information is also available in the FortiManager 8.0 Administration Guide:
e Workflow mode
¢ Workflow sessions

Beginning in FortiManager 8.0.0, workflow mode has been redesigned to support control over individual admin
sessions with selective approvals. With this updated design, locking an ADOM is no longer required, allowing
multiple users to create sessions simultaneously. Additionally, sessions can be approved in any order and are
not restricted to being approved in the order they are submitted.

Creating and approving sessions

When an administrator first enters an ADOM in workflow mode, the Workflow Session displayed in the toolbar
will be set to None.

E FortiManager-A ADOM:root >_ @~ ['! & o admin «
@ Dashboard Toggle Widget

System Information S License Information

o

= System Resources

0
1]
<

Host Name  FortiManager-A (2] VM License  Valid UUG + &

In the toolbar, click the Workflow Session dropdown to see the following options:

All Sessions View all sessions in the session list.
New Create a new session.

Open Open an in-progress session which has not yet been submitted.
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E] FortiManager-A workflow Session: None » ~ ADOM:root > @~ L[ ! © °adm‘mv

@ Dashboard Toggle Widget v All Sessions

&0 e . . . New

am D€ System Information 8 1 =- License Information = System Resources 2 3 =v
Open

B Po Host Name FortiManager-A [ VM License  Valid UUG + &

Example

In this example, there are two administrators named admin1 and admin2. Both administrators create policies in
the same ADOM using two separate sessions, Session1 and Session2. When both sessions have been
submitted, administrators that are part of the approval group can selectively approve sessions in any order.

To create and approve sessions:

1. admin1 opens a new session called Session1 and creates a new policy called policy1, then submits the
session for approval.

2. admin2 opens a new session called Session2 and creates a new policy called policy2, then submits the
session for approval.

3. Admins can view the All Sessions menu to see both sessions with the status Waiting Approval.

Session List x
D% Session Name = Current Status < Created By = Date Submitted < Approval Status = Comments 5

2 Session2 @ Waiting Approval A admin2 (Current) 2025-11-20 14:16:09 PST 0/0

1 Session1 @ Waiting Approval A adminl 2025-11-20 14:14:49 PST 0/0

4. Admins who are a part of the ADOMs Approval Group can selectively approve sessions in any order.
For example, even though Session2 was submitted after Session1, it can be approved first.

Session List »®
(@ vewon] [@reee] (@ 10 >
D+ Session Name < Current Status < Created By + Date Submitted + Approval Status & Comments % H
2 Session2 0 Waiting Approval A admin2 (Current) 2025-11-20 14:16:09 PST 0/1
1 Sessionl © Waiting Approval A adminl 2025-11-20 14:14:49 PST 0/1

When Session2 is approved, policy2 is added to the ADOM.

¥ search... Q E Iz‘ ‘E] Section v ‘ | i More v | | L] Full Screen | ‘ @ By Sequence v Q + Regular Search
el ) o # Name From To Source Destination Schedule Serg.
B FGT-1

o 1 policy2 Oany Oany Qal Qall [@ always [3] ALl

Firewall Policy
@ Implicit (2/2 Total:1)

Installation Targets

@5 default o 2 Implicit Deny Oany Oany 2::: i::: 1@ always EALL
When Session1is approved, policy1is added to the ADOM alongside policy?2.
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IF | search.. Q E E [H Section v H t More v || I3 Full Screen | ‘ @ By Sequence v | Qv Reqular Search
[r—
LRy (] a |# Name From To Source Destination Schedule
B FGT-1
o1 policy2 Oany Oany =2al 2al [@ always AL
Firewall Policy
Installation Targets 0 policyl Oany =al Zal (8 always WAL
B 18 default O | & Implicit (3/3 Total:1)
- Zall 2all
] Implicit Deny O any O any gal aal [@ always [ ALL

Session conflicts

Because the new workflow design allows administrators to approve sessions in any order, there is an chance for
changes to affect each other and cause a conflict. When this occurs, the administrator will see an error
indicating a conflict when attempting to approve the session. The administrator can review the changes and has
the option to merge changes and attempt to fix the conflict.

Example

1. admin1 creates a new session named Session3, and makes the following changes:
a. Edits policy1and changes the Incoming Interface from any to port1.
b. Creates a new policy called policy 3.

2. admin2 creates Session4 and deletes policy1.

3. Both users save and submit their sessions.

Session List »®

| 4 Create New | E) view D\ff| ‘ & Approve | ‘ @ Reject | Search ® *
D+ Session Name + Current Status < Created By = Date Submitted + Approval Status 5 Comments % u
4 Sessiond @ Waiting Approval A admin2 (Current) 2025-11-20 15:30:59 PST 0/1

3 Session3 O Waiting Approval A adminl 2025-11-20 15:29:39 PST 0/1

2 Session2 & Approved A admin2 (Current) 2025-11-20 14:16:09 PST 11

1 Sessionl © Approved A adminl 2025-11-20 14:14:49 PST /1

4. admin2 approves Session4 which causes the removal of policy1 from the ADOM.

5. admin1 attempts to approve Session3, but because Session3 modifies policy1 which was removed with the
approval of Session4, a conflict is identified. The conflicting changes are identified in red, and non-
conflicting changes are identified in green.

6. admin1 clicks Merge All to merge all non-conflicting changes (green). Changes with conflicts (red) are
ignored.
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Session Diffs - Session3 (ID: 3) x®

A Patch-1: edit 2 :: Can not find entry 2 in rundb

o Merging Instructions
Click "Merge" beside each part of your work to merge them individually into your session. Or click "Merge All" at the top to merge everything at once.

@@ Policy Package (FGT-1)
config adom/pkg/FGT-1
config firewall policy
edit 2
set srcintf "any"
set srcintf "portl"
next
edit 3
set name "policy3"
set uuid bdae4208-c668-51f0-leca-56T0ala5cdl0
set srcintf "any"
set dstintf "any"
srcaddr "all"
set dstaddr "all"
set schedule "always"
set service "ALL"
set logtraffic all

PR
w
m
(L

@
El
a

@
El
o

Continue to Fix Conflict Close

7. admin1 clicks Continue to Fix Conflict to copy the latest run database including the configuration after
Session4 was approved and all of Session3's merged changes.
All unmerged changes are permanently removed.

8. admin1 can now make additional changes, resubmit, and approve Session3.

Factory default IPsec template to configure FortiClient
VPN

Ly

'@ Thisinformation is also available in the FortiManager 8.0 Administration Guide:
¢ Recommended IPsec templates

You can use the FCT_IPsec_Recomended factory default IPsec template for FortiClient VPN configuration.
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To use the FCT_IPsec_Recommended factory default template:

1. Go to Device Manager > Provisioning Templates > IPsec Tunnel.
2. Right-click FCT_IPsec_Recommended.

B FMGVMea Q v & install Wizard

ADOM:test >- @+ 01 O (@) aumin~

Static Route Feature Visibility

@ Dashboard System Templates

&2 Device Manager Device/Group | [ @ Al Assistant ] [ § More v | [£3 Full Screen Search a
Dev Assigned to Device/Group & Description & :
0 Devices in Total
- . [# Edit
FEiEElEEmEss F@ HUB_IPsec_Recommended 0 Devices in Total
7 Clone
[ BRANCH_IPsec_Recommended 0 Devices in Total
1l Delete
B8 IPsec_Fortinet | 0 Devices inTotal
@ Assign to Device/Group
Acti FCT P R ded 1 Device in Total View Details >
LiActivate_FCT_IPsec_Recommended| [ Validate 26 root]
[ Preview On Device S
Litest 0 Devices in Total

© Activate

ER F

B Exte
@ Fabr

© FortiAl

3. Click Activate and set parameters.
ADOM:test >~ @~ L: O oadminv

B FMGvMmes = Q v W install Wizard
@ D. d Activate FCT_IPsec_Recommended x
20 D Manag
nLECE R Template Name Activate_FCT_IPsec_Recommended
D
o FCT-VPN1 +
R loning el B Outgoing Interface @ port2
Firmware Te
1Pv4 Start IP Q111111
Mo
IPv4 End IP @ 1111100
1Pv4 Netmask @ 2552552560
Pre-shared Key R ® @

&a VPN Manager

B AP Man

e oK Cancel
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4. Click OK. FortiManager creates the Activate_FCT_IPsec_Recommended template.

B FMGvmes = Q ~ Y install Wizard ADOM:test >_ @~ L1 © ° admin ~
@ Dashboard Edit IPsec Tunnel [# CLI Configurations = %
&0 Device Manager Tunnel Name @FGT-VPN1

Installation Target Click to select

Network v

Routing m Automatic
1P Version 1PV

Remote Gateway Static IP Address Dynamic DNS
Interface @ port2
Local Gateway Maln (ST Specify
Mode Config © [RZY Pv6 Dual Stack
Assign Client IP (e} m DHCP  Address/Address Group
1Pv4 Client IP Range Q1114 - @111.1.1.100
1Pv4 Netmask @ 255.255.255.0]
DNs Use System DNS
IPv4 DNS @0.0.00
1Pvd split tunnel o
Transport @ UDP Fallback TCP | TCP Encapsulation
NAT Traversal Disable Forced
Dead Peer Detection Disable [ on Demand
DPD Retry Count 3
DPD Retry Interval 60 Seconds | X 4
Forward Error Correction O Egress 0O Ingress

Fi:ATINET 200 “ Cancel

5. Install the template to a managed device to push the configuration to FortiGate.

Central monitoring dashboard for Firewall Users with
filters for authentication method and user group

0

o

.

g

This information is also available in the FortiManager 8.0 Administration Guide:
e Firewall users

The Firewall Users monitor displays all currently logged in firewall users. You can use the monitor to diagnose
user-related logons or to highlight and deauthenticate a user.

For more information on firewall user monitors, see the FortiGate/FortiOS Administration Guide.
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To view the firewall user monitor:

1. Go to Device Manager > Monitor > Firewall Users.
The Firewall Users monitor is displayed.

B FMGvmsa

@ Dashboard Asset Identity Center [FICVETIIEES

88 Device Manager Method “ . Usergroup
W FSSO 4 ‘ B BHE/DOMAIN AD...

5@ 4
Device & Groups @ Firewall 2 [ BHE/GROUP POLL... &
cripts 6 35 B BHE/ENTERPRISE ... 4
’ ’ BHE/SCHEMAAD... 4
Provisioning Templates e DOMAN Us.
Firmware Templates . s

HE/DENIED RO...
Monitors
£3 Full Screen © Show Charts v || Search @ .+

O | UserName ¢ vdom 1P Address % User Group + Duration ¢ Traffic Volume % Method % Time Left +

Policy &

SD-WAN M
LS4 VPN Manager
HE/DOMAIN ADMINS
HE/GROUP POLICY CREATOR OWNERS
O  ADMINISTRATOR root 192.168.246.2 :ggg;i:::fgom\gws bs - FSSO
& BHE/DOMAIN USERS
B Extender Mai
@ Fabric View I
© FortiAl olthg/DOMA\NADMINS
_ . O  ADMINISTRATOR root 192.168.246.2 :E;EE;JSRZ:%ECAE&T’EATOROWNERS bs - FSSO
U e HE/SCHEMA ADMINS
£¥ System Settings
0O test test 192.168.172.2 57s 3.3MB Firewall 05m 00s
HE/DOMAIN ADMINS
HE/GROUP POLICY CREATOR OWNERS
O  ADMINISTRATOR test 192.168.246.2 :ggg;i:::fgam\gws bs - FSSO
0% 6
2. Inthe Firewall Users monitor, information about each firewall user is organized by FortiGate.
The following information and functionality is available:
» View the authentication method used by each firewall user in the Method column and chart.
B FMGvmsa = Q v W install Wizard ADOM:76 >_ @~ © °admln -

@ Dashboard SD-WAN Monitor VPN Monitor | Asset Identity Center [SIEVEIITESS]

&5 Device Manager Method

“ . Usergroup
W FSSO 4 ‘ W BHE/DOMAIN AD...
@ Firewall @ BHE/GROUP POLI...
B BHE/ENTERPRISE ..
@ BHE/SCHEMAAD...
B BHE/DOMAIN US...
BHE/DENIED RO...

3 Full Screen © Show Charts v || Search

O | UserName + vdom 1P Address % User Group + Duration ¢ Traffic Volume %

e & Groups

Method FSSO

: tes Count 4 (67%)
Firmware Templates .

Monitors

\_/
|

Policy & Objects

SD-WAN Man:

BHE/DOMAIN ADMINS
BHE/GROUP POLICY CREATOR OWNERS
BHE/ENTERPRISE ADMINS
BHE/SCHEMA ADMINS

BHE/DOMAIN USERS

6s - FSSO

O | ADMINISTRATOR root 192.168.246.2

@ Fabric View

rootgroup
BHE/DOMAIN ADMINS
BHE/GROUP POLICY CREATOR OWNERS

© Fortial

S O | ADMINISTRATOR root 192.168.246.2 BHE/ENTERPRISE ADMINS 6s - FSSO
- = BHE/SCHEMA ADMINS
£¥ System Settings
O test test 192.168.172.2 57s 33MB Firewall 05m 00s
5 BHE/DOMAIN ADMINS
BHE/GROUP POLICY CREATOR OWNERS
O | ADMINISTRATOR test 192.168.246.2 BHE/ENTERPRISE ADMIN 6s - FSSO

BHE/SCHEMA ADMINS
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¢ See which user groups the user belongs to in the User Group column and Usergroup chart.

B rMGvmes = Q v & install Wizard ADOM:76 >. @~ O °adm|nv

@ Dashbo, SD-WAN Monitor | VPN Monitor | Asset Identity Center [RTISREIITRSS O
B8 Device Manager Method \‘ . Usergroup
" W FSSO 4 ‘ B BHE/DOMAIN AD... 4
@ Firewall 2 @ BHE/GROUP POLL... 4
6 35 5 BHE/ENTERPRISE .. 4
BBHE/E imiaam
W BHE/[ E BHE/ADMINISTRATORS 4
. B BHE/l [ BHE/USERS .
r~-~ | @ rootgroup 1
mug 1
Eugl 1 © Show Charts v @ *

O | UserName + vdom 1P Address % User Group & Duration + Traffic Volume % Method & Time Left

HE/DOMAIN ADMINS
HE/GROUP POLICY CREATOR OWNERS
HE/ENTERPRISE ADMINS
HE/SCHEMA ADMINS
£ BHE/DOMAIN USERS
3

[0 | ADMINISTRATOR 192.168.246.2 65 - FSSO

ootgroup
HE/DOMAIN ADMINS

HE/GROUP POLICY CREATOR OWNERS
HE/ENTERPRISE ADMINS

HE/SCHEMA ADMINS

@ Fortial

O | ADMINISTRATOR 192.168.246.2 6s - FSSO

© FortiGuard

£ Syste

O test test 192.168.172.2 57s 33MB Firewall 05m 00s

£ BHE/DOMAIN ADMINS
£ BHE/GROUP POLICY CREATOR OWNERS
£ BHE/ENTERPRISE ADMINS

O ADMINISTRATOR test 1921682462 B BHE/SCHEMA ADMINS

6s - F$SO

» Use the filters in the charts above the table to filter data based on the user's authentication Method and
User Group.

B FMGvMea

@ Dashboard Asset Identity Center [ISIEVETRVESS

3 Device Manager Method Y Usergroup Y

@ Firewall 2 gl 1

Monitors
3 Full Screen © Show Charts v | | Sea @

O | UserName ¢ vdom 1P Address + User Group % Duration ¢ Traffic Volume + Method Time Left

B Policy & Objects

o 172

O FGT-185-764

O  ubuntu root 192.168.121.2 255 4253KB Firewall 05m 00s

B Extender Manager
@ Fabric Vi

@ Fortial
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« Deauthenticate firewall users by selecting a user in the table and clicking Deauthenticate in the toolbar.

B FMGvmsa = Q v & install Wizard ADOM:76 >~ @~ O o admin v
@ Dashboard SD-WAN Monitor | VPN Monitor | Asset Identity Center [STSUSIITESS O
3 Device Manager Method \ ‘. Usergroup
B e W FSSO 5 B BHE/DOMAIN AD... 5
PLEHERTD o Firewall 4 B BHE/GROUP POLL.. 5
9 43 B BHE/ENTERPRISE .. 5
B BHE/SCHEMAAD... 5
W BHE/DOMAIN US... 5
Firmware Templa . [ BHE/DENIEDRO... 5
Monitors
@ Deauthenticate | | & Refresn | [ £2 Full Screen © Show Charts v || Search ”
@ | UserName + vdom & 1P Address & User Group + Duration & Traffic Volume + Method + Time Left + u
R rootgroup
HE/DOMAIN ADMINS
HE/GROUP POLICY CREATOR OWNERS
O  ADMINISTRATOR root 192.168.246.2 e ENTERPRISE ADMINS 05m 575 FSS0
HE/SCHEMA ADMINS
Py
test 19216810722 06m 485 3.6M8 Firewall 04m 545
B Extender Manager
HE/DOMAIN ADMINS
@ HE/GROUP POLICY CREATOR OWNERS
abric View HE/ENTERPRISE ADMIN:
O  ADMINISTRATOR test 192.168.246.2 e SCHEMA ADMING 05m 575 FSS0
© FortiAl HE/DOMAIN USERS
© FortiGuard
o . HE/DOMAIN ADMINS
pemSetngs HE/GROUP POLICY CREATOR OWNERS
HE/ENTERPRISE ADMINS
O  ADMINISTRATOR testl 192.168.246.2 e SCHEMA ADMING 05m 575 FSS0
HE/DOMAIN USERS
Total Selected: 1 100% 9
E) FMGVM64 = Q- & install Wizard aoom:76 > @~ & () aumin
@ Dashboard SD-WAN Monitor VPN Monitor | Asset Identity Center Firewall Users I]
Device Manager Method \‘ . Usergroup
De &G . B FSSO 5 ‘ B BHE/DOMAINAD... 5
DL @ Firewall 3 @ BHE/GROUP POLL... 5
ript 8 43 B BHE/ENTERPRISE ... 5
T lates B BHE/SCHEMAAD... 5
e fenpits B BHE/DOMAIN US... 5
Firmware Templ . B BHE/DENIEDRO... 5
Monitors -
poi £3 Full Screen © Show Charts v || Search -
olicy &
O | UserName + vdom & P Address & User Group Duration & Traffic Volume & Method + Time Left n
-
O win root 1921681712 04m 105 7.6MB Firewall 04m 565
ootgroup
HE/DOMAIN ADMINS
HE/GROUP POLICY CREATOR OWNERS
O ADMINISTRATOR root 1921682462 /N TERPRISE AOMING 09m 24s FS50
HE/SCHEMA ADMINS
HE/DOMAIN ADMINS
HE/GROUP POLICY CREATOR OWNERS
© FortiAl i BHE/ENTERPRISE ADMINS
O ADMINISTRATOR test 192.168.246.2 BB DHE/SCHEMAADMINS 09m 24s FSS0
i BHE/DOMAIN USERS
© FortiGuard -
stem Settings
8§ BHE/DOMAIN ADMINS
i BHE/GROUP POLICY CREATOR OWNERS
[ ADMINISTRATOR testl 192.168.246.2 B BHE/ENTERPRISE ADMINS 09m 24s £SO

88 BHE/SCHEMA ADMINS
& BHE/DOMAIN USERS

 Distinguish users that exist in two different VDOMs using the VDOM column.
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B FMGvmsa = Q v & install Wizard ADOM:76 >~ @~ O o admin v
@ Dashboard SD-WAN Monitor | VPN Monitor | Asset Identity Center [V RUSSS O
3 Device Manager Method \ ‘. Usergroup
W FSSO 5 B BHE/DOMAIN AD... 5
= o Firewall 4 B BHE/GROUP POLL.. 5
9 43 B BHE/ENTERPRISE .. 5
B BHE/SCHEMAAD... 5
W BHE/DOMAIN US... 5
. [ BHE/DENIED RO... 5
£3 Full Screen © Show Charts v || Search a »
@ | UserName s vdom ¢ 1P Address & User Group & Duration & Traffic Volume & Method ¢ Time Left E

O  ADMINISTRATOR root 192.168.246.2 05m 57s - FSSO

HE/SCHEMA ADMINS

test test 192.168.172.2 06m 48s. 3.6MB Firewall 04m 54s.

£ BHE/DOMAIN ADMINS
£ BHE/GROUP POLICY CREATOR OWNERS
HE/ENTERPRISE ADMINS

ADMINISTRATOR test 192.168.246.2 05m 57s. - FSSO

HE/SCHEMA ADMINS
© FortiAl HE/DOMAIN USERS

3

@ FortiGuard

£ BHE/DOMAIN ADMINS
£ BHE/GROUP POLICY CREATOR OWNERS
£ BHE/ENTERPRISE ADMINS
E/SCHEMA ADMINS
£ BHE/DOMAIN USERS
3

ADMINISTRATOR test1 192.168.246.2 05m 57s. - FSSO

Total Selected: 4 100% 9

Maximum length of meta variables value increased to
32768 characters

Ly
.

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ ADOM-level metadata variables

The maximum length for metadata variable values has been increased to 32768 characters. In previous
versions, these values only supported up to 256 characters.

For example: Use a metadata variable for SSH key

1. Create a metadata variable called ssh_key_for_ssh_key_admin.
2. Setthe value to be along string:

"ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQDIy9eMAvn8sBrnqCtRqHBz5AMjSKQalFt+Ma8Rxx6gDdWX6fYiTIZhL1s68gsjQY
QkVBQbjTy5iGI0Ss9d9rAm6HD211CguTj7kG14RHVOQMIiQmFUtautR+cOgNFToEpOvd4FnInx15iX6aD/00809QGIVIf6
i5EzDS8SyZMXD+SmEkad8oHeVwB715Gjm5t2GKPkY9EGYSquNH+C1I62jbx0OThFDTRRPAsLH+uIa7gbRcnU7fuSR/HmCiT
Y5aD7kn0C46G6gWUKcOjdZRyAies1ubXMDapMngQnFOGBne9kFMa2z1USXaCFWuPEUfa6qNdDjl1+h+n2cDbGIjeiv4FJJ]
Yju6qCQL/83VaL0Z6cNONk1/8sVOFSCa53nUd6blgqymhfcnCmUeNOMbvpXowXQNIF17vZRHh6K15Vw/n2LGRsqr5wPgS5s
U9Wbfne04L3SbBd41kbICjUXNYZqabUPEVjGiyn7npTVvmh2wHkMH4aUT3PpZ15StuV1c9zP990wzvKvauwEi+/YXwlCy8
JyFbRgnby8uzk/Tt9Hs5y3pQxBeW7EKT6L2dYjmWAS5ADWG7 z60+H+AWFGEEF@q9fcnplbvRQ3BZI7q4QgdQI6kyyQT8fX
4aTMWQJI3Xg3r/YG1FHK+YOr9DBeFg9hOKNh5g8D5dK6W1k+cGmsm/TeQ== abbccd@fortinet.com"
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The maximum length for metadata variable values is 32768 characters.

Create New Metadata Variables x
Name ssh_key_for_ssh_key_admin
Type Password
Description
/
0/4096
Default Value
/
0/32768

Per-Device Mapping

+ Create New ‘ﬁ[ Delete ‘ Search @ >

Mapped Device/Group % Value ¢

4 FGVM . [global] AAAAB3NzaC1lyc2EAAAADAQABAAACAQD)y9eMAvN8sBr
Total Selected: 1 1
Revision

Change Note® sshkey, for_ssh key admin

/
25/1023
Revision History

Search.. X J*

[m] Revision # Changed by Date/Time Action Change Note

Per-Device Mapping x

Mapped Device/Group 4 FGVM [global] -
Value AAAAB3NzaC1lyc2EAAAADAQABAAACAQDJy?eMAvn8sBrngCtRgHBz5AMjSKQa1Ft+Ma

BRxx6gDAWX6FYiTIZhLIs68gsjQYQkVBQbj Ty 5iGIOSs9d9rAmSsHD211CeuTj7kG14RHVOQ
MIiQmFUtautR+cOgNFToEpOvd4FnJnx15iX6aD/00809QGIVIf6i5EzDS8SyZMXD+SmEkad
8oHeVwB7I5Gjm5t2GKPKYPEGYSquNH+ClIé 2jbxOThFDTRRPAsLH+ula7gbRenU7fugR/H
mCiTY5aD7knOC46G6gWUKcOjdZRyAieslubXMDapMngQnFOGBne 9kFMa2zIUSXaCFWu
PEUfa6qNdDj1+h+n2cDbGJjeiv4F 1JYjU6qCQL/8JVal OZ 6eNONk1/8sVOF5Ca53nUdéb1g
ymhfenCmUeNOMbvpXowXQNJFI7vZRHW6KISVw/n2LGRsqr5wPgS5sU9Whfrne 041 3SbBd
41kblCJUXNYZqabUPEVjGiyn7 npTVWvmh2wHkMH4aUT3PpZ155tuV1¢9zP990wzv KvauwEi
+/YXw1Cy8JyFbRgnbyBuzk/Tt9Hs5y 3pQxBeW7EKT 6L2dYjmWAs5ADwq 7z60+H+AWFGE
EF0q%fcnp1bvRQ3BZI7q4QgdQlékyyQT8fx4aTMWQI3Xg3r/YGIFHK+YOr9 DBeFg$hOKN
h5g8D5dK6W 1k+cGmsm/TeQ== gkaelin@fortinet.com”

P
738/32768

3. Create a Jinja CLI template and use the metadata in the Jinja script.

config system admin
edit "admin"
set ssh-public-keyl "{{ssh_key for_ssh_key_ admin}}"
next
end
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Edit CLI Template - admin

Name

Type Jinja

Position Pre-VDOM Copy JZ¥=2¥sloiNev}
Comments

Seript Details

A
074096

[E]Format | D Revert | @ Shortcuts || Search...

1 config system admin

2 edit "admin”
3 set ssh-public-keyl "{{ssh key for_ssh key admin}}"
4 next

5 end

Preview

4. Assign the Jinja CLI template to a FortiGate and install the configuration.

Install Preview of FGVM =,

@ shortcuts || Search...

B x

+ ¥

1 === Preview result ===
2 config system admin

5 edit “admin”

4 set ssh-public-keyl “ssh-rsa

iQmFUtautR+cOgNFToEpt Inx154i: OGIVIF6i!

qymhfcnCmUeNeMby pXowXQNIF17vZRHhEK15Vi/
gaelin@fortinet.con”

5 next
6 end

Admin profile adds granular control on device manager
(Interface, Log & Report, Security Fabric) and Routing

Ly

AAAAB3NZC 1y C2EAMAADAQABARACAQDTy9eMAVNBsBrnqCtRgHBZSAMjSKQal Ft+MaBRxx6gDANX6TYiTIZhL 15685 jQYQkVBQb I Ty51GI0558dorAm6HD211CgUT7kGLARHVOQHT

156G jmSt 26KPKY9EGYSquNH+C1 162 bxOThFDTRRPASL HeuTa7gbRenU7FudR/

HmC1TY5aD7knOC46GEZHUK O dZRyAL esTubXMDapHnEQNFBGBNe9kFMa2z LUSXaCFHUPEUFa6aNdD]1+h+n2¢DbG] jeivaF 113YU6aCQL/ 8IVaL0Z6CNONK1/8SVOFSCa53nUd6b1

N2LGRs qr5uPgS5 sUGNbFNe04L 35bBd41kbIC{UXNYZqabUPEV G iynT npTVymh2uHkMHAaUT3PPZ15S N 1cO2POS0wZ VK vaUWEL +/ Xl Cy 8IyFbRanbyBuzk/
TtOHS5y3pQxBeN7EKT6L2dY mASSADWG7 Z60+H+ANF GEEFBq S Cnpl byRQ3BZT7q4QgdQT6kyy QTS FxAaTMAQI3Xg 3r /Y1 FHK+ YOrODB eF gOhOKNhSgBDS KGN k+CGmsm/ TeQ==

Download Al Close

g This information is also available in the FortiManager 8.0 Administration Guide:

¢ Role-based access control for device configurations and routing

Administrator permissions have been updated to allow for granular control over access to provisioning

templates and device configurations.

Permission Description

The Manage Device Configurations permission is separated into the following

Manage Device
Configurations permissions:

* Interface

e Log & Report
e Security Fabric

e Others
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Permission Description

These permissions control a users ability to make changes to devices using the
device configuration menu in Device Manager.

Interface Controls permissions for the following sections in the device configuration menu:
device- e Network > Interfaces

interface e Network > DHCP Servers

Log Controls permissions for the following sections in the device configuration menu:
& Report e Log & Report > Log Settings

device-log

Security Controls permissions for the following sections in the device configuration menu:
Fabric e Security Fabric > Automation Stitch

device- e Security Fabric > Automation Trigger

fabric o Security Fabric > Automation Action

Others Controls access to the device configuration menu in the Device Manager along
device- with other settings not included under Interface, Log & Report, and Security Fabric
config permissions.

If Other is set to None, the admin will be unable to access the device
configurations menu in the Device Manager even when other settings
(Interface, Log & Report, Security Fabric, Route, SD-WAN) are set to
higher permission levels.

SD-WAN Controls permissions for SD-WAN templates and SD-WAN device configurations.
device-wan-1link-
load-balance
Routing Controls permissions for routing templates and configurations.
device-route The following provisioning templates are controlled by this permission:
 BGP Templates
« Static Route Templates

The following managed device configurations are controlled by this permission:
e Network > Static Routes

* Network > Policy Routes

e Network > RIP

e Network > BGP

¢ Network > OSPF

e Network > Routing Objects
* Network > Multicast
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W

? Permissions applied to custom profiles during upgrade

When upgrading to 8.0.0, the Interface, Log & Report, Security Fabric, and Routing permissions are
set to None for existing custom permission profiles. The Others permission will follow the settings
applied to the previously available Manage Device Configurations permission.

For example, when upgrading to 8.0.0 with Read-Write permissions for Manage Device
Configurations:

« Interface: None
¢ Log & Report: None
* Security Fabric: None
e Others: Read-Write
* Routing: None
SD-WAN will retain its permission levels in custom permission profiles following upgrade.

To configure permissions for device configurations and routing in the GUI:

1. Go to Systems Settings > Admin Profiles > Create New.
2. Configure settings for the following permission levels.

* Interface

» Log & Report

e Security Fabric

e Others

« SD-WAN

* Routing
3. Click OK to save the permission.
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New Profile x
0/1024
Type SRS Restricted Admin | ADOM Scoped Admin
Read-Write Read-Only None

System Settings (@] o] @®
Administrative Domain (o] O ®
FortiGuard Center (o] o] ®
License Management (@] (@] ®
Firmware Management (@] @] ®
External Resource (o] o] ®
Settings O o] @®
Device Manager (@] o] @®
Add/Delete/Edit Devices/Groups (@] Q ®
Retrieve Configuration from Devices O (o] ®
Revert Configuration from Revision History (@] o] @®
Delete Device Revision (@] @] ®
Terminal Access @] [@] ®
Manage Device Configurations
Interface (o] o] ®
Log & Report O o] @®
Security Fabric (@] @] ®
Others o] o] ®
Firmware Upgrade O o] @®
Provisioning Templates (@] (o] ®
Assign Templates to Device Q Q ®
SD-WAN @ (0] ) ®
Routing @ O O @®
Script Access (@] @] ®

To configure permissions for device configurations and routing in the CLI:

config system admin profile
edit "profile "
set device-config {read-write | read | none}
set device-interface {read-write | read | none}
set device-log {read-write | read | none}
set device-fabric {read-write | read | none}
set device-wan-link-load-balance {read-write | read | none}
set device-route {read-write | read | none}
next
end

pxGrid connector is enhanced to display Device Type and
Session State

Oy

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Creating Cisco pxGrid connectors

The pxGrid connector displays the Device Type and Session State information for connected users in the
FortiManager GUI and CLI.
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To view pxGrid Device Type and Session State in the GUI:

1. Goto Fabric View > External Connectors or Policy & Objects > Security Fabric > Endpoint/Identity.
2. Edit an existing pxGrid connector. See Creating Cisco pxGrid Connectors.
3. Inthe Connected Users table, the Device Type and Session State is displayed for connected users.

B FMGpxGrid-1-TsTV7.6nt.. | & Q + ¥ Install Wizard

@ Da

Fabric View

Fabric ors

External Connectors

Fi:RTINET

B FMGpxGrid-1-TsTV76-Int.. | = Q + ¥ nstall Wizard @ ADOM Revisions 4 Tools ~

Fi:RTINET

ADOM:rot >~ @~ N1 © °admlnv

Edit pxGrid Connector - bug-1231196-1SE

Connector Settings
Name bug-1231196-ISE
Status ©

PxGrid Connector

Server 192.168.15.218
CA Certificate RootCA-Cisco-ISE-Temp_ M
Client Certificate FMG-pxGrid-Client-cert v
Connector Users
Search a
Name & IP Address + Device Type + Session State & n

© & px_bug-1231196-ISE_ANY (0/0)
@ & px_bug-1231196-ISE_Auditors (0/0)
© & px_bug-1231196-ISE_BYOD (0/0)

© & px_bug-1231196-ISE_Contractors (0/0)
© & px_bug-1231196-ISE_Developers (1/1)

2 1111 VMWare-Device g Started

© & px_bug-1231196-ISE_Development_Servers (0/0)

Px_bug-1231196-ISE_Employees (1/1)

S & px_bug-1231196-ISE_Guests (0/0)
& & px_bug-1231196-ISE_Network_Services (0/0)

ADOM:root >— @~ L1 & °admlnv

Edit pxGrid Connector - bug-1231196-ISE
Connector Settings
Name bug-1231196-ISE
Status ©

pxGrid Connector

Server 192.168.15.218
CA Certificate RootCA-Cisco-ISE-Temp_ e
Client Certificate FMG-pxGrid-Client-cert M

Connector Users.

Search @

Name ¢ IP Address & Device Type + Session State & o

© & px_bug-1231196-ISE_ANY (0/0)

© & px_bug-1231196-ISE_Auditors (0/0)

% 1111 VMWare-Device X Started

© & px_bug-1231196-ISE_Guests (0/0)
© & px_bug-1231196-ISE_Network_Services (0/0)

poven | D Gance

To view pxGrid Device Type and Session State in the CLI:

1. Inthe FortiManager CLI, enter the following command:

diagnose system print connector <adom> pxgrid <connector_name> <optional_filter/tag>

For example, the command is run to view connected user information from a pxGrid connector without any

filters:
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diagnose system print connector root pxgrid bug-1231196-ISE

User List:

idx: @; key: 1.1.1.1-1.1.1.1; name: userl23; state: 1; grpname: pxgrid-ISE_Developers; start_
ip: 1.1.1.1; end_ip: 1.1.1.1; grpidx: 4

------- Filter Attrs------device_type: VMWare-Device; session_state: STARTED;

Group List:

idx: @; id: 92bb1950-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_ANY; tag: 65535; desc: Any
Security Group; flags: ©

idx: 1; id: 934557f0-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_Auditors; tag: 9; desc:
Auditor Security Group; flags: ©

idx: 2; id: 935d4cc@-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_BYOD; tag: 15; desc: BYOD
Security Group; flags: ©

idx: 3; id: 9370d4c0-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_Contractors; tag: 5; desc:
Contractor Security Group; flags: ©

idx: 4; id: 93837260-8c01-11e6-900c-525400b41111; name: pxgrid-ISE_Developers; tag: 8; desc:
Developer Security Group; flags: ©

idx: 5; id: 9396d350-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_Development_Servers; tag:
12; desc: Development Servers Security Group; flags: ©

idx: 6; id: 93ad6890-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_Employees; tag: 4; desc:
Employee Security Group; flags: ©

idx: 7; id: 93c66ed0-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_Guests; tag: 6; desc: Guest
Security Group; flags: ©

idx: 8; id: 93e1bf00-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_Network_Services; tag: 3;
desc: Network Services Security Group; flags: ©

idx: 9; id: 93f91790-8c@1-11e6-900c-525400b41111; name: pxgrid-ISE_PCI_Servers; tag: 14; desc:
PCI Servers Security Group; flags: ©

idx: 10; id: 940facd0-8c01-11e6-900c-525400b41111; name: pxgrid-ISE_Point_of_Sale_Systems;
tag: 10; desc: Point of Sale Security Group; flags: ©

idx: 11; id: 94232200-8c01-11e6-900c-525400b41111; name: pxgrid-ISE_Production_Servers; tag:
11; desc: Production Servers Security Group; flags: ©

idx: 12; id: 9437a730-8c01-11e6-900c-525400b41111; name: pxgrid-ISE_Production_Users; tag: 7;
desc: Production User Security Group; flags: ©

idx: 13; id: 944b2f30-8c01-11e6-900c-525400b41111; name: pxgrid-ISE_Quarantined_Systems; tag:
255; desc: Quarantine Security Group; flags: ©

idx: 14; id: 94621290-8c01-11e6-900c-525400b41111; name: pxgrid-ISE_Test_Servers; tag: 13;
desc: Test Servers Security Group; flags: ©

idx: 15; id: 947832a30-8c01-11e6-900c-525400b41111; name: pxgrid-ISE_TrustSec_Devices; tag: 2;
desc: TrustSec Devices Security Group; flags: ©

idx: 16; id: 92adf9f0-8c01-11e6-900c-525400b41111; name: pxgrid-ISE_Unknown; tag: ©; desc:
Unknown Security Group; flags: ©

Summary :
matched: user number = 1, changed user number = @, adgrp number = 17

You can use the Session State and Device Type as keywords to filter the command output.

For example, the command is run to view connected user information from a pxGrid connector with the
STARTED Session State filter.

diagnose system print connector root pxgrid bug-1231196-ISE STARTED

User List:
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idx: @; key: 1.1.1.1-1.1.1.1; name: userl23; state: 1; grpname: px_bug-1231196-ISE_Developers;
start_ip: 1.1.1.1; end_ip: 1.1.1.1; grpidx: 4

------- Filter Attrs------device_type: VMWare-Device; session_state: STARTED;

Summary :

matched: user number = 1, changed user number = @, adgrp number = @

Managing FortiGate registration to FortiCare

Ly

'@ This information is also available in the FortiManager 8.0 Administration Guide:
¢ Managing FortiGate registration to FortiCare

When FortiGate devices are first added to FortiManager, FortiManager will check the device's FortiCare

contract status. FortiGate devices that are unregistered with FortiCare are automatically assigned to the
Unregistered with FortiCare device group.

A FortiManager notification is displayed when there are managed devices that are currently unregistered with
FortiCare.

Q - mAddDevice ~ 3B Device Group ~ ¥ Install Wizard

ADoM:root >3- @~ N1 © oauminv

Notifications

1 unregistered with FortiCare device. Details

Unregistered devices cannot be selected as Installation Targets for policy packages.
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= B PoicyPackage ~ b InstallWizard  +  ¢BADOM Revisions 4 Tools + ADoMroot > @+ L1t © (@) admn-
Edit Installation Targets *
Available Entries (6] Sellcted Entries (0]
Q Q
INo entry

devi
O ® i N/A, Platform: FortiGate-30G
o @foTt
@ 1p; N/A, Platform: FortiGate-3700F
)
O @ 1p:NJA Platform: FortiGate-VM64
O 2dgoot
O & dgoo2

O # Managed FortiGate <

OK Cancel

To register FortiGate devices to FortiCare through FortiManager:

1. Go to Devices Manager > Devices & Groups, and select the Unregistered with FortiCare device group.

Q - mAddDevice + 3B Device Group ~ b Install Wizard / o ) amin-

| Search... Q Connectivity Device Confi... Policy Packag... HA devices status
© Managed FortiGate (1) W Connection .. 1 B Synchronized 1 DINever Install.. 1

4 FGT-190 0
B Unregistered with FortiCare (1) fevees

4 FGT-9200G-SOV-SASE

‘ F Delete | ‘ 3] Import Configuration | ‘d,lnstall - ‘ ‘@Tablewew - H 1 More v | ‘ o3 Full Scleen‘ Search

O ‘ Device Name ‘ Config Status ¢ ‘ Host Name + | IP Address + ‘ Platform = ‘ Firmware Version + ‘ FortiGuard Lice... + ‘ Serial Number ¢ |=

O #FGT-1%0 « Synchronized FGT-190 10.254.34.1%0 FortiGate-VMé4 FortiGate 7.6.3,build3510 (GA) (Feat @Unknown L]

2. Select one or more devices in the device table, and click Register in the toolbar.
The Register with FortiCare dialog is displayed.
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Register with FortiCare

Unregistered Devices o

# FGT-50G-01
4 FGT-50G-02

Click to select

Email
This field is required
Password
Register Forgot your password?
Country/Region Click to select
Reseller Click to select

End-user Type Government

Allow Administrative Login (D
Using FortiCloud SSO

3. Enter the registration information, and click OK.

4. Once the registration has been completed successfully, click Finish.
The now registered devices will be moved into the default Managed FortiGate device group.

To view managed FortiGate's FortiCare registration status in the CLI:

You can use the diagnose dvm device list command in the FortiManager CLI to view the FortiCare
registration status of managed FortiGate devices.

¢ Unregistered devices have the FC_UNREG status.
« Registered devices have the FMG status.

diag dvm device list

Enhanced asset details and identity monitoring

Oy

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Enhanced asset details and identity monitoring
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Enhanced Assets Details and Identity Monitoring was added to the Device Dashboard to view assets

information, create or ban IP/MAC addresses, disassociated wireless clients, and review vulnerability and risk

scores.

To access asset details in the Device Inventory widget:

1. Go to Device Manager > Device & Groups and select a device from the tree menu to view its configuration.
2. Inthe Device Inventory widget, right-click on an asset in the table and select Asset Details from the context

menu.

X The Device Inventory widget can be added to a dashboard through the Add Widget feature.

B FMc-vMea

@ Dashboard I¥ Search

o o
Device Manager
= . ¥ FGT-167

Device & Groups

4 FGT-194

¥ FGT-167

4 FGT-172
&3 SD-WAN

4 FGT-194

=a VPN M

The Asset Details menu is displayed. This menu includes
diagnosis, and analysis, similar to FortiGate.

B FMc-vMea = Q-
@ Dashboard

3 Device Manager

Device & Groups

R Policy & Obijects
&7 SD-WAN Man

L& VPN Manager

[ AP Manager
FortiSwitch Manager

B Extender Manager

For

[ Log

@ Fabric

B Incidents & Alerts

F::RTINET

Q ~ MAddDevice +

©5 Managed FortiGate (5)

4 FortiGate-1101E

4 FortiGate-2000E
© s Logging FortiGate (5)

4 FortiGate-1101E
4 FortiGate-2000E
©® Managed FortiAnalyzer (1)

M AddDevice ~ 3B Device Group v

& Device Group ~

[OWll Dashboard: test v

Y, Install Wizard

Network v | VPN v | System v | Log & Report v

CLI Configurations

> @+ 0+ © @ wmn-

Feature Visibility

+ Add Widget

4 FGT-172 Device Inventory

oo =
e o =Ev

126

Vulnerab... ““ Software...
W No.. 123 WUn.. 109
@ Critical 2 @ Ubuntu 7

126 ... @
ind... 3

2

“ Status
MW Onl... 123
[ Regist... 1
126 B Regist... 1
B Unreg... 1

‘ + Create Address v ‘ ‘ & Refresh ‘ ‘ & Export to CSV/ ‘ ‘ ©3 Full Screen ‘

@ | Device*

B VMware, Inc. ©

O A bhe-virtual-machin

22 WIN-S2IR2N7BBS|

User Tags + Address *

allregists 192:168.247.2

all_regist

@ Create MAC Address MACTAG

+ Create IP Address
+ Create IPv6 Address all_regist 192.168.2462
- L

MACTAG

+ Create Packet Capture all_regist s

Total Selected: 1

A Quarantine Device

© Ban P

[© show Gharts v | Hardware Vendor

Software OS +

= Linux

S m s Windows

Interface

Mpor... 118
Mporté 7

126 Wport7 1

v | | Search. @ *

Vulnerabilities @) + FortiSwitch n

D¢
0

(5Y50)
67% 126

@ Asset Details

Y, Install Wizard

Asset Details

&8 WIN-S2IR2N7BB85

Risk Score 780
MAC Address 00:0c:29:c6:94:75

IP Address 192.168.246.2

i Create v

$ Action v [8 Security insights

FortiView Vulnerabilities Logs

Applications Destinations Policy

Fortcate

O | Application + Category +

[m] Video/Audio

(] Network Service
o Collaboration
(] Network Service
[m] General.Interest
o General.Interest

3. From the Asset Details menu, you can perform the following actions:
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additional information for enhanced visibility,

> @+ 0+ © @ wmn-

Select FortiGate FGT-172 v %

~
From WIN-S2IR2N7BB85 -

Search @ >

Sessions +]

171.62ME D 70

v Lhour -
Risk + Bytes +
EECD 17162MB
=] 5291 MB @
[ ama) 844.85KB |

[ e 295.50 KB |

[ ama) 129.99 KB

[ e 33.11KB

159 G
18 @

1]

110

2|

0% 10

50



Central Management

a. Create MAC addresses.

E) FMGvMea MAddDevice v B Device Group v ¥, Install Wizard > @ L+ © @) edmin-
@ Dashbos Asset Details Select FortiGate  FGT-172 v x
o o
2SI WIN-S2IR2N7BB85
2l Risk Score 780 I
Scripts
MAC Address 00:0c:29
IP Address 192.168.246.2
t Create v § Action v | [3 Security insights
T Create MAC Address
Logs ~

4 Create IP Address

Al

4 Create IPv6 Address

Policy

From WIN-S2IR2N7BB85 -

& Refresh FortiAnalyzer v Thour v || Search @
O | Application * Category + Risk & Bytes + Sessions + u
O © YouTube Video/Audio || muul 17473 M8 (I 80
o 2 Network Service [ mwal 5313 MB @ 165 D
O B Microsoft.Portal Collaboration [ aual 852.27KB | 19 @
[m] Network.Service [ mmil 295.50KB | 1]
O © GoogleAds General.Interest || ausl 148.61 KB 17 @
O G GoogleServices General Interest | amal 34.13KB 4]
0% 13
F::RTINET
B FMG-vMea Q v @mAddDevice v &BDevice Group v ¥ Install Wizard > @ L+ © ° admin v
@ Dashboard Create New Address x
Device Manager Category Address .
Device & Groups Name WIN-S2IR2N7BB85
Scripts Color =
Type Device (MAC Address) -
Firmware Templ
Monitor: MAC Address 00:0¢:29: x|+
Interface Dany e

Static Route Configuration (B
Comments

SD-WAN Managt

=a VPN Manage!

@ AP Man:

“
0/255

Add To Groups Click to select

Advanced Options
Per-Device Mapping
Revision

Change Note*

Frovew Cance

b. Create IP addresses (IPv4 and IPv6)
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B FMG-vmes

@ D ard

&5 Device Manager

Device & Groups

ender Manage

B Incidents & A

&5 Device Manager

Device & Groups

Monitor:

=a VPN Man:

@ AP Man:

F:RTINET

D AddDevice v B Device Group v ¥, Install Wizard

Asset Details

WIN-S2IR2N7BB85

Risk Score

MAC Address

IP Address

Create v

§ Action v

780
00:0c:29

192.168.246.2

F8 Security insights

— 4 Create IP Address

& Create MAC Address

Logs

E 4+ Create IPv6 Address J Policy

i Refresh

O  Application =

© YouTube

B Microsoft.Portal

© GoogleAds

0OO0OO0O0OO0oOOo

D AddDevice ~ B Device Group v ¥ Install Wizard
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FortiAnalyzer

Category +

Video/Audio

Network.Service

Collaboration

Network.Service

General.Interest

General.Interest

Create New Address

Category
Name
Color

Type

IP/Netmask
Interface

Static Route Configuration
Comments

Add To Groups

Advanced Options
Per-Device Mapping
Revision

Change Note*

> @+ 0+ © @) admin-
Select FortiGate FGT-172 v x
~

v  1hour v

Risk + Bytes *

Address

From WIN-S2IR2N7BB85 -

Search @

Sessions 2]

| | mmul 17473 MB D 810
| | mmal 5313 MB @ 165 I
[ waal 85227 KB | 19 @
[ sl 295.50 KB | 1]
[ | mwal 148.61 KB 17 @
| | mmn) 34.13 KB 4
0% 13
> @~ L+ © °admlnv
x

WIN-S2IR2N7BB85

Subnet

@ 192.168.246.2/255.255.255.255

Oany
(o)

Click to select

Preview

Q Resolve from name | Q DNS Lookup

“
0/255

Cancel
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c. Quarantine devices.

B FMG-vMes

@ Dashboard

B0 Device Manager

Device & Groups

=a VPN Man:

@ AP Mar

FortiSwitch Mz

B Extender Manage!

Device Manager

Device & Groups

Fi:RTINET

0 Add Device

0 Add Device
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& Device Group ~

& Device Group ~

3, Install Wizard

o

i

@ Create MAC Address
Logs

| [_potes )

4 Create IP Address

4 Create IPv6 Address

0O 0O0O0O0D0aOo

i Refresh

Application

@ YouTube

SL

¥ Microsoft.Portal

© Google.Ads

¥, Install Wizard

Create New Address

Category
Name
Color

Type
I1P/Netmask

Comments

Add To Groups

Advanced Options
Per-Device Mapping
Revision

Change Note*

Revision History

Asset Details
WIN-S2IR2N7BB85
Risk Score 780
MAC Address 00:0c:29
IP Address 192.168.246.2
$ Create v} Action v [@ Security insights

FortiAnalyzer
Category *
Video/Audio

Network Service
Collaboration

Network Service
General.Interest

General.Interest

IPv6 Address

WIN-S2IR2N7BB85

IPv6 Subnet

@ fd02::2829:

Click to select

Preview

Select FortiGate FGT-172

From WIN-S2IR2N7BB85 -

- 1 hour - Search
Risk + Bytes *
[ aww} 174.73 MB QEEEED
| | mmmf 5313 MB @
| | men] 852.27 KB
| | mmmf 295.50 KB
| | mn] 148.61 KB
| | mmmf 34.13KB

> @~
Search.

Cancel

a
Sessions + E
8l
165 CEIIINNED
9@
1]
170
4l

0% 13
L+ © @ amn-

x

Q Resolve from name

“
0/255

“
0/1023
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B FMG-vMes @ AddDevice ~ 3B Device Group v

Y, Install Wizard

@ Dashboard b el Select FortiGate  FGT-172

3 Device Manager

@ 00:50:56
Device & Groups

MAC Address 00:50:56,

Interface
Templates

re Templates Last Seen 16 seconds ago

i Create v § Action v [3 Security insights

A Quarantine Device

© Ban P

FortiView Vu

@ View Vulnerabilities

Ir v Lhour v || Search
R Disassociate Client

O | Applicatior Risk + Bytes +

[m} Video/Audio [ [ ] 164.09 MB (D

o Network.Service [ [ mws] 51.96 MB @

O  DHCP/DHCP Relay 118 MB |

O B Microsoft.Portal Collaboration [ mm] 855.83KB |

O DHcPs 637.21K8 |

o Network.Service [ [ mws] 252.66 KB |

Quarantine device (= I

Are you sure you want to quarantine the following mac address on corresponding
devices?

Quarantine 00:50:56: on device FGT-172/root

d. Ban IP addresses.
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+ Create Packet Capture From 00:50:56:66:b9:00

Sessions 2]

8

182 |

1979¢ I
21

2183 @

1

0% 21

> @+ 0+ © @ amn-
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B FMG-vmes = Q - AddDevice v B Device Group v ¥, Install Wizard > @~ N+ O o admin

@ Dashboard el Select FortiGate  FGT-172 vix
o
20 Device Manager @ 9060 ‘
s MAC Address 90:6c:ac: I
1P Address 10254.26.1

Firmwa m 3 Interface

Monitors
i Create v § Action v [3 Security insights

IR Policy & Objec
e A Quarantine Device
FortiView Vu ~
—_— © Ban P
4 Create Packet Capture From 90:6c:ac:3a:29:2e -
@ View Vuhnerabilities |, «  1hour « | [ search @ -
R Disassociate Client
O | Applicatior Risk + Bytes* Sessions * n
No record found.
o

Quarantine device =

Are you sure you want to ban the following IP addresses on the corresponding
devices?
Ban 10.254.26.1 on device FGT-172/root

e. Create packet capture. This feature requires that the device is connected to a FortiSwitch.
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B FMG-vmes
@ Dashboard

&5 Device Manager

Device & Groups

Fabric View

Incidents &

Fi:RTINET

FMG-VM64
D
Device Manager

Device & Groups

oning Temp
are Templates

rs

Fabric View
B in

FERTINET

D Add Device  ~

@D Add Device v B Device Group v

B Device Group » ¥, Install Wizard

Asset Details

Select FortiGate FortiGate-2000E v x

@ 78:18:wec:

g2 FortiLink details

MAC Address
Interface

Last Seen

i Create v

50 seconds ago

$ Action v

FortiView Vu

O | Applicatior

A Quarantine Device
© BanIP

+ Create Packet Capture
@ View Vulnerabilities

R Disassociate Client

FortiSwitch

Port

VLAN

Last Seen

53 seconds ago

No record found.

¥, Install Wizard

Schedule Run
Target IP Address

Max Number of Packets @
Filters

Create Packet Capture

Switch Controller Traffic Sniffer

P

Description

Target MAC Address

MAC

Description

Target Ports

Switch ID
Description
In-ports

Out-ports

Firewall Sniffer

(o]

0 ]
0]

olicies Dynamic Port Policies ~
From 78:18:ec:0d:37:64 -
v now -

Search [

Risk + Bytes = Sessions +

> @ N4+ © @amine

Click to select

Click to select

Cancel

f. View vulnerabilities detected by FortiClient or loT/OT. This feature requires that the device is

connected to FortiClient EMS.
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@0 Add Device ~ g8 Device Group v ¥, Install Wizard >> @ L+ © @) admin-~

Asset Details

Select FortiGate  FGT-172 v x
om
20 Device Manager B cc96es
Bt s MAC Address 965 m I
. IP Address 172.19.43.66
ing Templa
Firmware Templates Interface Unknown
Monitor
i Create v § Action v [@ Security insights
. A Quarantine Device
FortiView Vu ~
© BanIP
4 Create Packet Capture From cc:96:¢5:c9:3f:9¢ -
@ View Vulnerabiliies " v 1hour « | [ search @ o~
R Disassociate Client
O | Applicatior Risk + Bytes* Sessions * H
No record found.
@ Fabric View
B inci 0
B FMG-vMe4 = Q - @AddDevice ~ B Device Group v ¥ Install Wizard > @~ L+ © o admin
@ Dashboard View IoT Vulnerabilities for Device x
=0 Device Manager Vulnerability Type ~ 16T/OT -
Device & Groups
@ Show KEVs Only Search @
O | Vulnerability ID + | Severity + | Reference & Virtual Patching Signature + | Type * u

@ IoT Application: RockwellAutomation MicroLogix 0.0.0

10003932
O 374461 EEEOD  CVE-2022-46670 XSS
10003932
O 374459 BEEOD | CVE-2022-46670 0o Xss
10003932
10003932
0O 374460 mEmOO)  CVE-2022-46670 XSS
10003932
10003932
0O 374462 EEEOO  CVE-2022-46670 XSS
10003932
10003932
0O 374458 EEEOD  CVE-2022-46670 XSS
10003932
O 374469 CVE-2022-3166 Other
O 374470 CVE-2022-3166 Other
@ Fabric O 415957 CVE-2022-2179 Other
O 415956 CVE-2022-2179 Other
PR incidents & Alerts —

0% 77

g. Disassociate clients. This feature requires that the device is connected to a FortiAP.
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B FMc-vMea

= Q-

M AddDevice ~ 3B Device Group v

@ Da

3 Device Manager

Device & Groups

N Manager

=a VPN Mal

@ AP Manager

F::RTINET

Confirm

Y, Install Wizard

FortiView Vu

Select FortiGate FortiGate-1101E

=

Asset Details
@ FortiWiFi-40F
MAC Address €0:23: I
Interface (@) (1101E-ssid)
Last Seen Hour ago
i Create v | i Action v

A Quarantine Device

© Ban P

Applications

O | Applicatior

+ Create Packet Capture

@ View Vulnerabilities

R Disassocate Client

No record found.

A Client will be disassociated from FortiAP.

Cancel

erformance  NAC Policies

Risk +

Close

> @ 0+ © @ amn-

WiFi details

Signal Strength

Signal Strength/Noise

Transmission Discard/Retrv

From FortiWiFi-40F
v || Search @ *

Sessions +

h. View the risk score. This feature requires that the device is connected to FortiClient and FortiClient

EMS. To enable security insights and risk scores:
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i. On FortiAnalyzer, add FortiClient EMS and enable the FortiClient EMS playbooks.

B2 Incidents & Events

Incidents
Event Monitor
nt Handle
nt Collectol
Indicators
FortiGuard Ser

Automation

© FortiAl
B Reports

£F System Setti

&0 Device Mal

FortiView

Incidents & Events
Incide

Event Monitor
Event Handlers
Event Collectors
Indicators
FortiGuard Servic:
Automation

Log Parsers

©® FortiAl

F:RTINET

ii. On FortiManager, add the FortiGate and FortiAnalyzer.

Summary

Edit FortiClient EMS - EMS-192.168.246.2

Configuration Action

Connector Settings
Type
Name EMS-192.168.246.2
Description FortiEMS connector
FortiClient EMS
IP/FQDN 192.168.246.2
User Name admin
Password
Verify SSL o
Parameters
Site

Active Connectors [ZEWSS8 Playbook Monitor

E {1 Delete @ Disable | [¢= More v

8 0000(m

0O0Oo0OO0oao

(]

Name +

C
Automated Correlation Threat Hunting

Quarantine Endpoint by EMS

Indicator Enrichment

Update Asset and Identity Database (EMS-192.168.246.2)

Get Vulnerabilities from EMS (EMS-192.168.246.2)

Get Software Inventory from EMS (EMS-192.168.246.2)

Update Asset, Identity and Vulnerability in Sequence (EMS-192.1
Update Asset and Identity Database (FortiClient EMS Connector)
Get Vulnerabilities from EMS (FortiClient EMS Connector)

Get Software Inventory from EMS (FortiClient EMS Connector)
Update Asset, Identity and Vulnerability in Sequence (FortiClie
Get Cloud Service Data (FortiCasb Connector)

Enrich Users and Endpoints with Active Directory (Active Direct

Quarantine Endpoint by EMS - Al

Description +

TPy

Automatically execute playbook and create incident for threat inves...
Playbook to quarantine endpoint by EMS connector

Enrich indicator with different connectors

Playbook to automatically update FortiAnalyzer Asset and Identity ...
Playbook to get vulnerabilities from EMS

Playbook to get software inventory from EMS

Playbook to automatically update FortiAnalyzer Asset, Identity and ...
Playbook to automatically update FortiAnalyzer Asset and Identity ...
Playbook to get vulnerabilities from EMS

Playbook to get software inventory from EMS

Playbook to automatically update FortiAnalyzer Asset, Identity and ...
Playbook to get cloud service data through FCASB connector
Playbook to retrieve users and computers details from the Active D...

Playbook to quarantine endpoint by EMS connector - Al

“
18/256

Cancel

Total Selected: 4

O
Search... @
Status+ | Created Tmu
©Enabled | 07/15/2025
OEnabled | 03/07/2024
OEnabled | 03/07/2024
©Enabled  Last Tuesday 2
©Enabled  Last Tuesday 2
©Enabled  Last Tuesday a)
©Enabled  Last Tuesday 2
@Disabled  Last Tuesday a
@Disabled  Last Tuesday a
@Disabled  Last Tuesday a
@Disabled  Last Tuesday a
@Disabled  Last Tuesday a
@Disabled  Last Tuesday a
@Enabled  05/03/2024
100% 19
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E) FMGVvMé4

1]}
0

®R hboarc I¥  Search
@ &3 Managed FortiGate (5)
¥ FGT-167
4 FGT-172
4+ FGT-194
4 FortiGate-1101E
4 FortiGate-2000E
@ R4 Logging FortiGate (5)
¥ FGT-167
4 FGT-172
4 FGT-194
4 FortiGate-1101E
4 FortiGate-2000E

Device Manager

Device & Groups

Monitors

Policy

4+ FAZVM64

Fabric
B Incidents &

F:RTINET

© (% Managed FortiAnalyzer (1)

> @~ N+ © °adm|nv

Search.

Description + n

& Device Group +

| [ 8 oot (oo

IP Address +

Y, Install Wizard

O  Device Name Platform +

O 4+ FAZVM64 10.254.11.249 FortiAnalyzer-VM64

Go to the Asset Details menu for a device and select Security Insights to view security information

including the risk score, detected vulnerabilities, and system properties.

E FMG-vMea = Q v MAddDevice ~
@ Dashboar

] e v—

Device & Groups

Fi:RATINET

FortiManager 8.0.0 New Features Guide
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B Device Group ~ ¥ Install Wizard

Asset Details Select FortiGate  FGT-172 v ox
22 WIN-S2IR2N7BB85

Risk Score 781 I

MAC Address 00:0c:29:

P Address 192168.246.2

Interface o)

§ Create v { Action v Security insights
FortiView Vulnerabilities Logs ~
Destinations | | Policy From WIN-S2IR2N7BB8S  +
FortiAnalyzer ~  1lhour v | | search @ >
O | Application Category ¢ Risk & Bytes ¢ Sessions & n
[m] Video/Audio | [ mam] 151.60 MB EIID 41
[u] Network Service [ [ mam] 5694 MB @D 183 I
o Collaboration [ L =us] 7095KB 8l
o GeneralInterest  mEOCD) 40.73KB 1]
O B MicrosoftWindows.Update Update [ [ =a=] 28.78KB 41
o 2615KB 2|
o Collaboration | | man 2195KB 1]
u] Network Service | WBCCD) 1654K8 51 GED
0% 13
Close
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E) FMGvMes = Q v @AddDevice v SBDeviceGroup v ¥ install Wizard > @ N+ O °adm|nv
@ Da: 'WIN-S2IR2N7BB85 x
88 Device Manager
am WIN-S2IR2N7BB85 sios o PHPRCEAwK  low 784 ross
Device & Groups [ p—
g D Reoular Assel Fis ser: 2026-03:03 1£:09:19 o Last actve: 6 minutes ago
g4 ol
~ Gritical Vulns. High Vulns. Alerts ™ Associated Users

System Properties

Endpoint ID 17 Address MAC Address
1035 1921682462 000c:29:

Host Nane 05 Name
WIN-S2IR2N 78885 winss
osverson . Detect
a Microsoft Windows Server 2022, 64-bit (build 20348) By_sno VMw: 6 4d 5d f6 9c eb 31 49-78 Oc a0 62 a7 c6 94 75
Lastseen FortiClent UUID
2026.03.01109:19 2026.03-06 13:31:03 6 minutes ago) OSFICCADICSI41TEIABTIDADIOCIITAF
m Source
- FCTEMmem m m | | FGT-072r00t | | FGT-172r00t ports
= Vulnerabilities (3 Search. a
=4 Vulnerabilty ID & Tive & Severty & Reference & Description & n
=] s704 Applcations mEm cve2021292 [
5705 Applications EEEE CVE-2022-2068

F::RTINET Retum

iv. Go to the Device Manager and view a device's configuration. The Risk Score is displayed for
devices in the Device Inventory widget.

B FMG-vMea = Q - MAddDevice ~ 3B DeviceGroup v ¥ install Wizard > @+ N+ B ° admin ~
@ Da F | Search. Q EECTCAEEN Netviork v | VPN v | System v | Log&Report v | CLI Configurations | Feature Visibility O
© 5 Managed Forti
P )
Do + Add Widget | | & Refresh
= ~ 3 FGT-167 \—/
Device & Groups > )
' = CEER Device Inventory & ¢ o=v
4 FGT-194
4 FortiGate-1101E Vulnerabili... \“\ Software OS I Status || Interface
4 FortiGate-2000E mNoe 7 W Unkno... 160 Wonine w8 Wpots 17
B Logging Fe @ Critical 4 E Ubuntu 7 @ Registere... 1 o port6 8
SRR 181 181 mfortut.. 4 181 W Registere.. 1 181 W Unknown 1
@ (® Managed FortiAnalyzer (1) @ Windows 4 B Unregist... 1 W port7 1
+ FAZVM64 T2
& Refresn | [ @ Export to SV ] [ £3 Full Screen © Show Charts v | Hardware Vendor v | Searcn. @ &

O | Device s s Wi-Fi SSID % Device Family & Hardware Version & Detected by &

@

O A bhe-virtual-machine VMware Virtual Platform | 4 FGT-172

<

O  s§WIN-S2IR2N7BB85 VMware7,1 4 FGT-172 780

|a 8

@

O A ipsecvirtual-machine VMware Virtual Platform | 4 FGT-172

63% 181

Administrators can create protected objects

Ly

'@ Thisinformation is also available in the FortiManager 8.0 Administration Guide:
¢ Protected object permissions

FortiManager administrator can create protected objects (Policy Packages, firewall policies and objects ) to
prevent regular administrators to modify or delete them.

» Enabling protected object permissions on page 62

¢ Marking policies and objects as protected on page 62

» Users without protected object permissions on page 64

FortiManager 8.0.0 New Features Guide
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Enabling protected object permissions

To enable protected objects permissions:
1. Inthe FortiManager CLI, enable protected object permission visibility:

config system global
set gui-object-protect enable
end

2. Go to Systems settings > Admin Profile and create or edit an admin profile.
3. Enable the Protected Objects option.
ADOM:76ADOM >_ @~ N2 & o admin v

Edit Profile - protectobj ®
SD-WAN @
Routing @
Script Access
Execute Script
Policy & Objects
Global Policy Packages & Objects
Assign from Global ADOM
Policy Package & Objects
Policy Check
Edit Installation Targets
IPS Objects
Lock/Unlock ADOM
Lock/Unlock Device/Policy Package
Install Policy Package or Device Configuration
Import Pelicy Package
Interface Mapping
AP Manager
FortiSwitch Manager
Extender Manager
VPN Manager
FortiView

Adrr

Admin

[CRONONONORCRONONONONCNCRCNORORORONONONONCONC]
O0000000000O0O00OOO0OOOOO0
O0000000O0O0O0OOOOOOOO0OOOO

Fabric View
Remote GUI Access o ]
Fabric Man Protected Objects @ O]

F:=RATINET . OK Cancel

4. Assign the admin profile to an administrator

Rem

To configure an administrator profile with protected object permissions in the CLI:

config system admin profile
edit <profile name>

set protected-objects <enable/disable>
end

Marking policies and objects as protected

To mark policies and objects as protected:

1. Login as the administrator and go to Policy & Objects > Policy Package.
2. Edit an existing policy, and enable the Protected option, then save the policy.
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B Policy Package v}y Install wizard  ~ @ ADOM Revisions  #§ Tools ~ ADOM:76ADOM  >_ @~ [ © o admin2 »
Edit Firewall Policy - 2 x
D 2
Name @ vpn_Tunnel_local_allow
Protected
Schedule 6 always *
+
Action @Deny & IPSEC
Type ZTNA Telemetry
Incoming Interface & vpn_Tunnel1_zone %
+
Outgoing Interface & FCT-VPN1T x
+
Source & Destination
Source Tunnell_range M
+
Negate Source e ]
User/group +
Security posture tag (e ]
Destination 2al *
preview Cance
%
You can see that the object has the Enabled status in the Protected column in the policy table.

Q  ~ MPolicyPackage v § InstallWizard v  ¢@)ADOM Revisions g Tools ADOM:76ADOM . @~ [ & o admin2 «
search... Q|| [+ create new[ | [Eiedt | v | [ Delete | [ section v |8 Policy Block v [ § wore v | [£2 | [@ BySequence ~ || @ v Regular search
oyEiocS ) @ # Protected | Name From T Source Destination Schedule u
Firewall Policy o 1 policy-fw-123-456 O port1 &2 mgmt & mgmt address Sall [@ always
Installation Targets

B 2 @Enabled  vpn_Tunneld_local_allow & vpn_Tunnell z.. & FCT-VPN1 @ Tunnell_range Dl [8 always

(3/3 Total:
. Qall Qal
o 3 Implicit Deny Oany Oany gl gal [® always
Fabric

3. Goto Policy & Objects, and add the protected object for the policy objects.
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E] FMGVM64-KVM & Install Wizard @ ADOM Revisions  #§Tools + apom:7eaboM  >_ @~ N2 & () admin~

) Edit Address - wildcard.dropbox.com x
Category Address -
Policy & Objects Name card.dropbox.com|
Protected
Color =
Type FQDN -
FQDN @, *.dropbox.com Q DN Lookup
Interface Oany -
Static Route Configuration (@ ]
Comments
0/255
Add To Groups Click to select
Advanced Options
Per-Device Mapping
Revision
Preview Cancel
4
= Q ~ Winstallwizard @HADOM Revisions i Tools ~ ADOM:76ADOM  >_ @~ N2 © ° admin -

LGLICSI Internet Service | Network Service | Services | Schedules | VirtualIPs | IP Pools | ZTNA Server | Security Posture Tag E
4 Create New v ‘ﬁ[ Delete ‘ i More v ‘ ©1 Full screen

@ | Protected +  Name<+ Type + Details Interface + | Comments ~ Created Time + Last Mlﬂ
a B none Address IP/Netmask: 0.0.0.0/255.255.255.255 | any admin / 2026-02-11 07:59:52 PST

a 3 cobj1 Address IP/Netmask: 0.0.0.0/0.0.0.0 any admin2 / 2026-02-26 12:34:02 PST = admin/202
@ Enabled Address FQDN: *.dropbox.com any admin / 2026-02-11 07:59:52 PST  admin/202
a & wildcard.google.com Address FQDN: *.google.com any admin / 2026-02-11 07:59:52 PST

a 0 Adobe Login Wildcard FQDN | *.adobelogin.com admin / 2026-02-11 07:59:52 PST

o T Gotomeeting Wildcard FQDN | *.gotomeeting.com admin / 2026-02-11 07:59:52 PST

a B Windows update 2 Wildcard FQDN = *.windowsupdate.com admin / 2026-02-11 07:59:52 PST

a 1 adobe Wildcard FQDN | *.adobe.com admin / 2026-02-11 07:59:52 PST

a B android Wildcard FQDN | *.android.com admin / 2026-02-11 07:59:52 PST

[m] B apple Wildcard FQDN | *.apple.com admin / 2026-02-11 07:59:52 PST

o D appstore Wildcard FQDN | *.appstore.com admin / 2026-02-11 07:59:52 PST

a o auth.gfhums. Wildcard FQDN | *.auth.gfx.ms admin / 2026-02-11 07:59:52 PST

a 1 autoupdate.opera.com  Wildcard FQDN | *autoupdate.opera.com admin / 2026-02-11 07:59:52 PST

a B cdn-apple Wildcard FQDN | *.cdn-apple.com admin / 2026-02-11 07:59:52 PST

Users without protected object permissions

« When object protection mode is enabled, users without the Protected Objects permission will have read-
only access to the protected objects.
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&, Install Wizard

@ ADOM Revisions

Virtual IPs | IP Pools | ZTNA Server

Addresses Internet Service | Network Service | Services | Schedules Security Posture Tag

n: o @ eimin -

£ Tools ~ ADOM: 76ADOM  >_

[ creste new v [ view] | & viore ] [c3 Fotrscreen
@ | Protected# | Name % Type | Details & Interface & | Comments %
ormaliz a & login.microsoft.com Address | FQDN: login.microsoft.com any
Firewall Objects a I login.microsoftonline.com Address | FQDN: login.microsoftonline.com any
v Pro a & login.windows.net Address | FQDN: login.windows.net any
N a 3 metadata-server Address | IP/Netmask: 169.254.169.254/255.255.255.255 | any
y Fabric
‘ . a & mgmt address Address | Interface Subnet: mgmt mgmt
a @ none Address | IP/Netmask: 0.0.0.0/255.255.255.255 any
a = oobj1 Address | IP/Netmask: 0.0.0.0/0.0.0.0 any
@ Enabled ‘ & wildcard dropbox.com | Address FQDN: * dropbox.com any
[m] @ wildcard.google.com Address | FQDN: * google.com any
]

a 1 Adobe Login Wildc... | *.adobelogin.com

a 1 Gotomeeting *.gotomeeting.com
[m] B Windows update 2 * windowsupdate.com
[m] B adobe Wildc... | *.adobe.com

a o android Wildc... | *.android.com

F:ERTINET Total Selected: 1

« When viewing a protected object, the Protected Objects toggle is not available and you cannot edit or save

the object.

Search

Created Time = E

admin / 2026-02-11 07:59:52
admin / 2026-02-11 07:59:52
admin / 2026-02-11 07:59:52
admin / 2026-02-11 07:59:52
admin / 2026-02-11 08:00:58
admin / 2026-02-11 07:59:52
admin2 / 2026-02-26 12:34:0.
admin / 2026-02-11 07:59:52

admin / 2026-02-11 07:59:52

dcard FQDI

admin / 2026-02-11 07:59:52
admin / 2026-02-11 07:59:52
admin / 2026-02-11 07:59:52
admin / 2026-02-11 07:59:52

admin / 2026-02-11 07:59:52

11% 95‘

4 Install wizard @} ADOM Revisions  #§ Tools + ADOM:76ADOM  >_ @~ L2 © oadmimv

View Address - wildcard.dropbox.com

Category Address -
Name | wildcard.dropbox.com

Normalized Interface Color B | Change

Firewall Objects Type FQDN -
FQDN Q DNs Lookup

@ *.dropbox.com
Interface Oany

Static Route Configuration Qo
Comments

Fortis

Add To Groups Click to select

B Extender Mana,
@ Fabric

Advanced Options
Per-Device Mapping

© FortiAl Revision

F::RATINET Close

0/255

4

« In policy packages, you can use protected objects inside the policy even without the Protected Objects

permission.
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E] FMG-VMoed-kvM = Q ~ MPolicyPackage v~ Hinstallwizard ~ @HADOM Revisions #§ Tools + ADOM:76ADOM  >_ @~ [ © °admmv

) Edit Firewall Policy - 1 x
Action VYL O Deny & IPSEC
Type LT ZTNA Telemetry
Incoming Interface Cportl x
+
Qutgoing Interface 2 mgmt x
+
Source & Destination
Source = mgmt address
e e — &
& wildcard.dropbox.com
FQDN: " dropbex.com *
+
Negate Source (e ]
User/group +
Security posture tag (o ]
Destination 2all x
+
Negate Destination o
Service AL ‘
+
F::ATINET 1800 Preview “ Cancel |

FortiManager supports downgrade and roll-back for
FortiGuard packages to allow setting a preferred package
version for devices

[
s,

g This information is also available in the FortiManager 8.0 Administration Guide:

* Choosing a preferred package version to deploy

FortiManager supports downgrade and roll-back for FortiGuard packages to allow setting a preferred package
version for devices.

To set a preferred package version in FortiManager:

1. Goto FortiGuard > Packages > Receive Status.

In the To Be Deployed Version column, you can see the current package version selected for each package.

The default is Latest.
2. Click Change to open the Change Version dialog.
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3. Inthe Change to Version field, select the preferred package version and click OK.
ADOM:root >— @~ L' & °adminv

Change Version x

Current Version  Latest

Change to Version | 3500177 (2026-03-03 02:03:00) e
Ql
Latest
Eaiz=Emes 36.00179 (2026-03-05 02:30:00)
e 3500179 35.00179 (2026-03-05 02:30:00)

4 FGVMO02TM25014 35.00177 (2026-03-03 02:03:00)
35.00175 (2026-02-26 02:56:00)
35.00173 (2026-02-24 02:20:00)
35.00171 (2026-02-19 02:33:00)

@ FortiGuard

Device Licenses
Packages

Quer

4. Adialog will appear to confirm if you want to downgrade devices to the selected package version or just set
it as the preferred version.

Setting Package Preferred Version 8 x

System detected some devices running packages newer than the selected version
(35.00177). You can choose how to proceed for these devices.

Just Set Preferred Version: These devices will stay with the current package version.
Downgrade: These devices will be downgraded to the selected package version.
Cancel: Cancel the operation

it o rfed Verson cncel

Select one of the following options:

a. Just Set Preferred Version: Sets the selected version as the preferred version. Devices already on later
versions of the package will not be downgraded to the preferred version, but they will not receive any
packages released after the preferred package version.
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B rMGvmes ADOM:root >- @~ L1 O °admvn'

Warning: Image is not Certified

@ Dashi A

&0 Device Manage

[ Manage Default Package | [ Refresh | [ € Show Used Package Only | [B Export | [ &1 1mport | Search. Q -

Package Name & Product# | Versi.. ¢ | Type® Latest Version (Release Data/Ti... # | To Be Deployed Version # | Service Entitlement & Size & Update History & n
[m] 2 74
o 3 07004000AFDB00100 FortiGate 7.4 07004000AFDB00100  1.00019 (2025-12-09 19:06:00)  Latest 6088 o
o 4 07004000AVDB00201 FortiGate 7.4 07004000AVDB00201 9306759 (2026-03-06 22:32:00)  Latest 243MB  ©
o s 07004000AVDB00701 FortiGate 7.4 07004000AVDBO0701  93.06759 (2026-03-06 22:31:00)  Latest 1443MB ©
o 6 07004000AVDBO1901 FortiGate 7.4 07004000AVDBO1901  4.03868 (2026-03-06 22:4500)  Latest [EREY 393MB | ©
o7 07004000AVEN02800 FortiGate 7.4 07004000AVENO2800  7.00030 (2024-07-02 17:11:00)  Latest 343MB | ©
o s 07004000CIDB00100 FortiGate 7.4 07004000CIDB00100  1.00199 (2026-02-20 17:33:00)  Latest 137.54KB ©
FortiA o 9 07004000DBDB00100 FortiGate 7.4 07004000DBDB00100  3.01541 (2026-03-06 19:34:00)  Latest 64194KB  ©
FortiGuard o 10 07004000FLDB00201 FortiGate 7.4 07004000FLDB00201 9306759 (2026-03-06 22:46:00)  Latest 1735MB ©
Device Licen: o u 07004000MMDB00101 FortiGate 7.4 o DB00101  93.06759 22:35:00)  Latest 206M8 | ©
Packages o 12 Active Database FortiGate 7.4 07004000MADB00200  1.00313 (2026-03-03 22:00:00) Latest MAC Address DB 53348KB  ©
13 Application Signature Database FortiGate 7.4 07004000APDB00105  36.00179 (2026-03-05 02:30:00) FortiCare 35558KB  ©
o 14 Certificate Bundle FortiGate 7.4 07004000CRDBO0000  1.00062 (2026-01-09 21:59:00)  Latest Certificate Bundle Database 15689 KB = ©
o 15 FGT FortiFlowDB FortiGate 7.4 07004000FFDB02008  7.04413 (2026-03-06 19:58:00)  Latest Internet Service DB 848MB  ©
o 16 FOS CASB Service FortiGate 7.4 07004000CASB00201  1.00009 (2025-07-30 17:58:00)  Latest Firmware and General Updates  87.95KB = ©
o 17 FortiOS Virtual Patch Database FortiGate 7.4 o 2600031 (. 501:42:00) | Latest FortiCare 875kB8 | ©
o 1P Geo DB Delta FortiGate 7.4 o 000000 | 3.00322 423:39:00) | Latest Firmware and General Updates 4.32MB | ©
[ JET) 1PS Engine (64bit) FortiGate 7.4 07004000FLENO7600  7.00600 (2026-02-24 23:14:00)  Latest 1PS 574MB | ©
o 2 1PS Signature Database (Full Extended) FortiGate 7.4 07004000NIDS02705  36.00179 (2026-03-05 02:33:00)  Latest 1PS. 173MB ©
o =z Industrial Definitions FortiGate 7.4 070040001SDB00105  36.00179 (2026-03-0502:30:00)  Latest Industrial Security 20015KB  ©
F::ATINET Total Selected: 1 _ 0% 33

b. Downgrade: Immediately downgrades FortiGate devices on later package versions to the selected
preferred package version. The selected version is also set as the preferred version.

Downgrade Package (=]
N . D
© success | 1 Warming 0 @ Eror| 0 © Show Details

Q Search.

#% | Names Time Used ¢ | Status &

1 FGVMO02TM25014290 4s Push object 07004000APDB00105(35.177) SUCCESS(r=0)

c. Cancel: Cancel the change.
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FortiManager supports importing password-type objects
from FortiGate devices with private data encryption

Ly

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Managing FortiGates with private data encryption

Starting in FortiManager 8.0.0, FortiManager can import objects which include password-type attributes from
managed FortiGate devices with private data encryption (PDE) enabled.

« When importing new objects with password-type attributes, the Import Wizard will prompt the
administrator to provide the password for each object as part of the import process.

Import Device - FGT-194 - Set Value for Encrypted Data (4/6)

© New Objects: Enter a password to update, or leave blank to keep the current FortiGate password @

Search

Config Title Value ¢ Attribute Name + Password
Firewall SSH Local-Ca Fortinet_SSH_CA password @
Firewall SSH Local-Ca Fortinet_SSH_CA_Untrusted password @
User Local test passwd @
User Local test ppk-secret @

« When importing objects with password-type attributes that already exist in the ADOM, the Import Wizard

will show the existing objects and prompt the user to enter a new password or leave the field blank to keep
the current FortiGate password.
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Central Management

Import Device - FGT-194 - Set Value for Encrypted Data (4/6)

& New Objects: Enter a password to update, or leave blank to keep the current FortiGate password @

Search

Config Title Value & Attribute Name < Password +

User Local test002 passwd @

User Local test002 ppk-secret @

1 Existing Objects: Enter a password to update, or leave blank to keep the current FortiGate password ©

Search

Config Title Value & Attribute Name % Password +

Firewall SSH Local-Ca Fortinet_SSH_CA password @
Firewall SSH Local-Ca Fortinet_SSH_CA_Untrusted password @
User Local test passwd @

User Local test ppk-secret @
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Policy and Objects

This section lists the new features added to FortiManager for policy and objects:
¢ Policy on page 71

Policy

This section lists the new features added to FortiManager for policies:

» Local In policies are supported in the Global ADOM and in policy blocks on page 71

Local In policies are supported in the Global ADOM and in
policy blocks

[
s,

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Create alocal-in policy

Local In policies are supported in the Global ADOM and in global and local policy blocks, allowing you to apply
these policies across multiple policy packages. In previous versions, Local In policies were limited to local ADOM
policy packages. This enhancement improves scalability and eliminates repetitive configurations.

This topic contains the following:

¢ Managing Local In policies in Global ADOMSs on page 72

» Creating Local In policies in the Global Database ADOM on page 72

» Creating Local In policies in Global policy blocks: on page 73

» Assigning Global Local In policies to ADOMs on page 75

» Viewing Global Local In policies from the local policy package on page 77
» Creating Local In policies in local policy blocks on page 78

[
s,

g Local In policies must be selected in Feature Visibility before they can be created.
Click Tools > Feature Visibility from the Policy & Objects toolbar to configure feature visibility.
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Managing Local In policies in Global ADOMs

Creating Local In policies in the Global Database ADOM

To create Local In policies in the Global Database ADOM:

1. Enter the Global Database ADOM.

2. Select a Global policy package from the policy package list (for example, "default").

3. Select the following supported Local In policy types and click Create New to create new Local In policies:
e |Pv4 Local In Header Policy

B rMGvMes = Q ~ MPolicyPackage v @ ADOM Revisions # Tools ~ ADOM: Global Database >- @~ & °admln'

B Policy & Objects Create New IPv4 Local In Header Policy x
Policy Packages
- - Interface DIportt
Header/F IPS Unmapped/added by creating adom *
Normalizec +
Source Deall x
+
Negate Source [e )
Destination Feal «
+
Negate Destination e )
Service @EPING N
ICMP / BANY
+
Schedule 3 galways .
+
Action VI Yd @ Deny
HAManagement Interface QD
only
Virtual patching (e}
Log allowed traffic o
Comments 123
4
3/1023
Enable this policy ©
Advanced Options >
p— Preview Cance
e |Pv6 Local In Header Policy
B rMGvmes Q ~ M Policy Package + @) ADOM Revisions  #§ Tools + ADOM: Global Database >- @~ © o admin v
B Policy Create New IPv6 Local In Header Policy x
Policy Packages
- - Interface Dport2
Header/Foc IPS Unmapped/added by creating adom *
+
Source Bgall %
+
Negate Source o]
Destination Beal x
+
Negate Destination [e )
Service @ eALL_ICMP6 x
1CMPS / ANY.
+
Schedule 3 galways x
+
Action VI @ Deny
Virtual patching o
Log allowed traffic e )
Comments 123
4
3/1023
Enable this policy ©

Advanced Options >

Revision

preven Cance

Fi:RATINET

e |Pv4 Local In Footer Policy
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B rMGvmes Q ~ B Poiicy Package + @) ADOM Revisions ¥ Tools v ADOM: Global Database >~ @~ & o admin ~
B Policy & Objects . Create New IPv4 Local In Footer Policy x
Policy Packages
Interface [Iport10
Unmapped/added by creating adom *
+
Source Seall x
+
Negate Source [e )
Destination el %
+
Negate Destination [e )
Service @eHTTPS .
Tep/aas
+
Schedule [ galways .
+
Action + Accept [ODEE
HAManagement Interface Q)
Only
Virtual patching o
Log allowed traffic [e )
Comments 123
4
3/1023
Enable this policy ©
Advanced Options >
~Aniner Preview Gance
» |Pv6 Local In Footer Policy
E) FMGVMe4 = Q v M PolicyPackage v @) ADOM Revisions 4§ Tools ~ ADOM: Global Database >~ @~ © o admin v
B Policy & Objects Create New IPv6 Local In Footer Policy x
Policy Packages
Interface [ port9
Unmapped/added by creating adom *
+
Source B gl .
+
Negate Source [e )
Destination B eall x
+
Negate Destination [e )
Service @ ePINGS x
1CMP6 / 128ANY
+
Schedule 3 galways x
+
Action + Accept [
Virtual patching o
Log allowed traffic [e )
Comments 123
3/1023
Enable this policy ©

Advanced Options >

Revision

— Preven cance

Creating Local In policies in Global policy blocks:

To create Local In policies in Global policy blocks:

1. Enter the Global Database ADOM.
2. Select Policy Blocks in the policy package list and click Create New to create a new policy block.
3. Create the desired IPv4 and IPv6 Header and Footer policies in the policy block.

FortiManager 8.0.0 New Features Guide 73
Fortinet Inc.



Policy and Objects

B FMGvmsa Q ~ R Policy Package v

B Policy & Objects

Policy Packages

F:RTINET

@) ADOM Revisions  #¥ Tools ~

Interface

Source

Destination

Service

Schedule

Action

Oonly

Comments

Virtual patching

Negate Source

Negate Destination

HA Management Interface

Log allowed traffic

Enable this policy

Advanced Options >

ADOM: Global Database >— @~ & °adminv

Create New IPv4 Local In Header Policy

[ port3,
Unmapped/added by creating adom

D gall

o]
o gall

[e ]

@eHTTP
TcPE0

[ galways

Y @ Deny
o)

o
o

123

Preview Cancel

/
3/1023

4. Select a Global policy package from the policy packages list (for example, "default") .
5. SelectalLocalln policy type and click Policy Block > Append Policy Block from the toolbar.

B rMGvMmsa Q ~ M Policy Package ~ @) ADOM Revisions.

¥ Tools ~

ADOM: Gicbal Database >~ @~ © () admin ~

-] [@e

olicy Block v | [ § More v

I3 Full Screen | [ @ By Sequence v | | Qv Regular Search

B, Policy & Objects 5 Search Q|| [+ Create New]| v ] [ &
Policy Packages OB Policy Blocks (1) ® # Interface
Header, Ll ot Cport2

Firewall Header Policy
Firewall Footer Policy o2 Dport3
1Pv4 Local In Header Policy O @3 | Oportd

1Pv4 Local In Footer Policy

1Pv6 Local In Header Policy

1Pv6 Local In Footer Policy
O default

Firewall Header Policy

Firewall Footer Policy

1Pv4 Local In Header Policy

IPv4 Local In Footer Policy

1Pv6 Local In Header Policy
1Pv6 Local In Footer Policy
Traffic Shaping Header Policy
Traffic Shaping Footer Policy
Assignment
CLI Configurations

© £ taj-package-global

B I taj-folder-global (0)

6. Select the configured policy block from the dropdown menu, and click OK to append it to the policy

package.
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Source

= 10.10)

T Insert Policy Block Above

B Insert Policy Block Below

2 30.30]

2 30.30]

=] Append Policy Block
8 Move Policy Block To

B Delete

Service
@ ePING
@ EHTTPS

@ gHTTPS

Schedule Action Comments
[ galways v Accept

[ galways v Accept

[ galways @ Deny

Created Time n

admin / 2025-12-03
admin / 2025-12-03

admin / 2025-12-08
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B FMGvmsa

B Policy & Objects

Policy Packages

B FMGvmsa
B Policy & Objects

Policy Packages

Q-

I Policy Package +

Q ~ M Policy Package ~

Search.

licy Blocks (1)

Ll

Firewall Header Policy
Firewall Footer Policy
1Pv4 Local In Header Policy
1Pv4 Local In Footer Policy
IPV6 Local In Header Policy
IPvé6 Local In Footer Policy

B default

Firewall Header Policy

Firewall Footer Policy

IPv4 Local In Footer Policy

IPv6 Local In Header Policy

IPv6 Local In Footer Policy

Traffic Shaping Header Policy

Traffic Shaping Footer Policy

Assignment

CLI Configurations

O taj-package-global
1 taj-folder-global (0)

@ ADOM Revisions ¥ Tools ~

@ ADOM Revisions  #¥ Tools ~

Policy Block

Insert Policy Block

Full Screen | [ @ By Sequence v || Q@ v Reguiar Search

Q.| [ Create New] v | [ Policy Block v | [ § More v ] [12
® ¢ Interface Source
o1 Dport2 21010100
a 2 Cport3 & 30.30.30.0
0O @3 | Dpots B 30.30300
© HePBI(@/aTotal1)
O t-e4 Oany Dl

1Pv4 Local In Header Policy

Destination
Dl
Deall

B gall

Deall

Service
@ePING
@eHTTPS

@eHTTPS

@ eFTP

£PB1

Schedule
[3 galways
3 galways

[Balways

18 aalways

Action
v Accept
v Accept

@ Deny

ADOM: Global Database  >— @ ~ & °admlnv

Cancel

ADOM: Global Database >~ @~ & °admlnv

Comments Created Time H
admin / 2025-12-03
admin / 2025-12-03

admin / 2025-12-08

 Accept

Total Selected: 1

7. Repeat steps 5-6 for the remaining policy types as needed.

Assigning Global Local In policies to ADOMs

To assign Global Local In policies to ADOMs:

1. Enter the Global Database ADOM.

2. Select the Global policy package which contains the Local In policies (for example, "default").
3. Select Action > Assign from the toolbar, and configure the assignment options.
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B FmGvmea Q ~ M Policy Package ~ @) ADOM Revisions #¥ Tools v

0 HﬂDe\ele‘ # Action v ‘

B Policy & Objects Search. Q ‘ + AddADOM ‘ ‘ [ Edit AD
Policy Packages O Policy Blocks (1) & | ADOM =
BB default

ADOM-72

Firewall Header Policy

Firewall Footer Policy ADOM-74

1Pvé Local In Header Policy ADOM-76

1Pvé4 Local In Footer Policy e

IPv6 Local In Header Poli
S 27 O | ADOM 74676
1Pv6 Local In Footer Policy
O  root
Traffic Shaping Header Policy

Traffic Shaping Footer Policy

CLI Configurations
O taj-package-global
taj-folder-global (0)

B FMGvmsa B Policy Package v ) ADOM Revisions  ## Tools ~
I, Policy & Objects

Policy Packages

FRTINET
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3] Assign

[B Unassign

FortiGate 7.4

FortiGate 7.6

FortiGate 8.0

FortiGate 7.6

FortiGate 8.0

Global Objects

Leave Meta Variable As-Is

Assign Global Policy Package - default

Policy Packages %
Al Policy Package
Al Policy Package
Al Policy Package
Al Policy Package
Al Policy Package

Al Policy Package

Assign Global Policy Package - default

Automatically Install Policies to ADOM Devices

ADOM: Global Database >~ @~ & °admlnv

Search
Status &

@ Pending changes
@ Pending changes
© Pending changes
@ Pending changes
@ Pending changes

@ Pending changes

ADOM: Global Database >~ @ ~ & () admin ~

® Assign USED Objects Only
QO Assign ALL Objects

(e ]

(e ]

Cancel

(=}

ELEIER)  © success| 3

Name 3
ADOM-74assign]

AADOM-76[assign]

AADOM-80[assign]

Warning | 0

QEmor| 0

Time Used +

2s

55

Ss

Assigning global policy package default to adom ADOM-74 ..
Assigning global policy package default to adom ADOM-76 ...

Assigning global policy package default to adom ADOM-80 ...

Status 4

© Show Details

Search.. (O
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Viewing Global Local In policies from the local policy package

To view Global Local In policies from the local policy package:

Enter the local ADOM.
Go to Policy & Objects > Policy Packages.
Select a local policy package (for example, "default").
Policy packages include the global flag icon which indicates that Global policies are assigned to them.

View the Global Local In policies in IPv4 Local In Header Policy, IPV4 Local In Footer Policy, IPv6 Local In

Header Policy, and IPv6 Local In Footer Policy.

B FMGvmes

@ Dashboard
&8 Device Manager
&, Policy & Objects

Policy Packages

Normalized Interface
Firewall Objects
Security Profiles

User & Authentication
Security Fabric

Advanced

ch Manager
B Extender Manager
@ Fabric View
& Fortial
@ FortiGuard

L]

E] FMGVMe4

@ Dashboard

2B Device

B Policy & Objects
Policy Packages

Normalized Interface
10
urity Profiles
r & Authentication

urity Fabric

B Extender Manager
@ Fabric View
© Fortial

@ FortiGuard

£ System Settings

Q-

If Search

B Policy Package v

olicy Blocks (1)

& FGTVMS1_root

@ FortiGate-VMé4_root

@ Test

O default
Firewall Header Policy
Firewall Policy
Firewall Footer Policy
Firewall Virtual Wire Pair Policy
Proxy Policy
Authentication Rules
1Pv4 Multicast Policy
1Pv6 Multicast Policy

&
Q

1Pv4 Local In Header Pol

1Pv4 Local In Policy

1Pv4 Local In Footer Policy
IPv6 Local In Header Policy
IPv6 Local In Policy

IPv6 Local In Footer Policy
1Pv4 Dos Policy

1Pv6 DS Policy

IPv4 Interface Policy

IPv6 Interface Policy

NAC Policy

Traffic Shaping Policy
Installation Targets

CLI Configurations

=NcEE

5 Search.

B Policy Package v

Policy Blocks (1)
@ FGTVMS51_root
@ FortiGate-VMé4_root
@ Test
B @ default
Firewall Header Policy
Firewall Policy
Firewall Footer Policy
Firewall Virtual Wire Pair Policy
Proxy Policy
Authentication Rules
1Pv4 Multicast Policy
1Pv6 Multicast Policy
1Pv4 Local In Header Policy
1Pv4 Local In Policy
1Pv4 Local In Footer Policy
1Pv6 Local In Header Policy
1Pv6 Local In Policy
1Pv6 Local In Footer Policy
1Pv4 Dos Policy
1Pv6 Dos Policy
1Pv4 Interface Policy
1P6 Interface Policy
NAC Policy
Traffic Shaping Policy
Installation Targets

CLI Configurations

Install Wizard

O0OO0ODO0DO

@ ADOM Revisions ¥ Tools

[-][eve]~]
Interface
[ port2
[ port3
[ port3

Oany

‘ i More v | 22 Ful Screen ‘ ‘@ By Sequence v
Source Destination Service
€ 10.10.100 & gall ©ePING
€30.30.300 ©eall ©gHTTPS
€30.30.300 ©all ©gHTTPS
© gall ©eall ©eFTP

Qv Regular Search
Schedule

& galways

& galways

© galways

© galways

Action
+ Accept
+ Accept
@ Deny

 Accept

ADOM: ADOM-80

Comments

&

Install Wizard
o |+
o 1
o 2

@ ADOM Revisions  #§ Tools +

[feve]-]

Interface
[ port10

Dany

[ # More v ] [£3 Full Screen] [ @ By Sequence +/
Source Destination Service
©2020200 ©eall & gALL_UDP
Geal Geall & gIMAPS

Qv Regular Search
Schedule
& galways

© galways

Action
v Accept

 Accept

ADOM: ADOM-80

Comments
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>~ @+ © @ admin~

Created Time u

admin / 2025-12-22
admin / 2025-12-22
admin / 2025-12-22

admin / 2025-12-22

> @~

o o admin v
Created Time

admin / 2025-12-22

admin / 2025-12-22
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Bl FmGvmsa = Q - MPolicyPackage v+ Yinstall Wizard ~  @HADOM Revisions £ Tools ~ ADOM:ADOM80 >- @~ O ° admin v
@ Dashisoard IF Search Q ~] [~] [# More v ] [£3 Full Sereen] [@ By Sequence v || Qv Regular Search
@ e Policy Blocks (1) o+ Interface Source Destination Service Schedule Action Comments Created Time u
o ® FGTVMS1_root
1 orth all all ALL always Accept dmin / 2025-12-22

B Policy & Objects B ® FortiGate-VMé4_root =] v e Se: S & salway + Accept admin

0O Test o 2 Oany ©gall ©gall € eDHCP6 © galways + Accept admin / 2025-12-22

Policy Packages
B8 default 0O ©3 | [portd Geal Geal ©eALL © salways Q@ Deny admin / 2025-12-22

Normalized Interface

Firewall Header Policy
Firewall Policy

urity Profles Firewall Footer Policy

ANbsucy Firewall Virtual Wire Pair Policy

curity Fabric Proxy Policy
Authentication Rules
SD-WAN Manager IPv4 Multicast Policy
1Pv6 Multicast Policy

1Pv4 Local In Header Policy

VPN Manager

AP Manager 1Pv4 Local In Policy

1Pv4 Local In Footer Policy
oot iy |
1Pv6 Local In Policy

1Pv6 Local In Footer Policy
1Pv4 DoS Policy

1Pv6 DoS Policy

1Pv4 Interface Policy

© FortiGuard 1Pv6 Interface Policy
NAC Policy

Traffic Shaping Policy

System Setting

Installation Targets

CLI Configurations 3

FMG-VMé4 Q ~ M PolicyPackage v Yinstall Wizard ~ @) ADOM Revisions  # Tools ~ ADOM:ADOM80 >_ @~ & ° admin v

Dashboard Search.. Q ] ] [§ More v

Policy Blocks (1
o e # Interface Source Destination Service Schedule Action Comments Created Time u
: @ FGTVM51_root

I3 Full Screen | [@ By Sequence v | | Qv Regular Search

Policy & Objects @ FortiGate-VM64_root
@ Test
B & default

Firewall Header Policy

2 O port5 ©eall ©eall ©eALL © galways + Accept admin / 2025-12-22

(m]
o Oany ©eall ©eall ©&SMTPS © galways + Accept admin / 2025-12-22
(m]

Policy Packages

o

o3 Oany © gnone © gnone € eNONE © gnone @ Deny admin / 2025-12-22

Firewall Policy

Firewall Footer Policy
Firewall Virtual Wire Pair Policy
Proxy Policy
Authentication Rules
SD-WAN Man 1Pv4 Multicast Policy

1Pv6 Multicast Policy

VPN Manager 1Pv4 Local In Header Policy
P - 1Pv4 Local In Policy

1Pv4 Local In Footer Policy
1Pv6 Local In Header Policy
1Pv6 Local In Policy

Fabric Vie IPv4 Do$ Policy

1Pv6 DoS Policy

1Pv4 Interface Policy

Extender M:

FortiAl

© FortiGuard IPV6 Interface Policy
NAC Policy
Traffic Shaping Policy

£¥ System Settings

Installation Targets

CLI Configurations 3

Creating Local In policies in local policy blocks

To create Local In Policy in Policy Block:

—

. Enter the local ADOM.
2. Goto Policy & Objects > Policy Packages.
3. Select Policy Block from the policy packages list, and create new IPv4 and IPv6 Local In policies.
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e IPv4 Local In Policy

B FMGvmsa

I Policy Package v ¥, Install Wizard @ ADOM Revisions ¥ Tools +
@ Dashboard
e Manager

Policy & Objects

Policy Packages

L& VPN Manager
[ AP Manager

Switch Ma

e |Pv6 Local In Policy

= Q ~v M Policy Package v ¥ Install Wizard ADOM Revisions  ## Tools v

B FMGvmsa

Policy & Objects

Policy Packages

cation

L& VPN Manager
[ AP Manager

Switch Ma

4. Append the local policy block to a local policy package.
5. Install the policy package to the FortiGate.
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Create New IPv4 Local In Policy

Interface

Source

Negate Source
Destination

Negate Destination
Service

Schedule

Action

HA Management Interface
only

Virtual patching

Log allowed traffic
Comments

Enable this policy

Advanced Options >

Create New IPv6 Local In Policy

Interface

Source

Negate Source
Destination

Negate Destination
Service

Schedule

Action
Virtual patching
Log allowed traffic
Comments

Enable this policy
Advanced Options >
Revision

Change Note®

ADOM:ADOM-80 >- @~ L : & °admlnv

[ports
Unmapped/added by creatng adom

Zall

[e ]
Qall

o)
AL

[ always

 Accept [G15
o)

e ]
[e ]

123

/
3/1023

ADOM:ADOM-80 >_ @~ L : & °admlnv

Unmappedadded by creating adom

+
Bal
+
o)
Ball
+
o)
AL
+
(@ always
+
o)
o)
123
©

/
3/1023
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Install Wizard - Choose What to Install (1/4)

@ Install Policy Package & Device Settings

@ Install a selected policy package. Any device specific settings for devices associated with the package willalso be installed.

Policy Package default

Install Comments

Create ADOM Revision ©
Revision Name default_2025-12-22-14-20-10-PST

Revision Comments

Schedule Install o )

O Install Device Settings (only)
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Install Wizard - Select Devices to Install (default) (2/4)

@ Please select one or more devices to install (Use checkbox or Ctrl or Shift key for multiple selections)

Device Name &

IP Address =

|search

‘ Platform <

4 FortiGate-VMé64
& root [NAT] (Management)

Total Selected: 2

Install Wizard - Validate Devices (default) (3/4)

10.6.193.81

FortiGate-VM64

vdom

Cancel

Installation Preparation © Success | 2

#3s ‘Name:

Warning | 0 ' @Eror 0 @D Show Details

Time Used &

Search.

Status

1 FortiGate-VMé4copy] - root

2 Write summary[preview]

+ Interface Validation
+ Policy and Object Validation
 Ready to Install

‘ @ Install Preview ‘ ‘ Gl Policy Package D\ﬁ‘

‘ Device Name &

4s

as

‘ Status %

Copy to device done

Write preview done

Search

4 FortiGate-VM64

& root [NAT] (Management)

© Connection Up

© Connection Up

Install

Cancel
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Fabric View

This section lists the new features added to FortiManager for Fabric View:
» Connectors on page 82

Connectors

This section lists the new features added to FortiManager for connectors:

» New external connectors: GuardiCore, Microsoft Azure (Proxy Mode), and Application Centric
Infrastructure (ACI Proxy Mode) on page 82

» FortiAlOps connector on page 87
» Central management for ACl features on page 98

New external connectors: GuardiCore, Microsoft Azure

(Proxy Mode), and Application Centric Infrastructure (ACI
Proxy Mode)

[
s,

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Creating Guardicore connectors

¢ Creating Microsoft Azure connectors

« Creating Application Centric Infrastructure (ACI) connectors

To create Guardicore, ACl and Azure external connectors:

1. Goto Fabric View > External Connectors or Policy & Objects > Security Fabric > Endpoint/Identity.
2. Click Create New and select one of the following connector types:

» Guardicore/Guardicore Connector

» Application Centric Infrastructure (ACI)/Cisco ACI Connector
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Fabric View

» Microsoft Azure/Microsoft Azure Connector

[E) fmenewdeploytest = Q v & install Wizard

ADOM:root >~ @~ © °adm|n-

Create New Fabric Connector - Select Connector Type (1/2)

Please choose a connector type Search Q

AWS UMS Setting ~ Azure UMS Setting  GCP UMS Setting

Endpoint/Identity (14) v

ONCONORONO

Poll Active Fortinet Single RADIUS Single
Directory Server  Sign-On Agent Sign-On Agent

CRONONCRO

User pxGrid User ClearPass

VMware NSX-T ~ VMware vCenter ~ Symantec Endpoint  Exchange Server JSON API
Protecti Connector
FortiFlex GuardiCore Microsoft Azure  Application Centric
(Proxy mode) Infrastructure (ACI)
(Proxy mode)

Generic Object Importer (1) v/

B o
[E] fmgnewdeploytest = Q - MinstallWizad @ ADOM Revisions ¥ Tools + ADOM:root >— @~ © °aammv
@ Dashboard Fabric Connectors | SDN Connectors SNSRI

= Dey Ml | + Create New v | | [ § More v | | 3 Full Screen

Poll Active Directory Server

Revision History &

Type + Details
B Policy & Objects i

Created Time & Last Modified &
Fortinet Single Sign-On Agent |

il RADIUS Single Sign-On Agent
PxGrid Connector
ClearPass Connector

ll NSX-T Connector
FortiFlex Connector

vCenter Connector
Symantec Endpoint Protection
ll Exchange Server Connector

[l /SON API Connector

Fi:RTINET 8

Configure the connector settings as per your environment and chosen connector type.

Do not use protocols such as http/https in the hostname for Guardicore and ACI connectors. For
example, use "example.com" instead of "https://example.com".

4. Set the Status toggle to the Enable Connector position.

Optionally, you can manually enter the Update Interval for FortiManager to communicate with the remote
host. The default interval is 300 seconds.

6. Enter a change note and click OK to save the connector.
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Example: Importing labels from a Guardicore connector

To create a Guardicore connector:

Go to Fabric View > External Connectors.

Click Create New and select Guardicore.

Configure the Name, Host, Username, and Password settings.
Set the Status toggle to the Enable Connector position.

Enter a change note and click OK to save the connector.
gnewdeploytest = Q ~ & install Wizard ADOM:root >~ @~ O Oaﬂmlnv

ard Create New Fabric Connector - GuardiCore (2/2) x

a b WM

Connector Settings

Name

guardicore
Host@ cus-2653.cloud guardicore.com
Username fortinetqa
Password | avesesen ® °
Status (© Enable Connector
Update Interval 200
Page Size 1000

Advanced Options >
Revision

Change Note®

External Connectors

/
1/1023

FortiAl Revision History

O | Revision# Changed by Date/Time Action Change Note n

No record found.
o]

6. Edit the connector and click Apply and Refresh to import instance objects from the remote host.
Once the connector is refreshed, you can start to import labels from the remote host.

Import Guaridcore User Groups (=]

[ETZIRED)  © Fending 0 | <inProgress| 1 | | @ Completed | 1 © Show Details

Name % Time Used & Status

update._user 11 rIEE——

1
2 | update_group 3 Finished to update Guardicore Tag
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These labels are in the format of Key Value pairs. To import labels, you must input the Key and FortiManager
will retrieve the corresponding Key Value pairs, which can then be imported.

7. Click Edit Label Key and then select the Key for the FortiManager to retrieve the pairs.
Once you add the Label Key and save it, you can see how many keys have been selected on the connector

page.

X You can add labels with different Label Keys by repeating this step to add additional Label Keys.

[E) fmgnewdeploytest 4 Install Wizard

F::RTINET

E) fmegnewdeploytest = Q v & install Wizard

Edit Guardicore Connector - guardicore

Connector Settings
Name guardicore
Host @ cus-2653 cloud.guardicore_com
Username fortinetqa
Password e
Status © Enable Connector
Update Interval 300
Page Size 1000
Labels
@ | LabelKey
App
O Guardicore threat intelligence
O Leb

O dynamic_ip_label

Total Selected: 1

Advanced Options >

Revision

Edit Label Key - App

ADOM:root >~ @~ © °admlnv

x
Available Entries (3000} Selected Entries (0)
Search Search
]
O App:Appl

O App:App1005

O App:App1006

& © & @

OK Cancel

ADOM:roct > @~ © °admlnv

Search @ -

Selected Labels n

1

o o

o

Change Note"

FRTINET

8. Click the top-right icon on the Guardicore connector tile to view matched IP addresses.
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= Q - &install Wizard ADOM:root >~ @~ © °adminv

Endpoint/Identity Connector Monitor - guardicore x

Search Q
2 gc_guardicore_App1 (0/0)
© & gc_guardicore_App10 (3/3)
2, as5et10(10.0.0.10)
E 2, a5et3010(10.0.11.194)
& asset9010 (10.0.35.50)

25 8¢_guardicore_App100 (0/0)
25 8¢_guardicore_App1000 (0/0)

25 gc_guardicore_App1001 (0/0)
25 8¢_guardicore_App1002 (0/0)
25 8¢_guardicore_App1003 (0/0)

gc_guardicore_App1004 (0/0)

by

o

. #gc_guardicore_App1005 (0/0)

o

o

2 gc_guardicore_App1007 (0/0)

o

(

(
g¢_guardicore_App1006 (0/0)

(

[(

gc_guardicore_App1008 (0/0)
gc_guardicore_App1009 (0/0)
2 gc_guardicore_App101 (0/0)

gc_guardicore_App1010 (0/0)
g¢_guardicore_App1011(0/0)

o

o

o

o

2 gc_guardicore_App1012 (0/0)

o

2 gc_guardicore_App1013 (0/0)

o

&58¢_guardicore_App1014 (0/0)

o

4t gc_guardicore_App1015 (0/0)
& ge_guardicore_App1016 (0/0)
A gc guardicore App1017 (0/0)

F:i:ATINET . Close

Labels imported from the remote host are available as a FSSO adgrp, and are selectable in address objects with
the Dynamic FSSO type.

To use the imported labels in a firewall policy:

1. Go to Policy & Objects > Firewall Objects > Addresses and click Create New.
2. Select Dynamic as the Type.

3. Select Fortinet Single Sign-On (FSSO) as the Sub Type, and then choose the Guardicore connector as the
FSSO Group.

4. Click OK to save the address object.
5. Create or edit a firewall policy and use the previously configured address object as the Source.

You can click View Matched Addresses when viewing the object in the policy to see the resolved addresses
for Guardicore.

6. Install the policy to your managed FortiGate, and the configuration is pushed to the device.

config user adgrp
edit "gc_guardicore_Appl0"
set server-name "FortiManager"
set connector-source "GUARDICORE"
next
end

edit "guardicore"
set uuid c3b@b924-fc82-51f0-9d15-8e5aebccicd2
set type dynamic
set sub-type fsso
set fsso-group "gc_guardicore_Applo"
next
end

config firewall policy
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edit 1
set name "test"
set uuid 9106ec3e-fbea-51f0-e8e4-920fe0dd3fcll
set srcintf "any
set dstintf "any
set srcaddr "guardicore"
set dstaddr "all"
set schedule "always"
set service "ALL"
set logtraffic all

next

end

FortiAlOps connector

Ly
.

g This information is also available in the FortiManager 8.0 Administration Guide:
¢ Creating a FortiAlOps connector

FortiManager adds a new fabric connector to FortiAlOps. The Al Insights dashboard receives updates and
information about LAN Edge and SD-WAN managed devices.

This topic includes the following:

» Prerequisites on page 87

« Initial configuration on page 87

» Verifying the connector status on page 92

¢ Using the FortiAlOps Connector on page 94
e CLlon page 95

Prerequisites

Before you can enable the FortiAlOps connector, the following prerequisites on FortiManager must be met:

« Enable Fabric Management settings.
» Enable FortiManager Fabric Administrative Access for the interface

Initial configuration

To use the FortiAlOps Connector:

1. Enable Fabric Management settings on FortiManager.
a. Goto System Settings > Fabric Management > Fabric Settings.
b. Setthe Status toggle to the ON position.
c. Setthe Role as Standalone.
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Fabric View

ADOM:Test1 >~ @~ O °admlnv

[E] FMG-FortiAlOps-Connector... &=

Fabric Seftings

Fabric Settings

Status ©

Role [ECEIO Supervisor | Member

Fabric Management

MLS

2. Enable FortiManager Fabric Administrative Access for the interface.

a. Goto System Settings > Network.
b. Edit the network interface that FortiAlOps will use to connect to FortiManager.

c. Enable the FortiManager Fabric option, and click OK.
ADOM: Test1 >_ @~ © ozdmm-

[E] FMG-FortiAIOps-Connector... =

Edit Network Interface - port1

Name

Mode Static [l
Alias
1P Address/Netmask 192.168.152.189/255.255.255.0
1Pv6 Address 0
Administrative A FortiM;
iministrative Access HITes g HTTP PING ssm O snvp F:l:ric anager
PV Administrative Access ) irrps O pTTp O rinG O ssH 0 snmp o :;:r:wanager
Service Access O FortiGate Updates
O Web Filtering
Status ©
Description
7
0/1023
[ o =

3. Establish the connection from FortiAlOps.

Activating FortiAlOps from FortiManager

The FortiAlOps connector cannot be activated on FortiManager without a FortiAlOps setup
request. If you attempt to establish the connection from the FortiManager first, a message is
displayed to initiate the authorization through FortiAlOps.

o Please initiate the Fabric Authorization through your FortiAlOps.

a. On FortiAlOps, go to Security Fabric > Fabric Connectors.
b. Select the FortiManager Deployment Mode.
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C.

d.

Click Connect Now.

B ADOM:Default @-

& Dashboard
@ Allnsights

Deployment Mode  Standalone FortiGates

>

>
@ Inventory >
% Wireless >
= Switch >
T FortiExtenders >
< SD-WAN >
@ Security Fabric v
Physical Topology
Logical Topology

Fabric Connectors

B Logsand Reports. >
o System >
B sAaM >

© Connect New

FoRTINET 501

Enter the following information from your FortiManager:

Upstream FortiManager Enter the IP address or FQDN of the upstream FortiManager.
IP/FQDN

Fabric Connector port Enter the Fabric Connector port. The default is 8013.
HTTPS Port Enter the HTTPS port. The default is 443.

2 admin -

B ADOM:Default @-

Security Fabric Settings

& Dashboard
@® Allnsights
@ Inventory
2 Wireless
= Switch

T FortiExtenders
< SD-WAN

@ Security Fabric
Physical Topology
Logical Topology
Fabric Connectors
B5 Logsand Reports
Do System

B saM

Upstream FortiManager 192.168.152.189
IP/FQDN

Fabric Connector Port 8013

HTTPS Port 443

< v v v vV vV

e

FRTINET 504

e. Click Save. FortiAlOps will connect to the FortiManager and request authorization.
f. Click Authorize to review the FortiManager Certificate.
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© B ADOM:Default @- (&) 2 admin-

& Dashboard > DeploymentMode Standalone FortiGates JIZNsiVELE g
@ Allnsights >
@ Inventory > @) securityFabricSetup VR -]
F Wireless > 1P Address/FQDN 192.168.152.189
7 Switch
it > | Fabric Connector Port 8013
T FortiExtenders >
HTTPS Port 443
< SD-WAN >
Status © Connected
| @ Security Fabric v
N FortiManager Authorization @ Pending
Logical Topology

o

Fabric Connectors

B Logsand Reports
Do System
B sam

v ov v

g. Review the certificate and then click Accept or Deny.

© B ADOM:Default @- &) 2 admin-

& Dashboard > | Deployment Mode  St4 FortiManager Certificate x
@ Allnsights > Cortificote:
@ Inventory > @) Security Fabrid Version: 3 (ox2)
Serial fumber:
2 Wireless >
IP Address/FQDN signature Algorithm: sha25eWithRSAEncryption
= Switch > : Tssuer: C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = forti , emailaddress = support@fortinet.con
Fabric Connector P Validity
F FortiExtenders > Not Before: Oct 1 19:33:57 2025 GHT
HTTPS Port Not After : Hay 26 20:48:33 2056 GHT
£ SD-WAN > . Subject: C = US, ST = Ca ia, L = Sunnyvale, O = Fortinet, OU = FortiManager, CN = FHGVMSTH25090216, emailAddress = support@fortinet.com
atus Subject Public Key Info:
| @ securtyFabric v : it Xey Atgorsthm: rastnceyption
FortiManager Auth Publi 2048 bit)

Physical Topology
Logical Topology

Fabric Connectors

B Logsand Reports

o

b £5:26:6b:d5:98:20:43:841ac 140:5¢167:92: 25
® System
B sam

v ovov

54:77:26:cb:4d:4c:73:92:52:59: F6:5:06:89:55:
a1:dc:3c:bais7:74:a6:9¢:17:c6:d6:e6:d5:71:10:
sb:a1
Exponent: 65537 (0x16001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CazFALSE
X509v3 Subject Key Identifier:

Xs09v3 Authority Key Identifier:
eyid:

X509v3 Key Usage: critical
Digital Signature

Signature Algorithm: sha256HithRSAEncryption

Signature Value:

h. If the FortiManager certificate is accepted, the FortiManager Authorization status will be set to
Authorized, and a FortiAlOps connector setup request will be sent to the FortiManager.

E:

g

Q During the FortiManager-side authorization process, the FortiAlOps Authorization status
remains Pending.

4. Complete the FortiManager FortiAlOps Connector establishment process on the FortiManager.
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a. Open the notification drawer on FortiManager to review the FortiAlOps connector setup request.

[E] FMG-FortiAlOps-Connector..| = & Install Wizard ADOM:Test1 >~ @~ L2 & °adm|nv

Notifications x

A FortiManager Instance

FortiAiOps connector request received from FAOV' . Click here to create the connector. Details

A FortiManager Instance

1 device configuration is out of synchronization. Details

Fabric View

Security Rat

Fabric Connectors

F::RTINET Close

b. Click the Details link in the FortiAlOps connector request notification.

c. Authorize FortiAlOps by reviewing its credentials, including the Serial Number, IP address, and
Certificate, and select the ADOM list to be shared with FortiAlOps (All ADOMs or Specify).

[E] FMG-FortiAlOps-Connector... = ¥ Install Wizard ADOM:Test1 >- @~ L : & °admlnv
Edit FortiAIOps Connector x
Connector Settings.
Name FortiAiOps - EMEA
Status <. Pending Authorization | & Refresh
FortiAiOps

@ Allow or Deny the following device

® FortiAiOps-EMEA Serial Number FAOVM
1P Address 192.168.152.188
Certificate View Certificate >
Fabric View

Select ADOM @ Al ADOMs [

Security Rating

Fabric Connectors

—— beny Cancl

d. Click Authorize to accept the credentials, then click OK on the Confirm Action dialog to complete the
FortiAiOps Authorization process.

Confirm Action o

Are you sure you want to accept this security fabric device (FAOVM B )?

cace
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g After FortiAlOps authorization, the Status changes from Pending Authorization to On.

e. Click Save to finalize the FortiAiOps connector establishment process.

Verifying the connector status

Once a FortiAlOps connector has been successfully added and authorized, you can verify the connector status
by going to Fabric View > Fabric Connectors.

To verify the FortiAlOps connector status:

1. Verify the FortiAlOps connector status on FortiManager:
a. On FortiManager, go to Fabric View > Fabric Connectors.
The FortiAlOps connector is displayed within the Other Fortinet Products category.

b. You can view the FortiAlOps connector details by double clicking the connector, selecting it and
clicking Edit in the toolbar, or by hovering your mouse over the connector to view the tooltip.

[E] FMG-FortiAIOps-Connector...| = ¥ Install Wizard ADOM:Test1 >- @~ L1 & °adm|nv

@ Dashboard Search

Core Network Security (2)

&5 Device

VPN Manager [ FortiClient EMS e ] Connector to FortiSASE
L VPN Manage

@ AP Manager g net ucts (2)

®

B Extender Manager FortiAiOps
o Telemetry Settings ©  Connectorto FortiAiOps
@ Fabric View
Secuirity Rating Serial Number FAOVM
Fabric Connectors
P 192.168152.188
External Connectors
Status @ Connected

Cloud Orchestration

@ FortiAl

@ FortiGuard

¥ System Settings

2. Verify the FortiManager Fabric connection on FortiAlOps.
a. On FortiAlOps, go to Security Fabric > Fabric Connectors.

If the configuration was successful, the Status field will be displayed as Connected, and the
FortiManager Authorization and FortiAlOps Authorization fields will be displayed as Authorized.

© B ADOM:Test1 @- &) & admin-

& Dashboard > Deployment Mode | Standalone FortiGates RSyl elr g
@ Allnsights >
@ Inventory s @) SecurityFabricSetup s § &
= Wireless > | Ip Address/FQDN 192.168.152.189
= Switch
it > | Fabric Connector Port 8013
T FortiExtenders >
| HTTPS Port 443
<4 SD-WAN >
Status © Connected
| @ Security Fabric v
. FortiManager Authorization @ Authorized
Physical Topology
eIy FortiAlOps Authorization @ Authorized
Fabric Connectors PN | Serial Number FMGVM
B Logs and Reports > | Hostname FMG-FortiAlOps-Connector-1-TsT-Special-Build
Do System > | Software Version ¥7.6.0build3682
B sAaM >

3. Verify that the shared ADOM list is synchronized between FortiManager and FortiAlOps.
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Select an ADOM

Create New ADOM

Select an ADOI

Default Test-2  Test-3 Test-4 Test5 root

Cancel

4. Verify that the list of FortiGate devices is synchronized between the FortiManager and FortiAlOps.
ADOM:Test1 >- @~ & o admin ~

[E) FMG-FortiAIOps-Connector. 0 Add Device ~ 3B Device Group v | (& Install Wizard

@ d Dashboard: Summary v Network v System v | Log &Report v | CLI Configurations | Feature Visibility

8 & Managed FortiGate (16)

+ Add Widget | [ G Reset to Default | [ & Refresh
4 FGT-FortiAIOps-TsT-1

25 Device Manager

DevicesCloves) 4 FGT-FortiAlOps TsT-10 System Information e o o=v =~
4 FGT-FortiAlOps-TsT-11
4 FGT-FortiAlOps-TsT-12
4 FGT-FortiAIOps-TsT-13 Hoft Name FortiCate-1101E &
4 FGT-FortiAIOps-TsT-14 Serial Number FG10 - L
4 FGT-FortiAIOps-TsT-15 1P Address 4 10.254.20.108 (mgmt)
4 FGT-FortiAlOps-TsT-2 System Time. Mon Mar 16 14:36:42 2026 PDT =
4 FGT-FortiAlOps-TsT-3 Uptime 10 days 2 hours 12 minutes 6 seconds.
4 FGT-FortiAlOps-TeT-4 Firmware Version FortiGate 7.6.5,build3629 (Interim) [ FortiToken 0/2
4 FGT-FortiAIOPs-TsT-5 Hardware Status 12 CPU, 16046 MB RAM
4 FGT-FortiAlOps TsT-6 Operation Mode NAT
4 FGT-FortiAlOps TsT-7 VDOM VDO Disabied @

4 FGT-FortiAlOps-TsT-8

Operation >

Location

Robson Sgfiare
. ENERUER
9800 Robson St, Vancouver, BC V6Z 3B7, Canada

DOWNTOWN

FortiManager 8.0.0 New Features Guide
Fortinet Inc.



Fabric View

© B ADOM:Testi @- () 2 admi

= Dashboard > Status . FortiGate Model ‘ 05 Version
@ Allnsights > @ Online [ FortiGate VM64 €9 V764 [
@ Inventory - 16 @ FortiGate- 11016 @ 16 @765 o
Managed FortiGates a3 Totel Total
ADOMs
% Wireless >
=2 Switch > [© Qsearch JQ | B egortas-
& FortiExtenders > FortiGate HostName & Device Name FortiGate IPAddress® | Status % Discovery State & Uptime & Cluster Name & HAMode % License & DNS Hostname %
< SD-WAN > 3
FGT-FortiAIOps-TsT-1 FGT-FortiAIOpsTsT-1  192.1684.2 @Online  Successfully Discovered  14d:23n:46m:25s Standalone  Monitoring @ Licensed
@ Security Fabric > Analytics @ Licensed
B Logsand Reports > SD-WAN © Unlicensed
£ System > FGT-FortiAlOpsTsT-11  FGT-FortiAlOpsTsT11 192168412 @Online  Successfully Discovered  14d:23n:44m:57s Standalone  Monitoring @ Licensed
B sAM > Analytics @ Licensed

SD-WAN © Unlicensed

FGT-FortiAlOps-TsT-6 FGTFortiAlOpsTsT6  192.16847 © Online  Successfully Discovered  14d:23h:42m:49s Standalone Monitoring @ Licensed
Analytics @ Licensed
SD-WAN © Unlicensed

FGT-FortiAlOps-TsT-12 FGT-FortiAIOpsTsT-12  192.1684.13 © online Discovered ~ 14d:23h:44m: Standalone Monitoring @ Licensed

Analytics @ Licensed
SD-WAN © Unlicensed

O  FGT-FortiAlOps-TsT-3 FGT-FortiAlOpsTsT-3  192.1684.4 @ Online Discovered  14d:23n:43m:32s Standalone Monitoring @ Licensed
Analytics @ Licensed
SD-WAN © Unlicensed

FGT-FortiAlOps-TsT-7 FGT-FortiAlOpsTsT-7  192.1684.8 @ Online  Successfully Discovered  14d:23n:42m:34s Standalone Monitoring @ Licensed
Analytics @ Licensed
SD-WAN © Unlicensed

FGT-FortiAIOPs-TST-5 FGT-FOrtiAIOPS TS5 192.1684.6 @ Online  Successfully Discovered  140:23n:43m:3s Standalone  Monitoring @ Licensed
Analytics @ Licensed

Using the FortiAlOps Connector

To use the FortiAlOps connector on FortiManager:

1. Go to Fabric View > Fabric Connectors.
2. Right-click the FortiAlOps connector and click Al Insights.

B FMG-FortiAlOps-Connector... &= g Install Wizard ADOM:Test1 >~ @~ © oadmlnv
Core Network Security (2)
)
o FortiClient EMS o Connector to FortiSASE

Other Fortinet Products (2)

®

FortiAiOps
. [ Edit
Fabric View (] Telemetry Settings O Connector to Fq
B Delete
Security Rati “ Clone
Fabric Connectors
Q Where Used
External Connectors
Cloud Orchestration @ Al Insights

& FortiAl

@ FortiGuard

£ 5ystem Settings

The Al Insights Dashboard is displayed. The Al Insights dashboard receives updates and information about
LAN Edge and SD-WAN managed devices from FortiAlOps.
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ADOM:Test1 >~ @~ © °admlnv

[E] FMG-FortiAlOps-Connector...| = ¥ Install Wizard
@ Dashboard Al Insights Dashboard - =
5 . C Reset to Default | | Toggle Widget v e v
= ge
B Policy & Objects Summary 1 Week -~ & 1 =v | Overall Network Health 10 Minutes -e o o= |
=2 SD-WAN Ma Impacted Clients | 20— T |
BWicless 2 || |
L& VPN Manager OSwitching 0}, 15 |
B WAN 0 | .@ |
N Connected Clients 19 10 |
AP Manager 3 i
2 Wireless |2 |
For | 05 |
0 Switching | |
B Extender Manager 1 00 |
1 02:20PM 02:21PM 02:23PM 02:25PM 02:26 PM 02:28 PM 02:30 PV |
@ Fabric View | mimpacted @Total |
Security Rating - 1
Fabric Connectors Impacted Clients Trend 1 Week -l e =+  Wireless Devices 10Minutes  ~ | @
External Connec
20 1|
Cloud Orc stas
W AP Health and Uptime 2
© FortiAl - 15
5
® FortiGuard 9 10
5
S
2
05
0o
Mar09 Mar10 Mar10 Mar11l Mar12 Mar12 Mar13 Mar13 Mar14 Mar14 Mar15 Mar16
B Switching [ Wireless [l WAN
10Minutes v @ =+ Top5 Problematic Devices 10Minutes v @ =v

Top 3 Impacted Apps
3. The FortiAlOps portal can be accessed from the FortiManager Al Insights dashboard. Once clicked you will

be prompted to log in to FortiAlOps.
ADOM:Test1 >. @~ O oadmmv

[E] FMG-FortiAlOps-Connector... &4 Install Wizard
@ Dashboard Al Insights Dashboard - =
C Reset to Default | | Toggle Widget v e v
Summary 1 Week v 2 3 =v Overall Network Health 10 Minutes v & o =v
Impacted Clients 20-
B Wireless
B Switching o . 15
mWAN 0 H
Connected Clients S 10
5
" S
2 Wireless z
05
0 Switching
B Extender Manager 00
02:28 PM 02:30 PM 02:31 PM 02:33PM 02:35 PM 02:36 PM
[@ Fabric View [2 Go to FortiAlOps W Impacted [ Total
Fabric Connectors Impacted Clients Trend 1 Week + & 3 =+  Wireless Devices 10 Minutes -le o=
External C
20 1|
Cloud Orc SLAs
W AP Health and Uptime 2
© FortiAl - 15
5
@ FortiGuard O 10
5
S
£ System Settings Z s
0o
Mar09 Mar10 Mar10 Mar11l Mar12 Mar12 Mar13 Mar13 Mar14 Mar14 Mar15 Mar16
B Switching [ Wireless [l WAN
e =v Top 5 Problematic Devices 10 Minutes v & I =Ev

Top 3 Impacted Apps 10 Minutes - @

CLI

FortiAlOps data, including the serial number, IP address, and certificate are displayed in the CSF Authorization
Pending List once FortiManager is authorized on FortiAlOps. This can be verified using the diagnose system
csf authorization pending-1ist command.

diagnose system csf authorization pending-list

Serial IP Address HA-Members
Appliance Path
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FAOVMSTM25000000 192.168.152.188
FMGVMSTM25090000 : FAOVMSTM25000000
Certificate:
Subject: C = US, ST = California, L = Sunnyvale, O =

FAOVMSTM25000000, emailAddress = support@fortinet.com

Issuer: C = US, ST = California, L = Sunnyvale, O = Fortinet, OU

Authority, CN = fortinet-subca2001l, emailAddress = support@fortinet.com
Valid from: 2025-10-09 19:04:24 GMT

Valid to: 2056-05-26 20:48:33 GMT
Fingerprint: 25:88:13:A4:D8:2A:E7:23:01
Root CA: No

Version: 3

Serial Num:
03:ef:d4:28:06:39:e9:8c:8d:bc:da

Extensions:
Name: X509v3 Basic Constraints
Critical: yes
Content:
CA:FALSE
Name: X509v3 Subject Key Identifier
Critical: no
Content:

Al:F8:00:78:F4:DA:7A:A9:F2:

Name: X509v3 Authority Key Identifier
Critical: no
Content:

keyid:98:2B:25:3C:30:CA:2C:2B:56

Fortinet, OU

fortiaiops

FortiAIOps, CN =

Certificate

DirName:/C=US/ST=California/L=Sunnyvale/O=Fortinet/OU=Certificate Authority/CN=fortinet-

ca2/emailAddress=support@fortinet.com
serial:20:01

Name: X509v3 Key Usage
Critical: yes
Content:

Digital Signature

MIIE9DCCA9ygAwIBAgIUA+/UgAY56YYNVNrGOHAMIZYN+2MwDQYJKoZIhvcNAQEL
BQAwgasxCzAIBgNVBAYTA1VTMRMwWEQYDVQQIEwpDYWxpZm9ybmlhMRIWEAYDVQQH
EwlTdW5ueXZhbGUXETAPBgNVBAOTCEZvcnRpbmVOMRAWHAYDVQQLEXVDZXJ0@aWZp
Y2F0ZSBBdXRob3JpdHkxGzAZBgNVBAMTEMZvcnRpbmVOLXN1YmMNhMjAWMTE jMCEG
CSqGSIb3DQEJARYUc3VwcG9ydEBmb3J0alW51dC5jb20wIBcNMjUXMDASMTKkwNDIO
WhgPMjA1INjA1MjYyMDQ4MzNaMIGeMQswCQYDVQQGEwIVUZETMBEGALUECAWKQ2F s
aWZvcm5pYTESMBAGAIUEBwwIU3Vubn12YWx1MREwDWYDVQQKDAhGb3J@aW51dDET
MBEGA1UECwWwKRm9ydG1BSU9wczEZMBCcGALUEAWWQRKFPVK1TVE@QYNTASMDAWNTE j
MCEGCSqGSIb3DQEJARYUc3VwcGIydEBmb3J0aW51dC5jb20wggEiMABGCSqGSIb3
DQEBAQUAA4IBDwAWggEKAOIBAQDqtEVB7APBYesNrRbwljrlEskVRnrqJ+OMbeMF
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Fabric View

wt03gYPWC1Wuz7MKFoMgDl1+itkGaIs/ITy9SgilrPjdcDakclYqhMuuUKXIs3djq
uk5eNmH7LUahFaS35In+sKfiucyYIeAM+4zEjIGIH8tbzp6+jWxumWHXSRCWHSLZ
WO5KYpZXsOPnwF66h3z09Y1jgk0zv2ph98pcv1AMhciwdtNCIMy8408XpTVYOnoz
jQZLGpNI3M1mzpDP8s@spbqQT1rdXtwI/WESDdmjOmnE1SRhAgMBAAGggEXMIIB
EzAMBgNVHRMBASEAjAAMBOGA1UdDEQWBBSh+AB49Np6qfL+tdsucyenfKc8GzCB
@WYDVROFBIHLMIHIgBSYKyUSMMosK1bn2/xZM7PcPVtq16GBq6SBqDCBpTELMAKG
ZTERMA8GA1UEChMIRMYdG1uZXQxHjAcBgNVBASTFUNLcnRpZmljYXR1IEF1dGhv
cm10eTEVMBMGAIUEAXMMZmOydG1luZXQtY2EyMSMWIQYIKoZIhvcNAQKBFhRzdXBw
b3J0QGZvcnRpbmVeLmNvbYICIAEWDEYDVREPAQH/BAQDAgeAMABGCSqGSIb3DQEB
CWUAA4IBAQDI1i5L/PnZehrVIU4i3bnHZZgbXIT1iBovK/I2ZbjFi6IpRnjiHMBK
7vIY5pU9cd31SNRAdwI6YpOmH1rLBMUPNGauX9aUCbky3Bxw7GA6LLVRBCDTIRZ9
C8k3dCzsV1Fh37d14eQ2d@c16VOmqOuoTxi6wd3MOs1F2RH50e9eAU6UG1UP619L
BVX2gKnZ7yFCXEZrm5B/QKGdYP4cTudUd3+zLgDkcOhH+mWD85hbyZM3NtrE3WD4
zprjrnXv3ET934tsjHMagMBb2IG10+eW/ jxYtUMzQSD7HA9yckSIdogFiCOLe5q
TZilnVzrNR/7mf/uFA8h36ULDug@1rz1

FortiAlOps data, including the name and serial number, are moved from the CSF Authorization Pending List to
the CSF Trusted List once FortiManager authorizes FortiAlOps. This can be verified using the following get
system csf command.

diagnose system csf authorization pending-list
Serial IP Address HA-Members Appliance
Path

FMG-FortiAIOps-Connector-1-TsT-Special-Build # get system csf

status : enable
upstream : (null)
upstream-port : 8013

group-name : (null)

accept-auth-by-cert : enable
authorization-request-type: certificate

certificate : Fortinet_Local
fabric-workers : 2
ssl-protocol : follow-global-ssl-protocol
trusted-list:
== [ dump ]
name: dump serial: dump ha-members:

== [ FAOVMSTM25000000 ]
name: FAOVMSTM25000000
fabric-connector:

3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k >k 3k >k 3k >k 3k 3k 5k 3k 3k 3k >k %k >k 5k >k 5k >k 5k >k 3k >k 5k 3k >k 3k >k %k >k %k %k %k >k 3k >k %k %k >k k k
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Fabric View

Central management for ACI features

-
<

This information is also available in the FortiManager 8.0 Administration Guide:
e Creating ACI SDN Connectors

<

FortiManager can import additional object types from Cisco ACl including L30ut objects and IPv6 objects.

To import objects from Cisco ACI:

1. Goto Fabric View > External Connectors.
2. Click Create New > Cisco ACI Connector.
3. For ACI Type choose Direct Connection, configure the connector settings, and click OK.

[E) FMG-vMé4-foBaadds = Q v W nstall Wizard > 9~ O o admin
@ Create New Fabric Connector - Application Centric Infrastructure (ACI) (2/2) x
Type Application Centric Infrastructure (ACI) -
Connector Settings
Name direct-ACI
Status ©
Update Interval @ © EDEETY Specify
Verify Certificate ©
Cisco ACI Connector
ACI Type FortiSDN Gonnector |3 e et}
s 1059.8.35 x +
Username o
Password ® e
Advanced Options
Revision
Change Note*
Y
0/1023
Revision History
Search @
O | Revision# Changed by Date/Time Action Change Note n
e Back Previem Gancel

Once the connection is established between FortiManager and Cisco ACI, you can import objects using the
By Filter Import Mode. Supported object types are displayed in the filtered results.
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Fabric View

E] FMG-VM64-f08aadds
@ Dashboard

om

am

B Policy & Objects

@ ADOM Revisions

#¥ Tools ~

& Install Wizard

Filters

Tenant &

Izou-ext-tn1
lzou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1
Izou-ext-tn1

Irou-ext-tn1

F::RTINET

Import SDN Objects

Import Mode
Firewall Address Name

Address Type

30utEpg &
t1epg0d
t1epg0d
t1epg0d
it1epg0d
t1epg0d
t1epg0d
t1epg0d
t1epg0d
t1epg0d
t1epg0d
t1epg0d
t1epg0d

i+1eno0)

By Filter G

NameYourObjectHere

&

L30utSubnet
lzou-extl-extlepgO-extsubl
Izou-extl-ext1epgO-extsub2
Izou-extl-extlepgO-extsub1l
lzou-extl-extlepg0-extsub101
Izou-ext1-extlepgO-extsub102
Izou-extl-extlepg0-extsub103
Izou-extl-extlepgO-extsub104
Izou-ext1-ext1epgO-extsub105
Izou-ext1-extlepgO-extsub106
lzou-ext1-extlepgO-extsub107
Izou-ext1-extlepgO-extsub108
lzou-ext1-extlepgO-extsub109

I70u-ext1-ext1enc0-extsub110

L30utSubnetDescription +

Search

L30utSubnetNameAlias ¢ | L30utScope &

import-rictrl, import-security, shar
shared-rtctrl

export-rtctrl, shared-rtctrl

export-rtctrl, import-security, shar

import-rtctrl, import-security, shar &

export-rtctrl

export-rtctrl, import-rtctrl
export-rtctrl, import-security, shar
import-rtctrl, import-security
export-rtctrl, import-security, shar
import-security, shared-rtctrl
import-security

imnart-security.shared-rtctrl. shar

Cancel

Tenant
% @ L30utName :pg!
L30utEpg pg
L30utSubnet g

L30utSubnetDescription P!

L30utSubnetNameAlias *P8!

L30utScope g
L30utEpgTag g
Application g
Epg Pg
Tog g
Esg g

Deselect All

C Reset to Default

Prior to the implementation of this feature, only EPG, ESG, and Tags were imported. With this release,
additional objects are available, for example L30utSubnet and L30utSubnetDescription.
For example, the following image shows the types of objects that could be imported from Cisco
ACI connector before this feature:

B fmg
@ Dashboard
= Manager

B Policy & Objects
Policy Pack

Normalized Inter

=Y
@ AP Man
Fortiswitch

B Extender Manag;

Fabric

F:RTINET

(& Install Wizard @) ADOM Revisions  # Tools +

[+ cresteew~ |
» BT

infra

@ kzou-tenant €
Izou-tenant

S mgmt @
mgmt

Do test1 @
qa_testl

@ kzou-tenant €@
Izou-tenant

(@ zou-tenant @
Izou-tenant

Sgatest1 @
qa_testl

Sgatest1 @
qa_testl

infra_issue_repro_app

lzou-app

mgm_issue_ap

qa_test1_app_profile

lzou-app

\zou-app

ga_test1_app_profile

qa_test1_app_profile

infra_issuerepro_epg

Izou-epg-web

mgmt_issue_epg

qa_testl_epg
lzou-esg-ip
Izou-esg-tag
ESG1

ESG2

Cancel

0015 ADOM:root  >_ @~ ommm =
Import SDN Objects x
Import Mode By EPG
Firewall Address Name — [1____ ]
Search @ J* ‘ ‘
Tenant = Application = Epg s Esgs Tags

test_key=test_value

0% 11

4. Add a Firewall Address Name and click Import to create the corresponding dynamic firewall address.
5. Add the address object to a policy and push the policy package to FortiGate devices.
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Fabric View

E] FMG-VM64-f082addi8 Q, ~ MBPolicy Package v YyInstall Wizard ~ @) ADOM Revisions £ Tools ~ > @ O o admin +
@D d Edit Firewall Policy - 3 x
& D [ 3
Name @
IR Policy & Objects AllowAcilPve
Schedule Balways x
Policy Packages
+
Action + Accept £ IPSEC
Type U] ZTNA  Telemetry
Incoming Interface Dany x
+
- Outgoing Interface
Authentication Qany x
Fabric +
Source & Destination
Source Zal x
Hnewipvé x
+
Negate Source o
ch Manaj User/group +
Security posture tag o
Destination Zall x
[all x
Fabric
+
@ Fortial Negate Destination o]
Service DAL x
+

Provew Gance
6. Once the policy package is installed, the FortiGate will resolve the IP address from ACI and apply the policy

= Q Beta3 ~ 1%’ o - 01~ @ admin~
- Resolved Addresses for newipvé X
o et
: k —
B Policy & Objects Policy 2| @ QsSearch a
Firewall Policy ElOay—~Oa 1P Address &
2033:/64
[ implicit @
1 Implicit Deny]
1
Security Rating Insij
F::ATINET © Close
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FortiAl

FortiAl

This section lists the new features added to FortiManager for FortiAl:

e FortiAl can diagnose, troubleshoot, and remediate slow access to cloud or on-premise servers and
applications on page 101

FortiAl can diagnose, troubleshoot, and remediate
slow access to cloud or on-premise servers and
applications

~

This information is also available in the FortiManager 8.0 Administration Guide:

¢ Diagnose, troubleshoot, and remediate slow access to cloud or on-premises servers and
applications

.
gy
:
)

FortiAl can diagnose, troubleshoot, and remediate slow access to cloud or on-premise servers and applications.

» Example 1: Network is slow from IP 10.1.1.10 to Salesforce application on page 102

e Example 2: Network slow between IP 10.1.1.10 to YouTube on page 104

e Example 3: Network slow between IP 10.1.1.10 to 10.1.2.10 on page 106

e Example 4: Network slow between IP 10.1.1.10 and cloud server 172.20.1.10 on page 108
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FortiAl

B FMGVMea-kvM Q ~ & insall Wizard avom:coph > @~ L2 & (@) admn~

@ Dashboard @ Brl FortiAl Assistant (D Debug & £ B O AdvancedMode & ® & x
+ The SD-WAN rule for Salesforce is in priority mode, using link-cost-

2 Device Manager Network Monitor  History View factor (latency) as the selection metric, with both members alive

and selected, and all quality and connectivity criteria met.

4+ Briroot] > 12182

Recommendations
SD-WAN Rules « The SD-WAN configuration is correct: both interfaces are selected,
health checks are well within recommended SLA metrics, and
routing is valid.
+ Since both interfaces are healthy and bandwidth is not a concern,
D= | Namea Source & l you may perform a speed test on the selected interface (port1) to
validate throughput if needed.

1 |orticapia & Branch Loy + For Salesforce (a business/Saas application), ensure that latency
remains the primary quality riteria, or consider using custon-
profile-1 for more granular control if future issues arise.

2 Critical Video T Branch-LAN + Continue with a general network diagnostic to ensure end-to-end

: performance and rule out any external factors. Another agent will
assist with this.

@ A
E8 Fo

3 Cloud_VolP 8 Branch-LAN

Diagnosis Summary:

Q

Business_Applications & Branch-LAN

Fo The SD-WAN configuration for traffic from 10.1.1.10 to Salesforce is
correct and operating optimally. Both SD-WAN member interfaces are
5 Corporate Traffic 2 Branch-LAN healthy with low latency, no packet loss, and no bandwidth congestion,
m - and connectivity to Salesforce is confirmed. @
B No issues were detected; it is recommended to maintain the current
6 Cloud_Application @ Branch-LAN configuration. If you need a speed test or further assistance, please let
me know.
7 PING_Test DIA B Branch-LAN
8 | Non_Critical DIA 2 Branch-LAN
X 2 4

FATINET o0, Send Feedback 0/1024

Example 1: Network is slow from IP 10.1.1.10 to Salesforce
application

To use FortiAl to diagnose traffic between a user and Salesforce:

1. FortiAl can be asked to diagnose slow network traffic between a user's IP and applications like Salesforce.

2. FortiAl lists the diagnostic steps that it will follow in order to determine necessary information about the
request.

For example, when diagnosing slow network to Salesforce from an internal IP address:

» FortiAl will determine the destination IP address for Salesforce using the SD-WAN internet services app
list.

» FortiAl will check if there is an active SD-WAN session between the source and destination IP address.
» FortiAl will prompt the user to select the SD-WAN session for further diagnosis.
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FortiAl

Q 4 Install DOM: CorpA
FortiAl Assistant (D Debug & & B (P AdvancedMode C & & x
Diagnostic Steps Tool Use: Find Source Interface and FortiGate
It
@ Find the destination IP address(es) for Salesforce using the SD- “device name”: "

WAN internet service app list.

“fortigate_vdon”

“source_interfaces
H
@ Check if there is an SD-WAN session between 10.1.1.10 and the
Salesforce destination IP addresses. T Copy code
Prompt the user to choose an SD-WAN session for further .
@ diagnosis. Tool Use: Get SD-WAN Application IP Addresses

"Salesforce”,
"id": 16920,
[

.212.185.197",
.219.89.44",
.221.22.53",
.221.22.56",
.222.241.68",
.222.241.70",
.222.241.74",
.222.241.75",
.222.241.79",
.222.241.86"

1
}

™ Copy code

Salesforce destination IPs found and listed.

« Successfully retrieved the list of destination IP addresses for Salesforce from the SD-WAN internet service app list.

« The IPs found are: 23.212.185.161, 23.212.185.183, 23.212.185.197, 23.219.89.44, 23.221.22.53, 23.221.22.56, 23.222.241.68, 23.222.241.70,
23.222.241.74,23.222.241.75, 23.222.241.79, 23.222.241.86.

« This completes the step requirement to find the destination IP addresses for Salesforce.

Summary

Return to chat
3. Once the SD-WAN session is confirmed, FortiAl will continue to diagnose the issue.

Q &) Install Wizard

FortiAl Assistant (D Debug & L B (P AdvancedMode C ® X x

Shortcut priority: 2
Diagnostic Steps Een(z?). TOS(@x0/0x0), Protocol(@): src(l-»65535):dst(1->65535), Mode(priority), link-cost-factor(latency), link-cost-threshold(19), heath-check(I
nternet
Service role: standalone
Members(2):
1: Seq num(1l portl WAN1), alive, latency: 2.495, selected
2: Seq_num(2 port2 WAN2), alive, latency: 2.494, selected
Application Control(3): Salesforce(16920,0) Microsoft.Teams(43541,0) Dropbox(17459,8)
Src address(1):
Check the SD-WAN health-check info. 10-1.0-0-10.1.255.255

Find the selected SD-WAN rule and interface indicated by the
network traffic session data.

®

®

"m Copy code
©@ Check bandwidth consumption

(@ Check routing table to ensure a proper oute exists to the SD-WAN rule and selected interface match session data and routing logic.
destination.

+ Retrieved the SD-WAN rule details for rule ID 1.

« The rule is in priority mode, with two members: Seq_num 1 (port1 WAN1) and Seq_num 2 (port2 WAN2).
Both members are alive and selected, with very similar latency values.

@ Ping the destination IP

According to SD-WAN routing logic, the first candidate in the list (absolute order) is always prioritized for traffic.
Show a diagram for the SD-WAN rule The session data shows sdwan_mbr_seq=1, which matches Seq_num 1 (the first candidate in the list).
This confirms that the selected member from the session matches the first candidate in the rule’s member list.

®

& Get recommendations for the service and show them to the user

Summary

« The SD-WAN rule is operating in priority mode, where the first candidate in the member list is always prioritized for traffic.
« The rule has two members: Seq_num 1 (port1 WAN1) and Seq_num 2 (port2 WAN2).
The session data indicates that sdwan_mbr_seq=1 was selected for this traffic.

This matches the first candidate (Seq_num 1), confirming that the SD-WAN logic selected the correct interface according to the rule's configuration.
No errors or mismatches were found in this step, so the plan can proceed to the next step.

Other Actions
Download diagnosis report
Follow Up
‘Continue to general network diagnosis @
Continue to VPN diagnosis

4. After the issue has been diagnosed, FortiAl will provide the administrator with its observations,
recommendations, and a summary.
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FortiAl

Example 2: Network slow between IP 10.1.1.10 to YouTube

1. FortiAl can be asked to diagnose slow network traffic between a user's IP and applications like YouTube.

= Q ~ & install Wizard aom:coph > @~ L2 D (Y admin -
ol FortiAl Assistant (P Debug & & B (P AdvancedMode €& » & x
Network Monitor  History View 6 Hi admin. How can | help you?
4+ Brifroot] v 12182
network slow from 10.1.1.10 to Youtube , can you help to
check? A
@ Completed Plan
SD-WAN Rules Find the destination IP address(es) for Youtube using the SD-WAN

internet service app list.

Check for an SD-WAN session between 10.1.1.10 and the Youtube
destination IP addresses.

IDS | Name= Source ‘ Prompt the user to choose an SD-WAN session for further
diagnosis.
1 Critical_DIA 2 Branch-LAN
I View details
2 Critical_Video & Branch-LAN Download diagnosis report
3 Cloud_VolP 2 Branch-LAN
Selected session

4 Business_Applications @ Branch-LAN

1. session info: proto-6 prota_state=11 duration=26
9 expire=3595 timeout=3600 refresh_dir=hoth flags=@
5 Corporate_Traffic & Branch-LAN 0000000 socktype=8 sockport=8 av_idx=8 use=4
origin-shaper=
| reply-shaper=
6 Cloud_Application 2 Branch-LAN (e S @
class_id=0 ha_id=8 policy_dir-8 tunnel=/ vlan_cos=
I /255
7 PING_Test_DIA 2 Branch-LAN

8 Non_Critical_DIA 2 Branch-LAN

X 2 4

Send Feedback 0/1024

2. FortiAl lists the diagnostic steps that it will follow in order to determine necessary information about the
request.

For example, when diagnosing slow network to YouTube from an internal IP address:

» FortiAl will determine the destination IP address for YouTube using the SD-WAN internet services app
list.

» FortiAl will check if there is an active SD-WAN session between the source and destination IP address.
» FortiAl will prompt the user to select the SD-WAN session for further diagnosis.
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& Install Wiz
FortiAl Assistant (D Debug & L B (P AdvancedMode G o & x
Diagnostic Steps Tool Use: Find Source Interface and FortiGate
K
Find the destination IP address(es) for Youtube using the SD- “device name

© WAN internet service app list. "fortigate_vdor
"source_interfaces”

@ Check for an SD-WAN session between 10.1.1.10 and the
Youtube destination IP addresses. " Copy code

@ Prompt the user to choose an SD-WAN session for further

diagnosis. Tool Use: Get SD-WAN Application IP Addresses

.103.102",
.103.169"

"142.250.115.136",

& Copy code

Destination IP< for Youtube found.

Return to chat Next Plan >

3. Once the SD-WAN session is confirmed, FortiAl will continue to diagnose the issue.

Q %) Install Wizard

FortiAl Assistant (D Debug & L B (P AdvancedMode € & X x

Diagnostic Steps Tool Use: Get SD-WAN Rule Diagnostic Info

Brl diagnose sys sdwan services 2
Find the selected SD-WAN rule and interface indicated by the
network traffic session data. Service(2): Address Mode(IPV4) flags-0x4600 passive-measure use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
@ Check the SD-WAN health-check info. Gen(83), TOS(ex@/0x@), Protocol(@): src(1-365535):dst(1-365535), Mode(pricrity), link-cost-factor(latency), link-cost-threshold(10), heath-check(I
nternet_Passive)
Service role: standalone
Members(2):
1: Seq num(2 port2 WAN2), alive, latency: 4.722, selected
2: Seq_num(1 portl WAN1), alive, latency: 102.209, selected
i Application Control(3): Zoom(37065,0) YouTube(31077,@) GoToMeeting(16354,0)
@ Check routing table to ensure a proper route exists to the src address(1):
destination. 18.1.8.

@

@ Check bandwidth consumption.

T C de
@ Ping the destination IP from the traffic session data. " Copy code

@ Show a diagram for the SD-WAN rule. SD-WAN rule and selected interface identified; member selection matches logic.

« The SD-WAN rule ID from the session is 2, and | have retrieved its configuration.

« The rule is in priority mode, with two members: Seq_num 2 (port2 WANZ2) and Seq_num 1 (port1 WAN1).

« The first candidate in absolute order is Seq_num 2 {port2 WAN2).

* The session data shows sdwan_mbr_seq=2, which matches Seq_num 2.

« According to SD-WAN routing logic, the first candidate in the list (absolute order) is always prioritized for traffic.
« The selected member from the session matches the first candidate seq num.

" © Get recommendations for the service and show them to the user.

Summary

« The selected SD-WAN rule is ID 2, operating in priority mode.
« There are two SD-WAN members: Seq_num 2 (port2 WAN2) and Seq_num 1 (port1 WAN1).

= According to SD-WAN routing logic, the first candidate in the list (absolute order) is always prioritized for traffic.

« The session data shows sdwan_mbr_seq=2, which matches the first candidate (Seq_num 2).

« This confirms that the selected member from the session matches the first candidate, indicating correct member selection.

(J
Download diagnosis report @

Other Actions

RLETLTELELE Return to chat

4. After the issue has been diagnosed, FortiAl will provide the administrator with its observations and
recommendations. A summary of the diagnosis results is provided to the administrator.
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Example 3: Network slow between IP 10.1.1.10 to 10.1.2.10

1. FortiAl can be asked to diagnose slow network traffic between a user's IP and internal IPs like 10.1.2.10.

ADOM:CorpA >- @~ Lz & °admin'

= Q + & Install wizard

SD-WAN Monitor

Map View RERS=M | €3 CorpA

VPN Monitor

Asset Identity Center

Firewall Users

.

O | Interface s

© 4 Brifroot] @

Devices by Lin...

B All Interfaces... @
W Some Interfa... 0
W All Interfaces... 4

Upload #

Devices by SL...

W AllSLABrea... @
M Some SLABr... 1
W All SLAMet 3

.

Download =

(]

g0 O 0OO0OO0OOOO0aO0

[m]

© Cloud-VPN1
@© Cloud VPN2
S ©HUBLVPNL
© HUBL-VPN1_O
@ HUB1-VPN2
© HUB2-VPN1
8 ©HUB2VPN2
& HUB2-VPN2_0
© WANT (port1)

© WAN2 (port2)

@ Cloud-VPN1

@ .54 Kbps/O bps
@D 4.59 Kbps/0 bps
@D 738 bps/0 bps
@D 7.05 Mbps/0 bps
@ 1.3 Kbps/0 bps
@D 555 bps/O bps
@D 459 bps/0 bps
@D 3.97 Kbps/0 bps
@D 20.25 Kbps/0 bps
@D 4443 Kbps/0 bps

@ 298 bps/0 bps

G 1355 Kbps/Ob

@ 19.57 Kbps/Ob:

@ 741 bps/0 bps
@D 7.05 Mbps/0 by
G 131 Kbps/O bp
G 655 bps/0 bps
@ 704 bps/0 bps
@ .53 Kbps/0 bp
@ 2537 Kbps/Ob
G 35544 Kbps/0

4 Br2[root] €@

@D 648 bps/0 bps

FortiAl Assistant (P Debug £ £ B (P AdvancedMode C & X x

Hi admin. How can | help you?

network slow from 10.1.1.10 to 10.1.2.10, can you help to
check?

Completed Plan
@ Check for SD-WAN session between 10.1.1.10 and 10.1.2.10.
@ Prompt user to choose an SD-WAN session for further diagnosis.

View details

Download diagnosis report

Selected session

hook-pre dir-org act-noop 10.1.1.10:2642->10.1.2.1
8:8(8.0.9.0:0)

hook=post dir=reply act=noop 18.1.2.18:2642->1
©.1.1.10:0(0.0.0.6:0)

f:00:0d:01

src_mac=02:
misc-8 policy_id=2 pol uuid_idx-16128 auth_info-@ c
hk_client_info-0 vd-8

serial=00163fd tos=Ff/ff app_list=d app=UnknownApp

(o) url cat=o

sdwan_mbr_seq=6 sdwan_service id=5

rpdb_link_id-ffo10005 ngfwid-n/a

npu_state=-8x000160 @

no_ofld_reason: npu-flag-off

X 2 4

Send Feedback 0/1024

2. FortiAl lists the diagnostic steps that it will follow in order to determine necessary information about the
request.

For example, when diagnosing slow network to an internal IP address from an internal IP address:
» FortiAl will check if there is an active SD-WAN session between the source and destination IP address.
 FortiAl will prompt the user to select the SD-WAN session for further diagnosis.
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Q ~ & Install Wizard

FortiAl Assistant (D Debug & + B D AdvancedMode & @ & x

Diagnostic Steps Tool Use: Find Source Interface and FortiGate

8
® Check for SD-WAN session between 10.1.1.10 and 10.1.2.10. "device name":
"fortigate_vdom
"source_interfaces": "port3”

@ Prompt user to choose an SD-WAN session for further diagnosis. 1

& Copy code

Tool Use: Find SD-WAN Traffic Session

[1. session info: proto-1 proto_state-8@ duration-536 expire=59 timeout-8 refresh_dir-both flags-0@680@0@ socktype-8 sockport-8 av_idx-8 use=3
origin-shaper=

reply-shaper=
per_ip_shaper=
class_id-0 ha__
state:

-0 policy dir-e tunnel-/ tun_id-19.0.0.3/0.9.2.9 vlan c0s-0/255

g may_dirty fee

statistic(bytes/packets/allon_err): org=45108/537/1 reply=45024/536/1 tuples=2

tx speed(Bps/kbps): 84/@ rx speed(Bps/kbps): B4/@

3 orgin->sink: org pre->post, reply pre->post dev=5->31/31-35 guy-10.10.160.2/0.0.0.0
B hook=pre dir=org act=noop 10.1.1.10:2642->10. 10:8(0.9.0.9:0)

hook=post dir=reply act=noop 10.1.2.10:2642->16.1.1.10:8(8.6.0.0:8)
src_mac=02:09:0f:00:0d:01
misc=0 policy id=2 pol uuid idx=16128 auth_info=8 chk _client_info=@ vd=0
serial=p169fod tos=Ff/ff app_list=8 app=UnknownApp(e) url_cat=e
sdwan_nbr_seq=6 sdwan_service_id=5

rpdb_link id=ff010005 ngfuid=n/a

npu_state=0x000100

no_ofld_reason: npu-flag-off

total session: 1

& Copy code

SD-WAN session found between the IPs.

« Found the source interface and FortiGate device for the source IP.

« Queried the FortiGate for SD-WAN sessions between the source and destination IPs.
« There is an active SD-WAN session present between 10.1.1.10 and 10.1.2.10.

« No need to prompt the user to create traffic, as a session exists.

« The step requirement to check for SD-WAN session is fully met.

Return to chat Next Plan >

3. Once the SD-WAN session is confirmed, FortiAl will continue to diagnose the issue.

Q &) Install Wizard

FortiAl Assistant (D Debug & L B (P AdvancedMode C ® X x

3: Seq_num(6 HUB2-VPN2 HUB2), alive, sla(@x2), gid(8), cfg order(3), local cost(18), selected
- N 4: Seq_num(3 HUBL-VPN1_@ HUBL), alive, sla(@xe), gid(8), cfg_ order(8), local cost(@), selected
Diagnostic Steps 5: Seq_num(3 HUBL-VPN1 HUB1), alive, sla(@x9), gid(®), cfg order(8), local cost(8), selected
6: Seq_num(5 HUB2-VPN1 HUB2), alive, sla(@xd), gid(@), cfg order(2), local cost(18), selected
Src address(1):
@ Identify the SD-WAN rule and interface used by the session. LBl LT
Dst address(2):
10.1.0.0-10.1.255.255
@ Check the SD-WAN health-check info for the rule and member. 192.168.1.0-192.168.1.255
& Copy code
@ Check bandwidth consumption on the relevant SD-WAN member.
@ Check routing table to ensure a proper route exists to the Summarizing SD-WAN rule and member selection logic.
destination.

« The session info shows sdwan_service_id=5 and sdwan_mbr_seq=6.

« The SD-WAN rule info for service 5 lists 6 members, each with a seq_num.

« The first candidate in the absolute order is: Seq_num(4 HUB1-VPN2 HUB1), which is listed as member 1.

+ The selected member from the session (sdwan_mbr_seq=6) matches member 2 or 3 (both seq_num=6 HUB2-VPN2_0 or HUB2-VPN2 HUB2).
Show a diagram for the SD-WAN rule. « The selected member does NOT match the first candidate (which is seq_num=4).

« According to SD-WAN routing logic, the first candidate in the list (absolute order, not seq num) is always prioritized for traffic.

©@ Ping the destination IP from the correct interfaces.

®

©@ Get recommendations for the service and show them to the user.

Summary

« The SD-WAN rule used by the session is rule 5.

« The session'’s selected member (sdwan_mbr_seq=6) does not match the first candidate in the absolute member list (which is seq_num=4, HUB1-VPN2 HUB1).

= According to SD-WAN routing logic, the first candidate in the list is always prioritized for traffic unless other factors (like SLA or health check) cause a different
member to be selected.

« In this case, the session is using a different member (seq_num=6, HUB2-VPN2_0 HUB2), not the default prioritized member.
« This suggests that either the first candidate was unavailable or did not meet SLA/health requirements at the time of session establishment.

Other Actions

Download diagnosis report

Follow Up

Continue to general network diagnosis @

Continue to VPN diagnosis

4. After the issue has been diagnosed, FortiAl will provide the administrator with its observations and
recommendations. A summary of the diagnosis results is provided to the administrator.
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Example 4: Network slow between IP 10.1.1.10 and cloud
server 172.20.1.10

1. FortiAl can be asked to diagnose slow network traffic between a user's IP and cloud servers (e.g.
IP172.20.1.10).

B FMGVM64-KVM Q v & Install Wizard aom:coph >- @ L2 & () admin~
@ Dashboard @ Brl FortiAl Assistant (D Debug & & B (D AdvancedMode G & & x
o o X : ) )
&m Device Manager Network Monitor  History View 6 Hi acmin. How can | help you?
4 Brifroot] - 12182
k| network siow from 10.1.1.10 to Cloud server 172.20.1.10 ,
canyou help to check? A
) completed Plan
SD-WAN Rules @ Checkif there is an active SD-WAN session between 10.1.1.10 and
172.20.1.10.
Prompt the user ta choose an SD-WAN session for further
© diagnosis.
D2 | Names Source & J View details
1 Critical DIA S Branch-LAN Download diagnosis report
2 Critical_Video & Branch-LAN
Selected session
3 CloudNolP T Branch-LAN )
ook=pre dir=reply act=dnst 172.20.1.10:22759->10.
hook=pre d: ply act=dnat 172.20.1.10:22759->10.1
a 98.2.2:0(10.1.1.10: 22759)
4 Business_Applications | & Branch-LAN hook-post dir=reply act-noop 172.20.1.10:22753->1
F 6.1.1.10:0(0.0.0.0:0)
09:0f:00:0d:01
0 o 5 Corporate_Traffic S Branch-LAN n d-1 pol_uuid idx-16127 auth_info-0 ¢
o hk_c: nfo-0 vd=0
ar seri 494c tos=Ff/ff app_list=2000 app=Ping ur
: 6 Cloud_Application B Branch-LAN 1cat-0
Sdwan_mbr_seq=2 sdwan_service_id=3
2] rpdb_link id~Ff000608 ngfuid-n/a
7 PING Test DIA = Branch-LAN
8 Non_Critical DIA S Branch-LAN
X 2 A
F:RTINET v8.00 Send Feedback 0/1024

2. FortiAl lists the diagnostic steps that it will follow in order to determine necessary information about the
request.

For example, when diagnosing slow network to a cloud server from an internal IP address:
» FortiAl will check if there is an active SD-WAN session between the source and destination IP address.
 FortiAl will prompt the user to select the SD-WAN session for further diagnosis.
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Q ~ & nstall Wiza

FortiAl Assistant
Diagnostic Steps

® Check if there is an active SD-WAN session between 10.1.1.10
and 172.20.1.10.

1) Prompt the user to choose an SD-WAN session for further
diagnosis.

(P Debug & £ B P AdvancedMode G @ & x

Tool Use: Find Source Interface and FortiGate

"device_name": "Brl",
“fortigate vdom™:
“source_interfaces”:

™ Copy code

Tool Use: Find SD-WAN Traffic Session

[1. session info: proto=1 proto_state=0@ duration=4807 expire=59 timeout=a refresh_dir=both flogs=00800080 socktype=o sockport=g ov_idx=0 use=4

origin-shaper=

reply-shaper=

per_ip_shaper=

class_id=0 ha_id=9 policy_dir=8 tunnel=/ vlan_cas=0/255

state=log may_dirty fea app_valid

statistic(bytes/packets/allow_err): org=396516/4724/1 reply=0/0/@ tuples=3

+tx speed(Bps/kbps): 82/ rx speed(Bps/kbps): 8/0

orgin-ssink: org pre->post, reply pre->post dev-5->2/4-35 gwy=10.198.2.1/0.0.0.0

st dir=org act=snat 10.1.1.10:22759->172.20.1.10:8(10.198.2.2:22753)

i 1y act=dnat 172.20.1.10:22759->10.198.2.2:0(10.1.1.18:22759)

ply act=noop 172.20.1.10:22759->10.1.1.10:6(8.0.
0:0d: 01

)

policy_id=1 pol_uuid idx=16127 auth_info=d chk_client_info=0 vd=a
serial-0eeb4sdc tos=Ff/ff app list-2000 app=Ping url_cat-e
Sdwan_mbr_seq=2 sdwan_service id=g

|=Ff0eeess ngfwid=n/a

no_ofld_reason:
total session: 1

npu-flag-off

T Copy code

Active SD-WAN session found between the source and destination.

« Found the FortiGate device (Brl) and VDOM (root) for the source IP.
* Queried for SD-WAN sessions between 10.1.1.10 and 172.20.1.10.
* An active SD-WAN session exists with relevant session details.

« The requirement to check for an active SD-WAN session is satisfied.

Return to chat Next Plan >

3. Once the SD-WAN session is confirmed, FortiAl will continue to diagnose the issue.

Q 4 Install Wizard

FortiAl Assistant

DOM: CorpA

(D Debug & L B (D AdvancedMode & = & x

Diagnostic Steps

Find the selected SD-WAN rule and interface indicated by the
network traffic session data.

@ Check the SD-WAN health-check info.
@ Check bandwidth consumption.

@ Check routing table to ensure a proper route exists to the
destination.

© Ping the destination IP.

Tool Use: Get SD-WAN Rule Diagnostic Info

Brl diagnose sys sdwan serviced §

Service(8): Address Mode(IPV4) Tlags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
shortcut priority: 2
Gen(32), TOS(@x0/0x@), Protocol(e): sre(1-»65535):dst(1-365535), Mode(manual)
Service role: standalone
Members(1):
1: Seq num(2 port2 WAN2), alive, selected
Src address(1):
10.1.0.0-18.1.255.255
Dst address(3)
192.168.0.0-192.168.255.255
172.16.0.0-172.31.255.255
16.8.0.0-18.255.255.255

& Copy code

Q

Show a diagram for the SD-WAN rule.

@ Get recommendations for the service and show them to the user.

‘Summarize SD-WAN rule info and member selection logic.

+ Retrieved SD-WAN rule info for rule ID 8.

» Rule is in manual mode, with one member: Seq_num 2 (port2 WAN2), which is alive and selected.

« The session data shows sdwan_mbr_seq=2, which matches the only member (Seq_num 2).

* According to SD-WAN routing logic, the first candidate in the list (absolute order) is always prioritized for traffic.
« In this case, there is only one candidate, so it is both the first and the selected member.

Summary

» The SD-WAN rule identified is rule 8, operating in manual mode.

« There is only one member for this rule: Seq_num 2 (port2 WAN2), which is alive and currently selected.

» The session data confirms that sdwan_mbr_seq=2, which matches the first (and only) candidate in the SD-WAN rule member list.
« According to SD-WAN routing logic, the first candidate in the list (absolute order) is always prioritized for traffic.

= In this scenario, the selected member does match the first candidate, so the SD-WAN selection is correct and expected.

Other Actions

Download diagnosis report

©}

4. After the issue has been diagnosed, FortiAl will provide the administrator with its observations and

recommendations. A summary of
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System

This section lists the new features added to FortiManager for system settings:

¢ Others on page 110

Others

This section lists the new features added to FortiManager for other features relating to system settings:

e Legal third party disclosure panel on page 110
¢ Custom session labels in FortiManager event logs on page 112

Legal third party disclosure panel

A Legal Third Party panel is added to the GUI, providing a searchable and exportable list of all third-party

software used in FortiManager, along with their required licenses, license terms, and version information. This

centralizes all third-party licensing details in one single, easily accessible location.

To access and use the third-party software list:

1. Select the user name > System > Legal Third Party to open the Included Third Party Software list.

E FMG-VM64-KVM = Q-

Toggle Widget v

@ Dashboard

System Information o =~
Host Name FMG-VMé4-KVM [
Serial Numbe = ™
Platform Type FMG-VMé4-KVM
HA Status Standalone
System Time  Thu Feb 19 15:15:50 2026 PST E
Firmware Ve... v8.0.0 build0063 (Interim) &
System Conf... Last Backup: N/A B 2
B Extender Mar Current Ad...  admin / 1in total 5]
xtender Manag
Up Time 2 minutes 24 seconds
@ FortiGuard - - -_
& s, e Unit Operation 8 o1 =~
FO RTI N ET FortiManager-VMé4-...
1 2 3 4 5 6 7 8 9
10 11 12

F:=RTINET

License Information

VM License  Valid UUG

FortiCare Su

FortiGuard

VM Mete.

Gate... 2

Update Servers

Alert Message Console

Time =

Feb 19, 15:14:17
Feb 18, 14:25:03
Feb 17,15:45:25
Feb 17,15:45:11
Feb 13, 14:25:32

Feb 13, 13:54:5%

]
n
<

@ Registered (FortiCloud Account:

)

Not Licensed -

. 2/10,000(0.0%)
1 Used / 10,000 Total

i}
o}
n

Message & A

fgfm connection to device FGV...
System shutdown (Power button)
fgfm connection to device FGV..
System lost power at 2026-02-...
Device

Device

ADOM:76ADOM  >_ @~ L\ 2 °adm|nv

A admin
System Resources
v8.0.0 build0063 (Interim)

& Upgrade Firmware

Eg Legal Third Party

|~ Process Monitor
219% & Change Password
£ Change Profile

@ Log Out
Average CPU Usage  Memory U___ -
More Details 2.1GB/9.6 GB
Connectivity a8 =v
Connectivity

B Model Device 2
B Connection Up 1

3

Devices

2. Hover over the License terms field to display additional information about the license terms.
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B FmG-

@ Dashboard

M64-KVM

em Settir

F:ERTINET

Included Third Party Software

Name %

3ware-9550sx-u-firmware
@dagrejs/dagre
@dnd-kit/core
@floating-ui/react
@leconiya/ufuzzy
@lit-labs/react
@popperjs/core
@reduxjs/toolkit
@shoelace-style/animations
@shoelace-style/shoelace
@trylonai/ts-result
@xyflow/react

Apache HTTP Server
app-datepicker

argparse

MIT License

Copyright (c) 2020 A Beautiful Site, LLC

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
2.26. and to permit persons to whom the Software is furnished to do so, subject to

Versi

the following conditions:
114

The above copyright notice and this permi

6.1.0 copies or substantial portions of the Software

0.27. THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
101 OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
211, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE

1.9.7 OR OTHER DEALINGS IN THE SOFTWARE.

ion notice shall be included in all

120
2.0.0-beta.13
101

1236
2.4.25

453

201

Close

MIT License

MIT License
MIT License
MIT License
Apache License 2.0
MIT License

Python License 2.0

3. Click Export to export the list in the CSV, JSON, or CycloneDX SBOM JSON format.

B rmc

M64-KVM

@ Dashboard

F::RTINET

4. Click on the third party software name to open that product's information page in your browser.

Included Third Party Software

[ Export v

csv
JsON

CycloneDX SBOM JSON

@dnd-kit/core
@floating-ui/react
@leeoniya/ufuzzy
@lit-labs/react
@popperjs/core
@reduxjs/toolkit
@shoelace-style/animations
@shoelace-style/shoelace
@trylonai/ts-result
@xyflow/react

Apache HTTP Server
app-datepicker

argparse
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Version &
2.26.02.007
114

6.1.0
0.27.16
1.0.14

121

2118

19.7

120
2.0.0-beta.13
101

1236
24.25

4.5.3

201

Close

ADOM:76ADOM >_ @~ [\ 2 °admm-

Search..

License =

GNU General Public License v2.0 only

MIT License
MIT License
MIT License

MIT License

BSD 3-Clause "New" or "Revised" License

MIT License
MIT License
MIT License
MIT License
MIT License
MIT License
Apache License 2.0
MIT License

Python License 2.0

0% 184

0% 184
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B FMGvMsa-kvM [¢] O 8 litdev o @ signin & =

@ Dashboard Included Third Party Software

X U Litt is now part of the OpenJS Foundation! Read our announcement.

Name +
@floating-ui/react
@lit-labs/react

@xyflow/react

Ma html-react-parser
React n
. Bl DS react-grid-layout
H ext g L react-linkify

react-markdown
@ FortiGuard

react-popper Simple. Fast. Web Components.
¥ System Settings react-redux

react-resizable
> ppm i lit
react-router

react-virtualized-auto-sizer Get Started

react-window

F:ERATINET

Custom session labels in FortiManager event logs

FortiManager supports the ability to set custom session labels.

When a custom session label is set, all actions performed by the administrator during that session will be tagged
with the session label in the Event Log.

The custom session label feature can be enabled using the FortiManager CLI. By default, this feature is disabled.
When enabled, you can set the session label mode as one of the following options:

< Changeable: The custom session label can be changed during an active session (default).
» Unique per-session: After a custom session label has been set, it cannot be changed until the session is
terminated.

When custom session labels are enabled, it is mandatory for an administrator to set a custom session
label.

Unique session labels are not enforced, which means it is possible to have multiple sessions with the
same session label.

To use custom session labels:
1. Enable custom session labels in the FortiManager CLI:

config system admin setting

set custom-session-label enable

set custom-session-label-mode {changeable | unique-per-session}
end

2. Login to the FortiManager GUI.
Administrators will see a Set Custom Session Label dialog after successfully logging in to FortiManager.
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Set Custom Session Label

Please set a custom session label. It will be used to identify all admin actions in the Event Log.

Custom Session Label

3. Enteryourlogin credentials and enter a custom session label, then click Login. Custom session labels can

be up to 36 characters in length.

When there are multiple logins from the same administrator, different custom session labels can be used to

distinguish the sessions.

4. View a list of active sessions by going to Dashboard and clicking on the Current Session List icon in the

System Information widget.

Set Session Identification =
Please set a session identifier. It will be used to identify all admin actions in the Event Log.
Session Identification Sessiont
8/36

Set Session Identification =

Please set a session identifier. It will be used to identify all admin actions in the Event Log.

Session Identification Session2

8/36

The custom session labels for active users are displayed.
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) Enterprise_FortiManager apom:76a00M >_ @~ N+ & () admin -
@ Dashboard Admin Session List x
=i Search... @

a User Name = Profile + IP Address = Current ADOM % | Custom Session Label + StanTimen

a F admin (Current) Super_User GUI(10.100.55.254) 76ADOM Session 1 Fri Mar 27 12:

[m} F  admin Super_User GUI(10.100.55.254) 76ADOM Session 2 Fri Mar 27 13:

2
Close

5. Goto System Settings > Event Logs and review the Custom Session Label column to see the session label
associated with each event.
B FMG-vMs4-kVM = Q- ADOM:76ADOM  >_ @~ L & o admin v

@ Last 1 Hour »  12:26:10 To 13:26:09

‘ &, Download | ‘ @ Historical Log ‘ ‘ B Raw Log | | £2 Full Screen Search @

# Date Time Level User Sub Type ADOM Description | ‘Custom Session Label | (ﬂ

1 2026-03-27 13:26:06  information A admin Device manager event Device Manager dvm log ... = Session 2 Switc
@ AP Manager

2 2026-03-27 13:25:58  information A admin Device manager event root Device Manager dvm log ... Succe
Fe h M:

3 2026-03-27 13:25:58  information A admin System manager event root User legin/logout successf... login
B Extender Manage

4 2026-03-27 13:23:40  information A admin Device manager event Device Manager dvm log ... | Session 1 Switc

5 2026-03-27 13:23:29  information A admin Device manager event root Device Manager dvm log ... Succe

6 2026-03-27 13:23:29  information A admin System manager event root User legin/logout successf... login

7 2026-03-27 13:23:27  information A admin System manager event 76ADOM User legin/logout successf... logot

8 2026-03-27 13:23:25 information A admin System manager event User legin/logout successf... logot

9 2026-03-27 13:23:23 notice A admin System manager event CLI execution info edit

10 2026-03-27 13:23:16  information A admin System manager event User legin/logout successf... login

11 2026-03-27 13:23:14  information A admin Device manager event Device Manager dvm log ... Switc

12 2026-03-27 13:23:13  information A admin Device manager event root Device Manager dvm log ... Succe

13 2026-03-27 13:23:13  information A admin System manager event root User legin/logout successf... login

14 2026-03-27 13:23:10  information A admin System manager event 76ADOM User login/logout successf... logoL
FARTINET 7
%

Change an active custom session label

When changeable mode is enabled, administrators can change their custom session label during an active
session using one of the following methods.

To change an active session's label:

1. Inthe System Information widget's Current Session List menu, select the administrator and click Edit
Custom Session Label.

FortiManager 8.0.0 New Features Guide 14
Fortinet Inc.



System

B v 4-KVM ADOM:76ADOM >_ @~ N2 ©F oadmmv

@ Dashboard Edit Custom Session Label x

B e
B Device Manager Custom Session Label (0-36 Characters)

System Settings

Fi:RATINET Cancel

2. Inthe toolbar's administrator dropdown menu, click Custom Session Label.

B Fmc VM ADOM:76ADOM  >_ @~ [N 2 © o admin »
@ Dashboard Edit Custom Session Label A admin

o ice Manager | FortiManager-VM64-KVM
B0 Devic ge

Custom Session Label .
session 2 v8.0.0 bulld0084 (Interim)
B, polic & Upgrade Firmware

[# Custom Session Label
IR Legal Third Party

i

I« Process Monitor

@ Change Password

B B

£ Change Profile
® Log Out

He
a
© Fo

FERATINET cancel

After changing the session label, you can see the updated session label in the Current Session List.
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Index

The following index provides a list of all new features added to FortiManager 8.0. The index allows you to
quickly identify the version where the feature first became available in FortiManager.

Select a version number to navigate in the index to the new features available for that release:

« 8.0.0 on page 116

8.0.0

Device Manager

Templates .

Central Management
FortiSwitch Manager .

Other enhancements .

FortiManager 8.0.0 New Features Guide
Fortinet Inc.

Local certificates lifecycle management (set validity and renew) and
expiry notification alerts on page 7

FortiSwitch Template adds override option to modify specific port
settings on selected devices on page 15

Workspace Mode supports onboarding new devices and creating new
policy packages without ADOM lock on page 19

Interface-based bandwidth graph uses average bandwidth logic on
page 22

FortiSwitch, FortiAP and FortiExtender templates can be assigned from
Fabric Authorization Template on page 23

Certificate templates can be selected in model device, model HA
device, and device blueprint configurations on page 25

New workflow mode design to control individual admin sessions with
selective approvals on page 30

Factory default IPsec template to configure FortiClient VPN on page 33

Central monitoring dashboard for Firewall Users with filters for
authentication method and user group on page 35

Maximum length of meta variables value increased to 32768 characters
on page 39

Admin profile adds granular control on device manager (Interface, Log
& Report, Security Fabric) and Routing on page 41

pxGrid connector is enhanced to display Device Type and Session
State on page 44

116



Index

Policy and Objects

Policy

Fabric View

Connectors

FortiAl

FortiAl

System

Other enhancements

FortiManager 8.0.0 New Features Guide
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