
Release Notes
FortiDeceptor 3.3.3



FORTINET DOCUMENT LIBRARY
https://docs.fortinet.com

FORTINET VIDEO GUIDE
https://video.fortinet.com

FORTINET BLOG
https://blog.fortinet.com

CUSTOMER SERVICE & SUPPORT
https://support.fortinet.com

FORTINET TRAINING & CERTIFICATION PROGRAM
https://www.fortinet.com/training-certification

NSE INSTITUTE
https://training.fortinet.com

FORTIGUARD CENTER
https://www.fortiguard.com

END USER LICENSE AGREEMENT
https://www.fortinet.com/doc/legal/EULA.pdf

FEEDBACK
Email: techdoc@fortinet.com

March 10, 2023
FortiDeceptor 3.3.3 Release Notes
50-333-813871-20230310

https://docs.fortinet.com/
https://video.fortinet.com/
https://blog.fortinet.com/
https://support.fortinet.com/
https://www.fortinet.com/training-certification
https://training.fortinet.com/
https://www.fortiguard.com/
https://www.fortinet.com/doc/legal/EULA.pdf
mailto:techdoc@fortinet.com


TABLE OF CONTENTS

Change Log 4
FortiDeceptor 3.3.3 release 5
Supported models 5
What’s new in FortiDeceptor 3.3.3 5

Installation and upgrade 6
Installation information 6
Upgrade information 6
Firmware image checksums 6

Product integration and support 7
FortiDeceptor 3.3.3 support 7

Resolved issues 8
Common Vulnerabilities and Exposures 8

FortiDeceptor 3.3.3 Release Notes 3
Fortinet Inc.



Change Log

Date Change Description

2022-06-09 Initial release.

2023-03-10 Updated Resolved issues on page 8.
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FortiDeceptor 3.3.3 release

This document provides information about FortiDeceptor version 3.3.3 build 0170.

Supported models

FortiDeceptor version 3.3.3 supports the following models:

FortiDeceptor FDC-1000F

FortiDeceptor VM FDC-VM (VMware ESXi and KVM)

What’s new in FortiDeceptor 3.3.3

This version contains bug fixes.
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Installation and upgrade

Installation information

For information about initial setup of FortiDeceptor on the FortiDeceptor 1000F model, see the FortiDeceptor 1000F
QuickStart Guide.

For information about installing FortiDeceptor VMmodels, see the FortiDeceptor VM Install Guide.

All guides are available in the Fortinet Document Library.

Upgrade information

Download the latest version of FortiDeceptor from the Fortinet Customer Service & Support portal.

To upgrade the FortiDeceptor firmware:

1. Go to Dashboard > System Information > Firmware Version.
2. Click [Update].
3. Select Choose File, locate the firmware image on your management computer.
4. Click Submit to start the upgrade.

Updating the FortiDeceptor firmware will not update the existing VM Images. However, it will
re-initialize the existing Deception VMs to include bug fixes and enhancements.

Firmware image checksums

The MD5 checksums for all Fortinet software and firmware releases are available at the Fortinet Customer Service &
Support portal located at https://support.fortinet.com. After logging in select Download > Firmware Image Checksums,
enter the image file name including the extension, and select Get Checksum Code.
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Product integration and support

FortiDeceptor 3.3.3 support

The following table lists FortiDeceptor 3.3.3 product integration and support information:

Web Browsers l Microsoft Edge version 42 and later
l Mozilla Firefox version 61 and later
l Google Chrome version 59 and later
l Opera version 54 and later
l Other web browsers may function correctly but are not supported by Fortinet.

Virtualization
Environment

l VMware ESXi 5.1, 5.5, 6.0, 6.5, and 6.7.
l KVM

FortiOS l 5.6.0 and later
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Resolved issues

The following issues have been fixed in version 3.3.3. For inquires about a particular bug, please contact Customer
Service & Support.

Common Vulnerabilities and Exposures

Visit https://fortiguard.com/psirt for more information.

Bug ID CVE References

798135 FortiDeceptor3.3.3 is no longer vulnerable to the following CVE Reference:
l CVE-2022-27487
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