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What's New

What's New

25.2.a released June 26, 2025

WAF

SOCaasS Integration

You can now enable Security Operations Center-as-a-Service (SOCaaS) for your WAF applications by clicking
the Enable SOCaas$ button on the WAF > System Settings > Settings page. This opens the SOCaasS portal
to complete onboarding. SOCaas is available for customers with the Enterprise bundle or customers that
purchased the SOCaaS SKU.

Once onboarding is successful, you should see the updated SOCaasS status on the same Settings page.

For more information, please refer to WAF Settings.

GSLB

Enhanced Diagnostics for GSLB Topology (VS/HC) and Fabric Connectors

You can now run diagnostics on Virtual Servers, Fabric Connectors, and Health Checks directly from the GSLB
Topology view by selecting the item and clicking Diagnose. This provides quick visibility into connection and
health check issues.

For more information, please refer to Topology.

25.2 released June 3, 2025

Contract and License Update

FortiAppSec Cloud has expanded supported contract and license offerings, and restructured license offerings
for some products.

Enterprise Plan Support

FortiAppSec Cloud introduces the Enterprise plan, an all-inclusive annual subscription that bundles Advanced
WAF features, Advanced Bot Protection, DAST, and GSLB services into one plan. Pricing is simplified to a
predictable bandwidth-only model.

For more information, please refer to License & Contract.
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What's New

AWS, Azure, and GCP Marketplace License Support

You can now purchase and manage FortiAppSec Cloud contracts through AWS, Azure, and GCP
marketplaces.

For more information on the new license options, please refer to Public Cloud Marketplace subscriptions.

If you are looking to transfer a legacy FortiWeb Cloud Marketplace License to the FortiAppSec Cloud AWS,
Azure, or GCP license, please refer to Migrating from existing Fortinet services.

FortiFlex License Support

FortiAppSec Cloud now supports FortiFlex, a flexible, usage-based security licensing program from Fortinet
that allows organizations to provision FortiAppSec Cloud on-demand, paying only for what you consume. It
eliminates the need for pre-planning, over-provisioning, or under-provisioning, offering a simplified and flexible
licensing model.

For more information on this new license option, please refer to FortiFlex on page 21.

If you are looking to transfer a legacy FortiFlex entitlement to the FortiAppSec Cloud Fortiflex entitlement,
please refer to Migrating from existing Fortinet services.

Advanced Bot Protection and DAST Contract Model Update

Dynamic Application Security Testing (DAST) and Advanced Bot Protection (ABP) are now included in the
Advanced and Enterprise subscription plans respectively. These services are no longer available as standalone
contracts. For more information, please refer to License & Contract.

GSLB

DNSSEC Enhancement

The DNSSEC feature in GSLB been enhanced with advanced cryptographic algorithms, providing stronger
protection against DNS spoofing and related threats.

For more information on how to enable this feature, please refer to How to enable DNSSEC on GSLB.

Multi-Region Health Check Support

FortiAppSec Cloud GSLB now supports health checks from additional areas: Europe and Asia Pacific,
alongside the existing North America option.

When configuring a health check, you can select its area of origin. Multiple health checks from different areas
can be assigned to the same virtual server. GSLB aggregates results from all selected areas to determine
server health, improving the accuracy of global availability monitoring.

For the list of IP addresses to add to your application's allowlist, please refer to Health check on page 344.

Enhanced Server Status Descriptions

When a server or virtual server is marked as down, the web portal now displays the specific reason.

Hovering over the server status icons on the Topology and FQDN pages reveals detailed messages with clear
diagnostic information.
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What's New

AWS Connector Load Balancing Support

GSLB now supports load balancing with AWS connectors using CNAME record types and single-record
responses. This enhancement enables AWS-based applications to participate in traffic distribution. Only
CNAME records are supported when using AWS connectors.

For more information, please refer to Fabric connectors with AWS and Azure.
Topology Page Filtering
The Topology page now includes a filter option, allowing you to quickly locate specific servers or virtual servers

by name or status.

Advanced Bot Protection

FortiWeb Version Requirement Update

Advanced Bot Protection integration with FortiWeb now requires FortiWWeb version 7.4.8 or later for continued
compatibility.

25.1.a released March 27, 2025

Bug Fixes

This release fixes several bugs for improved stability and experience.

25.1 released February 27, 2025

WAF

Enhanced Known Attacks

Known Attacks has been enhanced with Extended Mode. This adds additional signatures to every Sensitivity
Level but should be used with caution as it may result in higher false positive rates. For more information, please
see Known Attacks.

Bot Mitigation Exception Policies

Exceptions (whitelisting) are now supported for Bot mitigation policies. Build granular exceptions based on
elements such as client IPs, hostnames and URLs. For more information, please see Exception Policy.

Cloud Deployment Granularity

Application onboarding now allows choosing the Cloud platform and region during WAF onboarding. For more
information, please refer to Onboarding WAF applications on page 48.

FortiAppSec Cloud 25.3 User Guide 10
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What's New

View Server Health Check Status on Applications Page

You can now view the status of all origin servers for an application under the Health Check column on the WAF
> Applications page. For more information, please refer to WAF Applications on page 67.

Log Format for Attack Logs

Attack Logs now support the Template Name and Destination IP field when Log Format is set to Custom.
For more information on Attack Log Server options, please refer to Log Settings on page 96.

Splunk URL change

The FortiAppSec Cloud Splunk Add-On has been updated with new URLs. For more information, please
refer to Using WAF with Splunk on page 198.

Region IP Update

Additional scrubbing centers have deployed in the following regions. Please make sure to allow access to your
application from the IP addresses listed below.

* AWS ap-southeast-3: Asia Pacific (Jakarta)
* 16.78.99.255
2406:da19:4a2:1f01:4bfd:3d35:eeea:9960
e 16.78.217.33
2406:da19:4a2:1f02:f4ff.d71d:bc20:34fe
* 16.78.170.51
2406:da19:4a2:1f01:a2d8:6f29:242:b8d3
e 43.218.33.190
2406:da19:4a2:1f02:621a:ed16:4cea:df5d
» 16.78.206.248
2406:da19:4a2:1f01:4e37:3198:afa2:103f
» 108.137.179.56
2406:da19:4a2:1f02:e03c:7d81:aa91:7c29
* Azure South Africa North (Johannesburg)
e 4.221.199.162
e 4.221.192.56
o 4.221.113.144
e 4.222.21.210
4.222.18.196
4.222.21.170
10.40.1.10
4.221.143.107
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What's New

Advanced Bot Protection

Web Portal Improvements

Several pages under Advanced Bot Protection > [Application name] > Traffic Insights have been
enhanced with additional graphs and navigation elements. For more information on the updated pages, please
see Dashboard on page 266, Transactions on page 270, Bot Monitor on page 277, and Exploration on page
280.

Attack Query Enhancement

The web portal now includes a page with historical charts and statistics for Attack Query insights. For more
information, please refer to Attack Query on page 273.

GSLB

Support DNS CAA Record in GSLB
GSLB now supports Certificate Authority Authorization (CAA) records, enabling administrators to specify

authorized CAs for their domains. This ensures secure and compliant certificate issuance while maintaining
GSLB’s high availability and performance. For more information, please refer to DNS service on page 330.

24.4.p1 released on January 9, 2024

Bug Fixes

This release fixes several bugs for improved stability and experience.
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Overview

Ove

rview

FortiAppSec Cloud provides an all-in-one dashboard for accessing the following four subservices:

Web Application Firewall (WAF)

Protects public cloud hosted web applications from the OWASP Top 10, zero day threats, and
sophisticated Layer 7 attacks with adaptive security policies and real-time threat intelligence. It also
integrates FortiDAST's web vulnerability scanner (WVS) in its Vulnerability Scan feature.

Advanced Bot Protection

Detects and mitigates malicious automated traffic, preventing attacks such as bot-driven scraping,
credential stuffing, account takeovers, and API abuse through behavioral analysis and machine learning.
Global Server Load Balancer (GSLB)

Enhances application availability and resilience by distributing traffic across multiple data centers or cloud
environments, reducing latency and ensuring business continuity.

Threat Analytics

Leverages Al-powered analytics to correlate security events across your application stack, filtering out
false positives and highlighting critical incidents that require immediate attention.

FortiAppSec Cloud 25.3 User Guide
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Getting Started

Getting Started

This section introduces how to onboard your applications and the basic setups of the network.

« License & Contract on page 14
* Onboarding on page 40

License & Contract

» Where to get FortiAppSec Cloud contracts on page 14
« Standard, Advanced, and Enterprise plans on page 15
« View contract on page 18

+ Renew contract on page 19

» Overage and expiration behavior on page 19

Where to get FortiAppSec Cloud contracts

There are three FortiAppSec Cloud contracts types:

» Fortinet: Provides support for features including Web Application Firewall (WAF), bandwidth
management, Dynamic Application Security Testing (DAST), Global Server Load Balancing (GSLB) with
QPS limits and health checks, Advanced Bot Protection (ABP), and Security Operations Center (SOC)
services.

These features are available through tiered license contracts priced according to bandwidth usage.

« FortiFlex: Allows organizations to provision resources in a usage-based pay-as-you-go model.

« AWS/Azure/GCP Marketplace: Provides tailored subscriptions for AWS, Azure, and Google Cloud
Platform, including usage-based pricing, contract-based pricing, and contracts with consumption-based

billing.
If you are using a legacy FortiWeb Cloud/ FortiGSLB/ FortiABP contract, you will be
required to transition fully to a FortiAppSec Cloud contract to continue service past its
expiry date. For information on the transition, please refer to Contract Migration on
page 458.
vy Only one primary license type can be active at a time within a single account. While a

An inactive contract is considered invalid. Its specified seat quantity is not available and

-.9; license type is active, any other license types remain inactive and cannot be used.
— does not count toward the total number of available seats.
-

Gateway licenses are not subject to this restriction.

FortiAppSec Cloud 25.3 User Guide 14
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Getting Started

]
-‘ 'f Some services have a minimum billable usage, regardless of actual traffic.
q For example, if a WAF application is deployed, a minimum of 25 Mbps per day of WAF
— bandwidth will be billed, even if the application receives no traffic.

Standard, Advanced, and Enterprise plans

Licenses using contract-based billing are available in 3 tiers:

o Standard: Focuses on core protections, including negative security model policies, default configurations
such as signatures, request limits, and more.
This plan requires separate licenses for the number of applications and bandwidth.

« Advanced: Includes all features of the Standard plan and adds advanced capabilities, such as machine
learning for web/API/bot protection, Threat Analytics, and additional security enhancements.

This plan requires separate licenses for the number of applications and bandwidth.

» Enterprise: Includes all features of the Advanced plan, and also bundles services that are billed
separately in the Standard and Advanced plans, such as Advanced Bot Protection, GSLB, and SOCaas.

» Each GSLB application includes a lifetime allocation of 10 GSLB health checks (HC).

» Forevery 5 Mbps of licensed bandwidth, the system allows a monthly average of up to 40 queries per
second (QPS).

This plan is charged as an annual subscription, with pricing based on bandwidth limit.
To request a quote, please contact Fortinet Sales.

Review plan feature differences here:

Feature Category Standard Advanced Enterprise
Web Application Protection

Signature based J
Protection

IP Threat Intelligence /
GEO-IP Intelligence /

Custom Security Rules /

HTTP Compliance /
URL, Parameter and /
CORS Protection

Cookie Protection J

NN SSSSS S
NN SSSSS S

Information Leakage J

FortiAppSec Cloud 25.3 User Guide 15
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Feature Category Standard Advanced Enterprise

AVforFile Uploads 4 v
Sandboxing for File J J

Uploads

Zero Day Attack J /

Protection - Machine
Learning based
Anomaly Detection

API Security

Schema Enforcement J
(OpenAPI, XML,
JSON)

API Gateway

Mobile API Protection

SNSsS S
NSNS S

Machine Learning
based - Discovery, PII
Catalog, Protection

Client Security

HTTP Header
Protection

<\
<\

<\
N S

CSRF and MiTB
Protection

Bot Defense

Signature, Threshold, J
Biometric and
Deception

<\
N

Machine Learning
based Bot Defense

<\
<N

Advanced Bot
Protection

<N

Account Takeover

User Tracking J J
Session Fixation J J

Protection

FortiAppSec Cloud 25.3 User Guide
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Getting Started

Feature Category Standard Advanced Enterprise
gzgsgéial Stuffing J J

DDoS

arsaos v v
A v/ v/

Application Delivery

SSL Certificates - J
Automatic and Custom

Client Authentication /
Mutual TLS

Content Delivery
Network (CDN)

<\

Limited GEO CDN

Load Balancing and
Server Health
Monitoring

NS

Origin Server Content
Routing

Waiting Room

NN SS SN S

Global Server Load Balancing (GSLB)

NSNS S S SSSS S

DNS Load Balancing Available Separately Available Separately
DNS Services + Available Separately Available Separately
DNSSEC

Health Check Available Separately Available Separately
(Synthetic Testing)

DAST Scanning

Vulnerability
Assessment J J
API Scanning J J

Reporting and Analytics

Attack Logs J J J

FortiAppSec Cloud 25.3 User Guide
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Feature Category Standard Advanced Enterprise

Alert Notifications J
SIEM Integration J

Log Sensitive Data J
Masking

FortiView - Realtime J
and historical log
Analysis

Security and Network J
Dashboards and
Reports

Traffic Logs (Cloud
native storage
integration)

Threat Analytics Al

Management

Role Based Access
Control

Single-Sign-On
Support

API Support

Services

24/7 Support

N S S S S S S SN SSS

N S S S

SOCaaS - log Available Separately Available Separately
monitoring, incident

escalation service Fortinet and
FortiFlex contracts.

Not available via
marketplace
subscriptions.

NS S SN S S S S SN8SSS

View contract

To view your contract type for an active service, log into the FortiAppSec Cloud web portal and go to General >
Contracts.

For details on what you can do on this page, please see Contracts on page 404

FortiAppSec Cloud 25.3 User Guide
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Renew contract

"l ' f' Only one primary license type can be active at a time within a single account. While a
license type is active, any other license types remain inactive and cannot be used.
9 An inactive contract is considered invalid. Its specified seat quantity is not available and
- does not count toward the total number of available seats.

If you have an active contract, your new contract will automatically begin at the end of

vis .
- -* your existing contract.
9 If you need to increase the number of applications, or seats before the current contract
— ends, contact your Fortinet sales representative and request a contract adjustment via

co-term to reflect the increased seat count.

1. Purchase a new FortiAppSec Cloud license by contacting your Fortinet sales representative directly,
through FortiFlex, or from a public cloud marketplace such as AWS, GCP, or Azure.

For service continuity and correct licensing, ensure to register the new FortiAppSec Cloud contract under
the same Fortinet (FortiCloud/FortiCare) account as your existing service.

Log into FortiAppSec Cloud
3. Navigate to General > Contracts.
Click Activate in the new contract to activate it.

Overage and expiration behavior

FortiAppSec Cloud may enter read-only mode for one of the following reasons. The impact and next steps
depend on the specific cause:

+ Bandwidth Overage
If your bandwidth usage exceeds your quota limits for two consecutive months, your account will enter
read-only mode.

To regain full access:
* Increase your bandwidth limit
Contact your Sales Engineer to adjust the quantity on your existing contract.
» Wait for the next billing cycle

The 95th percentile bandwidth usage resets at the start of each billing cycle. If your usage remains
within the quota throughout the next billing cycle, access will be automatically restored at the start of
the following cycle.
» Application Overage
If you have more applications than is supported by your contract, your account will enter read-only mode.
To regain full access:
 Increase your application limit
Contact your Sales Engineer to adjust the quantity on your existing contract.
» Decrease number of applications
Delete applications until the number of applications falls under your contract quota.
» Expired Contract

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.
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Getting Started

When your contract expires, your account enters a 21-day grace period during which it remains in read-
only mode.
To regain full access:
» Purchase additional contracts
You can purchase additional FortiAppSec Cloud contracts through any supported platform.
» Extend expiration date
Contact your Sales Engineer to extend your current contract.

N ! /, If the license is managed via FortiFlex, a 7-day FortiFlex grace period begins first. The
9 entitlement may show as “Expired” but remains active during this time. The 7-day
3 FortiAppSec Cloud grace period starts after the FortiFlex period ends.
M, o . _
Changing license types (e.g., from legacy FortiWeb Cloud to FortiAppSec UC contract)
? may result in a change to the serial number.

Licenses purchased directly from Fortinet

Fortinet offers a range of licenses, each priced based on the maximum bandwidth limit, with varying features
and pricing structures across the different tiers.

Licenses are available in Standard, Advanced, and Enterprise plans. For full details on the differ

« Bandwidth Calculation on page 20
» Purchasing and Activating FortiAppSec Cloud contracts on page 20

Bandwidth Calculation

Each account is measured using a burstable model for bandwidth calculation, which is based on the 95th
percentile of clean traffic usage.

The 95th percentile bandwidth is calculated in the following way:

» Traffic for the entire month is measured in 5 minute buckets.

» Atthe end of the month, the top 5% of buckets with the highest Mbps are discarded. The highest Mbps rate
from the remaining buckets represents the 95th percentile value for the account.

At the beginning of each month, the 95th percentile bandwidth displayed in FortiWeb Cloud may appear very
low, or even as 0. This is because not enough 5-minute data intervals (buckets) have been collected to calculate
an accurate value. As more buckets are generated throughout the month, the value becomes more accurate.

Purchasing and Activating FortiAppSec Cloud contracts

To purchase a FortiAppSec Cloud Contract from Fortinet, please contact our sales team.

"'l ' J" Please note that the Standard and Advanced plans require separate licenses for
applications and bandwidth. These licenses respectively determine how many
9 applications you can add to your account and the maximum bandwidth allowed. Both
- licenses are required to activate the service contract.

FortiAppSec Cloud 25.3 User Guide 20
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Getting Started

Once you receive your contract registration codes, activate your service by doing the following:

1. Create a FortiCloud account. It can be used to log in to all Fortinet products. Skip this step if you already
have an account.

2. Loginto Fortinet Support.

3. Register a new product. You can do this from the Asset Management Dashboard page, or navigate to
Products > Product List and click Register More.
4. Enter the contract registration code that was emailed to you when you purchased the contract.

Register Product Registration Code
ASSET MANAGEMENT

#  Dashboard

Registration Code”

Please enter your product st er, service contract registration code, license certificate number or asset transfer token to start the registration: ~

End User Type*
& Marketplace > The product
O Agovernment user
- Asset Transfer ) Anon-government user

5. Selectthe End User Type. Click Next.

6. Enter the start date to activate the contract. The contract will automatically become active on the specified
start date. You can also select an existing contract to extend its End Date. Click Next.

7. Read Fortinet Product Registration Agreement. Check the box if you agree. Click Next.

8. Carefully review the verification page. Once you are done, check the box to acknowledge the activation of
the contract. Please note, the activation date cannot be changed once you confirm.

9. Click Confirm.
10. Repeat the registration steps if you have multiple contracts.
11. Login to FortiAppSec Cloud with your FortiCloud account.
12. The contract information will be displayed in General > Contracts.

If you have previously subscribed from public cloud platforms, please remember to
cancel the subscription if you switch to FortiAppSec Cloud contracts.

FortiFlex

FortiAppSec Cloud now supports FortiFlex, a flexible contract management system that lets you purchase
points and apply them to specific Application and Bandwidth needs, rather than being limited to fixed contract

types.

These contracts are billed on a pay-as-you-go basis. Use the FortiFlex Calculator to estimate point consumption
based on your projected usage parameters.

If you are looking to transfer a legacy FortiFlex entitlement to the FortiAppSec Cloud Fortiflex entitlement,
please refer to Migrating from existing Fortinet services.

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.


https://support.fortinet.com/Login/CreateAccount.aspx
https://support.fortinet.com/
https://www.fortiweb-cloud.com/
https://fndn.fortinet.net/index.php?/tools/fortiflex/
https://docs.fortinet.com/document/fortiappsec-cloud/latest/user-guide/851336/migrating-from-existing-fortinet-services

Getting Started

If you are purchasing a contract for an existing account, please use the same email address associated with that
account when completing the purchase. This ensures the new contract is correctly linked to your existing
FortiCloud account.

Flex Entitlement Rules

» Each account may create only one FortiAppSec Cloud Flex entitlement.
* A new entitlement must have an expiration date at least 90 days from the creation date.
» Entitlements cannot be stopped during the first 90 days.

Prerequisites

To use FortiFlex, you must have the following:

» A primary FortiCloud account or IAM user account.

» FortiFlex Program SKU (either Enterprise/prepaid or MSSP/postpaid) purchased from Fortinet's resellers
and distributors.

» FortiFlex Point Pack SKU (only applicable to Enterprise/prepaid) purchased from Fortinet's resellers and
distributors.

For more information, please see FortiFlex documentation on registration:
https://docs.fortinet.com/document/flex-vm/latest/administration-guide/791307/registering-fortiflex.

Register FortiAppSec Cloud with FortiFlex

1. Register FortiAppSec Cloud Product

a. Loginto either FortiAppSec Cloud or FortiCloud, and navigate to Asset Management from the
Services menu in the top navigation bar.

@ FortiAppSec Cloud € Support v
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-~
Assets & Accounts Cloud Services
A Asset Management [a]am (ﬁ‘ FortiSASE @ FortiMail
E\f“é% Organizations }i‘iﬂ; FortiFlex @ FortiMonitor @ SOCaa$S
@’ FortiRecon izl* FortiAppSec Clou
@ FortiR ) FortiAppSec Cloud
» . 7 i
Cloud Management @ FortiConverter @ FortiZTP
ortiSandbox Clou @ Forti
@) Fortisandbox Cloud @ FortiCASB
@ FortiClient EMS Cloud FortiGate Cloud . ;
& Forttien ou @ oritate Hou @ Managed FortiGate @FartiTﬂken Cloud
(B FortiAnalyzer Cloud (=) FortiManager Cloud @ ForticNP @ FortiPhich
 rortiedge Cloud &) FortiSOAR Cloud ) ,
e’ rortitdge Llou &7 rort o4 @Forti\/oice @FortiAuthenticator Cloud
1) FortiSIEM Cloud ©) FortiExtender Cloud
&7 Fort ou g/ FortiExtender Hlou o Overlay as a Service @ FortiGate CNF
€D FortiDAST @) FortiDevsec
(@\ FortiPresence @ FortiCamera Cloud M
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b. Register your FortiAppSec Cloud product by clicking Register Now.

ASSET MANAGEMENT

PRODUCTS OVERVIEW Registering more Fortinet
D Rashboaid products with Asset
o o , Management
.’: roducts
3 1]

You must register your products to
& Marketplace > 14 6 3 5 receive FortiGuard services and contact
&, ’ ormeae ‘ o customer support.

& Register Now

£ Account Services

c. Enterthe Registration Code you received upon purchase of your FortiFlex License.
« For prepaid programs, you must register an additional license to activate and allocate points.

* For postpaid (pay-as-you-go) programs, only the initial license needs to be activated—no
additional point license registration is required.

¢ FortiCloud es - @ support ¥ Q
duct Registration Code
ASSET MANAGEMENT
DU.\shhu.uzl
Registration Code
@ o Please enter your product serlal number, service contract registration code, license certificate number or asset transfer token to start the registration: *
& Marketplace > )
@ Asset Transfer
End User Type
’
2. Add configuration in FortiFlex
a. Navigate to FortiFlex from the Services menu in the top navigation bar.
(=) FortiCloud & Senvices v @ support v Q )
ASSET MANAGEMENT ASSETS & ACCOUNTS CLOUD MANAGEMENT CLOUD SERVICES
Asset Management FortiClient EMS Cloud FortiSASE FortiMail FortiMonitor
1AM FortiGate Cloud SOCaa$ FortiRecon FortiAppSec Cloud
Products > Organizations FortiAnalyzer Cloud FortiConverter FortizTP FortiSandbox Cloud

& Marketplace >

FortiEdge Cloud

& Account Services

b. Navigate to Configurations, and click New Configuration.

Enter a name for your FortiAppSec Cloud FortiFlex service, and select Cloud Services and
FortiAppSec.

Click Next to continue.
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(=) FortiCloud @ Senvices © sport +

Manage Configuration | Detsk 2 Sew 3 Revew 4 Comphte

FortiAppsec Fiex
Select Product

orm Factor *

= @)
@ @ @ =

Next>

c. Selectyourdesired Service Type

« If you select Cloud WAF, you must also choose the desired service package. For details on the
differences between Standard, Advanced, and Enterprise, please refer to License & Contract on
page 14.

2. Configuration Setup

Set Configuration Values

Service Type

Cloud WAF
Cloud GSLB

Flex Entitlements

Configurations Cloud WAF Service Package *
-
Reports T P
Tools [ Advanced
Enterprise
d. Click Next to review changes, then Submit when you are ready.
3. Add Flex Entitlement
a. Navigate to Flex Entitlements and click New Flex Entitlement.
¢ FortiCloud € services @ © support : -
Add Flex Entitiementis) 1 Detads 2 Conbemation 3 Complete
1. Flex Entitlement Details
Add Flex Entitlement(s)

Enter Flex Entitlement Descriptio

Termination Mode: * Pr

xpiration Date
O Follow Program
User Defined

Asset Folder: *

My Assets v

b. From the Product Type dropdown, select FortiAppSec.
c. From the Configuration dropdown, select the configuration you just created in step 2.
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4,

Set the Program Expiration Date to at least 90 days from today.
e. For more information on the other settings on this page, please refer to Creating Cloud service

entitlements.

f. Click Next to review changes, then Submit when you are ready.

Activate Contract

a. Return to the FortiAppSec Cloud web portal, and navigate to General > Contracts.
b. Click Activate next to the new contract. Once activated, you can begin using the new service.

@ FortiAppSec Cloud % Services -

@ Contracts | C Refresh

gc  FortiFlex Contract

Gsie SN
Threat WA
\nalytics

o Applications
General Bandwidth

Vulnerability Scan

SOCaas

Expiration Date

Contracts  Fortinet Contract Details

Standard

€ Support v

Active

Unlimited

Unlimited

0

0

2026-05-27

View FortiFlex points and Usage:

View in FortiAppSec Cloud:

1.

Log into your FortiAppSec Cloud portal.

2. Navigate to General > Usage.
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Queries per Second
Expiration Date
Health Checks

Expiration Date

Unlimited

2026-05-27

Unlimited

2026-05-27

* 0 @ 0

Available on Enterprise Plan >

Advanced Bot Protection safeguards your online presence
through advanced bot mitigation techniques and detection.

Upgrade Plan
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View in FortiCloud

1. Loginto FortiCloud.
2. Click on Services in the top navigation bar.

3. In the drop-down menu opened in step 2, look under Assets & Accounts and click on FortiFlex. This
brings you to your FortiFlex dashboard.
(&) FortiCloud  Services - © support v & v

FortiFlex Program Flex Entitlements Summary

Serial Number 44,575.66

138,52

Pending Active
2024-11-23 12 2
2029-11-22

Stopped
3

Point Usage History for Past 30 Days
250

Usage Reporting

Usage data is updated daily and shown on the General > Usage page and in FortiCloud.
Bandwidth is measured daily using the 95th percentile.

Grace Period

When an entitlement transitions to the Expired state in FortiAppSec Cloud, a new 7-day grace period begins—
regardless of whether a grace period was already used in FortiFlex.

During the FortiFlex grace period, an entitiement may display as Expired but still
remain active. Once the FortiFlex grace period ends, the entitlement is considered fully
expired, and FortiAppSec Cloud'’s 7-day grace period begins.

For full details on FortiFlex grace period behavior, see the FortiFlex documentation.

Public Cloud Marketplace subscriptions

FortiAppSec Cloud offers a 30-day free trial, with bandwidth limits on public cloud platforms. After the trial,
continue usage by subscribing on the public cloud marketplace platforms or purchasing service contracts from
Fortinet.

e Subscribing through AWS Marketplace.

o Subscribing through Azure Marketplace.

» Subscribing through Google Cloud Marketplace.

Regardless of the subscription channel, you can use FortiAppSec Cloud to protect applications located on any
cloud platform or in your own network. For example, a subscription through AWS still allows protection for
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applications hosted on Azure. The subscription channel only affects where your FortiAppSec Cloud usage is
billed.

If you are purchasing a contract for an existing account, please use the same email address associated with that
account when completing the purchase. This ensures the new contract is correctly linked to your existing
FortiCloud account.

Billing

The billing rates are the same across all supported public cloud marketplaces (Azure, AWS, and GCP).

« Annual subscription customers prepay for a set number of usage points (e.g., 10,000 points) at the time of
subscription. They are only charged extra if their monthly usage exceeds the pre-purchased amount.

» PAYG (Pay-As-You-Go) subscription customers subscribe at no upfront cost and are billed monthly based
on the number of points they actually use.

"'l ' J" ¢ FortiAppSec WAF Minimum Charge: A daily charge for 5 Mbps of bandwidth
applies whenever a WAF application exists.
* FortiAppSec GSLB DNS Query Minimum Charge: A daily charge for 20 QPS
—

applies when GSLB DNS is enabled.

WAF

Standard

Includes core WAF and API security features to protect against common threats.

» 0.14 points per application per hour
¢ 4.38 points per 5 Mbps per day

Advanced

Adds machine learning-based WAF and API protection, Web Vulnerability Scanning (DAST), and Threat
Analytics.

» 0.21 points per application per hour
¢ 6.56 points per 5 Mbps per day

Enterprise

Includes all Advanced features plus Advanced Bot Protection, Global Server Load Balancing (GSLB), and
additional custom rules.

+ 0.27 points per application per hour

+ 8.77 points per 5 Mbps per day

GSLB

Global Server Load Balancing (GSLB) can also be purchased separately:

FortiAppSec Cloud 25.3 User Guide
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* Health Checks — 0.02 points per 10 checks per hour
» Query Capacity — 0.99 points per 20 QPS per day

Unsubscribing from FortiAppSec Cloud on AWS, Azure, and Google Cloud

You can unsubscribe from FortiAppSec Cloud anytime, while the data in your FortiAppSec Cloud account will
be kept for an additional week after you unsubscribe, which helps re-subscribe to FortiAppSec Cloud
seamlessly.

Subscribing on AWS Marketplace

FortiAppSec Cloud on AWS supports an annual subscription and a pay-as-you-go billing model.

For usage details and consumption rates, please visit the Fortinet FortiAppSec Cloud Web Application and
API Protection page on AWS Marketplace.

If you are purchasing a contract for an existing account, please use the same email address associated with that
account when completing the purchase. This ensures the new contract is correctly linked to your existing
FortiCloud account.

Subscription Steps

Follow the steps below to subscribe FortiAppSec Cloud on AWS and associate your AWS subscription with your
FortiCloud account.

1. Loginto AWS. Search for Fortinet FortiAppSec Cloud Web Application and API Protection. You will
see both Pay-As-You-Go (PAYG) and Annual Contract options.

2. Onthe FortiAppSec Cloud page, click View purchase options and carefully read contract details, as
well as the Terms and Conditions.

aws marketplace

English ~  Hello d

About = Cotagortis = DellvisyMethods =  Solutioas »  Musowross = Vour Sawed List Become 3 Channel Partner  Sellin AWS Marketplace  Amazon Web Services Home  Help)

Fortinet FortiAppSec Cloud Web Application and API pa
purchase options
FZIATINET  Protection (PAYG) wre

Sold by: Fortinet Inc. [ Request private offer [3
Subseribe to start your FREE 30-DAY FULLY-FEATURED TRIAL* and let FortiAppSee Cloud start defending your Request demo (2
‘web applications and APIs in minutes

(0) OAWS reviews

Overview Features Pricing Legal Usage Support Similar products Reviews

Overview
FortiAppSec Cloud is a web application and APl protection platform Highlights
(WAAP) that provides comprehensive web application and API security
with a single management interface. Deployed globally across 3 o Al-driven Protection - Fight Al generated threats and zero day
distributed network of scrubbing centers it provides application attacks with a fully automated machine learning protection Layer
security, advanced routing, availability and performance to your « Always-On Application Service - Fend off DS attacks and ensure
applications regardless of where they are deployed. intelligent traffic management to balance server workloads globally,

deploying underutilized resources.
« Al-ready web and API application protection for known and zero-day

« 360 Degree Visibility - Gain complete application security and
threat detection

monitoring insights for proactive threat response.

* Network and application layer DDoS Mitigation

* MLdriven bad bot behavioral analysis can handle the most
sophisticated bots

Details
+ Advanced machine leaming based API discovery and security
Sold by Fortinet Inc. [2
+ Builtin DAST allows for vulnerability scanning
« Global server load balancing and CDN for optimized performance Categories Security [2
and user experience
P p ers 2
+ Threat Analytics to provide insights and priorities to security y ent [2
operations
Choosa from three different plans Delivery method Software as 3 Service (Saa)

3. Click Subscribe. Wait for a few minutes for the subscription to be created.
Do not clear your browser cookies after creating the subscription. Otherwise FortiAppSec Cloud will not
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recognize your subscription when you register or log in later.

aws marketplace English ~  Hello -

Aboutw  Cotegories w  DeliveryMethods Solutions v  Resources v  Your Saved List Become 3 Channel Partner  Sellin AWS Marketplace  Amazon Web Services Home  Help

o}

Subscribe to Fortinet FortiAppSec Cloud Web Application and API Protection (PAYG)

Offer details

Offer 1D Offered by Offer type Deployed on AWS
Fortinet Inc. Public No
@ You've already accepted this offer Set up your account [2
Next, set up your account and complete registration on the vendor's website. If you're unable to complete registration
return through the M, sbscriptions [7 page on AWS Marketplace.

Pricing details

AWS Marketplace charges for the product based on your usage. Subscriptions have na end date and can be canceled at any time.

Usage cost (1) o

We charge aditonsi costs based o ge that are not incuded i the contract terrs.

Q Find din o 1 @
Dimension v | Description 9 | Costfunit -
FortiAppSec Cloud Points Each point equals $1 £1.00/Units

Total amount

Total cost Tax details
Total charges based on usage Additional taxes may apply
Terms and conditions ¥ Download EULA(s)

4. Click Set Up Your Account. You will be redirected to the FortiAppSec Cloud landing page.

5. Log in with an existing FortiCloud account, or register a new account. You can access all of your Fortinet
Cloud services and the Fortinet Support site through FortiCloud account.
Your AWS subscription for FortiAppSec Cloud will be automatically associated once you log in to your
FortiCloud account.
Make sure you are using the same popup browser tab when subscribing to FortiAppSec Cloud and logging
in to FortiCloud account.

6. View your new contract by navigating to Your AWS Marketplace Account.

aws marketplace

About v Categories ~  DeliveryMethods ~  Solutions = Resources = Vour Saved List

Welcome to AWS Marketplace

Discover, deploy, and manage
software that runs on AWS

‘Your Private Marketplace
Your Service Catalog

AWS Management Consol

The most subscribed products last month

Top 1 (12 ] <D Topd
s * arnrnn Srwcoe
Databricks Data Intelligence MongoDB Atlas (pay-as-you-go) Trend Cloud One Pinecone Vector Database - Pay
Platform PN | 485 extemal revie drdedddk 06) | 1 As You Go Pricing

wAdok s (3) | 424 external revie

View product View product View product View product

Please note that even if you subscribed through AWS, you can use FortiAppSec Cloud to protect applications
located on any other cloud platform or in your own network. The subscribing channel only determines the billing
places for your FortiAppSec Cloud usage.
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Billing
The billing rates are the same across all supported public cloud marketplaces (Azure, AWS, and GCP).

« Annual subscription customers prepay for a set number of usage points (e.g., 10,000 points) at the time of
subscription. They are only charged extra if their monthly usage exceeds the pre-purchased amount.

» PAYG (Pay-As-You-Go) subscription customers subscribe at no upfront cost and are billed monthly based
on the number of points they actually use.

"'l ' J" ¢ FortiAppSec WAF Minimum Charge: A daily charge for 5 Mbps of bandwidth
applies whenever a WAF application exists.
* FortiAppSec GSLB DNS Query Minimum Charge: A daily charge for 20 QPS
—

applies when GSLB DNS is enabled.

WAF

Standard

Includes core WAF and API security features to protect against common threats.

» 0.14 points per application per hour
¢ 4.38 points per 5 Mbps per day

Advanced

Adds machine learning-based WAF and API protection, Web Vulnerability Scanning (DAST), and Threat
Analytics.

» 0.21 points per application per hour
¢ 6.56 points per 5 Mbps per day

Enterprise

Includes all Advanced features plus Advanced Bot Protection, Global Server Load Balancing (GSLB), and
additional custom rules.

+ 0.27 points per application per hour

+ 8.77 points per 5 Mbps per day

GSLB

Global Server Load Balancing (GSLB) can also be purchased separately:

» Health Checks — 0.02 points per 10 checks per hour
» Query Capacity — 0.99 points per 20 QPS per day

FortiAppSec Cloud 25.3 User Guide
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Unsubscribing from FortiAppSec Cloud on AWS

You can unsubscribe from FortiAppSec Cloud anytime, but keep in mind that the data in your FortiAppSec
Cloud account will be cleared in one week after you unsubscribe. It can't be restored even if you subscribe to
FortiAppSec Cloud again.

Before unsubscribing, to avoid service disruption to your web application, ensure that the CNAME record is
replaced with the correct IP address in your DNS settings.

1. Loginto AWS. Click your account name at the top right corner, then select Your Marketplace Software in
the drop-down list.

2. Find your FortiAppSec Cloud subscription, then navigate to Manage Subscription.

3. Under Agreement, expand the Actions menu. Click Cancel Subscription.
FortiAppSec Cloud will continue blocking threats for your application for one hour after you cancel
subscription. After an hour, all the data in your account will be cleared, and FortiAppSec Cloud stops
protecting your applications.

Subscribing on Azure Marketplace

FortiAppSec Cloud on Azure supports an annual subscription and a pay-as-you-go billing model.

For usage details and consumption rates, please visit the Fortinet FortiAppSec Cloud Web Application and
API Protection page on Azure Marketplace.

If you are purchasing a contract for an existing account, please use the same email address associated with that
account when completing the purchase. This ensures the new contract is correctly linked to your existing
FortiCloud account.

Subscription Steps
Follow the steps below to subscribe FortiAppSec Cloud on Azure and associate your Azure subscription with
your FortiCloud account.

1. Loginto Azure. Search FortiAppSec Cloud in Azure Marketplace or click here: Azure Marketplace.

ot [ e

Products > Fortinet FortiAppSec Cloud Web Application and AP Protection

Fortinet FortiAppSec Cloud Web Application and API Protection © sseswmys

Overview
umw

Subscribe 10 start your FREE 30.DAY FULLY-FEATURED TRIAL® and let FortiAppSec Cloud
your web applications and APls in minutes
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2. Choose either the pay-as-you-go plan or an annual contract, then click Subscribe.

Microsoft Azure P Search resources, services, and docs (G+/)

B

2o 0 W +

tnefeam 9

v e

O QS

| =D

Fortinet FortiAppSec Cloud Web Application and API Protection (preview) =

z.=  Fortinet FortiAppSec Cloud Web Application and API Protection (preview)
Fortinet | saas
stan
Subscrine

Overview  Plans + Pricing  Usage Information + Support  Ratings + Reviews

Subscribe to start your FREE 30-DAY FULLY-FEATURED TRIAL® and let FortiAppsec Cloud start defending your web applications and APis in minutes.

FortiAppSec Cloud is 2 web application and API protection platform (WAAP) that provides comprehensive web application and API securty with 2 single management

network of scrubbing centers it provides appication security. advanced routing. availabilty and performance 1o your aplications

¢ known and zero-day threat detection

fle the most sophisticated bots

covery and security

optimized performa

* Theest Analytics to provide insights and priorities 10 security o

Choose trom three different plans

‘and Threst Analytics - .21 points per

3. Basics
a. Under Project details, select the desired description and resource group.
b. Under SaaS details, enter the desired name, plan, and contract duration of plan.

For more information on the options on this page, please refer to Azure documentation.
| woosortpee e

O -

tNnepfea 3@

S

[ IR I

Looking for an existing subscriphion 16 this product? View all your 535 subscription

I @ Copilot

ome > Marketplacs Fortinet FortiAppSec Cloud Web Application ai Pl Protection (preview

Subscribe To Fortinet FortiAppSec Cloud Web Application and API Protection
Subscrbe 1o pia

“Basics Tags  Review «+ subscribe

Fill cut the plan details. After you ve finished subscriting, configure your $3a$ account on the publisher's website Lo compiete the process.
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Aure subscrption |

Resource group * test

Saa$ details

Name* C test-prod-appsec

FortiAppSes Cloud - PAYG - 1-month subscription

Only pay for what you use.
onboarded protected
(Standard/advanced;

hange pian

1-month

CAS0.00/month

Plus:
FortiAppSec Cloud Points: CAS1.38345 one paint

subtotal © CA$0.00 for 1 month

Useful links

Give feocback 8

4. Configure Tags as needed. For more information on the options on this page, please refer to Azure
documentation.

5. Continue to Review + Subscribe to go through the offer and plan details.
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N

Ho ce > Fort lication and AP! Protection (preview,

Subscribe To Fortinet FortiAppSec Cloud Web Application and API Protection
Subicrbe to pls

m
“Basics Tags  Review + subscribe
Useful links
*
Product + plan details

= rtiAppSec Cloud Web Application and AP! Protection - ForiAppSec
o
]
@

1,1 (2) agree to the legal term: =
. |
L

with the offering) with the sellers ofthe ™
-]
& Contaet details
= Name
T Emaitaddress
®  primary phone number
s
o
Azure subseription 1

© tes
2 test-prod-appsec

Fortiappsec Cloud - PAYG

1-month subscrption
cer> venc CASO00/mOnth
© After subscribing, remember to publ

=Tu e ]

Give feedback

Once you have reviewed and confirmed your plan details, click Subscribe.
« Ifthe Subscription process is successful, skip to step 7.
« [fitfails, proceed to Step 6.

[ T e =

Home > Marketplace > Fortinet Fo ibe To Fortinet FortiAppSec Cloud Web Application and AP! Protection

Subscription progress

= Your Saa$S subscription is in progress
test-prod-apy ks
* Mondsy, June 2
] s Fortinet FortippSec Cloud Web Appiication and API Protection - FortiAppSec Cloud - PAYG - 1-month subscription
[
A Next steps (available once subscribed)

8

Configure SaaS account

” ) Vomr parchnse mll e comspleteconce yom et your commt o e pablihen’s welile

@
©  Important to know
<

Billing will start after
]

ifno action s taken cally eleted
&
= Vout SaiS subscription will appear the Azure portal

To accessit easiy, saveit to your favorit o pin it 10 the dashboard.
>
®
-]
@

6. Ifthe Subscription process fails:
a. Navigate to Software as a Service (SaaS) in the Azure portal.
b. Find the SaaS subscription you just created and click it to open the details page.
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_ et L)

L4
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Azure services

+

Resources
Recent  Favorite

Name

00000

Navigate

(=]

saas

)
FoRTNET coRe Mam e

[a

Marketplace

Subscriptions

saas (dassio  Waffic Manager  Microsoft Entra

e @ >

Type Last Viewed

2 weeks ago

10 tems
@ [ mame
Oe
-] Oe
< Dﬁ
2 e

Do
= pDe
Oe
Do
Do
Oe

y @

O QS

Publisher

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

uration Fortinet

t
t
t
+
t
Fortinet
t
t
t
t

Fortinet

No. of users Auto-renew Resource group 1. Subscription T4
N

N

NA Off: Expires on 7/29/2025

7. Click Configure Account now. You will be directed to the landing page of FortiAppSec Cloud where you
can register or log in. Make sure to use the same tab when subscribing and when logging in to your account
for the first time after subscribing. This ensures that your Azure subscription is automatically associated

with your FortiCloud account upon login.

You can access all of your FortiAppSec Cloud services as well as the Fortinet Support site through
FortiCloud account.

8. Loginto FortiAppSec Cloud. Verify that the Azure subscription appears under General > Contracts.
« Ifit does not appear, return to Azure Marketplace and search FortiAppSec Cloud WAF-as-a-Service.
You should see a notice prompting you to complete the subscription process again.

Please note that even if you subscribed through Azure, you can use FortiAppSec Cloud to protect applications
located on any other cloud platform or in your own network. The subscribing channel only determines the billing
places for your FortiAppSec Cloud usage.
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Billing
The billing rates are the same across all supported public cloud marketplaces (Azure, AWS, and GCP).

« Annual subscription customers prepay for a set number of usage points (e.g., 10,000 points) at the time of
subscription. They are only charged extra if their monthly usage exceeds the pre-purchased amount.

» PAYG (Pay-As-You-Go) subscription customers subscribe at no upfront cost and are billed monthly based
on the number of points they actually use.

"'l ' J" ¢ FortiAppSec WAF Minimum Charge: A daily charge for 5 Mbps of bandwidth
applies whenever a WAF application exists.
* FortiAppSec GSLB DNS Query Minimum Charge: A daily charge for 20 QPS
—

applies when GSLB DNS is enabled.

WAF

Standard

Includes core WAF and API security features to protect against common threats.

» 0.14 points per application per hour
¢ 4.38 points per 5 Mbps per day

Advanced

Adds machine learning-based WAF and API protection, Web Vulnerability Scanning (DAST), and Threat
Analytics.

» 0.21 points per application per hour
¢ 6.56 points per 5 Mbps per day

Enterprise

Includes all Advanced features plus Advanced Bot Protection, Global Server Load Balancing (GSLB), and
additional custom rules.

+ 0.27 points per application per hour

+ 8.77 points per 5 Mbps per day

GSLB

Global Server Load Balancing (GSLB) can also be purchased separately:

» Health Checks — 0.02 points per 10 checks per hour
» Query Capacity — 0.99 points per 20 QPS per day

FortiAppSec Cloud 25.3 User Guide
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Unsubscribing from FortiAppSec Cloud on Azure

You can unsubscribe from FortiAppSec Cloud anytime. However, please note that all data in your account will
be permanently deleted one week after unsubscription. This data cannot be recovered, even if you resubscribe.
Be sure to export any necessary information before unsubscribing.

Before unsubscribing, to avoid service disruption to your web application, ensure that the CNAME record is
replaced with the correct IP address in your DNS settings.

1. Locate your newly subscribed FortiAppSec Cloud resource in the Azure portal.
a. Navigate to Software as a Service (SaaS).

2. Select the FortiAppSec Cloud subscription you just created.

3. Click Cancel Subscription.

SaaS o

Product and plan details

po00000000 F

Subscribing on Google Cloud Marketplace

FortiAppSec Cloud on Google Cloud Marketplace supports only the pay-as-you-go billing model.

For usage details and consumption rates, please visit the Fortinet FortiAppSec Cloud Web Application and
API Protection page on Google Cloud Marketplace.

If you are purchasing a contract for an existing account, please use the same email address associated with that
account when completing the purchase. This ensures the new contract is correctly linked to your existing
FortiCloud account.

Subscription Steps

Follow the steps below to subscribe to FortiAppSec Cloud on Google Cloud and link your Google Cloud
subscription with your FortiCloud account.

1. Loginto Google Cloud. Search FortiAppSec Cloud in Google Cloud Marketplace or click here: Google
Cloud Marketplace.

FortiAppSec Cloud 25.3 User Guide
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2. Click Subscribe.

= Google Cloud

2 wxieng Project

€ Product details

FORATINET 1

Overview
Subscribe tc
FortiAppSec C

minutes.

oud sta

Fortinet FortiAppSec Cloud Web Application
and API Protection

EE 30-DAY FULLY-FEATURED TRIAL* and le

fending your web applications and APIs in

3. Click Subscribe.

= Gocgle Cloud

& New Fortinet FortiAppSec Cloud Web Appl 1and AP Prot

Pricing

Usage fee

Additional details
Type: 5aa5 & AP

Last product update: 6/2/25
Category: S

FortiAppSec Cloud PAYG FortiAppSec Cloud Poit

CAD 1.00

2. Purchase details

FortiAppSec Tes1 Billing Account 7 -

3.Terms

By purchasing, deploying, accessin
Google or an afflizte is the
comply with the

with the product.

s set forth in Appendix A of the
and the terms of applicable open source sofiware licenses bundled

knowledge that

action and you
uding
—

etplace T0S), For

a+a@0

a + 2300

X Pricing Calculator
a"a Fortinet FortiAppSec Cloud Web Application and API Protection
2T By Foninet

Free

Estimated total cost

: 0

' 0

1 day 1 momth 1year

Monthly usage fee
FortiAppSec Cloud PAYG FortiappSec Cloud Point

0 point/mo

4. This step depends on whether you have previously subscribed to a Fortinet service using this email

address.

If this is your first time subscribing to a Fortinet service on Google Cloud:

» Click Sign up with Fortinet Inc. and complete the registration in the FortiCloud pop-up window. This
step links your Google Cloud subscription to your FortiCloud account.
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Your order request has been sent to Fortinet Inc.

w
.

w

Your new subscription 1o the FortiAppSec Cloud PAYG plan for Fortinet
FortiAppSec Cloud Web Application and AP Protection requires your
registration with Fortinet Inc.. After Fortinet Inc. approves your reques:, your

subscription will be charged.
time will depend on the vendor, and you should reach out to Fortinet Inc. directly
with any questions related 10 signup.

Manage orders (B

Make sure you are using the same browser when subscribing FortiAppSec Cloud and logging in to
FortiCloud account.

If you have previously subscribed to any Fortinet service on Google Cloud:

» Your new subscription will automatically be associated with your existing FortiCloud account. Simply
click “Go to product page” to access the FortiAppSec Cloud portal.

Your order request has been sent to Fortinet Inc.
L34
.

w

Your new subscription 10 the FortiAppSec Cloud PAYG plan for Fortinet

FortiAppSec Cloud Web Application and API Protection will begin after Fortinet
Inc. approves your request. Your subscription will then be active and you will
begin genting charged. This processing time will depend on the vendor, and you
should reach out 10 Fortinet Ine. directly with any questions. You ¢an manage
your subscriptions on the Marketplace Orders Page

Manage orders  [Jie

5. Loginto FortiAppSec Cloud, verify that your GCP Subscription appears under General > Contracts.

« Ifit does not appear, return to the Google Cloud Marketplace and search for WAF-as-a-Service. You
should see a notice prompting you to complete the subscription process again.

Billing

The billing rates are the same across all supported public cloud marketplaces (Azure, AWS, and GCP).

» Annual subscription customers prepay for a set number of usage points (e.g., 10,000 points) at the time of
subscription. They are only charged extra if their monthly usage exceeds the pre-purchased amount.

FortiAppSec Cloud 25.3 User Guide
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» PAYG (Pay-As-You-Go) subscription customers subscribe at no upfront cost and are billed monthly based
on the number of points they actually use.

‘\ ' l' ¢ FortiAppSec WAF Minimum Charge: A daily charge for 5 Mbps of bandwidth
applies whenever a WAF application exists.
9 ¢ FortiAppSec GSLB DNS Query Minimum Charge: A daily charge for 20 QPS
- applies when GSLB DNS is enabled.

WAF

Standard

Includes core WAF and API security features to protect against common threats.

» 0.14 points per application per hour
* 4.38 points per 5 Mbps per day

Advanced

Adds machine learning-based WAF and API protection, Web Vulnerability Scanning (DAST), and Threat
Analytics.

» 0.21 points per application per hour
¢ 6.56 points per 5 Mbps per day

Enterprise

Includes all Advanced features plus Advanced Bot Protection, Global Server Load Balancing (GSLB), and
additional custom rules.

* 0.27 points per application per hour

* 8.77 points per 5 Mbps per day

GSLB

Global Server Load Balancing (GSLB) can also be purchased separately:

» Health Checks — 0.02 points per 10 checks per hour
¢ Query Capacity — 0.99 points per 20 QPS per day

Unsubscribing from FortiAppSec Cloud on Google Cloud

You can unsubscribe from FortiAppSec Cloud anytime. However, please note that all data in your account will
be permanently deleted one week after unsubscription. This data cannot be recovered, even if you resubscribe.
Be sure to export any necessary information before unsubscribing.

Before unsubscribing, to avoid service disruption to your web application, ensure that the CNAME record is
replaced with the correct IP address in your DNS settings.
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1. Loginto Google Cloud Marketplace, and go to Your Orders.
2. Find the subscription you would like to cancel, and click Cancel Order.

Onboarding

After purchasing your contract or license, add applications to FortiAppSec Cloud to access the security features
of its services.

Add Application

To protect your domain, add your application separately to each service. You can do this by selecting Add
Application next to each service widget on the Home dashboard or by navigating to the desired service
through the side menu.

FortiAppSec Cloud currently does not support adding an application for multiple/all services in one process.
However, please note the following:

» the WAF and Threat Analytics services share an onboarding procedure.

» To use Advanced Bot Protection (ABP) with WAF, we recommend onboarding your application to WAF
first. Once complete, add the ABP module for the application, as this will automatically register it with the
Advanced Bot Protection service.

For detailed instructions, please see the onboarding details of each service:

¢ Onboarding WAF applications on page 48

+ Onboarding GSLB Applications on page 288

¢ Onboard ABP Applications on page 258
Many of the security features in the WAF and ABP services are specific to each application, and therefore must
be accessed by selecting an application first. For details on the workflow for these services, please see the
following pages:

+ WAF Workflow and Dashboard Overview on page 63

« ABP Workflow and Dashboard Overview on page 229

FortiAppSec Cloud 25.3 User Guide
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Home

The Home page displays a summary of insights on your application activity from your various services.

Home Last 24 Hour v
Home
& & WAF Advanced) (D) e | esLe Advanced Bot Protection
WaF This Month | This Month This Month
® Applications Bandwidth Vulnerability Scans Queries Health Checks Queries
osiB
229 280Kbps 8 4K 5 33
© 300 Total 50Mbps Total 9 Total 3M Total 30 Total 2M Total
Advanced
Expires 2024/08/28 Expires 2024/08/28 Expires 2024/08/28 Expires 2024/08/28
Protection
@ !
Threat Analytics
Threat
Analytics
% Incidents Top Attacked Resources Top Incident by Severity
General s0
Host Platform Block/Mo... "
High >
“« Multiple Attacks by multiple IPs from...
o " FortiWeb 231122
High >
wiachine Learning Detected Anomalie.
20 FortiADC 221/0
10 High >
Fortiweb... 123 Machine Learning Detected Anomalie.
. i L >
0200 0600  10:00 1400 1800  22:00 Fortiweb 198/23 O oL Attacks(Scanner) by 4 IPs from m.
Low ™ Moderate = High
Enrtiwah Claid
WAF + Add Application
Throughput Incoming Requests Server Status
50 s0
40 a0
a0, / = Healthy 8
20 NG 2 Unheaitny 12
Total
10 10
o
0200 0600 1000 1400 1800 2200 0800  10:00 1400 1800 2200
HTTP B HTTPS W Cached Blcoked M Alowed B Cached
GSLB B3 View Dashboard
Query Per Second FQDN Status Health Check
50
a0
0 50 up 18 Used 8
20 Partial Up 18 22 u Avallable 14
Total Total
=Down 14
10
0200 0600 1000 1400 1800  22:00
Advanced Bot Protection + Add Application
Top Applications by Attack Query By Blocked By Total By Block Ratio
Application Blocked Total Block Ratio
9 22 40%
) 221 1.8%
3 23 13%
2 23 8.7%

Understanding Insights

Select a date range or time frame to view insights on the traffic activity of your application.
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Home

Last 24 Hours v

Last Hour
{var
sMe | ast 24 Hours
Last 7 Days

Last 30 Days

Widget Description

Threat Analytics

Incidents

Top Attacked Resources

Top Incident by Severity

WAF

Throughput

Incoming Requests

Server Status
GSLB
Query Per Second

FQDN Status
Health Check
Advanced Bot Protection

Top Applications by Attack
Query

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.

Aline graph displaying the number of attack events by severity level.

For more information on incident severity levels and how they are
determined, please see Incidents on page 374.

A ranked table containing the applications with the highest number of
detected attack events, the service that detected the attack events, and the
numbers of blocked and monitored events.

Blocked events indicates that the detected malicious traffic is immediately
stopped by FortiAppSec Cloud.

Monitored events indicates the event is logged without any interruption to
traffic. This is helpful for monitoring and evaluating threats without affecting
user traffic.

A list of significant attack events, ranked by severity. Click on an event to
view details.

A stacked line graph of throughput on all of your applications over the
selected time span in bits/second.

A line graph of the number of incoming requests over the selected time
span.

A pie chart displaying the server status of your various applications.

A line graph of the queries per second on applications in your account over
the selected time frame.

A pie chart showings the status of your FQDNs.
A pie chart displaying the ratio of used and available Health Checks.

This table displays counts for blocked and detected bot activities, as well as
the block ratio, calculated from these two figures.

To sort the table, click one of the following options:
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Widget Description
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¢ By Blocked: Orders from the highest to lowest number of blocked
transactions.
» By Total: Orders from the highest to lowest total number of bot
queries.
¢ By Block Ratio: Orders from the highest to lowest block ratio.
Please note, an Attack Query doesn’t always indicate a malicious bot
attack. Instead, it refers queries exchanged between the FortiABP device
and a FortiADC/FortiWeb device on the protected application.
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WAF

FortiAppSec Cloud's WAF is a SaaS, cloud-based Web Application Firewall (WAF) designed to protect public
cloud-hosted web applications from the OWASP Top 10, zero-day threats, and other application layer attacks.

With no hardware or software requirements, FortiAppSec Cloud utilizes a network of WAF gateways hosted in
AWS, Azure, OCI, and Google Cloud regions. This architecture ensures that application traffic is scrubbed
within the same region where your applications reside, addressing performance and regulatory concerns while
minimizing traffic costs.

To begin securing your applications, refer to Onboarding WAF applications on page 48.

WAF Concepts

This section covers concepts to help navigate the different components of your web application firewall
configurations.

« Application on page 44

« Endpoints on page 44

+ Route on page 45

 Origin server on page 46

¢ Scrubbing Center on page 46

Application

The term Application can refer to one of two things:

« A unique web application domain configured within your FortiAppSec Cloud deployment.

« Abilling unit created when you complete the Add Application steps or add a Content Routing rule. Each
billing application has a distinct Web Application Name but may share a domain name, such as in content
routing or multi-port applications. This definition is used to calculate usage for billing purposes.

Different areas of the Ul may refer to either of these definitions. The specific meaning will be indicated where
applicable.

Endpoints

Your Endpoints on page 76 configuration determines the types of front-end traffic forwarded to your
application's backend servers, helping to reduce potential security vulnerabilities.

An endpoint generally refers to any device or system that sends or receives network traffic. In this case, the
WAF acts as the receiving endpoint for client requests, securing and distributing traffic to backend servers.
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WAF

The user initiates
traffic by sending a
client request.

FortiAppSec Cloud
WAF receives traffic

WAF filters and
forwards traffic to
backend servers

M- @) <

Route

A route refers to the configuration that determines how incoming web traffic is directed to the appropriate
destination or origin server based on specified rules, such as URL paths, headers, or query parameters.

In FortiAppSec Cloud, the Content Routing on page 90 feature allows you to manage traffic distribution with
greater granularity by defining specific routing rules within a shared WAF configuration.

For example, if multiple web applications are using the same fully qualified domain name (FQDN) but are
hosted on different servers, you can create distinct routes for each application based on the requested URL. In
the diagram below, traffic to /Japp1 is routed to an origin server, and requests to /app2 will be routed to a
different origin server. To configure this for a web application domain or a specific unit within the WAF >
Applications list in FortiAppSec Cloud, please see Content Routing on page 90.
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FortiAppSec Cloud fapp1 Origin Server
fapp1 Traffic WAF enforces
security rules

fapp2 Origin Server

[app2 Traffic

Origin server

An origin server refers to the backend server or servers where your web applications are hosted. these servers
handle the processing and delivering of content such as HTML pages, images, or API responses to users. The
origin servers are the final destination for requests once they have been inspected and processed by
FortiAppSec Cloud.

Configuring server pools under Origin Servers on page 84 helps FortiAppSec Cloud effectively direct traffic to
the desired origin servers, based on the configured load balancing algorithm and persistence method.

Scrubbing Center

A scrubbing center is a security point that filters malicious traffic, protecting against cyberattacks.

Fortinet scrubbing centers operate across AWS, GCP, and Azure platforms to inspect and scrub traffic before it
reaches origin servers. They integrate with cloud security tools like load balancers, DDoS protection, and WAFs
to enhance application security.

Scrubbing centers filter incoming traffic for threats, applying policies like rate limiting, IP reputation checks,
threat intelligence, and bot protection. After filtering out malicious traffic, clean traffic is forwarded directly or
distributed via load balancing or Global Server Load Balancer (GSLB) to origin servers.

WAF setup

This section introduces how to onboard your applications and the basic setups of the network.

¢ Onboarding WAF applications
« Example: Changing DNS records on AWS Route 53
« Changing IP addresses of origin servers

FortiAppSec Cloud 25.3 User Guide
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« Restricting direct traffic & allowing FortiAppSec Cloud IP addresses
» Restricting direct traffic & allowing FortiAppSec Cloud IP addresses
+ How does WAF choose regions?

« CDN

« Understanding block mode and action
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Onboarding WAF applications

Onboarding an application to FortiAppSec Cloud's Web Application Firewall (WAF) activates protection features that
defend against a variety of attacks. You can customize this protection by enabling or disabling specific WAF modules.

FortiAppSec Cloud intercepts and processes traffic to your application, where the WAF analyzes requests to detect and

mitigate threats. Once onboarding is complete, the traffic flow should resemble the diagram below.

©

& FortiAppSec Cloud

User Request
| ~( GsiB WAF ABP TA
OMS o

u Identify attack patterns

Bat detection

Global Load-
balancing
Attack?
Servers Yes  No
&8 VAN
"8 Alert and Deny Your Application
The request does not The request is processed by
reach your application your application's origin server

To onboard applications by DevOps tools, see DevOps tools on page 188.

Onboarding steps

1. Add the following IPs to the allowlist on your application server's firewall to enable FortiAppSec Cloud to access

your application.
« 3.123.68.65
e 3.226.2.163

2. Goto appsec.fortinet.com and log in with your FortiCloud account credentials.
Navigate to WAF > Applications

Lud

4. Click Add Application near the top right corner of the page. The Web Application Configuration wizard will open.
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5. Web Application Configuration

WAF / Applications

OWEBSITE 2 NETWORK 3 CDN 4 SETTING 5 CHANGE DNS

Web Application Configuration

Enter a name for this application that will help you easily identify it and
then add the domain name users use to access it.

Web Application Name *

Domain Name *

a. Web Application Name: Enter a name for this application that will make it easy for you to identify within the
FortiAppSec Cloud UlI.

b. Wildcard entries are allowed for all domains in the list except the first one. Ensure that domain name entries
don't overlap; for instance, you can't add both "www.example.com" and "*.example.com" together.

Wildcards only match strings at the same domain level; for example, "a.example.com" matches
"*.example.com," but "a.a.example.com" does not.

You can later go to Network > Endpoints to change or add domains.
If you have multiple applications with different root domain names but sharing the same IP address, it requires
special configurations. See Multiple domains sharing the same IP address on page 214.

6. Network Settings
Configurations in this section ensure proper traffic routing and security protection.
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Network Settings

Configure services and origin server for your application

Select services allowed on your application *

2 uTTP 80 -

3 HTTPS 443 -

Select the origin server's FQDN/IP to forward the traffic from the suggested list or
manually enter a FQDN/IP

@

Customize

Server Protocol *
HTTPS -

‘ Test Origin Server |

‘ € Back | Cancel Next &

a. Select the services allowed on your application and their corresponding ports. FortiAppSec Cloud listen for
HTTP and/or HTTPS traffic on the selected ports to allow only legitimate traffic to pass through.
The default port number for HTTP is 80, and for HTTPS is 443. You can change it to a value between 1-65 535
(inclusive). Make sure the port numbers for HTTP and HTTPS are not duplicate.
If the port number you want to use is not in the drop-down list, please contact FortiAppSec Cloud Support or
your sales engineer to customize the port number. Please note that not all non-standard ports can be used. For
details on port and traffic configurations, seeEndpoints on page 76.
If you would like to use additional ports on the same domain, please see Adding additional HTTP or HTTPS
ports to your domain on page 55.

b. Selectthe IP address/FQDN for your web application. FortiAppSec Cloud will direct traffic to the specified IP
address.
FortiAppSec Cloud automatically fetches and displays available IP addresses and/or FQDNs associated with
your entered domain, using port 443 as the default. FortiAppSec Cloud keeps this information up to date.
You can also choose Customize to enter a different IP address/FQDN and port number.
If there are multiple origin servers hosting your web application, you can add them later in Network > Origin
Servers.

c. Under Server Protocol, you can configure the connection between FortiAppSec Cloud and the origin server. If
you want to redirect HTTP traffic to HTTPS, ensure that you have selected HTTPS.

d. Ensure FortiAppSec Cloud service IPs from Step 1 are successfully added to your application's firewall before
proceeding to the next step.

e. Click Test Origin Server to ensure that FortiAppSec Cloud can connect to the origin server. By default,
FortiAppSec Cloud sends request to the URL path "/" to test responsiveness of the server, then populates the
response code received from the server in the Response Code field of the load balancing rule in Network >
Origin Servers.

7. Application Location
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The settings in this section define how your application data is handled, including caching, cloud environment, and
scrubbing center location for threat mitigation.

1 WEBSITE 2 NETWORK OCDN 4 SETTING 5 CHANGEDNS
Application Location

Enable CDN* &
[ ]

Selected WAF Region:

Amazon Web Service ¥ - ASNortheast (Tokyo)

Application Location
Selected Regions

| € Back ‘ Cancel

» Content Delivery Network (CDN)

If you enable CDN, the data on your origin servers can be cached in FortiAppSec Cloud scrubbing centers

distributed around the world. When users visit your application, they can be directed to the nearest scrubbing

center and rendered with the requested data.

With CDN enabled, you will be asked to select a specific continent or Global, which means your data will be

cached on the scrubbing centers within a specific continent or around the world. Selecting a continent may

reduce your traffic expense as data transfer is restricted within a continent rather than globally. For the impact

on traffic expense when CDN is enabled, see CDN on page 60 for more information.

By default, CDN is not enabled. This keeps your traffic bill to a minimum. Moreover, keeping traffic within the

same region can help address compliance concerns.

However, if user experience is your top concern, we recommend enabling CDN.

If you can't decide now, you can revisit this option in WAF > Applications after this application is onboarded.
+ Cloud Platform and scrubbing center

To make this selection, you must enable Preferred Platform under WAF > System Settings > Settings.

By default, Preferred Platform is disabled, and FortiAppSec Cloud automatically selects a scrubbing center

based on your application server's cloud platform (AWS, Azure, or Google Cloud).

Cloud Platform Specify the cloud platform for onboarding applications. Supported
platforms include AWS, Azure, and GCP.
After onboarding, you cannot change an application's cloud platform. To
switch platforms, you must delete the existing application and create a new
one with the desired platform.

Scrubbing Center The scrubbing center region within the chosen cloud platform.
To change the scrubbing center after onboarding, navigate to WAF >
Applications.
8. Settings
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Settings

Enable Block mode? *
Block Mode
When in Block mode requests that trigger a violation are
blocked. New applications are automatically created with Block
mode disabled, but you can enabile it at any time.

+ When Block mode is enabled, FortiAppSec Cloud blocks requests if they trigger a violation. It's recommended
to leave it disabled at the first week. During this period you can observe the attack logs and fine-tune the web

protection configurations.
You can later enable the Block Mode in Dashboard when you are confident that the traffic flow is stable and

the legitimate traffic is not falsely blocked as attacks.

» Enable Templates if you would like to apply a predefined set of WAF configurations to your application.
Assigning a template automatically configures the application with its settings, making it easy to standardize
settings across multiple applications.

You can use FortiAppSec Cloud's provided templates, or configure a custom template by going to WAF >
9. Templates.

DNS configuration

This section displays configuration instructions for settings managed outside FortiAppSec Cloud. Changing your
DNS record according to the instructions below ensures that your application traffic is routed through FortiAppSec
Cloud, where it is filtered for security before reaching your application servers.
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DNS Configuration

Change your DNS record to the below CNAME

Can't add CNAME records? Use

DOMAIN NAME REGISTRAR CURRENT DNS RECORD CHANGE DNS RECORD TO CNAME

Inc.

To increase security, restrict direct access to your application. Only allow access from the FortiAppSec Cloud Platform IP addresses. Review these IP
addresses in the next page. For more info, refer to

Go to your DNS provider, update your DNS record, and create a new record for the Automatic Certificate challenge
as recommended. This ensures that traffic to your application can be correctly directed to FortiAppSec Cloud.

If there are multiple DNS records corresponding to the domain name, make sure to change all the records using the
provided . Otherwise, users may encounter error when visiting your application. If the traffic to your application
server should be first forwarded to a Content Distribution Service such as AWS CloudFront, before flowing to
FortiAppSec Cloud for threat detection, refer to Using WAF behind a Content Distribution Service on page 206.
Please note that FortiAppSec Cloud cannot get the DNS status if you use CloudFront, so the DNS status will always
be "Unknown" whether or not you have added the DNS record. Here we provide an example to show how to change
the DNS record: Example: Changing DNS records on AWS Route 53

Note: You cannot directly access your website with the provided CNAME if you have not added the CNAME record
in your DNS server. If you want to test it before changing the DNS record, follow steps below.
1. Runpingornslookup command to get the IP address of CNAME.

2. Modify the hosts file on your Windows or Linux by adding your application's domain name (for example,
www.<domain name>.com)and mapping itto the IP address obtained from Step a.
3. Access the domain name with the browser to test it.
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If your DNS provider does not support CNAME records, go to WAF > Applications, find
your application, and click the Pending status under the DNS Status column.

@ FortiAppSec Cloud = % Services v © support v s 0G0 e

AF | Applications

Applications (191)
= Add Filter IPAlowlist $8 | + Add Application
Domain Name =

Name DNSStatus:  Blocked / Allowed Data Usage : 1P Allowlist Health Check BlockMode  Action

©3 Pending 15/633 ams 7y Not Required [ o) r1al}

A popup will appear with the IP addresses you can use as A record values.

DNS Status X

Go to your DNS provider and update your DNS entries.

Status Domain Name Current DNS Record Change To

CNAME CNAME: |
oK

N CNAME CNAME: b
oK

If your DNS provider does not allow adding CNAME records, please use the following IP addresses as the A records value
IPva

Create new CNAME records for DNS challenge:

Status  Type Name Value

Pending CNAME

Pending  CNAME

Last updated on 2025-07-09 16:41:02

If other configuration options are available, using A records is not recommended due to the
following risks:
¢ No automatic failover: Traffic will not be rerouted if a scrubbing cluster is under
maintenance or fails.
¢ No auto-scaling support: When new nodes are added, A record configurations will not
automatically update, which may result in service disruption.

10. To access the application you just onboarded, navigate to WAF > Applications and click the name of the
application.

FortiAppSec Cloud = £

o i Applications

Home % lemplates

& 81 System Settings >
WAF

11. The application security modules will appear in the navigation pane. FortiAppSec Cloud automatically assigns a
security policy with the most basic web protection rules enabled. You can select additional protection rules using the
Modules tab. See Add and Remove Modules on page 108.
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12. To ensure your application only receives traffic vetted by FortiAppSec Cloud, you must restrict traffic to only
FortiAppSec Cloud IPs. Additionally, to prevent FortiAppSec Cloud from being flagged as a DDoS attack source,
ensure you allow FortiAppSec Cloud IPs in your firewall. For instructions on doing this, please refer to Restricting
direct traffic & allowing FortiAppSec Cloud IP addresses on page 58.

Adding additional HTTP or HTTPS ports to your domain
You can host multiple applications on the same domain and origin server, each distinguished by a different port. For
example:

» app1-www.example.com:443/app1
e app2 —www.example.com:8443/app2

To manage traffic across multiple HTTP or HTTPS ports, create multi-port applications by repeating the Onboarding
steps on page 48, using the same domain but specifying different ports each time.

The following directions highlight the necessary configurations to consider when establishing multi-port applications.

1. Follow Onboarding steps on page 48 to create the first application for your domain, ensuring to enter your root
domain as the first domain in the Web Application Configuration step. An example of a root domain is
fortinet.com, whereas shop.fortinet.com would be considered a subdomain.

Before creating your first multi-port application, please note the following:

« If you need to onboard multiple ports using the same protocol (e.g., HTTPS port 443
and HTTPS port 8443) for the same domain, you must onboard each port as a
separate application.

¢ You cannot change the region/CDN while multi-port is enabled. If you need to make
edits to region/CDN on your application, we recommend doing this before adding any

- - multi-port applications.
q » To switch regions or CDNs, delete all multi-port applications of a domain, leaving
— only the original application. After changing the region, you will need to manually
= recreate the multi-port applications to resume traffic from other ports.
« If you need to use a custom certificate on an application, please re-input the certificate
for each multi-port.
¢ When managing sub-domains with different port requirements, it is best to create
them as separate applications. This approach ensures each sub-domain can
independently manage its specific port settings without overlapping configurations.

2. Return to WAF > Applications to add your first multi-port application.

3. Click Add Application.

4. Inthe Web Application Configuration step, ensure the root domain you used to create the first application for this
domain is listed as the first entry under Domain Name. For more details on the configuration options on this page,
see above.

5. Under Network Settings, select the HTTP and/or HTTPS ports you would like to add to your application.

a. Since we are configuring a multi-port application, be sure to select Customize and manually enter the origin
server.

b. Onthe same page, click Test Origin Server. If FortiAppSec Cloud detects multiple applications with the same
domain, you will encounter a message in the top-right corner of your window that indicates you are creating a
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multi-port application.

WAF / Applications

T

1 WEBSITE oNETWORK 3 CDN 4 SETTING 5 CHANGE DNS

Network Settings
Configure services and origin server for your application
Select services allowed on your application *

HTTP 81 -

2 HrTPS 444
Please manually enter a FQDN/IP
@® Customize

IP Address or FQDN Port

Server Protocol *
HTTPS ~

Test Origin Server

6. Onthe CDN step, you will be unable to change the settings on this page due to multiport being enabled. Click Next
to move onto the next step.

» To switch regions or CDNs, delete all multi-port applications of a domain, leaving only the original application.
After changing the region, you will need to manually recreate the multi-port applications to resume traffic from
other ports.

7. On the Setting step, configure Block mode and Template for your multiport application. For details on these
configuration options, see above.

8. The Change DNS step provides the same instructions as when you first created your application's initial instance. If
you have already completed these steps, you can simply click Close to exit the wizard, as there is no need to repeat
them.

Example: Changing DNS records on AWS Route 53

To illustrate how to change DNS records using the CNAME provided by FortiAppSec Cloud, this example assumes you
are using AWS Route 53 as your DNS provider.

1. Loginto AWS. Select Route 53.

aws1 Servioes A Resource Groups ~ *
o @ |
Route 63
Gonsole Home A B F 0 X °
Alexa for Buslness Batoh FSx OpsWorks X-Ray

Amazon Chime £
‘Amazon Comprehend

Amazon Conneot c G P
Amazon DooumentDB Certifioate Manager Global Aocoelerator (% Personal Health Dashboard (£
Amazon Foreoast Cloud? @round Statlon Pinpolnt

Amazon FreeRTOS CloudFormation GuardDuty

Amazon GameLHt GloudFront

Amazon Lex CloudHSM 1]

Amazon Maole Clougsearoh 1 QuiokSight

Amazon Managed Blookohaln GloudTrall 1AM

Amazon MQ CloudWiatoh Inspeotor

Amazon Personalize GodeBulld 1T 1-Cliok R

‘Amazon Polly CodeGommit loT Analytios RDS

Amazon Redshift CodeDeploy loT Core Rekognition

Amazon SageMaker CodePlpellne loT Devioe Defender Resource Aooeeauer
Amazon Sumerlan CodeStar loT Devioe Management Route 63
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2. Click Hosted zones under DNS management.

DNS management

0

Hosted zones €

3. Select the domain name of your application.

Create Hosted Zone

Q, Search all fields X | | AllTypes v
Domain Name ~ Type~ Record Set Count~ Comment
Public 9 HostedZone created by Route53 Registrar
Public 4 HostedZone created by Route53 Registrar
Public 3 HostedZone created by Route53 Registrar
Public 4 HostedZone created by Route53 Registrar
Public 2

4. Check the box before the domain name starting with "www.". The Edit Record Set pane will appear at the right
side.

a. Select CNAME - Canonical name for the Type.
b. Delete the IP address(es) in the Value field, then paste the CNAME provided by FortiAppSec Cloud.

Back to Hosted Zones Create Record Set Delete Record Set Test Record Set R X )
(%7
QRecord Set Name X || AnyType v Aliases Only | Weighted Only Displaying 1 to 4 out of 4 Record Sets Edit Record Set
Name: Y
Name Type | Value Evaluate Target Health  Health CheckID | TTL  Region | Weight | Geolocation | Multivalt
Type: | CNAME - Canonical name -
Alias: OYes ® No
NS - - 172800
TTL (Seconds): 300 | 1m | 5m |1h  1d
Vvalue:
SOA 900
CNAME - - 300
resolve to instead of the value n the
Example
e example com
Routing Policy:  Simple -

Route 53 responds {0 queries based only on the values in this record. Learm

More
I

Changing IP addresses of origin servers

After the DNS records are changed, when users visit your application, the traffic is directed to FortiAppSec Cloud instead
of your back-end servers. Users will not be aware of the IP addresses of your back-end servers, but the IP addresses
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may exist in historical DNS lookups that were archived before you activated FortiAppSec Cloud service. This could allow
an attacker to bypass FortiAppSec Cloud and attack your network infrastructure directly.

Therefore, it's recommended to change the IP addresses of your origin servers. Once they are changed, remember to
update the IP address in Network > Origin Servers so that FortiAppSec Cloud can correctly forward traffic to the new
address.

Restricting direct traffic & allowing FortiAppSec Cloud IP addresses

Restricting direct traffic

Once you complete setting up FortiAppSec Cloud, configure your application servers to only accept traffic from
FortiAppSec Cloud IP addresses.

« IfCDN is enabled, make sure to accept traffic from all the IP addresses listed in the following tables, including
the service management IPs and the scrubbing centers' IPs.

« If CDN is not enabled, configure to accept traffic from the service management IPs and the scrubbing center
assigned to your application server.

However, it's recommended to accept traffic from all the following IP addresses, so that you don't need to go back and
accept more IP addresses if you change the CDN status from disabled to enabled.

To know which scrubbing centers are assigned to your application, see How does WAF choose regions? on page 59

Allowing FortiAppSec Cloud IP addresses

If you have deployed a DDoS device or system in your environment, it's most likely that FortiAppSec Cloud's behavior
will be detected as DDoS attacks, because all the requests arriving at your application server have FortiAppSec Cloud's
IP addresses as their source IP addresses.

To avoid this, we highly recommend you to add FortiAppSec Cloud IP addresses to the allowlist of your DDoS
device or system before onboarding applications.

The IP addresses labeled offline in the following tables are backup IP addresses, which can be used when the other IP
addresses fail to work.
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View the IP addresses of your region in WAF > Applications by clicking the Allow IP List
button. A window will pop up displaying all Cloud Waf IPs that need to be added to the firewall.

You can also filter for Platform, Name, and Domain Name by clicking Add Filter before
clicking Allow IP List.

WAF / Applications

IP Allowlist
Applicatic
] Al IPv4 IPvE
= Add Fi| + Add Application
Connections to your origin server will arrive from the below IP addresses Copy to Clipboard ‘
Name 2 Please make sure to allow these IPs on your firewall so they are not mistakenly blocked. B — Node Action
Management IP zoe
Edm))
Scrubbing Center IPv4 addresses IPv6 addresses
Zzow
ap-northeast-1: AS Northeast =
(Tokyo) Da
| [edm)a)
| oo
| [E4'm] x|
= oee
e —_— —— - - — Coa

We have provided two web pages listing all of the IPv4 and IPv6 addresses of the FortiAppSec
Cloud scrubbing centers: https://appsec.fortinet.com/ips-v4 and
https://appsec.fortinet.com/ips-v6. These URLs can be referenced on a FortiGate as a "Threat
Feed" which is dynamically kept up-to-date by the firewall, and can be referenced in security
policy.

How does WAF choose regions?

When you onboard an application, WAF checks the IP address of your origin server to get its location, then suggest a
FortiAppSec Cloud scrubbing center based on the following factors:

« First, we determine if your application server is deployed on AWS, Azure, OCI, or Google Cloud.

o If yes, the scrubbing centers located on the same cloud platform with your application server will be picked out
for further screening.

o If no, the scrubbing center located in EU (Frankfurt) or US East (N. Virginia) region on AWS will be suggested
for your application, depending on whether your application server is in Europe or the rest of the world.

« Among the ones picked out against the first criterion, we then determine whether there is a scrubbing center
deployed in the same region with your application server.

o Ifyes, we will suggest that scrubbing center.
o If no, the following scrubbing centers will be suggested:

AWS Azure Google Cloud OClI
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For application servers EU (Frankfurt) West Europe Europe-west3 Germany Central

located in Europe (Netherlands) (Frankfurt) (Frankfurt)
For application servers US East (N. East US Us-east1 (South  US East
located in the rest of the Virginia) (Virginia) Carolina) (Ashburn)
world

If you enable CDN, there will not be a fixed scrubbing center assigned to you. The traffic from your users around the
world can be directed to any scrubbing center (depending on whether you have selected a specific continent or Global)
which is the closest to them. Be aware that users can't be directed to a cross-platform scrubbing center, for example, if
your application server is on AWS, then your users can only be directed to the scrubbing centers on AWS.

With CDN enabled, if your application server is not deployed on the above mentioned cloud platforms, for example, it's
deployed in your private on-premise network, then your users will be directed to the AWS regions closest to their
locations.

See this article for the regions where FortiAppSec Cloud scrubbing centers are deployed.

CDN

If CDN is enabled, the data on your origin servers will be cached in FortiAppSec Cloud scrubbing centers distributed
around the world or within a certain continent. When users request data from your application, they can be directed to the
nearest scrubbing center and rendered with the requested data. For the list of scrubbing centers, see Restricting direct
traffic & allowing FortiAppSec Cloud IP addresses on page 58.

You can enable CDN when onboarding an application, or set this option in the Application Settings dialog (WAF >

Applications).

Traffic expenses with CDN enabled

The traffic expenses may increase if you enable CDN.

The following graph shows a typical traffic flow when a user initiates a request to the data stored on your application
server. It helps you understand which part of traffic expense increases if CDN is enabled.

User's request first reaches FortiAppSec Cloud scrubbing center for threat detection.
FortiAppSec Cloud sends request to your application server to get the data requested by the user.
The application server sends response to FortiAppSec Cloud.

FortiAppSec Cloud sends response to the user.

o bN-=
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User FortiAppSec Application
Cloud Servers

Your traffic expense includes the following two parts:

» Expense for traffic flow number 4. That is, the traffic sent from FortiAppSec Cloud to your application users.
FortiAppSec Cloud charges for this traffic with a fixed rate. It does not change whether CDN is enabled or not.

o Expense for traffic flow number 3. That is, the traffic outbound from your application server to FortiAppSec Cloud.
Your Internet Service Provider (ISP) charges you for this part of the expense. The unit price for this traffic might vary
depending on whether CDN is enabled or not.

If CDN is not enabled, you will be assigned with a FortiAppSec Cloud scrubbing center located in the same region with
your application server, or a region closest to your application server.

If CDN is enabled, depending on whether you have selected a specific continent or Global, user requests are directed to
the nearest FortiAppSec Cloud scrubbing center (either globally or within the specified continent) closest to the user, but
it could be far from the places where your application server is located.

So, for traffic flow number 3, the transmission path might be comparatively longer when CDN is enabled. Your ISP
probably will charge you with a higher price for the long distance transmission. For example, AWS intra-region data
transfer is considerably higher than in-region data transfer (See AWS pricing policy).

« If your application server is deployed on AWS, Azure, OCI, or Google Cloud, you will be charged for the intra-region
data transfer if CDN is enabled.

« If your application server is deployed elsewhere, such as in your private on-premise environment, FortiAppSec
Cloud scrubbing centers located on AWS will process the traffic. Please consult your ISP about the price of data
transfer between your application server and FortiAppSec Cloud scrubbing center.

Please note that enabling CDN does not always cause the traffic expense to increase. In cases where user request hits
the data cached on FortiAppSec Cloud, FortiAppSec Cloud directly sends response to the user. As there isn't any traffic
flow from your application server to FortiAppSec Cloud, no expense will incur. By caching data on FortiAppSec Cloud, it
saves the cost to fetch data from your application sever every time when users request it.

Data Storage Management

FortiAppSec Cloud provides flexible, compliant data storage management for both cloud applications and on-premises
devices, ensuring that your data is securely stored, easily accessible, and fully compliant with regulatory requirements.

Itis important to research and understand the privacy regulations in the regions where you operate, as these laws can
vary. For example, web applications in the EU must comply with the General Data Protection Regulation (GDPR), which
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ensures that personal data is stored in compliance with the law, enabling organizations to protect the privacy of EU
citizens, ensure explicit consent, and respond quickly to data breaches.

The approach to managing data storage for FortiAppSec Cloud differs depending on whether the user is using a cloud

application or an on-premises device.

Cloud application

WAF offers data storage in two regions:
o EU (AWS Frankfurt Region)
+ US (AWS N. Virginia Region)

When you create your cloud application, the system automatically detects the IP of the Origin Server. If the IP is from
Europe, the EU region is used, and all data is stored in the EU. For IPs from other regions, the data is stored in the US
(AWS N. Virginia Region).

This setup ensures that data is stored in the appropriate region based on the geographic location of the origin server's IP
address.

On-premises devices

For on-premises devices, attack and incident logs are typically stored locally. However, you have the flexibility to change
the data storage location through the Threat Analytics interface and switch data storage region between the United
States and the European Union. This feature allows on-premises users to select a storage location that meets their
specific data governance and compliance needs.

To change the data storage location of your on-premise device,

1. Loginto your FortiAppSec Cloud web service.
2. Inthe side navigation menu, go to Threat Analytics > Gateways.

&
Locate the desired device by serial number, and click on the edit icon in the Action column.

3.
4. Inthe drop down menu, select the desired data storage location.
5. Click OK to save your settings.

Understanding block mode and action

Block mode

On Applications page, you can turn on/off the Block Mode for each application.

When to enable block mode

+ When Block Mode is enabled, FortiAppSec Cloud will take actions as specified in Action of each WAF module.
Requests that trigger security violations are blocked, preventing them from reaching your application server.

« When Block Mode is disabled, FortiAppSec Cloud only monitors violations and generates logs for them.
FortiAppSec Cloud does not block the malicious requests.

Before you enable Block Mode, please check the following prerequisites:
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« The endpoints and origin servers are configured properly. The traffic flow between the clients, FortiAppSec Cloud,
and your application servers is stable.

« Observe the attack logs in FortiView or Attack logs on page 381. If legitimate traffic is falsely detected as attacks
(also called false positives), add exceptions or modify the web protection configurations to avoid false positives in
the future.

Action

When Block Mode is disabled, FortiAppSec Cloud will accept all requests and generate logs for all violations without
considering the specified actions in each WAF feature.

When Block Mode is enabled, all requests will be blocked if they trigger the violation, and the specific actions you have
configured in each WAF feature will prevail. For example, if you set the Action for Known Attacks as Alert & Deny,
FortiAppSec Cloud will block the request (or reset the connection) and generate a log message.

WAF Workflow and Dashboard Overview

This section provides an introduction to the primary web portal pages for configuring settings and monitoring application
activity in FortiAppSec Cloud's WAF service.

Application Page

Many WAF configurations specific to each application, making the Application page your central hub for configuring
and monitoring individual applications.

On the Application page, you can perform actions like creating an application, adjusting the IP allowlist, and editing the
name, CDN, and region for each application. For detailed instructions on these tasks, refer to WAF Applications on page
67.

To access WAF's security features, select one of your applications. This brings you to the selected application's WAF
security dashboard, and updates the WAF side navigation menu to display the selected application's dashboard,
FortiView, network settings, and enabled modules.

WAF / Applications

Applications
= Add Filter IP Allowlist §53 | + Add Application
Name ¢ DNS Status ¢ Blocked [ Allowed ¢ Data o IP Allowlist Block Mode Action
test ©1 Update Pending 0/0 0 1n o ZAm)o|
®10 Update Pending 22/72 282 KB n o FOow
©:2 Update Pending ~ 7/0 30 KB 8 [ @) edwkr)
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Individual Application pages

The pages in this section are accessed by clicking into an application as described above.

Dashboard

This dashboard displays general security insights from the WAF service. For details on the widgets on this page, please
refer to WAF Application Dashboard on page 71.

Blocked Requests
0] 6,638 ‘ O ‘

Security

OWASP Top 10 Threats

Threat Category Threats

No Data

FortiView

Allowed Requests

19k

Last hour ~

Percentage

@

Data 95t percentile Bandwidth
69 MB 3 kbps

Threat Level History

700

600

500

400

300

200

100

Last 24 hours ~ Score ~

16:00 20:00 00:00

04:00 08:00 12:00

Threat Level B Global Threat Average

FortiAppSec Cloud WAF detects attacks to your application and displays the threats in FortiView. Navigate to any page
within this section to explore detailed information on the available threat categories.

Application WAF | Applications

(B Dashboard
Threat by OWASP TOP10
B Leg Settings

e Fortiview »
Threat by OWASE TOPIO € | ¥ Add Filter
Threat by Types
Threat by Source IPs Threat Numbar 1585
Threat by Countries Theaat Score 538

Threat by CVE ID

Action (Block/Monitor)  15:
Theaat Map ciion (Block/ Monitor) a5 1

Tratfie Summary Service (HTTRMHTTPS) 1585 )

Blocked IPs
Tirne Period 7 days
5 Metwork »
@ Security Rules
OWASP Top10 Risk
B Cilent Security
=: Access Rules N AD32021-Injection
2 Bot Mitigation » ADE:2021-Vulnerable and Cutdated Companents

£ DDOS Prewention
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Network

After you complete onboarding applications, you can navigate to the pages under Network if you want to change the
network settings, or configure advanced settings, such as specifying the SSL certificate for HTTPS connections, adding
origin servers, etc.

Modules

Navigate to Add Module to enable additional WAF features. Please note that feature availability may vary based on
your FortiAppSec Cloud license.

Add Modules

=5 NETWORK Content Routing PREMIUM [}
Configure your content routing to route HTTP reguests to a specific server pool.

1) SECURITY RULES Known Attacks o
Protect against known attacks, common vulnerabilities and exposures (CVEs) and other exploits that are
part of the OWASP Top 10.
Anomaly Detection PREMIUM [
Use Machine Learning for Anomaly Detection to block zero day threats and other sophisticated attacks.
Machine Learning automatically and continuously builds and maintains a model of normal user behavior and
uses it to identify malicious application traffic.
Information Leakage o
Information Leakage is the process of sensitive data leaking from the server. This can be server information
that allows attackers to gather information that can help in future attacks.
Cookie Security o
Protect against Cookie poisoning that can lead to stolen sensitive data and account takeover.
File Protection o
File protection verifies that all files uploaded to the application are safe and follow size and type guidelines.
Parameter Validation (]
You can configure rules to validate parameters (input) of your web applications. Input rules define whether
or not parameters are required, and their maximum allowed length, whether or not they match pre-
defined/customized patterns.

i CLIENT SECURITY HTTP Header Security [}

HTTP response security headers are a set of standard HTTP response headers that can help mitigate
known XS5, clickjacking, and MIME sniffing security vulnerabilities. These response headers define security
policies to client browsers so that the browsers avoid exposure to known vulnerabilities when handling
requests.

Vulnerability Scan

The Vulnerability Scan module identifies OWASP Top 10 vulnerabilities in web applications and provides a detailed
report with remediation recommendations to enhance security.

Log Settings

Adjust the export, alert, and sensitive data masking settings for your WAF logs.
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Attack Log Export o

+ Add Log Server

Mame Server Type Server Action

testdavyl SysLog Fw

Attack Log Alerts @

Mode
Enable Name Threat Filter Overview Motification Action
I avual Dariniant
alert_test-222 2 Source IP: | Signature ID: ddd Default #

Traffic Log Export PREMIUM [ ]

Server Type

Bucket Name

Templates
A template is a collection of pre-defined WAF configurations. Assigning a template to an application automatically
applies its WAF configurations to that application.

Templates are ideal if you're unsure which WAF configurations to use, providing a quick and effective way to set up
protection. For details, please see Templates on page 180.
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WAF [ Templates

Name Applications
Drupal
Exchange baidu

ExtendedProtection

SharePoint
StandardProtection

Wordpress

System Settings

Configure settings that apply to all WAF applications.

WAF Applications

+ Create Template

WAF Feature Selected

Known Attacks, File Protection, Request Limits, IP Protection, Known
Bots, Threshold Based Detection, DDOS Prevention, Custom Rule

Known Attacks, File Protection, Reqguest Limits, IP Protection, Known
Bots, Threshold Based Detection, DDOS Prevention, Custom Rule

Known Attacks, Information Leakage, Cookie Security, File Protection,

HTTP Header Security, Request Limits, IP Protection, Known Bots,
Threshold Based Detection, Biometrics Based Detection, DDOS
Prevention, Custom Rule

Known Attacks, File Protection, Reqguest Limits, IP Protection, Known
Bots, Threshold Based Detection, DDOS Prevention, Custom Rule

Known Attacks, File Protection, Request Limits, IP Protection, Known
Bots, Threshold Based Detection, DDOS Prevention, Custom Rule

Known Attacks, File Protection, Request Limits, IP Protection, Known
Bots, Threshold Based Detection, DDOS Prevention, Custom Rule

ACTION

O

Ed |

Edm|

ZD

=D

el

On the Applications page, you can manage configurations related to applications, including viewing application
information, filtering applications, onboarding applications, enabling/disabling CDN, selecting FortiAppSec Cloud

scrubbing centers for your application.

« Viewing application information

» Onboarding applications

« Cloning the application configurations

« Enabling/disabling CDN

« Changing FortiAppSec Cloud scrubbing center
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Viewing application information

Applications (44)

= Add Filter

Name

02

®1

Platform / Region

AWS [ CDN

AWS / CDN

AWS [ CDN

DNS Status ©

Blocked / Allowed =

Data Usage ©

IP Allowlist

Health Check

IP Allowlist

Template

ol ‘ + Add Application

Block Mode  Action

Pending o/o 0 10 v Not Required o [Edmio|
Pending a/o 0 10 @ partial o [Edm)i|
AWS [ AS Northeast (Tokyo) Pending o/o 0 5 @ Partial O [Edm)o]
AWS [ AS Northeast (Tokyo) oK o/o 0 10 ® out of Service kntest o [Edmio|
AWS [ AS Northeast (Tokyo) oK 0/0 0 5 A Enable HC o O
oK a/o 0 5 ¥ Active O [Edm)o]
AWS [ AS Northeast (Tokyo) 0K o/o 0 5 ¥ Not Required Exchange o Do
Pending a/o 0 5 ¥ Not Required o [Edm)i|

AWS / CDN

The application table displays all the applications you have onboarded. You can view the following information about an

application. Click Add Filter to create a filter based on Application table fields. Click the Column Settings icon @ to
select the columns being displayed in the table.

Domain Name

Platform

Region

DNS Status

Blocked / Allowed

Data Usage

IP Allowlist

The domain name of the application. If you have added more than one domain name, click
the number mark to view all the domain name. You can change the domain names in
Network > Endpoints.

The platform where the FortiAppSec Cloud scrubbing center assigned to your application is
located. You can click the editicon /* to change the region.

The FortiAppSec Cloud scrubbing center assigned to your application.

It shows OK if you have changed the DNS record to use the CNAME IP address provided by
FortiAppSec Cloud. Refer to Example: Changing DNS records on AWS Route 53 on page
56.

The ratio of blocked to allowed requests.

Blocked Requests: number of requests blocked by FortiAppSec Cloud
Allowed Requests: The number of requests that reached your application.

To view the details, click the application name, then go to Logs > Attack Logs.

The volume of data processed by FortiAppSec Cloud, including the data accumulated by the
blocked requests.

Displays the number of IPs used for connections to your origin server. Click to view the full
list and add them to your firewall allowlist.
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Health Check

s( IP Allowlist

Hy

=

[=]

[=

[=3

(=]

=]

Showing IP addresses for application
All  IPv4  IPvE

Connections to your origin server will arrive from the below IP addresses. ( Copy to Clipboard
Please make sure to allow these IPs on your firewall so they are not mistakenly blocked. —

Management IP

Scrubbing Center IPv4 addresses IPv6 addresses

ap-northeast-1: AS Northeast
(Tokyo)

Displays the status of the servers on your application.

¢ Enable HC: This application has origin servers with multiple pool members but no
health check configured. We recommend enabling health checks for these origin
servers.

To enable Health Check:
a. Click the name of the relevant application.
b. Navigate to Network > Origin Servers.

c. Find the server pool with the disabled Health Check, then click the Edit 74 icon
under Actions.

In the row of the Server Balance settings, click the Edit (£ icon under Actions.
Scroll down to the Health Check option and select the radio button to enable it.

For details on the other configuration options on this page, please refer to Origin
Servers on page 84.

¢ Active: All servers on this application are healthy and operational.

¢ Partial: The servers on this application have different statuses. Hover over this status to
view a detailed breakdown.
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@ partial

Total: 7

Active: 1
Out of Service: 0
Not Available: 5]

o neTIVS

¢ Out of service: None of the servers in this application are operational.
¢ Not Required: This application does not require enabling health check.

Template The configuration template applied to the application, if any. For more information, refer to
Templates on page 180.

Block Mode Enable or disable the block mode. Refer to Understanding block mode and action on page
62

Onboarding applications

See Onboarding WAF applications on page 48 for instructions on how to onboard applications.

Cloning the application configurations

You can create a new template by cloning an existing application's configuration.

1. Click the Clone icon on the application row.

test @1 Update Pending 0/0 0

(3]

2. Enter a name for the template.
3. Click OK.

The template will be displayed in WAF > Templates.

Enabling/disabling CDN

Enable or disable CDN. For more information, refer to CDN on page 60

Changing FortiAppSec Cloud scrubbing center

e @ o

If CDN is disabled, the system automatically assigns a FortiAppSec Cloud scrubbing center located nearest to your

application server. You can change it to another scrubbing center.
1. Goto WAF > Applications.

2. Click the editicon ¢ for the application.
3. Select the desired region.
4. Click OK.
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WAF Application Dashboard

This dashboard displays general security insights from the WAF service.

Blocked Requests Allowed Requests Data 95t Percentile Bandwidth
0] 6,638 ‘ O ‘ 19k ‘ @ ‘ 69 MB 3 kbps

Security
OWASP Top 10 Threats Last hour ~ Threat Level History Last 24 hours ~ Score ~
700
Threat Category Threats Percentage

600
500
400
300
No Data 200

100

16:00 20:00 00:00 04:00 08:00 12:00

Threat Level B Global Threat Average

Please see the table below for a description on each of the widgets displayed on this page.

Widget Description
Monthly Counts Shows the total number of the following transactions for the current calendar
month:

¢ Blocked Requests

¢ Allowed Requests

e Data

e 95th Percentile Bandwidth

Security

OWASP Top 10 Threats The OWASP Top 10 risk(s) observed in your application traffic.
The OWASP Top 10 is a list of the most critical security risks to web applications,
published by the Open Web Application Security Project (OWASP).

Threat Level History This graph shows the Threat Level of your application traffic over the adjustable

time frame (default = last 24 hours).

You can adjust the time frame, and choose to view the Threat Level (y-axis) as
either a score (0-700) or a percentage.

Attacks are assigned a score based on its severity:
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Widget Description

* Critical: 50

¢ High: 30

e Medium: 10

e Low:5
The system calculates a threat score every 5 minutes by aggregating attack
scores based on their severity.
For instance, if there are two critical attacks (score of 50 each) and one high-level
attack (score of 30) within this timeframe, the total threat score is calculated as
50*2+30=130.
Threat Scores and their corresponding severity levels:

e 1 (low)

¢ 100 (medium)

¢ 400 (high)

e 700 (critical)

Threat Level The threat level in the last hour on a scale from low to critical, followed by an
ordered table with more information on the detected threats.

Incidents A line graph displaying the number of incidents falling under low, moderate, and
high threat levels over the adjustable time frame (default = last hour).

Top Incidents by Severity A ranked list of incidents from the selected time frame (default: last hour), ordered
by their threat level, starting with the highest.

To view additional details, click on an incident in the list.

Top Known Threats A ranked list of threats from the selected time frame (default: last hour), ordered
by their threat level, starting with the highest.
To view additional details, click on an incident in the list.

Vulnerability Scan Insights from Vulnerability Scan.

Traffic

Throughput A line chart displaying the level of throughput of HTTP, HTTPS, and Cached
traffic.

Incoming Requests A line chart displaying blocked, allowed, and cached incoming requests.

Traffic Statistics by Country A world map that highlights the countries with the highest traffic.

Other

Server Status Displays the numbers of servers that are Healthy, Unhealthy, and Health Check

Disabled with a condensed list of all servers. Click All Servers to navigate to
Origin Servers on page 84.

Subscription Services Lists the WAF services available to you based on your license tier, along with their
expiration date and status.
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FortiView

FortiAppSec Cloud detects attacks to your application and displays the threats in FortiView in the following categories:
o Threat by OWASP TOP10: Displays threats by OWASP top10 to analyze the 10 most critical attacks targeted to
your application.
« Threats by Types: Displays threats in specific types, such as Known Attacks, Information Leakage, etc.

» Blocked IPs: Displays IP addresses that have been blocked for security reasons, either by your application's
security policy or by actions triggered by other applications that caused the load balancers to block them. See
detailed instructions to Review and release blocked IP addresses on page 75 below.

» Threat by Source IPs: Displays threats by source IP to provide a deep insight in the IP addresses from which
attacks originate.

« Threats by Countries: Displays threats by countries in which attacks originate.

o Threat Map: Displays threats by geographic region. You can see a global map that shows threats in real-time from
specific countries.

» Traffic Summary: Displays traffic statistics such as source IP addresses, URL, User Agent, Return Code, and
Request Method.

You can see the overview of the threats, such as the total number of threats, threat scores, the types of actions
FortiAppSec CloudWAF carries out in response to specific types of attacks, and how severe attacks are.

Choose the way you would like to view application threat data:

+ Table View

Applications

Threat by OWASP TOMO

Block
200 Monitor

Threat Map

Tratfic Summary 15351 Nov 28 00:00 Mov 26 00:00 Nov 30 00:00 Dec 01 00:00 Dac 02 00:00 Dec 03 00:00 Dec 04 00:00
Blocked IPs
Time Pesiod
 Metwork
OWASP Top10 Risk Threats Threat Score Action (Block/Monitor) Service (HTTP/HTTPS)
AD3 1560 43725 1563/0 ] 0/1569 |
@ Bot Mit ADS: rable and Outdated Companents 16 1600 16/0 | 016 |

& DDOS Prevention
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e Bubble Chart
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You can also drill down from a high-level overview to a detailed analysis of particular threat. Below is an example using
the Threats by Countries menu to illustrate how the filtering and drilling down process works.

To view the detailed analysis of a particular threat:

1. GotoFortiView Threat View > Threats by Countries.

2. Click Add Filter, select Country, and either enter the name of the country or select the country from the drop-down
menu. In this case, United States is selected.

Threats by Countries

(o4 = Add Filter ‘ M - 4 hours 24 hours 1week

Country = United States X

Threat Number 241 250 Block

200

Monitor

150
Threat Score 5445

100

50
Action (Block/Monitor) 241 = o
Nov 15 Nov 16 Nov 17 Nov 18 Nov 19 Nov 20 Nov 21

Service (HTTP/HTTPS) 241
Time Period 7 days
Country Threats 2 Threat Score 3 Action (Block/Monitor) Service (HTTP/HTTPS)
B United States 241 5445 30/211 1 241/0 |

3. Double-click the country row to view a summary of the threat data from this country.

4. Selecttabs to view the threat data categorized by Threats, Sources, HTTP Methods, URLs, CVE ID, and OWASP
Top10.

5. If you know that certain URL tends to falsely trigger violations by matching an attack signature during normal use,
you can click Add Exception beside the signature ID. The traffic to that URL will not be treated as an attack even if
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it matches this particular signature.

Please note that the number of attacks displayed in Attack Logs, FortiView , and Blocked Requests widget on
Dashboard are slightly different.

» Certain attack types such as Bot and DDoS attacks generate a large amount of requests in a short time. To prevent
numerous identical attack logs flooding the Ul, FortiAppSec Cloud only logs the first request in Attack Logs and
FortiView , while it shows the actual count in Blocked Requests Widget so you can know how many actual attack
requests were blocked.

o To prevent Information Leakage, FortiAppSec Cloud may cloak the error pages or erase sensitive HTTP headers in
response packets. Such items are logged only once per minute in Attack Logs and FortiView for you to know the
Information Leakage rule took effect. In the meanwhile, the actual count is recorded in Blocked Requests Widget.

« If you have set FortiAppSec Cloud to block attacks but do not generate a log when certain violation occurs, such as
Deny(no log), then the attacks will not be logged in Attack Logs and FortiView , but will be counted in the Blocked
Requests widget.

Review and release blocked IP addresses

Navigate to FortiView > Blocked IPs to see a list of IP addresses that have been blocked by FortiAppSec Cloud, either
by your application's security rules or by actions triggered by other applications that caused the load balancers to block
them.

In your configuration, WAF modules on page 107 such as IP Protection, Bot Mitigation, or DoS Protection that are set to
use the Period Block action can contribute to this list.

When searching for a specific IP address on this list, you can click Add Filter to narrow down the number of IP
addresses displayed on this page.

To remove an item from this list, click on the delete icon in the same row as the desired IP address to effectively
unblock it.
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Network

After you complete onboarding, you can navigate to the pages under Network if you want to change the network

settings, or configure advanced settings, such as specifying the SSL certificate for HTTPS connections, adding origin
servers, etc.

+ Endpoints

« Origin Servers

Before setting up the network, it is helpful to understand the traffic flow between the clients, FortiAppSec Cloud WAF,
and origin servers.

A 4
(4] g
’I
’/
< -
> rm————— » i
@ v.
® ~\
Users Endpeints RO
S

Load Balancing

Application Servers

The figure above illustrates the following points:

1. When users visit your application, the traffic is directed to the endpoints on FortiAppSec Cloud.

FortiAppSec Cloud WAF filters the incoming traffic from users, blocking the OWASP Top 10 attacks, zero day
threats, and other application layer attacks.

3. Legitimate traffic arrives at origin servers. Load balancing algorithm is used to distribute traffic among servers.

4. When FortiAppSec Cloud sends responses to your users, it obfuscates sensitive data such as the credit card
number and other information that are likely to be used by hackers to damage your business.

Endpoints

Define the types of traffic allowed to access your application, such as HTTP or HTTPS, the specific TLS protocol
versions supported, and the preferred cipher strengths.
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Endpoint Configuration

List the domains to protect. The protection policy configured for this application applies to all the domains.

e You can add up to 10 domains. They should belong to the same root domain, such as www.example.com and
mail.example.com.

» Wildcard is supported except the first entry in the list. Make sure that the domain name entries do not overlap, for
example, “www.example.com” can't be added together with “*.example.com” . The wildcard only matches with the
string within the same domain level, for example, "a.example.com" matches with “*.example.com”, while
"a.a.example.com" doesn't.

» Once the application is onboarded, you are not allowed to change the first domain. Highly recommend to use root
domain for the first domain, e.g. example.com or www.example.com.

Select HTTP, HTTPS, HTTP/2, or IPv6 to define the traffic types allowed to arrive at the domains of your application.

Field Description

Endpoint CNAME This field is autopopulated from your DNS configuration, and is not editable.

Domain List the domains to protect. The protection policy configured for this application
applies to all the domains.

¢ Please enter the root domain as the first entry.

¢ You can add up to 10 domains. They should belong to the same root domain,
such as www.example.com and mail.example.com.

» Wildcard is supported, except for the first domain entry. Make sure that the
domain name entries do not overlap, for example, “www.example.com” can't
be added together with “*.example.com” . The wildcard only matches with the
string within the same domain level, for example, "a.example.com" matches
with “*.example.com”, while "a.a.example.com" doesn't.

¢ Once the application is onboarded, you are not allowed to change the first
domain. Highly recommend to use root domain for the first domain, e.g.
example.com or www.example.com.

HTTP Enable to allow HTTP traffic, and select the port number for HTTP service.

HTTPS Enable to allow HTTPS traffic.
If HTTPS is allowed, you will be required to configure the SSL/TLS Certificate
Management and TLS and Cipher Configuration.
The default value for HTTPS is 443. See below for the list of all accepted HTTPS
configuration options. Make sure the port numbers for HTTP and HTTPS are not
duplicate.

You can view the full, updated list of ports when adding an application under Network Settings, in the dropdown menus
for HTTP and HTTPS.

If the HTTP and HTTPS port number you want to use is not in the list, please contact FortiAppSec Cloud Support or your
sales engineer to customize the port number. Notice not all non-standard ports can be used, and HTTP and HTTPS
services must use different ports.
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Multi-port

Multi-port applications allow you to direct traffic on your application across multiple HTTP or HTTPS ports. To enable
multi-port functionality, create multiple applications with the same domain. For instructions on creating applications, see
Onboarding WAF applications on page 48.

When FortiAppSec Cloud detects multiple applications with the same domain, you will encounter a pop message in the
top-right corner of your window when you click Test Origin Server on the Network tab. This indicates you are creating a
multi-port application.

WAF / Applications

[l T

1 WEBSITE © NETWORK 3 CDN 4 SETTING 5 CHANGEDNS

Network Settings

Configure services and origin server for your application
Select services allowed on your application *

81

HTTP

HTTPS
Please manually enter a FQDN/IP

@® Customize

IP Address or FQDN Port

Server Protocol *
HTTPS ~

Test Origin Server

When configuring a multi-port application, please note the following:

* You cannot change the region/CDN while multi-port is enabled.

» To switch regions or CDNs, delete all multi-port applications of a domain, leaving only the original application.
After changing the region, you will need to manually recreate the multi-port applications to resume traffic from
other ports.

« If you need to use a custom certificate on an application, please re-input the certificate for each multi-port.

» Ensure that the first domain on the multi-port is the same as the first domain on the original application. This ensures
that FortiAppSec Cloud will recognize the duplicate as a multi-port application.

« When managing sub-domains with different port requirements, it is best to create them as separate applications.
This approach ensures each sub-domain can independently manage its specific port settings without overlapping
configurations.

SSL/TLS Certificate Management

. SSL Certificate
SSL/TLS Certificate

Management (® Automatic Certificate Custom Certificate

Manage SSL certificates including
automatic and custom certificates, and
configure challenge types for certificate
issuance.

Challenge Type

HTTP Challenge DNS Challenge
g g
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SSL Certificate

The SSL certificate is used to encrypt the HTTPS connections between users and FortiAppSec Cloud. Without a valid
certificate, users will see a certificate invalid warning when they visit your application.

vy

CloudFront service.

- >
q FortiAppSec Cloud will not apply automatic certificate if your application uses AWS
-

SSL Certificate Option

Description

Automatic Certificate

Custom Certificate

FortiAppSec Cloud 25.3 User Guide
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By default, FortiAppSec Cloud automatically retrieves SSL certificates from the
Certificate Authority Let's Encrypt. If it fails, or if you would like to use your own
certificate, you can manually upload it to FortiAppSec Cloud.

Before selecting Automatic Certificate, ensure the following is done:

» Ensure your DNS record is changed to the CNAME or A record shown in the
last step of the Web Application Configuration wizard.

¢ Ifusing HTTP Challenge, ensure HTTP traffic is enabled and use port 80.
The Certificate Authority sends HTTP requests to FortiAppSec Cloud to
validate the DNS CNAME record.

¢ You must add "letsencrypt.org” in the CAA value if you have configured a
CAA record at your DNS service. For more information, search CAA in
FAQ > Network on page 437.

¢ Do not block requests from the United States in Access Rules > IP
Protection > Geo IP Block, as this will prevent FortiAppSec Cloud from
retrieving certificates from Let's Encrypt.

» Ensure the server health check status is OK before retrieving a certificate. If
not, disable the health check temporarily to avoid interruptions during
certificate retrieval. Once the certificate is retrieved successfully, re-enable
the health check and troubleshoot any server connection issues.

FortiAppSec Cloud may fail to retrieve the certificate for some reasons, for
example, the HTTP traffic is not allowed on the endpoints. An exclamation mark
will appear beside the Automatic Certificate option indicating the certificate fails
to be retrieved.

In this case, or in case you would like to use your own certificate, you can import

SNI certificates or intermediate certificates (optional).

1. Select Custom Certificate on the Endpoints page.

2. For SNI Certificate, click Import and copy the Private Key and Certificate
values provided by your Certificate Authority.
FortiAppSec Cloud automatically parses information of the SNI certificates
including issuance, expiration, status, and certificate chain, and changes
them to recognizable formats.
For status, when FortiAppSec Cloud verifies the private key and certificate
values are consistent, the status is OK; when FortiAppSec Cloud verifies the
certificate has expired, the status is Expired; when FortiAppSec Cloud
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SSL Certificate Option Description

verifies the certificate is valid, while the certificate chain verification fails, the
status is Invalid Chain.

FortiAppSec Cloud requires you to import the private key and certificate in
separate fields. If you use a PKCS#12 certificate, refer to this article to
extract the key and certificate: https://www.ssl.com/how-to/export-
certificates-private-key-from-pkcs12-file-with-openssl|

3. ForIntermediate Certificate (optional), click Import and copy the
certificate value provided by your intermediate Certificate Authority.
FortiAppSec Cloud automatically parses information of the intermediate
certificates including issuance, and expiration, and changes them to
recognizable formats. Also, FortiAppSec Cloud verifies the status and
certificate chain.

When an indeterminate certificate is successfully imported or deleted,
FortiAppSec Cloud reverifies the expiration and certificate chain.

You can import at most 32 SNI certificates and intermediate certificates

respectively. Submit a support ticket if you want to extend the limits.

If you have multiple applications with different root domain names but sharing the

same |IP address, you need to import the certificates for all the domains names.

For more information, see Multiple domains sharing the same IP address on page

214.

When adding an application, you can specify only one domain name. However, you have the option to configure up to 10
certificates. Each certificate supports up to 100 additional domains, meaning your application can support up to a total of
1000 domains. Please note that duplicate certificates containing identical domains are not allowed.

To configure additional certificates:

* Goto Network > Endpoints

Click Add New Certificate

Enter the desired domains, separating each one with line breaks. Wildcard is supported for this step.
Click OK. Let's Encrypt will automatically generate certificates for each domain you entered.

Challenge Type

Let's Encrypt sends challenges to validate that you control the domain names you have listed while onboarding the
application.

Challenge Type Description

HTTP Challenge To pass the challenge, you must change all the DNS entries for the domains you
listed.
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Challenge Type Description

DNS Challenge To pass the challenge, you need to create a new CNAME record for automatic
certificate as well as change the DNS entries for the domains you listed. To avoid
users encounter the "certificate invalid" error, you can first create the CNAME
record (beginning with "_acme-challenge") to get the automatic certificate. After
DNS status turns to OK, which means the certificate is successfully installed, you
can then change the DNS records for your application's domains to direct the
traffic to FortiAppSec Cloud.

Please note that DNS challenge will be used for the wildcard domains regardless
which challenge type you have chosen.

The challenge is automatically handled, but if you need to make more complex configuration decisions, it can be helpful
to understand the process in more detail. For additional information, please see Challenge Types posted by Let's
Encrypt.

Several minutes after the challenge is successfully completed, FortiAppSec Cloud automatically obtains an SSL
certificate from Let's Encrypt installs it on your application. It will be used in HTTPS connections to encrypt or decrypt the
traffic. If FortiAppSec Cloud fails to retrieve the certificate, it will try again every 12 minutes on the 1st day, then once an
hour on the 2nd and 3rd days. After that, the retry frequency reduces to once per day until the certificate is successfully
retrieved.

To retrieve the certificate immediately, click the Refresh button under the Actions column to restore the interval count to
the 1st day. FortiAppSec Cloud will then retrieves certificate every 12 minutes, and so on.

SSL Certificate
SSL/TLS Certificate

Management @ Automatic Certificate (2 Custom Certificate 2

Manage SSL certificates including
automatic and custom certificates, and
configure challenge types for certificate
issuance.

Challenge Type

allenge ? allenge ©
HTTP Challeng @ DNS Challeng ?

Issued to 2 Issued by Subject alternate name Valid Until ¢ Status:  Actions

Pending CE

Thirty days before your certificate expires, FortiAppSec Cloud will re-verify that your DNS CNAME record is still correct.
Ifitis, FortiAppSec Cloud automatically renews your certificate for another 90 days, ensuring that it does not expire. This
process helps maintain continuous encryption for HTTPS connections without manual intervention.

TLS and Cipher Configuration

Select which versions of SSL or TLS protocols are allowed for the HTTPS connections between FortiAppSec Cloud and
the clients.

For a complete list of the ciphers of each Encryption Level, see Supported cipher suites & protocol versions.

Field Description

SSL/TLS Encryption Level: Controls how many ciphers are supported and the settings provide the following
The HTTPS traffic is encrypted or  options:
decrypted with ciphers. ¢ Mozilla-Modern: For services with clients that support TLS 1.3 and don't
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Field Description

TLS 1.3
TLS 1.2
TLS 1.1

HTTP Strict Transport Security
(HSTS)

Redirect all HTTP traffic to
HTTPS (recommended)

need backward compatibility, Mozilla-Modern is the recommended
configuration as it provides an extremely high level of security.

¢ Mozilla-Intermediate: For services that don't need compatibility with legacy
clients such as Windows XP or old versions of OpenSSL, Mozilla-
Intermediate is the recommended configuration as it is highly secure and in
the meanwhile compatible with nearly every client released in the last five (or
more) years.

* Mozilla-Old: For services accessed by very old clients or libraries, such as
Internet Explorer 8 (Windows XP), Java 6, or OpenSSL 0.9.8. Mozilla-old is
the recommended configuration as it is compatible with most of the clients.

e Customized: Select to select options from lists of all available TLS 1.3, 1.2,
and 1.1 ciphers below.

Enable to allow TLS 1.3.
Enable to allow TLS 1.2
Enable to allow TLS 1.1

Enable to combat MITM attacks on HTTP by injecting the RFC 6797
(http://tools.ietf.org/html/rfc6797) strict transport security header into the reply,
such as: Strict-Transport-Security: max-age=31536000.

This header forces clients to use HTTPS for subsequent visits to this domain. If
the certificate is invalid, the client’'s web browser receives a fatal connection error
and does not display a dialog that allows the user to override the certificate
mismatch error and continue.

If enabled, also configure the following:

HSTS Max-age: Specify the time to live in seconds for the HSTS header. The
HSTS enforcement will be lifted after the specified max-age. Subsequent visits
will not be required to use HTTPS.

Include Sub Domains: \When enabled, the HSTS header will include the
includeSubDomains attribute, meaning this setting will be applied to all sub-
domains of your applications.

Redirect all HTTP traffic to HTTPS: Enable to redirect all HTTP traffic to
HTTPS.

Select to automatically redirect all HTTP requests to the HTTPS service with the
same URL and parameters. Do not enable this option if you have only one origin
server and want FortiAppSec Cloud to communicate with the origin server over
both HTTP and HTTPS protocols.

If you want to provide different content over HTTP and HTTPS protocols, Please
refer to Network settings for applications serving different content over HTTP and
HTTPS on page 214

Advanced Security and Protocol Settings

Configure advanced security features such as HTTP/2, client certificate authentication, and other protocol settings.
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SSL/TLS encryption levels.

"9' When HTTP/2 is enabled, only certain TLS 1.3 and TLS 1.2 ciphers will be supported for all
=

HTTP/2

Client Certificate
Authentication

IPv6 Service

Secure flag for internal Cookie

HTTP Only flag for internal
Cookie

Custom Block Page
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Enable to accept HTTP/2 traffic.

Enable it so that FortiAppSec Cloud requires a client to provide a client certificate
during the SSL handshake. When enabled, if a client doesn't provide a client
certificate during the SSL handshake, FortiAppSec Cloud won't accept the
request.
¢ Click Import to upload the trusted CA certificates so that FortiAppSec Cloud
can authenticate client certificates.
How to obtain CA certificate:
¢ If you are using a commercial CA, your web browser should already
contain a copy in its CA trust store. Export a copy of the file to your
desktop or other folder.
¢ If you are using your own private CA, download a copy from your CA’s
server. For example, on Windows Server 2003, you would go to:
HTTPs://<ca-server ipv4>/certsrv/

where <ca-server ipv4> isthe |IP address of your CA server. Login
as Administrator. Other accounts may not have sufficient privileges.
The Microsoft Certificate Services home page for your server's CA
should appear, and you can download a CA certificate, certificate chain,
or CRL from there.
Note: Verify that your private CA’s certificate does not contain its private
keys. Disclosure of private keys compromises the security of your network,
and will require you to revoke and regenerate all certificates signed by that
CA.
¢ Click Import to upload the Certificate Revocation Lists. To ensure that
FortiAppSec Cloud validates only certificates that have not been revoked,
you should periodically upload current certificate revocation lists (CRL) that
may be provided by certificate authorities (CA).

If IPv6 is enabled, both IPv4 and IPv6 are allowed to your application. If disabled,
only IPv4 traffic is allowed.

Enable to add the secure flag to cookies, which forces browsers to return the
cookie only when the request is for an HTTPS page. When enabled, only the
HTTPS request contains cookie, while the HTTP is cookieless.

Enable to add the "HTTP Only" flag to internal cookies, which prevents client-side
scripts from accessing the cookie.

Select the block page that FortiAppSec Cloud displays to your users. It contains
the following messages:
e The error page FortiAppSec Cloud uses to respond to an HTTP request that
violates a policy and the configured action is Deny or Period Block.
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¢ The "Server Unavailable!" page that FortiAppSec Cloud returns to the client
when none of the server pool members are available either because their
status is Disable or Maintenance or they have failed the configured health
check.
« The Captcha enforcement pages that FortiAppSec Cloud uses to
differentiate between real users and automated users, such as bots.
The custom block page is configured in WAF > System Settings > Custom
Block Pages.

Origin Servers
Configure the origin servers which FortiAppSec Cloud will send the traffic to. If there are multiple origin servers,
configure Load Balancing rules to determine how the traffic should be distributed among servers.

¢ Create Server Pool on page 84
« Create Server on page 87

]
\‘ ’a You can lock your origin server's IP address to prevent other accounts on FortiAppSec Cloud
9 from setting up an application targeting malicious traffic at your origin server. Please contact
— Fortinet Support or your sales engineer to request for the Origin Server Lock setup.

Create Server Pool

Origin Servers

Server Pools + Create Server Pool

# Pool Name Server Balance Load Balancing Algorithm Persistence Method Persistence Timeout Health Check Summary Action

v default_pool Enable Round Robin Source IP 300 Disable 1 Server =

1. Navigate to Network > Origin Servers.
2. Click Create Server Pool.
3. Configure the following settings.

Field Description

Pool Name Supports letters (a-z, A-Z), numbers (0-9), dashes (-), and underscores (_).
This cannot be changed after creation.

Server Balance After the application is onboarded, Server Balance is enabled by default to
apply load balancing algorithm to origin servers.
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Field Description

If you disable this option, you can only configure one origin server, but both
HTTP and HTTPS ports can be used for that server.

We recommend keeping Server Balance on, even if you only have one server,
because turning it off will delete all existing server settings. Additionally, server
status monitoring won’t be available when Server Balance is off. Only disable
Server Balance if you need to use both HTTP and HTTPS with your origin
server.

The following options are only available when Server Balance is enabled.

Load Balancing Algorithm

Persistence

Persistence Timeout

Cookie Name

Cookie Path

Cookie Domain
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¢ Round Robin — Distributes new TCP connections to the next server,
regardless of weight, response time, traffic load, or number of existing
connections.
¢ Weighted Round Robin — Distributes new TCP connections using the
round-robin method, except that members with a higher weight value
receive a larger percentage of connections.
¢ Least Connection — Distributes new TCP connections to the member
with the fewest number of existing, fully-formed TCP connections.
¢ Source IP Hash — Distributes new TCP connections using a hash
algorithm based on the source IP address of the request.
When the status of a server is set to Disabled, or a health check indicates it is
down. FortiAppSec Cloud will transfer any remaining HTTP transactions in the
TCP stream to an active server according to the Load Balancing Algorithm.

After FortiAppSec Cloud has forwarded the first packet from a clientto a
server, some protocols require that subsequent packets also be forwarded to
the same server until a period of time passes or the client indicates that it has
finished transmission.
Persistence specifies how FortiAppSec Cloud determines a request is the
subsequent request from a client.
¢ Source IP—The requests with the same client IP address and subnet as
the initial request will be forwarded to the same server.
¢ Insert Cookie—The requests with the same cookie name as the initial
request will be forwarded to the same server.
If you select None, the subsequent requests will be forwarded to random
servers according to the Load Balancing Algorithm.

Set the time, in seconds, after which an idle connection will cause FortiAppSec
Cloud to select a new server from the pool.

Specifies a value to match or the name of the cookie that FortiAppSec Cloud
inserts.
Available only when the Persistence is set to Insert Cookie.

Specifies a path attribute for the cookie that FortiAppSec Cloud inserts.
Available only when the Persistence is set to Insert Cookie.

Specifies a domain attribute for the cookie that FortiAppSec Cloud inserts.
Available only when the Persistence is set to Insert Cookie.
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Field Description

Health Check Enable to periodically test for server availability. If FortiAppSec Cloud
determines the server is unresponsive, it will not forward traffic to this server
until it becomes responsive again.

Enable Health Check only if there are more than one origin servers
associated with this application.

When Health Check is enabled, you can click the Test icon in the origin
server list to get the real-time status of a single server.

The following options are only available when Health Check is enabled

URL Path Type the URL that the HTTP or HTTPS request uses to verify the
responsiveness of the server (for example, /index.html).

If the web server successfully returns this URL, and its content matches the
Response Code, it is considered to be responsive.

By default, FortiAppSec Cloud uses the URL path "/" to test responsiveness of
the server when you click Test Origin Server in the ADD APPLICATION
wizard, then populates the response code received from the server in the
Response Code field.

Interval Type the number of seconds between each server health check.
Valid values are 1 to 300. Default value is 10.

Timeout Type the maximum number of seconds that can pass after the server health
check. If the web server exceeds this limit, it will indicate a failed health check.

Valid values are 1 to 30. Default value is 3.

Retry Times Type the number of times, if any, that FortiAppSec Cloud retries a server
health check after failure. If the web server fails the server health check this
number of times consecutively, it is considered to be unresponsive.

Valid values are 1 to 10. Default value is 3.

Method Specify whether the health check uses the HEAD, GET, or POST method.
Response Code Enter the response code that you require the server to return to confirm that it
is available.

4. Click OK to save the newly created server pool and return to the Origin Servers page, where you should see the
newly added server pool in the Server Pools table. The server pool will be empty initially; follow the instructions
below to add servers to this pool.

5. Click the Edit icon on one of the server pools to add servers to the server pool.

v default_pool Enable Round Robin Source IP 300 Disable 1 Server
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Create Server

Create Server

Status

(® Enable Disable Maintenance

Server Type

(ONI Domain Dynamic

IP/Domain

Protocol

HTTPS -

Port

443
Weight
1

Backup

HTTP/2
®

SSL/TLS Encryption Level

1. Onthe Network > Origin Servers page, click the Edit icon on one of the server pools to view/edit its nested
servers.

v default_pool Enable Round Robin Source IP 300 Disable 1 Server

2. Click Create Server Pool
2. Configure the following settings.

d

Status ¢ Enable—Specifies that this server can receive new sessions from
FortiAppSec Cloud.
¢ Disable—Specifies that this server does not receive new sessions from
FortiAppSec Cloud and it closes any current sessions as soon as possible.
¢ Maintenance—Specifies that this server does not receive new sessions
from FortiAppSec Cloud but it maintains any current connections.

Server Type Select either IP or Domain to indicate how you want to define the server.
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IP/Domain

Cloud Connector

Filter

IP List

Protocol & Port
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Select Dynamic if the server's IP address dynamically changes. This applies only
to servers on AWS, Azure, and Google Cloud.

Specify the IP address or fully-qualified domain name (FQDN) of the server.
For domain servers, FortiAppSec Cloud queries a DNS server to resolve each
web server’'s domain name to an IP address/FQDN. For improved performance,
it's recommended to use physical servers instead.

Available only if the Server Type is IP or Domain.

Select the Cloud Connector so that FortiAppSec Cloud can be authorized to
access the resources in your public cloud account. See Cloud Connectors on
page 183.

Available only if the Server Type is Dynamic.

Once you select the fabric collector that you have created, the available filter
options for your VMs in your public cloud account will be listed here. You can
select multiple filter options among instance IDs, image IDs, tags, etc.
FortiAppSec Cloud will find the VM instance, for example, whose instance ID is i-
12345678 in your AWS account, then obtain the IP address of this instance and
record it as the origin server's IP.

AWS

* instance-id (e.g. instance-id=i-12345678)

¢ image-id (e.g. image-id=ami-123456)

¢ key-name (e.g. key-name=aws-key-name)

¢ subnet-id (e.g. subnet-id=sub-123456)

e tag:TagName (The tag attached to the instance. TagName is a variable. It
can be any value you have named for the tag. e.g. tag: Type=appserver. Up
to 8 tags are supported.)

Azure

e vm-name (e.g. vm-name=myVMO01)

o tag:TagName (The tag attached to the virtual machine. TagName is a
variable. It can be any value you have named for the tag, e.g.
tag: Type=appserver. Up to 8 tags are supported.)

GCP

* instance-id (e.g. instance-id=3528415166015934407)

¢ instance-name (e.g. instance-name=myInstance)

¢ labels.LabelName(The label attached to the instance. LabelName is a
variable. It can be any value you have named for the tag, e.g.
labels.Type=appserver. Up to 8 labels are supported.)

Available only if the Server Type is Dynamic.

Click Test button. FortiAppSec Cloud will find the instances/virtual machines
according to the filters selected above, then list their IP addresses.
Available only if the Server Type is Dynamic.

Select whether this server connects with FortiAppSec Cloud through HTTP or
HTTPS, then type the port number for the HTTP or HTTP protocol. The valid
range is from 1 to 65,535.

Only available when the Origin Servers on page 84 is on.
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HTTPS Port & HTTP Port

HTTP/2
Weight

Backup

Sever Certificate
Authentication

CA Certificate

Certificate Revocation
Lists

If enabling HTTPS, see the next step for detailed configuration instructions.

When the Origin Servers on page 84 is off, FortiAppSec Cloud can communicate
with the origin server over both HTTP and HTTPS protocols. Specify the port
number for both HTTP and HTTPS protocols.

Only available when the Origin Servers on page 84 is off.
When HTTPS is enabled, you can enable HTTP/2.

If TCP connections are distributed among the servers using the Weighted
Round Robin load-balancing algorithm, servers with a greater weight receive a
greater proportion of connections.

Weighting servers can be useful when, for example, some servers are more
powerful or if a server is already receiving fewer or more connections due to its
role in multiple websites.

If enabled, when other servers fail their server health check, FortiAppSec Cloud
routes any connections for the failed server to this server.

If you have enabled Backup for more than one server, FortiAppSec Cloud uses
the load balancing algorithm to determine which servers to use.

The backup server mechanism does not work if you do not enable Health check
in the loading balancing configurations.

Enable this option to secure the connection between FortiAppSec Cloud and the
server.

Please note this option is available to configure only when you have successfully
added the server.

If Sever Certificate Authentication is enabled, then you need to click Import to
upload the SSL certificate to encrypt the HTTPS connection.

Click Import to upload the Certificate Revocation Lists. To ensure that
FortiAppSec Cloud validates only certificates that have not been revoked, you
should periodically upload current certificate revocation lists (CRL) that may be
provided by certificate authorities (CA).

Ny FortiAppSec CloudWAF continuously verifies the IP address paired with the domain name,

configuration. The frequency that WAF updates the IP depends on the TTL of the DNS

‘?' and if the IP address changes, WAF automatically updates the origin server IP in its

record, which is usually 60 seconds in AWS ALB/ELB.

4. IfHTTPS protocol is selected, you need to configure which versions of TLS protocol to use and the SSL encryption

level.

o TLS Versions: Select which versions of TLS protocols are allowed for the HTTPS connections between WAF

and the server.

« SSL Encryption Level: The HTTPS traffic is encrypted or decrypted with ciphers. SSL Encryption Level
controls which ciphers are supported.
» Mozilla-Modern: For services with clients that support TLS 1.3 and don't need backward compatibility,
Mozilla-Modern is the recommended configuration as it provides an extremely high level of security.
» Mozilla-Intermediate: For services that don't need compatibility with legacy clients such as Windows XP
or old versions of OpenSSL, Mozilla-Intermediate is the recommended configuration as it is highly secure
and in the meanwhile compatible with nearly every client released in the last five (or more) years.

FortiAppSec Cloud 25.3 User Guide
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* Mozilla-Old: For services accessed by very old clients or libraries, such as Internet Explorer 8 (Windows
XP), Java 6, or OpenSSL 0.9.8.
« Customized — Supports a customizable list of all ciphers.
3. Click OK. This saves the new server under the selected server pool
4. Foreach created origin server, from the Action tab, you can delete the server, or edit the server information; also,
you can click the Test icon to get the real-time server status.
You can add at most 128 origin servers to the server pool of an application.

iy,
~ Y
As the Health Check test packet is just a simulating one, the test result may not show the
real server status.

Content Routing

Configure content routing rules to direct traffic to origin servers based on URL, Header, Cookie, Parameter, or Source IP.
Configuration for multiple server pools and content routings is supported.

¢ Each application can have up to 32 content routings, with each content routing supporting
up to 32 rules.

vy
~ - » Forthose using licenses purchased from Fortinet, the number of content routings you
enable directly corresponds to the application license requirement.
— For example, an application with one content routing enabled uses the license space for

one application, while an application with two content routings enabled uses the space for
two applications, and so forth.

Content Routing

Content Routing + Create Content Routing

ID Name Server Pool Default Rule Count Action
1 abc default_pool Yes 2 Eardm
2 cce bbb No 0 £ )

Enable Content Routing

1. Click Add Modules in the side navigation menu.
2. Under Network, enable Content Routing.
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Disabling Content Routing via the Add Modules wizard will do the following:
¢ Permanently remove all existing content routing configurations

¢ Delete all origin server pools except for the default server pool.

‘\ ! !' Once you enable Content Routing, you will be able to create server pools on Network >
Origin Servers.
Please note, you cannot delete the default server pool. This ensures it remains available if you
- later disable the Content Routing module.

Create content routing rule

1. Inthe side navigation menu, click Network > Content Routing.

2. Click Create Content Routing.
Please note, each application can have a maximum of 32 content routings, and each content routing can contain up
to 32 rules.

3. Configure the following:
Create Content Routing

Name
Server Pool

Default

o @

Match Sequence

Content Routings . + Create Rule .

Relationship with

previous rule Reverse Match Condition Action

D Match Object

No data found

Field Description

Name Enter an identifiable name for your routing.

Server Pool Select the Server Pool you would like to direct traffic to.
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Field Description

Default When enabled, traffic that does not match the Rules in any content routing will
be directed to the Server Pool in the current content routing. Configuring a
default routing ensures that all traffic is processed by a server pool, avoiding
dropped traffic.

Each application can have one default routing.

4. Click Create Rule to configure the desired traffic behavior under this routing.

Create Rule
1D

1

Match Object

HTTP URL -

Relationship with previous rule

® AND O OR @

Reverse
+ Create Rule
.

Match Condition
Action

Match Expression

‘ CANCEL |

T

Field Description

ID A system-generated number that identifies the rule in its sequence within the
content routing.

Match Object The criteria used to base the rule for directing traffic.

In this drop-down menu, you can select from the following options:
e HTTP Host

e HTTP URL

¢ URL Parameter
e HTTP Referer
¢ HTTP Cookie
e HTTP Header
¢ Source IP

e HTTPS SNI
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Field Description
Relationship with previous Select whether the current rule should run concurrently with or as an
rule alternative to the previous rule.

For the first rule in a routing sequence, this field has no effect.

Please note, rules bound by an AND relationship take precedence over those
with OR relationships. This ensures all AND conditions must be met before
considering OR conditions.

Reverse If enabled, the rule will apply to all traffic that does not match the specified
condition, rather than to all traffic that does match it.

The following configuration options will vary based on the selected Match Object.
If you set Match Object to URL Parameter, HTTP Cookie, or HTTP Header, configure the following:

Field Description

Name Match Condition Select an attribute in the traffic name that defines a match.

¢ Is equal to — The rule applies to traffic names that fully match the
specified value.

¢ Match prefix — checks if the beginning of a string matches a specified
prefix. For example, if the prefix is "api/", the condition will be true for
strings like "api/v1/resource" but not for "web/v1/resource."

¢ Match suffix — checks if the end of a string matches a specified suffix.
For example, if the suffix is ".html", the "match suffix" condition will be true
for URLs like "example.com/page.html" but not for
"example.com/page.php".

¢ Match contains — The rule applies to all traffic names that contains the
specified value.

¢ Regular Expression — The rule applies to all traffic names that match
the specified regular expression.

Name This field appears when Match Object is set to URL Parameter, HTTP
Cookie, or HTTP Header.

Enter what the Name Match Condition will use to match against.

Value Match Condition Select an attribute in the traffic value that defines a match.

¢ Is equal to — The rule applies to traffic values that fully match the
specified value.

¢ Match prefix — checks if the beginning of a string matches a specified
prefix. For example, if the prefix is "api/", the condition will be true for
strings like "api/v1/resource" but not for "web/v1/resource."

¢ Match suffix — checks if the end of a string matches a specified suffix.
For example, if the suffix is ".html", the "match suffix" condition will be true
for URLs like "example.com/page.html" but not for
"example.com/page.php".

¢ Match contains — The rule applies to all traffic values that contains the
specified value.

¢ Regular Expression — The rule applies to all traffic values that match
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Field Description

the specified regular expression.

Value This field appears when Match Object is set to URL Parameter, HTTP
Cookie, or HTTP Header.

Enter what the Value Match Condition will use to match against.

If you set Match Object to HTTP Host, HTTP URL, HTTP Referer, HTTPS SNI, configure the following:

Field Description

Match Condition Select the attribute in the match object that defines a match.

¢ Is equal to — The rule applies to traffic values that fully match the
specified value.

¢ Match prefix — checks if the beginning of a string matches a specified
prefix. For example, if the prefix is "api/", the condition will be true for
strings like "api/v1/resource" but not for "web/v1/resource."

¢ Match suffix — checks if the end of a string matches a specified suffix.
For example, if the suffix is ".html", the "match suffix" condition will be true
for URLs like "example.com/page.html" but not for
"example.com/page.php".

¢ Match contains — The rule applies when the match object contains the
specified value.

* Regular Expression — The rule applies when the match object matches
the specified regular expression.

¢ Match directory — The rule applies when the match object contains the
specified string between delimiting characters (slash) in a domain name.

¢ Match domain — The rule applies when the match object contains the
specified string between the periods in a domain name.

Match Expression Enter what the Match Condition will use to match against.

If you set Match Object to Source IP, configure the following:

Field Description

Match Condition Select the attribute in the match object that defines a match.
¢ IPv4 Address/Range — The rule applies when the match object is the
specified IPv4 address or falls within the specified IPv4 address range.
¢ IPv6 Address/Range — The rule applies when the match object is the
specified IPv6 address or falls within the specified IPv6 address range

¢ Import From CSV File — Instead of entering an IP range, upload a CSV
file that contains a list of IP addresses. The rule will trigger when any of
the listed IP addresses is detected in the match object.

IP range Enter the IP range the Match Condition will use to match against.

5. Click OK to save the new rule.
6. Click Save to apply changes.
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Supported cipher suites & protocol versions

A secure connection’s protocol version and cipher suite, including encryption bit strength and encryption algorithms, is
negotiated between the client and the SSL/TLS terminator during the handshake.

The SSL/TLS Encryption Level controls how many ciphers are supported and the settings provides the following
options:
» Mozilla-Modern: For services with clients that support TLS 1.3 and don't need backward compatibility, Mozilla-
Modern is the recommended configuration as it provides an extremely high level of security.

+ Mozilla-Intermediate: For services that don't need compatibility with legacy clients such as Windows XP or old
versions of OpenSSL, Mozilla-Intermediate is the recommended configuration as it is highly secure and in the
meanwhile compatible with nearly every client released in the last five (or more) years.

» Mozilla-Old: For services accessed by very old clients or libraries, such as Internet Explorer 8 (Windows XP), Java
6, or OpenSSL 0.9.8. Mozilla-old is the recommended configuration as it is compatible with most of the clients.

+ Customized — Supports a customizable list of all ciphers.

Ciphers supported by Mozilla-Modern/Intermediate/Old levels

Mozilla Mozilla Inter- Mozilla

Modern LLLIEL Oid
TLS_AES_256_GCM_SHA384 Yes Yes Yes
TLS CHACHA20 POLY1305 Yes Yes Yes
SHA256
TLS _AES 128 GCM_SHA256 Yes Yes Yes
ECDHE-ECDSA-AES128-GCM- Yes Yes
SHA256
ECDHE-RSA-AES128-GCM- Yes Yes
SHA256
ECDHE-ECDSA-AES256-GCM- Yes Yes
SHA384
ECDHE-RSA-AES256-GCM- Yes Yes
SHA384
ECDHE-ECDSA-CHACHA20- Yes Yes
POLY1305
ECDHE-RSA-CHACHA20- Yes Yes
POLY1305
DHE-RSA-AES128-GCM-SHA256 Yes Yes
DHE-RSA-AES256-GCM-SHA384 Yes Yes
DHE-RSA-CHACHA20-POLY 1305 Yes
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Mozilla Mozilla Inter- Mozilla
mediate

Modern Oid

ECDHE-ECDSA-AES128-SHA256 Yes
ECDHE-RSA-AES128-SHA256 Yes
ECDHE-ECDSA-AES128-SHA Yes
ECDHE-RSA-AES128-SHA Yes
ECDHE-ECDSA-AES256-SHA384 Yes
ECDHE-RSA-AES256-SHA384 Yes
ECDHE-ECDSA-AES256-SHA Yes
ECDHE-RSA-AES256-SHA Yes
DHE-RSA-AES128-SHA256 Yes
DHE-RSA-AES256-SHA256 Yes
AES128-GCM-SHA256 Yes
AES256-GCM-SHA384 Yes
AES128-SHA256 Yes
AES256-SHA256 Yes
AES128-SHA Yes
AES256-SHA Yes
DES-CBC3-SHA Yes

Log Settings

This page includes configuration information for attack logs and traffic logs. For information on audit logs, please see
Audit Logs Export on page 399.

« Attack logs Export on page 97

« Configuring attack log alert on page 100

» Exporting traffic logs on page 101

» Sensitive Data Masking on page 105

+ Retention and Periodic clean on page 105
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Attack logs Export

Attack logs provide detailed insights for

individual applications, helping track and analyze security events.

To export the attack logs to a log server:

Go to Application > Log Settings.
Enable Attack Log Export.

Click Add Log Server.

Configure the following settings.

o bN-=

Name

Server Type

SyslLog
IP/Domain and Port
Protocol

Server Certificate Verification

Custom Certificate and Key

Client Certificate

Private Key

Password

Log Format

Log Severity
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Enter a name for the log server.

Select whether to export the logs to a log server, an ElasticSearch service,
FortiAnalyzer, or FortiSIEM.

See the following instructions for SysLog, ElasticSearch, FortiAnalyzer, and
FortiSIEM

Enter the IP/Domain and Port of the log server.
Select the protocol used for log transfer.

When enabled, the system will enforces server certificate verification before it
sends attack logs to the log server.

o Off: FortiAppSec Cloud automatically retrieves the SSL certificate used to
encrypt the HTTPS connections between the log server and FortiAppSec
Cloud.

¢ On: Manually enter the SSL certificate.

Available only if you select SSL in Protocol.

Fill in the Certificate field.
Available only if you enabled Custom Certificate and Key.

Fill in the Private Key field.
Available only if you enabled Custom Certificate and Key.

Enter the password of the private key.
Available only if you enabled Custom Certificate and Key.

¢ Default: Export logs in default format.

¢ Custom: Customize the log format. All the supported parameters are
listed by default. You can select the ones that you need, and delete the
others. See Custom Log Fields on page 99

¢ Splunk: Export logs to Splunk log server.

e CEF:0 (ArcSight): Exportlogs in CEF:0 format.

¢ Microsoft Azure OMS: Export logs in Microsoft Azure OMS format.

e LEEF1.0(QRadar): Export logs in LEEF1.0 format.

Select the severity level of the logs. All the exported logs will be attached with
the selected severity level.
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Log Facility Select the source facility of the logs. We only support the local use facilities
which are not reserved and are available for general use.

ElasticSearch

ElasticSearch is a search engine providing a distributed, multitenant-capable full-text search engine with an
HTTP web interface and schema-free JSON documents.

Address and Port Enter the address and port to access your ElasticSearch service.
The default port for ElasticSearch service is 9200.

User Name Enter the user name of the ElasticSearch service.
Password Enter the password of the ElasticSearch service user.
FortiAnalyzer

FortiAnalyzer is a powerful log management, analytics, and reporting platform that provides centralized logging
and analysis, plus end-to-end visibility.
Please note the following:
* FortiAnalyzer is supported; however, FortiAnalyzer Cloud is not.
* When configuring the corresponding ADOM on FortiAnalyzer, please set the Type to FortiWeb.
» FortiAnalyzer supports assigning devices to different ADOMs, provided that each OU’s master account is
associated with a distinct contract (i.e., a unique serial number).
However, if the organization has enabled Contract Sharing Mode, all OU accounts share the same contract
and serial number. In this case, FortiAnalyzer treats them as a single device, which prevents assigning them

to different ADOMs.
IP/Domain and Port Enter the IP/Domain and Port of the log server.
Protocol Select the protocol used for log transfer.

Server Certificate Verification When enabled, the system will enforces server certificate verification before it
sends attack logs to the log server.

Log Format Preview This box shows a preview of the log format, and is not editable.

Log Severity Select the severity level of the logs. All the exported logs will be attached with
the selected severity level.

Log Facility Select the source facility of the logs. We only support the local use facilities
which are not reserved and are available for general use.

FortiSIEM
IP/Domain and Port Enter the IP/Domain and Port of the log server.
Protocol Select the protocol used for log transfer.

Server Certificate Verification When enabled, the system will enforces server certificate verification before it
sends attack logs to the log server.

Log Format This box shows a preview of the log format, and is not editable.

Log Severity Select the severity level of the logs. All the exported logs will be attached with
the selected severity level.

Log Facility Select the source facility of the logs. We only support the local use facilities
which are not reserved and are available for general use.
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5. Click OK. The system exports newly generated attack logs to the log server every minute.

To prevent log poisoning, it's recommended to set filters on your log server to allow only the traffic from FortiAppSec
Cloud. The source IPs are as follows:

« 3.226.2.163
o 3.123.68.65

Custom Log Fields

Below is a list of all supported log fields when Log Format is set to Custom.

Field Name

Date and Time

Date

Time

Time Zone

UTC Date
Timestamp

Log Type ID
Message ID
Application ID
Application Name
Application Domain
Template Name
Source IP

Source Port
Destination IP
Destination Port
Source Country
Service

Login User

Main Type of Threat
Sub Type of Threat
Threat Level

Threat Weight
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Placeholder

dt

date
tm
tz
utc

ts

mid
eid
an
ed
tn
si
sp
ds
dp
sc

SvC

mt

st

tw

Example

2025-02-19T19:34:05-
05:00

2025-02-27
19:34:05

-05:00
2025-02-20T00:34:05
1740011645000
20000007
098765432123
1234567890
ftnt-app1
docs.fortinet.com
My Template
0.00.000.00

80
123.456.789.0
443

Canada
https/tls1.3
Unknown

Known Attacks
Cross Site Scripting
Severe

10
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Field Name Placeholder Example

Action act Block

HTTP Host hh fortinet.com

HTTP URL hu /ContactUs.aspx

HTTP Version hv 1.x

HTTP Method hm POST

HTTP Agent ha gp-vcloud-director

HTTP Refer hr none

Signature ID sid 010000009

Signature CVE ID SCi N/A

OWASP Top10 ott A03:2021-Injection

Message msg Parameter(emaillD)
triggered signature ID
010000009 of Signatures

Packet pkt "packet string"

Configuring attack log alert

FortiAppSec Cloud monitors the attack logs every five minutes, and sends alert email based on the set threat level. You
can also customize a more complex rule for the alert email.

To configure an attack log alert:

1. GotoLog Settings.
2. Enable Attack Log Alerts.
3. For Mode, when you select Basic, configure the following settings

Threat Level The attacks of different threat levels are marked with the following values:

e Critical: 50

e High: 30

e Medium: 10

e Low:5
The system counts the threat score every 5 minutes. For example, if there are 2 critical
attacks and 1 high threat level attack in 5 minutes, the threat score is 50*2+30=130.
Basic
In basic mode, an alert email will be sent if the threat score is accumulated higher than
the following value in 5 minutes:

e 1 (low)

¢ 100 (medium)

* 400 (high)

e 700 (critical)
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For example, if you set the Threat Level to medium, and the threat score is 130, then
an alert email will be sent.

Notification Recipient e Default—The alert email will be sent to the email address that is used to register
your account.

¢ Custom—Specify the email addresses to receive the alert.

Custom Recipient Enter the email addresses. Separate multiple email addresses with ",".
Available only if you select Custom for Notification Recipient.

4. For Mode, when you select Advanced, click +Create Alert to customize a more complex rule. You can create at
most two rules.

5. Configure the following settings.

Name Enter a name for the alert rule.

Threat Score Specify a threat score for the attack log.
The attacks of different threat levels are marked with the following values:
e Critical: 50
¢ High: 30
¢ Medium: 10
e Low:5
The system counts the threat score every 5 minutes. For example, if there are 2 critical
attacks and 1 high threat level attack in 5 minutes, the threat score is 50*2+30=130.

If the actual threat score is higher than the score value you set, an alert email will be
sent.

Notification Recipient ¢ Default—The alert email will be sent to the email address that is used to register
your account.

¢ Custom—Specify the email addresses to receive the alert.

Custom Recipient Enter the email addresses. Separate multiple email addresses with ",".
Available only if you select Custom for Notification Recipient.

6. For Filter Overview, click Add Filter to create a filter based on attack log messages. Only messages that match
the criteria in the filter will be calculated on the threat score.

7. Click OK.

Exporting traffic logs

Traffic logs record traffic events such as HTTP requests and responses, and the expiration of HTTP sessions.
FortiAppSec Cloud's Web Ul doesn't show traffic logs, but you can export traffic logs to AWS S3 or Azure Blob bucket in
real time for long-term storage, analysis, or alerting.

Please note that at this time, FortiAppSec Cloud does not support exporting traffic logs to OCI (Oracle Cloud
Infrastructure).

1. GotoLog Settings.
2. Enable Traffic Log Export.
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3. Configure the following settings.

Server Type

AWS S3

Bucket name

Region

Access Key ID

Secret Key ID

Folder

Azure Blob

Storage Account Name
Account Access Key

Container Name

Select whether to export the logs to AWS S3 or Azure Blob.

Enter the AWS S3 bucket name.

Enter the region code, for example, ap-southeast-1.
Enter the access key ID of the S3 bucket.

Enter the secret key ID of the S3 bucket.

Enter the folder to store the traffic log.

Enter the Azure Blob storage account name
Enter the Account Access Key for your storage account.

Enter the name of the blob container to which you would like to export your
traffic logs.

To use an S3 bucket for traffic export, the IAM role must have the following permissions

enabled:

¢ s3:PutObject
¢ s3:GetObject
¢ s3:GetBucketLocation

4. Click Save.
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To prevent log poisoning, it's recommended to set filters on your S3 bucket to allow only the
traffic from FortiAppSec Cloud. The source IPs from FortiAppSec Cloud are as follows:

e 3.226.2.163

e 3.123.68.65
We also recommend adding the source IP addresses of traffic log exporting centers into the
filter, corresponding to the region of your application.
AWS:

Region Logstash IP

ap-east-1: Asia Pacific
(Hong Kong)

ap-south-1: Asia Pacific

(Mumbai)

ap-southeast-1.prod:

Asia Pacific (Singapore)

ap-southeast-2: Asia
Pacific (Sydney)

ap-southeast-3:
Jakarta

ca-central-1: Canada
(Central)

eu-central-1: Europe
(Frankfurt)

eu-west-1: Europe
(Ireland)

eu-west-2: Europe
(London)

eu-west-3: Europe
(Paris)

eu-south-1: Europe
(Milan)

il-central-1: AWS Israel
(Tel Aviv)

sa-east-1:L South
America (Sao Paulo)

us-east-1: US East
(N.Virginia)

16.162.29.183

15.207.118.191

18.142.59.230

13.238.126.108

108.137.118.125

52.60.181.20

3.64.92.136
3.79.38.161

54.220.37.1

18.171.94.215

15.237.205.81

35.152.101.76

51.17.180.108

15.229.167.39

44.215.25.31
44.216.53.179
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Region Logstash IP
us-east-2: US East 3.19.8.134
(Ohio)
us-west-1: USWest (N. 54 177.53.242
California)
us-west-2: US West 34.208.62.10
(Oregon)
Azure:
Region Logstash IP Logstash
Private IP
Australia East  20.188.247.221 10.22.1.52
Brazil South 191.234.179.164 10.35.1.52
(Séo Paulo
State)
Canada 52.237.13.214 10.37.1.52
Central
East US 52.191.198.64 10.3.1.57
East US 2 20.10.187.167 10.4.1.167
104.208.237.249 10.4.1.166
40.123.43.190 10.4.1.134
Qatar Central  20.173.78.67 10.39.1.40
South Africa  4.221.143.107 10.40.1.10
North
West Europe  20.73.191.71 10.9.1.58
West US 2 40.125.64.146 10.15.1.58
Google Cloud:

Region Logstash IP
europe-west3 (Frankfurt) 35.242.250.207

europe-west8 (Milan) 34.154.63.237
me-west1 (Tel Aviv) 34.165.47.110
us-east1 (South 34.74.77.198
Carolina)
us-west1 (Oregon) 34.127.22.16
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Sensitive Data Masking

Configure Sensitive Data Masking as part of Log Settings to mask information deemed sensitive in log message
fields, such as passwords or credit card numbers. The Sensitive Data Masking settings are applied at the application
level, with each application able to support up to 8 sensitive data rules.

To create a sensitive data rule:

Go to Log Settings.

Enable Sensitive Data Masking.
Click +Sensitive Data Rule.
Configure the following settings.

o bd-=

Type Select the type of data the rule will apply to.
* URL

e Cookie
o Parameter
 Header

Name Type a regular expression that matches all and only the input names whose values you
want to obscure. To create a regular expression, see Frequently used regular
expressions on page 216.

This field is not required if URL data type is selected.

Value Type a regular expression that matches all and only input values that you want to
obscure. To create a regular expression, see Frequently used regular expressions on
page 216.
5. Click OK.

Retention and Periodic clean

All'logs are periodically cleaned at the beginning of each month.

Please see table below for the retention information on each type of log:

Category Features Retention
Incident Dashboard - Incidents 90 days
Dashboard - Top Incidents by Severity

Threat Analytics - Incidents
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Category Features Retention
Attack log Threat Analytics -Attack log 60 days
FortiViewThreatView
Dashboard - OWASP Top 10 Threats
Dashboard - Threat Level History
Dashboard - Top Known Threats

Traffic log Dashboard - Traffic Statistics by Country 60 days
Traffic Summary
Audit log Audit log 90 days
On-Premise Device Threat Analytics - Attack log (on-premise device only) 90 days
Attack log
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WAF modules

When you onboard a new application on FortiAppSec Cloud, the system will automatically assign a security policy for
your application, with the Security Rules and Access Rules modules enabled. You can select additional protection rules
using the Modules tab.

For information on adding and removing a module, refer to Add and Remove Modules.
The following modules are available for FortiAppSec Cloud:

o Security Rules on page 110

» Client Security on page 125

o Access Rules on page 129

« Bot Mitigation on page 139

o DDoS prevention on page 152

» Advanced Applications on page 154
» API Protection on page 160

o Account Takeover on page 170
» Application Delivery on page 171
o Global Trustlist on page 178

o Vulnerability Scan on page 179

For any configuration you made in a module, it may take several minutes for the configuration
to take effect.
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Add and Remove Modules

Each module allows you to customize a feature or add a particular type of security to your application.

Adding a module

To add a module

1. Goto WAF > Application and click into the desired application.
2. Click WAF in the side navigation bar to expand the menu, and click Add Module.

1 &« Applications
Home
(B Dashboard
il Fortiview b
WAF
¢>» Network >
©
Advanced @ Security Rules >
Bot
Protection =% Access Rules >
e & DDOS Prevention
GSLB N Application Delivery b
Lzl & Vulnerability Scan
Threat
Analytics B Log Settings
2%, Add Module
General

3. Inthe module list, locate the modules you want to add.
4. Click to enable them.
5. Click OK to save changes.

The modules you have added appear in the left navigation bar, and they are automatically enabled.

Removing a module

When you remove a module, the settings associated with it are reset to the initial configuration, and the data is deleted
and cannot be recovered.

You can always add the module again to customize the settings.

To remove a module

1. Goto Add Module.

2. Inthe module list, locate the modules you want to remove.
3. Click to disable them.

4. Click OK to save changes.

The modules you have removed will disappear from the left navigation bar.
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A
- >
When you click to disable a module, the enabled fields remain ON status to help you
track the previous configurations.
—
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Security Rules

With security rules configured, FortiAppSec Cloud detects messages in HTTP requests that access web servers to
prevent web servers from known attacks, protect the privacy-sensitive information in the messages such as Cookie, and
restrict, scan uploaded files.

This module is enabled by default, as the Known Attacks option is enabled automatically once an application is added.

o Known Attacks

Anomaly Detection
+ Parameter Validation

Information Leakage
« Cookie Security
File Protection

Known Attacks

FortiAppSec Cloud leverages continuously updated signatures to defend against OWASP Top 10 threats, including
Cross-Site Scripting (XSS), SQL Injection, Generic Attacks, Known Exploits, and Trojans. By parsing packet-level
messages, comparing them against the signature database, and applying predefined actions,FortiAppSec Cloud
ensures comprehensive protection for your applications.
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Known Attacks Alert & Deny

Signature Based Detection Q1 Search Signature

Attack signatures are terns that Sensitivity Level

identify application layer attacks

that try to exploit 2 known web 1 -
vulnerability

S0L Injection

(® Standard Extended Disable

Cross Site Scripting

Standard Extended (® Disable

Generic Attacks

(® Standard Extended Disable

Known Exploits

©

Trojans

©

Signature Based Detection Exception Rule + Create Exception Rule

Attack Category Signature Ix URL Parameter Mame Cookie Name JSON Element Mame  Action

Mo data found

Stacked Queries SOL Injection

O

SQL Syntax Based Detection

Uses advanced technigues that rely
on researched templates to verify
whether a request iz valid or an
attack. Helps mitigate sophisticated
attacks and filter out false positives

Embedded Queries SOL Injection

Condition Based Boolean Injection

The signature database is updated on the 15th and 31st of each month. You can view the
latest updates on the FortiGuard Web Application Security page.

‘\ ' l"_ New signatures are set to Alert mode by default, and are not editable. Modifications related to
known attacks are not applied to these new signatures until the following update cycle.
Example:
-

If signature 8888888 is released on March 15th, it will remain in Alert mode from March 15th
to March 31st. Any modifications for known attack detection will be applied to this signature
after April 1st, during the next update cycle.

Configure Known Attacks

1. Goto Security Rules > Known Attacks.
You must have already enabled this module in Add Modules. See Add and Remove Modules.
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2. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection) but do not generate log messages.

3. Ifyour application is using a template, this page will display the Inherit Template switch next to the action. When
enabled, this indicates the module's settings for the current application are inherited from the configured template.

Known Attacks

Inherit Template o

Disabling Inherit Template switches the configuration source for all modules of this application from the template to
the application's own settings. This allows for custom adjustments specific to the current application, without
affecting other applications sharing the same template.

4. For Signature Based Detection, you can use attack signatures to detect application layer attacks that try to exploit

a known web vulnerability
Configure these settings.

Sensitivity Level

SQL Injection

Cross Site Scripting

Generic Attacks

FortiAppSec Cloud 25.3 User Guide
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The Sensitivity Level (SL) determines how aggressive the protection is against
application signatures across different attack categories. SL1 is the least strict,
and SL4 is the strictest.

Higher sensitivity levels include more signatures that add additional protection
but can also introduce false positives that would block legitimate traffic.

Note 1: This setting also applies to the Server Information Disclosure and
Personally Identifiable Information options under Information Leakage on
page 120.

Note 2: A signature's Sensitivity Level is independent of whether it is in
standard or extended mode. Mode selection only determines which signatures
are active.

Enable to prevent SQL injection attacks, such as blind SQL injection.

Standard: Detects attacks by comparing application traffic against a set of
known malicious signatures.

Extended: Detects attacks by comparing traffic against a larger set of
signatures, enhancing detection rates with more granular rules but potentially
increasing false positives.

Enable to prevent a variety of cross-site scripting (XSS) attacks, such as
varieties of CSRF (cross-site request forgery).

Standard: Detects attacks by comparing application traffic against a set of
known malicious signatures.

Extended: Detects attacks by comparing traffic against a larger set of
signatures, enhancing detection rates with more granular rules but potentially
increasing false positives.

Enable to prevent other common attacks, including a variety of injection
threats that do not use SQL, such as local file inclusion (LFI) and remote file
inclusion (RFI).
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Standard: Detects attacks by comparing application traffic against a set of
known malicious signatures.

Extended: Detects attacks by comparing traffic against a larger set of
signatures, enhancing detection rates with more granular rules but potentially
increasing false positives.

Known Exploits Enable to prevent known exploits.
Trojans Enable to prevent malware attacks and prevent accessing Webshell located
on server.

If you want to view the details of a specific signature, click Search Signature to find it by CVE Number, Keywords,
Attack Category, Signature ID, or Sensitivity Level.

5. Click Create Exception Rule to omit attack signature scans when you know that some parameters or URLs cause
false positives by matching an attack signature during normal use. Traffic that matches the exception rule(s)
bypasses the configured security measures and will not be blocked.

L :
ﬁql Enable at least one option between Request URL and Parameter Name. Requests

matching the specified URL and/or parameter in the exception rule will be exempted from
being flagged as attacks.

Request URL Specify a URL value to match. For example, /testpage . php, which match
requests forhttp://www.test.com/testpage.php.
¢ If String Match is selected, ensure the value starts with a forward slash (/
) (for example, /testpage.php). You can enter a precise URL, such as
/floder1/index.htm or use wildcards to match multiple URLs, such as
[floder1/* ,or /floder1/*/index.htm.
¢ String Match may not correctly recognize URLs containing double
slashes (//). To avoid matching issues, use Regex Expression
Match and allow one or more slashes (e.g., setup/+letter
templates 01)to ensure compatibility with normalized URLSs.
¢ If Regular Expression Match is selected, the value does not require a
forward slash (/). However, ensure that it can match values that contain a
forward slash. For details, see Frequently used regular expressions on
page 216.
Do not include a domain name because it's by default the domain name of this
application.

Parameter Name Specify a parameter name to match. For example,
http://www.test.com/testpage.php?a=1, the parameter name is "a".

Cookie Name Specify a cookie name to match. Both String Match and Regular
Expression Match are supported.

JSON Elements Specify the name of the JSON element to match. Both String Match and
Regular Expression Match are supported.
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Attack Category Select an attack category in which you want to create an exception for its
attacks therein.

Signature ID The ID for the signature applied to the attack.

Signature Information Signature description and examples are listed here. You can select any
signature ID for the attack and view the signature details.

6. SQL Syntax Based Detection, enable the options to detect the corresponding SQL injection types. FortiAppSec
Cloud uses an SQL parser to validate whether the pattern is real SQL language. It helps identify true attacks while
minimizing false positives.

The syntax-based detection detects an SQL injection attack by analyzing the lexeme and syntax of SQL language
rather than using a pattern matching mechanism as the signature-based detection does.

7. Stacked Queries Enable to block attacks that exploit vulnerabilities by appending multiple SQL
SQL Injection queries to execute unauthorized commands.
Embedded Queries SQL Enable to block attacks that insert malicious queries within legitimate ones to
Injection manipulate database responses.
Condition-Based Boolean Enable to block attacks that evaluate true/false conditions in SQL statements
Injection to infer sensitive data.

Arithmetic Operation-Based Enable to block attacks that leverage arithmetic operations in SQL queries to
Boolean Injection deduce information based on responses.

Line Comments Enable to block attacks that use SQL comments to bypass query syntax and
inject malicious commands.

SQL Function-Based Enable to block attacks that exploit SQL functions to assess query behavior
Boolean Injection and extract data.

8. In XSS Syntax Based Detection, enable theEnable to block attacks that option to detect the corresponding XSS
attack types. FortiAppSec Cloud detects an XSS injection attack by analyzing the HTML/JavaScript syntax.
It does HTML document parsing and JavaScript compiling, and checks whether the compiled results include valid
HTML and JavaScript codes.

9 HTML Tag Based XSS Enable to block attacks that embed malicious scripts within HTML tags to
Injection manipulate webpage behavior.

HTML Attribute Based XSS Enable to block attacks that inject harmful code into HTML attributes to

Injection execute unauthorized actions.

HTML CSS Based XSS Enable to block attacks that exploit CSS properties in HTML to deliver
Injection malicious scripts or alter visual elements.

JavaScript Function Based Enable to block attacks that insert harmful code into JavaScript functions to
XSS Injection execute unauthorized operations.

JavaScript Variable Based Enable to block attacks that manipulate JavaScript variables to inject and
XSS Injection execute malicious scripts.

Syntax Based Detection Enable to block attacks that excludes specific syntax patterns from triggering
Exception Rule security rules, allowing controlled exceptions.

10. Click Create Exception Rule to omit Syntax Based attack scans when you know that some parameters or URLs
may trigger Syntax Based Detection false positives during normal use. Traffic that matches the exception rule(s)
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bypasses the configured security measures and will not be blocked.

Request URL

Parameter Name

Cookie Name

Attack Category

Attack Name

11. Click SAVE.

Anomaly Detection

Specify a URL value to match. For example, /testpage . php, which match

requests forhttp://www.test.com/testpage.php.

» If String Match is selected, ensure the value starts with a forward slash ( /
) (for example, /testpage.php). You can enter a precise URL, such as

/floder1/index.htm or use wildcards to match multiple URLs, such as
[floder1/* ,or /floder1/*/index.htm.
¢ If Regular Expression Match is selected, the value does not require a

forward slash (/). However, ensure that it can match values that contain a

forward slash. For details, see Frequently used regular expressions on
page 216.

Do not include a domain name because it's by default the domain name of this

application.

Specify a parameter name to match. For example,
http://www.test.com/testpage.php?a=1, the parameter name is

Specify a cookie name to match. Both String Match and Regular
Expression Match are supported.

Select an attack category in which you want to create an exception for its
attacks therein.

Select the attack name.
e Stacked queries SQL injection: The snippet of this attack can be
something like "1; delete from users".
¢ Embedded queries: The snippet of this attack can be something like "1
union select username, password from users
1/*!'; drop table admin */".

Use machine learning-enabled Anomaly Detection to block zero day threats and other sophisticated attacks by
automatically building and maintaining a model of normal user behavior. To determine if a request is legitimate or a
potential malicious attack, the system performs the following tasks:

« Captures and collects inputs, such as URL parameters, to build a mathematical model of allowed behavior.
» Matches anomalies against pre-trained threat models.
« Identifies and flags potential attack attempts based on deviations from the established model.

Once an anomaly is triggered by the mathematical model, FortiAppSec Cloud uses pre-built trained threat models to
confirm whether it's a real attack or just a benign anomaly that should be ignored. Each threat model is already trained
based on analysis of thousands of attack samples and is continuously updated using the FortiWeb Security Service.

This module is a FortiAppSec Cloud Advanced feature.
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Model settings

FortiAppSec Cloud parses all the URLs in a domain, and builds anomaly detection models for all parameters attached to
the URLs.

After anomaly detection model is built, the system will keep on calculating the probability of the new samples and
compare it against the model. If the probability of the new samples varies to a large extent for a long period, the system
determines this parameter has changed and automatically rebuilds the model based on the new samples.

To configure anomaly detection:

1. Goto Security Rules > Anomaly Detection.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure the following settings.

IP List Type ¢ Trust: The system will collect samples only from the IP ranges in the
Source IP list.
¢ Block: The system will collect sample from any IP addresses except the
ones in the Source IP list.
Whichever option you choose, if you leave the Source IP list blank, the
system will collect traffic data samples from any IP address.

Source IP List Click Create New to list the IP ranges of the samples. Depending on whether
you select Trust or Block, FortiAppSec Cloud will or will not collect samples
from the specified IP ranges.

3. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.
Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
4. Click SAVE.
'h‘ . ’J'
Due to database migration, the Anomaly Detection machine learning data will be removed
after upgrade to 23.1. The system will rebuild the model after upgrade.
—
Overview

The Overview tab provides a high level summary of data collected for the domain, including Top 10 URLs by Hit,
Violations triggered by anomalies, HMM learning process, Event Dashboard.

Domain overview

The top of the Overview page provides a summary of the data that the machine-learning module has learned about the
domain.
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Parameters Description

Access Frequency Indicates how frequently this application is being accessed.

e Level1 (over 500 requests )

e Level2 (over 1000 requests )
e Level3 (over 1500 requests )
e Level4 (over 2000 requests )
e Level5 (over 2500 requests )
e Level6 (over 3000 requests )
e Level7 (over 3500 requests )

~ o~ o~ o~ o~ o~

Start Time The date and time when the machine-learning module started to learn about the domain.
URL Number The total number of URLs that the machine-learning module has learned.

Block The total number of block actions that have been triggered since the start time up to the
present moment.

Service(HTTP/HTTPS) The total amount of the HTTP and the HTTPS traffic from the start time up to now.
Page Charset The charset of URLs in the domain, such as UTF-8.

Top 10 URLs by Hit

This chart displays the top 10 URLSs for page hits counts.

Violations Triggered by Anomalies

This chart displays the total number of the potential anomalies and definite anomalies found by the anomaly detection
profile.

Learning Progress

This chart displays the statistics of machine learning states of all parameters in the domain. Hover over the circle to
check how many parameters are in Collecting, Building, Testing, Running, or Discarded stages respectively. For the
explanation of each stage, see Anomaly Detection on page 115.

Machine Learning Events

This chart displays the anomaly detection events, such as sample collection, model running, building and testing, along
with the time periods when these events take place.

Tree View

This tab displays the entire URL directory of the domain in a tree view. You can choose either one of the URLSs to view its
violation statistics.

Web site directory

The left panel of the Tree View page shows the directory structure of the website. The / (backslash) indicates the root of
the site. You can click a URL in the directory tree, then the violation statistics of this URL will be displayed on the right
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side of the Tree View page. You can also click a directory, then click Relearn Directory or Rebuild Directory to relearn
or rebuild anomaly detection models for all the URLs under the selected directory.

URL summary

This part of the Tree View page shows the statistics of a specific URL.

Parameters Description

Access Frequency The frequency at which this URL was accessed in last 24 hours. The frequency is divided
into 7 levels, as defined below:

¢ Level1 (over 500 requests )

e Level2 (over 1000 requests )
e Level3 (over 1500 requests )
e Level4 (over 2000 requests )
e Level5 (over 2500 requests )
e Level6 (over 3000 requests )
e Level7 (over 3500 requests )

~ o~ o~ o~ o~ o~

Model Initialization Date The date and time when the mathematical model of this URL was initialized. It shows
when FortiAppSec Cloud began to learn about the data of this URL.

Block The total number of block actions that have been triggered against this URLsince the
start time up to the present moment.

Anomaly The anomalies detected by the anomaly detection model.

Violation Trend

This chart shows the trend of violations in last 24 hours.

Parameter list

The Parameters list shows all the parameters attached to the URL. For example, if the URL is
http://www.demo.com/1.php?user_name=jack, then user_name is the parameter. The system builds machine learning
model for each parameter, and detects the abnormal parameter values.

Parameter Validation

Define validation rules to only permit requests that meet specific parameter (input) requirements to your web
applications. According to the defined rules, FortiAppSec Cloud can deny any invalid requests or block the request's IP
for a period of time, as well as record the invalid requests in the attack log.

A parameter validation rule is composed of a validation operation that will be applied to a URL and one or more validation
restrictions to limit parameters, such as to specify whether or not the parameter is required, its maximum allowed length,
or its data type.

vis
- - FortiAppSec Cloud requires at least one parameter rule to be added for each request URL to
9 successfully apply parameter validations. Otherwise, FortiAppSec Cloud will accept all
—y requests if there are no restrictions placed on any parameters.
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To create a parameter validation rule:

1. Goto Security Rules > Parameter Validation.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Click Create Rule.

3. Configure the following to set the validation operation.

Name
Request URL

Operation

4. Click Add Rule.

Enter a name for the parameter validation rule.
Enter the URL to which the validation rule will be applied.

Select the action that will be triggered by the validation rule:
e Alert—FortiAppSec Cloud will record the invalid request in the attack log.

e Deny - FortiAppSec Cloud will block the invalid request and send a "block page"
back to the browser, as well as record the request in the attack log.

¢ Deny (no log) — FortiAppSec Cloud will block the invalid request and send a
"block page" back to the browser.

* Period Block — Block the current request. Moreover, all the subsequent requests
from the same client in the next 10 minutes will also be blocked.

If Period Block is selected, specify the time period between 1 to 3600 seconds.

5. Configure the following to define the parameter restriction rule.

Parameter Name

Max Length
Required

Use Type Check
Argument Type

Data Type

Regular Expression

Type a regular expression that matches the parameter whose values you want to
validate. To create a regular expression, see Frequently used regular expressions on
page 216.

Specify the maximum allowed length of the parameter between 0 to 1024 characters.

Specify whether or not the parameter is required.

Note: If there isn't any parameter in the request URL, the parameter validation will not
be triggered, which means the traffic will let go even if you have configured required
parameters in the parameter restriction rule.

Parameter validation takes effect only when there is at least one parameter in the
request URL.

Specify whether or not to check the data-type of the parameter.

Specify the argument type of the parameter:
e Data Type
¢ Regular Expression
Available only if you enabled Use Type Check.

Select a predefined data type from the drop-down list to limit the format of the
parameter value.

Available only if you enabled Use Type Check and selected Data Type as the
Argument Type.

Type a regular expression to limit the format of the parameter value. To create a
regular expression, see Frequently used regular expressions on page 216.
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Available only if you enabled Use Type Check and selected Regular Expression as
the Argument Type.

6. Click Save Rule.

7. Repeat steps 2-6 until you have added all desired rules, or click OK to save configurations and return to the

Parameter Validation page.
8. Click SAVE to apply configurations.

Information Leakage

FortiAppSec Cloud can detect server error messages and other sensitive messages in the HTTP headers.

To configure attacks to defend

1. Goto Security Rules > Information Leakage.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure these settings.

Server Information
Disclosure

Personally Identifiable
Information

Cloak Error Pages

Erase HTTP Headers

Enable to detect and erase server specific sensitive information in headers
and response page, with no alerts generated.

Server-specific sensitive information includes information that could reveal
known or potential vulnerabilities, such as software name/ version, backend
technology frameworks and library versions, error messages, internal IP
addresses, and authentication details

Enable to detect and prevent the exposure of sensitive personal data, such as
names, email addresses, and credit card numbers, in HTTP responses. It
helps reduce the risk of data leaks by identifying PII patterns and allowing
administrators to log, alert, or block such disclosures based on security
policies.

Enable to replace HTTP 403 (Forbidden), 404 (Not Found), and 5XX (Server
Errors) responses with a generic 500 (Internal Server Error) response.

This enhances security by preventing attackers from gathering information
about your server through specific error responses that distinguish between
missing pages, permission issues, or server failures, making it harder to map
vulnerabilities.

You can add multiple HTTP headers in which the sensitive information will be
hidden.

Enable to remove server response HTTP headers.

You can specify multiple HTTP headers in which the sensitive information will
be hidden.

3. Click +Create Exception Rule (optional).
You can also configure FortiAppSec Cloud to omit attack signature scans by creating exception rules.

4. Configure these settings.

URI
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Specify a Uniform Resource Identifier (URI), for example,
http://www.example.com.
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Request URL Specify a URL value to match. For example, /testpage . php, which match
requests forhttp://www.test.com/testpage.php.
« |If String Match is selected, ensure the value starts with a forward slash (/
) (for example, /testpage.php). You can enter a precise URL, such as
[floder1/index.htm or use wildcards to match multiple URLs, such as
[floder1/* ,or /floder1/*/index.htm.
¢ If Regular Expression Match is selected, the value does not require a
forward slash (/). However, ensure that it can match values that contain a
forward slash. For details, see Frequently used regular expressions on
page 216.
Do not include a domain name because it's by default the domain name of this
application.

Parameter Name Specify a parameter name to match. For example,
http://www.test.com/testpage.php?a=1, the parameter name is "a".

Cookie Name Specify a cookie name to match. Both String Match and Regular
Expression Match are supported.

JSON Elements Specify the name of the JSON element to match. Both String Match and
Regular Expression Match are supported.

Attack Category You can select an attack category between:
¢ Server Information Disclosure
¢ Personally Identifiable Information

Signature ID The ID for the signature applied to the attack.

Signature Information Signature description and examples are listed here. You can select any
signature ID for the attack and view the signature details.

vy .
- - You must enable at least one of the following: Request URL or Parameter Name. The
9 request matching the specified URL and/or parameter in exception rule would not be
— treated as an attack even if it matches a particular signature.

5. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.

Alert Accept the request and generate a log message. To avoid log flooding, the minimum
interval between logs is 1 second.

Erase & Alert Hide or remove sensitive information in replies from the web server (sometimes called
“cloaking”) and generate a log message. To avoid log flooding, the minimum interval
between logs is 1 second.

Deny & Erase(no For violations of the Server Information Disclosure, Cloak Error Pages, and the

log) Erase HTTP Headers categories, hide or remove sensitive information in replies from
the web server but do not generate log messages.
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6. Click SAVE.

You can continue creating multiple exception rules for specific attacks.

Cookie Security

FortiAppSec Cloud can protect against cookie poisoning and other cookie-based attacks. When Cookie Security
module is added FortiAppSec Cloud signs all cookies by default.

To create cookie security rules

1. Goto SECURITY RULES > Cookie Security.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure these settings.

Cookie Replay Protection

Set Max Cookie Age

Security Mode

Set Secure Cookie

Set HTTP Only Cookie

Set Same Site Cookie

FortiAppSec Cloud 25.3 User Guide
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Enable to select whether FortiAppSec Cloud uses the IP address of a request to
determine the owner of the cookie and protect against replay attacks.

Enter the maximum age (in minutes) permitted for cookies that do not have an
“Expires” or “Max-Age” attribute.

To configure no expiry age for cookies, enter 0.

¢ None—FortiAppSec Cloud does not apply cookie tampering protection or
encrypt cookie values.

¢ Signed—Prevents tampering (cookie poisoning) by tracking the cookie
value.
When FortiAppSec Cloud receives the first HTTP or HTTPS request from a
client, it uses a cookie to track the session. When you select this option, the
session-tracking cookie includes a hash value that FortiAppSec Cloud uses
to detect tampering with the cookie from the backend server response. If
FortiAppSec Cloud determines the cookie from the client has changed, it
takes related action.

¢ Encrypted—Encrypts cookie values the back-end web server sends to
clients. Clients see only encrypted cookies. FortiAppSec Cloud decrypts
cookies submitted by clients before it sends them to the back-end server.

Enable to add the secure flag to cookies, which forces browsers to return the
cookie only when the request is foran HTTPS page.

This function applies to the cookie from origin server. If you want to modify the
cookie from browser, please refer to Secure flag for internal Cookie in
Endpoints.

Enable to add the "HTTP Only" flag to cookies, which prevents client-side scripts
from accessing the cookie.

This function applies to the cookie from origin server. If you want to modify the
cookie from browser, please refer to HTTP Only flag for internal Cookie in
Endpoints.

Enable to restrict cookies that fall outside of a first-party or same-site context.
Same Site Value
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¢ Strict — Cookies will not be included in any requests from third parties.

¢ Lax— Cookies will not be included in third-party requests, except for GET
requests that navigate to the destination URL.

* None —Use this option if a cookie needs to be sent across different origins.

Exempted Cookies If you want to specify cookies that are exempted from the cookie security policy,
click to add cookie names.

If you use wildcard in cookie name, please check the box beside the cookie
name field.

3. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.
Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection) but do not generate log messages.
Remove Cookie Accept the request, but remove the cookie from the datagram before it reaches the
web server, and generate a log message.
4. Click SAVE.

File Protection

You can configure FortiAppSec Cloud to perform the following tasks.

 Restrict file uploads based upon file type and size.
o Scan uploaded files for viruses and Trojans.

« Submit uploaded files for evaluation and generate attack log messages for files that FortiAppSec Cloud has
identified as threats.

1. Goto Security Rules > File Protection.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure these settings.

Trojans/Backdoor Attackers may attempt to upload Trojan horse code (written in scripting
languages such as PHP and ASP) to the back-end web servers. The Trojan
then infects clients who access an infected web page.

Enable to detect Trojans in the uploaded files.

Antivirus Scan Enable to scan for viruses, malware, and greyware. Please note that due to
caching limits, this feature can only process files smaller than 5 MB.

Advanced Threat Protection  Enable to send matching files to FortiSandbox Sandbox for evaluation.

Sandbox file evaluation is performed in the same region where the
FortiAppSec Cloud cluster is located. This ensures compliance with various
data regulations such as GDPR.

This option works only when your application is hosted on AWS or Azure.
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File Size Limit

File Type Validation

Target URL
JSON File Support

Define the maximum allowed size for the file to upload.

Define the allowed and blocked file types.

Select file types by clicking Change button, and then select to allow or block
such files with Allow and Block buttons.

Note: The ".zip" file compressed from the compression software (not the
command line) that comes with the MacOS and Linux GUI operating systems
has the same binary code with the ".jar" file. As a result, blocking the ".jar" file
may incorrectly block the ".zip" file.

To solve this problem, either warn your users not to use the compression
methods mentioned above, or do not block the Java Archive(.jar) type.

Define the target URL that accepts the uploads.

Enable if you want to further parse the information contained in uploaded
JSON files.

File Name JSON Key Field- Locate the value of the filename parameter, and
compare it against the value you entered in this field. This is optional.

File Upload JSON Key Field- Locate the value of the content parameter, and
compare it against the value you set in this field.

3. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.

Alert & Deny Block the request (or reset the connection) and generate a log message.

Deny (no log) Block the request (or reset the connection) but do not generate log messages.
4. Click SAVE.
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Client Security

You can configure FortiAppSec Cloud to prevent web-related attacks such as clickjacking, CSRF attacks, and MITB
attacks.

¢ CSREF Protection

e HTTP Header Security

 MITB Protection

HTTP Header Security

HTTP response security headers are a set of standard HTTP response headers proposed to prevent or mitigate known
XSS, clickjacking, and MIME sniffing security vulnerabilities. These response headers define security policies to client
browsers so that the browsers avoid exposure to known vulnerabilities when handling requests.

When enabling this feature, headers with specified values are inserted into HTTP responses coming from the backend
web servers. This is a quick and simple solution to address the security vulnerabilities on your website without code and
configuration changes. The following includes the security headers that FortiAppSec Cloud can insert into responses.

To configure HTTP Header Security, you must have already enabled this module in Add Modules. See Add and
Remove Modules.
X-Frame-Options This header prevents browsers from Clickjacking attacks by

providing appropriate restrictions on displaying pages in frames.

X-Content-Type-Options This header prevents browsers from MIME content-sniffing
attacks by disabling the browser's MIME sniffing function.

X-XSS-Protection This header enables a browser's built-in Cross-site scripting
(XSS) protection.
Content-Security-Policy Enable to prevent certain types of attacks, including XSS and data

injection attacks by inserting this header (e.g. default-src 'self’;
script-src 'self'; object-src 'self').

CSRF Protection

A cross-site request forgery (CSRF) is an attack that exploits the trust that a site has in a user's browser to transmit
unauthorized commands. FortiAppSec Cloud uses a dedicated, per user token to track access to protected pages. To
protect back-end servers from CSRF attacks, you create two lists of items, a list of web pages to protect against CSRF
attacks, and a corresponding list of the URLs found in the requests that the pages generate.

To configure CSRF Protection, you must have already enabled this module in Add Modules. See Add and Remove
Modules.

To create a page list
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1. Click +Create Page List Table.
2. Configure these settings.

Full URL Enter a literal URL, for example, /www. test.com.
Parameter Filter Enable to specify a parameter name and value to match. The parameter can
be

located in either the URL or the HTTP body of a request.

Parameter Name Enter the parameter name to match.
Parameter Value Enter a value for the parameter.
3. Click OK.

You can continue creating multiple page lists.
To create a URL list

1. Under URL List Table, click +Add URL List Table, configure these same settings as for adding a page list.
2. Click SAVE.

You can continue creating multiple URL lists.
To configure actions

1. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).

2. Click SAVE.

MITB Protection

The Man-in-the-Browser (MITB) attack uses Trojan Horse to intercept and manipulate calls between the browser and its
security mechanisms or libraries on-the-fly. The Trojan Horse sniffs or modifies transactions as they are formed on the
browser, but still displays back the user's intended transaction. The most common objective of this attack is to cause
financial fraud by manipulating transactions of Internet Banking systems, even when other authentication factors are in
use.

To protect the user inputs from being attacked by MITB, FortiAppSec Cloud implements security rules including
obfuscation, encryption, anti-keylogger, and Ajax request allowlist.

Obfuscation

To prevent the MITB attack from identifying the names of the user input field , FortiAppSec Cloud obfuscates it into
meaningless character strings based on Base64 encoding rule.

For example, for the account name, passwords, and other sensitive user input fields on a transaction page, the
obfuscation rule is used to disguise the real values of the input field names.

Encryption
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To protect the password that users enter into the web page, FortiAppSec Cloud encrypts the password from a readable
form to an encoded version based on Base64 encoding rule. The encrypted password can only be decoded by
FortiAppSec Cloud.

Anti-Keylogger

Sometimes the MITB attack installs a key logger on users' browsers and records each key pressed. Sensitive data such
as passwords can be intercepted and recorded, compromising the user account.

If the Anti-Keylogger rule is enabled for the password parameter, FortiAppSec Cloud prevents it from being recorded
even if there is a key logger installed on user's browser.

AJAX Request allowlist

The MITB attack may use a malicious AJAX worm to hack into the user's browser. It creates an AJAX based sniffer to
override the OPEN and SEND function of the AJAX request, and then send the data to a program on a different domain.

FortiAppSec Cloud supports configuring an allowlist for AJAX requests. If the user's browser sends AJAX requests to an
external domain which is not in the allowlist, FortiAppSec Cloud will take action according to your configuration.

To configure MITB Protection, you must have already enabled this module in Add Modules. See Add and Remove
Modules.

« Configure the settings below to define the URL to protect.

Request URL Enter the literal URL which hosts the web page containing the user input fields
you want to protect.

POST URL When the user inputs (e.g. password) are posted to the web server, a new
URL will open. This is the POST URL.

The format of the POST URL field is similar to that of the Request URL field.

Note: The AJAX request rule only checks the Request URL, and it doesn't
involve POST URLs, so the POST URL of the AJAX request rule should be set
as "*" to match any URLs.

o To protect the standard user input and passwords, click +Create Protected Parameter, and configure these

settings.
Input Name Enter the name of the user input field, which shall be exactly the same with the
name of user input field in the source code of the web page.
Type Select either Standard Input or Password Input.
Obfuscate Available when the Type is either Standard Input or Password Input.
Encrypt Available when the Type is Password Input.
Anti-KeyLogger Available when the Type is Password Input.

o To add an allowlist for the AJAX Request, click +Create External Domain, and enter the external domain address.
If the user's browser sends AJAX request to an external domain which is not in the domain list you have entered,
FortiAppSec Cloud will take actions (alert, or alert & deny) accordingly.
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« Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
« Click SAVE.
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Access Rules

Control client access to your web applications and regulate request rates using various methods, depending on whether
actions are based on the URL, the client’s source IP, or more complex criteria.

This module is enabled by default, as the Request Limits option is automatically activated when an application is added.

* Request Limits
e URL Access
* |P Protection

Request Limits

Request limits enforces limitations at the HTTP protocol level to make sure all client requests adhere to the HTTP RFC
standard and security best practice. With this feature, you can prevent exploits such as malicious encoding and buffer
overflows that can lead to Denial of Service (DoS) and server takeover.

Specifying allowed HTTP methods
You can configure FortiAppSec Cloud to allow only specific HTTP request methods.

Mark the check boxes for all HTTP request methods that you want to allow. Methods that you do not select will be
denied.

Configuring HTTP protocol constraints

Protocol constraints govern features such as the HTTP header fields in the protocol itself, as well as the length of the
HTML, XML, or other documents or encapsulated protocols carried in the HTTP body payload.

Use protocol constraints to prevent attacks such as buffer overflows. Buffer overflows can occur in web servers and
applications that do not restrict elements of the HTTP protocol to acceptable lengths, or that mishandle malformed
requests. Such errors can lead to security vulnerabilities.

To configure an HTTP protocol constraint profile

1. Goto ACCESS RULES > Request Limits.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure these settings.

HTTP Header

Header Length Specifies the maximum acceptable size in bytes of all HTTP header lines.
Attack log messages contain Total Size of All Headers Too
Large when this feature detects a header size buffer overflow attempt.

Header Name Length Specifies the maximum acceptable size in bytes of a single HTTP header
name (for example, Host:, Content-Type:, User-Agent:).

Header Value Length Specifies the maximum acceptable size in bytes of a single HTTP header
value.
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Number of Cookies in
Request

Number of Ranges in
Range Header

Redundant HTTP
Headers

lllegal Character in
Header Name

lllegal Character in
Header Value

HTTP Parameter

Total URL Parameter
Length

Number of URL
Parameter

Maximum URL
Parameter Name
Length
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Specifies the maximum acceptable number of cookies in an HTTP request.

Attack log messages contain Too Many Cookies in Request when
this feature detects a cookie count buffer overflow attempt.

Specifies the maximum acceptable number of range: lines in each HTTP
header.

Attack log messages contain Too Many Range Headers when this
feature detects too many Range : header lines.

Enable to check whether a HTTP request contains multiple instances of
Content-Length (only for HTTP/1.x), Content-Type (for both
HTTP/1.xand HTTP/2) and Host (for both HTTP/1.x and HTTP/2) header
fields. These header fields are required to appear only once in a request by
the RFC. Redundant HTTP headers are most probably involved in possible
attacks.

Enable to check whether the HTTP header name contains illegal
characters. lllegal characters in HTTP headers include spaces, non-
printable ASCII characters, or other special characters

Enable to check whether the HTTP header value contains illegal
characters. lllegal characters in HTTP headers include spaces, non-
printable ASCII characters, or other special characters

Specifies the total maximum acceptable length in bytes of all parameters,
including their names and values, in the URL. Parameters usually appear
after a 2, such as: /url ?parameteri=value1&parameter2=value2.
The count does not include:
e Question mark ( ? ), ampersand ( & ), and equal ( =) characters are
not included.
e Parameters in the HTTP body, which can occur with HTTP POST
requests.
Attack log messages contain Total URL Parameters Length
Exceeded when this feature detects a URL parameter line length buffer
overflow attempt.

Specifies the maximum number of parameters in the URL.

It does not include parameters in the HTTP body, which can occur with
HTTP POST requests.

Attack log messages contain Too Many Parameters in Request
when this feature detects a URL parameter count buffer overflow attempt.

Specifies the maximum acceptable length in bytes of each URL parameter
name in a request. Enable to check whether a parameter name exceeds
the limitation (the default is 4096). For example, user in the request GET
/index.php?user=test&sid=1234is anillegal parameter name if you
set the limitation as 3.
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Maximum URL
Parameter Value
Length

Duplicate Parameter
Name

lllegal Character in
Parameter Name

lllegal Character in
Parameter Value

HTTP Request

HTTP Request
Filename Length

Number of Header
Lines in Request

Null Character in URL

lllegal Character in URL

Malformed URL

HTTP/2 Max Requests
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Specifies the maximum acceptable length in bytes of each URL parameter
value in a request. Enable to check whether a parameter value exceeds
the limitation (the default is 4096). For example, 1234 in the request GET
/index.php?user=test&sid=1234is anillegal parameter value if you
set the limitation as 3.

Enable to check whether a duplicate parameter name is in the header or
body parameters. This protocol constraint will be triggered if:

e There are duplicate parameter names in the header.

e There are duplicate parameter names in the body.

¢ A parameter name in the header is also in the body.

Enable to check whether a URL parameter name contains the characters
that are not allowed by the RFC. These illegal characters are usually non-
printable ASCII characters or other special characters.

Enable to check whether a URL parameter value contains the characters
that are not allowed by the RFC. These illegal characters are usually non-
printable ASCII characters or other special characters.

Specifies the maximum acceptable length in bytes of the HTTP request
filename.

Specifies the maximum acceptable number of lines in the HTTP header.

Attack log messages contain Too Many Headers when this feature
detects a header line count buffer overflow attempt.

Enable to check whether the URL (or path for HTTP/2) in a request
contains null characters (such as \ 0 or $00). This feature checks the part
between the host prefix and parameters in the URL (if they exist), for
example, the /index.phpin GET
http://www.server.com/index.php?name=value HTTP 1.1.
Attackers might embed NULL characters in URL to evade detections.

Enable to check whether the URL (or path for HTTP/2) in a request
contains characters that are not allowed by the RFC. These illegal
characters are usually non-printable ASCII characters or other special
characters (such as ASCII 0 - 31 and ASCII 127). This feature checks the
part between the host prefix and parameters in the URL (if they exist), for
example, the /index.phpin GET
http://www.server.com/index.php?name=value HTTP 1.1.

Enable to check whether the URL (or path for HTTP/2) in a request
conform the spec by beginning with a slash ("/") character or a slash
character follows the protocol prefix and host prefix in the URL (e.g.
http://myserver.com/default.asp). If the slash characters are
missing, it is typically a malicious access to other protocols (e.g. SMTP)
using the back-end web servers.

Enable to specify the maximum acceptable number of requests in an
HTTP/2 connection.
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Missing Host

HTTP/2RST
HTTP/2 RST Stream

HTTP/2 RST Stream
Frequency

Content Length
Content Length

Present with Transfer
Encoding

Inconsistent with Body
Length

Others

Range Overlapping

Multipart/ form-data
Bad Request

Enable to check if the Host header is missing. For HTTP/2, Missing Host
violation appears only when both the Authority and Host headers do not
exist

Enable to specify the maximum acceptable number of HTTP/2 RST
Streams in an HTTP/2 connection.

Enable to specify the maximum occurrences of the HTTP/2 RST Stream
per second.

Specifies the maximum acceptable length in bytes of the request body.
Length is determined by comparing this limit with the value of the Content-
Length: field in the HTTP header.

Attack log messages contain Content Length Exceeded when this
feature detects a content length buffer overflow attempt.

Enable to check if content-length and transfer-encoding coexist.

Enable to check whether the response has redundant body than the
content-length specified.

Enable to detect RangeAmp Overlapping Byte Ranges (OBR) attacks. For
more information on this attack, refer to
https://www.linuxadictos.com/en/rangeamp-a-series-of-cdn-attacks-that-
manipulate-the-range-http-header.html

Enable to detect whether the multipart request chunk contains the strings
"Content-Disposition" and "Name". If it does not, the system will consider it
a violation.

3. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.
Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).
Period Block Block the current request. Moreover, all the subsequent requests from the same client in
the next 10 minutes will also be blocked.
4. Click SAVE.
URL Access

You can configure URL access rules that define which HTTP requests FortiAppSec Cloud accepts or denies based on

their Host : name and URL.
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To create a URL access rule

1. Goto ACCESS RULES > URL Access.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Click +Create Rule.
3. Configure these settings.

Name Enter a unique name that can be referenced in other parts of the configuration.

Request URL Enter a regular expression that matches the target URL. To create a regular
expression, see Frequently used regular expressions on page 216.

Action Select the action that FortiAppSec Cloud takes when it detects a violation of
the rule.

¢ Alert & Deny—Block the request (or reset the connection) and generate
alog message.

* Pass—Allow the request. Do not generate an alert and/or log message.

¢ Continue—Continue by evaluating any subsequent rules defined in the
web protection profile.
If the request does not violate any other rules, FortiAppSec Cloud allows
the request. If the single request violates multiple rules, it generates
multiple attack log messages.

4. Click OK.
You can continue creating at most 12 URL access rules for an application.

IP Protection

You can block requests from clients based upon their source IP address directly, their current reputation known to
FortiGuard, or which country or region the IP address is associated with.

Conversely, you can also exempt clients from scans typically included by the policy.

To configure IP Protection, you must have already enabled this module in Add Modules. See Add and Remove
Modules.

IP reputation

To block the following attacks, you can configure FortiAppSec Cloud to block client access based on up-to-date threat
intelligence.

» botnets

e spammers

« phishers

« malicious spiders/crawlers

« virus-infected clients

« clients using anonymizing proxies
o DDoS participants

IP reputation leverages many techniques for accurate, early, and frequently updated identification of compromised and
malicious clients so you can block attackers before they target your servers. Data about dangerous clients derives from
many sources around the globe, including:

FortiAppSec Cloud 25.3 User Guide 133
Fortinet Inc.



o FortiGuard service statistics

» honeypots
» botnet forensic analysis
e anonymizing proxies

» 3rd party sources in the security community

From these sources, FortiAppSec Cloud compiles a reputation for each public IP address. Clients will have poor
reputations if they have been participating in attacks, willingly or otherwise. Because blocking innocent clients is equally
undesirable, FortiAppSec Cloud also restores the reputations of clients that have improved their behaviors. This is
crucial when an infected computer is cleaned, or in DHCP or PPPoE pools where an innocent client receives an IP

address that was previously leased by an attacker.

Check whether an IP address is malicious through FortiGuard IP Web Application Security

Service: https://www.fortiguard.com/services/botnet.

If you believe an IP address is wrongly classified as a malicious IP, you can report it to our TAC team.

For help with Geolocation Service and issues, you can find more information at
https://www.fortiguard.com/services/ipge, and submit a report at https://www.fortiguard.com/fag/ipge.

Go to ACCESS RULES > IP Protection to enable IP Reputation.

Geo IP Block
Select Countries to Block
Geo IP Block
Country
Block requasts from clients by A
geography. Afghanistan
Aland Islands
Albania
Algeria
Amarican Samoa
Andorra
Angola
Anguilla

Antarctica
Antigua And Barbuda

Argentina

Armeania
Aruba

Australia
Austria

Azarbaijan

Bahamas

Bahrain

Bangladesh

Barbados

Belarus

Belgium

Belize
Benin
Bermuda

Geo IP Exception

To configure blocking by geography, select one or more geographical regions that you want to block from the Country
list, then click the right arrow or double click the countries to move them to the Selected Country list on the right.

In addition to countries, the Country list also includes distinct territories within a country, such as Puerto Rico, and
regions that are not associated with any country, such as Antarctica.

The action taken for the GEO IP violations is Period Block (600 seconds).
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Geo IP Exception

Add IP addresses from blocked geographic locations to the exception list so that traffic from those IP addresses is not

blocked.

While there is no maximum number of supported IP addresses, the character limit for this listis 1 048 576. Therefore, the

number of supported IP addresses will vary depending on their length.

IP list

You can define which source IP addresses are trusted or distrusted clients, or allowed ones.

In IP List section, configure these settings.

IP List Input There are two ways of adding IP list:

¢ Manually input IP/IP range one by one
Type the client’s source IP address, then click Add

to add more.

You can enter either a single IP address or a range
of addresses (for example, 172.22.14.1-
172.22.14.255 or 10:200::10:1-10:200:10:100).
Each entry should contain only one IP address or IP
range. Both IPv4 and IPv6 addresses are supported

only on AWS platform currently.

Note: A maximum number of 30,000 IPs/IP Ranges
is supported, 10,000 for each IP/IP Range type.

¢ Upload a CSV file to add IPs in batch
Click Upload CSV to import a CSV file that contains

multiple IPs.

The type should be one of "BLOCK",
"ALLOW","TRUST" .

Use the following format for each IP/IP range (enter
one IP/IP range per line) in the CSV file:

BLOCK,<IP Address>
ALLOW,<IP Address>
TRUST,<IP Address>-<IP Address>

A B
1 TRUST 2.1.11
2 TRUST 3.1.11
3 TRUST  4.1.1.1
4 BLOCK  2.2.2.2-2.2.2.243
5 BLOCK  3.2.2.2-3.2.2.243
6 ALLOW  4.2.2.2-4.2.2.243
7 ALLOW 5.2.2.2
Type * Block IP—The source IP address that is distrusted,

and is permanently blocked from accessing your
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Click SAVE.
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web servers, even if it would normally pass all other
scans.

Note: If multiple clients share the same source IP
address, such as when a group of clients is behind a
firewall or router performing network address
translation (NAT), blocking the source IP address
could block innocent clients that share the same
source IP address with an offending client.

e Trust IP—The source IP address is trusted and
allowed to access your web servers, bypassing any
further scanning by subsequent security modules.

By default, if the IP address of a request is neither in the
Block IP nor Trust IP list, FortiAppSec Cloud will pass this
request to other scans to decide whether it is allowed to
access your web servers. However, you can define the
Allow Only list so that such requests can be screened
against this list before it's passed to other scans.

¢ Allow Only—If the source IP address is in the Allow
Only list, it will be passed to other scans to decide
whether it's allowed to access your web servers. If
not, it will be blocked.

If this list is empty, then the source IP addresses
which are not in the Block IP and Trust IP list will be
passed directly to other scans.

The scan sequence for processing IP addresses is as
follows: Block IP > Trust IP > Allow Only. For example,
if an IP address is present in the Block IP list, the system
will block it immediately without proceeding to scan
against the Trust IP and Allow Only IP lists.

In other words, if an IP address appears in multiple IP
lists, it will be processed only against the list which is
scanned first. For example, if you wish to trust an IP
range but block specific IP addresses within that range,
then you can add those IP addresses to the Block IP list
and the IP range in the Trust IP list. This approach will
allow the IP range to be trusted while the specified IP
addresses are blocked, since the Block IP list is scanned
first.

Requests that are blocked according to the IP Protection
lists will receive a warning message as the HTTP
response. The warning message page includes ID:
70007, which is the ID of all attack log messages about
requests from blocked IPs.
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If you have enabled Use X-Header to Identify Original Clients' IP in Rewriting Requests,
the IP address in the header will be identified as the client IP and be scanned by IP
Protection.

CORS protection

If you have enabled Cross-Origin Resource Sharing (CORS) for your application, the resources of your application can
be accessed by other applications using JavaScript within the browser. Use the CORS Protection feature on
FortiAppSec Cloud so that only legitimate CORS requests from allowed web applications can reach your application.

To create a CORS protection rule

1. Goto ACCESS RULES > CORS protection.
2. Entera Request URL to protect. It can be either:
o Aliteral URL, suchas /folderl/index.htmthatthe HTTP request must contain in order to match the rule,

or use wildcards to match multiple URLs, suchas /folderl/* or /folderl/*/index.htm. The URL must
begin with a slash ( /).

« Aregular expression, such as ~/* . php. This pattern does not require beginning with a slash (/); however, it
must match URLs that begin with a slash.
To create and test a regular expression, click the RegEx Test. This opens the Regular Expression Validator
window where you can fine-tune the expression. For details, see Frequently used regular expressions.
3. Enable Block CORS Traffic to block all the CORS traffic to the above specified URL.
Disable this option to allow CORS traffic, in the meantime configure the settings below to add restrictions for the
CORS traffic.

4. Click Create New to add Allowed Origins. Configure the following settings.

Protocol Select which type of protocols is allowed for the connections
between foreign applications and your application.

Origin Name Enter the foreign application's domain name.
Wildcards are supported.
Please note that the Origin Name only matches with domains in the
same level, for example, *.com matches with a.com but not
a.b.com; while *.b.com matches with a.b.com.

Port Type the TCP port number for the CORS connections. The valid
range is from 0 to 65,535.
0 means the CORS requests can reach at any TCP port number.
Include Sub Domains Enable this option so that the Origin Name matches with domains

of its sub level. For example, if this option is enabled, *.com
matches with all domain names.

5. Click OK.
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6. Configure the following settings.

Allowed Credentials Specify whether CORS requests from foreign applications can
include user credentials.

¢ None: Allow CORS requests with or without user credentials.

¢ TRUE: Allow only CORS requests with user credentials.
The CORS specification requires a specific value for Access-
Control-Allow-Origin in the response package if the
Access-Control-Allow-Credentials is true.
If you leave the Allowed Origins list empty, please be careful
to select TRUE for Allowed Credentials unless you are sure
the back-end server will not set * for Access-Control-
Allow-Origin inthe response package.

¢ FALSE: Allow only CORS requests without user credentials.

Allowed Maximum Age The maximum time period before the result of a preflight request
expires. The valid range is from 0 to 86,400.
0 means using the Allowed Maximum Age configured in the back-
end server.
For example, if the Allowed Maximum Age is set to 3,600 seconds,
and the initial preflight request is allowed, then the subsequent
CORS requests in the next 3,600 seconds can be sent directly
without a precedent preflight request.
This applies only to the CORS preflighted requests, not the simple
requests.

Allowed Methods Click Add to add the allowed methods so that FortiAppSec Cloud
can verify whether the allowed methods used in the CORS requests
are legitimate.

Allowed Headers Click Add to add the allowed headers so that FortiAppSec Cloud
can verify whether the headers used in the CORS requests are
legitimate.

Exposed Headers Click Add to add the exposed headers so that FortiAppSec Cloud

can expose the specified headers in JavaScript and share with
foreign applications.

7. Click Save.
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Bot Mitigation

To quickly protect websites, mobile apps and APIs from automated threats, you can configure the bot mitigation feature
to check more specific signatures such as client events, and occurrence of suspicious behaviors, etc. of regular clients.

+ Known Bots

¢ Threshold Based Detection

+ ML Based Bot Detection

+ Biometrics Based Detection

« Bot Deception

« Advanced Bot Protection on page 146

Known Bots

Configuring Known Bots protects your websites, mobile applications, and APls by blocking known malicious bots (e.g.,
DoS, Spam, Crawlers) while permitting activity from beneficial bots, such as search engines. This ensures robust
security while maintaining the seamless flow of essential traffic.

This feature identifies and manages a wide range of attacks from automated tools no matter where these applications or

APIs are deployed.

Known Bots

Known Bad Bots Period Block «

©

Stat Category Allowed List Bot List
O DS =
O Spam @
O Trojan @
O Scanner =
O Crawler =
Known Good Bots Bypass
Status Category Disabled List Bot List
O Known Search Engines @

+ Create Exception Rule

D Match Object Relationship with previous rule Match Condition Action

No data found

Configure Known Bots settings

1. Go to Bot Mitigation> Known Bots.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure these settings.
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3.

Known Bad Bots Enable to take the configured action against bad bots using predefined signatures.

Click the Edit icon on each Bot List if you want specific bots to be exempted. The
signatures moved to the Allowed List will not be screened against.

Known Good Bots Enable to take the configured action on known good bots (we recommend configuring
bypass or alert for this option). By default, all popular predefined search engines (Google,
Bing, Yahoo, etc.) are on the Enabled List.
Click the Edit icon on each Bot List if you want specific bots to be exempted. The search
engines moved to the Disabled List will not be screened against.

4. Select the action that FortiAppSec Cloud takes when it detects a Known Good or Bad Bot.

5.

Bypass Accept the request with no generated log or alert.

Alert Accept the request and generate a log message

Alert & Deny Block the request (or reset the connection) and generate a log message.

Deny(no log) Block the request (or reset the connection).

Period Block Block the current request. Moreover, all the subsequent requests from the same client in

the next 10 minutes will also be blocked.

Bypass Accept the request and skip the subsequent scans after known bots in the Sequence of
Scans.

Click SAVE.

Configure Exception Policy

Exclude specific parameters or URLs from bot mitigation scans. This is useful when certain elements are known to
trigger false positives during normal operations.

For more details, please refer to Exception Policy on page 149.

Threshold Based Detection

With the occurrence, time period, and severity of the following suspicious behaviors predefined, FortiAppSec Cloud
judges whether the request comes from a human or a bot.

Known Bad Bots

Known Search Engines
Crawler

Vulnerability Scanning

Slow Attack

Content Scraping

Credential Based Brute Force

To configure Threshold Based Detection:

1.

Navigate to WAF > Bot Mitigation> Threshold Based Detection.
You must have already enabled this module in Add Modules. See Add and Remove Modules.
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2. Configure these settings.

Crawler

Vulnerability
Scanning

Slow-Attack

Content-Scraping

Credential Based
Brute Force

Request URL

Occurrence
Within

Challenge

Enable to detect web crawlers that are usually used to map out your application structure.
If 403 and 404 response codes occur more than 100 times within 10 seconds,
FortiAppSec Cloud will take actions.

Enable to detect tools that scan your application for vulnerabilities. If attack signatures are
triggered more than 100 times within 10 seconds, FortiAppSec Cloud will take actions.

Enable to detect automatic tools that try to go undetected by generating traffic in low
thresholds. If the timeout HTTP Transaction occurs more than 5 times within 100 seconds,
FortiAppSec Cloud will take actions.

Enable to detect malicious tools that try to download large amounts of content such as
text/html and application/xml from your web site. If the download activity occurs more than
100 times within 30 seconds, FortiAppSec Cloud will take actions.

Enable to block brute force attacks that try to obtain user credentials by detecting whether
a user is accessing a specific URL too frequently after logging in.

To enable Credential Based Brute Force, Account Takeover on page 170 must also be
enabled. Please note, this feature only tracks users who have successfully logged in and
can thus be monitored by Account Takeover.

The URL that you want to protect from brute force login.

Here we only support Regular Expression Match. The value does not require a forward
slash (/). However, ensure that it can match values that contain a forward slash. For
details, see Frequently used regular expressions on page 216.

Only available when Credential Based Brute Force is enabled.

When the brute force login occurs more than a certain times in a certain time period,
FortiAppSec Cloud will periodically block the request. The Occurrence defines "how many
times", while the Within (Seconds) defines the "time period".

Only available when Credential Based Brute Force is enabled.

You can select among:

* Disable—Disables this option to not to challenge users when a rule is triggered.

« Real Browser Enforcement—Specifies whether FortiAppSec Cloud returns a
JavaScript to the client to test whether it is a web browser or automated tool when it
meets any of the specified conditions. If the client fails the test or does not return
results in 20 seconds, FortiAppSec Cloud applies specified actions. If the client
appears to be a web browser, FortiAppSec Cloud allows the client to exceed the
action.

« CAPTCHA Enforcement—Requires the client to successfully fulfilla CAPTCHA
request. If the client cannot successfully fulfill the request within 3 times or doesn't
fulfill the request within 20 seconds, FortiAppSec Cloud applies related actions and
sends the CAPTCHA block page.

Note: Configurable only when either of Crawler, Vulnerability Scanning, Slow Attack, or
Content Scraping is enabled.

3. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.
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The default action for Threshold-Based Detection is Period Block, and it is not
i recommended to modify this configuration.

~ - Period Block is the most effective action for Threshold-Based Detection. When the number
9 of suspicious behaviors reaches the defined threshold, this action blocks all subsequent
- requests from the offending IP address for the next 10 minutes. In contrast, selecting Alert
& Deny or Deny (no log) results in only the request that exceeds the threshold being
denied, while subsequent requests are allowed until the threshold is reached again.

Alert Accept the request and generate a log message.

Alert & Deny Block the request (or reset the connection) and generate a log message.

Deny(no log) Block the request (or reset the connection).

Period Block Block the current request. Moreover, all the subsequent requests from the same client in

the next 10 minutes will also be blocked.

4. Click SAVE.

Configure Exception Policy

Exclude specific parameters or URLs from bot mitigation scans. This is useful when certain elements are known to
trigger false positives during normal operations.

For more details, please refer to Exception Policy on page 149.

ML Based Bot Detection

The Al-based bot detection model enhances existing signature- and threshold-based rules by identifying sophisticated
bots and credential-stuffing (CC) attacks that may evade traditional detection methods.

Unlike conventional bot detection mechanisms, which require manual threshold configuration to distinguish normal from
abnormal user behavior, the machine learning (ML)-based model automates this process. For example, determining an
appropriate threshold for the number of HTTP requests a user can make before being flagged as suspicious often
requires iterative adjustments and continuous log monitoring.

The ML-based bot detection model leverages a Support Vector Machine (SVM) algorithm to construct a self-learning
model that profiles legitimate client traffic. Incoming traffic is analyzed against these learned profiles, and deviations
result in anomaly classification. When application usage patterns change—such as due to feature updates—the model
automatically recalibrates to maintain accuracy.

Additionally, testing indicates that the ML-based bot detection model significantly improves detection accuracy,
particularly for crawlers and scrapers. By evaluating traffic across 13 dimensions, it enhances detection precision while
reducing false positive rates.

To configure a ML based bot detection rule:

1. Goto BOT MITIGATION > ML Based Detection (Beta).

You must have already enabled this module in Add Modules. See Add and Remove Modules.
2. Selectthe Model Settings tab.
3. Configure the following settings.

FortiAppSec Cloud 25.3 User Guide 142
Fortinet Inc.



Client Identification Method

Model Type

Anomaly Count

Challenge

FortiAppSec Cloud 25.3 User Guide
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FortiAppSec Cloud collects samples from the real users to build a machine
learning model. Select whether to use IP, IP and User-Agent, or Cookie to
identify a user.

¢ |P: The traffic data in one sample should come from the same source IP.

¢ [P and User-Agent: The traffic data in one sample should come from the
same source IP and User-Agent (the browser).

¢ Cookie: The traffic data in one sample should have the same cookie
value.

Multiple models are built during the model building stage. The system uses
training accuracy, cross-validation value, and testing accuracy to select
qualified models.

The Model Type is used to select the one final model out of all the qualified
models.

* If you configure the Model Type to Moderate, the system chooses the
model which has the highest training accuracy among all the qualified
models.

¢ If you configure the Model Type to Strict, the system chooses the model
which has the lowest training accuracy among all the qualified models.

The Strict Model has a higher likelihood of identifying anomalies, but also
carries the risk of incorrectly identifying regular users as bots.

The Moderate Model is relatively lenient making it less prone to false positive
detections, but comes with the risk of allowing actual bots to go undetected.
There isn't a perfect option for every situation. Whichever model type you
choose, you can always leverage the options in Anomaly Detection Settings
and Action Settings to mitigate the side effects, for example, using Bot
Confirmation to avoid false positive detections.

If the system detects certain times of anomalies from a user, it takes actions
such as sending alerting emails or blocking the traffic from this user.
Anomaly Count controls how many times of anomalies are allowed for each
user.

For example, the Anomaly Count is set to 4, and the system has detected 3
anomalies in the last 6 samples. If the 7th sample is detected again as an
anomaly, the system will take actions.

Please note that if no valid traffic is collected for the 7th sample (for example,
the user leaves your application), the system will clear the anomaly count and
the user information. If the user revisits your application, he/she will be treated
as new users and the system starts anomaly counting afresh.

Since this option allows certain times of anomalies from a user, it might be a
good choice if you want to avoid false positive detections.

If a bot is detected, the system will use the following methods to confirm it's
indeed a bot.
* Real Browser Enforcement: The system sends a JavaScript to the
client to verify whether it is a web browser.

» CAPTCHA Enforcement: The system requires clients to successfully
fulfilla CAPTCHA request.
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It will trigger the action policy if the traffic is not from web browser.

Block Duration Enter the number of seconds that you want to block the requests. The valid
range is 1-3,600 seconds (1 hour).

This option only takes effect when you choose Period Block in Action.

Source IP List Click Create New to list the source IP ranges of the samples. FortiAppSec
Cloud will collect samples from the specified IP ranges.

Exception URLs Due to the nature of some web pages, such as the stock list web page, even
regular users may behave like bots because they tend to frequently refresh the
pages. You may need to add these URLs in the exception list, otherwise the
model may be invalid because too many bot-like behaviors are recorded in the
samples.

Click Create New to list exception URLs. The system will collect samples for
any URL except the ones in the Exception URLs list.

4. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.
Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Period Block Block the current request. Moreover, all the subsequent requests from the same client in
the next 10 minutes will also be blocked.
Deny (no log) Block the request (or reset the connection) without generating a log message.
5. Click SAVE.

Biometrics Based Detection

By checking the client events such as mouse movement, keyboard, screen touch, and scroll, etc in specified period,
FortiAppSec Cloud judges whether the request comes from a human or from a bot.

Configure Biometrics Based Detection Settings

1. Go to Bot Mitigation> Biometrics Based Detection.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure these settings.

Monitor Client Events Select at least one client event according to your need.
¢ Mouse Movement
 Click
* Keyboard
e Screen Touch
e Scroll
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Event Collection Specify the time period that the events will be collected from the client.
Period

Bot Effective Time For the identified bot, choose the time period before FortiAppSec Cloud tests and
verifies the bot again.

3. Click +Create Rule.

4. For URL, enter the literal URL, such as /index.php, or a regular expression, such as ~/* .php that the HTTP
request must contain in order to match the rule. Multiple URLs are supported.

5. Click OK.
6. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).

7. Click SAVE.

Configure Exception Policy

Exclude specific parameters or URLs from bot mitigation scans. This is useful when certain elements are known to
trigger false positives during normal operations.

For more details, please refer to Exception Policy on page 149.

Bot Deception

To prevent bot deception, you can configure the insertion of a link into HTML-type response pages. For regular clients,
the link remains invisible, while for malicious bots, such as web crawlers, the bots may attempt to request the resource
that the invisible link points to, revealing their behavior.

Configure bot deception
1. Navigate to WAF> Application > Bot Mitigation > Bot Deception.

You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. For Deception URL, specify the deception URL to be inserted in the HTML response page, which can be either an
absolute path or a relative path.

» This Deception URL should not point to a real, existing page on your server. It should be a nonexistent or fake
path that no normal user would ever click or see.

3. Click +Create Rule to enter the literal URL, such as /index. php, or a regular expression, such as ~/* . php that
the HTTP request must contain in order to match the rule. Multiple URLs are supported.

4. Click OK.
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5. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.

Alert & Deny Block the request (or reset the connection) and generate a log message.

Deny(no log) Block the request (or reset the connection).

Period Block Block the current request. Moreover, all the subsequent requests from the same client in

the next 10 minutes will also be blocked.

6. Click SAVE.

Configure Exception Policy

Exclude specific parameters or URLs from bot mitigation scans. This is useful when certain elements are known to
trigger false positives during normal operations.

For more details, please refer to Exception Policy on page 149.

Advanced Bot Protection

FortiAppSec Cloud's WAF (web application firewall) service integrates with its Advanced Bot Protection service,
enabling users to leverage deep learning algorithms and behavior analysis to detect and block sophisticated bots. It
analyzes user behavior patterns, device fingerprints, and other indicators to differentiate between legitimate users and
malicious bots.

For more information on the features and capabilities of Advanced Bot Protection, please see Advanced Bot Protection
on page 227.

Advanced Bot Protection ‘ Alert -

Advanced Bot Protection Status
© Professional Engagement | View Details

Severity

Low -

Block Duration

0

Bot Confirmation

Advanced Bot Protection

‘ Go to Dashboard |

SAVE ‘ CANCEL |
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Set up Advanced Bot Protection (ABP)

Prerequisites

« Avalid ABP license.
For license inquiries, please contact the sales team.

Enable ABP module on WAF

1. Navigate to WAF > Applications, and select an application where you would like to enable ABP.
2. Inthe side navigation menu, click Add Modules.
3. Scroll down to Bot Mitigation, and enable Advanced Bot Protection.

 BOT MITIGATION Known Bots o
Known Bots protects your websites, mobile applications, and APIs from malicious bots such as DoS, Spam,
and Crawler, etc.

Threshold Based Detection [}

Bots are applications that run automated tasks over the internet. Some bots are good such as search
engines however many other are malicious. Use the below protection mechanisms to block the bad bots.
ML Based Bot Detection PREMIUM o

The Al-based machine learning bot detection model complements the existing signature and threshold
based rules. It detects sophisticated bots that can sometimes go undetected.

Biometrics Based Detection @
Biometrics Based Detection verifies whether a client is a bot by monitoring events such as mouse
movement, keyboard, screen touch, and scroll, etc.

Bot Deception (]

As a deception technique to identify bots, Bot Deception inserts a hidden link into response pages. Clients
that fetch the URL can accurately be classified as bots.

Advanced Bot Protection o

Safeguard online presence through advanced bot mitigation techniques and comprehensive detection
capabilities.

4. Click OK. Advanced Bot Protection should now show up under WAF > Bot Mitigation in your side navigation
menu.

5. Navigate to Bot Mitigation > Advanced Bot Protection.
The content shown on this page is determined by the status of your ABP license.
« If you do not have a valid ABP license, you will be guided to obtain one.
« Ifyou have a valid license, this page will display the following information regarding your application:

1
‘-‘ ,J' When you have a valid ABP license, enabling Advanced Bot Protection on WAF will
9 automatically generate a corresponding application on ABP if one has not been
— previously created for the application.
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Advanced Bot Protection

Advanced Bot Protection Status

‘ Alert ~

© Professional Engagement | View Details

Severity

Low

Block Duration

0

Bot Confirmation

Advanced Bot Protection

‘ Go to Dashboard ‘

‘ CANCEL ‘

Action

Advanced Bot Protection
Status

Severity

Block Duration

Bot Confirmation
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Select the action FortiWeb Cloud takes when FortiGuard ABP detects bot
activity:
¢ Alert — Accept the request and generate a log message.

¢ Alert & Deny — Block the request (or reset the connection) and
generate a log message.

* Deny (no log) — Block the request (or reset the connection) and do
not generate a log message.

¢ Period Block —Block the current request, and any subsequent
requests from the same client will be blocked for a configurable period
of time, as defined by the Block Duration setting.

The current state or condition of the ABP service for your application.

For more information on this process, please refer to Pre-Provisioning
Application resources on page 244.

Select the event severity to log when a bot is detected:
¢ High — Log as high severity events.

¢ Medium — Log as a medium severity events.
e Low — Log as low severity events.

¢ Informative — Log as informative security events. This security level
indicates a low-priority event that does not pose a significant security
risk, and is useful for tracking and monitoring purposes but do not
require immediate action.

The defaultis Low.

The duration (in seconds) to block a client after ABP detects bot-like
behavior.
This feature is only configurable when Action is set to Period Block.

When enabled, your application will send bot verification requests to
clients.

148



Bot Confirmation

O

Verification Method

Max Attempt Times

3

Validation Timeout

20

Verification Method:Choose the type of verification request. Currently,
only CAPTCHA is available, so this option cannot be changed.

Max Attempt Times: The maximum number of attempts to allow a client to
respond to the verification request before the request is considered a
failure.

Validation Timeout: The elapsed time (in seconds) after which the
verification request is considered a failure.

Advanced Bot Protection A link that takes you to the Advanced Bot Protection Portal.

Exception Policy

Create an exception policy to exclude specific parameters or URLs from bot mitigation attack scans when they are
known to trigger false positives during normal use. The exception policy can be applied to Known Bots, Threshold Based
Detection, Biometrics Based Detection, and Bot Deception to refine detection accuracy while minimizing unintended
blocks.

Create an Exception Policy

1. Navigate to Bot Mitigation > Known Bots, Threshold Based Detection, Biometrics Based Detection, or Bot
Deception and configure the applicable rules.

2. Click Create Exception Rule. This will define the criteria for applying the exception rule.
3. Select a Match Object, and configure its corresponding settings according to the table below.

4. ClientIP

Match Condition ¢ Equal—FortiAppSec Cloud does not perform a bot mitigation
attack scan for requests with a client IP address or IP range
that matches the value of IP/ IP Range.

¢ Not Equal—FortiAppSec Cloud only performs a bot
mitigation attack scan for requests with a client IP address or
IP range that matches the value of IP/ IP Range.

IP/ IP Range Specify the client IP address or IP range that FortiAppSec Cloud
uses to determine whether or not to perform a bot mitigation attack
scan for the request.
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Host
Match Condition

Value

URI
Match Condition
Value

Full URL

Match Condition

Value
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» String Match—Value is a literal host name.

¢ Regular Expression Match—Value is a regular expression
that matches all and only the hosts that the exception applies
to.

Specifies the Host : field value to match.

e String Match—Value is a literal URL, such as
/folderl/index.htmthatthe HTTP request must contain
in order to match the rule, or use wildcards to match multiple
URLs, suchas /folderl/*or /folderl/*/index.htm.

* Regular Expression Match—Value is a regular expression
that matches all and only the URIs that the exception applies
to.

Specifies a URL value to match. You can use up to 2048
characters in regex configuration for signature. The value does not
include parameters. For example, /testpage.php, which
match requests for
http://www.test.com/testpage.php?a=1&b=2.

If Operation is String Match, ensure the value starts with a
forward slash (/) (forexample, /causes-false-
positives.php).

If Operation is Regular Expression Match, the value does not
require a forward slash (/). However, ensure that it can match
values that contain a forward slash.

Do not include a domain name or parameters. To match a domain
name, use the Host element type. To match a URL that includes
parameters, use the Full URL type.

» String Match—Value is a literal URL, such as
/folderl/index.htmthatthe HTTP request must contain
in order to match the rule, or use wildcards to match multiple
URLSs, suchas /folderl/*or /folderl/*/index.htm.

¢ Regular Expression Match—Value is a regular expression
that matches all and only the URLSs that the exception applies
to.

Specifies a URL value that includes parameters to match. For
example, /testpage.php?a=1&b=2, which match requests for
http://www.test.com/testpage.php?a=1&b=2.

If Operation is String Match, ensure the value starts with a
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Parameter

Match Condition

Name

Check Value of
Specified Element

Value
Cookie

Match Condition

Name

Check Value of
Specified Element

Value

forward slash (/) (forexample, /testpage.php?a=1&b=2).

If Operation is Regular Expression Match, the value does not
require a forward slash (/). However, ensure that it can match
values that contain a forward slash.

Do not include a domain name. To match a domain name, use the
Host element type. To match a URL that does not include
parameters, use the URI type.

e String Match—Name is the literal name of a parameter.

¢ Regular Expression Match— Name is a regular expression
that matches all and only the name of the parameter that the
exception applies to.

Specifies the name of the parameter to match.

Enable to specify a parameter value to match in addition to the
parameter name.

Specifies the parameter value to match.

e String Match—Name is the literal name of a cookie.

¢ Regular Expression Match— Name is a regular expression
that matches all and only the name of the cookie that the
exception applies to.

Specifies the name of the cookie to match.

Select to specify a cookie value to match in addition to the cookie
name.

Specifies the cookie value to match.

5. Select the Relationship with previous rule:

* AND: The rule will apply concurrently with the previous rule, meaning both conditions must be met. This

creates a stricter condition where all linked rules must be met.

* OR: The rule will apply as an alternative to the previous rule, meaning either condition can be met.

For the first rule in a routing sequence, this field has no effect.

Please note, rules bound by an AND relationship take precedence over those with OR relationships. This ensures

all AND conditions must be met before considering OR conditions.

6. Click OK.

7. Repeat the steps above as needed to configure additional rules and exception rules.
8. Click SAVE to save your Exception Policy settings.
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DDoS prevention

Connection Limits

FortiAppSec Cloud DDoS prevention Connection Limits is a service that protects you against DDoS high-volume
attacks.

A Distributed Denial of Service attack (DDoS attack) is a cyber attack in which an attacker attempts to overwhelm a web
server/site, making its resources unavailable to its intended users. Most DDoS attacks use automated tools (not
browsers) on one or more hosts to generate the harmful flood of requests to a web server.

FortiAppSec Cloud allows you to configure Connection Limits at two layers:

o Application layer (HTTP or HTTPS)
» Network and transport layer (TCP/IP)

With the public cloud infrastructure affront providing the first layer of defense against volumetric attacks, FortiAppSec
Cloud enhances DDoS protection by focusing on sophisticated attacks targeting the application layer, such as low and
slow attacks. Together they provide protection for the full layer 3-7 DDoS attack types. Additionally, Fortinet operations
team also adds network and application protection customizations in real-time to help protect against the most
sophisticated DDoS threats.

To configure DDoS prevention Connection Limits , you must have already enabled this module in Add Modules. See
Add and Remove Modules.

Configuring application-layer DDoS prevention Connection Limits

For some DDoS prevention Connection Limits features, FortiAppSec Cloud uses session management to track
requests.

1. When FortiAppSec Cloud receives the first request from any client, it adds a session cookie to the response from
the web server in order to track the session. The client will include the cookie in subsequent requests.

2. Ifaclient sends another request before the session timeout, FortiAppSec Cloud examines the session cookie in the
request.

« Ifthe cookie does not exist or its value has changed, FortiAppSec Cloud drops the request.

« Ifthe same cookie exists, the request is treated as part of the same session. FortiAppSec Cloud increments its
count of connections and/or requests from the client. If the rate exceeds the limit, FortiAppSec Cloud drops the
extra connection or request.

You can configure settings below to limit the number of HTTP requests and TCP connections.

HTTP Access Limit Enable to limit the number of HTTP requests per second from a certain IP.

HTTP Request Limit Type a rate limit for the maximum number of HTTP requests per second from
each source IP address that is a single HTTP client.
For example, if loading a web page involves:
e 1 HTML file request
e 1 external JavaScript file request
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Malicious IPs

TCP Connection Number Limit

HTTP Flood Prevention
HTTP Request Limit

Challenge

Configuring actions

¢ 3image requests
The rate limit should be at least 5, but could be some multiple such as 10 or 15in
order to allow 2 or 3 page loads per second from each client.
It's recommended to use an initial value of 1000.

Enable to limit the number of TCP connections with the same session cookie.
Type the maximum number of TCP connections allowed with a single HTTP

client.
It's recommended to use an initial value of 100.

Enable to limit the number of HTTP connections with the same session cookie.

Type the maximum rate of requests per second allowed from a single HTTP
client.

It's recommended to use an initial value of 500.

* Real Browser Enforcement—Specifies whether FortiAppSec Cloud returns
a JavaScript to the client to test whether it is a web browser or automated tool
when it meets any of the specified conditions.

e« CAPTCHA Enforcement—Requires the client to successfully fulfill a
CAPTCHA request.

1. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.
Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).
Period Block Block the current request. Moreover, all the subsequent requests from the same client in

the next 10 minutes will also be blocked.
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Advanced Applications

With this module, you can configure XML protection to ensure no potential attacks in requests containing XML; also, you
can configure FortiAppSec Cloud to secure WebSocket traffic with various security controls.

e Custom Rule
» WebSocket Security

Custom Rule

Custom Rule provides advanced access control capabilities to match complex conditions specific to your web
application.

You use the rule's filters to specify all criteria that you require allowed traffic to match.
The filters apply to request traffic only, with the following exceptions:

o HTTP Response Code and Content Type apply to responses.
« Signature Violation applies to either requests or responses, depending on which signatures you enable.
» Occurrence applies to either requests or responses.

To create a custom rule

1. Goto ADVANCED APPLICATIONS > Custom Rule.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Click +Create Rule.
3. Configure these settings.

Name Type a unique name for the custom rule.
Operation Select which action the FortiAppSec Cloud will take when it detects a violation
of the rule:

* Deny—Block the request (or reset the connection).

¢ Deny (no log)—Block the request (or reset the connection) without
generating a log message.

¢ Period Block—BIlock the current request. Moreover, all the subsequent
requests from the same client in the next 10 minutes will also be blocked.

Challenge Choose how to challenge users when a custom rule is triggered.
¢ Disable—Disable this option to not to challenge users when a rule is
triggered.

¢ Real Browser Enforcement—Specifies whether FortiAppSec Cloud
returns a JavaScript to the client to test whether it is a web browser or
automated tool when it meets any of the specified conditions. If the client
fails the test or does not return results in 20 seconds, FortiAppSec Cloud
applies specified actions. If the client appears to be a web browser,
FortiAppSec Cloud allows the client to exceed the action.

* CAPTCHA Enforcement—Require the client to successfully fulfill a
CAPTCHA request. If the client cannot successfully fulfill the request
within 3 times or doesn't fulfill the request within 20 seconds, FortiAppSec
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Cloud applies related actions and sends the CAPTCHA block page.

4. Click ADD FILTER to select the filter types.

5. Configure these settings.

Filter Type

Source IP

User

URL

Parameter

HTTP Header

FortiAppSec Cloud 25.3 User Guide
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Select the filter types that a request must match in order not to be allowed, and
configure their settings respectively.

The request containing the IP/IP Range will not be allowed.

* IP/IP Range—Type the IP address of a client that is not allowed.
You can enter either a single IP address or a range of addresses (for
example, 172.22.14.1-172.22.14.255 or 10:200::10:1-10:200:10:100).
Each entry should contain only one |IP address or IP range. Both IPv4 and
IPv6 addresses are supported only on AWS platform currently.

* Reverse Matching—Once enabled, only the specified IP/IP range will be
allowed by FortiAppSec Cloud.

The request containing the user name will not be allowed.
¢ User Name—Enter a user name captured in Account Takeover module
to match. You must enable Account Takeover module for this user type.
¢ Reverse Matching—Once enabled, the request containing the specified
user name will be allowed by FortiAppSec Cloud.

The request matching the specified URL will not be handled.
¢ URL Pattern—Type a regular expression that matches one or more
URLs, such as /index\ . jsp.
* Reverse Matching—Once enabled, only the specified URL will be
handled.

The request containing specified Name Pattern and Value Pattern will not be
handled.
¢ Name Pattern—Define the name pattern of a parameter using regular
expression.
¢ Value Pattern—Define the value pattern of a parameter using regular
expression.

The request matching all or part of the specified HTTP header name values
will not be handled.
e HTTP Header—Indicate a single HTTP Header Name such as Accept:,
and all or part of its value in Value Pattern.

° Predefined Header
Header Name—Select a single HTTP header name from the drop
down list.
Value Pattern—Define the value pattern using regular expression.
Reverse Matching—Once enabled, the request that matches the
specified value pattern will be handled.
Missing Header Name—Once enabled, the request matches the
condition if it does not contain the specified header. This setting
cannot be enabled at the same time as Empty Header Value
Check. Please note that this setting does not take effect for HTTP2
packets without the following headers:
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Content Type
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* :method
* :scheme
e :path
e :authority
 :status HTTP2 packets without the above headers will not go far
to be scanned against the custom rule settings. It will be
considered as illegitimate and be abandoned directly when it
arrives at FortiWeb at the first place.
Empty Header Value Check—Once enabled, the request matches
the condition if it contains the specified header but the value of the
matched header is empty. This setting cannot be enabled at the
same time as Missing Header Name.

Custom Header

Name Pattern—Define the name pattern of a single HTTP header
name.

Value Pattern—Define the value pattern using regular expression.
Reverse Matching—Once enabled, the request will be handled if
the HTTP header contains the regular expression.

Missing Header Name—Once enabled, the request matches the
condition if it does not contain the specified header. This setting
cannot be enabled at the same time as Empty Header Value
Check. Please note that this setting does not take effect for HTTP2
packets without the following headers:

e :method

* :scheme

e :path

¢ :authority

 :status HTTP2 packets without the above headers will not go far
to be scanned against the custom rule settings. It will be

considered as illegitimate and be abandoned directly when it
arrives at FortiWeb at the first place.

Empty Header Value Check—Once enabled, the request matches
the condition if it contains the specified header but the value of the
matched header is empty. This setting cannot be enabled at the
same time as Missing Header Name.

e HTTP Method
° Method Pattern—Configure a regular expression for the HTTP

method that FortiAppSec Cloud will search for in the header field.

o Reverse Matching—Once enabled, the request will be handled if

the HTTP header contains the HTTP method's regular expression.

The request will not be handled if an HTTP response for a file matches one of
the specified types.

Use icons and to add or remove the content types to or from the Allow
Content Types list.
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HTTP Response Code

Known Attacks

Access Rate Limit

Packet Interval Timeout

Transaction Timeout

Occurrence

Time Period

The request will not be handled if a HTTP response code matches the
specified code or range of codes.
e Code—Enter a response code or code range. For example, 404 or 500—
503.

The request will not be handled if FortiAppSec Cloud detects selected attack
signature categories in the request or response.

* Cross Site Scripting

¢ SQL Injection

* Generic Attacks

¢ Known Exploits

¢ Trojans

Refer to Known Attacks for information about the attacks above.

The request will not be handled if the number of requests per second per client
IP exceeds the specified value.
¢ Request per Second—Enter a value to indicate the number of requests
per second per client IP.

The request will not be handled if the time period between packets arriving
from either the client or server (request or response packets) exceeds the
specified value in seconds.
¢ Timeout—Enter a value to indicate the time period between packets
arriving from either the client or server.

The request will not be handled if the lifetime of a HTTP transaction exceeds
the specified transaction timeout.
¢ Timeout—Enter a value in seconds to indicate the lifetime of a HTTP
transaction.

The request will not be handled if a transaction matches other filter types in the
current rule at a rate that exceeds the specified threshold.

* Occurrence—Enter a rate that a transaction matches other filter types.

¢ Within—Enter a time period in seconds for the occurrence.

The request will not be handled if the time period of the request matches what
you specify.

¢ Type—Select Daily or Once for the time period.

¢ Time Period—Enter a time period.

Note: Two colors green and yellow are adapted to classify the filter types; green means filtering HTTP traffic,
include Source IP, URL, Parameter, HTTP Header, HTTP Response Code, and Content Type; while yellow is
related to security, including Security Rules, Packet Interval Timeout, Transaction Timeout, and Occurrence.

6. Click OK.

You can continue creating at most 12 custom rules for an application.
7. Youcanclick toedit, reorder, or remove each created rule.
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WebSocket Security

WebSocket Protocol is a TCP-based network protocol, which enables full-duplex communication between a web
browser and a server.

FortiAppSec Cloud now secures WebSocket traffic with a variety of security controls such as allowed formats, frame and

message size and signature detection.
You can create WebSocket security rules to detect traffic that uses the WebSocket TCP-based protocol.
To create a WebSocket security rule

1. Goto ADVANCED APPLICATIONS > WebSocket Security.

You must have already enabled this module in Add Modules. See Add and Remove Modules.
2. Click Add WebSocket Security Rule.
3. Configure these settings.

Name Type a name that can be referenced by other parts of the configuration.

Request URL Enter the literal URL, such as /index.php, that the HTTP request must
contain in order to match the rule.

Allow WebSocket Enable to detect the WebSocket traffic, and FortiAppSec Cloud will check
any WebSocket related traffic.

The following fields can be configured only when this option is enabled.

Allow Formats When the WebSocket connection is established , data is transmitted in the
form of frame. Select the allowed frame formats that are acceptable matches.
By default, both Plain Text and Binary are checked.

Max Frame Size Specify the maximum acceptable frame header and body size in bytes. The
valid range is 0-2147483647 bytes.

Max Message Size Specify the maximum acceptable message header and body size in bytes.
The valid range is 0-2147483647 bytes.

Block Extensions Enable to not check the extension header in WebSocket handshake packet.
By default, this option is disabled.

Block Known Attacks Enable to protect against known attacks, common vulnerabilities and
exposures (CVEs), and other exploits as part of the OWASP Top 10.

4. Enter the allowed origin.

For example, 121.40.165.18:8800. Only traffic from the allowed origins can be accepted. You can add multiple
origins here.

5. Click OK.
You can create at most 12 WebSocket security rules for an application.

To configure actions
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1. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).
2. Click SAVE.
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API Protection

FortiAppSec Cloud secures your APl interfaces that are implemented using XML, JSON API, or OpenAPI.

Depending on how your APl interfaces are implemented, you can use OpenAPI Validation, JSON Protection, or XML
Protection to import a schema/validation file defining how a client should request the resources being fetched or
modified. FortiAppSec Cloud parses the contents of each API call against the schema/validation file and take
appropriate actions to protect you from malicious traffic.

FortiAppSec Cloud has the ability to manage API users, verify API keys, control APl access and rate limits, etc. It can
also check whether the request initiated from a mobile device carries a JWT-token header and whether the token is valid.
These settings are available in APl Gateway and Mobile API Protection.

« ML Based API Protection
« OpenAPI Validation

¢ JSON Protection

+ XML Protection

+ Mobile API Protection

+ API Gateway

ML Based API Protection

The Al-based API Protection builds mathematical models for Schema Protection and Threat Protection. The Schema
Protection model learns the REST API data structure from user traffic samples and then compiles a schema file to
screen out malformed API requests. The Threat Protection model learns the patterns of the parameter value in the API
request body and then builds models to screen out requests which have abnormal values in its body.

Model Settings

To configure an API Protection rule:

1. Goto API PROTECTION > ML Based API Protection.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Selectthe Model Settings tab.

3. Based on the samples collected, the system learns the patterns of the parameter value in the API request body and
then builds Threat Protection models to screen out requests which have abnormal values in their body.
Select the action to take when abnormal parameter values are detected:

« Alert: Accept the request and generate a log message.

« Alert&Deny: Block the request (or reset the connection) and generate a log message.

« Standby: Do not take any action.
Please note that in addition to the Threat Protection model that screens out API requests with abnormal parameter
values, the system also builds an Schema Protection model to detect API requests which are malformed. It
compiles an API schema file and screens out malformed API requests against the schema file. The Schema
Protection data can be viewed in the API Collection tab.

4. Configure the Data Collection Settings.

IP List Type ¢ Trust: FortiAppSec Cloud collects API request samples only from the
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Trust source IP addresses.
¢ Block: FortiAppSec Cloud collects API request samples from all source
IP addresses except the ones in the Block list.
If the IP List Type is Trust and the Source IP List is empty, FortiAppSec
Cloud will not collect samples from any Source IP address.
If the IP List Type is Block and the Source IP List is empty, FortiAppSec
Cloud will collect samples from all Source IP addresses.
The IP list only restricts where the samples come from. Once the model is
built, requests from other source |IP addresses will also be scanned by the IP
Protection model.

Source IP List Click Create New to add the source IP list. This option is used together with IP
List Type.
API Learning Patterns If you want to limit the API protection learning to certain API paths, click Create

New in the API Learning Patterns section, then enter either a string match
API path or regular expression.

Please note that only the specified API paths will be protected by the API
Protection module.

API Collection

To view and edit API paths learned by the Schema Protection model:

1.

Go to APl PROTECTION > ML Based API Protection.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

Select the API Collection tab. This page lists all the API paths learned by machine learning model.
Please note that the default action for Schema Protection is Standby. You can click into each API path and change
the action.

Click the Editicon on the API path row to view and edit the parameter, request body, and response body learned by
the model.
Select the action to take when malformed API request to this API path is detected.

« Alert: Accept the request and generate a log message.

« Alert&Deny: Block the request (or reset the connection) and generate a log message.

« Standby: Do not take any action.

Click the Parameter tab under Request section, check the parameters learned by the machine learning model. If
some parameters are missing, you can click Create Parameter to add them.
If you don't want certain parameter to be protected, click the Remove icon on the corresponding parameter row.

To edit the parameter, click the Edit icon of the parameter to be edited. Configure the following settings.

Name Enter a name for the parameter.
Description Enter a brief description for this parameter.
In Currently FortiAppSec Cloud only support adding the query parameters in API

schema. The path parameters in APl schema is not supported yet.

Required True: This parameter is required. If the APl request doesn't contain this
parameter, it will be detected as a violation.

False: This parameter is optional.

FortiAppSec Cloud 25.3 User Guide 161
Fortinet Inc.



Enter the data structure of this parameter. For example:

Schema {
"type": "string",
"maxLength": 5,
"minLength": 1
}

For more information, refer to Supported parameter and body structure.

7. Click the body tab under Request section. Check the request body learned by the machine learning model. You
can click Edit icon to modify them. For more information, refer to Supported parameter and body structure.

8. Under Response section, check the response body to be sent to the client. You can click the Edit icon to modify
them. For more information, refer to Supported parameter and body structure.

9. Click OK.

Supported parameter and body structure

The parameters and the body schema should follow the API 2.0 specification. Refer to : https://swagger.io/specification/
FortiAppSec Cloud supports the following types in parameter:

* boolean

e number
 string

« object (one level)

FortiAppSec Cloud supports the following types in body:

* boolean
e number
 string
e array

» object

For the "string" type in parameter and body, the following formats are supported:

» data-time (rfc3339)
» date (rfc3339)
« time (rfc3339)
* email (rfc5322)
* hostname (rfc1034)
e ipv4 (rfc2673)
 ipv6 (rfc2373)

Examples:

{

“type”: “string”,
"maxLength": 5,
"minLength": 1,

"pattern”: "~ (\N\([0-91{3}\\))2[0-9]1{3}-[0-9]1{4}s"
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{

“type”: “string”,
“format” : “email”
}

Please note the "format" and "pattern" can be learned by the Schema Protection model, but you can manually add it for
the system to validate the API requests against.

{

“type”: “number”,
"minimum": O,
"maximum": 100

}

{

“type" . “array” ,

"items": {
"type": "number"
}

"minItems": 2,
"maxItems": 3

}

{

“type”: “object”,

"properties": {

"number": { "type": "number" },
"street name": { "type": "string" }
}y

"required": [" number "]

}

Combined types in schema are supported. For example:

{

"oneOf": [
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{ "type": "number"},
{ "type": "string" }
]
}

OpenAPI Validation

The OpenAPI Specification (OAS) defines a standard, language-agnostic interface to RESTful APIs, which allows both
humans and computers to discover and understand the capabilities of the service without access to source code,
documentation, or through network traffic inspection.

If your APl interfaces are implemented using OpenAPI, you can configure an OpenAPI Validation rule, and import a
validation file which defines the data structure of the OpenAPI request, such as the request URL, the parameter names
in the URL, the value of the parameters (string, integer, etc.), where are parameters submitted (URL, header, body, etc.),
and so on.

The validation file specifies the scope for FortiAppSec Cloud to scan against. For example, if request URLs are defined
in the validation file, FortiAppSec Cloud applies OpenAPI Validation rule only to the requests whose URLs match with
the ones defined in the validation file, and take actions if they violate the data structure. For those requests whose URLs
are not defined in the validation file, FortiAppSec Cloud will skip the OpenAPI Validation rule and pass the requests to be
scanned against other rules. For use cases, see "OpenAPI Validation" in FortiWWeb Administration Guide.

Ay
S L4
q FortiAppSec Cloud only supports OpenAPI 3.0.

To configure an OpenAPI Validation rule

1. Goto API PROTECTION > OpenAPI Validation.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Click + Create OpenAPI Validation Rule.

3. In Edit OpenAPI Validation Rule dialog, click Choose File to upload a valid OpenAPI file. Make sure the OpenAPI
file doesn't contain any structural error, otherwise the OpenAPI Validation Rule will not take effect.

Ay
‘?' We recommend using Swagger Editor to generate your OpenAPI
- file:https://swagger.io/tools/swagger-editor/.
4. Click OK.

The file title, description, server URL information will be listed in the table if any automatically. You can also click the

: a1k . i : , .
icons — ' toedit, delete the file, or view the file details.
You can continue creating at most 10 OpenAPI Validation rules for an application.
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5. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny (no log) Block the request (or reset the connection).

6. Click SAVE.

JSON Protection

JSON is a lightweight data-interchange format, and attackers may try to exploit sensitive information in JSON code to
attack web servers.

If your APl interfaces are implemented using JSON API, you can configure JSON protection rules to define and enforce
acceptable JSON content.

To create a JSON protection rule
1. Go to API Protection > JSON PROTECTION.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Click Create JSON Protection Rule.
3. Configure these settings.

Name Enter a name for the JSON protection rule.

Request URL Type the URL used to match requests, such as /upload.php, or use wildcards to match
multiple URLs, such as /folderl/*or /folderl/*/index.htm. The URL must begin
with aslash (/).

Notes: For those requests whose URLs don't match with the Request URL, FortiAppSec
Cloud will not apply JSON Validation rule on them.

JSON Limits Enable to use the following default limits for data size, key, and value, etc.
* Key size: 512 Bytes
e Key number: 1024
e Value size: 10240 Bytes
e Value number: 1024
* Value number in array: 1024
e Object depth: 1028

Schema Validation Enable to import JSON schema files to check JSON contents in HTTP requests.
The JSON schema file defines JSON data structure and the valid JSON data contents.
Make sure the schema file doesn't contain any structural error, otherwise the JSON
Protection Rule will not take effect.

Schema File Upload an acceptable JSON schema file.
Available only when Schema Validation is enabled.

4. Click OK.
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5. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).

6. Click SAVE.

XML Protection

XML is commonly used for data exchange, and hackers sometimes try to exploit security holes in XML code to attack
web servers. XML Protection examines client requests for anomalies in XML code, and also attempts to validate the
structure of XML code in client requests using trusted XML schema files.

If your APl interfaces are implemented using XML, you can configure XML protection rules to ensure that the content of
XML API requests does not contain any potential attacks.

To create an XML protection rule

1. Goto API PROTECTION > XML Protection.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Click +Create XML Protection Rule.
3. Configure these settings.

Name Enter a name for the XML protection rule.

Request URL Type the URL used to match requests, such as /upload. php, or use wildcards to
match multiple URLS, such as /folderl/*or /folderl/*/index.htm. The URL
must begin with a slash (/).

Notes: For those requests whose URLs don't match with the Request URL,
FortiAppSec Cloud will not apply XML Validation rule on them.
XML Limits Enable to define limits for attributes, CDATA, and elements.

Schema Validation Enable to import XML schema files to check XML contents in HTTP requests.

XML schema files specify the acceptable structure of and elements in an XML
document.

Make sure the schema file doesn't contain any structural error, otherwise the XML
Protection Rule will not take effect.

Schema File Upload an acceptable XML schema file.
Available only when Schema Validation is enabled.

Forbid XML Entities = Enable to configure limits for the XML entities.

4. Click OK.
5. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
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Alert & Deny Block the request (or reset the connection) and generate a log message.

Deny(no log) Block the request (or reset the connection).

6. Click SAVE.

Mobile API Protection

When a client accesses a web server from a mobile application, the Mobile API Protection module checks whether the
request carries the JWT-token header and whether the token carried is valid for the following three cases:

o Therequest doesn't carry the JWT-token header;
o The request carries the JWT-token header and the token is valid;
» The request carries the JWT-token header and the token is invalid.

Based on the token and request URL, FortiAppSec Cloud takes related actions to avoid potential attacks.

1. Goto API Protection > Mobile API Protection.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure these settings.

Token Secret Enter the JWT-token secret that you get from the Approov platform.
Refer to Approov doc for how to get the token.

Token Header Indicate the header that carries the JWT-token in the request.

Request URL Type the URL used to match requests, such as /upload.php, or use wildcards to match
multiple URLs, such as /folderl/* or /folderl/*/index.htm. The URL must begin
with a slash (/).

3. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.

Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).

4. Click SAVE.

API Gateway

API Gateway allows to manage API users, verify APl keys, control APl access and rate limits, as well as rewrite API
calls.

Creating APl users
You can define API users to restrict access to APIs based on API keys.

1. Goto API PROTECTION > API Gateway.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Click +Create API User.
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3. Configure these settings.

Name Enter a name that identifies the user.

Email Type the email address of the user that is used for contact purpose.

Comments Optionally, enter a description or comments for the user.

Restrict Access IPs Restrict this APl key so that it may only be used from the specified IP addresses.

Both single IP addresses or IP ranges are supported.

You can enter multiple IP addresses by clicking .

Restrict HTTP Restrict this API key so that it may only be used when the specified URLs are present
Referers in the Referer HTTP header.

This can be used to prevent an API key from being reused on other client-side web
applications that don’t match this URL (but note that this does not prevent server-side
reuse where the referer could be forged).

Now only full URL such as https://example.com/foo is supported.

You can enter multiple referers by clicking .

4. Click OK.
You can continue creating multiple APl users.

Once the APl user is created successfully, an APl key and UUID are automatically assigned to this user by FortiAppSec
Cloud. The API key and UUID can not be changed, while you can append IP or HTTP referer restrictions for this user.

Configuring API gateway rules
To restrict API access, you can configure certain rules involving API key verification, APl key carryover, sub-URL setting.

1. Click +Create APl Gateway Rule.
2. For Name, type a name for the API gateway rule.
3. For Match URL Prefixes, configure the URL prefixes to be routed to the backend.

« Enter the Frontend Prefix; the frontend prefix is the URL path in a client call, for example, /good/, the URL is
likethishttps://172.22.14.244/good/example. json?param=value.
« Enter the Backend Prefix; the backend prefix is the path which the client request will be replaced with, for
example, /api/v1.0/System/Status/.
After the URL rewriting, the URL is like this:
https://10.200.3.183:90/api/v1.0/System/Status/example.json?param=value.
You can enter multiple URL prefixes, which means multiple URL paths may match the API gateway rule.
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4. For Request Settings, configure these settings:

API Key Verification

API Key In

Parameter Name

Header Field Name

Allow Users

Rate Limit
Requests in

5. Click OK.

Configuring actions

When an user makes an API request, the APl key will be included in HTTP

header or parameter, FortiAppSec Cloud obtains the API key from the request.

When this option is enabled, FortiAppSec Cloud verifies the key to check
whether the key belongs to an valid AP user.

Indicate where FortiAppSec Cloud can find your API key in HTTP request:
e HTTP Parameter
e HTTP Header

Available only when API Key Verification is enabled.

Enter the parameter name in which FortiAppSec Cloud can find the API key
when APl Key Inis HTTP Parameter.

Available only when API Key Verification is enabled.

Enter the header filed name in which FortiAppSec Cloud can find the API key
when API Key In is HTTP Header.

Available only when API Key Verification is enabled.

Select API users created to define which users have the persmission to
access the API.

Available only when API Key Verification is enabled.

Type the number of API call requests in certain time period.

Type the time period during which the API call requests are made.

1. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.
Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).
Period Block Block the current request. Moreover, all the subsequent requests from the same client in
the next 10 minutes will also be blocked.
2. Click SAVE.
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Account Takeover

Account takeover feature allows you to detect and protect against account takeover threats. FortiAppSec Cloud tracks
the authentication URL to your website and identifies all user access. Attack logs will reference the username and
additional protection capabilities such as Credential Stuffing Protection and Session Fixation Protection.

FortiAppSec Cloud uses a user tracking rule to track users. When FortiAppSec Cloud detects users that match the
criteria you specify in the user tracking rule, it stores the session ID and username.

FortiAppSec Cloud tracks only users who have logged in successfully. It uses one of the following methods to determine
whether a log in is successful:

» The response matches a condition you specify in the user tracking rule, such as a return code, a specific redirect
URL or a string in the response body. You create these conditions in Authentication Successful Condition on page
170.

« Ifthe response does not match a condition in Authentication Successful Condition on page 170, FortiAppSec Cloud
uses the default results failed.
FortiAppSec Cloud stops tracking users when either of the following two events occur:
o The client request contains the log off URL that you specify in the user tracking rule. (The log off URL setting is
optional.)
« The session is idle for longer than the session timeout value 14400 seconds.

To configure a user tracking rule

1. Goto Account Takeover.
You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Configure these settings.

Authentication URL Enter the URL to match in authorization requests.
Ensure that the value begins with a forward slash (/).

Log Off URL Optionally, enter the URL of the request that a client sends to log out of the
application.

When the client sends this URL, FortiAppSec Cloud stops tracking the user
session.

Ensure that the value begins with a forward slash (/).

Username Field Enter the username field value to match in authorization requests.
Password Field Enter the password field value to match in authorization requests.
Session ID Name Type the name of the session ID that is used to identify each session.

Examples of session ID names are sid, PHPSESSID, and
JSESSIONID.

Authentication Successful Condition

Return Code Enter the value of the return code when the authentication is successful. It
should be a regular expression.

Redirect URL Enter the redirect URL when the authentication is successful. It should be a
regular expression.
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Response Body

Credential Stuffing
Protection

Session Fixation Protection

The response body when the authentication is successful. It should be a
regular expression.

Enable to use FortiGuard's Credential Stuffing Defense database to prevent
against Credential Stuffing attacks. When this setting is enabled, FortiAppSec
Cloud will evaluate the username (Username Field) and password (Password
Field) of the matched login requests against the Credential Stuffing Defense
database to identify whether the paired username/password has been spilled.

The Test button allows you to verify the functionality of the Credential Stuffing
database. When clicked, it opens a modal window where you can input a
username and password that might be compromised. The system will then
indicate whether these credentials have been leaked.

Enable to configure FortiAppSec Cloud to erase session IDs from the cookie
and argument fields of a matching login request.

FortiAppSec Cloud erases the IDs for non-authenticated sessions only.

For web applications that do not renew the session cookie when a user logs in,
it is possible for an attacker to trick a user into authenticating with a session 1D
that the attacker acquired earlier.

This feature prevents the attacker from accessing the web app in an
authenticated session.

When this feature removes session IDs, FortiAppSec Cloud does not generate
alog message because it is very common for a legitimate user to access a
web application using an existing cookie. For example, a client who leaves his
or her web browser open between sessions presents the cookie from an
earlier session.

3. Select the action that FortiAppSec Cloud takes when it detects a violation of the rule from the top right corner.
To configure the actions, you must first enable the Advanced Configuration in WAF > System Settings >

Settings.
Alert Accept the request and generate a log message.
Alert & Deny Block the request (or reset the connection) and generate a log message.
Deny(no log) Block the request (or reset the connection).
4. Click SAVE.

Application Delivery

You can configure FortiAppSec Cloud to rewrite URLs and headers to prevent the disclosure of underlying technology or

website structures to HTTP clients; the Caching and Compression feature can help you improve performance of your
back-end network and servers by reducing their traffic and processing load.

« Rewriting Requests
¢ Caching and Compression
« Waiting Room
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Rewriting Requests

Rewriting URLs and headers allows changing the structure of the request from clients before forwarding them to the web
application.

Some web applications need to know the IP address of the client where the request originated in order to log or analyze
it. Thus, you need to enable FortiAppSec Cloud to add or append to an Xx-Forwarded-For: or X-Real-I1P: header.
The web server can instead use this HTTP-layer header to find the public source IP and path of the IP-layer session from
the original client.

To configure Rewriting Requests, you must have already enabled this module in Add Modules. See Add and Remove
Modules.

Add X-Forwarded-For Enable to include the x-Forwarded-For: HTTP header in requests forwarded
to your web servers.

If the HTTP client or web proxy does not provide the header, FortiAppSec Cloud
adds it, using the source IP address of the connection.

If the HTTP client or web proxy already provides the header, it appends the
source |IP address to the header's list of IP addresses.

This option can be useful if your web servers log or analyze clients’ public IP
addresses, if they support the X-Forwarded-For: header. If they do not,
disable this option to improve performance.

Add Source Port If enabled, the Xx-Forwarded-For: header will record the connection's source
port as well as the source IP.

Add X-Forwarded-Port If enabled, an X-Forwarded-Port : header will be added to record the
connection's original destination port.

Add X-Real-IP Enable to include the x-Real-1P: HTTP header on requests forwarded to your
web servers. Behavior varies by the header already provided by the HTTP client
or web proxy, if any, see Add X-Forwarded-For.

Like Xx-Forwarded-For:, this header is also used by some proxies and web
servers to trace the path, log, or analyze based upon the packet’s original source

IP address.
Use X-Header to Identify If you have a front-end load balancer or proxy, enable this option to derive the
Original Client's IP original clients’ IP from the X-Header, rather than from the connection's source IP.

FortiAppSec Cloud will detect violations and report logs based on the IP derived
from X-Header.

To configure a rewriting rule

1. Go to Application Delivery > Rewriting Requests.
2. Click Add Rule.
3. Configure these settings.

Name Type a name that can be referenced by other parts of the configuration.

Action Select the item that this rule will rewrite HTTP requests from clients.
* Rewrite Host
Rewrite the Host : field in the header of an HTTP request.
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Action: Rewrite HTTP Header
Advanced

Action: Redirect Advanced
(301 Permanently)
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* Rewrite URL
Rewrite the URL line in the header of an HTTP request.
* Rewrite Referer
Rewrite the Referer: field in the header of an HTTP request.
e Redirect URL (301 Permanently)
Type a URL, such as /catalog/item1, to which a client will be redirected to.
ltisusedinthe 301 Moved Permanently response.
» Redirect Host (301 Permanently)
Type either a host name or IP address (e.g. http://store.example.com or
https://2.2.2.2), to which a client will be redirected. Itis used in the 301
Moved Permanently response.
Note: Only literal form is supported for the Rewrite/Redirect To field, but
regular expression is supported for the Rewrite/Redirect From field.

For example, the following configuration can redirect "a.com" to "www.a.com™:

* Redirect From: *a\.com$
¢ Redirect To: https://www.a.com

To achieve the opposite effect, you can use the following configuration to
redirect from "www.a.com" to "a.com", excluding the "www":

* Redirect From: "www\.a\.com$

e Redirect To: https://a.com

For both examples above, the Action would be set to "Rewrite Host".

This action enables FortiAppSec Cloud to rewrite HTTP header when multiple
conditions are met.
Rewriting Condition:
Specify one or more conditions that the HTTP request must match. The
conditions are in an "AND" relationship.

¢ Match Host: Enter the value of the Host : field to match.

¢ Match URL: Enter the URL to match.

¢ Match Referer: Enter the value of Referer: field to match.

¢ Protocol Filter: Select the protocol if you want to restrict the condition only
for either HTTP or HTTPS.

Rewriting Behavior:
Replace the corresponding elements in HTTP request with the values
specified below. Multiple behaviors will be applied as specified.

* Rewrite Host: Enter the Host : value to replace with.

¢ Rewrite URL: Enter the URL to replace with.

* Rewrite Referer: Enter the value of Referer: field to replace with.

¢ |nsert Header: Enter the header name and value to insert into the HTTP
request.

¢ Remove Header: Remove the header from HTTP request.

This action enables FortiAppSec Cloud to redirect HTTP request when
multiple conditions are met.

Rewriting Condition:

Specify one or more conditions that the HTTP request must match. The
conditions are in an "AND" relationship.
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Match Host: Enter the value of the Host : field to match.
Match URL: Enter the URL to match.
Match Referer: Enter the value of Referer: field to match.
Protocol Filter: Select the protocol if you want to restrict the condition only
for either HTTP or HTTPS.
Rewriting Behavior:
Redirect the request to the specified location when the above conditions are
met.

* Rewrite Location: The location can be a URL, a host name, or an IP
address.

URL Translation Enable it to keep the URL path while redirecting clients to a new host or IP
address in a “301 Permanently” response. For example, clients visiting
"www.aaa.com/test.html" can be redirected to "www.bbb.com/test.html".

Available only if the action is Redirect Host (301 Permanently).

Protocol Filter Enable if you want to match this condition only for either HTTP or HTTPS.
For example, you could redirect clients that accidentally request the login page
by HTTP to a more secure HTTPS channel—but the redirect is not necessary
for HTTPS requests.
As another example, if URLs in HTTPS requests should be exempt from
rewriting, you could configure the rewriting rule to apply only to HTTP
requests.

Protocol Select which protocol will match this condition, either HTTP or HTTPS.
This option appears only if Protocol Filter is enabled.

4. Click OK.
You can continue creating at most 12 rewriting rules for an application. Please be aware that the rules operate
under "OR" conditions. This implies that FortiAppSec Cloud will process the request based on the first matching
rule, subsequently forwarding the request to the next scan.

Caching and Compression

To improve performance of your back-end network and servers by reducing their traffic and processing load, you can
configure FortiAppSec Cloud to cache and compress responses from your servers.

To configure Caching and Compression, you must have already enabled this module in Add Modules. See Add and
Remove Modules.

Al
‘?' When enabling caching, ensure that the web server’s no-cache and no-store directives are
- properly configured to prevent caching of sensitive data.
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1. Configure these settings.

Default Cache Timeout

Allow HTTP Method

Allow Return Code

Allow File Type

Key Generation Factor

Type the time to live for each entry in the cache. Expired entries will be
removed.

A subsequent request for the URL will cause FortiAppSec Cloud to forward the
request to the server in order to cache the response again. Any additional
requests will receive FortiAppSec Cloud’s cached response until the URL’s
cache timeout occurs.

Select whether to cache the response contents according to the HTTP method
you use.

e GET, HEAD (Recommended)

¢ GET, HEAD, OPTIONS

» GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

Select whether to cache the response contents according to the response
code.

e 200 (Recommended)

e 200, 206

e 200, 206, 301, 302

Select whether to cache the response contents according to the content type.
e Text

¢ Picture

* Media

e Binary

e Other

Select the protocol variable that you want to use to generate the cache key.

¢ Method, such as GET, POST, HEAD, etc.

¢ Protocol, the string can be either “http://” or “https://”;

¢ Host

e URL

¢ Arguments, for example in request
http://host.com/test.php?a=1&b=2
, the Arguments string is “a=1&b=2".

¢ Cookies—Once you have created a web cache rule, you can edit the rule
to indicate cookies in HTTP requests and append them to the key string to
generate the cache key.

2. Click Create New to configure the URLs not to be cached.

3. Configure these settings.

HTTP Method

URL Expression
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Select the HTTP method in which the request URL is included.

Enter a regular expression, such as ~ /* . php, matching the sub URLs to
which the rule should apply. The pattern does not require a slash ( / ), but it
must match sub URLs that begin with a slash, such as /index.cfm.

For details, see "Regular expression syntax" on page 1.
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Bypass Arguments Enable this option and enter the argument name so that the request matches
the bypass URL only when the request brings the specific arguments.

Bypass Cookies Enable this option and enter the cookie name so that the request matches the
bypass URL only when the request brings the specific cookies.

4. Click OK. You can continue creating multiple Bypass Sub URL lists.

5. Enable Compression to completely offload compression to FortiAppSec Cloud to save resources on your web
servers.

6. Select the content types that you want to compress. Click Change, select the content type, and then click the right
arrow (->) to move them to the Allow Content Types list.

7. Click SAVE.

You can click the Purge Cache button at the top right corner of the page to clear the responses cached on FortiAppSec
Cloud.

What can be cached?

Caching generally works best with data that doesn't change. Things like static web pages, images, movies, and music all
typically work well.

When content changes often, caching provides overhead by consuming RAM without its usual benefit of reduced
latency. Some HTTP headers and other factors indicate dynamic content which FortiAppSec Cloud will not cache.

FortiAppSec Cloud will not cache responses if the request:

» Has fields such as Cache-Control: no-cache/no-store/; Pragma:no-cache
« Contains the header:
e Authorization

e Proxy-Authorization
FortiAppSec Cloud will not cache if the response:

» Has a Set-Cookie: field
+ Has a Vary: field
e Has fields such as Cache-Control: no-cache/no-store/private; Pragma:no-cache; Cache-
Control: max-age=0
+ Contains the header:
e Proxy-Authorization
e Connection
¢ Keep-Alive
e Proxy-Authenticate
e TE
e Trailers
e Transfer-Encoding

e Upgrade

Waiting Room
To manage visitor traffic and avoid server overload delays, you can enable a virtual holding space and queuing system,

allowing new users to enter a Waiting Room where they can view estimated wait times before accessing your
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application.

You are now in line
Thank you for waiting

Thank you for visiting our website. We're sorry for the inconvenience, but our site is experiencing high
traffic volumes at the moment, which is causing delays. We appreciate your patience and understanding
as we work to provide you with the best possible experience.

Status
Estimated wait time: 5 mins

Last Updated: 12:45PM 04/16/2023
Keep this window open to stay in line. You will be redirected to the website when your turn arrives

This feature may be configured for your entire website, or specific URL paths.

Before you configure Waiting Room, you must have already enabled this module in Add Modules. See How to add or
remove a module.

ﬂ The Waiting Room module supports only clients using web browsers. Non-browser traffic, such as
I traffic from mobile applications, cannot be processed by the Waiting Room module.
Overview

Waiting room's Overview tab highlights key traffic insights for your application.

Total Active Users The total number of users accessing your application.

New Users The number of users joining your application at one time.

Total Waiting Users The number of users currently in the Waiting Room.

Estimated Waiting Time The length of time a new user is expected to wait before accessing your
application.

You have the option to configure the time period for each graph of the above values, allowing you to select from the last
hour, the last 24 hours, or the last 7 days.

Use the displayed information to make adjustments and optimize your configured settings for the Waiting Room feature.

Settings

To configure Waiting Room Settings:
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1. Go to Application Delivery > Waiting Room > Settings and toggle the switch ON.

2. Configure these settings:

Please note, you are required to configure at least one of Total Active Users and New Users Per Minute. In
addition, Path and Maximum Idle Time cannot be empty.

Total Active Users

New Users per Minute

Path

Maximum Idle Time

Bypass Rules

3. Click SAVE.

Global Trustlist

Control the size of traffic accessing your application.

When enabled, if the number of active users reaches the configured value,
additional users will enter the Waiting Room.

Prevent your application from being flooded by new users in a short time span.

When enabled, if the number of new users per minute reaches the configured
value, additional users will enter the Waiting Room.

The waiting room will only be enabled for the configured URL. Use /.* to match
all.

Path can be an exact string, wildcard, or regular expression. It is also case
sensitive.

This value cannot be empty.

Users who have remained idle for the configured time will be considered as a
new user.

Users who have ended and restarted the session will also be considered as a
new user.

This value cannot be empty.

Allow users with certain IP addresses to access your application directly, even if
they trigger the above limiting conditions.

Click Create New and enter an IP address or range in the Value field to
configure a new Bypass rule.

You can configure FortiAppSec Cloud to ignore scanning parameters specified for modules of signature based
detection, syntax based detection, and anomaly detection across the entire application.

1. Goto Global Trustlist.

You must have already enabled this module in Add Modules. See Add and Remove Modules.

2. Click Create New.
3. Configure these settings.

Parameter Name

Request Status
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Enter a unique name for the parameter as it appears in the URL or HTTP body.

Optionally, you can enable to indicate a regular expression designed to match
multiple URLs, which carry the trustlist parameters.
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Request URL Specify a URL value to match, such as ~/* . php, which matches requests for
http://www.test.com/”/*.php. The pattern does not require a slash (/
); however, it must at match URLs that begin with a slash, such as
/index.cfm.

See Frequently used regular expressions on page 216.

Do not include a domain name because it's by default the domain name of this
application.

4. Click OK.

In the global trustlist table, you can click buttons £ x lﬂl to edit, or delete the parameter rule; also, you can
choose to enable or disable to indicate the URL to match.

Vulnerability Scan

The Vulnerability Scan module integrates FortiDAST's web vulnerability scanner (WVS) to help identify OWASP Top 10
vulnerabilities in web applications and provides a detailed report with remediation recommendations to enhance
security.

By default, the Vulnerability Scan report reflects your current WAF configuration, highlighting vulnerabilities that remain
exposed to attackers. This helps you fine-tune WAF settings to improve security.

Bypass WAF

To view vulnerabilities as if WAF protection were disabled, enable the Bypass WAF option at the top-right corner of the
Vulnerability Scan page.

To scan the asset without enabling Bypass WAF, make sure the action for the following modules is not set to Period
Block.
+ Known Bot
Threshold-Based Detection
* ML Bot Detection
+ Bot Deception

» DDoS Prevention
Additionally, ensure that the following limits in DDoS Prevention are not set below 100:

« HTTP Request Limit
e TCP Connection Number Limit
« HTTP Request Rate Limit

To add applications for vulnerability Scan:

1. Navigate to Vulnerability Scan.
2, Click Create New.

3. In Add Asset window, select the FQDN and Port. These are the domain names and port numbers you have
defined in Network > Endpoints.

4. Click OK.

FortiAppSec Cloud 25.3 User Guide 179
Fortinet Inc.


https://docs.fortinet.com/document/fortidast/latest/user-guide/966543/what-is-fortidast

The maximum number of applications allowed are defined in your contracts. Check your contract information in General
> Contracts .

To configure and view the vulnerability report:
Click the Settings button to configure scanning settings and the Reports button to view the reports. For more
information, check FortiDAST User Guide: https://docs.fortinet.com/product/FortiDAST

rg-pentest30 fortiweb-cloud-test com 443 Scan Completed - 100% 59 p

To configure your Vulnerability Scan subscription from a public cloud marketplace:

Go to WAF > System settings > Contracts.
Billing

The billing cycle for Vulnerability Scan occurs monthly, and you will be charged on the date you initially add an
application and subsequently on the same date each month. For instance, if you add an application on May 1st, your
next billing date will be June 1st. If you happen to remove the application on May 15th and then re-add it on May 20th,
you will be charged once at the time of re-adding the application. Following this, your next billing date will be on June
20th.

Please note that Vulnerability Scan seats are nontransferable. Removing applications does not open a seat in your
contract that can be replaced with a different application.

Templates

A template is a predefined set of WAF configurations that can be applied to an application. Assigning a template
automatically configures the application with its settings, making it easy to standardize settings across multiple
applications.

FortiAppSec Cloud provides the following predefined templates which contain the most commonly used WAF
configurations for different scenarios:

 StandardProtection

» SharePoint

e Drupal

» Exchange

» ExtendedProtection

o Wordpress

The WAF configurations in these predefined templates are un-editable. If you want to create an variation of the pre-
defined template, click the Clone icon in the predefined template row to create a new template based on it.

To create a template:

1. Goto WAF > Templates.

2. Click Create Template. Or click the Clone icon in the row of an existing template to create a new template which
inherits the configurations of the selected template.
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3. Enter a name for this template.

4. Select the application(s) to be applied with this template.
You can skip this step, then go back selecting applications after you have finished configuring WAF settings for this
template.

5. Click OK. The template will be created.

To configure WAF settings for a template:

1. Goto WAF > Templates. Click the name of the template.

2. Configure WAF settings for this template. Click Add Modules to display WAF features in the left side menu. See
WAF modules on page 107 for more information on each WAF feature.

3. After all the settings are done, click SAVE at the bottom right of the page to save the settings.

If you change the settings in a template, the changes will be applied to all the applications associated with this template.

To apply a template to application(s):

1. Goto WAF > Templates.

2. Find the template you want to use, then click the Edit icon in this row.
3. Select the application(s) to be applied with the template, then click the right arrow to move them to the right column.
4. Click OK.

The configurations in the template will overwrite the existing configurations of the selected applications.

If certain configurations in the template do not fit the application, you can select the application in WAF > Applications,
and disable Inherit Template on the specific WAF module page, then edit configurations for the module. The
configurations edited in an application apply only to this application.

System Settings

Configure your preferred settings that apply to WAF as a whole.

+ WAF Settings on page 181
» Cloud Connectors on page 183
« Custom block pages on page 184

WAF Settings

Origin Server Lock

Lock your origin server's IP address to ensure it can only be used by your account. The Origin Server Lock prevents
other accounts on FortiAppSec Cloud from setting up an application targeting malicious traffic at your origin server.

The Origin Server Lock setup is only configurable through Fortinet support. Please contact the support team and provide
your origin server's IP addresses. We will do the setup for you.
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Fabric Connector

Connect to the Security Fabric with FortiGate version 7.0.0 or newer. For configuration instructions, see Connecting
WAF to the Fortinet Security Fabric on page 215.

Preferred Platform

Enable Preferred Platform to allow choosing the preferred Cloud Platform and geographical Region during WAF
Onboarding.

Consumption Report

This feature is disabled by default. Enabling this feature will result in the automatic generation and delivery of monthly
Consumption Reports to the email addresses entered in the Recipients box.

Consumption reports encompass usage details for all applications within the user's account, providing data on metrics
like throughput and bandwidth. Consumption data for each month is generated on the 5th of the following month. For
instance, data for October will be generated on November 5th.

Please refer to the table below on levels of access for different user types:

User Type Level of Access

Organization root account Can enable or disable consumption report for itself and all tenants.
Organization user, not root Cannot enable nor disable consumption report.
account

Non-OU user, excluding Tenants  Can enable or disable consumption report for itself.

Tenant Cannot enable nor disable consumption report.

SOCaaSsS

Enable Security Operations Center-as-a-Service (SOCaaS) for your WAF applications and view your SOC service
status. SOCaasS is available to customers with the Enterprise bundle or those who have purchased the SOCaaS SKU
separately.

the FortiAppSec Cloud portal before onboarding. If onboarding begins without first
logging into the portal, SOC contract information may not be available to

: To avoid contract synchronization issues, we recommend enabling SOCaaS from
FortiAppSec, which can lead to SOC status update failures.

S0Caas

After clicking the 'Ena

SOC Status: ~ Onboarding Complete
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To enable SOCaasS for WAF applications, click the Enable SOCaas$ button. This opens the SOCaaS portal to complete
onboarding. For onboarding instructions within the SOCaaS portal, please refer to SOCaaS documentation.

If SOCaasS is enabled, switching the WAF license (e.g., activating a new license)
must be coordinated by submitting a Service request from the SOC portal.
1. Loginto FortiCloud.

2. Navigate to Services > Cloud Services > SOCaaS.
3. Navigate to Service Requests.
4. Click Service Request to add a service request.

For the Type, select License Renewal. For additional information on the
configuration options on this page, please refer to SOCaaS documentation.

A o : :
~ - SOCaaS for WAF applications currently does not support changing data regions
q through the FortiAppSec Cloud Portal. To request a region change, contact the SOC
— team at socaas@fortinet-us.com

For information on enabling SOCaaS for Gateways, please refer to Security Operations Center-as-a-Service (SOCaaS)
on page 391.

Cloud Connectors

In certain cases, such as when your application server is deployed in auto-scaling mode on a public cloud platform, its IP
address may change dynamically. Rather than manually updating the origin server's IP address, you can configure a
Cloud Connector to authorize automatic retrieval of the latest IP addresses from your public cloud resources.

To create a Cloud Connector:

1. Goto WAF > System Settings > Cloud Connectors.
2. Click Create Connector.
3. Configure the following settings.

Name Enter a name for the Cloud Connector.
Status Turn on or off the Cloud Connector.
Type Select the public cloud platform where your application server is deployed.

4. If the selected type is AWS, configure the following.
An access key on AWS grants programmatic access to your resources. If you have security considerations, it's
recommended to create an IAM role specially for FortiAppSec Cloud and grant read-only access. For how to create
an access key, see this article.

Region The region where your application server is deployed.
Access Key ID The Access Key ID.

Secret Access Key Secret Access Key.

VPC ID The ID of the VPC where your application server is deployed.
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5. Ifthe selected type is Azure, configure the following.
You must create an Azure AD application to generate the Azure client ID and corresponding Azure client secret.
This application must be a service principal. Otherwise, the Fabric connector cannot read the inventory. You can
find the complete instructions at Use portal to create an Azure Active Directory application and service principal that
can access resources.
Keep the following in mind when you get to the part about making a new application registration:

« The Application type has two options. Choose Web app/API.

« The Sign-on URL has the asterisk commonly associated with a required field, but this is not applicable in this
case. Putin any valid URL in the field to complete the form and enable the Create button.

Server Region The region where your application server is deployed.

Tenant ID See instructions above for how to find the Tenant ID.

Client ID See instructions above for how to find the Client ID.

Client Secret See instructions above for how to find the Client Secret.

Subscription ID The ID of the subscription where your application server is deployed.
Resource Group The name of the resource group where your application server is deployed.

Make sure that the service principal (app registration) is granted for the
network contributor and VM contributor roles for the target resource group.

6. If the selected type is GCP, configure the following.
A service account is a special type of Google account intended to represent a non-human user that needs to
authenticate and be authorized to access data in Google APls. See Understanding service accounts for how to
create a service account and authenticate with private key.

Project ID The ID of the project where your application server is deployed.

Service Account Email The Service Account Email that FortiAppSec Cloud uses to access your
application server.

Private Key The Private Key to for authentication.

Zone The zone where your application server is deployed.

7. Click Test to verify whether FortiAppSec Cloud can access the resources with the provided information. If the test
succeeds, click OK to save the settings.

If you want to edit the settings or delete a Cloud Connector, click the Edit’®" or Delete™ icon in the Cloud Connector
row.

After the Cloud Connector is created, you can go to Network > Origin Servers to configure the dynamic server settings
so that FortiAppSec Cloud can use the specified conditions to find the right VMs in our account and obtain their IP
addresses. See Origin Servers on page 84.

Custom block pages

Customize the following pages that FortiAppSec Cloud displays to your users:

e The error page FortiAppSec Cloud uses to respond to an HTTP request that violates a policy and the configured
action is Deny or Period Block.
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o The "Server Unavailable!" page that FortiAppSec Cloud returns to the client when none of the server pool members
are available either because their status is Disable or Maintenance or they have failed the configured health check.

« The Captcha enforcement pages that FortiAppSec Cloud uses to differentiate between real users and automated
users, such as bots.

Configuring a custom block page

Follow steps below to configure a custom block page:

Go to WAF > System Settings > Custom Block Pages.

Under the Messages tab, click Create New.

Enter a name for the block page. The maximum length is 30 characters.
Enter description for the block page. The maximum length is 512 characters
Click the Edit icon for the message you want to edit.

In the Edit Message window, the left side pane displays the source code, and the right side is how the message
shows in the browser.

It's not allowed to change the macros such as $$SOURCE_IP%%. See Macros in custom block pages.
7. Click Save to save the changes of the message.
8. If you want to edit other messages, click the Edit icon in their rows.
9. Click OK to save the block page.

10. To apply a block page for an application, select it in the Custom Block Pages list in Application > Network >
Endpoints.

2B

FortiAppSec Cloud supports up to 8 custom block pages (including the predefined page).

Macros in custom block pages

All the macros and parameters in the HTML code can't be removed or edited, while the text that shows in the Web Ul is
allowed to be modified.

For example, in the following code, the macros (e.g. $$CAPTCHA VCODE_STR%%) and parameters (e.g. req_data)
can't be removed or edited, but the text "Security check” can be replaced with any text as you desire.

<input type="hidden" name="vcode" value="%%CAPTCHA VCODE STR%%">
<input type="hidden" name="req data" value="%%CAPTCHA REQ DATA%%">
<h2>

Security check

</h2>

Adding images in custom block pages

The default block pages contain predefined images. To use your own images, you need to upload the image file, then
insert image macro in the message body.

Uploading image files

1. Goto WAF > System Settings > Custom Block Pages.
2. Under the Images tab, Click Create New.
3. Specify a name for the image file, select its type, and then click Choose File to browse to the file and select it.
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Ensure the image is no larger than 24 KB and that its type matches the value you have selected for Type.
4. Click OK.

Inserting image file to messages

Use the following format to add an image macro anywhere in a custom block message:

$%IMAGE:<image name>%%

where <image name> is the name of the image you have uploaded.

For example, if you want to add the image test to the list of images, use $$IMAGE%% : test %% to add it to the HTML
code.

h2.fgd icon {
background: url ($%$IMAGE:test%%)
width: 90px;
height: 92px;
margin: 48px auto;
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Use cases

This chapter introduces the special configurations for different use cases.
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DevOps tools

FortiAppSec Cloud's WAF service supports DevOps tools to provide more ways to efficiently deploy, manage, and
automate application security.

You can use DevOps tools to automatically onboard or delete applications from FortiAppSec Cloud. You can also
change the IP list in IP Protection using Ansible.

» Configuring WAF with Terraform on page 188
¢ Configuring FortiAppSec Cloud with Ansible
« Configure WAF with Jenkins on page 188

Configuring WAF with Terraform

Terraform is a DevOps tool that integrates with FortiAppSec Cloud using the FortiAppSec Cloud Terraform Provider,
which automates the provisioning and management of FortiAppSec Cloud WAF resources.

Prerequisites for using Terraform with WAF

» FortiAppSec Cloud API access.

» FortiAppSec Cloud Provider version 1.0.0 or later.

» Terraform version 0.13 or later.

» Terraform template for setting up WAF
» Download the template by following the instructions under Installation on the Github repository.
« Obtain a template from the support team or your sales engineer.

Configuration Instructions

For setup instructions on using FortiAppSec Cloud WAF with Terraform, please refer to the following external resources:

+ Creating new applications: with Terraform, please see the README section of our GitHub repository, referring to
Terraform documentation for Argument References covering OpenAPI validation and application creation use
cases.

« Migrating pre-existing Terraform integration settings from FortiWeb Cloud: please refer to the instructions
under Migrate FortiWebCloud private provider to FortiAppSecCloud.

A State File Backup: Before modifying the state file, ensure it is backed up to prevent data loss.

Configure WAF with Jenkins

The following example demonstrates how to use Jenkins to perform simple configuration changes on FortiAppSec
Cloud. It requires the following:

 Pipeline Template for integrating WAF with Jenkins, please su
o Jenkins: This example uses Jenkins 2.222.3+.
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To onboard an application with Jenkins, follow the steps below:

1. Login to your Jenkins account.

3 ’h Manage Jenkins

& My views
@ Open Blue Ocean
ﬁ Credentials

B MNew View

Build Queue =

Mo builds in the queue.

Build Executor Status =

1 Idle
2 ldle

3. Name the item and select Pipeline, then click OK.
4. Select This project is parameterized.
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e @ 8.

Jenkins FortiwebCloud-Add-App
General

Description

[Plain text] Preview

Jira site -
[ Discard old builds @
[ Do not allow concurrent builds
[ Do not allow the pipeline to resume if the master restarts

O GitHub project

[ Pipeline speed/durability override [2)

[ Preserve stasnes from completed builds @‘

This project is parameterized ®

Add Parameter

O Throttle builds )

Build Triggers

O Build after other projects are built ®

[ Build periodically @

O GitHub hook trigger for GITScm poling )

[ Poi scm ®
&

5. In String Parameter, enter user in Name, then enter your FortiAppSec Cloud's account name in Default Value.
The account should have write privilege on FortiAppSec Cloud.
This project is parameterized @
String Parameter
Name user

Default Value  fortiwebcloud_user

Description The account name of FortiwebCloud

[Plain text] Preview

[ Trim the string @

Add Parameter ~

[ Throtile builds @

Build Triggers

[ Build after other projects are built

[ Build periodically

[ GitHub hook trigger for GITScm polling
O poll sCM

“ fonl

6. In Password Parameter, enter password in Name, then enter the password of the specified account in Default
Value.
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Password Parameter @
Name password @
Default Value  essessss @
Description  The password for your FortiwebCloud account ©@
[Plain text] Preview o
Add Parameter ~
O Throttle builds @

7. In String Parameter, enter application_name in Name, then enter a name for your application. It will be displayed
on FortiAppSec Cloud's GUI to identify your application.

String Parameter n il
Name application_name @
Default Value  YOUR_APP_NAME_FROM_JEKINS @
Description Your app name| il
[Plain text] Preview —
[ Trim the siring @

Add Parameter -

8. In String Parameter, enter domain_name in Name, then enter your application's domain name in Default Value.
[ X |

String Parameter

Name domain_name

Default Value  www.example.com

Description  Your domain name

[Plain text] Preview

[] Trim the string @

Add Parameter -

O Throttle builds @

9. In Multi-line String Parameter, enter extra_domains in Name, then enter the domain names if your application
has multiple domains.
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Multi-line String Parameter

Name extra_domains

Default Value  “www1 example.com ®
www2 example.com”

Description [ 2]

[Plain text] Preview

Add Parameter ~

O Throttie builds @

10. In String Parameter, enter origin_server_ip in Name, then enter your origin server's IP address in Default Value.

string Parameter

Name origin_server_ip

Default Value  93.184.216.34

Description  your origin server address

[Plain text] Preview

[ Trim the string @

Add Parameter ~

[ Throttle builds

11. In String Parameter, enter HTTP in Name, then enter the port number used for HTTP service in Default
Value.You must enter 80 as the default value.

String Parameter n

Name http

Default Value | 80

Description The app's HTTP port.

[Plain text] Preview

[ Trim the string @
Add Parameter ~

[ Throttle builds ®

12. In String Parameter, enter HTTPS in Name, then enter the port number used for HTTPS service in Default Value.
You must enter 443 as the default value.
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string Parameter

@
Name hitps ®
Default value 443 @
Description  The app's HTTPS port. @
[Plain text] Preview -
[ Trim the string ®
Add Parameter ~
O Throttie builds @

13. In String Parameter, enter origin_server_service in Name, then enter your origin server's service type in Default
Value. You must input HTTP or HTTPS as the default value.
String Parameter n
Name origin_server_service

Default Value HTTPS

Description Your origin server supplied service

[Plain text] Preview

[ Trim the string (2)

Add Parameter ~

[ Throttle builds @

14. In String Parameter, enter origin_server_port in Name, then enter your origin server's listening port in Default
Value. You can input 80 for HTTP or 443 for HTTPS as the default value.

String Parameter
Name origin_server_port

Default Value | 443

Description Your server supports HTTPS port

[Plain text] Preview

[ Trim the string @

Add Parameter ~

[ Throttle builds (2]

15. In Boolean Parameter, enter cdn in Name, then enable this option if you want your application to be accelerated in
the global network.
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Boolean Parameter
Name cdn

[ Default Value

®® &6

Description  whether enable CDN for your application

[Plain texi] Preview

Add Parameter ~

O Throttle builds @

16. In Boolean Parameter, enter block in Name, then enable this option if you want FortiAppSec Cloud to block the
attacks and abnormal traffic.

17. In String Parameter, enter template in Name, then enter the name of the template if you want your application to
inherit configuration from the template.

string Parameter @
Name femplate ®
Default Value (2]
Description  |f you would like to bind one template, please specify it @
[Plain text] Preview
[ Trim the string @

Add Parameter

18. Specify the repositories in the pipeline. The repository URL is https://github.com/fortinet/fortiwebcloud-jenkins and
the script path is "jenkins/CreateApp". Click Save to finish the setup.

Fipeline
Definition Pipeline script from SCM v
SCM Git § @

Repositories @
Repository URL | hitps://github.com/fortiweb/FortiwebCloudJenkins @

Credentials —none- |v| e=Add -
Advanced...

Add Repository

Branches to build ﬂ
Branch Specifier (blank for 'any') | */master @

Add Branch
Repository browser (Auto) v @
Additional Behaviours Add -

Script Path jenkins/CreateApp @

Relative location (/-separated regardless of platform) within the checkout of your Pipeline script. Note that it will always be run inside a Groovy sandbox. Jenkinsfile is conventional and
allows you to switch easily to a multibranch project (just use checkout secm to retrieve sources from the same location as is configured here).
(from Pipeline: Groovy)

Lightweight checkout @

Pipeline Syntax

19. Now you can schedule the build.
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FortiwebCloud-Add-App N/A NIA

N/A

20. Review the configuration before running the build. Click Build.

Jenkins » FortiwebCloud-Add-App
4% configure

(@) Open Blue Ocean

"= Rename

© Pipeline Syntax

Build History trend =

[find

) Atom feed for all [5) Atom feed for failures

-

password B concealed Change Password
The password for you FortwebCloud account

application_name  your_App_NAME_FROM_JEKINS
Your app name

domain_name W example.com

Your domain name
exira_domains "ot example.com
Wirw2_example com”

origin_server_ip 03.184216.34

Vour origi server address.

hitp 80
The app's HTTP port
nttps s

The app's HTTPS port

origin_server_service| i1 rpg

Your origi server supplied service

origin_server_port | 44

Your server supports HTTPS port
O can

Whether enable CON for your appicaton
O block

Whether enable Block status for your appication

template

If you woul like o bind one tempiate, please specify i

21. If the operation has succeeded, you will see this reflected in the Console Output.

Jenkins + FortiwebCloud-Add-App  +

To delete app via Jenkins, follow the steps below:

#8

send method: GEl, url:/vl/mise/backend-ip-test7backend_ip=93.18l.216.3Ukbackend_type=HI IPS&donain_name=wwi.example.com,
‘text/plain'} data {}

get response result>{'network_connectivity

headers:{'Content-Iype': *application/json’, 'Accept:

1, 'head_availability': 1, 'head_status_code': 200}

send method: POST, url:/vl/misc/check-ip-region, headers:{'Content-Type': 'application/json’, 'Accept': 'text/plain'} data {'custom_port': {'http': 89, 'https': U3}, 'domain_name':
't example.con', 'extra_domains': ['wwwl.example.com', 'wwi2.example.con'], 'ep_ip': '93.181.216.3u'}

get response result>>{'region’: [], 'location': 'United States', 'cluster': {'single': 'us—east-1', 'all': ['ap-southeast-1.prod', 'ca-central-1', 'eu-central-1', 'sa-east-1', 'us-
east-1', 'ap-southeast-2', 'us-east-2', 'eu-west-2', 'eu-west-3', 'us-west-2', 'us-west-1', 'eu-west-1'], 'platform': 'Amazon Web Service'}}

Check the server belong to the country/region United States
send method: GET, url:/vl/application?size=l&cursor=&forward=True&filter=X5B¥7B%22id%22%3A+%22domain_nane%22%2C+%22 0gick22R3A+KTBY 21 5% 2X3A+XTB%2 25 tring%22%3A Eruek TDK2C+K22s earch
%22%3A+%225tringk22%TD%R2C+422value%22%3A+%5B%2 2w . exanple . cons22%5D%TDX5D, headers: {'Content-Type': 'application/json’, 'Accept': 'text/plain'} data {}
get response result>>{'can_add': 1, 'prev_cursor': '', 'next_cursor': '', 'total': O, 'app_list': [1}
Not exist domain
send method: POST, url:/vl/application, headers:{'Content-Type': 'application/json', 'Accept': 'text/plain'} data {'app_name': 'YOUR_APP_NAME', 'domain_name': 'ww.example.con',
‘extra_domains': ['wwl.example.con', 'wwi2.example.com'], 'block_mode': 0, 'server_address': '93.184.216.34', 'custom_port': {'http': 80, 'https': 4u3}, 'service
‘template_enable': ©, 'head_availability': 1, 'head_status_code': 200, 'cdn_status': 0, 'server_country': 'United States',
ANS'}
get response result>>[{'domain': 'wm.example.con', 'registrar': 'RESERVED-Internet Assigned Numbers Authority®,
‘example. 47174, fortinebcloud.net. '}, {'domain': 'wwwl.example.com', 'registrar
‘example. U717 fortiuebcloud.net. '}, {'domain': 'wwn2.example.com', 'registrar':
‘example. 47174, fortiwebcloud.net.'}]

}

‘region': 'us-east-1', 'server_type': 'https', 'platform':

'record_value': {'A': ['03.180.216.34'], 'CNAME': []},
'RESERVED-Internet Assigned Numbers Authority', 'record_value': {'A': [], 'CNAME': [1},
'RESERVED-Internet Assigned Numbers Authority', 'record_value': {'A': [], 'CNAME': [1},

time

echo
execute application successful
[Pipeli }

Pipeline] }

§ docker stop --time=1 allebl31b2b5228815b7+25U143aUfb098cTclaaaldal813F898b7ed6etal8799
$ docker rm —f alebl31b2b5228815b7 2501 7claaatdal8l 799

Finished: SUCCESS

1. Click New Item to add a new item.
2. Name the item and select Pipeline, then click OK.
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Jen

Jenkins All

Enter an item name

4. Freestyle project
[P This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for something other than software build

Pipeline
.r“J Orchestrates long-running activities that can span multiple build agents. Suftable for building pipelines (formerly known as workflows) andi/or organizing complex activities that do not easily fit in free-style job type:

Multi-configuration project
o m Suitable for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific builds, etc

Bitbucket Team/Project
Scans a Bitbucket Cloud Team (or Bitbucket Server Project) for all repositories matching some defined markers.

Folder

Creates a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter, a foider creales a separate namespace. s0 you can have multiple things of the same name as
long as they are in different folders.

GitHub Organization
Scans a GitHub organization (or user account) for all repositories matching some defined markers.

Muitibranch Pip
1§ Creates a set of Pipeline projects according to detected branches in one SCM repository.

line

If you want to create a new item from other existing, you can use this option:

l" Copy from | Ty

3. Select This project is parameterized.

R

Jenkins FortiWebCloud-Del-App

General

Description

[Plain text] Preview

Jira site ~

[ Discard old builds

[ Do not allow concurrent builds
[ Do not allow the pipeline to resume if the master restarts

O GitHub project

[ pipeline speed/durability override
[ preserve stashes from completed builds @
This project is parameterized @

Add Parameter v

[ Throttle builds

Build Triggers

[ Build after other projects are built @
O Build periodically [2)
O GitHub hook trigger for GITScm polling

O poi scm

m hooly @

4. In String Parameter, enter user in Name, then enter your FortiAppSec Cloud's account name as its default value.
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This project is parameterized

String Parameter

Name user

Default Value  agmin

Description Your FortiwebCloud account name

[Plain text] Preview

O Trim the string

Add Parameter ~

O Throttie builds

5. InPassword Parameter, enter password in Name, then enter the password of the specified account in Default

Value.

Password Parameter

Name password

Default Value  sessesssssssssss

Description  The password for your FortiwebCloud account

[Plain text] Preview

Add Parameter ~

O Tnrottie builds

6. In String Parameter, enter application_name in Name, then enter the name of your application to be deleted.

String Parameter

Name application_name
Default Value  YOUR_APP_NAME

Descripion  YOUR_APP_NAME

[Plain text] Preview

[ Trim the string

Add Parameter ~

O Throttle builds

7. Specify the repositories in the pipeline. The repository URL is https://github.com/fortiweb/FortiwebCloudJenkins

and the script path is "jenkins/DelApp". Then click Save to finish the setup.
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Pipeline

Definition Pipeline script from SCM -

SCM ait - ®
Repositories @
Repository URL  hitps://github.com/fortiweb/FortiwebCloudJenkins @
Credentials -none- v e=Add ~
Advanced...
‘Add Repository
Branches to build [ x |
Branch Specifier (blank for 'any')  */master @
Add Branch
Repository browser (Auto) v ®
Additional Behaviours Add -
Script Path Jjenkins/DelApp
Lightweight checkout
Pipeline Syntax
Save | Apply ‘

8. Run the build. If nothing is wrong, then the delete process will be output and your application will be deleted from
FortiAppSec Cloud.

Using WAF with Splunk

Splunk Inc. (NASDAQ: SPLK) is the market leader in analyzing machine data to deliver Operational Intelligence for
security, IT and the business. Splunk® software provides the enterprise machine data fabric that drives digital
transformation. Splunk Enterprise makes it simple to collect, analyze and act upon the untapped value of the big data
generated by your technology infrastructure, security systems and business applications—giving you the insights to
drive operational performance and business results.

FortiAppSec Cloud App for Splunk

The FortiAppSec Cloud App provides real-time and historical dashboard on threats, performance metrics and audit
information for FortiAppSec Cloud.

With the massive set of logs and big data aggregation through Splunk, the FortiAppSec Cloud App for Splunk is certified
with pre-defined threat monitoring and performance indicators that help guide network security . As the de facto trending
dashboard for many enterprises or service providers, IT administrators can also modify the regular expression query to
custom fit views for advanced security reporting and compliance mandates.

FortiAppSec Cloud App for Splunk: https://classic.splunkbase.splunk.com/app/7748/

A
~ ‘ FortiAppSec Cloud WAF App depends on the Add-on to work properly. Make sure Fortinet
FortiAppSec Cloud Add-on for Splunk has been installed before you proceed.
—
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FortiAppSec Cloud Add-on for Splunk

FortiAppSec Cloud WAF Add-On for Splunk is the technical add-on (TA) developed by Fortinet, Inc. The add-on enables

Splunk Enterprise to ingest or map security and audit data collected from FortiAppSec Cloud, which includes attack and
audit logs.

Fortinet FortiWebCloud Add-on for Splunk: https://classic.splunkbase.splunk.com/app/7749/

Deployment prerequisites

Splunk version 8.1.0 or later

FortiAppSec Cloud Add-On for Splunk (https://classic.splunkbase.splunk.com/app/7749/)
FortiAppSec Cloud App for Splunk (https://classic.splunkbase.splunk.com/app/7748/)

A Splunk.com username and password

P obh-=

Splunk configuration

1. Click the gear (Manage Apps) from Splunk Enterprise.

2. Click Browse more apps, and search for FortiAppSec Cloud
3. Install Fortinet FortiAppSec Cloud Add-on for Splunk

4. |Install Fortinet FortiAppSec Cloud App for Splunk.

Note: If the Fortinet FortiAppSec Cloud App for Splunk and Fortinet FortiAppSec Cloud Add-on for Splunk
cannot be installed from Browse more apps, please go to Splunkbase, download the Add-on and App (two .tgz
files), then install them by clicking the gear (Manage Apps) > Install app from file

z z z % £ 2
& & 85 % 3 @

5. Restart Splunk Enterprise.
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6. From Settings, click Data Inputs under Data.

admin - W ge: ings Activity = Help = Find

— KNOWLEDGE DATA

o Searches, reports, and alerts Data inputs

—@ Data models Forwarding and receiving
Event types Indexes

Add Data L .
Tags Report acceleration summaries
Fields Virtual indexes
Lookups Source types

= User interface

’ & Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Explore Data All configurations Forwarder management

Distributed search

SYSTEM
?H’ Server settings USERS AND AUTHENTICATION
Server controls Access controls
Monitoring
Health report manager
Console

Instrumentation
Licensing

Workload management

7. Click Add new in the UDP or TCP line to create a new input rule with corresponding protocol. See the UDP protocol
example below.

admin v (@) Me Settings +

Data inputs
Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.
Local inputs
Type Inputs Actions
Files & Directories 9 + Add new
Index a local file or monitor an entire directory.
HTTP Event Collector o] + Add new
Receive data over HTTP or HTTPS.
TCP 1 + Add new
Listen on a TCP port for incoming data, e.g. syslog
ubpP 2 + Add new
Listen on a UDP port for incoming data, e.g. syslog.
Scripts 5 + Add new
Run custom scripts to collect or generate more data.
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8. Create a UDP data source using your desired port. In the example below, Port 514 is used. Once configured, click

Next to continue.

Add Data e

Select Source

Files & Directories

Upload a file, index a local file, or monitor an entire directory.

< Back
nput Settings Review Done

Configure this instance to listen an any TCP or UDP port to capture data sent over the network

(such as syslog). Learn More 2

HTTP Event Collector
Configure tokens that clients can use t

HTTPS.

send data over HTTP or

TCP/UDP
Configure the Splunk platform to listen on a network port.

Scripts

Get data from any AP, s ce, or database with a script.

Splunk Assist Instance ldentifier

Assigns a random identifier to every node

Systemd Journald Input for Splunk

TCP uDP
Port [ 514 ]
R
Source name override 7 | optional
nostport
Only accept connection | gptional

7
from *

example: 101.2.3, 'badhost splunk.com, *.splunk.com

9. For Source type, click the Select tab then click Select Source Type. Enter "fwbcld" in the filter box, and select

fwbcld_log.

By default, Fortinet FortiAppSec Cloud App for Splunk will automatically extract FortiWWebCloud log data from

inputs with source type 'fwbcld_log'.
Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform
what kind of data you've got, so that the Splunk platform can
format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

App context

Application contexts are folders within a Splunk platform instance
that contain configurations for a specific use case or domain of
data. App contexts improve manageability of input and source
type definitions. The Splunk platform loads all app contexts
based on precedence rules. Learn More [2

Host
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Fortinet Inc.

Select New

fwbcld_log »

<

pp for Splunk (Splun... ~

fwbcld_attack

A fwbcld_event

v fwbcld_log
For FortiAppSec Cloud

fwbcld_traffic
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10. For App context, select Fortinet FortiAppSec Cloud App for Splunk.

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform
what kind of data you've got, so that the Splunk platform can
format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

App context

Application contexts are folders within a Splunk platform instance

that contain configurations for a specific use case or domain of App Context
data. App contexts improve manageability of input and source

type definitions. The Splunk platform loads all app contexts

based on precedence rules. Learn More 2

Host

When the Splunk platform indexes data, each event receives a
"host" value. The host value should be the name of the machine Method *
from which the event originates. The type of input you choose
determines the available configuration options. Learn More [2

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox" index as a Index
destination if you have problems determining a source type for

our data. A sandbox index lets you troubleshoot your

Select New

fwbcld_log v

Fortinet FortiAppSec Cloud App for Splunk (Splun... ¥

Apps Browser (appsbrowser) -
Audit Trail (audit_trail I
Clones Internal Metrics into Metrics

Index (splunk_internal_metrics)

Fortinet FortiAppSec Cloud Add-on

17 for Splunk
(Splunk_TA_fortinet_fortiappsec_clo
ud)

v Fortinet FortiAppSec Cloud App for
Splunk
(SplunkAppForFortiAppSecCloud) 4

Defatnt Create a new mae:

11. Click Review to check the items.
12. Click Submit.

FortiAppSec Cloud configuration

Configure FortiAppSec Cloud to send logs to Splunk server.

Attack logs

Go to Log Settings.
Enable Attack Log Export.
Click Add Log Server.

PowN o

For Log Format, select Splunk.

FortiAppSec Cloud 25.3 User Guide
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Add Attack Log Export

Server Options

Name

Server Type

FortiAnalyzer FortiSIEM @ SysLog ElasticSearch

IP/Domain and Port

514

Protocol

® upp O TCP () SsL

Export Options

Log Format
Default B
Q

t}} user_id ={{uid}} user_name={{un}} ep_id={{eid}}

Default wn={{er}} ep_domain={{ed}} src_ip={{si}} src_port=

Custom bs}t dst_port={{dp}} srccountry={{sc}} service=
Ltype="{{mt}}" sub_type="{{st}}" threat_level={{tl}}

Sp|unk hact—{Ihh1l htta orl—0fholl httn varcinn—{fhll

CEF:0(ArcSight)
Microsoft Azure OMS
LEEF1.0(QRadar)

Logs verification on Splunk server

To verify whether logs have been received by Splunk server

1. On Splunk web Ul, go to Apps > Search & Reporting.

2. If attack logs have been sent to Splunk, enter 'sourcetype="fwbcld_attack™ in the search box. Change the time

range if necessary. The attack logs will be listed below.

3. Ifauditlogs have been sent to Splunk, enter 'sourcetype="fwbcld_event™ in the search box. Change the time

range if necessary. The audit logs will be listed below.

4. Go to the dashboard of Fortinet FortiWebCloud App for Splunk FortiAppSec Cloud App for Splunk, from the
Security Overview, Attack, and Event tabs, you can see data parsed and presented.

Troubleshooting

If data is not showing up in the Dashboards:

FortiAppSec Cloud 25.3 User Guide
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« Goto Settings > Data Inputs. Verify that you have a UDP data input enabled on port ,for example, 514.

« Go to Settings > Indexes. Verify that your Index (typically main) is receiving data and that the Latest Event is
recent. If not, verify the FortiAppSec Cloud Syslog settings are correct and that it can reach the Splunk server.

» Verify that the port used for data input is accessible in your security group of the Splunk server.
o Ensure that the FortiAppSec Cloud service Management IP addresses are in the white list of your Splunk server.
« Verify the Splunk server is listening to the correct port.

If the App and Add-on cannot be installed from Browse more:

» Go to Splunkbase, download the Add-on and App (two .tgz files), then install them by clicking the gear (Manage
Apps) > Install app from file.

If the dropdown in Attack or Event dashboards does not have value:

Security Overview Attack ¥ Event~

Application Dashboard

User Name Application Name Endpoint Domain Threat Source IP

Year to date > | | ANY A | | ANY - | | ANY - | | ANY - | ‘
. B Search produced no results Search produced no results Search produced no results
Hide Filters
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a. Goto Settings > Data models

Administrator Me : Seftings *  Activity Help~ | Q Find

KNOWLEDGE DATA
Searches, reports, and alerts Data inputs
Data models Forwarding and receiving
Event types Indexes
Add Data Tags Report acceleration summaries
Fields Virtual indexes
Lookups Source types
User interface Ingest actions

Alert actions
Advanced search DISTRIBUTED ENVIROMMENT

Explore Data All configurations Indexer clustering
Forwarder management

SYSTEM Federated search

H:i' Server settings Distributed search

o senver controls
Monitoring

Health report manager USERS AND AUTHENTICATION
Console . ’

RapidDiag Roles

Instrumentation Users

Licensing Tokens

Workload management FPassword management

Mobile settings Authentication methods

b. Find FortiAppSec Cloud FOS Log. Under the Actions column, select Edit > Edit Acceleration

Apps ¥ Administrator v 3 Messages v Settings v Activity v Help v Find Q

Data Models Upload Data Model

Data models enable users to easily create reports in the Pivot tool. Learn More [2

1Data Models  App: Fortinet FortiAppSec Cloud App for Splunk (SplunkAppForFortiAppSecCloud) v Visible in the App ¥ Owner: Any ¥ | fiiter Q 20 per page ¥
i Title = Type = % Actions App + Owner + Sharing =
> data model 4 Editv Pivot SplunkAppForFortiA... nobody App
Edit Datasets
Edit Title or
Description

Edit Permissions

Edit Acceleration

Clone

c. Enable Accelerate, then wait for 5 mins or restart Splunk. You will see the dropdown in App.
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Edit Acceleration

Data Model FortiAppSec Cloud FOS Log

Accelerate

Summary Range * 7Days v

» Advanced Settings

Using WAF behind a Content Distribution Service

If the traffic to your application server should be first forwarded to a Content Distribution Service, then flows to
FortiAppSec Cloud for threat detection, perform the following steps so that the traffic can correctly go through. In this
example we assume the Content Distribution Service is AWS CloudFront.

Adding the WAF application on FortiAppSec Cloud

1. When using WAF behind a Content Distribution Service, please take note of the following configurations. For full
WAF onboarding instructions, please see Onboarding WAF applications on page 48.

« Do not enable CDN, as a scrubbing center nearest to your application server will automatically be assigned. In
this case, enabling the CDN is unnecessary because AWS CloudFront already handles content delivery.

« Take note of the CNAME provided by FortiAppSec Cloud. You will need this when setting up your CloudFront
service.

2. Goto Network > Endpoints to configure the SSL Certificate settings. For full configuration instructions, refer to
Endpoints on page 76.

« Ifyou use Automatic Certificate, make sure to select DNS Challenge type, otherwise the SSL certificate
cannot be successfully retrieved.

« Make sure to include a CNAME record for the DNS challenge. You can locate this record in WAF >
Applications > DNS Status.

Please note that DNS status may show as "Unknown". This is an expected issue when using CloudFront in front of
FortiAppSec Cloud. It does not affect the retrieval of the certificate, so there is no need to be concerned about it.

If you would like to use your own SSL certificate instead of the certificate issued by Let's Encrypt, you can select
Custom Certificate in Network > Endpoint to upload your own SSL certificate.

Creating a Distribution in CloudFront

1. Loginto AWS cloud portal. Navigate to CloudFront.
2. Click Create Distribution.
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3. Configure the following options as described. You can set any option not specified here according to your
preference. Refer to AWS online help for more information.

Origin

Origin Domain Enter the CNAME provided by FortiAppSec Cloud.

Origin Protocol Policy Select Match Viewer so that the protocol used for the connections
between CloudFront and FortiAppSec Cloud WAF can be HTTP or
HTTPS. It matches with the protocol used by the viewer, for example, if
the viewer connects to CloudFront using HTTPS, CloudFront will
connect to FortiAppSec Cloud WAF using HTTPS.

HTTP Port Set HTTP port value to 80.

HTTPS Port Set HTTPS port value to 443.

Minimum origin SSL protocol Select TLSv1.2.
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Origin

Origin domain
Choose an AWS origin, or enter your origin's domain name.

Q . DR EFemoemows_ W} i x

Protocol  Info
() HTTP only
() HTTPS only

| © Match viewer

— HTTP port
Enter your origin's HTTP port. The default is port 80.

E |

— HTTPS port
Enter your origin's HTTPS port. The default is port 443,

‘ 443 ‘

L Minimum origin SSL protocol  info

h rotocol that CloudFront uses with the origin.
Q TLsv1.2

O TLSV1.1
) TLSV1
O SSLv3

Origin path - optional  Info
Enter a URL path to append to the arigin domain name for origin requests.

‘ Enter the origin path |

Mame
Enter a name for this origin.

‘ e |

Default Cache Behavior

Path Pattern This field specifies to which requests you want this cache behavior to
apply. For example, a path pattern of images/*.jpg would apply the
cache behavior to .jpg images.

Compress objects automatically Select "Yes" if you want CloudFront to automatically compress specific
file types when viewers support compressed content. This accelerates
downloads by reducing file sizes, resulting in faster rendering of web
pages for your users.
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Viewer Protocol Policy You can set this option as you want, but, if you select Redirect HTTP to
HTTPS, it's suggested to turn off Redirect all HTTP traffic to HTTPS
in Network > Endpoint in FortiAppSec Cloud WAF. See Endpoints on
page 76.

Allowed HTTP methods Select the HTTP methods that you want CloudFront to process and
forward to your origin

Restrict viewer access Choose No for public URLs or Yes for signed URLs when configuring
the cache behavior's PathPattern. If selecting Yes, specify trusted
signers, which are the AWS accounts authorized to create signed

URLs.
Cache key and origin requests Select Legacy cache settings from the list, then add header Host.
CloudFront will directly forward the host header to FortiAppSec Cloud
WAF.
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Default cache behavior

Path pattern  Info

Default (*)

Compress objects automatically — Info
(C) Mo
0 ves

Viewer

Viewer protocol policy

Q HTTP and HTTPS

() Redirect HTTP ta HTTPS
() HTTPS only

Allowed HTTP methods

© GET, HEAD

() GET, HEAD, OPTIONS

(C) GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

Restrict viewer access
If you restrict viewer access, viewers must use CloudFront signed URLs or signed cookies to access your content.

0 Mo
) Yes

| Cache key and origin requests

‘We recommend using a cache policy and origin request policy to comtrod the cache key and origin request=.

() Cache policy and arigin request policy (recommended)

| 0 Legacy cache settings

- Headers
Choose which headers to include in the cache key.

‘ Include the following headers v |

\— Add header
Select an existing header or creste a customn header. (max 10)

|59£ecrheaders v ‘ | Add custom

4. You can choose either WAF option.

Web Application Firewall (WAF) info

(O Enable security protections © Do not enable security protections
Keep your application secure from the most commeon Select this option if your application does not need
weh threats and security vulnerabilities using AWS WAF. security protections from AWS WAF.
Blocked requests are stopped befare they reach your web
SErvers.
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5. Configure the following options as described. You can set any option not specified here according to your
preference. Refer to AWS online help for more information.

Settings
Alternate Domain Names Enter an additional domain name (e.g., www.example.com) that users
(CNAMES) use to access your application. FortiAppSec Cloud supports multiple
domain names for a single application.
SSL Certificate Select Custom SSL Certificate to upload the SSL certificate.
Settings

Price class  Info

Choose the price class associsted with the maximum price that you want to pay.
0 Use all edge locations (best perfarmance)

() Use only North America and Europe

(O Use Morth America, Europe, Asia, Middle East, and Africa

Alternate domain name (CNAME) - optional
Add the custorm domain names that you use in URLs for the files served by this distribution.

‘your-dDn'ain-namelcx:www.examplc.cum:l | ‘ Remaove

(®) To add a list of alternative domain names, use the bulk editor.

Custom S5L certificate - optionol
Associzte a certificate from AWS Certificate Manager. The certificate must be in the US East (N Virginia) Region [us-east-1).

IC.r'.‘oose certificate v | | &

Request certificate [

Supported HTTP versions
Add suppaort for additional HTTP versions. HTTF/ 1.0 and HTTR/1.1 are supportad by default.

HTTR/2
[] HTTR/3

Default root abject - optional
The object (file name) to return when a viewer requests the root URL (/) instead of a specific object.

Standard logging

Get logs of viewer requests delivered to an Amazon 53 bucket.
0 oiff
) On

IPvi
) Off
0O On

Description - optional
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6. Modify your existing CloudWatch distributions by clicking into the tabs outlined below. Additionally, you can consult
the configuration details provided in steps 3-5 above.

» General: Settings configurations (details in Settings on page 211).

» Security: WAF configurations (details in WAF options).

 Origins: Origin configurations (details in Origin on page 207).

» Behaviors: Default Cache Behaviors Configurations (details in Default Cache Behavior on page 208).

CloudFront » Distributions > iinil

gl [ e

Erorpages | mtidoions | Tags

Details

Distributi

Settings Edit

Description

Price class
Use all edige locations (best performance)

Supported HTTP versions Security policy
HTTP/2, HTTP/1.1, HTTP/1.0 TLsv12 2021

Continuous deployment ifo

Create staging distribution

Modifying DNS record to use the domain name provided by CloudFront

Go to your DNS service to modify the DNS record to route queries for the your application's domain name (e.g.
www.example.com) to the CloudFront domain name (e.g. d1234.cloudfront.net).

If you use AWS Route 53, refer to Working with Records on how to create or change the DNS records.

At this point, the queries to your application's domain name should successfully be forwarded to CloudFront first, then
reach FortiAppSec Cloud.

Configuring Error Pages

When FortiAppSec Cloud detects a violation to its security rules, it takes appropriate actions, such as blocking the
request and returning an error code to the client who initiated this request. The error code is cached in CloudFront, so
that when the same client initiates the same request next time, CloudFront can directly return this error code to the client.

However, the request might be falsely detected as a violation. You can add the request as an exception in FortiAppSec
Cloud so that it will not be detected as a violation next time, but, if you have set a long Minimum TTL, the client may keep
receiving the cached error code until the minimum TTL passes. During this period, CloudFront uses the cached error
code to respond to the subsequent requests instead of forwarding them to FortiAppSec Cloud for re-processing.

In most cases, the minimum TTL in the distribution settings is set to a long time value because for efficiency
considerations you may not want CloudFront to renew its caches too frequently, so, the optimal solution for the above
mentioned error code caching problem is to set a comparatively shorter Minimum TTL specially for error codes.
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In the following example shown in the screenshots, the Minimum TTL in the distribution is set to 500 seconds, while the
Minimum TTL for the error code is set much shorter to 30 seconds. This distinguishes the minimum TTL time for error
codes and the rest content. The objects such as the rarely changing icons and background images stay in cache for a
long time, while the error codes frequently renews.

Step 1: Seleot dellvery method Objeot Caching Use Origin Gache Headers O
® Gustomize
Step 2: Greate distribution
Learn More
Minlmum TTL | ggo (3]
Maximum TTL 31536000 (i)
Default TTL  gg400 (3]

Create Custom Error Response

Custom Error Response Settings

HTTP Error Code | ggp: Internal Server Error v ()
Error Gaohing Minlmum TTL (seconds)  zp 0
Customlze Error Response Yes 0

* No

To set the Minimum TTL for error pages:

1. Inthe distribution list, find the distribution you just created. Click its ID to open the distribution details page.

2. Select Error Pages tab.

3. Click Create Custom Error Response to create a new error page, or click an existing error page to edit its
Minimum TTL.

4. SetError Caching Minimum TTL (Seconds).

5. Configure other options as desired.

6. Click Create.

After you complete the settings above, you can go ahead configure security rules in FortiAppSec Cloud to protect your
application.

FortiAppSec Cloud has a security module called Caching and Compression. It allows you to cache and compress
objects that rarely change, such as icons, background images, movies. If you have configured CloudFront to cache such
objects, you can disable this module in FortiAppSec Cloud.
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Network settings for applications serving different content over HTTP and HTTPS

In most cases, when users enter the application's domain name over either HTTP or HTTPS, the same content is
returned. However, if you have configured your application server to serve different content over HTTP and HTTPS
protocols, you should configure the network settings in FortiAppSec Cloud as described below.

In the following example, Server Balance is turned off, causing all HTTP traffic to route through Port 80, while HTTPS
traffic is routed through Port 443.

Endpoints

In Network > Endpoints, or in the Network Settings step of the Web Application Configuration wizard, enable
HTTP and HTTPS. Disable Redirect all HTTP traffic to HTTPS.

Servers

FortiAppSec Cloud communicates with your application server over both HTTP and HTTPS protocols when there is only
one origin server.

Disabling server balance

After the application is onboarded, Server Balance is enabled by default to apply load balancing algorithm to multiple
servers. As only one server is allowed if you want FortiAppSec Cloud to communicate with the origin server over both
HTTP and HTTPS, you need to disable Server Balance.

1. In Network > Origin Servers, click the Edit icon.

2. Turn off Server Balance. Please note the existing origin servers will all be deleted. You can add one server later.
3. Click OK.

Creating server

Add a single server and specify the HTTP and HTTPS ports.

1. In Network > Origin Servers, click Create Server.

2. Referto Origin Servers on page 84 to configure server settings. Make sure to specify both HTTP and HTTPS port
numbers. If you haven't disabled Server Balance, only one port is allowed to be configured on this page.

3. Click OK.

Multiple domains sharing the same IP address

If you have multiple root domain names pairing with the same IP address, for example, both example1.com and
example2.com map to 192.168.1.1, then follow the instructions below.
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Onboarding applications

Even though there are multiple domains pairing with the same IP address, you only need to onboard one application, so
that FortiAppSec Cloud knows the IP address to protect.

As long as the traffic is destined to this IP address, FortiAppSec Cloud will apply the web protection rules to the traffic
regardless whether the applications are onboarded.

Importing local certificates

For the applications that are not onboarded, you need to import their certificates through Custom Certificate in
Network > Endpoints. The certificates are used to encrypt the HTTPS connections between your application users and
FortiAppSec Cloud. Without a valid certificate, users will see a certificate invalid warning when they visit your application.
For how to import certificates, see Endpoints on page 76.

Connecting WAF to the Fortinet Security Fabric

FortiAppSec Cloud supports Fortinet Security Fabric. You can configure FortiGate to view statistics of sites secured by
WAF from the FortiGate Dashboard page.

Add WAF device to the Security Fabric

1. Ensure your FortiGate is running version 7.0.0 or newer, as older versions are no longer supported.

Check your FortiGate version in the GUI by going to Dashboard > Status. The Firmware field in the System
Information widget shows the version along with the build number.

2. Configure your FortiGate firewall or security group to allow access for the fabric connector's IPs: 3.226.2.163 and
3.123.68.65.

3. Ensure that the Security Fabric is enabled on FortiGate. See the FortiGate Administration Guide for more
information.

4. On the root FortiGate of the Security Fabric, make sure Allow other Security Fabric devices to join is enabled.
5. Onthe root FortiGate, ensure that the appropriate interface is enabled to listen for supported Fabric devices.
6. Configure the FortiGate information on FortiAppSec Cloud's WAF service.

a. Login to your FortiAppSec Cloud account, and go to Global> System Settings > settings.

b. Scroll down to Fabric Connector and click Create. The Add FortiGate Information pane opens.

c. Enterthe management IP of your fabric connector. The Port number is set to 8013 by default.

7. Access the FortiGate GUI and wait for the connection request to appear, typically within a minute after completing
the previous step.

8. After approving the connection request, you can access the dashboard of the newly added fabric connector, which
is customizable with widgets. For further details, see Dashboards and Monitors.
Add dashboard widget for the FortiAppSec Cloud device

Select a dashboard in the tree menu of the FortiGate GUI.

In the banner, click Add Widget. The Add Dashboard Widget pane opens.
Select Fabric Device in Security Fabric.

Select the desired device and the widget name.

o bN-=
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5. Click Add Widget.
You can add multiple widget names.

View statistics of sites secured by FortiAppSec Cloud

1. GotoDashboard.

2. Click the dashboard's name.
You can now see the incoming requests, server status, threats, and throughput, etc. of the sites.

Managing External IdP roles in FortiCloud IAM

FortiCloud enables you to access and manage all of FortiAppSec Cloud's Cloud Services, including FortiAppSec Cloud,
through a single account. When you access FortiAppSec Cloud, the login is authenticated through your FortiCloud
account.

FortiCloud offers the IAM feature that enables you to create and manage External IdP roles that allow users from your
organization to log in to the FortiAppSec Cloud portal using the user credentials with your organization's ID provider.
External IdP users are authenticated by your organization's ID provider. After the user is authenticated, they can access
FortiAppSec Cloud based on their role.

vig
~ u This feature is only available for certain accounts upon request. Submit a support ticket to
request setup.
)
'h‘ : '.r
When an IdP user clicks Logout, they are only logging out of the FortiAppSec Cloud portal,
9 not your organization's ID provider.
—

Please see FortiCloud documentation for detailed instructions on Adding external IdP roles.

Frequently used regular expressions

Some elements occur often in FortiAppSec Cloud regular expressions, such as expressions to match domain names,
URLs, parameters, and HTML tags. You can use these as building blocks for your own regular expressions.

To match... You can use...

Line endings (\r\n)|\n|\r
(platform-independent)

Any alphanumeric character [a-zA-Z0-9]
(ASClIl only; e.g. does not match é or E)

Specific domain name (?i)\owww\.example\.com\b
(e.g. www.example.com; case insensitive)
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To match

You can use

Any domain name

(valid non-internationalized TLDs only; does not match
domain names surrounded by letters or numbers)

Any sub-domain name
Specific IPv4 address
Any IPv4 address

Specific HTML tag

(well-formed HTML only, e.g. <br> or <img
src="1.gif" />;does not match the element’s
contents between a tag pair; does not match the closing

tag)

Specific HTML tag pair and contained text/tags, if any
(well-formed HTML only; expression does not validate by
DTD/Schema)

Any HTML tag pair and contained text/tags, if any
(well-formed HTML only; expression does not validate by
DTD/Schema)

Any HTML comment

Any HTML entity

(well-formed entities only; expression does not validate
by DTD/Schema)

JavaScript Ul events

(onClick (), onMouseOver (), etc.)

All parameters that follow a question mark or hash mark
in the URL

FortiAppSec Cloud 25.3 User Guide
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(?)\b."\.(a(c|d|e(ro)?[f|glilm[n|o]q|rs(ia)? t|ylw|x|z)|b
(albldlefflglhli(z)?]jlm[n]olr|s|t|v|w|y|z)c(a
(t)?[cldlflglhlilk[lm[n]o((m)?(op)?)]r|s|ulv|x|y|z)Id
(eljlklmlo|z)le(c|dule|g|h]r|s|t|u)If(iljlkIm]olr)|g
(alb(dlefflg[hli[l|m|njovlplalr|s|tjulw]y)|h(KIm[n]r{t|u)]i
(dlellim[n(fo)?(t)?[olalrls|t)lj(elm|o(bs)?|p)]k
(elglhlilm|n]plriwly|z)li(alblclilk|r|s[t|u[vy)Im
(alcld|e|glhlillk|lm[n]o(bi)?|plq|r|s|tlu(seum)?|v|w|x]y|z)n
(a(me)?|cle(t)?|flglilllolpIrulz)lo(m|rg)lp(alelflglhlk|lim[n|r
(0)?[sltiwly)laalr(e]ols|ulw)|s
(alblc|dle|g|hliljlk[ljm]n]ofr|s|t|ulvly|z)|t
(c|dlellflg[hljlk|lim]n]o|p|r(avel)?|t|viw|z)lu(alg|k|s]y|z)lv
(alclelglilnju)lw(fls)xxx|y(e|t|u)|z(alm|w))\b

(*

i)\b(.*)\.example\.com\b
\b10\.1\.1\.1\b

\b(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|12[0-4][0-
9]1[01]2[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]2[0-9][0-9]?)\.
(25[0-5]|2[0-4][0-9]/[01]?[0-9][0-9] ?)\b

(20)<\S*TAG\S*[A>]*>

(20)<\S*(TAG)\S*[A>]*>[A<]*<\ 1>
(20)<\s*([A-Z][A-ZO-9]*)\b[A>]*>(.*2)<N\1>

(2:<|<)-DS\ST*2--[ \\n\rT*(2:>]>)
&(21)(#((x(NJA-F1){1,5})|(104857[0-5]|10485[0-6]\d| 1048

[0-41\d\d|104[0-7]\d{3}|10[0-3]\d{4}|0?\d{1,6}))|([A-Za-
2\d.J{2,31}));

(?i):on(blur|c(hangel|lick)|dblclick|focus|keypress|
(key|mouse)(down|up)|(un)?load|mouse(move|o
(ut|ver))|reset|s(elect|ubmit))

[#A?1(.7)
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To match... You can use...

(e.g. #pageviewor
?paraml=valueAgparam2=valueB...; back-reference
to this match does not include the question/hash mark
itself)

Operational Guidelines

The following topics describe the Operational Guidelines for using FortiAppSec Cloud WAF.

» Maximum configuration values on page 218
» Sequence of scans on page 220

Maximum configuration values

The following table provides the maximum number of configuration objects in each application.

Application item Maximum value

Logs > attack log servers 2
Network > origin servers 32
Network > Endpoint > Custom Certificate 32
Network > Endpoint > Intermediate Certificate 32
Network > Endpoint > Domains 10
Security Rules > Known Attack > Exception rules 128
Security Rules > Anomaly Detection > Source IP List No Limit
Security Rules > Information Leakage > Exception rules 128
Security Rules > Cookie Security > Except Cookies 64
Client Security > CSRF Protection > Page List 256
Client Security > CSRF Protection > URL List 256
Client Security > MITB Protection > Protected Parameter 256

Client Security > MITB Protection > Allowed External Domains for AJAX Request 256

Access rules > URL access rules 12
Bot Mitigation > Biometrics Based Detection rules 12
Bot Mitigation > Bot Deception rules 255
Advanced Applications > Custom rules 24
FortiAppSec Cloud 25.3 User Guide 218
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Advanced Applications > Web Socket Security rules 12
API Protection > Open API Validation > Validation rules 10
API Protection > API Gateway > APl users 12
API Protection > API Gateway > API Gateway rules 12
API Protection > Mobile API Protection Request URL 12
API Protection > JSON Security rules 10
API Protection > XML Protection rules 10
Application Delivery > Rewriting Request rules 12
Global Trustlist 12

The following table provides the maximum number of configuration objects in Global tabs.

WAF > Templates 16
WAF > Report No Limit
WAF > Admin Management > Users No Limit
WAF > System Settings > Cloud Connectors No Limit
WAF > System Settings > Custom Block Pages 8
WAF > System Settings > Settings > API Key 1
FortiAppSec Cloud 25.3 User Guide 219
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Sequence of scans

FortiAppSec Cloud applies protection rules and performs scans according to orders in the table below (from the top to
the bottom).

You may find that the actual scan sequence sometimes is different from that listed in the following scan sequence table.
Various reasons may explain this, for example, for the scans involving the whole request or response packet, its
sequence may vary depending on when the packet is fully transferred to FortiAppSec Cloud. File Protection is one of
the scan items that involve scanning the whole packet. FortiAppSec Cloud scans Content-Type : and the body of the
file for File Protection. While the Content-Type : is scanned instantly, the body of the file may be postponed after the
subsequent scans until the whole body of the file is done uploading to FortiAppSec Cloud.

Please also note that the scan sequence refers to the sequence within the same packet. For example, TCP Connection
Number Limit precedes HTTP Request Limit in the scan sequence table. However, if there are two packets containing
HTTP traffic and TCP traffic respectively, and the HTTP packet arrives first, FortiAppSec Cloud thus checks the HTTP
Connection Number Limit first.

To improve performance, block attackers using the earliest possible technique in the
execution sequence and/or the least memory-consuming technique. The blocking
style varies by feature and configuration. For example, when detecting Syntax-
based SQL injection, instead of blocking the SQL injection by its syntax, you could
log and block the injection by the blocklist defined in IP List. For details, see each
specific feature.

Scan/action Involves

TCP Connection Number e Source IP address of the client in the IP layer.
Limit (TCP Flood Prevention) » Source port of the client in the TCP layer.

Add X-Forwarded-For: e X-Forwarded-For:
* X-Real-IP:

* X-Forwarded-Proto:

IP List « Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP
headers.
For details, see Rewriting Requests on page 172.
e Source IP address of the client in the IP layer.
Note: If a source IP is in allowlist, subsequent checks will be skipped.

IP Reputation Source IP address of the client depending on your configuration of X-
header rules. This could be derived from either the SRC field in the IP
header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP headers.
For details, see Rewriting Requests on page 172.

Known Bots ¢ Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in
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Scan/action

Involves

Geo IP

WebSocket security

HTTP Allow Method

HTTP Request Limit (HTTP
Flood Prevention)

TCP Connection Number
Limit (Malicious IP)

HTTP Request Limit (HTTP
Access Limit)

URL Access

FortiAppSec Cloud 25.3 User Guide
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the IP header, orthe X-Forwarded-For: and X-Real-IP:
HTTP headers.

Source IP address of the client in the IP layer.

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRc field in the
IP header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP
headers.

For details, see Rewriting Requests on page 172.

Source IP address of the client in the IP layer.

Host:

URL in HTTP header

Origin:

Upgrade:

Frame Size/Message Size
sec-websocket-extenstions

Host:
URL in HTTP header
Request method in HTTP header

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Rewriting Requests on page 172.
Cookie:

Session state

URL in the HTTP header

HTTP request body

Cookie:

Session state

Source IP address of the client in the IP layer
Source port of the client in the TCP layer

1D field of the IP header

Source IP address of the client depending on your configuration of
X-header rules.

This could be derived from either the SRC field in the IP header, or
the X-Forwarded-For: and Xx-Real-IP: HTTP headers. For
details, see Rewriting Requests on page 172. .

HTTP request body

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, or the Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Rewriting Requests on page 172.

Host:
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Scan/action Involves

Mobile API Protection

Protocol Limits

File Protection

Advanced Bot Protection

Parameter Validation

Bot Deception

ML Based Bot Detection

FortiAppSec Cloud 25.3 User Guide
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URL in HTTP header
Source IP of the client in the IP header

Host:
URL in HTTP header
Token header

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, or the X-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Rewriting Requests on page 172.
Content-Length:

Parameter length

Body length

Header length

Header line length

Count of Range : header lines

Count of cookies

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Rewriting Requests on page 172.
Content-Type: in PUT and POST requests

URL in HTTP header

The body of the file

Host:
URL inthe HTTP header

Cookie:

Host:
URL in the HTTP header
Name, data type, and length

Host:
URL in the HTTP header

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in
the IP header, orthe Xx-Forwarded-For: and X-Real-IP:
HTTP headers. For details, see Defining your proxies, clients, & X-
headers.

Host:

URL in the HTTP header
HTTP version
Content-Type:
Response status code
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Scan/action

Cross-site request forgery
(CSRF) attacks

Protection for Man-in-the-
Browser (MITB) attacks

Biometrics Based Detection

XML Protection

JSON Protection

Signature Based Detection

SQL Syntax Based Detection

Custom Rule

FortiAppSec Cloud 25.3 User Guide
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Involves

Request method in HTTP header
Referer:

User-Agent:

<a href>
<form>

Host:

URL in HTTP header

Request method in HTTP header
Parameters in URL
Content-Type:

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, or the Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Rewriting Requests on page 172.

URL

Host:

X-Forwarded-For:

URL
HTTP header
Body

URL
HTTP header
Body

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRc field in the
IP header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Rewriting Requests on page 172.

HTTP headers

HTML Body

URL in HTTP header

Parameters in URL and request body

Host:

Cookie:

URL in HTTP header

Parameters in URL and request body

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Rewriting Requests on page 172.

URL in the HTTP header

HTTP header
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Scan/action

Involves

Threshold Based Detection

Account Takeover

API Gateway

OpenAPI Validation

URL Rewriting (rewriting &
redirection)

Machine Learning - Anomaly
Detection

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.

Parameter in the URL

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, or the X-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Rewriting Requests on page 172.

URL

Host:

X-Forwarded-For:

Host:

Cookie:

Parameters in the URL
URL in HTTP header
HTTP body

Client's certificate

Host:

URL in HTTP header

API Key as HTTP parameter in URL

API Key as HTTP header

Source IP address of the client depending on your configuration of
APl user

Request methods in HTTP header

HTTP Referer depending on your configuration of APl user

Host:

HTTP headers, especially the content-type: headers
URL in HTTP header

Request method in HTTP header

Parameters in URL

Multipart filename

Host:

Referer:
Location:

URL in HTTP header
HTML body

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRc field in the
IP header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see "Defining your proxies, clients, & X-
headers" on page 1.

URL in the HTTP header

Request method in HTTP header

Parameter in the URL, or the HTTP header or body
Content-Type:
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Scan/action

Involves

Compression

Cookie Security

Reply from server to client
Web Socket Protocol

Caching

Bot Deception

Protection for Man-in-the-
Browser (MiTB) attacks

Biometrics Based Detection

Signature Based Detection
(Information Leakage)

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.

Accept-Encoding:

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, or the X-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Request Limits on page 129

Cookie:

Upgrade:

Host:

HTTP method

Return code

URL in the HTTP header

Content-Type:

HTTP headers

Size in kilobytes (KB) of each URL to cache

Host:
URL inthe HTTP header

Status code
Response body

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, or the Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Request Limits on page 129

URL

Host:

X-Forwarded-For:

HTTP header

Custom signature

Body

The latest HTTP transaction time

The response content type

Status code

Source IP address of the client depending on your configuration of
X-header rules. This could be derived from either the SRC field in the
IP header, orthe Xx-Forwarded-For: and X-Real-IP: HTTP
headers. For details, see Request Limits on page 129

HTTP headers

HTML Body

URL in HTTP header

Parameters in URL and body

XML in the body of HTTP POST requests
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Scan/action

Custom Rule

Account Takeover

URL Rewriting (rewriting)

ML based API Protection
HTTP Header Security
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Involves

Cookies
Headers
JSON Protocol Detection

Uploaded filename (MULTIPART_FORM_DATA_FILENAME)

HTTP response code
Content-Type:

Status code
HTTP headers
HTML body

Host:

Referer:
Location:

URL in HTTP header
HTML body

HTTP response json body
HTTP headers
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Advanced Bot Protection

Advanced Bot Protection

FortiAppSec Cloud Advanced Bot Protection (ABP) is a Fortinet SaaS advanced bot mitigation solution designed to
detect and protect against sophisticated bots that may be used to conduct malicious automated attacks on your online
applications, such as data harvesting, credential stuffing, account take-over attempts, DDoS attacks, and other
fraudulent activities. To safeguard your digital assets, websites, and applications, ABP employs advanced deep learning
algorithms and behavior analysis to identify and block suspicious activities. It analyzes user behavior patterns, device
fingerprints, and more to distinguish between genuine users and malicious bots.

\ Advanced Bot
\ Protection

/!

1
I

>

Client Telemetry

b IJ@
iy

5[]
ey
=T

Clients/Bots

Web Application

JS Insertion

— FortiADC/FortiWeb

FortiAppSec Cloud Advanced Bot Protection features a multidimensional deep learning engine that learns and tracks bot
attacks over time using sophisticated Al model training. Here are some of the key ways that enable ABP to detect and
stop malicious bots while allowing legitimate traffic through:

 IP reputation database — Maintains a real-time database of known or suspicious IP addresses associated with

bots and blocks traffic from them.

FortiAppSec Cloud 25.3 User Guide
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Browser Fingerprinting — Creates unique fingerprints for each visitor by cross-referencing various
browser/device attributes to recognize repeat offenders. This includes detecting crawler-specific attributes,
checking browser and OS inconsistencies.

Biometric detection — Analyzes visitors' device interactions to determine if a user is a real human or a bot, as
biometric signals are very difficult for bots to fake. This includes monitoring client events (over 250 characters),
mouse movements (such as scrolling behavior and clicks), and keyboard clicks.

Machine learning models — ABP uses Al to train models on vast datasets and continuously improve and refine
bot detection capabilities.

Real-time threat intelligence (Al Score) — Leverages global threat intelligence to stay on top of new and
emerging bot threats and update protections. The Al Score is compiled through deep learning and data correlation,
multi-dimensional comparison, and multivariate data over time.

Comprehensive analytics — Provides detailed bot traffic analytics and attack forensics to enhance understanding
of bot patterns and strategies.

Integration with FortiADC and FortiWeb — Allows FortiADC and FortiWeb to send telemetry data to the bot
protection system, providing deeper insights into sophisticated bots for more accurate detection and blocking.

The factors listed above collectively contribute to the calculation of the Risk Score — a numerical value ranging from 0
to 100 that reflects the likelihood of a user being a bot.

Overview

The following sections provide an overview of Advanced Bot Protection use cases and configurations.

Security Fabric Integration on page 228
ABP Workflow and Dashboard Overview on page 229

Security Fabric Integration

The FortiAppSec Cloud ABP system is designed to seamlessly integrate with your existing infrastructure, supporting
various products in the Fortinet Security Fabric, including FortiADC and FortiWeb.

No. Description

1
2
3

a s

User request reaches FortiADC/FortiWeb (as Reverse Proxy).
FortiADC/FortiWeb inserts a JavaScript to the HTTP/S response for telemetric information.

The client and FortiADC/FortiWeb (via Fabric connector) share telemetry data (such as IP, headers, and
device fingerprinting) with the Advanced Bot Protection engine.

Using Deep Learning, FortiAppSec Cloud ABP determines if the client is a human or a bot.

ABP sends instructions back to FortiADC/FortiWeb to initiate an action against the request (such as block,
CAPTCHA, or allow).

Supported Fortinet Products for Integration:

FortiADC — An advanced Application Delivery Controller (ADC) that provides Application availability using Server
Load Balancing (in Layer 4 and Layer 7) and Global Server Load Balancing (GSLB), along with application Security
features such as Web Application Firewall (WAF), IPS, DLP, Sandbox, AV and more. For integration instructions,

FortiAppSec Cloud 25.3 User Guide
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please refer to FortiADC Integration on page 248

« FortiWeb — A web application firewall (WAF) that protects hosted web applications from attacks that target known
and unknown exploits. Using multi-layered and correlated detection methods, FortiWeb defends applications from
known vulnerabilities and zero-day threats. The Web Application Security Service from FortiGuard Labs uses
information based on the latest application vulnerabilities, bots, suspicious URL and data patterns, and specialized
heuristic detection engines to keep your applications safe. For integration instructions, please refer to FortiWWeb

Integration on page 253

For information on how to link your ABP service with the WAF service within FortiAppSec Cloud, please refer to
Integrating Advanced Bot Protection into the Fortinet Security Fabric on page 247

ABP Workflow and Dashboard Overview

This section provides an introduction to the primary web portal pages for configuring settings and monitoring application

activity in FortiAppSec Cloud's ABP Service.

Application

The Application page contains the management settings for the applications you want to protect through FortiAppSec
Cloud. Here, you can add new applications and access the details on existing applications, most notably the
Application ID and Status information. When you initially add an application, the status will be pending until it has been
fully analyzed and Pre-Provisioning is complete. Once the application status is ready, you can connect ABP to your

connector device using the Application ID.

Application

Create and manage applications.

Application Name ¢ ApplicationID  Region

demosite (Live Demo) [n] United States
MyExample 0 United States
2azaaaaaaaaaafff 0 United States

Traffic Insights

Domain Name

+ Add Application

Updated Time Status @ Advanced Settings

i 2023-09-14, 4:37:49 p.m. © Completed 0 Pending 0 Verified
2024-11-11, 1:42:17 p.m. © Pro Engagement 3 Pending 0 Verified
2024-11-14,11:16:59 a.m. © Pro Engagement 0 Pending 0 Verified

The Traffic Insights menu includes dashboards and monitors to view real-time reporting and analytics of your traffic,
bot activity, and security incidents to provide insights to help you make informed decisions to enhance your bot

protection strategy.

To access the Traffic Insights and Configurations pages, click the name of one of the applications on the Application

page.

FortiAppSec Cloud 25.3 User Guide
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' Application
TRAFFIC INSIGHTS

B Dashboard

@ Transactions

& Account Monitor

Bot Monitor

E Exploration
CONFIGURATIONS

# Signals

3¢ Pre-Provisioning

=2 Connectors

Dashboard

The Dashboard page contains widgets and graphs that provide data visualizations of the various data points collected
and monitored in FortiAppSec Cloud.
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ABP | Applications [ demosite / Dashboard

Blocked Bot AttackQuery © Blocked AttackQuery Total AttackQuery
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Last Iin:n..u Last 24 Ilu;.‘-s Last 30 b!\‘! Last - Last 24 ||I;;.I5- Last 30 L'::.s Last (.IJI- Last 24 --:-;-:

Blocked Bot Transactions i Blocked Transactions Total Transactions
19:‘: 480‘_’: 14k™ 19:‘f 480‘}__: 14k‘}_\ 150‘_’: 3.Bk|"_’_ 110k
Last I-i:ul Last 24 -_.r. Last 30 ':‘::-; Last I-i:ul Last 24 :.u|: Last 30 I;:: Last --:.‘r" Last 24 } Iu; s Last 30 :I::J'fﬂ
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Transactions

The Transactions page contains the records of all user activities within your application, including login attempts,
payment outcomes, idle periods exceeding a specified duration, and browser closure. You have the option to view
records from the last hour, last 24 hours, or last 30 days.
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@) FortiAppSec Cloud %8 service - ) Support -
® - )
Bot Protection / Applications / FTNT-EU(www.fortinet.com/me)
Home
@ .
WAF Transactions
(e}
Y Add Filter
Bot
Protection
History Graph Allow Transactions ) Blocked Transactions
&
GSLB
240
@
Threat 200
Analytics
lg: 160
General

80

40

Normal Transaction: 25

)
00 02:00 04:00 06:00

Last Hour ~

Q 9 test@fortinet.com ~

Transaction Information

08:00 10:00 12:00
ID Latest Risk Score  AttackQeury
F) 1900374a2¢16fi9... 87 12
) 1900374a2wee39... 66.4 93
) 190037422¢16fi39... 12.4 1
F) 1900374a2¢16fi39... 22.5 61
) 1900374a2¢16fi39... 56.0 12
IF) 900374a2c16fi39... 15 2

Total 100 columns displayed

Account Monitor

From the Account Monitor page, you can monitor the transaction records based on the user to track the risk associated

with each account over time.
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14:00 16:00

IP Address

1294.38.7...

1294.38.7...

53.94.39...

53.94.39...

1.3.5.34.3

12.3.42

18:00 20:00 22:00 00:00
Status Messages
Inactive 13 >
Inactive 10 >
Inactive 12 >
Active 8 >
Active 16 >
Active 14 >
1-100 of 130 < >

Transact [ oN9385p4AFKDO4584653 |07
D) oNd0436040945535455  , jpy jgnm
B oNdOWIzZ349343413431 Y JanM
i
+3
Order ID I 52318MniopNIpHd
+2
Start Time 08:24 AM 1/2/2023
End Time 06:30 PM 1/2/2023
Login Status Active
Phone Number 7473352934
+2

https://
. www.fortine.codfifkdfkd/
Latest Query Information

fd304i34/3i48uodfdf/com

URL https://www.fortinet.com......
Method POST
Transaction Stage Login

Security Service Advanced Bot Protection

Risk Score 86.0
Suggested Action Allow
Caused By Excessive Sign In

Messages Center (13)
Message #1 >

Message #2 >
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Account Monitor

Monitoring the transaction risks associated with account.

Show Filter v

User Name

ecupj

weiaq

ninwk

Bot Monitor

The Bot Monitor page allows you to define specified periods as bot monitoring events. This allows you to take snippets
of bot traffic and analyze various data points such as the attack origin country, browser fingerprint, the cause of the bot

attack, and more.

Risk Score ©

&)

P
(85)
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Transactions

+3

+8

+8

Last Hour

2024-1

2024-1

2024-1

20241

2024-1

2024-1

2024-1

2024-1

2024-1

2024-1

20241

Last 24 Hours

Transaction Time

1-20, 2:32:22 ..

1-20, 2:32:32 ..

1-20, 3:11:24 p...
1-20, 3:12:20 ...

1-20, 3:12:27 p...

1-20, 3:24:22 ..
1-20, 3:25:22 ..

1-20, 3:25:32 .

1-20, 3:01:31 p...
1-20, 3:01:50 ...

1-20, 3:01:55 .

Last 30 Days
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Bot Monitor

Menitor bot traffic in specified events

test21

Country

us

cN - -
Jp R
[
sk
L
ASN
Event List
Event Name - URL

_test
test
test,

test21

Exploration

hhhskfnnjdfhh, Joinjt

flogin

Ao fetc/passwd

Browser Fingerprint

fBdEd0ed-e010elce-Jad

712e0bde BaSEd

B5555daich ]

&
=
G

16834 1311

Start Time

2024-11-11,12:00:00
a.m.

2024-10-17, 12:00:00
a.m.

2024-08-01, 12:00:00
a.m.

2024-11-11, 12:00:00
a.m.

End Time

2017-05-02, 9:00:00
p.m.

2024-10-18, 12:00:00
a.m.

2024-11-11,12:00:00
a.m.

2024-11-12,12:00:00
a.m.

User Agent

Description

nlkk< >l

+ Add Event

Action

7

[5)

m ]

O

o

The Exploration page allows you to view all traffic information filtered through different data points to provide varied
perspective and insight.
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Exploration

View all traffic from different perspective.

‘ Show Filter w ‘ Last Hour Last 24 Hours Last 30 Days
IP BFP Account Cookie IP-BFP UA 0s Device Browser ASN Country City Email Ph >
P Transactions ASN Top3 Country Top3
2 MEGA United States
2 Web Communications Inc. Japan
2 DNIC-AS- United States
1 DNIC-AS- United States
1 Telecom Company Vietnam
Configurations

The Configurations menu contains the elements for setting up and customizing the Advanced Bot protection system.

To access the Traffic Insights and Configurations pages, click the name of one of the applications on the Application
page.

&« Application

TRAFFIC INSIGHTS

IR Dashboard

@ Transactions

&2 Account Monitor

B Bot Monitor

[E Exploration
CONFIGURATIONS

# Signals

m

= Pre-Provisioning

=2 Connectors

Signals

The Signals page contain "Signal" entries, transactions which involve sensitive data that are identified as potential bot
signifiers to incorporate into the ABP machine learning model. User approval is required to track the sensitive data
contained in these Signals, otherwise ABP will exclude these data points in its Al model training to identify similar
suspicious activity.
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Signals

View, manage and comment on customer signals.

Q” For optimal system performance, it is highly advised to manually approve the secure signals. Please take this important step to enhance

efficacy.

URL Path

Jaccounts/login/

Jaccounts/login/

Pre-Provisioning

Transaction Label @

signin

signup

payment

signin

signin

Signal Name @

greetingMessage

greetingMessageFor
Signup

paymentErrorMessa
ge

signinErrorMessage

signinUsernameForU
id

User's Action Description

Page Info

Page Info

Page Info

Page Info

User Action

" Approve All ‘  Refresh

Feedback

@ approved B

(] Approved u

@ Approved B

@ approved B

Approve = |

The Pre-Provisioning page contains the analyzed resources required to protect your application, which includes the
protected URL entries and the locations where JavaScript is inserted through your connector devices to collect client
information for bot detection.

The Pre-Provisioning process begins once you have added an Application. This triggers a request to the Professional
Engagement Team (PET) to analyze your application details and to identify URLSs to protect and insert the required
JavaScript to enable the Advanced Bot Protection functionality. This process is currently conducted internally by the PET
and requires 2 to 3 days to complete. If you wish to modify or add entries, please submit a request with Fortinet Support.
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Pre-Provisioning

Pre-generated configuration for connector device.

Application ID @

Q.‘ For more detailed information about the integration in FortiWeb , please refer to the document library.

Q.‘ For more detailed information about the integration in FortiADC |, please refer to the document library.

Insert JS Entries @

Domain

demosite.
demosite.
demosite.
demosite.
demosite.

demosite.

Protect Entries @

Domain

demosite
demosite
demosite
demosite

demosite

Connectors

From the Connectors page, you can view the Fabric devices connected to ABP. This page contains details of each

URL

faccounts/signup/

{payment/stripa/

{payment/paypal/

faccounts/login/

URL

faccounts/login/

faccounts/signup/

{payment/stripa/

{payment/paypal/

*{/product/shirt-1/|/media/.*)5

Location

head

head

head

head

head

head

Method

post

post

get, post, pu

get, post, pu

get

t, delete

t, delete

connector device, including their device serial number, IP address, port number, and more.

In rare troubleshooting scenarios when ABP does not successfully fetch the device IP or Port, you may edit these fields.

FortiAppSec Cloud 25.3 User Guide
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Connectors Connector Details 7 Edit %
View and manage connectors to real or virtual devices.
Device SN
Device Mame Device SN Status IP Port
Adom root
"?C”F_““al'zr"'““ Enabled  0.00.0 0 » Policy demosite
< (sCcript=
Server HTTRS_POLICY
Your Connector Mame Enabled & 0.0.0.0 ] » R
Action alart
Max Attempt Times 3
sad Enabled & 0.00.0 ] »
Status disable
R 10 3of3

Validation Timeout

Verify Method captcha

Onboarding an ABP Application

This section details the basic steps to onboard your FortiAppSec Cloud system.

Vi Enabling Advanced Bot Protection on WAF will automatically generate a corresponding
- ” application on ABP if one has not been previously created for the application.

9 Therefore, if you intend to onboard your application to both ABP and WAF, we recommend
—

first onboarding your application on WAF, then following the steps under Set up Advanced Bot
Protection (ABP) on page 147.

Please note that only phases 1 and 3 require your involvement; phase 2 is conducted entirely internally.

1. Creating an ABP Application on page 238 — specifies an online application to apply advanced bot protection.

2. Pre-Provisioning Application resources on page 244 — the specified online application is analyzed to identify the
URLSs to protect and JavaScript insertion locations.

3. Integrating Advanced Bot Protection into the Fortinet Security Fabric on page 247 — deploys FortiAppSec Cloud for
use with application traffic.

Creating an ABP Application

Specify the web application to which you want to apply FortiAppSec Cloud Advanced Bot Protection (ABP) services.
When you create an application, an Application ID will automatically be assigned to your application which can then be
used to bind it to the Advanced Bot Protection policy in a connector device.

When you create an ABP application, make sure to add FortiAppSec Cloud's IP address
54.215.105.255 to your security allowlist to ensure proper connectivity.
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To create an ABP Application

sy

Therefore, if you intend to use onboard your application to both ABP and WAF, we
recommend first onboarding your application on WAF, then following the steps under Set up
Advanced Bot Protection (ABP) on page 147.

Enabling Advanced Bot Protection on WAF will automatically generate a corresponding
application on ABP if one has not been previously created for the application.

1. Navigate to Advanced Bot Protection > Application.

2. Click Add Application.
3. Basic Information

ABP | Applications |

Add Application
o Basic 2 SignUp

Enter domain name*

Domain Name

o Once you save your application, you can no longer change the domain.

For the best experience, we recommend using your root domain. This
could be "example.com” or "www.example.com” - both work the same
way!"

Advanced domain options*

HTTP & HTTPS HTTP Only HTTPS Only
Enable Special Port

° Multiple Domains
subdomain

© Add Domains

Choose a region®

Location

s field is non-editable.

ected,

This f s required

Enter the name of your application®
Application Name

For example: Fortinet-MorthAmerica

Cancel

Enter the following mandatory fields:

Field Description

Domain Name

edited.

FortiAppSec Cloud 25.3 User Guide
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3 Signin

4 Browsing

o

How We Manage Your Activities

We treat all your activities as part of a
single process. This includes logging in,
making payments, spending too much time
idle, browsing, and even when you close
YOur browser.

By grouping all these actions together, we
can provide a smoother and more secure
axperience.

If you use multiple domains during these
activities, we consider them all part of the
same overall application. This helps us
keep everything organized and ensures
you have a consistent experience across
different parts of our service.

Example Input

The domain name of your application. This field www.fortinet.com
does not support wildcard, and cannot be

5 Review
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Field Description Example Input
Advanced domain Select the ports used by your application.
options If you restrict traffic to only HTTP or HTTPS,

you can Enable Special Port if you are not
using the default ports (80 for HTTP or 443 for
HTTPS).

Multiple Domains Enter up to 10 subdomains of your application  store.fortinet.com
to ensure comprehensive protection

Region The location of the FortiAppSec Cloud ABP us
service that processes the traffic of your
application.
Application Name The internal name by which this application is Fortinet-NA

displayed within your FortiAppSec Cloud ABP.

4. Sign Up

While Sign Up URLs are automatically detected during pre-provisioning, manually
entering additional information about your application pages helps us do the following:
¢ Prevent Fake Registrations: By collecting detailed information, we can better identify
) 1/ . and prevent fake accounts from being created by automated bots.
9 » Protect Against Resource Exhaustion Attacks: Bots sometimes try to overload
- systems by submitting a large number of requests. By verifying user information

during the signup process, we can protect your resources and maintain a smooth
experience for everyone.

For details, see Pre-Provisioning Application resources on page 244.
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ABP [ Applications |

Add Application

+ Basic

© signup

3 Sign In

. This step is optional but helps us better protect your application.

SignUp Protection

SignUp URL

For example: wwwfortinet.com/signup

© Add URL

Custom Field @

Field Name

name

@ Add Field

Key: Field Name (e.g., Usemame, Account Number)

Walue: Your Information (e.g., johnsmith123, 1234567820).

Commenti@
L]

Cancel

Enter the following:

Field

SignUp Protection

Custom Field

Comment

5. Signin

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.

Value

value

Description

Enter your application's sign up URL(s).
If you have multiple signup pages, click Add
URL to add additional input fields.

Optional: Enable this option to specify input
fields that contain user verification values
beyond sign-in or sign-up credentials, and
provide a test input value.

For Value, enter a valid test value that will
direct us to the pages accessed by a user.
This helps us analyze more user-accessed
pages without impacting your actual user
data.

Optional: Use this space to give us any
additional information on your application you
would like us to know.

4 Browsing 5 Review

Q"

Why We Need This Info

The information you provide on this page
helps us do the following:

- Pravent Fake Registrations: By
collecting detailed information, we can
better identify and prevent fake accounts
from being created by automated bots.

= Protect Against Resource Exhaustion
Attacks: Bots sometimes try to overload
systems by submitting a large number of
requests. By verifying user information
during the signup process, we can protect
your resources and maintain a smooth
experience for everyone.

(o]

Example Input

http://www.fortinet.com/register

Field name:phone number
Value: 1234567890
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While Sign In URLs are automatically detected during pre-provisioning, manually entering
additional information about your application pages helps us do the following:
¢ Preventing Credential Stuffing and Brute Force Attacks: By verifying user identities,

) ' /, we can protect against automated attacks that attempt to guess passwords.
q ¢ Avoiding Account Takeovers: Additional checks ensure that only the account owner
3 can access the account, preventing unauthorized access.

« Defending Against Application DDOS: Your cooperation helps us manage your
resources and maintain a smooth experience for all users.

For details, see Pre-Provisioning Application resources on page 244.

ABP | Applications [
Add Application
~ Basic + SignUp © signin 4 Browsing 5 Review
o This step is optional but helps us better protect your application. o

. . Why We Need This Info
Signin Protection

. The information you provide on this page
Signin URL helps us do the following:
For example: www.fortinet.com/signin
» Preventing Credential Stuffing and
e Add URL Brute Force Attacks: By verifying your
identity, we can protect against automated

Provide Specific Credential @ attacks that try to guess your password.

. = Avoiding Account Takeovers: Additional

checks help ensure that only you can
Custom Field@ acCess your account, preventing
unauthorized access.

Field Name Value
- Defending Against Application DDOS:
name value Your cooperation helps us manage your
resources and maintain a smooth
@ Add Field experience for all users.

Key: Field Name (e.g., Usemame, Account Number)

Walve: Your Information (e.g., johnsmith123, 12; 890)

Comment g
L

Cancel | Back |

Enter the following:

Field Description Example Input

SignlIn Protection Enter your application's sign in URL. If you have  http://www.fortinet.com/login
multiple login pages, use the plus sign (+) to add
additional input fields.

Provide Specific Optional: Enable this if you'd like to provide test Username: test_account_1
Credential account credentials for logging into your Password:
application. This allows us to analyze additional MySecurePass!2024
user-accessed pages without impacting your
user data.
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Field Description Example Input
Custom Field Optional: Enable this option to specify input fields  Field name: phone number
that may contain verification values for users Value: 01234567890

other than sign-in credentials.

For Value, enter a valid test value that will direct
us to the pages accessed by a user. This helps
us analyze more user-accessed pages without
impacting your actual user data.

Comment Optional: Use this space to give us any additional
information on your application you would like us
to know.

6. Browsing Protection

While Browsing Protection URLs are automatically detected during pre-provisioning,
manually entering additional information about your application pages helps us do the

following:
NP ¢ Preventing DDOS Attacks: By verifying your activity, we can protect your site from
‘?' being overwhelmed by malicious traffic.
« Stopping Content and Price Scraping: Extra checks help us prevent automated
= tools from stealing your content and pricing information.
¢ Maintaining Data Integrity: Your cooperation helps protect your data from
unauthorized access and ensures the platform runs smoothly.
For details, see Pre-Provisioning Application resources on page 244.
ABP [ Applications |
Add Application
+ Basic + Sign Up + Signin o Browsing 5 Review
o This step is optional but helps us better protect your application. o

. . Why We Need This Info
Browsing Protection

~ The information you provide on this page
Browsmg URL helps us do the following:
For example: www fortinet.com/browsing
= Pravanting DDOS Attacks: By verifying
© Add URL wour activity, we can protect your site from
being overwhelmed by malicious traffic.
Custom Field@ « Stopping Content and Price Scraping:
Field Name Value Extra checks help us prevent automated
tools from stealing your content and
name value pricing information.
= Maintaining Data Integrity: Your
cooperation helps protecting your data
from unauthorized access and ensure the
platform runs smoothly.

© Add Field

ay- Fisld Mame (e.g., Usernams, Account Mumbar)

Value: Your Information (e.g., johnsmith123, 12

Comment @
L

Cancel | Back |

FortiAppSec Cloud 25.3 User Guide
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Browsing Protection Enter URLSs for pages that enable user http://www.fortinet.com/products
browsing, such as those featuring product
categories, online directories, or content
exploration feeds.
If you have multiple signup pages, click Add
URL to add additional input fields.

Custom Field Optional: Enable this option to specify Field name: tracking number
browsing-related input fields that contain Value: 9876543210
verification values.

For Value, enter a valid test value that will
direct us to the pages accessed by a user.
This helps us analyze more user-accessed
pages without impacting your actual user
data.

Comment Optional: Use this space to give us any
additional information on your application
you would like us to know.

7. Review information and submit

Please ensure all application information is correct before submitting. Note that once submitted, the domain name
cannot be edited.

For more information on how to edit and delete applications, please see ABP Application on page 257.

When your URL is verified and the status changes to Ready, this means your application is now being protected by
FortiAppSec Cloud. You can now navigate to CONFIGURATIONS > Pre-Provisioning to see where scripts have been
inserted into your application for gathering user behavior. For more information on this process, please see Pre-
Provisioning Application resources on page 244.

Please note that manually entering URL entries through FortiAppSec Cloud is not supported. If you wish to protect
additional URLSs, visit the Support site (https://support.fortinet.com) and submit a ticket.

If you are using ABP in tandem with FortiWeb or FortiADC, please see Integrating Advanced Bot Protection into the
Fortinet Security Fabric on page 247 for additional information.

Pre-Provisioning Application resources

Once a ABP Application is created, the Pre-Provisioning process begins, prompting the Professional Engagement Team
(PET) to analyze your application details, identify URLSs for protection, and insert the required JavaScript for Advanced
Bot Protection. While no action is needed from your end, if you wish to modify or add entries, please submit a request
with Fortinet Support.

There is no need to wait until the pre-provisioning process is complete to continue onboarding ABP. After you have
created the ABP Application, you can begin configuring the ABP integration in the Fortinet Fabric device (such as
FortiADC and FortiWeb). However, the Advanced Bot Protection functionality will not activate until your ABP Application
is fully analyzed and Pre-Provisioned. For information on the next steps, see Integrating Advanced Bot Protection into
the Fortinet Security Fabric on page 247.

The three stages of pre-provisioning are the following:
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« Professional Engagement on page 246
« Data Collection and Training on page 247
» Rules Deployment on page 247

For information on pre-provisioning configurations, including features on the Configurations > Pre-Provisioning page
in the web portal GUI, please refer to Pre-Provisioning on page 283.

You can find the pre-provisioning status of all of your applications on ABP > Application under Status and Advanced
Settings.

ABP / Applications

Application

Create and manage applications.

+ Add Applicatiol

Application Name ¢ Application ID  Region Domain Name Updated Time Status @ Advanced Settings Action
(Live Demo) ] United States 9/14/2023, 4:37:49 PM @ Completed 0 Pending O Verified O Failed /7 0
0 United States 11/11/2024, 1:42:17 PM @ Pro Engagement 3 Pending 0 Verified 0 Failed Z O
n] United States 11/14/2024, 11:16:59 AM @ Pro Engagement 0 Pending O Verified 0 Failed /s O

For more detail on the Pre-provisioning status of a specific application, access its ABP Traffic Insights Dashboard by
clicking on its Application Name, or by clicking on it's Status and selecting View Dashboard.

Application

Create and manage applications.

+ Add Applicatic

Application Name & Application ID  Region Domain Name Updated Time Status @ Advanced Settings Action
. . B demosite.prophetsec P
demosite (Live Demo) [n} United States net 9/14/2023, 4:37:49 PM @ Completed 0 Pending O Verified O Failed /O
(] United States example.com 11/11/2024, 1:42:17 PM & Pro Engagement 3 Pending 0 Verified O Failed Z O
" United S @ Verifying Configuration ) X . A
O nited States @ Analyzing Web Environment 0 Pending 0 Verified 0 Failed g 0
@ Updating Pre-provisioning
[n] United States 1 View Dashboard 0 Pending O Verified O Failed s 0O
i . Estimated Completion Date: 11/25/2024 R
(m] United States 0 Pending 0 Verified 0 Failed 7 0
@) FortiAppSec Cloud % Services v @ Support v 4 Q@
& Applicati
o ppiication ABP | Applications / MyExample / Dashboard
Home TRAFFIC INSIGHTS
e 5 Dashboard
WAF L) BhEiEm @ Professional Engagement ® Data Collection & Training @ Rules Deployment
@ Transactions Estimated Gompletion Date: 11/25/2024 Estimated Completion Date: 12/23/2024 Estimated Gompletion Date: 12/30/2024
l=] .
2 Account Monitor
A“V;D"lce“ ~ Our Professional Engagement Team works diligently to prepare and test the JavaScript injection to ensure comprehensive protection for your application/domain ...
Protection @ Bot Monitor » ) ) )
P B Exploration @ Verifying Configuration Waiting @
G;LB CONFIGURATIONS @ Analyzing Web Environment Waiting @
8 Signals © Updating Pre-provisioning Waiting @
]
Threat 3= Pre-Provisioning
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Professional Engagement

(@ FortiAppSec Cloud = services v @ Support a o

Iy < Application
ABP / Applications / MyExample / Dashboard
Home TRAFFIC INSIGHTS

@ 12 Dashboard

WAE @ Professional Engagement ® Data Collection & Train ng @ Rules Deployment
@ Transactions Estimated Completion Date: 11/25/2024 Estimated Completion Date: 12/23/2024 Estimated Completion Date: 12/30/2024
© ’
&1 Account Monitor
Advanced ~ Our Professional Engagement Team works diligently to prepare and test the JavaScript injection to ensure comprehensive protection for your application/domain ...
Bot Bot Monitor
Protection
@ Exploration © Verifying Configuration Waiting @
« ~ © Analyzing Web Environment Waiting @
GSLB CONFIGURATIONS o
8 Signals @ Updating Pre-provisioning Waiting @
@

Threat 3= Pre-Provisioning

The Professional Engagement Team (PET) at Fortinet simplifies and improves the onboarding process for Advanced
Bot Protection SaaS. By performing site surveys and pre-provisioning tasks, the PET ensures seamless integration and
top performance. They also develop strategies to combat bot attacks and prepare the required JavaScript to gather
clientinformation.

The following section provides an overview of the tasks performed by the PET.

Professional Engagement process overview:

1. Customer Onboarding and Alert System

» When a customer adds their website domain to the Advanced Bot Protection web Ul, the PET is immediately
alerted and begins the onboarding process.

2. Website Information Gathering

» Site Survey: PET conducts an initial site survey to understand the structure and functionality of the customer's
website.

» Information Collection: The team collects detailed information about the website, including key pages, traffic
patterns, and existing performance metrics.

3. JavaScript Generation for Client-Side Data Collection

« Custom JavaScript Creation: Based on the collected information, the PET generates customized JavaScript
code tailored to the customer's website.

« Specific Pages Targeting: The JavaScript is designed to collect data from specific pages crucial for bot
protection.

4. Performance Testing of JavaScript
« Integration Testing: PET integrates the JavaScript into a test environment to ensure it functions correctly.

« Performance Evaluation: The team conducts thorough performance tests to ensure the JavaScript does not
negatively impact the website's performance.

« Optimization: If any performance issues are detected, the PET optimizes the JavaScript code to resolve them.
5. Information Storage and Accessibility
» Data Storage: All collected data and performance test results are securely stored in a centralized system.

» Easy Access: The stored information is organized for easy access and use by the PET and the customer for
ongoing monitoring and adjustments.

6. Save Information

« Once the pre-provisioning steps are complete, the PET ensures that all data and configurations are accurately
set up for Advanced Bot Protection.

» The bot protection system then uses this data to train and set appropriate rules tailored to the customer's
website.

The PET is striving to enhance efficiency by developing automated features.
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Data Collection and Training

@ Professional Engagement @ Data Collection & Training @ Rules Deployment
Estimated Completion Date: 11/25/2024 Estimated Completion Date: 12/23/2024 Estimated Completion Date: 12/30/2024

~ Our Professional Engagement Team works diligently to prepare and test the JavaScript injection to ensure comprehensive protection for your application/domain ...

) Verifying Configuration Waiting @
@ Analyzing Web Environment Waiting @

¢ Updating Pre-provisioning Waiting @

After the professional engagement phase, we enter a period dedicated to thorough customer data collection and
analysis. This data collection is essential for training our machine learning models, which helps to distinguish between
legitimate user activity and malicious bot traffic accurately. During this time, we also establish initial security rules and
models explicitly tailored to the customer's website. This process ensures that the bot protection system is finely tuned to
effectively identify and mitigate potential threats, providing robust security from the start.

The duration of this phase depends on the website's complexity and the volume of traffic data, typically ranging from 2 to
4 weeks. You can find the completion date displayed on your dashboard.

Rules Deployment

v Professional Engagement Team v Data Collection & Training Q Rules Deployment
Completion Date: 05/21/2024 Estimated Completion Date: 06/26/2024 Estimated Completion Date: 07/12/2024

¥ We are updating our model with your real data and waiting for the changes to take effect (1 week)...

9 Adjusting Models In Progress @

© Deploying Rules Waiting @

In this stage, we implement effective measures derived from the information and strategies gathered in earlier stages,
and make final adjustments before deploying them on your website.

The duration of this phase typically ranges from 3 days to 1 week, depending on the website's complexity and volume of
traffic data. You can find the completion date displayed on your dashboard.

Integrating Advanced Bot Protection into the Fortinet Security Fabric

After your Advanced Bot Protection Application has been created, you can integrate it with Fortinet Fabric devices to
deploy Advanced Bot Protection for the Application traffic.

The FortiAppSec Cloud system is designed to seamlessly integrate with your existing infrastructure, supporting various
products in the Fortinet Security Fabric.

Currently, the following Fortinet products are supported for integration:

o FortiADC — See FortiADC Integration on page 248 for detailed steps on how to set up the ABP integration with

FortiADC.
» FortiWeb — See FortiWeb Integration on page 253 for detailed steps on how to set up the ABP integration with
FortiWeb.
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The ABP integration with FortiADC/FortiWeb works by using client information collected by JavaScript insertion, which
allow the client and FortiADC/FortiWeb (via Fabric connector) to communicate with the Advanced Bot Protection Cloud
for data telemetry information (such as headers and device fingerprinting). Once the FortiADC/FortiWeb is connected
with ABP, an Advanced Bot Protection policy can be configured to apply to the server policy. The FortiADC/FortiWeb
reports the telemetry data to ABP which then inspects the HTTP/S request to determine if the client is a human or a bot,
and sends instructions back to FortiADC/FortiWeb to initiate an action against the request (such as block, CAPTCHA, or
allow).

For instructions on how to enable using Advanced Bot Protection as a module within WAF, refer to Set up Advanced Bot
Protection (ABP) on page 147.

Before you begin:

« You must have access to the Fortinet connector device and have read-write permission for security settings.

» Ensure the account used to register for the ABP license matches the account information from your Fortinet Support
Contract. Otherwise, the connector device will not be able to connect to ABP.

» You must have created a ABP Application and have obtained its Application ID.

FortiADC Integration

Login to FortiADC and follow the steps below to integrate ABP with FortiADC.
For more details about the ABP integration with FortiADC, see the FortiADC Handbook on Advanced Bot Protection.

1. Enable the Advanced Bot Protection Fabric Connector
FortiADC is pre-configured to connect to the ABP server, so you only need to enable the connection via the
Advanced Bot Protection Fabric connector.
a. Goto Security Fabric > Fabric Connectors.
b. Under Other Fortinet Products section, locate the Advanced Bot Protection connector.

c. Enable the Advanced Bot Protection connector. Once the connector is enabled, the connection status will
display.
The Advanced Bot Protection connector is ready when the status is Connected.

Connected

d. The 0 and 0 icons indicate whether the Advanced Bot Protection connector has successfully connected
to the ABP server. Hover over the Advanced Bot Protection connector to see the status details. The table below
lists the possible connection statuses for the Advanced Bot Protection connector.

Icon ABP connector status Guidelines

0 Connected The [[[Undefined variable Deployment Guide.ProductNamel]]] is
successfully connected to to the ABP server.
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Icon ABP connector status Guidelines
0 Account license invalid The ABP license is not valid. Please verify your license details
or contact Fortinet Support.
Couldn't connect to server Unable to connect to the ABP server. Please check your
network settings.
Couldn't resolve hostname Unable to resolve the hostname of the ABP server. Please

check your network settings.

No available SN cert The device does not have an available SN certificate. Please
check your local certificate.

G 060 66 0 O

No available CA cert The device does not have an available CA certificate. Please
check your CA certificate.

Problem with the local An error occurred with the remote server certificate. Please

certificate check your local certificate.

SSL peer certificate or SSH An error occurred with the remote server certificate involving the

remote key was not OK SSL peer certificate or SSH remote key. Please check your

local certificate.

Once the Advanced Bot Protection fabric connector is successfully connected, the Advanced Bot Protection
module becomes available under the Web Application Firewall menu in the GUI.

2. Configure an Advanced Bot Protection policy

Connect your ABP Application to the FortiADC Advanced Bot Protection policy by using the Application ID. Through
the Application ID, the FortiADC will have access to the Pre-Provisioned resources to apply to the specified
protected URLs and JavaScript insertion locations to collect client information for bot detection.

a. GotoWeb Application Firewall > Advanced Bot Protection.
b. Inthe Advanced Bot Protection tab, click Create New to display the configuration editor.

Advanced Bot Protection

MName Required. Specify the name.
Status O
Application ID Required. Specify the Application ID. WVerify
Action alert -
Severity High | Medium K
Exception Name Click to select -
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c. Configure the following Advanced Bot Protection settings:

Setting Description

Name Specify a name for the Advanced Bot Protection policy.
Valid characters are A-Z, a-z, 0-9, , and -. No spaces. The configuration
name cannot be edited once it has been saved.

Status Enable/disable the status of this Advanced Bot Protection policy.
Status must be enabled to display Advanced Bot Protection configuration
options.

Application ID Specify the Application ID assigned to your ABP Application.

The Application ID is used to bind this Advanced Bot Protection policy to
the ABP Application.

To obtain the ID, go to Application page of ABP, locate your ABP
Application and copy the ID from the Application ID column.

Action Specify a WAF action object to apply when a bot is detected. You can
specify a predefined or user-defined WAF action profile.
Predefined WAF actions:
» alert — WAF policies will allow the traffic to pass and log the event.
¢ block — WAF policies will drop the current attack session by HTTP
403 message and block the attacker (according the attacker’s IP
address) for 1 hour, and log the event.
¢ captcha — WAF policies will allow the traffic to pass if the client
successfully fulfills the CAPTCHA request, and log the event.
¢ deny — WAF policies will the drop current attack session by HTTP
403 message, and log the event.
¢ silent-deny — WAF policies will drop the current attack session by
HTTP 403 message, without logging the event.
The default action is alert.

Severity Select the event severity to log when a bot is detected:
¢ High — Log as high severity events.
¢ Medium — Log as a medium severity events.
* Low — Log as low severity events.
The default is Low.

Exception Name Select an exception configuration object. Exceptions identify specific hosts
or URL patterns that are not subject to processing by this rule.

d. Optionally, click Verify to validate the inputted Application ID against multiple parameters to ensure the
connection between FortiADC and the ABP Application is successfully established.
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Advanced Bot Protection

Mame test
Status O
Application ID

Action deny

Verify

Severity m Medium | Low

Exception Name Click to select

The Advanced Bot Protection policy can only function if the Application ID is valid and the connection to the
ABP server is successfully established. FortiADC validates multiple parameters, including if the Application ID
is available, the ABP server connectivity, if the ABP license is valid. There are two types of messages as
differentiated by text color: green text indicates a positive status where all required parameters are validated
successfully; and red text that indicate one or more parameters did not pass validation.

The following table describes some common verification results.

Guidelines

Verification status message

Success (green)

Application not found (red)

Account license invalid (red)

Couldn't connect to server (red)

Couldn't resolve hostname (red)

No available SN cert (red)

No available CA cert (red)

Problem with the local certificate

SSL peer certificate or SSH remote key
was not OK

e. Click Save.

All required parameters pass validation; application ID is
available, ABP server certificate is valid, network connectivity is
good, etc.

The Application ID does not exist. This could be an input error.

The ABP license is not valid. Please verify your license details or
contact Fortinet Support.

Unable to connect to the ABP server. Please check your network
settings.

Unable to resolve the hostname of the ABP server. Please check
your network settings.

The device does not have an available SN certificate. Please
check your local certificate.

The device does not have an available CA certificate. Please
check your CA certificate.

An error occurred with the remote server certificate. Please check
your local certificate.

An error occurred with the remote server certificate involving the
SSL peer certificate or SSH remote key. Please check your local
certificate.

Once the Advanced Bot Protection policy is saved, you can reference it in a WAF Profile configuration.
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Itis strongly recommended to verify the Application ID and ABP server
connection prior to completing the Advanced Bot Protection policy configuration.
Even though this is an optional step, it is helpful to diagnose any potential issues
and apply fixes early.

When the Advanced Bot Protection policy is created, an internal verification is
automatically conducted to verify the status of the Application ID and ABP server
connection. If the Application ID is not valid, or any other validation parameters
has failed, the Advanced Bot Protection policy will fail to function and the system
will log the failure to send the ABP policy.

3. Apply the Advanced Bot Protection policy in a WAF profile and virtual server policy
After configuring the Advanced Bot Protection policy, apply it in a WAF profile. Then, apply the WAF profile that
references the Advanced Bot Protection policy to a virtual server to activate Advanced Bot Protection for server load
balancing.
a. GotoWeb Application Firewall > WAF Profile.
The configuration page displays the WAF Profile tab.

b. Edit an existing WAF Profile configuration, or click Create New to create a new WAF Profile to apply the
Advanced Bot Protection policy.

c. Under the Bot Mitigation section, select the Advanced Bot Protection policy you have previously configured and
click Save to commit.

Bot Mitigation

Bot Detection Click to select -
Threshold Based Detection Click to select =
Biometrics Based Detection Click to select -
Fingerprint Based Detection Click to select -
Advanced Bot Protection Click to select =

d. Goto Server Load Balance > Virtual Server.
The configuration page displays the Virtual Server tab.

e. Editan existing Virtual Server configuration or click Create New > Advanced to create a new virtual server
configuration to apply the WAF profile that references the Advanced Bot Protection policy.
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f. Click the Security tab and select the WAF Profile configuration that references the Advanced Bot Protection
policy. Click Save to commit.

Virtual Server

Basic General Security Application Optimization Maonitoring

WAF Profile Click to select -
AV Profile Click to select -
DoS Protection Profile Click to select -

Once the Advanced Bot Protection Policy is applied to the WAF Profile and referenced in a virtual server, whenever
HTTP/S requests are made on the protected Application, FortiADC will report to ABP the telemetry data collected
from the client via JavaScript insertion. Each HTTP/S request is inspected and ABP will determine if the client is a
human or a bot and will send instructions back to FortiADC to initiate an action against the request (such as block,
CAPTCHA, or allow). FortiADC will log each security action triggered by the Advanced Bot Protection.

The FortiADC Advanced Bot Protection policy does not activate until the ABP
Application is fully analyzed and Pre-Provisioned to protect the Application.

Pre-Provisioning is required to identify all URLs that should be protected in your
Application domain (such as login URLs), and the locations to which JavaScript
need to be inserted to collect client information. Without these resources,
FortiADC will not be able to insert the necessary JavaScript for bot detection.

Pre-Provisioning is triggered upon creating the Application, and requires 2 to 3
days to complete. During this process, your ABP Application will be in Pending
status until Pre-Provisioning is complete. When the Application status is Ready,
Advanced Bot Protection can be activated in your FortiADC.

FortiWeb Integration

Login to FortiWeb and follow the steps below to integrate ABP with FortiWeb.
For more details about the ABP integration with FortiWeb, see the FortiWeb Handbook on Advanced Bot Protection.
1. Enable Advanced Bot Protection

FortiWeb is pre-configured to connect to the ABP server, so you only need to enable the connection via the
Advanced Bot Protection Fabric connector.

a. GotoDashboard > Status.

b. Inthe System Information widget, click Enable Advanced Bot Protection, then click OK in the pop-up
window.
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c. Check the status of Advanced Bot Protection in the Licenses widget on the Dashboard > Status page. It
should display as Valid.

3]

ministrat ymai © Disabled

Threat Analytics (& Q icense Status  License Valid

Advanced Bot Protection (& Enabled

2. Configure an Advanced Bot Protection policy
Connect your ABP Application to the FortiWWeb Advanced Bot Protection policy by using the Application ID. Through
the Application ID, FortiWeb will receive bot detection suggestions from ABP regarding the traffic of this application,
and then take corresponding actions.
a. Goto Bot Mitigation > Advanced Bot Protection.
b. Click Create New to display the configuration editor.
c. Configure the following Advanced Bot Protection settings:

Setting Description

Name Enter a name for the Advanced Bot Protection policy. You can reference it
in the Web Protection Profile.

Application ID Enter the Application ID assigned to your ABP Application.

The Application ID is used to bind this Advanced Bot Protection policy to
the ABP Application.

To obtain the ID, go to Application page of ABP, locate your ABP
Application and copy the ID from the Application ID column.

Action Select which action FortiWeb will take when ABP suggests the request is
from a bot:
¢ Alert — Accept the connection and generate a log message.

¢ Alert & Deny — Block the request (or reset the connection) and
generate a log message.

¢ Deny (no log) — Block the request (or reset the connection).

¢ Block Period — Block subsequent requests from the same IP address
for a number of seconds.

¢ Client ID Block Period — Block a malicious or suspicious client based
on the FortiWeb generated client ID. This is useful when the source IP
of a certain client keeps changing. This option takes effect only when
you enable Client Management in the Server Policy.

The default value is Alert.
Period Block Enter the number of seconds that you want to block subsequent requests
from a client. The valid range is 1-3,600 seconds (1 hour).

This setting is available only if Action is set to Period Block and Client ID
Block Period.
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Setting Description

Severity When request from a bot is recorded in the attack log, each log message
contains a Severity Level (severity level)field. Select which severity
level FortiWeb will use:

¢ Informative

e Low
¢ Medium
¢ High
The default value is Medium.
Trigger Policy Select the trigger, if any, that FortiWeb will use when it logs and/or sends
an alert email about ABP violation.
Exception Select the exception policy which specifies the elements to be exempted
from the ABP scan.
Bot confirmation Enable it to send clients bot verification requests.
Verification Method e CAPTCHA Enforcement — Requires the client to successfully fulfill a

CAPTCHA request. CAPTCHA verification will not pop out for the bot
confirmation again for the same user within 10 mins timeout.

¢ reCAPTCHA Enforcement — Requires the client to successfully fulfill
areCAPTCHA request.

reCAPTCHA Select the reCAPTCHA server you have created in the reCAPTCHA
Server tab in User > Remote Server.

Validation Timeout Enter the maximum amount of time (in seconds) that FortiWeb waits for
results from the client.

Max Attempt Times If CAPTCHA Enforcement is selected for Verification Method, enter the
maximum number of attempts that a client may attempt to fulfill a
CAPTCHA request.

Available only when the Verification Method is CAPTCHA Enforcement.

d. Click OK.
3. Apply the Advanced Bot Protection policy in a Web Protection Profile

After configuring the Advanced Bot Protection policy, apply it in a Web Protection Profile to activate Advanced Bot
Protection.

a. Goto Policy > Web Protection Profile.

b. Select the Inline Protection Profile tab.
c. Select an existing web protection profile to which you want to include the Advanced Bot Protection policy.
d. Click Edit.
e. For Bot Mitigation > Advanced Bot Protection, select the Advanced Bot Protection policy from the drop-
down list.
Note: To view details about a selected Advanced Bot Protection policy, click the view icon next to the drop-
down list.
f. Click OK.
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The FortiWeb Advanced Bot Protection policy does not activate until the ABP
Application is fully analyzed and Pre-Provisioned to protect the Application.

Pre-Provisioning is required to identify all URLs that should be protected in your
Application domain (such as login URLs), and the locations to which JavaScript need
to be inserted to collect client information. Without these resources, FortiWeb will not
be able to insert the necessary JavaScript for bot detection.
Pre-Provisioning is triggered upon creating the Application, and requires 2 to 3 days
to complete. During this process, your ABP Application will be in Pending status
until Pre-Provisioning is complete. When the Application status is Ready, Advanced

Bot Protection can be activated in your FortiWeb.

After Integration

After connecting your ABP Application to FortiWeb or FortiADC, you can manage its connectors under Configurations

> Connectors.

Connectors

View and manage connectors to real or virtual devices.

Device Name

Your Connector Name

Your Connector Name

Your Connector Name

Your Connector Name

Your Connector Name

Your Connector Name

Device SN Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

P

% 0.0.0.0

[4 0.0.0.0

3 0.0.0.0

[z 0.0.0.0

[ 0.0.0.0

(5 0.0.0.0

Port

Connector Details

Device Name

1P

Port

Device SN

Adom

Policy

Server

Action

Max Attempt Times
Status

Validation Timeout

Verify Method

/' Edit

Your Connector Name
0.0.0.0

0

root
demosite-profile
HTTPS_POLICY
alert

3

disable

20

captcha

For more information about the details displayed on this page, refer to Connectors on page 285.

To access this page, navigate to ABP > Application and click the Application Name, or the desired application's
Status, then View Dashboard.
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Application

Create and manage applications.

Application Name & Application ID
demosite (Live Demo) D
ru
(]

D

D

ABP Application

On the Application page, you can set up and manage settings for your applications. This involves tasks like adding new
applications, checking application details, changing the application's name, and setting up login protection.

Region

United States

United States

United States

United States

United States

Domain Name Updated Time Status @
demosite.prophetsec

o prop 9/14/2023, 4:37:49 PM © Completed
example.com 11/11/2024, 1:42:17 PM @ Pro Engagement

. @ Verifying Configuration
@ Analyzing Web Environment
@ Updating Pre-provisioning

View Dashboard

_ Estimated Completion Date: 11/25/2024

Click into each application to view its traffic insights and configurations.

Application Information

The table on the Application page displays all the applications currently under your FortiAppSec Cloud account.

Advanced Settings

0 Pending 0 Verified

3 Pending

0 Pending

0 Pending

0 Pending

Verified

Verified

Verified

Verified

+ Add Applicatic

Failed

Failed

Failed

Failed

Failed

Action

7

Column Description

Application Name

Application ID

Region

Domain Name

Updated Time

Status

Advanced Settings
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The internal name by which this application is displayed within the web

portal GUI.

This field does not display the Application ID for security reasons.
However, you can click the copy icon to securely copy the Application ID

to your clipboard.

The region of the ABP service that processes the traffic of your

application

The domain name of your application. For example, www.fortinet.com.

This field cannot be edited.

The date and time when this application was last modified.

The current state or condition of the security service for your application.
Initially "Pending" after creation, it transitions to "Ready" when the PET

team finishes configurations and provisioning.

This field provides more context for the Status of your application.

Pending — The input URL has been saved, and is now awaiting validation

[u]

[m]]

(m]]
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Column Description

from the Professional Engagement Team (PET).

Failed — PET has inspected the URL and deemed it invalid. Guidance will
be offered through feedback to assist in achieving the "Verified" status.
Verified — The input URL has been validated by the PET and is now

under protection.
Onboard ABP Applications
1. Click Add Application.
2. Basic Information
ABP | Applications /
Add Application
o Basic 2 SignUp 3 Signin 4 Browsing 5 Review
Enter domain name* o
Domain Mame L.
How We Manage Your Activities
o Once you save your application, you can no longer change the domain. 'We treat all your activities as part of a
single process. This includes logging in,
For the best experience, we recommend using your root domain. This making payments, spending too much time
could be "example.com” or "www.example.com” - both work the sama idle, browsing, and even when you close
way!" your browser.
By grouping all these actions together, we
Advanced domain options* can provide a smoother and more secure
HTTP & HTTPS HTTP Only HTTPS Only Stpstetce.
If you use multiple domains during these
Enable Special Port activities, we consider them all part of the
same overall application. This helps us
° Multiple Domains keep everything organized and ensures
you have a consistent experience across
differant parts of our service.
subdomain
© Add Domains
Choose a region®
Location
Once selected, this fizld is non-editable.
This field is required
Enter the name of your application®
Application Mame
For example: Fortinet-NorthAmerica
Cancel Next =

Enter the following mandatory fields:

Field Description Example Input
Domain Name The domain name of your application. This field www.fortinet.com
does not support wildcard, and cannot be
edited.
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Field Description Example Input
Advanced domain Select the ports used by your application.
options If you restrict traffic to only HTTP or HTTPS,

you can Enable Special Port if you are not
using the default ports (80 for HTTP or 443 for
HTTPS).

Multiple Domains Enter up to 10 subdomains of your application  store.fortinet.com
to ensure comprehensive protection

Region The location of the Advanced Bot Protection us
service that processes the traffic of your
application
Application Name The internal name by which this application is Fortinet-NA

displayed within your web portal GUI.

3. Sign Up

While Sign Up URLs are automatically detected during pre-provisioning, manually
entering additional information about your application pages helps us do the following:
¢ Prevent Fake Registrations: By collecting detailed information, we can better identify
) 1/ . and prevent fake accounts from being created by automated bots.
9 » Protect Against Resource Exhaustion Attacks: Bots sometimes try to overload
- systems by submitting a large number of requests. By verifying user information

during the signup process, we can protect your resources and maintain a smooth
experience for everyone.

For details, see Pre-Provisioning Application resources on page 244.
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ABP [ Applications |

Add Application

+ Basic

© signup

3 Sign In

. This step is optional but helps us better protect your application.

SignUp Protection

SignUp URL

For example: wwwfortinet.com/signup

© Add URL

Custom Field @

Field Name

name

@ Add Field

Key: Field Name (e.g., Usemame, Account Number)

Walue: Your Information (e.g., johnsmith123, 1234567820).

Commenti@
L]

Cancel

Enter the following:

Field

SignUp Protection

Custom Field

Comment

4. Signin

FortiAppSec Cloud 25.3 User Guide
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Value

value

Description

Enter your application's sign up URL(s).
If you have multiple signup pages, click Add
URL to add additional input fields.

Optional: Enable this option to specify input
fields that contain user verification values
beyond sign-in or sign-up credentials, and
provide a test input value.

For Value, enter a valid test value that will
direct us to the pages accessed by a user.
This helps us analyze more user-accessed
pages without impacting your actual user
data.

Optional: Use this space to give us any
additional information on your application you
would like us to know.

4 Browsing 5 Review

Q"

Why We Need This Info

The information you provide on this page
helps us do the following:

- Pravent Fake Registrations: By
collecting detailed information, we can
better identify and prevent fake accounts
from being created by automated bots.

= Protect Against Resource Exhaustion
Attacks: Bots sometimes try to overload
systems by submitting a large number of
requests. By verifying user information
during the signup process, we can protect
your resources and maintain a smooth
experience for everyone.

(o]

Example Input

http://www.fortinet.com/register

Field name: phone number
Value: 1234567890
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While Sign In URLs are automatically detected during pre-provisioning, manually entering
additional information about your application pages helps us do the following:
¢ Preventing Credential Stuffing and Brute Force Attacks: By verifying user identities,

) ' /, we can protect against automated attacks that attempt to guess passwords.
q ¢ Avoiding Account Takeovers: Additional checks ensure that only the account owner
3 can access the account, preventing unauthorized access.

« Defending Against Application DDOS: Your cooperation helps us manage your
resources and maintain a smooth experience for all users.

For details, see Pre-Provisioning Application resources on page 244.

ABP | Applications [
Add Application
~ Basic + SignUp © signin 4 Browsing 5 Review
o This step is optional but helps us better protect your application. o

. . Why We Need This Info
Signin Protection

. The information you provide on this page
Signin URL helps us do the following:
For example: www.fortinet.com/signin
» Preventing Credential Stuffing and
e Add URL Brute Force Attacks: By verifying your
identity, we can protect against automated

Provide Specific Credential @ attacks that try to guess your password.

. = Avoiding Account Takeovers: Additional

checks help ensure that only you can
Custom Field@ acCess your account, preventing
unauthorized access.

Field Name Value
- Defending Against Application DDOS:
name value Your cooperation helps us manage your
resources and maintain a smooth
@ Add Field experience for all users.

Key: Field Name (e.g., Usemame, Account Number)

Walve: Your Information (e.g., johnsmith123, 12; 890)

Comment g
L

Cancel | Back |

Enter the following:

Field Description Example Input

Sign In Protection Enter your application's sign in URL. If you have  http://www.fortinet.com/login
multiple login pages, use the plus sign (+) to add
additional input fields.

Provide Specific Optional: Enable this if you'd like to provide test Username: test_account_1
Credential account credentials for logging into your Password:
application. This allows us to analyze additional MySecurePass!2024
user-accessed pages without impacting your
user data.
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Field Description Example Input
Custom Field Optional: Enable this option to specify input fields  Field name: phone number
that may contain verification values for users Value: 01234567890

other than sign-in credentials.

For Value, enter a valid test value that will direct
us to the pages accessed by a user. This helps
us analyze more user-accessed pages without
impacting your actual user data.

Comment Optional: Use this space to give us any additional
information on your application you would like us
to know.

5. Browsing Protection

While Browsing Protection URLs are automatically detected during pre-provisioning,
manually entering additional information about your application pages helps us do the

following:
NP ¢ Preventing DDOS Attacks: By verifying your activity, we can protect your site from
‘?' being overwhelmed by malicious traffic.
« Stopping Content and Price Scraping: Extra checks help us prevent automated
= tools from stealing your content and pricing information.
¢ Maintaining Data Integrity: Your cooperation helps protect your data from
unauthorized access and ensures the platform runs smoothly.
For details, see Pre-Provisioning Application resources on page 244.
ABP [ Applications |
Add Application
+ Basic + Sign Up + Signin o Browsing 5 Review
o This step is optional but helps us better protect your application. o

. . Why We Need This Info
Browsing Protection

~ The information you provide on this page
Browsmg URL helps us do the following:
For example: www fortinet.com/browsing
= Pravanting DDOS Attacks: By verifying
© Add URL wour activity, we can protect your site from
being overwhelmed by malicious traffic.
Custom Field@ « Stopping Content and Price Scraping:
Field Name Value Extra checks help us prevent automated
tools from stealing your content and
name value pricing information.
= Maintaining Data Integrity: Your
cooperation helps protecting your data
from unauthorized access and ensure the
platform runs smoothly.

© Add Field

ay- Fisld Mame (e.g., Usernams, Account Mumbar)

Value: Your Information (e.g., johnsmith123, 12

Comment @
L

Cancel | Back |
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Browsing Protection Enter URLSs for pages that enable user http://www.fortinet.com/products
browsing, such as those featuring product
categories, online directories, or content
exploration feeds.
If you have multiple browsing pages, click
Add URL to add additional input fields.

Custom Field Optional: Enable this option to specify Field name: tracking number
browsing-related input fields that contain Value: 9876543210
verification values.

For Value, enter a valid test value that will
direct us to the pages accessed by a user.
This helps us analyze more user-accessed
pages without impacting your actual user
data.

Comment Optional: Use this space to give us any
additional information on your application
you would like us to know.

6. Review information and submit

Please ensure all application information is correct before submitting. Note that once submitted, the domain name
cannot be edited.

When your URL is verified and the status changes to Ready, this means your application is now being protected by
FortiAppSec Cloud. You can now navigate to CONFIGURATIONS > Pre-Provisioning to see where scripts have been
inserted into your application for gathering user behavior.

Please note that manually entering URL entries through FortiAppSec Cloud is not supported. If you wish to protect
additional URLSs, visit the Support site (https://support.fortinet.com) and submit a ticket.

If you are using ABP in tandem with FortiWeb or FortiADC, please see Integrating Advanced Bot Protection into the
Fortinet Security Fabric on page 247 for additional information.

Edit Application

1. Find the row containing the preferred application name.
2. Click the Editicon to open the Edit Application wizard. The pages in this wizard contain the same fields as the
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Create Application wizard. Please note, the domain name cannot be edited.

ABP | Applications [ MyExample /

€ Back

Edit Application

Basic Sign Up

Enter domain name*

Advanced domain options®

HTTP & HTTPS HTTP Only HTTPS Only
Enable Special Port

e Multiple Domains

subdomain

© Add Domains

Choose a region™
us
Once selected, this field is non-editable.
Enter the name of your application*
MyExample

For example: Fortinet-NorthAmerica

Delete Application

1. Find the row containing the preferred application name.
2. Click Delete.

MyExample (] United States example.com 11/11/2024, 1:42:17 PM

Usage

Browsing

O‘\

How We Manage Your Activities

Wiz treat all your activities as part of a
single process. This includes logging in,
making payments, spending too much time
idle, browsing, and even when you close
your browser.

By grouping all these actions together, we
can provide a smoother and more secure
experience.

If you use multiple domains during these
activities, we consider them all part of the
same overall application. This helps us
keep everything organized and ensures
you have a consistent experience across
different parts of our service.

& Pro Engagement 3 Pending 0 Verified O Failed

Select one or all applications and date range to view its usage details on the Usage tab.
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io o+ Application ABP [ Usage
Home GENERAL
@ O Usage Menitor application usage
WAF
<]
Advanced All Applications Current Month =
Protection
. Select Gustom Range
g 5K e
sete Start Date M - End = Current Month
@ Last Month
[}
AI’S"';i A et e Last30Days ...
&, Current Year
General I
3K S |
MR |
L
0
Dec 01 Dec 02 Dec 03 Dec 04 Dec 05 Dec 06
Dec 05 Summary

Rank  Application Name Domain Name Usage Usage/Total Usage

This page includes the following components:
» A bar graph showing the month-over-month number of requests protected by Advanced Bot Protection for the
selected application(s) over the chosen time period.
» Hover over a bar to see the number of protected requests for the selected month.
» Click on a bar to change the other components on this page to reflect the data in the selected month.

» Total Usage: the total number of protected requests for the selected application(s) within a pie chart showing the
total usage for the month compared to the total capacity purchased in the contract.

» Click View Details to see the request usage breakdown between each license for the selected month.

« Aranked table displaying the percentage of selected application(s) usage compared to the total usage for the
month.

Traffic Insights

Traffic Insights is composed of different pages dedicated to helping you monitor the traffic activity on each application
effectively.

This section covers the following:

« Dashboard on page 266

e Transactions on page 270

« Account Monitor on page 275
« Bot Monitor on page 277

« Exploration on page 280

To access these pages, go to ABP > Application and click on the desired Application Name, or click on the desired
application's Status and click View Dashboard.
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Application

Create and manage applications.

Application Name &

demosite (Live Demo)

Dashboard

Application ID

D

[n}

D

D

D

Region

United States

United States

United States

United States

United States

Domain Name

demasite.prophetsec
.net

example.com

Updated Time Status @

9/14/2023, 4:37:48 PM @ Completed

11/11/2024, 1:42:17 PM @ Pro Engagement

@ Verifying Configuration
@ Analyzing Web Environment
@ Updating Pre-provisioning

View Dashboard

_ Estimated Completion Date: 11/25/2024

Advanced Settings

0 Pending 0 Verified

3 Pending

0 Pending

0 Pending

0 Pending

Verified

Verified

Verified

Verified

Extract valuable insights using tables and summary graphs that depict your application's traffic data.

Static Components

These components are fixed to your dashboard and cannot be edited or removed.
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FortiAppSec Cloud &8 service - € Support ~
i . - a
Bot Protection / Applications / FTNT-EU(www.fortinet.com/me)
Home
@
WAF Blocked Bot AttackQuery (g
(e}
M M ~
Advanced 9 = 179 = 1900 5
Bot Last Hour Last 24 Hours Last 30 Days
Protection
*
GSLB Blocked Bot Transactions <
[}
Threat 15 = 216 = 3200
Analytics
Last Hour Last 24 Hours Last 30 Days
ed
General

Filter By & AttackQuery  [E Transaction

Allow VS. Block

() Allowed AttackQuery  31%
) Blocked AttackQuery  69%
Total Count
137K
(AttackQ)
Top 20 IPs :
192168.0.1 =
Zesai0ata @
Top 20 Client IDs (attacka)

o ‘e &

o
o) W & K
O & = N
Ny N SIS N
& qs\ Nt & & PO
@ z e} ]
o
User Name Latest Rist Score
USA-Fortinet-admin 77
Jimmy Johnson 12.4
Kate Bright 34
Admin-NFL 55
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Blocked AttackQuery

77 =

Last Hour

199 &

Last 24 Hours

Blocked Transactions

86 =

Last Hour

280

Last 24 Hours

History Graph - Attack Query

100

&
8

S

o

00:00 02:00 04:00 06:00

Top 20 Browser Finger Prints

97acdf36-9741ec2b-04df267a-b0a5dc45-333...

©276cd26-933e07a3-f0eda3a4-2c685¢d7-99...

3a75021b-28b35aa8-6111834-29881d6a-666...

8.8.8.8

927eaeld-fcddc18a-b6f8f6f0-6efdb9ab-0000...

Top 20 Countries

Brazil

IR Beigium
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= usa

[ I A S

-

AttackQuery Transactions
10 10
12 12
2 2
6 6

2162 =

Last 30 Days

2612 =

Last 30 Days

() Allowed AttackQuery

| I I

08:00

Q 9 test@fortinet.com ~

Total AttackQuery

92 &

Last Hour

389 3

Last 24 Hours

4082 =

Last 30 Days

Total Transactions

30

Last Hour

300 =

Last 24 Hours

4750 3

Last 30 Days

[+ WXCRWEEEEN | Last Hour ~

() Blocked AttackQuery

[2 View AttackQuery

iz Bar A Line
10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
B PR
(AttackQ) (AttackQ)

Top 20 Accounts

[}

[

S
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Browsers Distribution
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Static Component Description

AttackQuery Count

Transactions Count

Allow VS Block

History bar graph

Top Account List Under
Threat

Widgets

Customize your dashboard by using widgets to display more information. Widgets present the chosen data in either bar
or pie charts and when selected, are positioned between Transactions History Graph and Top Account List Under

The count of Blocked Bot AttackQueries, Blocked AttackQueries, and
Total AttackQueries over the past hour, 24 hours, and 30 days.

» Total AttackQuery: The number of queries exchanged between the
ABP device and a FortiADC/FortiWeb device regarding user activity
on the protected application.

* Blocked AttackQuery: The number of times ABP suggested

FortiADC/ FortiWWeb/ WAF to block the action detailed in the
AttackQuery.

¢ Blocked Bot AttackQuery: The number of times ABP suggested
FortiADC/ FortiWeb/ WAF to block the action detailed in the
AttackQuery, due to detected malicious bot behavior.

The count of Blocked Bot Transactions, Blocked Transactions, and Total
Transactions over the past hour, 24 hours, and 30 days.

» Total Transactions: Count of actions performed by users within
your application, including logging in, completing payments, periods
of inactivity, browsing behavior, and closing the browser. These
activities may be initiated by either humans or bots, and
characteristics of the transaction can aid in distinguishing between
human and bot interactions.

* Blocked Transactions: Transactions blocked by ABP

« Blocked Bot Transactions: Transactions blocked by ABP due to
bot activity.

For more details, see Transactions on page 270

Displays the proportion of suggested action = Allow versus suggested
action= block, within all AttackQueries or Transaction. Choose whether
you want to see this display for attack queries or transactions.

Use this pie chart to gain insight on the proportion of malicious bot traffic
to benign human or bot traffic.

Click on the Filter By button to choose the data displayed in the graph.
¢ Transactions History: Shows the number of regular and blocked
transactions over the given time frame.
» AttackQuery History: Shows the number of regular and blocked
attack queries over the given time frame.
Adjust the time range displayed on the graph by clicking the buttons
labeled "last hour," "last 24 hours," and "last 30 days" above the chart.

List displaying users of your applications ranked from the highest risk
score to the lowest. Click on the username to access the account
monitoring page for each user.

Threat. Hover your cursor over the charts to view the count associated with each bar or pie slice.

FortiAppSec Cloud 25.3 User Guide
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Top 20 IPs Top 20 Browser Finger Prints Top 20 Accounts

Top 20 Client IDs Top 20 Countries Browsers Distribution

us I
CN

P

s D

DE D

How to add widgets to your dashboard

1. Navigate to TRAFFIC INSIGHTS > Dashboard
2. Click the Widgets button located above the Transactions History Graph. This opens a drop-down menu.
3. Select the widget option(s) you would like displayed on your dashboard.

Widget name Widget description

Top 20 IPs 20 IPs with the highest transaction counts.

Top 20 Browser Fingerprints 20 browser profiles with the highest transaction counts.

Browser fingerprints identify repeat visitors to your website by cross-
referencing various browser/device attributes. This includes crawler-
specific attributes and browser/OS inconsistencies.

Top 20 Accounts Usernames of 20 accounts with the highest transaction counts.

Top 20 Client ID 20 client IDs with the highest transaction counts.

A client ID is a unique identifier for a user's web browser, generated
from its configuration, including environment signals and HTTP
transport layer information.

Top 20 Countries 20 countries with the highest transaction counts.

Browsers Distribution Pie chart displaying the distribution of different browsers accessing
your application. Hover over each pie slice to see the represented
browser, along with the corresponding count (eg., Chrome: 58).

Top 20 UAs 20 user agents with the highest transaction counts.

OS Distribution Pie chart illustrating the distribution of operating systems among
devices accessing your application. Hover over each pie slice to see
the represented operating system, along with the corresponding

FortiAppSec Cloud 25.3 User Guide 269
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Widget name Widget description

transaction count (e.g., Windows: 84).

Device Distribution Pie chart illustrating the distribution of devices accessing your
application. Hover over each pie slice to see the represented device
type, along with the corresponding transaction count (e.g., Mac: 32).

Top 20 ASN 20 Autonomous System Numbers with the highest transaction counts.

Attacks Distribution Pie chart illustrating the distribution of attacks on your application, as
detected by FortiAppSec Cloud. Hover over each pie slice to see the
represented attack type, along with the corresponding count (eg.,
Access from bad client: 2).

Top 20 Cities 20 cities with the highest transaction counts.

Top 20 Emails The top 20 email addresses linked to the highest transaction counts.
Top 20 Phone Numbers The top 20 phone numbers linked to the highest transaction counts.
Top 20 URLs 20 URLs on your application with the highest transaction counts.

Transactions

Transactions encompass all user activities within your application, such as login, payment outcomes, idle periods
exceeding a specified duration, browsing, and browser closure.

The following attributes are displayed in TRAFFIC INSIGHTS > Transactions:

FortiAppSec Cloud 25.3 User Guide 270
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@) FortiAppSec Cloud

@ Service ~

& support ~

Bot Protection / Applications / FTNT-EU(www.fortinet.com/me)

WaF Transactions

(=]
Add Filter
Advanced

Bot
Protection .
History Graph
.{§

GSLB
240
@
Threat 200
Analytics
& 160

General
120

Allow Transactions

Normal Transaction: 25

00 02:00 04:00

ID

|[—:| 1900374a2c16fi9...

[n] 1900374a2wee39...
[n] 1900374a2c16fi39...
l[—] 1900374a2c16fi39...
0 1900374a2c16fi39...

IF) 900374a2c16fi39...

06:00 08:00

Latest Risk Score

Total 100 columns displayed

Attribute

) Blocked Transactions

10:00 12:00

AttackQeury

Last Hour ~

Q e test@fortinet.com ~

Transaction Information

iiz Bar A Line
14:00 16:00 18:00 20:00 22:00 00:00
IP Address Status Messages
1294.38.7... Inactive 13 >
1294.38.7... Inactive 10 >
53.94.39... Inactive 12 >
53.94.39... Active 8 >
1.3.5.34.3 Active 16 >
12.3.42 Active 14 >

1-1000f 130 < >

Description

Transact [ oN9385p4AFKDO4584653 |07
D) oNd0436040945535455  , jpy jgnm
% oNdOWIZZ349343413431 Y JanM
i
+3
Order ID I 52318MniopNIpHd
+2
Start Time 08:24 AM 1/2/2023
End Time 06:30 PM 1/2/2023
Login Status Active
Phone Number 7473352934
+2

https://
www.fortine.codflfkdfkd/

Latest Query Information  [RYEYIEVIEITIRINTA

URL https://www.fortinet.com......
Method POST
Transaction Stage Login

Security Service Advanced Bot Protection

Risk Score 86.0
Suggested Action Allow
Caused By Excessive Sign In

Messages Center (13)
Message #1 >

Message #2 >

Transaction ID

Latest Risk Score

Start Time
End Time
Login Status

Session ID
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Each transaction is assigned a unique, randomly generated ID.

You can click on the Transaction ID in the table to open a modal window
with more details on the selected transaction. See Transaction
Information on page 272.

Risk scores can range from 0-100. Higher scores indicate more bot-like
behavior, while lower scores suggest human-like activity. For more

information on the factors that go into calculating the Risk Score, please
see this page.

The local date and time when the transaction begins.

The local date time when the transaction ends.

Whether the transaction was performed by a logged-in user.

The unique, randomly generated ID associated with the session in which
the transaction took place.

A session begins when a user begins accessing your application, and
ends when the user closes the tab or browser.
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Attribute Description

Order ID This value identifies payment-related transactions, and is empty for all
non-payment transactions.

Messages The number of telemetry messages transmitted in the transaction.
You can click on this value in the table to open a modal window with more

details on the selected transaction. See Transaction Information on page
272.

Click Show Filter to filter for Transaction ID, Session ID, Risk Score, OrderID, or Login Status.

You can also filter for transactions that took place in the last hour, last 24 hours, or last 30 days by clicking the
corresponding buttons.

Transaction Information

Transaction Information opens as a modal window when you click on a Transaction ID or Messages value.

Under Transaction Information, you can find detailed information on the latest query and telemetry messages of the
selected transaction.

» Latest Query Information details the final data request before the transaction ended, offering insights into the
transaction's nature and potential completion or blockage causes.

Latest Query Attribute Description

URL The URL at which the latest query took place on your application's
domain.

Method The HTTP method behind the latest query.

Transaction Stage Describes the stage at which the last query took place. This value may

provide insight into the nature of the transaction.

Risk Score Risk scores can range from 0-100. Higher scores indicate more bot-
like behavior, while lower scores suggest human-like activity. For
more information on the factors that go into calculating the Risk Score,
please see Overview on page 228.

Security Service This value is determined by the terms of your license.

Suggested Action The response FortiAppSec Cloud recommends based on the risk
score.

Caused by A brief explanation behind Suggested Action.

« The numbered messages under Message can be expanded to reveal the following details on the telemetry
messages sent in the selected transaction.

Message Attribute Description

IP The IP address from which the telemetry message was sent.

FortiAppSec Cloud 25.3 User Guide 272
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Message Attribute Description

User Agent A software component that identifies and provides information about
the device or application sending the telemetry message.

Country The message's detected country of origin.
City The message's detected city of origin.
User Name If the telemetry message was sent during a logged-in session, the

username of the user is included in this field.

Email If the telemetry message was sent during a logged-in session, the
registered email of the user is included in this field.

Order ID This value identifies payment-related transactions, and is empty for all
non-payment transactions.

Payment ID This value identifies payment-related transactions, and is empty for all
non-payment transactions.

Session ID This value identifies the session in which the message was sent.
URL The URL on your application's domain at which the message was
sent.

Attack Query

Attack Queries are exchanges between Advanced Bot Protection and WAF or a FortiADC/FortiWeb device, providing
data on user activity within the protected application.

» Blocked AttackQuery: The number of times ABP suggested FortiADC/ FortiWeb/ WAF to block the action detailed
in the AttackQuery.

+ Blocked Bot AttackQuery: The number of times ABP suggested FortiADC/ FortiWeb/ WAF to block the action
detailed in the AttackQuery, due to detected malicious bot behavior.

History graph

Hover over History Graph to view the value(s) corresponding to the area on the bar or line chart.
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Attack Query
[ Y Add Filter] Last Hour ~
History Graph Alow AttackGuery [l Blocked AttackQuery it Bar A Line

Blocked AttackQuery: 25

40 I

Timeslamp Account Name Risk Score IP URL Transaction ID
+ 08:21AM 01/10/2023 FTNT-MNA-Finance 86 www.fortinet.com
- 08:21AM 01/10/2023 FTNT-NA-Design 22 www.fortinet.com
0S: body ASN: body UserAgent: body
Country: body Suggestion: body Method: body
Browser: body CauseBy: body Label: body
+ 08:21AM 01/10/2023 FTNT-NA-Design 125 www.fortinet.com
Total 350 columns displaved Rows per paae: 10 - 21-30 of 100 ¢ »
Attack Query Table
Table field Description
Timestamp The timestamp indicating when the Attack Query was triggered.
Account Name The username collected by the Attack Query, representing the account name

entered by the user in the browser during actions such as login, registration, or
payment on the customer's website.

Risk Score A numerical score (0—100) calculated by Advanced Bot Protection to indicate the
likelihood that a user is a bot. For details on the calculation factors, refer to
Advanced Bot Protection on page 227.

IP The IP address associated with the user activity that triggered the attack query.

URL The URL on your website where the user activity that triggered the Attack Query
took place.

Transaction ID Unique system-generated identifier.

Clicking on an attack query in the table expands the following details:
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Value Description

(O] The client Operating System (OS) associated with the user activity that triggered
the attack query.

Country Country of Client IP associated with the user activity that triggered the attack
query.

Browser The browser associated with the user activity that triggered the attack query.

ASN ASN (Autonomous System Numbers) of Client IP

Suggestion Suggested action by FortiAppSec Cloud Advanced Bot Protection: Block or
Allow.

CauseBy Reason for the suggested action.

UserAgent User Aagent in the HTTP request of the user activity that triggered the attack
query.

Method The HTTP request method, such as GET, POST, or PUT, used in the user activity

that triggered the attack query.

Label Request labels, such as signin, payment, or signup, associated with the user
activity that triggered the attack query.

Account Monitor

Account Monitor aggregates the transaction information by individual accounts, and displays a risk score for each
account. Accounts with risk score higher than 80 is considered as a bot.

The accounts are sorted by risk score. The one with the higher risk score will be ranked at top.
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@ FortiAppSec Cloud &8 service ~ € Support - A @ test@fortinet.com -

o Bot Protection / Applications / FTNT-EU(www.fortinet.com/me)
Home

@ .

WaF Account Monitor

Bot
Protection

& User Name Latest Risk Score AttackQuery Transactions

Transaction Time Y
GSLB
@ FTNT-NA-Finance 88 12 12384hksdhj87104 @ 08:20AM 01/10/2023
Threat 52784njsdfj81036 @ 07:14AM 01/10/2023
Analytics 25429msgek39511 @ 05:30AM 01/10/2023
b +3
General
FTNT-NA-Marketing 24 43 42195bceyg47225 @ 05:20PM 01/09/2023
FTNT-NA-Retailor - 4 12384hksdhj87104 & 08:20AM 01/10/2023
52784njsdfj81036 @ 07:14AM 01/10/2023

Filtering accounts

To tailor the displayed accounts according to specific criteria:

1. Go to Traffic Insights > Account Monitor.
Click Show Filter.

2
3. Enter values for User name, Risk Score, and Transactions to match the desired accounts.
4. Click Apply Filters.

Reading the transaction data of an account

All transactions associated with an account are visible in the Transactions column. Transactions exceeding three will be
initially collapsed. To expand them, click the number icon at the bottom of each Transaction cell.

agunw 98 013b0c3f-f0d9-4ea7-... @ 12/4/2023, 10:38:10 PM
7e3f6856-b314-4339... @ 12/4/2023, 10:38:28 PM
eBd57285-6835-4cb... @ 12/4/2023, 10:38:46 PM
+3
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The transactions are marked with three Status:

) Allow The transaction is legitimate and is advised to let go.
@ Unknown There is enough data to rate this transaction.
& Block The transaction is suspicious and is highly considered from a bot.

To access detailed information about a transaction, click on it. For more instructions on how to interpret a specific
transaction, see Transactions on page 270

Bot Monitor

Track monthly bot activity or define special events to create reports on your application's activity during specific time
frames.

FortiAppSec Cloud 25.3 User Guide
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Advanced
Bot
Protection

i
GSLB

@

Threat
Analytics

@

General

FortiAppSec Cloud &8 service - € Support ~

Bot Protection / Applications / FTNT-EU(www.fortinet.com/me)
Bot Monitor

D Monthly Event O Customized Event

Filter By & AttackQuery Transaction

January
Name Count %
Allow VS. Block Total Block Numbers Feb
1 H Allow 13542 69%
2 M Block 154 31% 150 Apr
Total Count 100
137K
50 June 1th
0 Ju
Last Month  This Month
Block Number History Block Ratio History
240
100%
200
80%
160
60%
120
80 40%
40 20%
o
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
Top 10 Countries Name Count % Block By Labels Name Count %
¥ Belgium: 0.5M 23% 1 W USA 13542 49% 1 M browsing 13542 49%
2 M Belgium 154 23% 2 signin 154 23%
3 M Brazil 54 12% 3 W signup 54 12%
4 W Australia 1.2M 1%
5 Japan 0.9M 5%
Top 10 ASN Name Count % Top 10 OS Name Count %
1 Il AMAZON-... 13542 49% 1 M Mac 0S 13542 49%
2 M DNIC-AS-.. 154 23% 2 M Android 154 23%
3 W Orange 54 12% 3 Windows 54 12%
4 H China Tie... 1.2M 11% 4 Linux 1.2M 1%
5 [ COGENT-.. 0.9M 5% 5 M Chrome OS 0.9M 5%
c % ux x86_64) Apple
Top 10 Browser Name ount i Top 10 User Agent o *
1 M Chrome 13542 49% 1 | | Mozillé;{.:b (X11; Linux... 1354
2 M Firefox 154 23% 2 vMozilla/5.0 (X11; CrO... 154
3 Safari 54 12% 3 W vMozilla/5.0 (X11; CrO... 54
4 M Mobile Sa... 1.2M 1% y 4 M vMozilla/5.0 (X11; CrO... 1.2M
5 Samsung... 0.9M 5% o 5 [ vMozilla/5.0 (X11; CrO... 0.9M

Configure custom bot monitoring events:
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1. Click Event.
2. Fill out the following fields:

Field Description

Event Name Name the event you would like to monitor (eg., product release day,
New Year's Eve).

Start Time Set the start time of the event
End Time Optional; event is ongoing when empty.
URL Optional; the URL(s) you would like to monitor. When empty, all of the

URLSs on your application's domain are monitored.

Description Optional; enter a description that will help you keep track of the
different events.

Bot Monitor

The Bot Monitor charts illustrate the following:

Static Component Description

Allow VS Block Displays the proportion of suggested action = Allow versus suggested
action = block, within all AttackQueries or Transactions. Choose
whether you want to see this display for attack queries or transactions.
Use this pie chart to gain insight on the proportion of malicious bot traffic
to benign human or bot traffic.

Total Block Numbers Displays the block count for selected month and compares it to the
previous month, highlighting the change.

Block Number History Line charts show the number of blocks over 24 hours, allowing trend
analysis throughout the day.

Block Ratio History Line charts show the block ratio over 24 hours, allowing trend analysis
throughout the day.
Category pie charts Pie charts display the distribution of bot traffic across key categories:

e Country: Geographic location of bot activity.
» Labels: Describes activity types associated with blocked traffic.

¢ ASN (Autonomous System Number): Identifies the network from
which bot traffic originates.

» OS (Operating System): The operating system used by the client,
such as Windows, macOS, or Linux.

* Browser: The browser type associated with the bot request

¢ User Agent: A string in HTTP requests identifying the client
software (browser, bot, or API client) to help classify traffic.

Hover your cursor over the charts to view the count associated with each
bar or pie slice.

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.

279



Advanced Bot Protection

Exploration

View traffic trends by common characteristics, including IP, User Agent, and Country.

This page provides insights into telemetry messages, which capture real-time signals about user activity, such as
session ID, device details, and behavioral patterns. Unlike transactions and attack queries that focus on specific request
data, telemetry messages track broader activity trends and risk factors, enhancing bot classification and threat analysis.

@ FortiAppSec Cloud &8 service - €& Support ~ A @ test@fortinet.com

@ Bot Protection / Applications / FTNT-EU(www.fortinet.com/me)
Home
&
WAF Exploration
(=4
Bot
Protection
) P BFP Account Cookie IP-BFP Attack UA os Device Browser ASN Country City Email Phone UR
3
GSLB
Top IPs @ 14235 @ 54632312 43233 236455 @B 653464 13532 @B 6454523 @B 88656 @B 1234633 756.45.2
@
Threat y-axes: & AttackQuery EJ Transaction ® Al O Allow O Blocked
Analytics g— =
& 240

General

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00

16:00 18:00 0 22:00 00:00
P Transactions AttackQuery ASN Top 3 Country Top 3
136.240.117171 3 34 Telecom Italia Italy
136.240.117.172 12 6 Elisa Oyj China
136.240.117.173 44 2 PrJSC VF UKRAINE United States...
136.240.117.174 21 66 Lorem ipsum dolor sit amet, consectetur adipiscing el... China
136.240.117.175 65 1 Lorem ipsum dolor sit amet, consectetur adipiscing el... United States...

Total 350 columns displayed Rows per page: 10 ~ 21-30 0f 100 < >

To tailor the displayed accounts according to specific criteria:

1. Go to Traffic Insights > Exploration.
2. Click Show Filter.
3. Enter values for the criteria that you want to use to match certain traffic.

FortiAppSec Cloud 25.3 User Guide 280
Fortinet Inc.



Advanced Bot Protection

4. Click Apply Filters.
@ FortiAppSec Cloud &8 service - € Support ~ 0 @ test@fortinet.com -

Bot Protection / Applications / FTNT-EU(www.fortinet.com/me)

@
waF Exploration
©
Bot
Protection
" P BFP Account Cookie IP-BFP Attack UA 0s Device Browser ASN Country City Email Phone UR
GSLB
TopIPs e 21423
@
@ Al O Allow O Blocked
Threat _ . (@ .
Analytics y-axes: & AttackQuery E] Transaction
& 240

General

120 _—— N : \\\
y N \ -
/ \ \ ~ /
80 - V4 ~ .

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00

P Trasnactions AttackQuery ASN Top 3 Country Top 3
21.4.2.3.33 3 34 Telecom ltalia Italy
Total 350 columns displayed Rows per page: 10~ 21-300f 100 < >

Message Attribute Description
IP The IP address from which the telemetry message was sent.
User Agent A software component that identifies and provides information about the

device or application sending the telemetry message.

Country The message's detected country of origin.
City The message's detected city of origin.
User Name If the telemetry message was sent during a logged-in session, the

username of the user is included in this field.

Email If the telemetry message was sent during a logged-in session, the
registered email of the user is included in this field.

Order ID This value identifies payment-related transactions, and is empty for all
non-payment transactions.

Payment ID This value identifies payment-related transactions, and is empty for all
non-payment transactions.

Session ID This value identifies the session in which the telemetry message was
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Message Attribute Description

sent.

URL The URL on your application's domain at which the telemetry message
was sent.

Configurations

This section includes the following pages:
« Signals on page 282
» Pre-Provisioning on page 283
« Connectors on page 285

To access these pages, go to ABP > Application and click on the desired Application Name, or click on the desired
application's Status and click View Dashboard.

Application

Create and manage applications.
+ Add Applicatic

Application Name & Application ID  Region Domain Name Updated Time Status @ Advanced Settings Action

JE— demosite.prophet _
demosite (Live Demo) o United States r:?os'epmp I8¢ 91472023, 4:37:49 PM © Completed 0 Pending 0 Verified 0 Failed /7 0

[m]]

MyExample ] United States example.com 11/11/2024, 1:42:17 PM © Pro Engagement 3 Pending 0 Verified 0 Failed Va

@ Verifying Configuration

(] United States 1 @ Analyzing Web Environment 0 Pending 0 Verified 0 Failed s 0O
@ Updating Pre-provisioning

[a] United States 1 view Dashboard 0 Pending 0 Verified 0 Failed s 0

. . Estimated Completion Date: 11/25/2024 R

D United States 0 Pending 0 Verified O Failed /s 0

Signals

Detecting bot behaviors often relies on analyzing common characteristics such as IP addresses, User Agents, and
mouse movements. However, uncovering more sophisticated bot activities requires additional insights, such as
identifying patterns like rapid order placement across widely dispersed shipping addresses or unusually low transaction
amounts (e.g., less than one cent).

To enable such advanced detection, you must authorize the system to collect data based on enhanced bot evaluation
dimensions. This is essential for building a more comprehensive detection model capable of identifying deeply
concealed bot activities.
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ABP [ Applications / MyExample / Signals

Signals

View, manage and comment on customer signals.

Q" For optimal system performance, it is highly advised to manually approve the secure signals. Please take this important step to enhance efficacy.

" Approve All C Refresh

URL Path Transaction Label @ Signal Name @ User's Action Description Feedback

1. Gotothe Signals page.
2. Locate the relevant URL path and the corresponding activities (Signal Name).

3. Click the Approve button to authorize the collection of additional data, enhancing the accuracy of bot detection. If
you have concerns on collecting such data, please click Comment to explain your concern to FortiAppSec Cloud
team.

Pre-Provisioning

The Pre-Provisioning page contains the analyzed resources required to protect your application, which includes the
protected URL entries and the locations where JavaScript is inserted through your connector devices to collect client
information for bot detection.

The Pre-Provisioning process begins once you have added an Application. This triggers a request to the Professional
Engagement Team (PET) to analyze your application details and to identify URLs to protect and the locations to which
JavaScript need to be inserted to collect client information. The connector device will then use these Pre-Provisioned
resources to apply Advanced Bot Protection to your Application traffic.

If you would like more information on the PET process, please refer to Pre-Provisioning Application resources on page
244,

The Pre-Provisioning process is currently conducted internally by the PET and requires 2 to 3 days to complete. If you
wish to modify or add entries, please submit a request with Fortinet Support.

When Pre-Provisioning is complete, you can access the information on the protected URL entries and the locations
where JavaScript is inserted for bot protection from the Pre-Provisioning page.
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Pre-Provisioning

Pre-generated configuration for connector device.

Application ID @

Q.‘ For more detailed information about the integration in FortiWeb , please refer to the document library.

Q.‘ For more detailed information about the integration in FortiADC |, please refer to the document library.

Insert JS Entries @

Domain URL Location
demosite. ! head
demaosita. faccounts/signup/ head
demosite. {payment/stripa/ head
demosite. fpayment/paypalf head
demosite. [*/* head
demosite, faccounts/login/ head

Protect Entries @

Domain URL Method

demosite faccounts/login/ post

demosita faccounts/signup/ post

demosite {payment/stripa/ get, post, put, delete
demosite fpayment/paypalf get, post, put, delete
demosita *{/product/shirt-1/|/media/.*)5 get

Insert JS Entries

The Insert JS Entries table lists all the locations ABP has identified in your Application domain that should be inserted
with the JavaScript to collect client information.

Domain Domain of the ABP Application to be protected.
URL The URL path identified from the Application domain.
Location The location in the HTTP response where the connector device will inject the

JavaScript to collect client information.
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Protect Entries

The Protect Entries table lists all the URL paths under your Application domain that ABP has identified should be

protected.

Parameter

Description

Domain
URL
Method

Connectors

From the Connectors page, you can view the Fabric devices connected to FortiAppSec Cloud. This page contains

Domain of the ABP Application to be protected.

The URL path identified from the Application domain.

HTTP requests using any of the listed methods in the protected URL will initiate

the attack query to the Advanced Bot Protection Cloud Service.

details of each connector device, including their device serial number, IP address, port number, and more.

In rare troubleshooting scenarios when ABP does not correctly fetch the device IP or Port, you may edit these fields.

However, this does not affect the connection of ABP to the connector device.

Connectors

View and manage connectors to real or virtual devices.

Device Name

Your Connector Name

Your Connector Name

Your Connector Name

Your Connector Name

Your Connector Name

Your Connector Name

You can edit connectors by selecting a connector in the list on the left, then clicking Edit under Connector Details.
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Device SN

Status 14

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

5 0.0.0.0

(4 0.0.0.0

% 0.0.0.0

[z 0.0.0.0

[ 0.0.0.0

5 0.0.0.0

Port

Connector Details

Device Name

P

Port

Device SN

Adom

Policy

Server

Action

Max Attempt Times
Status

Validation Timeout

Verify Method

/" Edit

Your Connector Name
0.0.0.0

0

root
demosite-profile
HTTPS_POLICY
alert

3

disable

20

captcha
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Edit Connector

Device Name
Your Connector Name
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GSLB

Global Server Load Balancing (GSLB) is a DNS-based traffic management solution that ensures high availability and
performance by distributing user requests across multiple servers or data centers globally. It provides redundancy and
resilience, automatically directing traffic to the most optimal or available resources when a local deployment experiences
unexpected downtime, spikes, or other disruptions.

The GSLB objects are designed by the physical and logical components on the network.
The physical components of the network include:

« Data Center: Represents a physical data center where servers are located.
» Server: Refers to the physical machines in the data center.
« Location: A grouping of geographic areas that may contain multiple data centers or servers.

The logical components of the network include:

« Virtual Server Pool: Represents a collection of virtual servers that distribute and manage traffic logically.
« FQDN Connector: Maps a fully-qualified domain name (FQDN) to a set of virtual servers for handling requests.

Mappings:

+ The object data center corresponds to the physical data center.
The object fabric connector relates to physical devices like FortiADC.

The object location organizes geographical regions.
The object pool represents a set of virtual servers.
The object FQDN links a fully-qualified domain name to the virtual server pool for routing traffic.

- .com IN NS ns. com. example. com. IN NS ns. example. com.
| ns.com [N A 203.0.113.1 ns. example. com. IN A 192.0.2.1
DNS root - = DNS .com
2 Server 3 8 name server
Local DNS resolver :
— _,l ~ Q. www.example_com ?
CA www.examplecom. 85400 1N A 192.0.3.100 )

Q. www.example com 7
TJ? - --'”..ﬁ) . ", = p—
3 N
a ( \3 A ) GSLB

wu  DNS server IP address 192.0.2.1

Client in China

= FortiADC-2 Local SLB
mgmt IP address 192.0.2.10
ws1IP address 192.0.2. 100

<] FortiADC-1 Local SLB
mgnit IP address 1920.3.10
vs1 1P address 192.0.3.100

¢

“b E F
192.02.101 182.0.2.102 192.0.2.103
Data Center - United States

g,

= 4 N g" i )
:P RE
192203101 19203102 19203108 N2

Data Center - China
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GSLB Dashboard

The GSLB Dashboard provides real-time metrics on total queries, query per second (QPS) rates, load balancer health
checks, fully qualified domain name (FQDN) status, and virtual server operational status.

GSLB / Dashboard

Total Queries o Active Health Check @ DNS Server

14.3K Used s26Mm Total 19 Used 30 Total Primary Anycast IP:

Secondary Anycast IP:
This Month This Month

FQDN Status More > Virtual Server Status
\ B Up 5 W Up 40
25 Partial Up 7 70 B Down 5
Total Total
B Down 13 Unknown 24

QPS History Last 1 Hour
Count/Sec
Total Queries Total queries used by the account; total capacity in the current month.
Active health check Active health check used by the account; total capacity in the current month.
Queries per second (QPS) Queries per second currently
FQDN status Shows the status of the FQDN. Red is down; yellow is partially up; green is
completely up.
Virtual server status Shows the status of virtual servers. There are three statuses: up, down, and
unknown.
Licenses Licenses and capacity status of this account

For comprehensive details regarding the functionalities within the GSLB services WebUI and its various pages, please
see Service on page 310

Onboarding GSLB Applications

There are two ways to set up GSLB for your Application:
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1. Topology Page: Set up GSLB settings in a more visual way, via Topology on page 307
2. Manual Configuration: Follow the steps below

a. Configuring GSLB Objects on page 295 - This step entails setting up configurations within the FortiAppSec
Cloud portal.

b. Linking GSLB to domain register on page 289 - Once your application is configured on the FortiAppSec Cloud
portal, this section demonstrates methods to implement your changes on the internet.

For those migrating a domain from another vendor to GSLB, it is crucial to configure the object
on GSLB first. Otherwise, your domain could be temporarily out of service.

If you are setting up a brand new domain, the sequence of steps does not affect functionality.

Linking GSLB to domain register

To leverage FortiAppSec Cloud's load balancing capabilities, you need to point your domain's name server to your
FortiAppSec Cloud GSLB service. Configuring GSLB Objects on page 295

This section covers the following:
» General Procedures for directing your domain's name server to GSLB on page 289
» Configuration Examples on page 290
» Modifying your domain registration with AWS Route 53 on page 290
« Configuring a New GSLB Application: Network Solutions Use Case Example on page 292

General Procedures for directing your domain's name server to GSLB

For those migrating a domain from another vendor to GSLB, it is crucial to configure the object

on GSLB before performing the steps on this page to avoid any temporary service
interruptions.

If you are setting up a brand new domain, the sequence of steps does not affect functionality.

We recommend performing the following optional steps prior to setting up your domain:
1. Navigate to GSLB > DNS within the FortiAppSec Cloud GUI, and click the editiconin
the row of the desired application.

M, 2. Ensure that the “Domain Name,” “Primary Server Name,” and “Primary Server Address
q matches the one on FortiAppSec Cloud.
- 3. It'srecommended to set the “Primary Server Address” to match the assigned DNS Server

IP.

These steps are recommended but not mandatory. If you skip these steps, GSLB will use
default values for the domain settings.

Set Name Servers and Glue Records via Web Host:

1. digfrom FortiAppSec Cloud to see your application's SOA records. Take note of your Name Severs and Glue
Records.

2. Access your web host's settings.

3. Setthe Name Servers and Glue Records using the SOA records directly provided by GSLB.
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Note: Changes to name servers may take time to propagate globally. The name server (NS) is specified in the Start
of Authority (SOA) record, while the glue records are the IP addresses linked to the NS records.

Configuration Examples

Typically, you can adjust your DNS records through your web host or the domain registrar from which you obtained your
domain.

Here are procedures for AWS Route 53 and Network Solutions, both prominent domain registrars. However, keep in
mind that other vendors like GoDaddy, Cloudflare, and local registrars may offer different processes.

Modifying your domain registration with AWS Route 53

Below is the procedure for users who have registered their domain names through AWS Route 53.

1. Signin to the AWS Management Console.
2. Goto Registered domains and click your Domain Name. Route 53 will display details of the domain. Click on

Manage DNS.
Create Hosted Zone Go to Record Sets Delete Hosted Zone ~ 9
=
Dashboard
N Hosted Zone Details
Hosted zones Q search all fields X || Al Types v
Health checks Domain Name: fortiadc-cloud.com.
Displaying 1 to 1 out of 1 Hosted Zones .
Type: Public Hosted Zone
Domain Name Type Record Set Count Comment Hosted Zone ID Hosted Zone ID: Z04678261XPEBL7G5NFQ2
Traffi lici . Record Set Count:2
raflic policles ) fortiadc-cloud.com.  Public 2 fortiade-cloud  Z04678261XPEBL7G5M
Policy records Comment: fortiadc-cloud &
Name Servers *: ns-1297 awsdns-34.org
ns-61.awsdns-07.com
ns-659 awsdns-18.net
Registered domains ns-1972.awsdns-54.co.uk
Pending requests * Before the Domain Name System will start to route
g req queries for this domain to Route 53 name servers, you
must update the name server records either with the
current DNS service or with the registrar for the domain,
as applicable. For more information, click the ? icon
VPCs above.
Inbound endpoints Tags: View and manage tags for your

hosted zones using Tag Editor
Outbound endpoints

’ Query Logging: Configure query logging
Rules

3. Goto Add or edit name servers on the domain general information page. Set the Name servers and Glue records as
SOA records directly taken from GSLB. Route 53 requires at least two name servers, so do not delete all other
name servers.

Note:Changes to Route 53 name servers may take time to propagate globally. The name server (NS) is specified in
the Start of Authority (SOA) record, while the glue records are the IP addresses linked to the NS records.
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Edit Name Servers for fortiadc-cloud.com X
Name servers ns-10.fortiade-cloud.com
Glue records
52.32.144.112

ns-ha.fortiadc-cloud.com

Glue records

52.32.144.112

Cancel Update

Your domain SOA records should look something like the following when you di g from GSLB directly.

. zhangwei.

4. If you enabled the DNSSEC for the domain, you can configure the DNSSEC by clicking Manage Keys. Select Key
type and Algorithm, and paste the Public key without any spaces. Keys can be downloaded from the GSLB zone
configuration page.
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Manage DNSSEC keys X
O After you configure DNSSEC with your DNS service, add the applicable public key to the domain. Learn
more
Q Your request for the creation of this DNSSEC entry was successfully submitted. It will be a few

minutes before the listing is updated. You will receive an email when it is done, or if further action

is necessary.
Key type 257 - KSK ~
Algorithm 5 - RSASHA1 v
Public key | AwEARaGnuOjla+EZTRBiuwZ9wMBdUO251LxincAE]GSCENXrEBRCVELYNHzT9XHokVdbg

HrGdMZICl5pr8gj4h2UAON,/EE= p
Close

The following key file indicates that it is a key-signing key file and the algorithm is 5. Usually there will be two parts of
the key, separated by a space. When you paste the key into Route 53 Manage DNSSEC keys, make sure to

remove the space.

: at
Publi:

ctiwvat

Configuring a New GSLB Application: Network Solutions Use Case Example

1. Tobegin, prepare the domain within GSLB. Navigate to GSLB> DNS and configure the Zone service settings.
Ensure to take note of the Domain Name, Primary Server Name, and Primary Server Address fields. We
recommend setting the Primary Server Address to match the assigned DNS Server IP.
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GSLE /DNS

@ INSIOHT
Home  [B Dashboard
@ GLOBAL LOAD BALANCE Create Zone
WAE ok Topology

v service > Name* About Zone Record
% Virtual Server Zone records can be managed in the DN Service table after the zone s created.
B ONs

@ Synthetic Testing
& Heath Check

@ Settings

Responsible Mail'

Example: samin, zdmi

Primary Server Name*

Primary Server Address (IPv4)

Example: 102021

Primary Server Address (IPv6)

Example: 200T458:1

™

DNssEC
0

B3 o=

2. Register a domain. Once completed, you should see a window like the one below.

Home . BUY
Domain Names l
Domain Names @ Help with Domain Names: HowTo  User Guides  Forums
Manage fortiadccloud.net View Domain Add-ons

By pointing your domain name to your desired location, you can determine exactly what visitors will see when they
type your web address into their browser. You have several options when choosing where to point your domain.

fortiadccloud.net You can choose to point your domain name to
currently points to alternate locations including:
* Under Construction Page
* Domain Name Server (DNS)

Domain Name Server (DNS) (Edit) Edit Advanced DN5 Records
Advanced DN5 allows you to manage your DNS
records (A, MX, CNAME, TXT and SRV Records).

13

Need Help? Learn more about domain pointing.

3. Onyour domain registrar, locate the page that allows you to change the destination of your domain.

In the Network Solutions example case, click Change Where Domain Points. In the Domain Name Pointing
Options window, select the Domain Name Server (DNS) option and click Continue.

4. When configuring with Network Solutions, you need at least two name servers. Designate Name Server 1 as the
primary server and Name Server 2 as the secondary. In the Specify Other Domain Name Servers section, enter
the NS server for Name Server 1, which corresponds to the Primary Server Name and Domain Name from the
GSLB Zone page. If you have a backup server, input its NS info for Name Server 2. Otherwise, provide alternative
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information and proceed.

Home

Domain Names

Domain Names

Point fortiadccloud.net
to a Domain Name Server

Specify Other Domain Name Servers
Type in a name server or select from the existing list of name servers. To specify
additional name servers, click on the Add More Name Servers link.

To remove a name server, please clear the text field of the name server you would like to
delete and click continue.

Example:

NST.NETWORKSOLUTIONS.COM

N52.NETWORKSOLUTIONS.COM
Name Server 1: |r15-9,f0rtiadtc|0ud.net |View History
Name Server 2: |r|5-1 O_fortiadccloud.netl |View History

@ Add More Name Servers

5. Under Create New Name Servers, input the IP address for Name Server 1 and input the backup server's IP address
for Name Server 2. If you do not have a backup server, input the same IP as Name Server 1 and click Continue.

Home

Domain Names

Domain Names

Point fortiadccloud.net
to a Domain Name Server

Create New Name Servers
Type in the correct IP address for each new name server.

Name Servers IP Address

Name Server 1: ns-9.fortiadccloud.net 44,228,591

MName Server 2: ns-10.fortiadccloud. net 44.228.59.1

6. Double check the name server configuration and confirm the changes by clicking Apply Changes. It may take 24 -

48 hours for DNS changes take effect.

7. Click Return to Domain Details. After about 5 minutes, you will be able to dig the A record for this domain from

the public DNS server.
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Configuring GSLB Objects

Steps for configuration

Setting up an application for use with FortiAppSec Cloud involves two main steps:

1. Configure an FQDN for your application. This is done in GSLB Services > Create FQDN. See FQDN on page 311
for more information on configuration settings.

Those using FortiADC, FortiGate, and FortiWeb can easily connect their services to GSLB with One-Click. One-
Click enabled connectors automatically set up an FQDN. Therefore, if you choose to set up your application using
the One-Click method, you don't need to perform this step manually.

2. Add your connector device to the FQDN created in the previous step. This is typically done in Organization >
Fabric Connectors, but procedures vary for different kinds of connectors. Refer to Fabric connector on page 325
for detailed instructions on how to integrate your connector to GSLB.

iy
‘?' Allow 1 to 2 minutes for GSLB to reload with the updated

configurations.

Configuration example

The following is an example of how to set up GSLB with two devices: a Generic-Host connector and a FortiADC
connector.

Scenario

The administrator manages the following devices:

o An HTTP service running on a FortiADC device in Oregon, USA
o An HTTP service running on a 3rd party device in Beijing, China

The administrator wants to achieve the following:

o The HTTP services should back up one another

« DNS queries from China will be directed to the HTTP service IP address in Beijing, while queries from the
United States will be directed to the HTTP service IP address in Oregon.

« When the HTTP service in Oregon goes down, the HTTP service IP address in Beijing will respond.
When the HTTP service in Beijing goes down, the HTTP service IP address in Oregon will respond.

When both HTTP services go down, a default IP address will respond.

How to deploy this scenario

1. Enable One-Click on FortiADC, following the procedure for setting up FortiADC connectors.
2. Make sure the Connector FortiADC in Oregon is connected to GSLB.

a. Goto Fabric Connectors > Create Connector
3. Make sure the FQDN is synced to GSLB.

a. Navigate to GSLB Services and find the FQDN generated in step 2. Since this is a One-Click-enabled FQDN,
its name typically follows the format OC_HostName_DomainName.
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b. Update Pool Select Method. See Virtual Server Pool on page 320 for more information on your configuration
options.

i. Click the pencil icon to edit the FQDN. The administrator's preferences outlined in the example scenario
indicate that we should set the Virtual Server Pool Selection Method to DNS-Query-Origin.

c. Update the location list for the existing pool created by One-Click.

i. Scroll to the bottom of the Edit FQDN modal and locate the available member in the table. The name of this
member should follow the format OCM_HostName.DomainName. Click the Edit icon.

ii. Click Create Location List and add United States as a region. Click Save and go back to the member pool
page.

iii. Click Save. This brings you back to the Edit FQDN page. Save again to return to the FQDN service detail
page.
4, Addthe HTTP service in Beijing to FQDN.
a. Inthe FQDN service detail page, click Pool and then click Add pool.
b. Adda member pool for Beijing.

c. Click Create Location List and add China as a region. Click Save and go back to the member pool page.
d. Click Create Virtual Server Pool and create a pool for Beijing. Click Save.
e. Click Create Member > Create Virtual Server > Create Connector and create a connector for Beijing.

f. Click Create Data Center and create a China data center. Click Save and go back to the Create Connector
page. Save the connector.

g. Gotothe Create Virtual Server page and create a virtual server. Click Save. This brings you back to the Edit
Member Virtual Server page.

h. Click Save. This brings you back to the Create Pool page.
i. Click Save. This brings you back to the Add Member Pool page.
j- Click Save. This brings you back to the FQDN service detail page.
k. The Virtual Servers table now displays that the HTTP service in Beijing has been added to FQDN.

Troubleshooting

1. Click on the left-most icon in the top right corner to see your Assigned DNS server addresses.
The Primary Anycast IP refers to the IP address returned for the One Click GSLB Server. However, in all other
aspects, the Primary and Secondary IP addresses are equivalent and either one can be used for domain
management tools that only require one address.

2. Use the DNS tool dig to query the service with one of your IP addresses.
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Maintenance

To ensure the health and optimal performance of your GSLB service, we recommend staying up-to-date on the
following:

» Migrate Legacy GSLB Organizations to FortiCloud Organizational Units (OU) on page 301
» Migrating Sub User to IAM user
» Migrate Legacy GSLB Organizations to FortiCloud Organizational Units (OU) on page 301

Anycast Migration for global DNS service

On September 8, 2023, the legacy FortiGSLB service transitioned to an Anycast DNS server to enable DNS service
deployment across multiple regions. This Anycast DNS server remains in use in the updated FortiAppSec Cloud GSLB.
If you have not yet updated your DNS server IP addresses, please add the current Anycast IP addresses promptly to
ensure uninterrupted functionality.

Anycastis an IP network addressing method where requests from several physical destination servers can be combined
under a single IP address. When a user makes a request, Anycast routers determine the optimal server in the network to
handle the request based on factors like the user's location, the number of hops, shortest distance, lowest transit cost,
and minimum latency. This optimization process prevents the need for the origin server to extend capacity and avoids
service interruptions for clients seeking information from the origin server.

Once you set the Anycast IP address as the DNS server IP address, it automatically routes your DNS query results to the
nearest FortiAppSec Cloud endpoint. This dynamic load-balancing reduces latency and improves response times for
global queries.

Changing the DNS IP (anycast) is not expected to cause service downtime. If you require any assistance, please see
Contacting customer service.

How to migrate domains to Anycast

1. Loginto the FortiAppSec Cloud portal.

2. Obtain the assigned Anycast IP address by navigating to GSLB > Dashboard. A yellow warning label will appear
until you have successfully switched all of your domains to the new IP address(es).
In the example below, the Anycast IP addresses are 13.248.181.6 and 76.223.61.87.
Two Anycast IP addresses are provided as some domain management tools require each NS record to have two
different IP addresses. The Primary Anycast IP refers to the IP address returned for the One Click GSLB Server.
However, in all other aspects, the Primary and Secondary IP addresses are equivalent and either one can be used
for domain management tools that only require one address.
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'1-\ FortiAppSec Cloud %2 Services ~ € Support v @ a .

fr GSLB [ Dashboard

Home

&

Total Queries g Active Health Check DNS Server Leam More
WAF ES ®

Primary Anycast IP: 13.248.181.6

=] 0O Used s526MTota OUsed 270t
Advanced

Bot This Month
Protection

GSLB FQDN Status More > Virtual Server Status

[0

Threat
Analytics

|V 2 H U
= 2 ’ 1 ’

PartialUp © H Down 0
Ganaral Total Total

W Down 0 Unknown ©

Secondary Anycast IP; 76.223.61.87

This Month 4 Old DNS Server IP 50112123149

ARE s

3. Verify your domain works with the Anycast IP address by sending the DNS query traffic to Anycast DNS server
directly. Here, your DNS query traffic still goes through the old DNS server.

In our example, the test domain is app.devdemo.GSLB-cloud.com. You could use dig or nslookup to verify it.

4. Confirm your current configuration management tools are connected correctly. This is important as the Anycast
DNS server will connect to your existing domain management tool.

In this example, we used dig @8.8.8.8+trace to verify the status.
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If you use a NS (Name Server) record to point your domain to GSLB, update the Anycast IP address to the NS
record on your domain management tool.
In this example, the NS record is configured on Route 53 and the NS record value is updated to “13.248.181.6".

Route 53 NI © devdemo.fortigsib-cloud.com was successfully updted W peorddetails ©  x

Hosted zones HostedZone created by Route53 Registrar 16 Record name
devdemo fortigslb-cloud.com

Route 53 propagates your changes to all of the Route 53 authoritative DNS servers within 60 seconds. Use "View status” button to check propagation status.

Dashboard Description Record count

Health checks

Records (16) DNSSEC signing Hosted zone tags (0)
w IP-based routing Record type
CIDR collections NS
v Traffic flow Records (1/16) info ‘ Delete record ‘ ‘ Import zone file ‘ Create record Value
Au ior optimized for best filter results. To change mades go to settings 13.248.181.6
Traffic policies
Policy records ype ¥ v | | Alios v 1 & Alias
No
¥ Domains B Recordname v | Type v | Routin.. v | Differ.. v | Alias ¥ | Value/Route traffic to v | TG ¥ | Healt
R A =~} TTL (seconds)
Registered domains i ?
: I 60
Requests :
| Routing policy
¥ Resolver H Simple
VPCs
Inbound endpoints |
Outbound endpoints
Rules : |
o L
Query logging :
Outposts
¥ DNS Firewall ]
Rule groups [

Domain lists

If you use a glue record to point your domain to GSLB, update the Anycast IP address to the glue record on your
domain management tool.

Pictured below is an example where the domain “GSLB-anycast-demo.com” is registered on AWS. Here, the
domain will be configured under “Registered domains” in Route53 and the “Primary Anycast IP” and “Secondary
Anycast IP” are updated to "Glue records".

In this case, the DNS request is delegated to GSLB.
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Edit name servers

@ You cannot specify fewer than 2 nameservers.

Mame server

ns1.fortigslb-anycast-demo.com

Glue records
13.248.181.6
P
One or more IPV4 or IPVE addresses. Enter nes. Required only when the
name of a name server is a subdomain of the domain that you're ed ng.
ns2.fortigslb-anycast-demo.com
Glue records
76.223.61.87
~
} or IPVE addresses. Enter multiple add e lines. Required only when the
WE subdomain of the domain th oure e
Add a new name server
You can add up to 4 more nameservers.
Cancel

Save changes

Please note, DNS changes can take several minutes to 48 hours to fully propagate throughout the internet. Please

consult your domain management tool for more information.

6. To confirm the change is in effect, use dig or nslookup to verify the status of the newly configured IP address.

The GUI will also reflect that all domains have been successfully changed to the Anycast server.
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Migrate Legacy GSLB Organizations to FortiCloud Organizational Units (OU)

This section addresses the use case for migrating legacy organization assets to FortiCloud. It applies specifically to
former FortiGSLB users with multiple legacy organizations that have not yet migrated to FortiCloud.

Legacy FortiGSLB Organizations are no longer supported. Migrating to FortiCloud enables asset management, role-
and resource-based access controls, and hierarchical structures for efficient provisioning and consistent security.

For information on how FortiCloud Organizational Units (OU) works, please refer to this document outlining its key
concepts.

« Key features of migration on page 301

« Migration prerequisites on page 301

« Migration steps on page 302

+ Manage users after migration on page 307

After the migration, please refer to FortiCloud Organizational Units on page 417 for additional information on how to use
FortiCloud with FortiAppSec Cloud.

Key features of migration

Benefits of migrating to FortiCloud OU include:

« Comprehensive asset management: view, organize, and manage assets with search options in one place, and
organize assets into multi-depth hierarchies.

» Secure user management: delegate role-based and resource-based access controls.

« Multitenancy Management: use hierarchical structures for flexible, efficient resource provisioning and consistent
security management.

Please note that after migrating to FortiAppSec Cloud:

» You will no longer be able to choose FortiGSLB legacy organizations.
* You will only see the resources in OneClick type FortiGSLB legacy organization.

For further details on FortiCloud OU use cases and benefits, please refer to the FortiCloud Organization Portal Online
Help.

Migration prerequisites

« FortiCloud account

If you plan to enable Contract Sharing Mode, please register your service license to
the root account, as all member accounts under FortiCloud OUs share the root
account's license for calculations. Licenses registered under non-root accounts within
an organization will not count toward the service.

You can view your current license type in the FortiAppSec Cloud web portal under
General > Contracts.
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Migration steps

1. Login to FortiCloud.
2. Turn on the Organization feature.

a. Access the Organizational portal. Go to My Account > My Account (IAM version) > Account Preferences
and click Enable Organization Feature.

Go to https://support.fortinet.com/organizations.

Click Create Organization and follow the prompts to create the Organization. For more details on the
Organization creation screens, please see Creating an Organization.

3. Add Organization Structure. There are two ways to do this:

» Option 1: Upload Organization Structure. Choose this option if you would like to import your legacy service
organization structure to FortiAppSec Cloud.

» Option 2:Option 2: Input Organization Info. Choose this option if you would like to customize your FortiCloud
OU structure by manually inputting OUs and member accounts.

Option 1: Upload Organization Structure
a. Submit a ticket to request an Organization Template form with your legacy organization structure.
b. Download the Organization Template.

c. Edit the downloaded template, and update the values under OU Path to include the top-level organization's
name, followed by a backslash.
For example, if the top-level organization's name is "root_org," change the OU Path value "company1" to "root_
org\company1."

Similarly, update OU Paths with multiple values, changing "example-company\subgroup1" to "root_
org\example-company\subgroup1.”

A B C o
1 |OU Name * 0OU Description 0OU Path ou ID
2 |default default organization root_org\default
3 |companyl companyl root_org\companyl
4 company2 company2 root_org\company2
5

Save the changes in your Organization Template.
e. d. Return to FortiCloud. In the navigation menu, hover over your organization name and click the gear icon.
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Total Accounts €)

© Adda SubOU

<>

# Edit Organization

f. Click Add a SubOU. The Add a SubOU to <org_name> dialog opens.
g.

h. Select Upload Organization Structure, and upload the updated template from step c. This should auto-
populate the OU Structure Preview window.
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i. Click Confirm.

Add a SubOU to root_org

Q) Input Organization info

Cancel

Please download a file template to prepare your file

@ Upload Organization Structure

—
‘JJ‘ - \
C ™Y
_/

Organization Structure File Upload

Add a SubOU to root_org

© Input Organization info

% bulk-import_organization.xlsx

» & root_org
S default
& companyl

© company2

Cancel

@® Upload Organization Structure

OU Structure Preview

Option 2: Input Organization Info
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a. Inthe FortiCloud Organizations navigation menu, hover over your organization name and click the gearicon.

Total Accounts €9

@ Adda SubOU

<)

-

# Edit Organizabon

b. Click Add a SubOU. The Add a SubOU to <org_name> dialog opens.

c. Enterthe OU Name and OU Description, then click Confirm. The unit is added to the organization.
d. Repeat steps a and b until all organizations are added as desired.

4. Create member accounts for each desired OU. For more detailed information beyond the steps below, please refer
to Creating new Member Accounts.

Since FortiAppSec Cloud resources are tied to member accounts, it is mandatory to create a member account for
each desired Organizational Unit (OU).

a. Intheleft navigation bar, click on the desired OU under Dashboard to navigate to the page shown below.

Q| iBulkActons - 8o New Member Account

Total Accounts @

0% s EMALS DATE DATE S m

b. Click New Member Account, fill out the New Member Account fields as required, and click Submit.
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New Member Account

| want to use a real email

Select a Country

Industry

Organization Size

c. Repeat previous steps a and b until all desired OUs have corresponding member accounts.
5. Export OU structure.
a. Inthe left navigation bar, click on the top-level organization.
b. Click the hierarchy icon to ensure sub-organization units are selected. Then, from the Bulk Actions dropdown
list, select CSV File.

root_org
ou D
root org
eam\mot,owgm;ms;uao\gamzsnons Q & Bulk Actions  ~
@8 Excel File
GRS

O AccountiDg oU PATH & CoMPANY AL £t Remove SRR

(m] root_org company! 2019-03-29

m) root_org\companyl fortinet 2024-06-15

(m] root_org\company2 fortinet 2024-06-15

m) root_org\default fortinet 2024-06-15
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c. Download the organization file and edit it to include a column specifying the legacy FortiGSLB organization
associated with each member account. This ensures we can identify which assets to migrate to the
corresponding new member accounts.

A B & D E F G H
1 |Account ID OU Path Company Email Registration Date Join QU Date FortiGSLB Legacy OrganizZition
2 | root_org company ¢ 2019-03-29 2020-10-31
3 |1 root_org\companyl fortinet i — 2024-06-15 2024-06-15 companyl
4 root_org\company2 fortinet G a ) 2024-06-15 2024-06-15 company2
5 | root_org\default fortinet S i = 2024-06-15 2024-06-15 default
6
=

6. If you would like to enable Contract Sharing Mode, go to General > Settings and enable Contract Sharing
Mode.

7. Ensure all member accounts log in to the FortiAppSec Cloud portal. This step saves the account information
needed for the next phase.

8. Submit a ticket requesting the FortiAppSec GSLB team to complete your migration to FortiCloud OU. Be sure to
attach the OU Structure file downloaded and modified in Step 5.

For guidance on submitting support tickets, please refer to Submitting support tickets on page 428

Once the ticket is received, the GSLB team will synchronize the new member accounts and root account, binding
the legacy FortiGSLB organizations to the corresponding new accounts as specified in the OU structure file.

If you would like to transfer your One-Click device to your new membership account, please

wait to do so until the migration is complete.
You can check the status of the migration in the Ticket Conversation on FortiCare.

For more information on FortiCare tickets, see Ticket details.

Manage users after migration

To manage IAM users' access to FortiAppSec Cloud GSLB resources under different member accounts, you can either
edit an existing IAM user and set their Type to Organization, or create a new Organization type IAM user.

For details on advanced user management, please refer to FortiCloud Organizational Units on page 417

For instructions on creating a new IAM user, please refer to FortiCloud IAM Users on page 412

Topology

The Topology page provides a clear view of your configuration flow by displaying the relationships between your GSLB
objects, helping you gain a deeper understanding of their connections. You can either create objects and their
relationships on this page, or individually create each component by following the instructions on Onboarding GSLB
Applications on page 288.
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@ INSIGHT GSLB / Topology

Home B8 Dashboard

@ GLOBAL LOAD BALANCE T°p°|°gy
WAF & Topology Manage configurations with more insight.
G:LE ¥ Service - All Status  ~ Search FQDN Q ¢ Connect Virtual Servers
FQDN
»/ Virtual Server Pool
= n Name: ec2-vs
Protecton rocaton G 1p: 12711101 ®
Address Group e o g
@ S S
— £ Virtual Server ~ ® @
R Fabric Connector s
& Data Center )
General Il
MORE Domain 1
g ons
® synthetc Testing o
pooll

& Health Check

Internet

© @ o

Domain 2 poolt

Configure Topology

1. Add Fabric connectors and Virtual Servers

If you have a physical Fortinet device (e.g., FortiGate) and want to start with server management, begin with this

step. If you prefer to focus on network identity and are familiar with DNS, proceed to the next step to set up your
FQDN.

a. Click Connect Virtual Servers to configure fabric connectors and virtual servers.

Connectors in GSLB are linked to a physical device at the data center which houses virtual servers, from which
the cloud can fetch all the virtual servers running information.

For more information on the configuration options on this page, please refer to Fabric connector on page 325.
2. Add FQDN

An FQDN object maps a fully qualified domain name (FQDN) to a set of virtual servers (pool). For additional details
on FQDNSs, please refer to FQDN on page 311.

a. Return to the Topology page, and right-click Assigned DNS Server.
b. Click Add FQDN.
For more information on the configuration options for this object, please refer to FQDN on page 311.
c. Click Save to return to the Topology page.
3. Add Virtual Server Pool
a. Onthe Topology page, right-click the FQDN you added in the previous step.
b. Click New Virtual Server Pool.

For more information on the configuration options for this object, please refer to Virtual Server Pool on page
320.

Click Save to return to the Topology page.
4. Add Virtual Server to Virtual Server Pool
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a. Onthe Topology page, click Connect Virtual Servers.
b. Add the desired Virtual Servers you configured in step 1 to the Virtual Server Pool(s) you created in step 3.
We recommend placing virtual servers with similar functions or locations into the same pool.

Edit Topology

To edit the relationship between objects in your Topology, click and edit an object to remove or add a child object in
Topology tree.

To edit settings on individual objects:

Right-click the object you would like to edit.

Click Edit to open a modal window with configuration options for the selected object.
Make the desired changes.

Click Save.

Ao nN =

Run Diagnostics

Run diagnostics on Virtual Servers, Fabric Connectors, and Health Checks directly from the GSLB Topology view by
right-clicking the item and selecting Diagnose.

This displays further details on its status such as associated health check, region, and error message if applicable.

ﬁ“ FortiAppSec Cloud ? Service - @ Support = fal 9 test@fortinet.com =
@ GSLE / Topology
Homie B8 Dashbcard
® cLoBAL LOAD BALANCE Topology
WAF % Topology Manage configurs h mere insight.
*® Y Serviee - )
cole All Status - Search FQDN o, &2 Connect Virtual Servers
FQDN

o

Advanced

Wirtual Server Pool

Bat Location
j Address Group ®@mmmmm®@®
Theeat B Virtual Server - @ @@C #  Edit )@ @@
.ﬂ.na-:-(lus Fabric Connector pooh @ E 2 Diagnose {b
le't“ Data Center @ B Remove
MORE FQDMN1
& ons PEEEEEEEE®®®®
® Synthetic Testing 0 ®® ®® @@@
= Health Check ~
Internet
ORNC
FQDNZ pooll
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Service

« FQDN
Virtual Server Pool on page 320
Synthetic testing on page 342

» Location on page 322
Address group on page 324

FortiAppSec Cloud 25.3 User Guide 310
Fortinet Inc.


../../../../../Content/Document/Handbook/GSLB/GSLB services.htm

GSLB

FQDN

The FQDN object is a GSLB Service. An FQDN object will map a fully-qualified domain name (FQDN) to a set of virtual
servers (pool). Administrators can set a global geographic policy in this object. After the administrator has defined the
pool objects and the location objects, a pool object can bind a location object as a member for the FQDN object, and the
FQDN object can define multiple members. When the DNS queries are trying to reach the GSLB, it will do the first level
load balance according the virtual server pool selection method. Then, the DNS queries will be forwarded to a pool and
the virtual servers will respond according to the pool's preferred schedule methods for the queries.

@ INSIGHT

GSLB / FQDN
Home [B Dashboard
¢ GLOBAL LOAD BALANCE
WAF % Topology FQDN
& Y Service v EEE——
Advanced Q Search... + Add FQDN
Bot FQDN
Protection
R Virtual Server Pool
b fqdn1 DOWN fqdn2 PARTIAL UP  } fqdn3 DOWN
osLB Location
o) Address Group Pool: ae Pool: aee Pool: aee
Vs: as vs: ases vs: ass
Threat % Virtual Server v
Analyti
@, Fabric Connector Host: www Host: www Host: www
General I Data Center Domain: com. Domain::.com. Domain:
Pool Select Method: DNS-Query-Origin Pool Select Method: Weight Pool Select Method: Weight
MORE
5 DNS
fqdnd up fqdn5 PARTIAL_UP  : fqdn6 PARTIALUP  :
@ Synthetic Testing
£ Health Check Pool: [ ] Pool: as Pool:
vs: as vs: asses vs: as
Host: sub Host: www Host: test
Domain: .com. Domain: .com. Domain: .com.
Pool Select Method: Weight Pool Select Method: Weight Pool Select Method: Weight

Creating an FQDN

1. Click Add FQDN.
2. Enter the following:

3. Settings Guidelines

Name The name of the FQDN.
This cannot be modified after the FQDN is created.

Host Name The hostname part of the FQDN, such as www.
Note: You can specify the @ symbol to denote the zone root. The value
substituted for @ is the preceding $ORIGIN directive.

Domain Name The domain name must end with a period. For example: example.com.
This cannot be modified after FQDN is created.

Respond Single Record Enable/disable an option to send only the top record in response to a query.
Disabled by default. By default, the response is an ordered list of records.

Virtual Server Pool Selection Virtual Server Pool Selection Method:
Method Weight:

DNS queries will be load balanced to pool by weight, and the virtual server will
respond according to the pool's preferred schedule methods.

DNS-Query-Origin:
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Settings Guidelines

DNS queries will be load balanced to the pool with the same geographic
information as the local DNS address, and the virtual server will respond
according to the pool's preferred schedule methods.

Global-Availability:

DNS queries will be load balanced to the first available pool in the FQDN pool
member list, and the virtual server will respond according to the pool's
preferred schedule methods.

Default Feedback IPv4 Specify an IP address to return in the DNS answer if no virtual servers are
available.

Default Feedback IPv6 Specify an IPv6 address to return in the DNS answer if no virtual servers are
available.

Configuring FQDN members text field

Settings Guidelines

Name The name of the member

Virtual server pool Specify a pool for this FQDN.

Weight Assign a weight. Valid values range from 1 to 255.

Location List Bind a location for the pool. A location list configuration consists of a list of

locations you select.

Note: The any location object is a default configuration that includes all regions in
the database. When the any location list is applied, all traffic that do not match the
other locations will then match to any other region that has not been specified.

Address Group Bind an address group for the pool. An address group configuration consists of a
list of IP/Netmasks or IP ranges.

Note: IP/Netmasks: 0.0.0.0/0 indicates all IPv4 IP addresses.

FQDN service logs

Refer to FQDN Logs for more information.

How to make an existing FQDN work with GSLB

Example: You have an existing domain ‘example.com’ running on a DNS server that does not support global app load
balance. Your FQDN ‘www.example.com' pointed to a single host 10.123.4.5. When business grew, you brought in
another server 10.234.5.6 also have this service.

Now you would like to have global app load balancing for the FQDN. However, you still want your other FQDNs running
on your existing DNS server. To do this, change the A record for ‘www.example.com’ to a CNAME record, and point it to
‘www.sub.example.com’. Add ‘sub.example.com’ as a sub-domain. Then configure ‘www.sub.example.com’ global app
load balance service on GSLB.
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Root and TLD
DNS server

Domain: example.com.
Resolver Domain Server sub IN NS ns-4.sub
10.106.156.24 10.106.156.183 ns-4.sub IN A 10.106.33.120
www I[N CNAME www.sub

Client

Domain: sub.example.com.
www INA 10.123.4.5
www IN A 10.234.5.6

Sub-domain Server
10.106.33.120

Steps

1.

Configure the GSLB for sub-domain 'sub.example.com'.

a. Goto DNS Services and click Create DNS Services or Create New. Add a DNS service for the sub-domain and
name the Primary Server Name as ns-4. The DNS server address in this example is 10.106.33.120.

b. Adda FQDN service for 'www.sub.example.com'. For detailed instructions, see Setting up an FQDN with
Generic-Host connector on page 350.

Configure the ‘sub.example.com’ as a sub-domain of ‘example.com’ by adding a NS record in the domain
configuration. You may need a NS record that points ‘sub.example.com’ to ‘ns-4.sub.example.com’, and another A
record that points ‘ns-4.sub.example.com’ to 10.106.33.120.

The following is an example from FortiADC. The FortiADC will automatically create these two records according to

the configuration settings.

Remove the old A record for 'www.example.com' and replace it with a CNAME record. Alias 'www.example.com.' to
the Target Name 'www.sub.example.com.'.

CNAME Record example from FortiADC

Verify the configuration by querying the resolver 10.106.156.24 using any of the following methods. We recommend
using dig for Linux, and ns1ookup or Resolve-DnsName for Windows.
The expected query output is as follows:

Linux-dig
Windows - nslookup
Windows - Resolve-DnsName

If you configure steps 1 — 3 correctly, your host should now be able to load balance between two data centers. You can
test this by querying the pubic DNS resolver 8.8.8.8 multiple times and seeing the order of the two IP address change
when the TTL counts down.
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Debugging

If verification fails, the user will need to debug according to the steps below:

1.

Test the sub-domain A record by querying the sub-domain DNS server 10.106.33.120 directly.

Linux-dig

[root@localhost ~]# dig @10.106.33.120 www.sub.example.com

; <<>> DiG 9.9.4-RedHat-9.9.4-72.el7 <<>> @10.106.33.120 www.sub.example.com
; (1 server found)

;5 global options: +cmd
;: Got answer:

;7 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44587

;; flags: qr aa rd; QUERY: 1, ANSWER: 2, AUTHORITY: 1, ADDITIONAL: 2
;7 WARNING: recursion requested but not available

;+ OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

;; QUESTION SECTION:
;Www . sub.example.com.

;» ANSWER SECTION:
www . sub.example.com.
www . sub.example.com.

;+ AUTHORITY SECTION:
sub.example.com. 120

;; ADDITIONAL SECTION:
ns-4.sub.example.com. 120

;7 Query time: 3 msec

;3 SERVER: 10.106.33.120#53(10.106.33.120)
;3 WHEN: Thu Jun 17 17:08:08 EDT 2021

;3 MSG SIZE rcvd: 115

Windows - nslookup

IC: \Users\
Server: UnKnown

Address: 10.106.33.120

Name: www.sub.example.com
Addresses: 10.123.4.5
10.234.5.6

Windows - Resolve-DnsName
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PS C:\Users\ > Resolve-DnsName 10.106.33.120 www.sub.example. com

Type TTL Section IPAddress

Www.sub.example.com A Answer 10.234.5.6
wWww.sub.example.com A Answer 10.123.4.5

Name : sub.example.com
: NS
: 120
: Authority
: ns-4.sub.example.com

ns-4.sub.example.com 120 Additional 10.106.33.120

a. Ifthe test fails, remove all other records from Zone service and try again. The Zone service may take a minute
to reload after the configuration changes.

2. Testthe NS record by querying the domain server 10.106.156.183.
Linux-dig

[root@localhost ~]# dig @10.106.156.183 sub.example.com ns

; <<>> DiG 9.9.4-RedHat-9.9.4-72.el7 <<>> @10.106.156.183 sub.example.com ns
: (1 server found)
;3 global options: +cmd

; Got answer:

; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23956

; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 2

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
;; QUESTION SECTION:

;sub.example.com. IN

;5 ANSWER SECTION:
sub.example.com. 90 IN ns-4.sub.example.com.

;; ADDITIONAL SECTION:
ns-4.sub.example.com. 100 IN 10.106.33.120

;5 Query time: 1 msec

;5 SERVER: 10.106.156.183#53(10.106.156.
;5 WHEN: Thu Jun 17 17:17:48 EDT 2021

;3 MSG SIZE rcvd: 79

Windows - nslookup
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>nslookup -g=NS sub.example.com 10.106.156.183

UnKnown
Address: 10.1086.156.183

Non-authoritative answer:
sub.example.com nameserver = ns-4.sub.example.com

ns-4.sub.example.com internet address = 10.106.33.120

Windows - Resolve-DnsName
PS C:\Users\ > Resolve-DnsName 190.106.156.183 sub.example.com

Type TTL Section NameHost

sub.example.com NS 53 Answer ns-4.sub.example.com

: ns-4.sub.example.com

A

: 53

: Additional
IP4Address : 10.106.33.120

a. Ifthe test fails, check to see if the NS record conflicts with any other records in the Zone configuration.

Test the CNAME record by query the Domain DNS server 10.106.156.183.
Linux-dig
[root@localhost ~]# dig @10.106.156.24 www.example.com cname

; (1 server found)

;7 global options: +cmd

;5 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43925

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1
;7 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

;7 QUESTION SECTION:

;www.example. com. IN CNAME

;7 ANSWER SECTION:
www . example. com. 34 IN CNAME  www.sub.example.com.

;7 Query time: 2 msec

;; SERVER: 10.106.156.24#53(10.106.156.24)
;7 WHEN: Tue Jul 06 21:03:37 EDT 2021

;7 MSG SIZE rcvd: 66

Windows - ns1lookup
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Address:

>nslookup -g=cname www.example.com 10.106.156.183

UnKnown

10.106.156.183

www .example.com canonical name = www.sub.example.com
example.com nameserver = ns.example.com
ns.example.com internet address = 10.106.156.183

Windows - Resolve-DnsName

PS C:\Users\

> Resolve-DnsName 10.106.156.183 www . example . com

Type TTL Section NameHost

CNAME 180  Answer www.sub.example.com
NS 180  Authority ns.example.com

: ns.example.com
A

: 180

: Additional

: 10.106.156.183

a. Ifthe test fails, check to see if the CNAME record conflicts with any other records in the Zone configuration.

How to add generic SD-WAN device to GSLB

Follow the steps to add the generic SD-WAN device to GSLB.

1. Create FQDN in GSLB Services > Create FQDN Member > Create new Virtual Server Pool > Create new
generic connector > Create new connector member (add Generic SD-WAN device IP).

2. The virtual server from the generic SD-WAN connector will be added into Pool and Connector directly and will work
in GSLB Services.

Example solution

This example assumes the following:

¢ You have two ISP routers.

o The generic SD-WAN has two members for each ISP. The SD-WAN will do the out-going load balance for App1 (as
shown on the right side of the diagram). But sometimes,the incoming traffic may come always from ISP2, which
means that the ISP2 link is very busy while ISP1 link is very free.

e The GSLB can load balance the incoming traffic to ISP1 link and ISP2 link from the DNS level, thus solving this

issue.

Steps:

1. Create FQDN App1-www.fsdwan.com in GSLB services.
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2. Create FQDN member > Create new Virtual Server Pool ISP1-pool > Create new generic connector sdwandevice >
Create new Connector member VIP1-ISP1. Add generic SD-WAN device Virtual IP App1 ISP1 Public IP
202.0.20.21 and enable health check Default HLTHCK_HTTP.

3. Create FQDN member > Create new Virtual Server Pool ISP2-pool > Select Connector sdwandevice > Create new
Connector member VIP2-ISP2. Add generic SD-WAN device Virtual IP App1 ISP2 Public IP 54.20.0.22 and enable
health check Default HLTHCK_HTTP).

4. The virtual server from the generic SD-WAN device will be added into Pool and Connector directly and will work in
GSLB services.
Sample topology view of GSLB

We have added 2 pools to perform the load balancing and each pool has a VIP.

After completing these steps, the customer can monitor the App1 status for both ISP1 link and ISP2 link on the FQDN
service detail page. The GSLB will load balance the traffic to two links. If one of the links is down, the GSLB will direct the
traffic to the available link. If both of the links are down, the GSLB will direct the traffic to the App1 default server.

How to load-balance by geolocation

The GEO load balancing method directs traffic based on the geographic location of the client, typically using the source
IP address. This method helps route users to the nearest or most appropriate regional endpoint, improving performance
and supporting data residency compliance.

1. Create FQDN in GSLB Services and create an FQDN member.

2. Create a new Virtual Server Pool and use GEO preferred method in Pool.

3. Choose existing virtual servers for Pool. You can also create several new connectors with different Data Centers.
Create new Connector member (Virtual Server) into Connectors.

4. The FQDN will respond to the DNS query according to the virtual server’s location in Connectors and the DNS
query’s source IP.

Note: GEO method matches query’s source IP according to the data center of the connector that this virtual server
belongs to. It will match country or continent if region is not matched. It will use Weight Round Robin if no continent
matches.

For example: One virtual server with location US-California
Query’s source IP from US-Oregon will match it if no other virtual server locates in US-California.

Query’s source IP from Canada will match it if no other virtual server locates in US.

How to set up the load balance method DNS-Query-Origin

Perform the following steps to setup the load balance method DNS-Query-Origin.

1. Create FQDN in GSLB Services and choose DNS-Query-Origin as the Virtual Server Pool Selection Method.
2. Create multiple FQDN members.
a. Click Create Memberin FQDN and choose Virtual Server Pool.
b. Click Create Location List and add location(s) to list (if needed).
c. Click Create Address Group and then add the IP/Netmasks or IP ranges as address members (if needed).
Create second Virtual Server Pool with other location(s) using the steps above.
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3. Add the virtual servers into Virtual Server Pool. The FQDN will respond to the DNS query according to the Virtual
Server Pool’s listed location(s) and DNS query’s source IP.

Note: If you want to use DNS-Query-Origin for matching Virtual Server Pool, all query source IP locations should be
added to the location list or all corresponding IP/Netmasks or IP ranges should be added to the address group.
Otherwise it uses Weight Round Robin method.

Example 1: Use only Location list

o Define one Location: United_States

« Assign Location United_States to virtual server pool: Virtual_Server_Pool_US
» Define second Location: Germany

o Assign Location Germany to virtual server pool: Virtual_Server_Pool_Germany

Result:

Queries from the United States will get replied from Virtual_Server_Pool_US, queries from Germany will get replied from
Virtual_Server_Pool_Germany, queries other than these two countries will use Weight Round Robin between those two
virtual server pools.

Example 2: Use Location list together with Address Group

Following the scenario setin Example 1, after having run the configuration for a while, you are finding that some
particular source IP from the United States (here we are using 8.8.8.8 and 8.8.4.4 as an example) is not always getting
replies from the Virtual_Server_Pool_US.

o Define an Address Group: United_States_IPs and add AddressNet 8.8.8.8/32 and AddressRange 8.8.4.4-8.8.4.4
as the members

« Assign Address Group United_States_IPs to virtual server pool Virtual _Server Pool US
Result:

Queries from 8.8.8.8 and 8.8.4.4 will also get replied from Virtual_Server_Pool_US.

Example 3: Use only Address Group

o Define one Address Group: Google Resolvers

o Add AddressNet 8.8.8.8/32 and AddressRange 8.8.4.4-8.8.4.4 as the members
« Assign Address Group Google_Resolvers to virtual server pool Pool_for_Google
» Define another Address Group: any IP

o Add AddressNet 0.0.0.0/0 as the member

o Assign Address Group any_IP to virtual server pool Pool_General

Result:

Queries from 8.8.8.8 and 8.8.4.4 will get replied from virtual server pool Pool_for_Google. Queries from other IP
addresses will get replied from virtual server pool Pool_General.
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Note: Although 8.8.8.8 and 8.8.4.4 are also included in the Address Group any_IP, the GSLB service is matching the
virtual server pool by the sequence they are in the FQDN configuration. They will match the Address Group Google
Resolvers first, and get replied from Pool_for_Google.

Example 4: Use city-level location list

« Define one Location: CA_Sunnyvale

« Assign Location CA_Sunnyvale to virtual server pool Virtual_Server_Pool_CA_Sunnyvale

« Define second Location: CA_ Sacramento

» Assign Location CA_ Sacramento to virtual server pool Virtual_Server_Pool CA_Sacramento

Result:

Queries from Sunnyvale will get replied from Virtual_Server_Pool_CA_Sunnvayle, queries from Sacramento will get
replied from Virtual_Server_Pool_CA_Sacramento.

Virtual Server Pool

The Virtual Server Pool is a group of virtual servers that perform the same role on the network. The administrator puts
the virtual servers with the same role in a pool. The administrator can also divide a pool into several sub pools based on
geographic location.

For more information on virtual servers, please see Virtual Server on page 325.

INSIGHT
5SLB/ Pool
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Q, search... [+ Add Virtual Server Pool
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Location
Weight Weight
Address Group
#  Virtual Server v
Weight Weight
Fabric Connector
Data Center
Weight Weight
MORE
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2= Health Check Weight Weight
# Settings
Weight Weight
Weight Weight
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Add Virtual Server Pool

1. Click Add Virtual Server Pool.
2. Enter the following:

Settings Guidelines

Name Name of the pool

Preferred LB Method The preferred Load Balancing (LB) method determines how traffic is
distributed among virtual servers associated with a specific FQDN.
WEIGHT: GSLB distributes traffic using the weighted round-robin method,
directing more requests to resources with higher assigned weights.
GEO: GSLB performs load balancing according the request’s source
geographic location.
Least-Connection (FortiADC): GSLB will load balance the traffic to the virtual
server which has the least connections.
Connection-Limit (FortiADC): GSLB will perform load balancing according to
the virtual servers’ connection limit determined by the virtual servers' weight:
the greater the weight of a virtual server, the more responses it will get.
Bytes-Per-Second (FortiADC): GSLB will load balance the traffic to the virtual
server which has the least BPS.
Server-Performance (FortiADC/FortiGate): GSLB will load balance the traffic
to the server which has the lowest load (memory and CPU). Virtual servers
with better server-performance in the CPU or Memory (whichever one you
give more weight to) will respond.
SDWAN-InBandwidth (FortiGate): GSLB load balances the traffic to the
virtual server which has the lowest InBandwidth for the related SD-WAN
gateway.
SDWAN-OutBandwidth (FortiGate): GSLB load balances the traffic to the
virtual server which has the lowest OutBandwidth for the related SD-WAN
gateway.
SDWAN-BiBandwidth (FortiGate): GSLB load balances the traffic to the
virtual server which has the lowest sum of InBandwidth and OutBandwidth for
the related SD-WAN gateway.

Alternate Enable this option to specify a load balancing method to use as a backup if the
primary method becomes unavailable or fails to meet required conditions,
such as health check failures. If the alternative method is unable to select a
server, the system defaults to the WEIGHT method.
Refer to Preferred LB Method above for a complete list of load balancing
methods and their descriptions.

Note: This option is not supported when WEIGHT is selected as the preferred
load balancing method.

Example use case: An organization operates two virtual servers, one in the
United States and one in Singapore. The preferred method is GEO, and the
alternative method is set to Least-Connection.

» Queries originating from the United States or Singapore are routed
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Settings Guidelines

geographically to the corresponding local servers, as determined by the
preferred method.

¢ Queries originating from other locations are routed using the alternative
Least-Connection method, directing traffic to the server with the fewest
active connections.

« If both servers have the same number of connections, traffic from outside
the United States and Singapore is distributed using Weighted Round-
Robin (WEIGHT), alternating requests based on each server’s assigned
weight.

Check Virtual Server Status Enable/disable checks on whether the status of the virtual servers in the virtual
server list is known. Virtual servers with unknown status are not selected for
DNS answers.

3. Click Add Virtual Server. This opens a modal window.

Settings Guidelines

Virtual Select a virtual server that you have created to add it to this Pool.
Server For information on how to configure Virtual Servers, please refer to
TTL The Time to Live of the Resource Records, which defines how long DNS servers cache the

server's details before refreshing. Lower TTL values allow quicker updates, while higher values
reduce lookup frequency and improve caching efficiency.
Default: 5;

Range: -11t02147483647.
When this value is -1, it means the virtual server will use the zone level TTL.

Weight Assigns relative preference among virtual servers—higher values are more preferred and are
assigned connections more frequently.
The defaultis 1. The valid range is 1-255.

Backup Enable to designate the member as a backup. Backup members are inactive until all main
members are down.

4. Click Save to save the Virtual Server.
5. Click Save to save the Virtual Server Pool.

Location

The location object is a group of GeolP regions. GSLB is able to detect requests from all countries and regions in the
world and is accurate to the city level of G20 countries.

Each location object must contain at least one location record, with a maximum of 50 location records supported per
location object.

When configuring multiple location records, ensure that each record specifies distinct GeolP regions that do not overlap,
otherwise it results in an invalid configuration. For example, if one record specifies the continent as Asia, and another
record specifies the country as Japan; these two GeolP regions would overlap as Japan is already a part of Asia,
resulting in an invalid Location configuration.
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After you have configured the location object, you can then use it as the location listin GSLB services. For more
information, see FQDN on page 311.

INSIGHT
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Note: any is a predefined location object that includes all regions in the database by default.

To configure a location object:

1. Goto GSLB > Service > Location.
2. Click Add Location to display the configuration editor.

3. Inthe Name field, specify a unique name for the location configuration.
Valid characters are -7, a-z, 0-9, , and -. No spaces. After you initially save the configuration, you cannot edit

the name.

4. Click Add Region to add a location record.
At least one Region must be added for a location object.

GSLB / Location

Create Location

Name*

place

Region*

Canada British Columbia Burnaby v x

+ Add Region

@ Cancel
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5. Configure the following Location settings:

Setting Description

Continent/Country Specify the continent or country to include in the GeolP region. The
Continent/Country selection determines the availability of the State and City
options.

ALL is the default option, which specifies that all continents/countries is
included in this GeolP region.

Note: At minimum, a continent or country must be selected for a location
record to be valid.

State/Province Specify the state to include in the GeolP region. The availability of State
options is dependent on the selected Continent/Country.

ALL is the default option, which specifies that all states under the specified
continent/country is included in this GeolP region.

City Specify the city to include in the GeolP region. The availability of City options is
dependent on the selected Continent/Country and State.

ALL is the default option, which specifies that all cities under the specified
state is included in this GeolP region.

6. Optionally, you can add multiple location records under the same location object, with up to 50 location records
supported per single location object. However, a Location configuration becomes invalid if multiple location records
share the same GeolP region specification.

Beware of the following scenarios that can result in this type of configuration conflict:

« When separate location records specify regions that overlap, such as when both Asia and Japan are selected
as the Continent/Country. As Japan is a part of Asia, the two GeolP regions overlap.

« When one of the location records is set as ALL for Continent/Country, State, and City levels. If the
Continent/Country is set to ALL, then it would naturally overlap with any other location record that specifies a
continent or country. However, by default, a location record is already invalid if ALL is set for
Continent/Country.

7. Click Save.
The new location object will be listed on the Location page.

Address group

The address group object is a group of IP intervals in the form of IP/Netmasks or IP ranges.

Create Address Group

1. Click Add Address Group
2. Enter the Name of the address group.

3. Click Add Address Group member. This opens a modal panel for configuring the Address Group Member's
settings.

4. Selectthe Address Type, and enter the Net or Range.
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Address Net refers to an entire subnet or network of IP addresses, defined by a network address and a subnet
mask.

An example of an Address Net entry would be 10.0.0.0/24
Address Range specifies a continuous range of IP addresses, usually defined by a starting and ending IP address.

An example of an Address Range entry would be: Address Range Start: 10.0.0.0, Address Range End:
10.0.0.255

Virtual Server

Manage connections between your FQDNs and external resources, such as fabric connectors and data centers.
There are two types of virtual servers:

« Fabric connector on page 325
« Data center on page 329

Fabric connector

Connectors in GSLB are linked to a physical device at the data center which houses virtual servers, from which the cloud
can fetch all the virtual servers running information.

You can either create a connector manually in the FortiAppSec Cloud GUI, or enable a One-Click DNS service on a
FortiADC/FortiGate/FortiWeb appliance, which will automatically create the connector and GSLB service.

Create Connector manually

1. Goto Virtual Servers > Fabric Connectors and click Create Connector.
2. Create a connector according to the following configuration.

Settings Guidelines

Name The name of the connector.
Note: After you initially save the configuration, you can still edit the name later.

Type GSLB can support three types of connectors:
1. FortiGate
The FortiGate Connector is for a FortiGate device. The administrator can edit the FortiGate
Management IP address or FQDN, port, API version, sync control and authentication for the
connector. Once the Fortigate Connector is configured, GSLB will sync the Virtual Server and SD-
WAN configuration and run information from the FortiGate host periodically through RestAPI and
update automatically. The administrator can specify the SD-WAN member name with the virtual
server. The administrator can also create the virtual server manually or specify the health check for
the virtual server.
2. FortiADC

A FortiADC instance that has enabled GSLB.
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Settings Guidelines

The FortiADC type connetor is the FortiADC device that runs GSLB service. Once the device
connects to the cloud, it will actively connect to the cloud. Then the connector object will be
generated automatically, and the administrator will define the Virtual Servers’ domains and hosts
at the connector side in just one step. FortiADC will send the Virtual Servers’ domains, hosts,
running information to the cloud periodically, while the cloud will perform global servers load
balancing automatically. The administrator can also create the virtual server manually or specify
the health check for the virtual server.

Data center

Address

type

Address

IPv4

Address

Port

APl version

Sync

control

Auth type

3. Generic-Host
A third party FortiADC connector.

The Generic-Host type connector is a third party host system that cannot communicate with the
cloud directly. The administrator can add the host IP address on this server, and the administrator
cloud can also specify the health check for the host. The cloud will detect the remote host
automatically, then the administrator can configure the pool, the GSLB service.

4. FortiWeb

A FortiWeb instance that has enabled one-click GSLB service.

The FortiWeb type connector is the FortiWeb device that enable GSLB service as fabric connector.
Once the device connects to the GSLB, it will publish the polices with hosts and domains to GSLB,
and GSLB will create connector object and GSLB service automatically.

5. AWS

The Fabric Connector is for AWS. The administrator can create a connector and virtual servers
from a specified AWS region with the provided Access Key and Access Secret.

6. AZURE

The Fabric Connector is for AZURE. The administrator can create a connector and virtual servers
from a resource group in a specified AZURE location using the provided Tenant ID, Client ID,
Client Secret and Subscription ID.

Select a data center configuration object. The data center indicates the physical geography
location of the connector.

IPv4 or FQDN

FortiGate management IPv4 address

FQDN address
FortiGate administrative access port for HTTPS. Default: 443, Range: 1-65535
The restful API version that GSLB can use when access FortiGate . Currently only v2 is supported

User can configure to sync SD-WAN and/or Virtual Server configuration and running information
from FortiGate. Default: SD-WAN.

Note: The name of the synced SD-WAN and Virtual Server will use VDOM name as prefix, such as

root-xxxx.

The authentication method that GSLB can use when access FortiGate.
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Settings Guidelines

Currently, Auth-Verify and Token authentication are supported. When Auth-Verify is chosen, user
needs to provide username and password info; when Token is chosen, user needs to provide the
RestAPI Key generated from FortiGate

3. After the FortiGate Connector is created, the Virtual Servers and SD-WAN member should be synced to GSLB
within a couple minutes.

Notes & limitations:

» FortiGate Connector supports FortiGate hosts that run FortiOS version 6.2.5 or higher, due to the supported
RestAPIs on FortiGate.

» FortiGate Connector supports Rest API version v2, this is the same Rest API version that FortiGate host currently
supports. If in the future, FortiGate supports additional versions, FortiGate Connector will extend to support
additional versions as well

o The FortiGate API token needed in FortiGate Connector token authentication can be generated on FortiGate using
CLI. Below is an example of how to config an api-user and generate API key:
config system api-user
edit "g-api-rw-user"

set api-key ENC SH2SHFEtfJQ90sfH/keh4kdULAp3V4ps7HkxBuDIzpR4Cmsckaa9wJokw28dFQ=
set accprofile "super admin"
set vdom "root"
config trusthost

edit 1
set ipv4-trusthost 10.6.30.0 255.255.255.0
next
end
next
end

execute api-user generate-key g-api-rw-user

o If Virtual Domains(VDOM) are enabled on FortiGate host, the RestAPI| administrator configured for FortiGate
Connector access should have access to all the VDOMs

Create a Generic-Host type connector

1. Go to Fabric Connectors and click Create Connector.
2. Create a connector according to the following configuration. For Type, select Generic-Host.

Settings Guidelines

Name The name of the connector.
Note: After you initially save the configuration, you can still edit the name later.

Type GSLB can support three types of connectors. Refer to the table under Create Connector manually
on page 325 for details.
For Generic-Host type, select "Generic-Host"

Data center Select a data center configuration object. The data center indicates the physical geography
location of the server.

3. Input a meaningful name for the connector, and select the Data Center or create a new one. Don't forget to save.
Then, configure virtual servers according to Configuring virtual servers for connectors on page 328.
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Itis recommended to create only one Connector for each Data Center, unless you have a lot of
N - /, services and IP addresses for this Data Center (which means you will have a lot of virtual
q servers, hundreds). In this case, you may need multiple Connectors. For easy management, it
- is recommended to create a Connector for each hardware device or a set of devices that
running the similar service, or a set of devices that for one domain.

Note: The FortiADC type connector is automatically generated and available to use in GSLB once the user enables
GSLB service on the FortiADC device. The user does not need to manually create this type of connector.

Configuring virtual servers for connectors

In the edit connector window, click "Create Member" to create a virtual server.

To configure the virtual server, input a virtual server name, and IP address. Enable the health check if needed. Virtual
Server is allowed to enable multiple health checks for each virtual server with a simple and/or relationship.

Refer to the table below for details on virtual server configuration settings.

Settings Guidelines

Name Virtual server name

Note: Usually, the service name or FQDN name is used for ease of identification.
You may still edit it after you initially save the configuration.

Address Type IPv4 or IPv6.
IP Address Virtual server IP address.
Health Check Control Enable health checking for the virtual server.

Note: you must enable this option to configure the Health Check Relationship and
Health Check List fields below.

Health Check Relationship « AND—AII of the specified health checks must pass for the virtual server to be
considered available.

¢ OR—One of the specified health checks must pass for the virtual server to be
considered available.

Health Check List Specify one or more health check configuration objects.

SD-WAN Link Name Specify the SD-WAN member name for the virtual server, applicable to FortiGate
type connector only.
Notes:
¢ The SD-WAN member should be in the same VDOM as the virtual server if
the virtual server is synced from FortiGate
e Foravirtual server that is synced from a FortiADC or FortiGate, the synced
attributes, such as name, ip address, and etc are not allowed to modify in
GSLB.
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\‘é', Itis recommended that you reuse the same Virtual Server for different GSLB services if they

share the same IP. However, it is also reasonable to have multiple Virtual Servers with the
same |IP, which then may use different health check for different GSLB services.

Data center

The data center object is defined as the physical data center on the network, and its location item tells the cloud where
the data center is located. Using the data center location information, the cloud can then perform proximity load
balancing to direct all requests from the specified region to the data center.

To configure a data center object:

1. Goto Virtual Server > Data Center.
2. Click Add Data Center to display the configuration editor.

3. Configure the following Data Center settings:

Setting Description

Name Specify a unique name for the data center configuration. Valid characters are
A-Z,a-z,0-9, ,and-.No spaces.
After you initially save the configuration, you cannot edit the name.

Description Optionally, describe the purpose of the configuration, to help you and other
administrators more easily identify its use.

Region

Continent/Country Select the continent or country in which the data center is located. The
Continent/Country selection determines the availability of the State and City
options.

To set the data center as a country-level data center, you can select the
Continent/Country, and then set State and City as ALL. All requests from the
specified continent or country will then be directed to this data center location.
Note: Antarctica is the only continent selection that allows for ALL as an option
for State and City.

State Select the state in which the data center is located. The availability of State
options is dependent on the selected Continent/Country.
To set the data center as a state-level data center, you can select the State,
and then set City as ALL. All requests from the specified state will then be
directed to this data center location.
Alternatively, you can select ALL to specify that requests from all states under
the specified continent or country will be directed to this data center location,
making this a country-level data center.

City Select the city in which the data center is located. The availability of City
options is dependent on the selected Continent/Country and State.
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Setting Description

Select a city to set the data center as a city-level data center. All requests from
the specified city will then be directed to this data center location.

Alternatively, you can select ALL to specify that requests from all cities under
the specified state will be directed to this data center location, making this a
state-level data center.

4. Click Save.
The new data center object will be listed on the Data Center page.

DNS service

This section covers the DNS services offered by FortiAppSec Cloud.

* DNS Resource Types on page 333

+ How to create a DNS record on page 337

» How to enable DNSSEC on GSLB on page 337
* How to add GSLB as sub-domain on page 340

GSLB, functioning as a DNS Service, can support both standard DNS zones and primary type zones.

Adding a DNS Zone

1. Click Add Service
2. Configure the following:

Settings Guidelines

Name Name of the zone.

Type Primary—The configuration contains the “primary” copy of data for the zone
and is the authoritative server for it.

Domain name The domain name must end with a period. For example: example.com.
Responsible Mail Username of the person responsible for this zone, such

as admin.example.com.

Note: Format is mailbox-name.domain.com. (remember the trailing dot). The
format uses a dot, not the @ sign used in email addresses because @ has
other uses in the zone file. Email, however, is sent to admin@example.com.

Primary server name Sets the server name in the SOA record.

Primary server address (IPv4) The IPv4 address of the primary server.

Note: The address will append on the '"ADDITIONAL SECTION' of the query
reply. In most cases is the GSLB DNS server IP address.
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3.

Settings Guidelines

Primary Server Address (IPv6)  The IPv6 address of the primary server.
Note: The IPv6 address will append on the 'ADDITIONAL SECTION' of the
IPv6 type query reply. If you have another DNS server hosting the same
domain and it supports IPv6, then put that IPv6 address, otherwise leave it
empty.

TTL The $TTL(Time-To-Live) is the length of time or “hops” that a packet may
move through a network before being discarded by a router, or how long
content or a query is retained in DNS and CDN caching.

This entry sets a default TTL that applies to all resource records (RRs) in the
file unless they explicitly define their own TTL.

If unconfigured, the default TTL is 86,400. The valid range is 0 to
2,147,483,647.

Negative TTL The last field in the SOA—the negative caching TTL. This informs other
servers how long to cache no-such-domain (NXDOMAIN) responses from
you. The default is 3600 seconds. The valid range is 0 to 2,147,483,647.

DNSSEC Only enable DNSSEC when necessary. Click the DNSSEC toggle switch to
enable DNSSEC, and then click Save.

For detailed instructions on enabling DNSSEC on GSLB, please refer to How
to enable DNSSEC on GSLB on page 337.

Note: DNSSEC works with A/AAAA, CNAME, CAA, NS, MX, TXT, SRV and
PTR records created in the Zone. It can also work with FQDN-generated A
records, with the limitation that only one record will reply to the client for FQDN
services.

If you have enabled DNSSEC, please see the following. If you have not enabled DNSSEC, feel free to skip this
section.

The DSSET (Delegation Signer Set) keys are used in DNSSEC to securely sign and validate the integrity of DNS
records for domains, including those under sub-domains.

Note: Corresponding NS record should already exist, when add a dsset. And key content must be valid. Failed to do
so will result in the Zone reload fail and not respond to any query request.

To configure DSSet, click Add DSSet and enter the following:

Settings Guidelines

Name Key name
Key Paste the DSset file content. The content of DSset files is similar to the
following:

dns.example.com. IN DS 21961 5 1
6E6C2DSEBF440DB2C71A8191FF2772F58A434175

dns.example.com. IN DS 21961 5 2
1BO00131FCC68FF34441A710ACACDFD67350CF962260F47309321F8D
0551DADF
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Importing zone configuration files

Create Zone

Name* About Zone Record

Zone records can be managed in the DNS
Service table after the zone is created.

Domain Name*

Example: example.com. {All lowercase please)

Responsible Mail*

Example: admin, admin.example.com.

Primary Server Name*

Primary Server Address (IPva)

Example: 192.0.21

Primary Server Address (IPvG)

Example: 2001:db&:1

TTL

Default: 86400 Range: 0-2147483647

Negative TTL

DNSSEC

Before importing a zone file in GSLB's DNS Services, ensure proper zone configuration.

Consider the following guidelines:

Zone file must comply with RFC standards and BIND format.

Record domain names in the zone file must match the hosted zone's name.

GSLB ignores SOA records in the zone file.

NS records and their corresponding A records for the configured zone domain are disregarded.

The imported zone file must not duplicate any records already present in the hosted zone, or the import process will
fail.

Duplicate records in the imported zone file will also cause the import process to fail.
You can import up to 1024 records.

Below is a sample zone file:
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STTL 86400
example.com. IN SOA nsl admin (
10004 ; serial
3600 ; refresh
900 ; retry
3600000 ; expiry
3600 ; minimum
)
example.com. IN NS nsl
SORIGIN example.com.
nsl 86400 IN A 1.2.3.4
mail 86400 IN A 192.0.2.2
www 86400 IN A 192.0.2.1

www.example.com 86400 IN CNAME example.com.

sub.example.com 86400 IN MX 10 mail

DNS Resource Types

Select Resource Types

This section details resource types supported by GSLB:

o A/AAAA record on page 333
o CNAME record on page 334
» NS record on page 334

e MXrecord on page 334

o TXT record on page 335

o SRV record on page 335

e PTRrecord on page 336

o CAA Record on page 336

In the future, secondary type zones should be available.

A/AAAA record

A host IPv4 or IPv6 address.
Configuring the A/AAAA record

Settings Guidelines

hostname The hostname part of the FQDN, such as www.
Note: You can specify the @ symbol to denote the zone root. The value substituted for @ is the

preceding $ORIGIN directive.

Address IPv4 /[ IPv6

type

Address Specify the IP address of the virtual server.
TTL The time-to-live of the Resource Records
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Settings Guidelines

Weight Assigns relative preference among members—higher values are preferred and are assigned
connections more frequently.

The defaultis 1. The valid range is 1-255.

CNAME record

Identifies the canonical name of an alias. Described in RFC 1035.

Configuring the CNAME record

Settings Guidelines

Alias An alias name to another true or canonical domainname (the target). For
instance, www.example.com is an alias for example.com.

Note: Alias should not be the same as other records, nor should there be duplicate aliases for the same

domain.
target The true or canonical domain name. For instance, example.com.
TTL The time-to-live of the Resource Records

NS record

The authoritative name server for the domain. Described in RFC 1035.

Configuring the NS record

Settings Guidelines

Domain name The domain for which the name server has authoritative answers, such as example.com.
Note: FortiAppSec Cloud supports third-party domain names.

Host name The hostname part of the FQDN, such as ns.

TTL The time-to-live of the Resource Records
Address Type IPv4 / IPv6

Address Specify the IP address of the name server.

MX record

Identifies a mail exchange for the domain with a 16-bit preference value (lower is better) followed by the host name of the
mail exchange. Described in RFC 974, RFC 1035.

Configuring the MX record
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Settings Guidelines

Domain name  The domain of the mail exchange server.

Hostname The hostname part of the FQDN for a mail exchange server, such as mail.
TTL The time-to-live of the Resource Records
Priority Preference given to this RR among others at the same owner. Lower values have greater priority.

Address type IPv4 / IPv6

Address Specify the IP address.

TXT record

Described in RFC 1035.
Configuring TXT record / NS record

Settings Guidelines

name Hostname.

TXT records are name-value pairs that contain human readable information about a host. The most
common use for TXT records is to store SPF records.

text Comma-separated list of name/value pairs.
An example SPF record has the following form:

v=spfl +mx a:colo.example.com/28 -all

If you complete the entry from the Web Ul, do not put the string in quotes. (If you complete the entry
from the CLI, you do put the string in quotes.)

TTL The time-to-live of the Resource Records

SRV record

Information about well-known network services (replaces WKS). Described in RFC 2782.

Configuring the SRV record

Settings Guidelines

Hostname The host name part of the FQDN, e.g., www.

TTL The time-to-live of the Resource Records
Priority A priority assigned to the target host: the lower the value, the higher the priority.
Weight A relative weight assigned to a record among records of the same priority: the greater the value, the

more weight it carries.
Port The TCP or UDP port on which the service is provided.

Targetname The canonical name of the machine providing the service.
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PTR record

Resolves an IP address to a fully-qualified domain name.

Configuring the PTR record

Settings Guidelines

PTR address A PTR address, such as 10.168.192.in-addr.arpa. or 1.
Note: If you use the number, the domain name is in the format "x.x.x.in-
addr.arpa."
FQDN A fully qualified domain name, such as "www.example.com".
CAA Record

A Certificate Authority Authorization (CAA) record is a type of DNS record that specifies which Certificate Authorities
(CAs) are authorized to issue certificates for a specific domain. It acts as an additional layer of control to prevent
unauthorized certificate issuance.

A Certificate Authority (CA) sends a Certificate Authority Authorization (CAA) request to a DNS server during the domain
validation process. This typically happens when:

» A Certificate is Requested: When a user or entity requests an SSL/TLS certificate for a domain, the CA must
verify that it is authorized to issue a certificate for that domain.

+ CAA Record Check is Performed: As part of the validation process, the CA performs a CAA lookup by querying
the domain's DNS. This is done to check if the domain's DNS records include a CAA policy that specifies which CAs
are authorized to issue certificates for the domain.

+ Before Certificate Issuance: The CA queries the DNS for the CAA record using a standard DNS query. If a CAA
record is found, the CA ensures that it is listed as an authorized CA. If no CAA record exists, the CA assumes it is
authorized to issue the certificate by default (as per current industry standards).

If the DNS server returns a CAA record that does not authorize the CA to issue certificates for the domain, the CA will
deny the certificate request.

Configuring the CAA record

Settings Guidelines

Hostname The domain or subdomain to which the policy applies.

If the zone record is “example.com.’, you can use a subdomain (e.g., ‘www’,
“sub’) as the Hostname to add a CAA record for that subdomain. To add a CAA
record for the root domain, use "@’ as the hostname.

Flags Default:No special enforcement—certificate requests proceed as usual.

Critical: If the CA does not understand the record, it must reject the certificate
request, preventing issuance.

Tag A label that specifies the type of policy being defined.
* issue: Specifies which CAs are authorized to issue certificates for the
domain.

« issuewild: Specifies which CAs are authorized to issue wildcard certificates
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Settings Guidelines

for the domain.

« iodef: Specifies a URL where certificate mis-issuance reports should be
sent.

Value The value associated with the tag.
e Forissue and issuewild, enter the domain name of the Certificate Authority
(CA) authorized to issue certificates (e.g., letsencrypt.org). The maximum
length is 253 characters.
* Foriodef, enter a URL where mis-issuance reports should be sent (e.g.,
mailto:admin@example.com or https://fexample.com/report). While there is
no strict length limit, it is recommended to keep it within 253 characters.

How to create a DNS record

1. Configure the Zone for the SOA record.

a. Primary Server Name: Name for the primary server. You will need this name when creating the NS record of
your domain. If you use '@', this means the server name is exactly the same as the domain name. Make sure to
add a'." at the end of the name if you would like to name it with a different domain name, such as in
‘example.com.". If there is no '." at the end, our server will append the domain name automatically as the server
name.

b. Responsible Mail: Use '." to replace the '@’ for the email address. If there is no ‘.’ at the end of the mail, the DNS
server will automatically append the domain name. For example, an input of 'dns_admin' would be
automatically interpreted as 'dns_admin@sub.example.com'. Be sure to add a '." at the end of the email
address if a different domain name is used (e.g. 'dns_admin.example.com.').

2. Configure NS record
a. Without'.' at the end of the Hostname: Requires an IP for the sub-domain. DNS will append the domain name
automatically.

b. With'.' at the end of the Hostname: No IP needed. Usually only used for redirecting to another domain.

3. Configure CNAME record
CNAME Alias cannot conflict with any other record in the same domain. Otherwise, the DNS service will fail.

a. Without'.' at the end of the Target: This means CNAME is within the same domain and the DNS server will
append the domain automatically. TTL=-1 indicates use of the same TTL as the Zone configuration.

If there is a valid A record for 'ms.sub.example.com'

b. Without'.' at the end of the Target: CNAME will redirect to an A record in another domain.
If there is a valid A record for 'mail.sub1.zw120.com' exists, then request from resolver '10.106.156.24".

How to enable DNSSEC on GSLB

Prerequisites:

» Ensure your top-level domain (TLD) supports DNSSEC.
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Steps:

1. Navigate to GSLB > DNS, and create a new Zone or edit an existing Zone.

If you are creating this for an existing FQDN service, you need to create a Zone service with the same Domain

Name.

2. Toggle DNSSEC on to enable it, then save the configuration. The DNSSEC key will be generated shortly after

submission.

TTL
86400

Default: 86400 Range: 0-2147483647

Negative TTL

3600

DNSSEC

©

DNSSEC Key Status

The DNSSEC key will be generated shortly after the form is submitted

DSSet

Q, Ssearch...

Name Key &

No data found

@ Cancel

+ Add DSSET

3. Click Edit for this Zone service. You may see the Refresh button and the DNSSEC Key status indicator under

DNSSEC.

INSIGHT

(B Dashboard Primary Server Address (IPv6)

GLOBAL LOAD BALANCE

«Xe Topology Example: 2001:db8::1
N Service > T
& Virtual Server > 86400
MORE Default: 86400 Range: 0-2147483647
=
50w Negative TTL
@ Synthetic Testing 2600
& Health Check
@8 Settings DNSSEC
1.
DNSSEC Koy Statu
DSSet
Q_ search..
Name Koy :

No data found
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4. Click the Refresh button until the DNSSEC status changes from Generating key to Available to download, and

the Download button appears. The key-generation process should take less than one minute.

onen

[B Dashboard
GLOBAL LOAD BALANCE
ofe Topology

" Service

%t Virtual Server

B DbNs
@ Synthetic Testing
S5 Health Check

# Settings

Primary Server Address (IPv6)

Example: 2001:db8::1

TTL
86400

Default: 86400 Range: 0-2147483647
Negative TTL

3600

DNSSEC

©

DNSSEC Key Status

( Available for Download )

DsSet

Q, search..

Name Key

Mo data found

+ Add DSSET

86400

Default: 86400 Range: 0-2147483647

Negative TTL

3600

DNSSEC

©

DNSSEC Key Status

DSSet
Q, search...
Name

If you suspect your DNSSEC key has been compromised, click the three dots next to
DNSSEC Key Status, then select Regenerate. Repeat Step 4 to download the new key
before proceeding.

Key

5. Click the Download button to download the DNSSEC Key files.
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6. Unzip the downloaded key files, and open the file name that begins with "dsset". You may need this for your top-
level domain (TLD).

a. Add the opened file to the DSSET list
b. In Zone configuration, select the item from the DSSET list.

Create Dsset X

dsset_name*

nsdomain.zonetest0204.com

dsset_key*

nsdomain.zonetest0204.com. IN DS 64879 5 2
C610496A6D14530726B4C1FC76E3FBCTB7345B80D924920
3F8D329A3 D94B0OD8S

CEVEN  Cancel

7. You should now be able to query the domain records via CLI with the DNSSEC flag. The resulting output contains a
RRSIG record and a DS reccord.

Linux -dig
Windows - Resolve-DnsName
8. Add the DNSSEC key downloaded in Step 5 to your domain registrar.

» To avoid DNS resolution issues, do not delete the old DNSSEC key until its TTL (Time to Live) has expired and
the new key has fully propagated.

» We recommend verifying propagation of the new DNSSEC key using public DNS resolvers such as Google,
Cloudflare, or TLD-specific resolvers.

+ GSLB DNS servers will retain the old DNSSEC key for 14 days after a new key is generated to ensure
uninterrupted service. After this period, DNS requests signed with the old key will be rejected.

» To ensure continuity, delete the old DNSSEC key from your domain registrar within the 14-day window, once
propagation of the new key is confirmed.

Debugging

Please see the Debugging on page 341.

How to add GSLB as sub-domain

Example: You have a domain configured on a FortiADC as 'example.com'. You want the sub-domain
"sub.example.com' to be configured on GSLB with the name of this sub-domain's primary server name to be 'ns-
4.sub.example.com'. The resolver address is '10.106.156.24' and the FortiADC DNS server address is '10.106.156.183".
The sub-domain DNS server address provided by GSLB is '10.106.33.120'".

FortiAppSec Cloud 25.3 User Guide 340
Fortinet Inc.



GSLB

Steps

1.

To configure the sub-domain on GSLB, go to DNS Services and Click Create DNS services or Create New.
a. Domain Name: full sub-domain name with '." at the end

b. Primary Server Name: primary server name without domain name at the end

c. Primary Server Address: DNS server address

d. Add an A record for testing. In this example, a 'www' A record is configured with IP '10.107.9.81'

To configure an NS record on FortiADC, go to Global Load Balance > Zone Tools > Zone. Click on the zone to edit.
Click Create New and select NS Record.

a. Domain Name: The sub-domain name without 'example.com.’
b. Host Name: The sub-domain's Primary Server Name without 'example.com'’
c. Address: The IP address of the sub-domain's DNS server

Verify the configuration by querying the resolver '10.106.156.24".
Recommendation: dig for Linux; nslookup or Resolve-DnsName for Windows.
If done correctly, the output should look like the following:

At this point, you should be able to get the A record resolved from the Google resolver '8.8.8.8'

Debugging

If verification fails, the user will need to debug according to the steps below:

Debugging on Linux

1.

Try querying the sub-domain DNS server “10.106.33.120’ directly for the A record.

a. Ifthe query fails, you may need to reconfigure your sub-domain Zone. Try deleting some of the other records
and query again. Note: The configure changes may take a few minutes to take effect.

Try querying the domain NS server '10.106.156.183' for the NS record.

a. Ifthe query fails, double check your FortiADC Zone records configuration, paying particular attention to the
other NS records and CNAME records for potential conflicts.

Double check the domain NS record and Zone configuration. They should match with the query results.

If all checks were successful but the resolver still cannot resolve 'www.sub.example.com', check your network. You
can also try to query the NS record from the resolver and query the A record from the domain DNS server to
determine which part may have caused the failure.

Note: In order to query the sub-domain A record from the domain DNS server, you need to enable Recursion within

FortiADC Policy settings.

Debugging on Windows using nslookup

1.

Try querying the sub-domain DNS server '10.106.33.120' directly for the A record.

a. Ifthe query fails, you may need to reconfigure your sub-domain zone. Try deleting some of the other records
and querying again. Note: The configure changes may take a few minutes to take effect.
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2. Try querying the domain DNS server '10.106.156.183' for the NS record.

a. Ifthe query fails, double check the FortiADC Zone records configuration, paying particular attention to the other
NS records and CNAME records for potential conflicts.

3. Double check the domain NS record and Zone configuration. You can also check the SOA record from the sub-
domain DNS server and NS record from the domain DNS server.

4. If all checks were successful but the resolver still cannot resolve 'www.sub.example.com', check your network. You
can also try to query the NS record from the resolver and query the A record from the domain DNS server to

determine which part may have caused the failure.
Note: In order to query the sub-domain A record from the domain DNS server, you need to enable Recursion within

FortiADC Policy settings.
Debugging on Windows using Resolve-DnsName

1. Try querying the sub-domain DNS server '10.106.33.120' directly for the A record.

a. Ifthe query fails, you may need to reconfigure your sub-domain zone. Try deleting some of the other records
and querying again. Note: The configure changes may take a few minutes to take effect.

2. Try querying the domain DNS server '10.106.156.183' for the NS record.

a. Ifthe query fails, double check the FortiADC Zone records configuration, paying particular attention to the other
NS records and CNAME records for potential conflicts.

3. Double check the domain NS record and Zone configuration. They should match with the query results.

4. If all checks were successful but the resolver still cannot resolve 'www.sub.example.com', check your network. You
can also try to query the NS record from the resolver and query the A record from the domain DNS server to

determine which part may have caused the failure.
Note: In order to query the sub-domain A record from the domain DNS server, you need to enable Recursion within

FortiADC Policy settings.

Synthetic testing

Synthetic testing checks applications availability by sending probes to applications from GSLB. It can be used to monitor
application website services or application endpoints at various network layer, and the results of these tests can provide
valuable information on application up/down time, availability, and regional performance issues.

Synthetic testing types

Synthetic testing supports ICMP, HTTP, HTTPS, DNS, TCP, UDP and TCP Echo testing. It utilizes the health check
object configured under Profiles > Health Check.

Configuring application

Go to Synthetic testing and click Create New. Create an application according to the following configuration settings:

Setting Description

Name Application name
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Address Type IPv4 or FQDN

IP Address Application IP address

Address FQDN address

Region The physical location of the application

Health Check Control  Enable health checking for the application.
Note: you must enable this option to configure the Health Check Relationship and Health

Check List fields below.
Health Check AND—AII of the specified health checks must pass for the application to be considered
Relationship available.
OR—One of the specified health checks must pass for the application to be considered
available.
Health Check List Specify one or more health check configuration objects.

Viewing testing results

Synthetic testing is activated within 1 minute after the testing is setup. The time needed for results to become available
depends on your health check configures (for instance, Up Retry, Down Retry, Timeout and Interval). You can refresh

and view Synthetic testing results in the GUI as a Map or as a List by selecting the desired view at the top left. You can
also view testing related activities and logs in Recent Activities.

In Map view, get detailed application info for specific regions by hovering over the region or clicking the region icon.

How to set up synthetic testing for multisite applications

Scenario: The client has web service applications located in several different regions (United States, Arizona; Italy,
Enna; etc). The client wants to proactively monitor the web services in all these regions and check whether the web
services are responding to requests. They also want to manage the web services reachability issue from a region
perspective. To achieve this goal, the client can set up HTTP synthetic testing on their applications.

Steps

1. Go to Profile > Health Check and create a HTTP type health check.

2. From Synthetic Testing, click Create New to create an application. Specify the name, IP address of the application,
and region. Enable health check and then select the health check configured in step 1. Applications in other regions
can be created in similar steps.
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3. You can view the testing result as a Map or as a List by selecting the desired view at the top left. Region location and
status data can be conveniently viewed from Map view. You can get testing activities and logs from Recent
Activities.

Create Application

Name*

example_synthetic_test_app1

Address Type
IPv4 FQDN
IP Address
1.2.3.4

Example: 192.0.2.1
Region*

United States

Health Check Relationship
AND OR

Health Check List*

Default_ HLTHCK_HTTP @

o

Health check

View, create, and manage your health check configurations.

In Global Server Load Balance (GSLB) deployments, health checks are used to poll virtual servers to determine their
availability. A health check profile can include results from multiple checks. For example, you can configure an HTTP

health check test and a TCP health check test.

» Before you begin on page 345

« Configure health check on page 345
» Add Health Check to a Virtual Server on page 347

Predefined health check configuration objects
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Predefined health check configuration objects are available to help you get started. These can be used as-is or serve as
templates for creating custom health check objects.

Predefined Description

Default HLTHCK_HTTP Sends a HEAD request to the server port 80. Expects the server to return an
HTTP 200.

Default HLTHCK _HTTPS  Sends a HEAD request to the server port 443. Expects the server to returnan HTTP
200.

Default HLTHCK_ICMP Pings the server.

Default. HLTHCK_TCP_ Sends a TCP echo to server port 7. Expects the server to respond with the
ECHO corresponding TCP echo.

Before you begin

* You should have a solid understanding of TCP/IP and global load balancing concepts.
* You must know the IP address, port, and configuration details of the local load balancing servers.
» For certain protocol checks, valid user credentials are required.
* You must have Read-Write permission for Load Balance settings.
« Health checks will be performed from the following IP addresses. To avoid disruptions caused by misidentification
as DDoS attacks, please add the following IPs to your application's allowlist:
o USA:44.231.37.61
o Europe: 18.195.172.168 (new)
» Asia Pacific: 52.77.144.83 (new)

Configure health check

1. Go to Health Check, click Create New to display the configuration editor.
2. Select one of the following options:

« ICMP

e TCP Echo

« TCP

e HTTP

« HTTPS

- UDP

« DNS
3. Complete the configuration as described in Health check configuration.
4. Save the configuration.

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.

345



GSLB

Setting Guidelines

Name

Type
General

Destination
Address Type

IPv4 Address

Interval

Timeout
Area

Healthy Area
Threshold

Up Retry
Down Retry
Specifics
TCP / UDP
Port

HTTP/
HTTPS

Port

SSL Ciphers

Local Cert

HTTP
CONNECT

Configuration name. Valid characters are A-Z, a-z, 0-9, _, and -. No spaces. After you initially save
the configuration, you cannot edit the name.

Select a type of health check.

IPv4

The IPv4 address to send health check traffic. If you do not specify an IPv4 address, the virtual server
IPv4 address is used.

Seconds between each health check. Should be more than the timeout to prevent overlapping health
checks. The default is 30.

Seconds to wait for a reply before assuming that the health check has failed. The default is 10.
Select the geographical areas(s) where the health check will be performed.

Specifies the number of areas that must be healthy for the health check to be considered a pass.

Attempts to retry the health check to see if a down server has become available. The defaultis 1.

Attempts to retry the health check to see if an up server has become unavailable. The default is 3.

Listening port number of the virtual server.

Listening port number of the virtual server. Usually HTTP is 80, HTTPS is 443. If testingan HTTP
proxy server, specify the proxy port.

For HTTPS only. Default selections are recommended.

For HTTPS only. Paste the local SSL Health Check Client certificate into the blank.

Specify an HTTP CONNECT option:
¢ Local CONNECT—Use HTTP CONNECT to test the tunnel connection through the proxy to the
remote server. The virtual server is deemed available if the request returns status code 200
(OK).
¢ Remote CONNECT—Use HTTP CONNECT to test both the proxy server response and remote
server application availability. If you select this option, you can configure an HTTP request within
the tunnel. For example, you can configure an HTTP GET/HEAD request to the specified URL
and the expected response.
¢ No CONNECT—Do not use the HTTP CONNECT method. This option is the default.
The HTTP CONNECT option is useful to test the availability of proxy servers only.
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Setting Guidelines

Remote Host  If you use HTTP CONNECT to test proxy servers, specify the remote server IP address.

Remote Port  If you use HTTP CONNECT to test proxy servers, specify the remote server port.

Method Type  HTTP method for the test traffic:
e HTTP GET—Send an HTTP GET request to the server. A response to an HTTP GET request
includes HTTP headers and HTTP body.
e HTTP HEAD—Send an HTTP HEAD request. A response to an HTTP HEAD request includes
HTTP headers only.

Send String The request URL, such as /contact.php.

Receive A string expected in return when the HTTP GET request is successful.
String

Status Code  The health check sends an HTTP request to the server. Specify the HTTP status code in the server
reply that indicates a successful test. Typically, you use status code 200 (OK). Other status codes
indicate errors.

Match Type What determines a failed health check?
¢ Match String
¢ Match Status
¢ Match All (match both string and status)
Not applicable when using HTTP HEAD. HTTP HEAD requests test status code only.

DNS

Domain The FQDN, such as www.example.com, to use in the DNS A/AAAA record health check.
Name

Address Type IPv4

Host Address  IP address that matches the FQDN, indicating a successful health check.

Add Health Check to a Virtual Server

There are two methods to add health checks to virtual servers:

Add Health Check to Virtual Server via Topology Page

1. Navigate to GSLB >Topology.
2. Right-click the virtual server and select Edit. This opens the Edit Virtual Server side panel.
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3. Enable Health Check, then select the Health Check Relationship and applicable health checks from the Health
Check list.

Health Check Relationship:
+ AND — All of the specified health checks must pass for the virtual server to be considered available.
» OR — One of the specified health checks must pass for the virtual server to be considered available.

Add Health Check to Virtual Server via Fabric Connector page

1. Navigate to GSLB > Virtual Server > Fabric Connector.

2. Click the three-dot menu on the connector card and select Manage Virtual Server. This opens the Edit Virtual
Server side panel.
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3. a. Enable Health Check, then select the Health Check Relationship and applicable health checks from the

Health Check list.
Health Check Relationship:

* AND — All of the specified health checks must pass for the virtual server to be considered available.
« OR — One of the specified health checks must pass for the virtual server to be considered available.

Integrating GSLB into the Fortinet Security Fabric

This section details the following use cases for GSLB.
For information on connectors, see Fabric connector on page 325

» Setting up an FQDN with Generic-Host connector on page 350
¢ FortiADC Integration with One-Click GSLB on page 351

» FortiGate Integration on page 356

« FortiWeb Integration with One-Click GSLB on page 363
 Fabric connectors with AWS and Azure on page 367
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Setting up an FQDN with Generic-Host connector

The Generic-Host type connector is a third party host system that cannot communicate with the cloud directly.

The administrator can add the host IP address on this server and specify the health check for the host. The cloud will
automatically detect the remote host, after which the administrator can configure the pool and the GSLB service.

Configuration Steps

Perform the following steps to add an FQDN with generic-host connector.

1. Navigate to GSLB > Virtual Server > Fabric Connector, and click Add Connector. For detailed configuration
information, please see Create a Generic-Host type connector on page 327.

2. Navigate to Service > FQDN and click Add FQDN. Enter FQDN information and save. For detailed configuration
information, please see Creating an FQDN on page 311.

Create FQDN

Name*

Host Name*

Example: www [All lowercase)

Domain Name*

Example: example.com. (All lowercase)

Respond Single Record
[ ]

Virtual Server Pool Selection Method

® Weight O DNS-Query-Origin (O Global-Availability

Default Feedback IPv4

0.0.0.0

Example: 192.0.2.1

Default Feedback IPv6

Example: 2001:db8::

3. Goto Server > Virtual Server Pool to create a new Virtual Server Pool. For detailed configuration instructions,
please seeAdd Virtual Server Pool on page 321
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Create Pool

Name*

Preferred LB method*

Weight

Check Virtual Server Status

[ ]
Virtual Servers
Q_ search... + Add Virtual Server
Virtual Server TTLS Weight 2 Backup & E-]

No data found

CETY  Cancel

4. After saving the Pool, create a member (virtual server) into Pool.
5. Click Create Virtual Server.
6. Under Virtual Server, select the connector you created in step 1.

Create Pool Memeber x

Virtual Server*

Choose a virtual server v

TIL*

: |
Default: 5, Range: -1-2147483647. -1 means it will use the zone level TTL
Weight*

( . ‘
6efault: 1 Range: 1-255 7
Backup

o

EE'H Cancel

7. The virtual server should be added successfully into Pool. Click Save. The Virtual Server Pool is also added
successfully into FQDN.

FortiADC Integration with One-Click GSLB

Perform the following steps to configure GSLB. This section is split into two parts:
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o New customers on page 352—for customers who are new to GSLB.
» Returning customers on page 354—assumes you already know how to enable GSLB.

New customers
Follow the steps to set up GSLB for the first time.

Link the FortiADC to GSLB

The FortiADC device must be registered. Check this under FortiADC > System > FortiGuard
> Support Contract > Registration.

1. Loginto FortiADC.

2. Navigate to Security Fabric > Fabric Connectors > GSLB) Click edit on the far right. Here you will connect
FortiADC to GSLB.

ortiADC  FortiADC-VM HA: Standalone  V7.42Build0327 (Feature) * Q >~ © ® [ & admin ]

@ Dashboard > | EditFabric Connector

3% Security Fabric

Other Fortinet Products
Automation

Fabric Connectors n
e

External Connectors

o
& FortiView > B
& System > | Fabric Device Settings
% Shared Resources >
Status >
& Network > o
Cloud Status ) <
]
enverLoad Batance > | Assigned DNSServer Not Assigned
% Link Load Balance > 15
Interval
@ Global Load Balance > Default: 15 Range: 10-1800
R Ao el 5 | G UL https://Aclick fortigsib.com
Example: https://1click fortigsib.com
U Network Security >
Virtual Server GSLB Settings
& Dos Protection 5
& User Authentication > ©Add Filter
lat | og & Report >
Name Address Host Name Domain Name Virtual Domain Availability 3
one_click_vs_1 10111 deploy-example fortinet-test1.com. root © e
one_click_vs_2 15111 www3 fortigslb-oc-adc-example.com. root © rd
Showing 1to 2 of 2 entries O rows selected Show 25| entries Previous ‘ 1 ‘ Next

3. Configure basic settings.
a. Set status to on - on/off (enable/disable GSLB service)

b. Setthe interval to the default (15) - How often the FortiADC will attempt to connect to the One-Click Cloud
Server.

c. Setthe Cloud Server URL to the default (https://1click.fortigsib.com) - URL of the One-Click Cloud Server.
4. Click Save.

Cloud Status @

Assigned DNS Server Not Assigned
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Ensure the Cloud Status on the top is green. Green means the connection has succeeded,

whereas red indicates failure. The Assigned DNS Server shows the DNS server address.
"Not assigned" means the DNS Server is not assigned.

Ifitis red, moving the cursor onto it will result in an error message showing up.

There may be some lag time. Refresh if necessary.

5. Inasecond browser tab/window, log into FortiAppSec Cloud, and navigate to GSLB. Refresh the page to check if
your organization now appears on the Management Console dashboard. The default organization is labeled
'Default.’ For details on the current dashboard, refer to the GUI Dashboards section.

6. Returnto FortiADC > root > Server Load Balance > Virtual Server. Create a virtual server with GSLB enabled

and set the Host/Domain name. Go to General and enable the One Click GSLB Server. This will reveal the Host
Name and Domain Name.

trvor Page

FOTIGSLE
Public 1P Type Public IPv4

|~ 8

One CHek GSLB Server
(&)

Host Name Darmain Name

7. After you save, the virtual server's information will show in WAF > System > Settings > GSLB (or WAF > Security
Fabric > Fabric Connectors > GSLB for FortiADC releases 6.0 and above). Your virtual servers should show up
at the bottom under Virtual Server. If configured correctly, the FortiADC will send the IP addresses, host name and
domain name to GSLB, which will then load-balance with these virtual servers.

Ay
‘9' If over 50 virtual servers have enabled GSLB, we recommend using at least 30 seconds as
- GSLB's interval.

View virtual servers in GSLB

1. Goto GSLB and click into individual organization. In this example we are selecting the default organization,
"default". We will see the virtual servers in GSLB.

2. Intheindividual organization, go to Fabric Connectors. The name is the FortiADC serial number. The type is
FortiADC. The data center is the default or the first data center you already configured in Cloud. Click edit and you
will see your virtual servers. Note: The load balancing may take a little while to start when the "green" is lit in the
FortiADC.

3. InProfiles > Pool you will see the automatically generated virtual server pools that the Cloud has done for you.
Click edit on the far right to see the IP addresses of the virtual servers. They are pooled according to your
PREFERRED method. See the Virtual Server Pool on page 320 section for more information.
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Returning customers

This section assumes that you have already enabled GSLB and know how to create new virtual servers with GSLB
enabled.

To add more virtual servers into GSLB and support certain services:

1. GotoFortiADC > Server Load Balance > Virtual Server > edit Virtual Server > General > Enable One Click
GSLB Server and enter Host/Domain Name.

Eiror Page

FOrmGSLE

Public 2 Typs

One Chek GILA Server
{ o ]

Hist Mame

2. After you save, all the virtual servers that enabled GSLB will show up in the list.

FortiADC- v

Dater

@
#
”
s

Choud Staouns )
2 Assigned DNS Server #3106 k610

Virtual Server GSLE Sectings

Tasainw

HEM Hame o = Mot Name Doemain Hame WirTusl Domesn Avmlapary
Petwanung P ewampie 200020 o ECATEH 0T examgle
3 i il com Enamigte &

560.4 wow exarmeled com

Further steps for modifications:

If you want to modify FQDN host/domain name or disable Virtual Server GSLB function, there are two ways.
Method 1

Go to GSLB to edit the virtual server that has already enabled GSLB.

FortiAppSec Cloud 25.3 User Guide 354
Fortinet Inc.



GSLB

From GSLB 2.0.0, FortiADC supports editing the virtual server directly inside the FortiADC GSLB module.

Glabal v

q

SRS NS ..., |STOR .

Wirtual Server GSLE Sectings

¥ sdsr

Hame Aridrest = Hosthame Doemain Narme

Wirnual Domain

Avaiisnilir

\\\\\\-\UI

You can edit the Virtual Server and modify One Click GSLB-related parameters. To do so, disable One Click GSLB
server. The virtual server will disappear from GSLB list afterwards.

Method 2

Go to FortiADC > Server Load Balance > Virtual Server > edit Virtual Server > General. You can modify the FQDN
host/domain name or disable Virtual Server GSLB function here.

How to transform FortiADC GSLB to FortiAppSec Cloud GSLB

FortiADC location

FortiAppSec

Data
Center

Server

Location

Virtual
Server
Pool

FQDN

Zone

Health
Check

Global Load Balance > Global Object > Data Center

Global Load Balance > Global Object > Server

Global Load Balance > FQDN Settings > Location List

Global Load Balance > FQDN Settings > Virtual Server Pool

Global Load Balance > FQDN Settings > Host

Global Load Balance > Zone Tools > Zone

Shared Resources > Health Check > Health Check
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GSLB > Virtual
Server > Data
Center

GSLB > Virtual
Server > Fabric
Connectors

GSLB > Service
> | ocation

GSLB > Service
> Virtual Server
Pool

GSLB > Service
>FQDN

GSLB >DNS

GSLB > Health
Check
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Add FQDN with FortiADC

Perform the following steps to add an FQDN with FortiADC.

1. Create FQDN in GSLB services.

2. Create FQDN member and create new Virtual Server Pool. Then choose the virtual server from FortiADC into Pool.
The virtual server from FortiADC will now work in GSLB services.

3. FortiADC virtual servers are synced with the Cloud, so please make sure to select the correct virtual server when
adding it to the Pool

FortiGate Integration

This section covers all the use cases for using FortiAppSec Cloud with FortiGate.

» FortiWeb Integration with One-Click GSLB on page 363

« Load balance FortiGate VPN servers to GSLB on page 359

» How to add FortiGate SD-WAN Inbound Load Balancing to GSLB on page 361
+ How to add multisite LB (FortiGate) to GSLB on page 362

FortiGate Integration with One-Click GSLB

GSLB seamlessly integrates with FortiGate through the use of One-Click GSLB, streamlining server connections for
enhanced efficiency. This section covers the following:

« Packet Flow on page 357

« Configuration prerequisites on page 357

« Configuration steps on page 357

+ How to check the status of the FQDN on FortiAppSec Cloud GSLB on page 358

+ How to view/edit FortiGate connector via GSLB after integration on page 358

« How to load balance traffic based on geolocation on page 359
By enabling One-Click GSLB, FortiGate synchronizes the Fully Qualified Domain Name (FQDN) configuration with
Virtual IP (VIP) or Zero Trust Network Access (ZTNA) server features. This is beneficial for FortiGate customers that
would like to load-balance an application across multiple data centers, based on factors such as availability or
geographical location. In such cases, you can publish this application using a single FQDN on FortiAppSec Cloud using

one-click GSLB. The result is a single domain with multiple unique IP addresses corresponding to the different
FortiGates.
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Please note that this feature is currently only available through the command line (CLI) and does not support web GUI
configuration.

Packet Flow

1. The client sends a DNS query to the GSLB (www.test.com)

2. GSLB will redirect the user (based on the application Health Check) to the most available application according to
the Geolocation, load, proximity, and service availability.

Configuration prerequisites

* The account of FortiGate’s license should have a valid GSLB QPS license as well as a valid HC license.
* To enable a connector, the account license for FortiGate must match that of GSLB.
« This feature is supported by FortiGate version 7.4.2.

Configuration steps

1. Enable GSLB connector from FortiGate.
a. CLI:

config system global
set GSLB-integration enable
end
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2. Configure the ZTNA/VIP policy and add the FQDN (hostname + domain) to the policy.
a. CLI:
Example VIP configuration:

Example ZTNA configuration:

3. The FortiGate syncs the ZTNA/VIP configuration (along with the FQDN) to the GSLB via the One-Click GSLB
connector.

4. You can always edit the VIP/domain/hostname on the FortiGate, which will automatically change on the GSLB.

5. Goto Profiles > Health Check and click Create New to set up a health check for your newly added FQDN. For
more information and full descriptions of each field, see Health check on page 344.

How to check the status of the FQDN on FortiAppSec Cloud GSLB

Login to FortiAppSec Cloud and navigate to GSLB
Go to Organization via the left side navigation bar, and click on the organization in which you created your FQDN.
Once you are in your individual organization's portal, go to GSLB Services via the left side navigation bar.

Click on the name of the newly created FQDN. This opens a modal window (pictured below) that displays more
details regarding the FQDN.

Details for FQDN created from the VIP configuration under Configuration steps on page 357:

Ao bh =

Details for FQDN created from ZTNA configuration underConfiguration steps on page 357:

Example of an FQDN with multiple Virtual Servers:

If your FQDN does not appear in GSLB Services on the GSLB GUI, it could be due to the
NP External IP (ExtIP) in the VIP/ZTNA being a private IP address. In other words, this refers
~ ’ to an IP reserved for use within private networks and is not routable on the public internet.
? In such instances, consider configuring the corresponding public IP address using config
- gslb-public-ips inthe CLI.

5. Once your health check is set up, you can also see the status of your servers in Profiles > Health Check. For more
information and full descriptions of each field, see Health check on page 344.

How to view/edit FortiGate connector via GSLB after integration
1. Navigate to Fabric Connectors and click on the relevant FortiGate involved in this process to check its status.
On this page, you have the option to edit the FQDN/IPs on the FortiGate configuration by clicking on the editicon on

the right-hand side. To add a virtual server to a connector, click Create Member.
To learn more about all the features available on this page, please refer to Fabric connector on page 325.
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How to load balance traffic based on geolocation

1. Goto Profiles > Data Center

2. Click Create New to create the data center for the connector. The default data center for One-Click GSLB is set the
United States, but you can set your region to any option in the drop-down lists under Region.

3. Navigate to Fabric Connectors and click the edit icon next to the desired connector.

In Edit Connector, open the drop-down list under Data Center and select the data center you created in the
previous step.

4. Goto GSLB services, select the desired FQDN and click the editicon next to its virtual pool.

In Edit Pool, change the Preferred method to GEO.

Load balance FortiGate VPN servers to GSLB

FortiAppSec Cloud enables clients to automatically connect to the most optimal FortiGate VPN server, ensuring efficient,
high-speed access and reliable connectivity regardless of their location.

This section covers the following:

« Configuration Prerequisites on page 359
+ Example Use case on page 359
« Configuration Steps on page 360

Configuration Prerequisites

+ Avalid GSLB QPS license
+ Avalid HealthCheck license
» Allow the GSLB source IP addresses to access the FortiGate's restAPI. The source IP could be found at

Example Use case

In the following scenario, you have FortiGate VPN servers in two locations, each supporting a VPN service that connects
to the company HQ.

GSLB manages these servers within a single pool, allowing for geographic load balancing of incoming traffic and real-
time monitoring of the VPN servers’ status.

If traffic originates from one location, GSLB directs it to the nearest available server. If that server becomes unavailable,
the traffic is automatically redirected to the next available VPN server.

This setup ensures that clients from any location can enjoy optimal VPN performance and a fast connection to the
company HQ, even while traveling.
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Example solution

The diagram below illustrates the solution for when all the client’s incoming traffic comes from one location.

Configuration Steps

1. Create a new FQDN for your FortiGate VPN in GSLB Services.
a. Forthis example, the name of the FQDN will be 'VPN-hq.fgt.com'.
b. Fordetails on creating an FQDN, refer to Configuring GSLB Objects on page 295.

2. FQDN Member and Virtual Server Setup.
a. Click Create Member. This option appears when you save the parent record from the previous step.

b. Create a new virtual server. In this example, we will call it 'Pool1'.

i. If you would like to load balance based on physical location, select GEO as the preferred method.

ii. Click Save.
3. Create a pool member, a FortiGate connector, and a new connector member

a. Create a pool member for 'Pool1' and create a new FortiGate Connector. We will refer to this connector as 'fgt-
VPN1'".

b. Create a new Data Center and create a new connector member. We can refer to this member as 'VPN1-DC1".

c. Add FortiGate 'VPN IP VPN1-DC1' Public IP and enable health check of your choice. In this case, we have
enabled 'Default HLTHCK_ICMP".
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4. Repeat step 3 for all additional Virtual Servers.

Note: The virtual server from the FortiGate Connector will be added into Pool and Connector directly and will work in
GSLB services.

Sample topology view in GSLB

We have added each FortiGate VPN server into the GSLB pool. GSLB will load balance client traffic geographically
using connector locations.

After completing these steps, the customer can monitor the VPN service status from both Location DC1 and Location
DC2 on the GSLB Service detail page. The GSLB will load balance the traffic to the connector that have the nearest
location. If the nearest location VPN server is down, the GSLB will direct the traffic to other available location. If both VPN
service servers are not available, the GSLB will direct traffic to the default VPN server.

Note: The virtual servers from the FortiGate connector will be added into Pool and Connector directly and will work in
GSLB Services.

How to add FortiGate SD-WAN Inbound Load Balancing to GSLB

Integrating FortiGate SD-WAN inbound load balancing with GSLB ensures high availability and optimized performance
for an application by distributing traffic across multiple links and providing automatic failover to the default server when
necessary.

This section covers the following:

« Example solution on page 361
« Configuration Steps on page 361

Example solution

This example illustrates the solution for when all the incoming traffic comes from one ISP.

The example assumes that the customer has three ISP routers. The FortiGate SD-WAN has three members for each
ISP. The SD-WAN will do the out-going load balance for App1, but in some cases the incoming traffic will keep coming
from ISP1 and ISP2, which causes the ISP1 and ISP2 links to be very busy and leaves ISP3 link very free.

To solve this issue, GSLB can load balance the incoming traffic to ISPs from the DNS level.

Configuration Steps

Create New Virtual Server in FortiGate (Policy & Objects > Virtual Servers) or use an existing Virtual Server.
Create FortiGate connector in Fabric Connectors and wait few seconds to sync virtual servers.

Bind SD-WAN link with virtual servers in FortiGate Connector.

Create FQDN for your SD-WAN application in GSLB services.

Create FQDN member > Create new Virtual Server Pool. Select Connector member ISP1/ISP2/ISP3, enable
health check Default HLTHCK_HTTP, and choose SDWAN-InBandwidth as the preferred method.

6. The virtual server from the FortiGate Connector will be added into the Pool and will work in GSLB services.

ok oN=
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Sample topology view in FortiAppSec Cloud GSLB

After completing these steps, the customer will be able to monitor the App1 status for all ISPs on the GSLB service detail
page. The GSLB will load balance the traffic to three links. If one of the links is down, the GSLB will direct the traffic to the
available link. If all of the links are down, the GSLB will direct the traffic to the App1 default server.

How to add multisite LB (FortiGate) to GSLB

This use case describes multisite LB in cases of connector failure/busy. For customers who hold multiple datacenters
with FortiGate and want to make sure the service is always on, GSLB can check FortiGate service availability and
redirect users to the nearest available site.

Perform the following steps to add multisite LB (FortiGate) to GSLB:

1. Create New Virtual Server in FortiGate (Policy & Objects > Virtual Servers) or use the existing Virtual Servers.

2. Create two FortiGate connectors in Fabric Connectors > Create Connector > Create data center. Enable Virtual
Server in Sync Control and enter FortiGate information. Wait a few seconds for the Virtual Servers to sync.

3. Navigate to GSLB Services > Create FQDN. Create an FQDN member and Create a new Virtual server Pool.
Select GEO as the preferred method.

4. Create pool member and select Virtual Servers that synced from the two FortiGates.
5. The virtual servers from the multisite FortiGate connectors will be added into Pool and work in GSLB Services.

Example solution

This example illustrates the solution for the situation when all the incoming traffic comes from one data center.

This example assumes the following:

¢ You have two FortiGate connectors from different data centers.
« Every FortiGate has one member that supports App2 service.

Sometimes, the incoming traffic that comes from data center1, or from places close to data center1, will go to the
connector (FortiGate) located in data center2, which is far away from the client, thus possibly causing long time latency
and resource waste.

The GSLB can load balance the incoming traffic to the nearest available site according to the incoming traffic location
and redirect to another site if that one is not available.

Also, GSLB will load balance the traffic by weight if no FortiGate service site matches the location.
Perform the following steps:

1. Create New Virtual Server in FortiGate (Policy & Objects > Virtual Servers) or use the existing Virtual Server.
2. Create FQDN App2-www.fgtdc.com in GSLB Services.
3. Create two FortiGate connectors with different Data Centers.
a. Create a new FortiGate connector 'fgt-server1’ and Create a new Data Center 'DC1".
b. Enter FortiGate1's IP/Auth and enable Sync Control for the virtual server.
c. Wait a few seconds before refreshing to check that the virtual server has synced.
4. Create FQDN member > Create new Virtual Server Pool and use GEO preferred method

5. Create pool member and select FortiGate fgt-server1 Virtual Server APP2 DC1 Public IP 202.0.20.22 and enable
health check Default. HLTHCK_HTTP.
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6. Create pool member and select FortiGate fgt-server2 Virtual Server APP2 DC2 Public IP 54.20.0.23 and enable
health check Default HLTHCK_HTTP).

Sample topology view at GSLB

We have added two pool members to do the load balancing and each member belongs to one data center.

After completing these steps, the customer can monitor the App2 service status from both DC1 and DC2 on the FQDN
service detail page. The GSLB will load balance the traffic to the service site that have the nearest data center. If the
nearest data center is down, the GSLB will direct the traffic to other available data center. If both service sites are not
available, the GSLB will direct the App2 default server.

FortiWeb Integration with One-Click GSLB

GSLB can integrate with FortiWeb through the use of One-Click GSLB. This section covers the following:

» Packet Flow on page 364
» Configuration prerequisites on page 364
« Configuration steps on page 364
« How to check the status of the FQDN on FortiAppSec Cloud on page 366
By enabling One-Click GSLB, FortiWeb users can load-balance applications across multiple data centers according to

server load/state, Geo-IP and latency. In such cases, you can publish this application using a single FQDN on GSLB
using one-click GSLB. The result is a single domain with multiple unique IP addresses corresponding the different data

centers.
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2. GSLB will redirect the user (based on the application Health Check) to the most available application according to

the Geolocation, load, proximity, and service availability.

Configuration prerequisites

« The account of FortiWeb’s license should have a valid GSLB QPS license as well as a valid HealthCheck license.
« To enable a connector, the account license of FortiWeb must match that of FortiAppSec Cloud

« This feature is supported by FortiWeb version 7.4.2.

Configuration steps

1. Enable the GSLB connector on FortiWeb.

Go to Security Fabric > Fabric Connectors > GSLB, enable Status and set Server URL as

“https://1clickfwb.fortigsib.com”. Click OK.
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Create a server policy on FortiWeb

Go to Policy > Server Policy, click Create New to set up the server policy. In the New Policy page, enable One Click

GSLB Server.

Enter the Host Name of this FortiWeb appliance.
Enter the Domain Name of your application (for example, "test.com").
Depending on FortiWeb's role in your network, the Public IP address can be either one of the following:

« If FortiWeb is deployed within a private network, and has a gateway (such as FortiGate) positioned in front of it
(as illustrated below), you should enter the gateway's public IP in this setting. In scenarios involving multiple
gateways connected to multiple FortiWeb appliances, you should activate the One Click GSLB Server feature
in each FortiWeb appliance. Subsequently, specify the public IP address of the particular gateway in the
corresponding FortiWeb's One Click GSLB Server settings.
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i Internet "_F&;\%

B
-

Switch

« If FortiWeb is directly connected to the Internet without a FortiGate, enter FortiWeb's public IP address in this
setting. Note that in this scenario, the Public IP table can be left empty as the public IP address associated with
the virtual server will be automatically pushed to GSLB.

One Click GSLE Server
One Click GSLE Server
Haost Name

Domain Mame

Public IP

©

WhAW

gslb-oc-demo.com.

=+ Create New

#

(Ends with ¥}
Edit Delete | Search Q

|Pv4 Address |Pvé Address

Nao results

6. Click OK at the bottom of the page. FortiWeb will periodically synchronize the One-Click GSLB Server settings with
GSLB to ensure that GSLB always reflects the latest settings.

How to check the status of the FQDN on FortiAppSec Cloud

1. Login to the FortiAppSec Cloud and navigate to GSLB > Service > FQDN
2. Find the widget for the desired FQDN, as it should display its status, as well as the individual statuses of its virtual

server pool and virtual server.

Troubleshooting

To troubleshoot connection errors between FortiWweb and GSLB, log in to your FortiWWeb account and go to Log&Report

> Log Access > Event. Click Add Filter, select Message, and set the keyword to 'GSLB'.
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@ Dashboard > |2 | [% Message: FortiGSLE OR NOT [© AddFilter X| | Saved Filter~
“ Network >
© System s # Date/Time Level User Interface Action Message
0 securiy Fabric , 1 2024/01/05 18:13:37 [ daemon connect FortiWeb connect to FortiGSLB 1Cick Server Success. Detail: FortiGSLB Cloud Update server status success
2 User 5 2 2024/01/05 18:13:26 [ daemon connect FortiWeb connect to FortiGSLB 1Cick Server Success. Detail: FortiGSLB Cloud Modify configuration success
B Policy > 3 2024/01/05 16:46:37 e daemon connect FortiWeb connect to FortiGSLB 1Cick Server Success. Detail: FortiGSLB Cloud Update server status success
= Server Objects > 4 2024/01/05 16:46:23 e daemon connect FortiWeb connect to FortiGSLB 1Cick Server Success. Detail: FortiGSLB Cloud Modify configuration success
¢ Application Delivery > 5 2024/01/05 16:32:37 L] daemon connect FortiWeb connect to FortiGSLB 1Cick Server Success. Detail: FortiGSLB Cloud Update server status success
& Web Protection > 6 2024/01/05 16:32:10 mEEEEEE daemon connect FortiWeb connect to FortiGSLB 1Cick Server Success. Detail: FortiGSLB Cloud Modify configuration success
% Bot Mitigation > 7 2024/01/04 17:40:45 [ ) daemon connect FortiWeb connect to FortiGSLB 1Cick Server Success. Detail: FortiGSLB Cloud Update server status success
2 APIProtection > 8 2024/01/04 17:40:41 [ daemon connect FortiWeb connect to FortiGSLB 1Cick Server Success. Detail: FortiGSLB Cloud Modify configuration success
0 DosProtection > 2024/01/04 17:28:12 R Gul edit Change configuration attribute url(https://1clickfwb.fortigsib.com->https://1clickfwb-stage fortigslb.com) for 'system one-click-gslb'
B IP Protection >
9 Tracking >
Ll LogSReport v
Log Access v
Attack
Traffic
Download
Report >
Log Policy >
LogConfig >

Fabric connectors with AWS and Azure

The AWS and Azure connectors for GSLB provide seamless integration with AWS EC2, and Azure virtual machine and
load balancer environments; enabling comprehensive load balancing and visibility for your cloud-based servers. This
solution leverages the full configuration from AWS and Azure, ensuring optimal distribution of traffic and enhanced
performance for your applications.

This section covers the following:

+ Example Use Case on page 367

» How to configure a fabric connector with AWS on page 368
» How to configure a fabric connector with Azure on page 369
« Virtual Server Status on page 370

* Running Instances with Dynamic IPs on page 371

Key Features of AWS and Azure connectors

1. Automated Discovery and Configuration: Automatically integrate AWS EC2 instances and Azure VMs into GSLB,
simplifying configuration management.

2. Intelligent Load Balancing: Distribute traffic across cloud instances based on health and performance metrics for
optimal routing.

3. Enhanced Visibility and Monitoring: Gain insights into server performance and traffic patterns through detailed
analytics and reporting.

4. Scalability and Flexibility: Easily scale application infrastructure and manage resources across AWS and Azure
from a single interface.

Example Use Case

Scenario

A multinational e-commerce enterprise requires continuous availability and optimal performance for its web applications
across multiple regions. The enterprise uses AWS EC2 instances in North America and Azure virtual machines in
Europe to host its application servers.
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Solution

1. Integration
» GSLB connects to the enterprise’'s AWS and Azure environments, automatically discovering all EC2 instances
and VMs.
» The configuration details, including instance types, IP addresses, and region information, are imported into
GSLB.
2. Load Balancing
» GSLB distributes incoming traffic based on server health and load, ensuring that no single server is
overwhelmed.
» Real-time health checks are performed to dynamically adjust traffic flow, directing users to the best-performing
servers.
3. Visibility
» Detailed dashboards provide insights into server performance, traffic distribution, and user access patterns.
« Alerts and notifications are set up for any performance issues or downtime, enabling proactive management.

4. Scalability
» Automatically integrate additional instances during peak times, optimizing costs during off-peak times.

Benefits of AWS and Azure connectors

« Improved Performance: Ensures users are directed to the best-performing servers, reducing latency and enhancing
user experience.

» High Availability: Maintains application uptime by distributing traffic across multiple cloud instances and regions.

« Comprehensive Monitoring: Provides deep visibility into server health and performance for informed decision-
making.

How to configure a fabric connector with AWS

Al
‘Q' If you already have an AWS user with the necessary permissions and an Access key and

Secret access key, you can skip to the last step.

1. Log into your AWS account, then go to /JAM > Users and create a new user.
Assign the AmazonEC2FullAccess and AmazonEKSClusterPolicy permissions to the user.

2. Generate Access Keys:
a. Select the newly created user and generate a new pair of Access key and Secret access key where needed.
b. For User Case, choose Third-party service.

3. Loginto FortiAppSec Cloud, go to Fabric Connectors and click Create Connector.
Enter the following fields on this page:

Field Description

Name The name of the connector.
Note: After you initially save the configuration, you can still edit the name later.
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Field Description

Type Select the type of connector you are creating. In this case, choose AWS. For
more details on the different options, refer to Fabric connector on page 325.

AWS Access Key Paste the Access Key from AWS.
AWS Access Secret Paste the Secret Access Key from AWS.
Region Eligible resources in the selected region will be synced to GSLB. For guidance

on factors to consider when choosing a region, refer to the AWS
documentation.

Once you click Save, the following should now be synchronized to FortiAppSec Cloud:
« EC2instances that are running, regardless of whether their IP addresses are dynamically assigned.
« EC2instances that are shut down but have an elastic IP assigned.
» Load Balancers
Keep in mind the following for IPv6 Addresses:
« EC2instances or VMs with only IPv6 addresses will be synced, whether they are running or shut down.

+ EC2 instances or VMs with multiple IPv6 addresses will have each address treated as a separate virtual server
in GSLB.

Y Starting in version 25.2, the AWS connector supports both EC2 instances (IP-based) and
- - Load Balancers (domain name-based) as endpoints.
9 For EC2 instances, the connector continues to use AIAAAA Record Types in both the FQDN
— and Virtual Server Pool (VSP).

For Load Balancers, the connector uses CNAME Record Types for the FQDN and VSP.

How to configure a fabric connector with Azure

Ay
‘Q' If you already have an Azure user with the necessary permissions and a Tenant ID, Client ID,

Client Secret, and Subscription ID, you can skip to the last step.

1. Create a New Application:
a. Loginto your Azure account and go to App Registration > New registration to create a new application.
b. Inthe new application, create Client credentials.
c. ThetenantID can be found on the application overview page.
2. Assign Role to the Application:
a. Goto Subscriptions > Access control (IAM) > Add role assignment.
b. Search and select Virtual Machine Contributor > Next.
c. Select members, then search and select the new application created in step 1.
d. Review and assign. The subscription ID can be found on the Subscriptions overview page.
3. Enterrequired information to FortiAppSec Cloud:
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Field Description

Name The name of the connector.
Note: After you initially save the configuration, you can still edit the name later.

Type Select the type of connector you are creating. In this case, choose Azure. For
more details on the different options, refer to Fabric connector on page 325.

Tenant ID Copy and paste the Tenant ID from Azure.

Client ID Copy and paste the Client ID from Azure.

Client Secret Copy and paste the Client Secret from Azure.

Subscription ID Copy and paste the Subscription ID from Azure.

Resource Group The resource group of your virtual server(s). For more information on resource

groups and how to manage them, please refer to Azure documentation.

Location Select the region of your virtual server(s) from the drop-down list. For more
information on Azure regions, please refer to Azure documentation.

a. Click Save. The following should be synchronized to FortiAppSec Cloud:
« Virtual Machines that are running, regardless of whether their IP addresses are dynamically assigned.
« Virtual Machines that are shut down but have a static IP assigned.
* Load Balancers.
Please note the following for Load Balancers:
» Arunning VM added to a load balancer will be removed from the “Virtual Machines” list.
* Load balancers will be synced even without any virtual machines.

« IfaVMi s part of a Load Balancer, both its IPv4 and IPv6 addresses will not appear under “Virtual Machines.” If
this VM is added to a pool, its virtual server status will be shown as down in “Virtual Machines.”

Virtual Server Status

When your AWS or Azure credentials have successfully connected to GSLB, you will be able to see the EC2 instances,
Virtual Machines, and Load Balancers from your AWS or Azure account.

To view your virtual servers, navigate to the edit connector page by going to Fabric Connectors and clicking on the edit

g
icon 4 corresponding to the connector you want to view.

The colored dots to the right of each virtual server indicate its status, as follows:

Green: The virtual server is “AVAILABLE.”

Red: The virtual server is “UNAVAILABLE,” which occurs when the EC2 or VM is down or when the key and
credentials are deactivated.

Grey: The virtual server is "UNKNOWN".

This occurs when an EC2 instance with both IPv4 and IPv6 addresses changes only one IPv4 address after
rebooting. If the virtual server is part of a pool, it must be manually deleted and re-added.

If an EC2 or VM has a single IPv4 address, it updates automatically after changes.
A stopped VM with a detached static IPv4 address will show as grey.
Updating credentials without access permission will also result in a grey status.
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Running Instances with Dynamic IPs

Please note the following for running instances with Dynamic IPs:

« If not added to a virtual server pool, the virtual server will be deleted if it is shut down.
 Ifadded to a virtual server pool, the virtual server will not be deleted if it is shut down.

GSLB Settings

Email Notification Subscription

Subscribe or unsubscribe from email notifications for the following events. Notification emails will be sent to your
registered email address.

» Connector and Virtual Server Status Events
» Synthetic Testing status events

GSLB [ Settings

Settings

Settings presents various settings related to your user account.

Email Notification Subscription
Email Notification allows primary users to subscribe and receive email notifications for various events.

Connector and Virtual Server Status Events

Synthetic Testing Status Events

©
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Threat Analytics

Threat Analytics uses machine learning algorithms to identify attack patterns across your entire application assets and
aggregate them into security incidents and assign severity. It helps separate real threats from informational alerts and

false positives and help you focus on the threats that matter.

» Threat Analytics Dashboard on page 372
 Incidents
¢ Insights

Settings

Attack logs on page 381
« Gateways on page 391

Threat Analytics Dashboard

The default Threat Analytics Dashboard page opens when you click on Threat Analytics in the side navigation bar.

This section covers the following:

« Filter on page 373
» Widgets on page 373

Threat Analytics / Threat Analytics / Dashboard

I All Apps = “ All Actions ~ l
Incidents View All >
6
~ High
5 Moderate
4 Low
3
2
1
o]
20:00 00:00 04:00 08:00 12:00 16:00

Top Attack Types

®

® Known Exploits

® Generic Attacks

@ Cross Site Scripting
® Trojans

® SOL Injection

4
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Filter

You can narrow down the scope of these visualizations by specifying the desired application(s), attack types, and time
frame of the attacks shown.

Threat Analytics / Dashboard

‘ All Apps = H All Actions ~ ] Last 24 Hours Last 10 Days Last 30 Days

To filter by application, click on All Apps to expand the list of all applications on your account.
To filter by action, such as Monitor or Block, click on All Actions to expand list of options.

* When you select Monitor, the widgets on this page only reflect attacks that have been logged, but not interrupted.
« When you select Block, the widgets on this page only reflect attacks that have been stopped from reaching your
application.
To filter by time frame, select one of the three options on the right side of the page:

e Last24 hours
+ Last 10 days
« Last30days

Widgets

The Threat Analytics Dashboard displays widgets that provide insights to the attack traffic detected on your
applications.

The following table highlights the information contained in each of the widgets:

Widget Description

Incidents Three lines that depict the number of notable incidents over the selected time
frame. Each line represents a different level of severity.
Hover over a line to see the number of incidents of the selected severity at the
selected time.

Threats Two lines that depict the number of threats, and the number of blocked
interactions over the selected time frame.
Hover over a line to see the number of threats or blocked interactions at the
selected time.

Top Attack Types Displays the pie chart distribution and percentage of most common attack types
on your application.

Top Incidents by Country A map displaying the geographical locations with the highest incidence of
incidents.
Top Attacked Resources A ranked table of applications on your platform with the highest number of threats,

showing their platform and the Block/Monitor ratio for each.

Top Incidents by Severity Displays the highest-severity activity on your applications.
Top Attacks by CVE ID Displays the distribution and percentage of most common attacks by CVE ID.
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Widget Description

A CVE (Common Vulnerabilities and Exposures) is a publicly disclosed
cybersecurity vulnerability or exposure that has been assigned a unique identifier,
allowing it to be tracked and managed across different platforms and security
systems.

Incidents

Attack events are aggregated into incidents based on common characteristics, allowing you to quickly identify frequent
attack types, the most malicious source IP addresses, and more.

Threat Analytics / Threat Analytics / Incidents

Incidents
Incident Details Moderate

| £ Reload ‘ | Last 30 Days ~ ‘ | Y Add Filter

Platform FortiAppSec Cloud
Incident Description Last Time Threats Blocked Policy
From E Hong Kong
Bot Attacks(Crawler) by .
2024-11-18 21:14:46 1 100.0% >
Attack Type  Bot Allacks(Crawler)
Trojans Attacks by 4 IPs from multi.. Host
2024-11-14 01:51:06 4 100.0% > CVE IDs N/A
URL 1 ®
Generic Attacks by 2 IPs from Taiw...
2024-11-14 01:51:06 2 100.0% > Comments 0 Comments
Add a tag Addaotag *
Cross Site Scripting Attacks by mul...
2024-11-14 01:33:24 42 100.0% >
Threat Details
Multiple Attacks by fo Threats 1 First Time 2024-11-18 21:114:46
- 02 5 .
2024-11-14 01:02:04 s 80.0% ? Blocked 100.0% Last Time 2024-11-18 21:14:46
Generic Attacks bv 6 IPs from multi...
2024-11-14 01:02:04 6 100.0% > 1 Threats
Blocked
SQL Injection Attacks by multiple I...
2024-11-14 01:02:03 22 100.0% >
0
20:20:00 20:36:40 20:53:20 21:10:00 21:26:40 21:43:20  22:00:00
Showing 1to 20 of 98 entries 20 « FIRST PREVIOUS NEXT LAST

| More Details » |

Selecting an incident reveals details such as the attack type, target application, and source IPs.

You can filter the displayed Incidents by the Last detected time, App Name, Attack Type, CVE ID, Device, Host, Incident
ID, Source Country, Source IP, and Tag.

Incident Organization

You can add tags with predefined labels to mark incidents, which updates their status icons for easier tracking. These
labels are for your reference only and do not affect the system’s threat detection but help with organizing incidents for
sorting, filtering, and acknowledgment. Tag names can also be edited to suit your needs.
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Incident Details Moderate

Platform FortiAppSec Cloud
Policy
From = lran 00 [taly [ Taiwan
A
ur
Attack Type Trojans
Host .net
CVE IDs M/ A
URL D
Comments 0 Comments
Add a tag Addotag ¥
s
RN F:ise Positive &
Threat Details -
s
Threats & ‘irst Time 2024-11-14 00:28:42
Blocked P .ast Time 2024-11-14 01:51:06
Low
D ’ _—
1 | & ~ Threats
| A Blocked
AN | s o
N e
’
00:30:00 00:46:40 01:03:20 01:20:00 01:36:40

Additionally, you can use the Comments link under Incident Details to add notes to an incident.

Comments

Add Comment

This field is required.

CANCEL m
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Additional Incident Details

You can access additional information on the selected incident by scrolling down Incident Details clicking More
Details.

< Incident Details

Policy Name Attack Type Countries Hosts IPs URLs CVE IDs >
Countries Threat Action(Block/Monitor)
United States 9 9/0
Japan 3 3/0
Unknown 2 2/0
Taiwan 2 2/0
French Guiana 1 1/0
China 1 1/0
Egypt 1 1/0
France 1 1/0
Germany 1 1/0
Indonesia 1 1/0

When you click on any detail category on this page (except for Threat Sample), a table is displayed showing the
information described below, along with the corresponding threat count and block/monitor ratio. The block count
indicates how many transactions were blocked, while the monitor count represents the total number of transactions
detected for this incident.

Detail Category Descripion

Policy Name The name of the afflicted application.
Attack Type The type of attack(s) detected by Threat Analytics. Examples include
SQL Injections, Cross-Site Scripting, and Trojans Attacks.
Countries The countrie(s) from which attacks in the recorded incident originate.
Hosts The host(s) of the afflicted application.
FortiAppSec Cloud 25.3 User Guide 376

Fortinet Inc.



Threat Analytics

IPs The Client IP address(es) from which the attack came from.
URLs The URL(s) on your domain where the attacks occurred.
CVE IDs The CVE ID(s) associated with the incident.

CVE IDs are unique identifiers for tracking publicly disclosed
cybersecurity vulnerabilities. They follow the format CVE-YYYY-NNNNN
(e.g., CVE-2023-12345) and are managed by the CVE Program,
overseen by MITRE.

If no CVE ID is associated with this attack, this will display as N/A.

OWASP Top 10 The OWASP Top 10 risk(s) associated with the incident.

The OWASP Top 10 is a list of the most critical security risks to web
applications, published by the Open Web Application Security Project
(OWASP).

Threat Sample This page lists out each detected transaction within the incident and lists
out its description, Action, Client IP address, URL, and date detected.

< Incident Details

18 IPs URLs CVEIDs OWASP Top10 Threat Sample

Msg ID # Severe Block

Parameter(id) triggered signature ID I of Signatures

Action BLOCK

ClientIP - -

URL /1.html

Date 2024-11-14 00:13:03

Insights

The Insights page adds another level of incident analysis and provides recommendations to enhance your security
posture.
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Threat Analytics / Threat Analytics / Insights

Insights
B Exposed Origin Servers 34
B Trust IP Policy Alarm 0
B unprotected API Hosts 0
B WAF Configuration Alarm 11
B Fortinet Monitoring Service 0
'WAF Configuration Alarm
One or more of the following websites are not configured to block certain important attack types
App Name Configuration Status Action
KnownAttacks disable o
DDos disable o]

The pie chart on this page shows the highest security risk factors in your application, along with the number of violations
detected for each risk factor across your applications.

Clicking on one of the listed threats next to the pie chart will modify the table below the chart to show information specific
to the selected threat, along with information for suggested actions.

Threat Description

Exposed Origin Servers This refers to situations where parts of your application expose the
address of the physical or virtual machine hosting the application and/or
database software. Examples include when the Origin Server IP is
directly accessible through HTTP/HTTPS requests or is visible in public
DNS records.

Trust IP Policy Alarm This threat occurs when your account's Trust IP list contains IPs with a
bad reputation that have been identified as malicious. We recommend
removing these IPs immediately from the Trust IP listin Access Rules >
IP Protection.

Unprotected API Hosts This threat occurs when one of the hosts in your account is not protected
by API security. When this occurs, we recommend enabling ML based
API Protection to automatically discover and protect all APl endpoints.

WAF Configuration Alarm This refers to when one or more websites on your account are not
configured to block important attack types. To better protect your
application, please find the suggested page under Configuration in the
table below, and navigate to said page under WAF.

Fortinet Monitoring Service This includes threats detected by engineers through Fortinet's managed
services, such as SOCaas.
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Settings

You can now define various rules to automatically create a Jira or ServiceNow ticket, or send an email when certain
Incidents occur. This can help SOC analysts assign an incident to someone else in the organization.

Threat Analytics / Threat Analytics / Settings

Notification Settings

When a new incident occurs, Threat Analytics can send you an Email, create an issue in Jira or create an incident in ServiceNow

Name Type
fsdfdsdsad Email
Iwayne-test Email
pstestl Email
sam-test-0804-all Email

Application/Devices

Applications and Devices
Applications and Devices
Applications and Devices

[a) kris-uc-test(05493251386), O kris-url-rewrite-0130(2720208373)

To send email or create Jira tickets when certain incidents occur:

1. Goto Threat Analytics > Settings.

Ll

Click Create Notification Template.
Enter a name for the template.
For Applications/Devices, select:

Notify Me When

Risk is low, moderate, high

Risk is low, moderate, high

Risk is low, moderate, high

Risk is low, moderate, high

+ Create Notification Template

Status

Enabled

Enabled

Enabled

Disabled

Action

(e}

Ew

Ew

Ew

« All Applications and Devices: Notifications will be sent when incidents on any of the application or device

occur.

« Customized: Notifications will be sent only when incidents on the selected applications or devices occur.
5. Select the applications or devices you want to monitor, then move them to the Selected list. Please note that the

applications in the list are those for which you have either read-write or read-only permission.

6. Turn on Status if you want this notification template to take effect.

7. Click Next.

8. Select Notify me when incident with certain risk level occurs.

There may have multiple attack events with common characteristics aggregated in one incident. Incident with higher

risk level means that there are more attack logs in it.
9. Select whether to send natification through email or Jira.

e Email

Configure the Recipient and Subject. Separate multiple email addresses with ",".

If you would like to add macros, type "%%" and the available macros should pop up.
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Type
@ Email Jira ServiceNow he names of the applications and
ATTACK_TYPE
ReCipient Type of the attack
BLOCKED
The number of attacks blocked
divides by the number of attacks
® detected
BLOCK_COUNT
. The number of attacks blocked
Subject

CVE_IDS
[%%RISK%%] %%DESCRIPTIONf%, %%HOST_DESCi%ikikkik, %%

o Jira

V.

Enter the Jira URL, then the Account and Token for FortiAppSec Cloud to build up a connection with Jira.

Click Next. FortiAppSec Cloud will verify the token and account. It will not proceed to next page if the
verification fails.

FortiAppSec Cloud pulls the project names, issue types, and reporters from Jira, then populate them in the
drop-down list. Select from the list. The Jira incident to be created will be tagged with the selected project
name, issue type, and reporter.

Edit the Summary and Description. If you would like to add macros, type "%%" and the available macros
should pop up.

Click Save.

« ServiceNow

Enter the ServiceNow URL, then the Client ID and Client Secret for FortiAppSec Cloud to build up
connection with ServiceNow.

Click Next. FortiAppSec Cloud will verify the token and account. It will not proceed to next page if the
verification fails.

FortiAppSec Cloud pulls the Caller, Assignment Group from ServiceNow, then populate them in the drop-
down list. Select from the list. The ServiceNow incident to be created will be tagged with the selected
Caller and Assignment Group.

Edit the Summary and Description. If you would like to add macros, type "%%" and the available macros
should pop up.

Click Save.

vy

The Notification Settings is globally applied, which means the Notification Template

account.

uqa created or edited in your account will also be applied to other accounts under the same root
—
-

In certain cases you will see the application names shown as unknown. These are the
applications to which you don't have Read-Only or Read-Write permission.
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Attack logs

The Attack Logs now display logs from all applications. You can click on an entry to view detailed threat information or
use the Add Filter option to filter threats as needed. Click Reload to refresh the page and load any new logs recorded
since the last time it was accessed.

Unlike FortiView, which organizes threat data into different categories, the Threat Analytics Attack Logs page lists all
threats in a single table.

A maximum of 10,000 logs will be displayed per filter, and FortiAppSec Cloud retains attack logs for two months before
they are deleted.

Please note that the number of attacks displayed in Attack Logs, FortiView Threat View , and Blocked Requests widget
on Dashboard are slightly different.

« Certain attack types such as Bot and DDoS attacks generate a large amount of requests in a short time. To prevent
numerous identical attack logs flooding the Ul, FortiAppSec Cloud only logs the first request in Attack Logs and
FortiView Threat View , while it shows the actual count in Blocked Requests Widget so you can know how many
actual attack requests were blocked.

« To prevent Information Leakage, FortiAppSec Cloud may cloak the error pages or erase sensitive HTTP headers in
response packets. Such items are logged only once per minute in Attack Logs and FortiView Threat View for you to
know the Information Leakage rule took effect. In the meanwhile, the actual count is recorded in Blocked Requests
Widget.

« Ifyou have set FortiAppSec Cloud to block attacks but not generate a log when certain violation occurs, such as
Alert & Deny (no log), then the attacks will not be logged in Attack Logs and FortiView , but will be counted in the
Blocked Requests widget.

To identify the security feature blocking your request, map the Attack ID value to the corresponding description in
the table below.

20000001 Allow Method

20000002 Protected Hostnames

20000003 Page Access

20000004 Start Pages

20000005 Parameter Validation

20000006 Black IP List

20000007 URL Access

20000008 Signature Detection

20000009 Custom Signature Detection

20000011 Hidden Fields

20000012 Site Publish

20000013 HTTP Parsing Error

20000014 DosS Protection
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20000015 SYN Flood Protection
20000016 HTTPS Connection Failure
20000017 File Upload Restriction
20000018 GEOIP
20000019 lllegal XML Format
20000020 lllegal JSON Format
20000021 Custom Access
20000022 IP Reputation
20000023 Padding Oracle
20000024 CSREF Protection
20000025 Quarantined IPs
20000026 HTTP Protocol Constraints
20000027 Credential Stuffing Defense
20000028 User Tracking
20000029 XML Validation Violation
20000030 Cookie Security
20000031 FTP Command Restriction
20000032 FTP Parsing Error
20000033 Timeout Session
20000034 Other Attacks
20000035 FTP File Security
20000036 FTPS Connection Failure
20000037 Anomaly Detection
20000038 OpenAPI Validation Violation
20000039 WebSocket Security
20000040 MITB AJAX Security
20000041 Bot Detection
20000042 CORS Check Security
20000043 JSON Validation Security
20000044 Mobile API Protection
20000045 Bot Deception
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20000046 Biometrics Based Detection
20000047 Threshold Based Detection
20000048 AP| Gateway

20000049 URL Encryption

20000050 SQL/XSS Syntax Based Detection
20000051 Known Bots Detection
20000053 Allow Only IP List
20000200 Known Attacks

20000201 Information Leakage
20000202 Cookie Security

20000203 File Protection

20000204 Client Security

20000205 Request Limits

20000206 URL Access

20000207 IP Protection

20000208 Bot Mitigation

20000209 DDoS Prevention
20000210 XML Security

20000211 OpenAPI Validation
20000212 WebSocket Security
20000213 Known Bots Detection
20000214 API Gateway

20000215 Mobile API

20000216 JSON Security

Add Exception

If you know that a specific URL or parameter consistently triggers false positives by matching an attack signature during
normal use, you can create an exception for that signature ID. This prevents matching traffic from being flagged as an
attack.

You must enable at least one of the following fields: Request URL or Parameter Name. Allow several minutes for the
configuration changes to take effect.
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Attack Logs

< Reload H EU Region - FortiAppSec Cloud ~

Time

2025-05-21 22:12:14

2025-05-21 22:09:34

2025-05-21 22:09:19

2025-05-21 22:09:03

2025-05-21 22:08:56

Request URL

Threat Level

Moderate

Moderate

Moderate

Moderate

Moderate

Parameter Name

Action

BLOCK

BLOCK

BLOCK

BLOCK

BLOCK

Y Add Filter

0.0.0 Safari/537.36

Server Information
Last 24 Hours  Last7Days Al

Application = File Ago X Domain:

Application

File Ago

File Ago

File Ago

File Ago

File Ago

Destination Port: 443
URL Client IP
HTTP Version: 1.x

URL:

Refer: none

Threat Information

> Msg ID:
Attack ID:
Template Name: N/A
> Threat Main Type: Known Attacks
Threat Sub Type: Generic Attacks

Signature ID: 050140004 |1 Add Exception

CVE-ID: N/A

OWASP Top 10: A03:2021-Injection

Specify a URL value to match. For example, /testpage . php, which match
requests forhttp://www.test.com/testpage.php.

If String Match is selected, ensure the value starts with a forward slash (/)
(for example, /testpage.php). You can enter a precise URL, such as
/floder1/index.htm or use wildcards to match multiple URLs, such as
[floder1/* ,or /floder1/*/index.htm.

If Regular Expression Match is selected, the value does not require a
forward slash (/). However, ensure that it can match values that contain a
forward slash. For details, see Frequently used regular expressions on page
216.

Do not include a domain name because it's by default the domain name of this

app

lication.

Specify a parameter name to match. For example,
http://www.test.com/testpage.php?a=1, the parameter name is "a".

To create a regular expression, see Frequently used regular expressions on page

216

Forwarding FortiADC attack logs to Threat Analytics

Through the FortiADC integration with FortiAppSec Cloud Threat Analytics, you can forward FortiADC attack logs to
FortiAppSec Cloud where the Al-based Threat Analytics engine identifies unknown attack patterns by parsing through all
FortiADC attack logs and then aggregating similar or related attack logs into single incidents. This allows you to use
these identified attack patterns to protect your application against the identified threats.

Prerequisites for using Threat Analytics for FortiADC attack logs:

* You must have a valid Threat Analytics service license.

¢ You must have the Threat Analytics service enabled in FortiADC.
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Please note that when your license expires or becomes invalid, the log forwarding will stop immediately regardless of
whether the Threat Analytics service is enabled.

14-Day Evaluation license

A 14-day Evaluation license is offered to customers who would want to evaluate the Threat Analytics service. This 14-
day Evaluation license can only be used once. To activate the 14-day Evaluation license, enable Threat Analytics
connector from Security Fabric > Fabric Connectors. During this 14-day trial period, you can disable and re-enable
Threat Analytics anytime. The 14-day trial period starts from the first time Threat Analytics is enabled. When you are
ready to purchase the full license with the Threat Analytics service, contact the Fortinet Sales team.

To enable Threat Analytics:

1. Login to https://support.fortinet.com/ register the serial number for your FortiAppSec Cloud license. For details,
please see Registering Assets.

2. Loginto FortiADC.

3. Inthe Dashboard > Status License widget, check the status ofThreat Analytics. The status should be displayed as
Valid.

4. Go to Security Fabric > Fabric Connectors. Under Other Fortinet Products section, locate the Threat Analytics
connector.

5. Enable Threat Analytics.
GUI

Go to Security Fabric > Fabric Connectors and enable the Threat Analytics connector.

iADC FortiADC-VM

¥ Security Fabric

Automation

W FortiView

& System

% Shared Resources

>
“ Network > c @ c
Server Load Balance >
% Link Load Balance > S fizsstdais
@ Global Load Balance Disabled Disabled Disabled « © C [+]
2 Web Application Firewall >
U Network Security >
&3 DoS Protection >
& User Authentication >
s Log& Report >
CLI

config system global

set threat-analytics enable

set threat-analytics-authrul <auth-url>
end

If you do not have an active Threat Analytics contract, you will receive the following message:
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FortiADC-VM # conf sys global
FortiADC-VM (global) # set threat-analytics enable

FortiADC-VM (global) # end

Threat Analytics is an Al-based Saa5 service that helps identify significant threats and zoom in on the threats that matter.
It is included in the FortiADC AI Security Bundle subscription. Want to try it owt?

You can start your FREE 14 days trial at any time.

Do you want to continue? (y!n).

6. Once the Threat Analytics connector successfully connects FortiADC to the Threat Analytics service, a new local
certificate and CA will be created. Check the certificates and CA to ensure they are present.
a. Goto System > Manage Certificates to locate the new local certificate with the name Threat_analytics _cert
<date_of _today>.

@ Dashboard > Local Certificate Group Local Certificate
NX Security Fabri |
= g s : 4 Generate <+ Import © Add Filter
e FortiView >
& System 5 Name Subject
Settings _ :
Factory [C=US/ST=Californ
High Availability
) Fortiadc_ssl JCN=FADV080000:
Traffic Group
Administrator SSLPROXY_LOCAL_CA /C=US/ST=Californ
Global Resources HTTP2_RSA_2048 /C=US/ST=Californ
SNMP ' P i £rDAEn DL
Threat_analytics_cert_20231211 | /CN=6dfc2c5c-25d
Replacement Messages Analytics/emailAdd
FortiGuard
Showing 1to 5 of Sentries 0 rows selected Shov
Debug
WCCP
Manage Certificates
VE."if'y'
OCSP

b. Go to System > Verify to locate the new CA with the name Threat_analytics CA_<date of today>.
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& Dashboard > Verify CRL CA Group CA
Sk Security Fabri ' :
¥~ Security Fabric b Fimport © Add Filter
& FortiView >
Name Subject
I £ System v d
- Fortinet_CA /C=US/ST=California/L=5u
Settings
High Availability Threat_analytics_CA_20231211 /CN=Certificate Authority/
Traffic Group .
Showing 1to 2 of 2entries 0 rows selected Show 25/ entries
Administrator

Global Resources
SNMP

Replacement Messages
FortiGuard

Debug

WCCP

CERTIFICATE

Manage Certificates

Verify

c. Anew syslog global_remote server will be created with the FQDN address type and with the comment “fweb_
cloud".

7. Waitto allow FortiADC to generate attack logs and forward them to FortiAppSec Cloud.
8. Log Into FortiAppSec Cloud with the account you used when registering your license on the Fortinet Support site.

Do not delete or modify the syslog remote and certificate/CA entry. Threat Analytics cannot
function without these configurations.

Threat Analytics in VDOM

When Threat Analytics is enabled in VDOMs, Override in the Syslog Server configuration will be disabled in order to use
the global syslog server. If you have previously enabled Override in the Syslog Server configuration, then the default
global syslog server list would be removed and you may use a new syslog server list specifically defined in the VDOM.
By default, the new syslog remote server would also be created in all the VDOMs with Threat Analytics enabled, which
disables Override in order to use the global syslog server. When Threat Analytics is enabled, it will always use the global
or root DNS, and not the VDOM's DNS.

Threat Analytics in HA

In HA mode, only the primary node is connected to Threat Analytics and then the certification and syslog configurations
are synchronized to the secondary. This workflow is designed to prevent HA synchronization issues that can arise with
having both the primary and secondary nodes connect to the FortiAppSec Cloud at the same time. As only the primary
node is connected to FortiAppSec Cloud, the Threat Analytics status in the secondary node will show as "disconnected".
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Threat Analytics troubleshooting and debugging

You can use the following tools to diagnose and troubleshoot Threat Analytics issues in FortiADC

Threat Anaytics connector

When you enable the threat analytics connector, the Threat Analytics service license status will display.

Threat Analytics
O

The o and 0 icons indicate whether the Threat Analytics connector has successfully connected to the FortiWeb
Cloud server. If the connection is down , FortiADC will first perform an inspection of the Threat Analytics license status to
determine whether the connection issue is caused by an invalid license. If a valid Threat Analytics license exists, then
further troubleshooting may be required to determine the root cause of the Threat Analytics connection issue.

License Status Description

0 No license

1 Advanced license

2 Standard license, has not enabled threat analytics before

3 Standard license, has enabled threat analytics before, has not expired.
4 Standard license, expired.

CLI commands to debug logs relating to Threat Analytics

Command Guidelines
diagnose debug module To view the debug informatio of he wassd daemon.
wassd The wassd daemon forms the connection between FortiADC and FortiAppSec

Cloud and performs several integral functions when Threat Analytics is enabled.
This includes the following:
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Command Guidelines

« Establishing a web socket connection with the FortiAppSec Cloud using a token.
The wassd identifies whether a CA exists before registering to theFortiWeb
Cloud. If a CA does exist, then the wassd will send the issue date of the CA
certificate to the FortiWeb Cloud.

+ Updating FortiAppSec Cloud with FortiADC configuration changes, such as HA
status changes, member updates, or mode modification.

» Updating device certificates received from the FortiAppSec Cloud. [fwassd
registered to the FortiAppSec Cloud without the issue date of the CA or that the
certificate has expired, then FortiWeb Cloud will send new certificates (including
the certificate, key, and CA) to wassd. The wassd will update to the local
certificate and CA table, and register to FortiAppSec Cloud again with the latest
CA issue date.

« Starting the forwarding of FortiADC attack logs to FortiAppSec Cloud. If wassd
has successfully registered to FortiAppSec Cloud, then it will start the action with
the log server and port from the FortiWeb Cloud.

Note:

The wassd daemon is create for Threat Analytics and executes the wassd_ws
Python script when Threat Analytics is enabled. The backend log for the Python
scriptis stored in /var/log/wassd.log

diagnose sysem threat- To view the system information for Threat Analytics
analytics info

Forwarding FortiWeb attack logs to Threat Analytics

Attack logs on FortiWeb can be forwarded to FortiAppSec Cloud, which allows you to leverage the powerful Al-based
Threat Analytics service that helps identify significant threats and zoom in on the threats that matter.

Prerequisites for using Threat Analytics for FortiWeb's attack logs:

* You have a valid Threat Analytics service license.
» Threat Analytics service is enabled in FortiWeb.

Please note that when your license expires or becomes invalid, the log forwarding will stop immediately regardless
whether the Threat Analytics service is enabled.

To enable Threat Analytics:

1. Login to FortiWeb.
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2. Check the status of Threat Analytics in the Licenses widget in Dashboard > Status. It should be displayed as

Valid.

Licenses

Q

VM License

EIL]
4

~u
Lo

CredentialStuffine Defense

FortiSand Status

GEODB | Expireson 2023-08-21

& Walid Contract

0000000
-
A
3
é‘:

3. Inthe System Information Widget in Dashboard > Status, click Enable Threat Analytics, then click OK in the

pop-up window.

System Information

HA

[¥5]

tatus

Host Name

System Time
Firmware Version

System Uptime

Administrative Domain

< X

waw
4

Standalone
AWS_on_prem_frankurt_2
Standalone
FVVMOBTMZ2200094%
Reverse Proxy

Wed Aug 31 12:54:59 2022

FortiWeb-AWS
7.02,build0097(GA),220810

[12 day(s) 20 hour(s) 28 min(s)]
© Disabled

& Enrrable Threat Analytics I:

Throughput

4. Make sure Enable Attack Log is switched on in Log&Report > Log Config > Other Log Settings.

5. GotoDashboard > Status, click Add Widget, then select Threat Analytics in the System section. The Threat
Analytics widget will be displayed on the Status page. You can view whether FortiWeb is successfully connected
with FortiAppSec Cloud and whether the attack logs are being forwarded.

J
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Threat Analytics - i
Status Connected
Attack Log Forwarding Allow

6. Wait for FortiWeb to generate attack logs.
7. Loginto FortiAppSec Cloud with the account you used when registering your license on Fortinet Support site.

Gateways

Use Gateways to integrate Threat Analytics with FortiWeb and FortiADC appliances. This allows you to collect attack
logs from all your FortiWeb and FortiADC platforms and apply threat analytics across your entire web infrastructure.

You can also configure FortiWeb to send its attack logs to FortiAppSec Cloud's Threat Analytics. For more information,
see Forwarding FortiWeb attack logs to Threat Analytics.

The devices connected to Threat Analytics are displayed in the web portal GUI under Threat Analytics > Gateways.

Threat Analytics [ Gateways

T Add Filter

Hostname & Serial Number 2 Status SOCaaS Product Model ¢ Expiration Date * Data Storage Action
FortiADC-169 FADVO8TM24090027 © offline ® No license FortiADC VMO8 2025-03-16 US East (Ohio) &=

Showing 1to 1 of 1 entries 10 ~ FIRST PREVIOUS | 1 NEXT

Security Operations Center-as-a-Service (SOCaaS)

This page outlines instructions for enabling SOCaas for Gateways.
For instructions on enabling SOCaasS for WAF applications, please refer to WAF Settings on page 181.

Fortinet Security Operations Center-as-a-Service (SOCaaS) offers a cloud-based security monitoring service that
analyzes security events generated from your FortiAppSec Cloud, performs alert triage, and escalates confirmed threat
notifications. Its key services include:

+ Real-time web application and API security monitoring

» Clear Call to Action on detected Web Attacks

» Noise reduction of False Positives and Information alerts

+ Weekly FortiAppSec Cloud executive and threat protection report
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To allow the SOCaaS team to perform essential security operations, grant them access to retrieve attack logs from

Threat Analytics on FortiCloud.

Step 1 Create an IAM user for the SOCaaS team on page 392

Step 2 Wait for the SOCaaS team to complete configuration on page 397
Step 3 Onboard your application on SOCaaS on page 397

Step 1 Create an IAM user for the SOCaaS team

Step 1.1 Set permission profile for SOCaaS IAM

1. Login to FortiCloud: https://support.fortinet.com/welcome/#/
2. Select service from top menu and click “IAM” as following:

@ £ Services w G') Support ¥

ASSETS & ACCOUNTS CLOUD MANAGEMENT CLOUD SERVICES

Asset Management FortiClient EMS Cloud FortiSASE FortiMail FortiMonitor
@ FortiGate Cloud SOCaas FortiRecon FortiAppSec Cloud

Organizations FortiAnalyzer Cloud FortiConverter FortiZTP FortiSandbox Cloud

FortiFlex FortiManager Cloud Show More v

FortiEdge Cloud

3. You will see the following page:
&) FortiCloud & Services ~ @ swport v

< 1AM

What's New

& Users

328 User Groups

F3  Migrate Sub Users

Get Started with Permission Profiles

@ Permission Profiles A New Feature to Manage FortiCloud IAM Permissions

Account Settings
= ¢ Permission Profiles let you specify access to FortiCloud Portal resources and grant portal-specific

permissions for IAM users, user groups, external IdP roles, and API users

To assign permission to a user, user group, IdP role, or APl user, you can create
a permission profile and specify:

Portal Access - Explicitly enable or disable access to the FortiCloud portals

Portal Permission - Grant portal or service-specific permissions for the user associated with the profile
Learn More about Permission Profiles

e Watch the Video Tutorial
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4. Select Permission Profiles and click Add New:

< |AM
Permission Profiles ®

45 What's New
Search

& Users

Total Records @)
522 User Groups

B3 Migrate Sub Users

L 2

Q % Add New |

SysAdmin Default profile (CEEETEY N/A 3/59 Active
(B Permission Profiles 1
Admin Local 7/59 2022-11-05 Active
# FemmiCE api-user Local 40/59 2023-10-04 Active
5. Enter permission profile name and optional description and click Add Portal.
<= 1AM
New Portal Permission Profile Concel m
4% What's New
& users I BASIC INFO
Permission Profile Name: * Status: *
oo @] :
By Migrate Sub Users Description
Test profile for writing docs for SOCaa$
B Permission Profiles
Select a Type
# TS Choose the profil or limiting the profile to current account and Organization for OU accounts
Local -
I PERMISSION PROFILE
6. Check FortiAppSec Cloud box and click Add.
Add these portals to my accounts
Total Selected €9 Select All
[ Asset Management ) FortiCASE | FartiFlex [ FortiSandbios Cloud 1 1am
0O crap C1 FortiClient EMS Cloud ] FartiGate Cloud [ Fortisast [ Managed FortiGate
O] FGaas _) FortiClient Services ] FortitGSLE [l FartiScanner [ OCWPN Portal
] FortiaBe ] ForticN P 1 FartiMail [ FortiSiEmM Cloud [J Owerlay as a Service
] Fortidnalyzer Cloud O] FortiConverter ] FartiManager Cloud [ FortiSOAR Cloud [ SOCaas
FartiAppSec Cloud o T FortiDAST "1 FartiMonitar O] FartiToken Cloud
] FortiCamera Cloud ] FortiDeceptor Daas Cloud ] Fartios S50 ] FortiTrustiD
[T FartiCare Flita [Beta) | FartiDemo | FartiPhish ] FartiVioice
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7. Set WAF - Application, General and Threat Analytics to Read & Write. Click Submit.

€ 1AM

New Portal Permission Profile
& What's New SULaas_cloudapp_doc
&  Users Description

Test profile for writing docs for SOCaa$
3R User Groups
Select a Type

) Migrate Sub Users

a Permission Profiles

£ Account Settings

Local

I PERMISSION PROFILE
FortiAppSec Cloud

Home ®
WAF - Application s

WAF - Template 6]
WAF - Settings [¢] @

Threat Analytics
General
GSLB

Bot Protection

8. A new permission profile is added successfully.

M

TAM
New Portal Permission Profile

& UislED SOUaas_cloudapp_doc

& Users Description

Test profile for writing docs for SOCaas
%&  User Groups
Select a Type

B3 Migrate Sub Users

£ Account Settings

Local

| PERMISSION PROFILE
FortiAppSec Cloud

Home @®
WAF - Application .
WAF - Template

WAF - Settings
Threat Analytics
General

GSLB

Bot Protection

Step 1.2 Create a user for SOCaa$S team

Actve

Actve

1. Select Users, click Add New, then then click IAM User.

Users @

Search

4 What's New

328 User Groups

Total Records €

f)  Migrate Sub Users

©  Permission Profiles

£ Account Settings

1AM User

1AM User

1AM User

MyAssets

MyAssets

MyAssets

Active

Active

Active

2. Inputthe Username, Full Name, Email and Phone, then click Next. For the email address, use

“socaas@fortinet-us.com”.
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Add IAM User
<= |AM
4% What's New 1. User Details
|1AM USER INFORMATION | ADOPT PERMISSIONS
222 User Groups Username: * Apply same permissions as existing User
O Migrate Sub Users
Full Name: *
@  Permission Profiles @ SOCaaS IAM User
Er I+
£ Account Settings il
(5]
Phone: *
@ +1 1234567890
Description

3. select a Asset Folder. then select the permission profile created in the last step. Click Next.

| BASIC INFO

Do you want your permission controlled by an 1AM User Group?

The User will adapt ned User Group. You cannot

Azt o Portal Permiszions while the User iz

Select a Type"

Loca

| PERMISSION SCOPE
Choose An Asset Folder *

My Assets

| PERMISSION PROFILE

Select a Permission Profile’

50C:

loudapp_doc

FortiAppSec Cloud

Home v

WAF - Application v

WAF - Template v
WAF - Settings v
Threat Analytics v

General v

GsLe v

Bot Protection v

4. Click Confirm, the IAM user is created successfully.
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5. Click Generate Password. The link will be displayed and click Copy Reset Link to copy the link.
socaas @

USER PROFILE ~ USER PERMISSIONS ~ SECURITY CREDENTIALS

| RESET PASSWORD

Pressing 'Generate Password' will generate a reset password link for the user to login. The new generated link will make the previous one invalid and expire in 5 days.

| TWO FACTOR AUTHENTICATION

() L A e e e D e A e 2 e T o R D e T T Gl e o e s e T iy
authenticator app for improved security.

Two Factor Authentication is not activated

USER PROFILE ~ USER PERMISSIONS ~ SECURITY CREDENTIALS
| RESET PASSWORD
Pressing ‘Generate Password" will generate a reset password link for the user to login. The new generated link will make the previous one invalid and expire in 5 days.

hitps:/support-dev.corp.fortinet.com/cred/#/reset/passwordkey=8 5d3

| TWO FACTOR AUTHENTICATION

® Our system is enforcing Two Factor Authentication (2FA) now with email 25 default method. To enhance security, please encourage all 1AM users to switch to FortiToken, which offers stronger protection and and the convenience of push notifications, or to use a third-party
authenticator app for improved security.

Two Factor Authentication is not activated

Step 1.3 Share the password link with SOCaaS team

1. Copy and share the Generate password link with the SOCaaSTeam over email socaas@fortinet-us.com.
The SOCaasS team will set their own password.
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2. Verify 2FA setting and make sure it is set to Email, not FortiToken. As shown below, you need to switch on the
Email button.

- Two-Factor Authentication

L0 AR ADL BT SRS i 12 EET by 00 10 I P 1D 3 e Ll N3 i T Ty

= e 2.

B

O T O

j 100

Step 2 Wait for the SOCaa$S team to complete configuration

When onboarding FortiAppSec Cloud to SOCaasS, the process typically involves a waiting period for configuration and
service preparation.

Once the configurations are complete, the SOCaasS team will contact you via email to confirm that the SOCaaS service
for your FortiAppSec Cloud service is ready.

Step 3 Onboard your application on SOCaa$S

The final step is to onboard your application on Fortinet SOCaa$S. For detailed instructions, please refer to the following
article: Onboarding FortiWeb or FortiAppSec Cloud.
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General

General

This section covers information that applies to all services of your account, covering account-wide settings and logs
collected from each service.

« Settings on page 399

¢ Audit Logs on page 402

« Contracts on page 404

e Usage on page 407

+ Reports on page 410

¢ Organization on page 411
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Settings

Audit Logs Export

Enable this option to export system-level events, such as user logins and server creation, to specified log servers for
individual accounts.

Exporting logs that span the entire organizational unit is not supported.

Server Type Select the destination server for exporting audit logs.

See the following instructions for FortiAnalyzer, FortiSIEM, SysLog and
ElasticSearch.

FortiAnalyzer
FortiAnalyzer is a powerful log management, analytics, and reporting platform that provides centralized logging and
analysis, plus end-to-end visibility.
Please note the following:
¢ FortiAnalyzer is supported; however, FortiAnalyzer Cloud is not.
¢ When configuring the corresponding ADOM on FortiAnalyzer, please set the Type to FortiWeb.
¢ FortiAnalyzer supports assigning devices to different ADOMs, provided that each OU’s master account is
associated with a distinct contract (i.e., a unique serial number).
However, if the organization has enabled Contract Sharing Mode, all OU accounts share the same contract and
serial number. In this case, FortiAnalyzer treats them as a single device, which prevents assigning them to

different ADOMs.
IP/Domain and Port Enter the IP/Domain and Port of the log server.
Protocol Select the protocol used for log transfer.

Server Certificate Verification When enabled, the system will enforces server certificate verification before it
sends attack logs to the log server.

Log Format Preview This box shows a preview of the log format, and is not editable.

Log Facility Select the source facility of the logs. We only support the local use facilities which
are not reserved and are available for general use.

FortiSIEM

FortiSIEM is an advanced Security Information and Event Management (SIEM) solution that combines advanced log
and traffic analysis with performance/availability monitoring, change analysis, and accurate knowledge of the
infrastructure to provide accurate threat detection, remediation, incident response and compliance reporting.

IP/Domain and Port Enter the IP/Domain and Port of the log server.
Protocol Select the protocol used for log transfer.

Server Certificate Verification = When enabled, the system will enforces server certificate verification before it
sends attack logs to the log server.
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Log Format

Log Facility

SyslLog
IP/Domain and Port
Protocol

Server Certificate Verification

Custom Certificate and Key

Client Certificate

Private Key

Password

Log Format

Log Facility

ElasticSearch

This box shows a preview of the log format, and is not editable.

Select the source facility of the logs. We only support the local use facilities which
are not reserved and are available for general use.

Enter the IP/Domain and Port of the log server.
Select the protocol used for log transfer.

When enabled, the system will enforces server certificate verification before it
sends attack logs to the log server.

e Off:FortiAppSec Cloud automatically retrieves the SSL certificate used to
encrypt the HTTPS connections between the log server and FortiAppSec
Cloud.

* On: Manually enter the SSL certificate.

Available only if you select SSL in Protocol.

Fill in the Certificate field.
Available only if you enabled Custom Certificate and Key.

Fill in the Private Key field.
Available only if you enabled Custom Certificate and Key.

Enter the password of the private key.
Available only if you enabled Custom Certificate and Key.

¢ Default: Export logs in default format.

¢ Custom: Customize the log format. All the supported parameters are listed
by default. You can select the ones that you need, and delete the others.

¢ Splunk: Export logs to Splunk log server.

e CEF:0 (ArcSight): Exportlogs in CEF:0 format.

e Microsoft Azure OMS: Export logs in Microsoft Azure OMS format.

» LEEF1.0(QRadar): Export logs in LEEF1.0 format.

Select the source facility of the logs. We only support the local use facilities which
are not reserved and are available for general use.

ElasticSearch is a search engine providing a distributed, multitenant-capable full-text search engine with an HTTP
web interface and schema-free JSON documents.

Address and Port

User Name

Password

FortiAppSec Cloud 25.3 User Guide
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Enter the address and port to access your ElasticSearch service.
The default port for ElasticSearch service is 9200.

Enter the user name of the ElasticSearch service.

Enter the password of the ElasticSearch service user.
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General

Notification Emails
FortiAppSec Cloud sends notifications to your email about the information related with subscription, new features in
each release, system maintenance, certificate expiration and more.

Enable Notification Emails in General > Settings to send notification emails to your registered email address.

Test Server Configuration

Home Bl Audit Logs Please test the server configuration before saving the settings.
& [ Contracts
WAF \ Notification Emails o
o Q Usage Enable to notify administrators of subscription status changes, new version release,
® Reports certificate expiration and more.
Advanced
Bot
Protection Contract Sharing Mode
e When Contract Sharing Mode is enabled, all accounts within your organization
) automatically use the license from the root account, regardless of any license(s) under
GSLB

member accounts. This feature is ideal for Large Enterprises and Fully Managed M55Ps,
] allowing them to manage applications and permissions effectively through sub-

member accounts,
Threat

Analytics Please note, this feature can only be disabled via a support ticket. Enable with caution.
API Key
General

The REST API allows you to programmatically manage and update FortiAppsec Cloud. You can use it to create appli

Contract Sharing Mode

When Contract Sharing Mode is enabled, all accounts within your organization will use the license from the root account,
regardless of any license(s) under member accounts. This feature is ideal for Large Enterprises and Fully Managed
MSSPs, allowing them to manage applications and permissions effectively through sub-member accounts.

Please note, this feature is only available for licenses purchased directly from Fortinet. It is not supported for FortiFlex or
public cloud marketplace contracts.

API Key

FortiAppSec Cloud RESTful API requires API key authorization. You can generate the API key from the GUI directly.
Please note that API key creation does not restrict only to users with write permission. Read-only users can also create
an APl key.

Please note, the API key’s permissions are bound to the user who created it.

For APl documentation, see the FortiAppSec Cloud RESTful AP Reference.

Generating APl Key

1. Log into your FortiAppSec Cloud account through the Web UI.
2. Goto General > Settings.
3. Scrolldown to API Key.
4. Click Create. This will generate an API key ID and API key secret.
FortiAppSec Cloud 25.3 User Guide 401
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General

You only have one chance to view the API key secret, so make sure you save itin a secure
location. The key secret will not be stored at the back-end server.

APIkey ID Created Last Used Status Action

Wed Nov 20 2024 14r19:43 GMT-0800 (Pacific Standard Time) Wed Det 31 1969 16:00:00 GMT-0800 (Pacific Stancard Time) Active

In the API Key table, you can see the API key ID, creation and last usage timestamps, as well as its active or deactivated
status. If you encounter any security issues with the key, you have the option to deactivate it. Please note that if your API
Key is leaked, we might deactivate it as a precautionary measure. Each user is limited to creating only one APl key at a
time. If needed, you can delete an existing API key before generating a new one.

When using this API key, add it to the HTTP authentication header as below:
authentication: Basic <api-key-secret>

Please note, exceeding the limit of failed attempts (3 times) will result in a 30-minute cool down period for further
requests. Failed attempts can accumulate due to the following four scenarios:

Cannot find the corresponding user on FortiCloud.

The APl key is illegal.

Do not have any valid licenses.

Ao nN =

Using a deactivated API key.

We have implemented rate limiting, allowing a maximum of 200 requests per minute. This limit applies to both IP
addresses and API keys.

Audit Logs

The audit log records system activities such as user login and logout, and issues warnings for personal licenses. It
triggers reminders in the log if a license is due to expire within 1, 3, or 15 days. Additionally, it notifies when all query
license capacities are exhausted.

Primary users can access all audit logs, while sub-users can only view their own audit logs.
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General

General / Audit Logs

Audit Logs
|' C Reload ‘ Y Add Filter

Time

2024-10-28
10:35:10

2024-10-28
10:35:03

2024-10-28
10:09:26

2024-10-28
10:09:25

2024-10-28
10:09:25

2024-10-28
10:09:25

2024-10-28
10:09:24

Level

ERRCR

INFO

ERROR

ERROR

ERROR

ERROR

ERROR

User

Service

WAF

WAF

WAF

WAF

WAF

WAF

WAF

Meodule

Application

Application

Application

Application

Application

Application

Application

Action

DELETE

DELETE

CREATE

CREATE

CREATE

CREATE

CREATE

Message

Failed to delete API key
AP| key does not exist

AP key deleted

Failed to create APl key. The number of APl keys has reached
the limit

Failed to create API key. The number of AP| keys has reached
the limit

Failed to create AP| key. The number of AP| keys has reached
the limit

Failed to create APl key. The number of APl keys has reached
the limit

Failed to create API key. The number of AP| keys has reached
the limit

Field Description

The local time when the event occurred.

Time

Level

User

Service

Module

FortiAppSec Cloud 25.3 User Guide
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The system's assessment of the urgency level for this logged event.

Emergency: This is the most severe level, indicating a catastrophic failure or

situation that requires immediate attention and action.

Alert: This level indicates a critical situation where immediate action is required

from the customer.
Critical: This level denotes a severe error or failure that affects the system's

functionality.

Warning: This level signifies a potential problem or issue that the customer
should be aware of and investigate further.

Notice: This level provides insight into the cause of an error or an unusual event.

Info: This level conveys general informational messages that are useful for
tracking system activities or providing updates.

Debug: This level is used for detailed debugging information.

If the event pertains to a user in your organization, their username will be
displayed in this field; otherwise, it will show as None.

The service that detected this event.

This field describes the nature of the log.
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General

Field Description

system: Tracks system events like licensing changes and user logins.
config: Configuration events, such as a newly configured FQDN
health_check: Monitors system health through tests and alerts for issues like
overloads or status changes.

connector: Keeps tabs on the health and function of connectors, essential for
data flow and system connections.

Action This field specifies the action recorded in this audit log, offering more detail than
the Type field.
Status The outcome of the event, indicating success or failure.
Message Details regarding the event as gathered from the system.
Filters

Customize your log views by specifying a date range and by adding filters (by Time, Level, Message, Service, User, and
Action).

| ™ Reload | Y Filter /1

Level Choose a operator v Placeholder -

+ Add New Filter is

Clear All Is not Cancel

Contracts

On this page, you can view your active licenses, license history, and query usage.

For information on different types of contract options and instructions on purchasing the different license types, please
refer to License & Contract on page 14.
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General

View contracts

General / Contracts

Contracts | c REfresh|

Contracts Fortinet Contract Details
Fc  Fortinet Contract Active
SM:

WAF | Premium >
Applications 50
Bandwidth 125Mbps
Vulnerability Scan 5
S0Caas 0
Expiration Date 2029-10-10
LF Legacy Fortinet Contract Inactive

WAF (Legacy >
SN

Applications 30
Bandwidth 20Mbps
WVulnerability Scan 5
S0Caas o
Expiration Date 2025-08-27

This Is a Legacy Contract

GSLB

Queries per Month
Expiration Date
Health Checks

Expiration Date

G5LB

SN

Queries per Month
Expiration Date
Health Checks

Expiration Date

>

526M

2029-10-10

30

2023-10-10

263M

2025-08-30

[

2025-09-16

ABP

Queries per Month
Account Contract
Gateway Contract

Expiration Date

ABP

SN

Queries per Month

Account
Contract

Gateway
Contract

Expiration Date

>

M

ELN]

Om

2025-10-10

1om

1om

oM

2025-10-08

Legacy Fortinet Contracts only allow service guantity adjustments and do not permit extending expiration dates. New features will also not be supported. We

recommend upgrading to a new Fortinet Contract.

Change Contract

1. Purchase a FortiAppSec Cloud contract by contacting your Fortinet reseller.

2. After purchasing the new contract, please log into your FortiAppSec Cloud portal and navigate to General >

Contracts.

Only one contract can be active at a time. Before activating your new contract, your previous contract will remain

active.

3. Click Activate in the new contract to activate it.

Upgrade Plan

Click Upgrade Plan to switch to a contract plan with increased features, bandwidth, and/ or support.

FortiAppSec Cloud 25.3 User Guide
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General

For details on the offerings available for your contract type, please refer to its dedicated page.

Fortinet Contract Details

View the serial numbers, contract numbers, capacity, and additional details for all individual services associated with
your license.

General / Contracts

Contracts \ c Refresh|

Contracts Fortinet Contract Details
SN Contract Number Service Bundle Type Capacity Start Time End Time Status

GSLB N/A Query 263M 2024-08-30 2025-08-30 Valid  Inactive
GSLB N/A Health Check 2 2024-08-30 2025-08-30 Valid  Inactive
GSLB N/A Health Check 2 2024-09-16 2025-09-16 Valid  Inactive
GSLB N/A Health Check 2 2024-09-16 2025-09-16 Valid  Inactive
Gateway N/A TA 2024-10-31 2025-10-31 Valid  Active
Gateway N/A TA 2024-10-23 2025-10-23 Valid  Active
WAF legacy Bandwidth 5Mbps 2017-12-05 2018-12-05 Expired Inactive
WAF legacy Bandwidth 5Mbps 2019-08-01 2020-07-31 Expired Inactive
WAF legacy Bandwidth 10Mbps 2019-08-01 2020-07-31 Expired Inactive

License Expiration

As your contract approaches its expiration date, you will receive an email notification providing the expiration date and
the scheduled date for permanent data deletion.

« Ifthe contract is not renewed by the expiration date, your account will transition to read-only mode, restricting any
configuration changes through the web portal.

« Ifthe contract is not renewed by the scheduled date for data deletion, all account data, including configurations and
logs, will be permanently deleted.

To renew an existing FortiAppSec Cloud contract, please contact Fortinet Sales to adjust the quantity or expiration date
of your contract.

If you would like to change contract types; such as from Standard to Advanced, or from a Legacy contract to a
FortiAppSec Cloud contract; please contact Fortinet Sales to purchase the new FortiAppSec Cloud Fortinet Contract.
Once you have obtained the new contract, activate it by navigating to General > Contract, and click Activate in the new
contract.
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General
Usage

The Usage page gives you a clear overview of how your account has been used over time. It breaks down usage for

each month of service, helping you easily identify your usage patterns and detect any overages in your account without
delay.

The information displayed on this page vary based on the billing structure of your active license.

i
-n.‘ ’4- Some services have a minimum billable usage, regardless of actual traffic.
9 For example, if a WAF application is deployed, a minimum of 25 Mbps per day of WAF
— bandwidth will be billed, even if the application receives no traffic.

Contract-based usage

When you are using a license purchased from Fortinet, this page displays usage statistics at the top, tailored to the
selected service, showing how much of each resource has been used relative to its limits.

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.

407



General

Usage #* Download
WAF GSLB
Application s uentn Bandwidth Tnis tent @ Vulnerability Scans s mon F:l
211 Used / 500 Total 69.01 Mbps Used / 625Mbps Total 0 Used / 0 Total

Bandwidth Usage

(¥}
z

2024 Nov 2024 Dec 2024 Feb 202 202
Usage Within Purchase Limit Cverage Usage M Purchased Bandwidi
Usage Period Contract Type 95th Percentile Bandwidth Purchased Bandwidth
A Mar 2025 Fortinet Contract 69.01Mbps 625Mbps
Bandwidth Usage in March 2025 (Accumulated)
95th Percentile Bandwidth M Purchased Bandwidth
v Feb 2025 Fortinet Contract 199.84Kbps 625Mbps
v Jan 2025 Fortinet Contract 91.88Kbps 625Mbps
v Dec 2024 Fortinet Contract 152.46Kbps 625Mbps
v Nov 2024 Fortinet Contract 126.39Kbps 625Mbps
v Oct 2024 Fortinet Contract 6.00bps 40Mbps

- WAF
» Application- the number of applications onboarded to WAF

« Bandwidth- the amount of data transmitted between your applications and FortiAppSec Cloud for protection
and security filtering. This includes data traffic that is analyzed and monitored for threats such as attacks,
malicious requests, and other security risks.

» Vulnerability Scans- the number of times the Vulnerability Scan feature was triggered.
» GSLB

» Queries - the number of queries exchanged between your GSLB service and WAF/FortiADC/FortiWeb
regarding user activity on the protected application.

» Health Checks- the total number of health checks utilized by your service.
« Advanced Bot Protection
» Queries- the number of queries exchanged between your ABP service and WAF/FortiADC/FortiWeb regarding
user activity on the protected application.

The following display for all services:
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General

Account Usage graph

This bar chart displays your account's bandwidth usage history over a period of up to a year. Simply hover over a bar
representing a specific month to view the exact usage figures for that month.

Usage table

This table further breaks down the statistics for each month displayed in the Account Usage chart.

Field Description

Contract Type This field specifies the channel you used to subscribe to FortiWeb Cloud, such as
Fortinet or FortiFlex.
95th percentile bandwidth FortiWeb Cloud measures each account using a burstable model for overall

account bandwidth calculation. The model is based on calculating the 95th
percentile of bandwidth usage of clean traffic and is also common with other
CDNs and Cloud solutions.

The 95th percentile bandwidth is calculated in the following way:

Traffic for the entire month is measured in 5 minute buckets.

At the end of the month, the 5% of buckets with the most Mbps are dropped, and
the highest Mbps rate of the remaining buckets represents the 95th percentile
value for the account.

At the beginning of every month, the 95th percentile bandwidth shown in FortiWeb
Cloud might be very low, or even shown as 0. This is because there aren't enough
5-minute buckets collected to calculate a valid value. At the end of the month with
more buckets generated, the value becomes more accurate.

Purchased Bandwidth The bandwidth included in your contract.
Overage Usage The data consumption exceeding your contracted limit.
Status Open: The period is ongoing, and information collection is in progress.

Closed: The period has ended, and informatione collection is complete.
Click on any row in this table to view a line graph illustrating usage trends for the selected month, along with the point

when you reached the 95th percentile of bandwidth. These statistics can assist you in monitoring your usage habits and
determining the appropriate amount of bandwidth to purchase in the future

Points-based usage

When you are using an AWS/GCP/Azure marketplace or FortiFlex contract, this page displays the number of points
consumed by your application, split by bandwidth, WAF applications, GSLB Queries, and GSLB Health checks.

vy For a cost estimate based on manual entry of your usage information:
. s * If you are using a AWS/Azure/GCP contract, please visit the FortiAppSec Cost
Calculator.
- « Ifyou are using a FortiFlex contract, please visit the FortiFlex Cost Calculator.
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General

Field Description

Contract Type

Data Used
Status

This field specifies the channel you used to subscribe to FortiWeb Cloud, such as
AWS, Azure, or Google Cloud.

The amount of data (in GB) utilized in a given month.

Open: The period is ongoing, and information collection is in progress.
Closed: The period has ended, and information collection is complete.

Click on any row in the table below the stacked bar chart to expand the usage details of each month.

Reports

In addition to the application-level threat data displayed on Dashboard, FortiView and Logs pages, you can customize
weekly reports and configure FortiAppSec Cloud reports to be sent automatically to your specified email addresses,
reporting the threat data for all applications in your account.

For each report entry, you can use Add Filter to filter out reports based on the recipients or report names.

1. Click Create Report in WAF > Log & Report > Reports.

2. Configure these settings.

Report Name

Recipients

Service
Time Range

Schedule

Content

FortiAppSec Cloud 25.3 User Guide
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Enter a name for the weekly report.

Specify the email addresses that will receive the weekly report. Separate multiple
email addresses with ",".

A maximum of 10 email addresses are supported.
The FortiAppSec Cloud service associated with the report.
Select the time span of the report.

¢ Manually: Generate the report on demand.
¢ Once: Generate the report for only one time.
¢ Daily: Generate the report each day.

* Weekly: Generate the report each week.

¢ Monthly: Generate the report each month.

Select one or multiple queries that define the chart categories in the generated
report.

¢ Top Threats by Attack Category

e Top Threats by Signature IDs

¢ Top Threats by Source IPs

¢ Top Threats by Countries

e Top Threats by URLs

e Top Threats by CVE
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General

3.

¢ Threats By OWASP Top 10
¢ Applications Traffic Summary

Applications Define the applications that you want to generate the weekly report for or not.
You can add or remove all applications once.

Click OK.

Organization

User management for FortiAppSec Cloudis handled through FortiCloud, where you can add or delete users.

FortiCloud Roles on page 411
Organization User Management
FortiCloud Organizational Units on page 417

FortiCloud Roles

FortiCloud supports the following roles:

Non-OU Account: A FortiCloud account not part of an organization.

Root Account: Can create or invite member accounts and appoint OU admins. There is no option to choose an OU
or member account when logging in.

Member Account:Join an organization and cannot have IAM users or permission profiles of the OU type, so they
cannot manage OUs or other member accounts.

OU Admin: An IAM user with the Organization type that manages specific OUs or member accounts within those
OUs.

IAM User permission types

Permission scope is assigned when creating a permission profile or an IAM user. It defines the scope of access a user
has in terms of asset folders or OU hierarchy.

Local: Default type, limited to the selected account's asset folders.

Organization: Advanced settings for assigning IAM users, user groups, and permissions to OUs and member
accounts. Only IAM users with this type can be assigned as an OU admin.

Ny Assigning IAM users with a local type to an organization on the GSLB organization page will
‘?' no longer be effective if the organization is associated with a member or root account.
- IAM users from the member or root account will always be able to manage resources under

the account, provided their permission profile allows it.

Permission scope can be defined as Local or Organization using the Choose A Type feature. The Local type is
automatically assigned to all permission profiles when OU access is not enabled. However, if a login user does have OU
access enabled, the scope can be set to either the Local or Organization type. Once selected, permission scope can
then be based on hierarchical OU (Organization type) or asset folder (Local type) paths in the Organization portal and
Asset Management portal, respectively.
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General

For full details on permission scope, please see Permission scope with Organizations.

For steps on how to create an IAM user, please see FortiCloud IAM Users on page 412.

FortiCloud IAM Users

An 1AM (Identity and Access Management) user with Organizational permissions has specific credentials and

permissions, facilitating controlled access to FortiCloud resources and services.

Before creating an IAM user to use with FortiAppSec Cloud, you must first create a FortiAppSec Cloud portal Permission

Profile.

Create a new FortiAppSec Cloud portal permission profile

1. Onthe admin home page, go to Services > Assets&Accounts > IAM in the top navigation bar.

@ FortiCIOUd @ Services v @ Support -

. Asset Management 1AM =) FortiSASE

FortiMonitor
79 FortiRecon

-V FortiConverter
00

=) FortiSandbox Cloud

@y Manaeed FortiGate
2. Click on Permission Profiles in the left-hand navigation bar.
3. Click Add New to create a new Permission profile.

Status:

Active

a. Enter a name for the profile in the Permission Profile Name field.

b. Setthe Status to Active.

c. Enter adescription of the portal permissions in the Description field.
4. Click Add Portal. A list of available portals is displayed.

FortiAppSec Cloud 25.3 User Guide
Fortinet Inc.

=% FortiMail

gy SOCaaS

79 Fortiweb Cloud

|y FortiZTP (Beta)

Y ForticASB

. FortiToken Cloud

412


https://docs.fortinet.com/document/forticloud/latest/identity-access-management-iam/405081/permission-scope-with-organizations

General

Add these portals to my accounts

Total Selected €9

[[] Asset Management [ | FortiCASE
[ cTap [ Forticlient EMS Cloud
[ FGaas [[] FortiClient Services
[ FortiaBP [ Forticup

(] FortiAnalyzer Cloud [[] FortiConverter

FortiAppSec Cloud  [[] FortiDAST

[ FortiCamera Cloud [ FortiDeceptor Daas Cloud (| FortiGate CMF

] FortiCare Elite (Beta) [] FortiDemo
[ FortiCare Legacy [[] FortiDevice

[7] FortiCare Mew [C] FortiDevsec

Cancel

[C] FortiDLP
[7] FortiEdge Cloud
] FortiEDR
[[] Fortiextender Cloud
(] FortiFlex

[[] FortiGate Cloud

[ FortiGsLB
[C] Fortilnsight

[ Fortimail

Select All

[C] FortiManager Cloud [_] FortiSASE Soversign [ 1AM

[J FortiMonitor [] FortiSIEM Cloud [ Lacework ForticNAPP

] Fortios 550 ] FortiSOAR Cloud [[J] Managed FortiGate

[ FortiPhish [C] FortiTest Permissions [_] OC-VPN Portal

[C] FortiPortal Cloud ] FortiTIP (] overlay as a Service

[C] FortiPresence [T FortiToken Cloud [C] security Awareness and Training

[ FortiProxy Cloud ] FortiTrustiD [ socaas

[C] FortiRecon (] Fortivaice
[C] Fortisandbox Cloud [_] Fortiweb Cloud

[ FortisASE [ FortizTP

5. To use this Permission Profile with FortiAppSec Cloud, select the FortiAppSec Cloud portal.
6. Click Add. The new FortiAppSec Cloud portal displays as a card under Permission Profile

 Click the switch under Access to enable the portal, then select your desired access settings for this profile.

PERMISSION PROFILE

FortiAppSec Cloud

Hesources

Home

WAF - Application
WAF - Template
WAF - Settings
Threat Analytics

General

GSLB

OO0 00 CO0OO0CO0

Bot Protection

Read Only

OO O0O0O00O0®

@]

® @ @ @ @ ®@ ®

» For other portals with role-based permissions, enable access and specify the portal Access Type and any

Additional Permissions.

7. Click Save. The permission profile is now available to be assigned to users.

FortiAppSec Cloud 25.3 User Guide
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General

(&) FortiCloud % sevices v @ suor

Search

Total Records €

Permission Profiles ®

I fas-profile

Add an IAM User to FortiAppSec Cloud

1.

1AM

What's New

User Groups

Migrate Sub Users

Permission Profiles

Account Settings

a. Step 1: User Details - Fill in the basic fields and click Next.
Add IAM User

IAM

What's New

User Groups

Migrate Sub Users

Permission Profiles

Account Settings

Search...

Users ®

Total Records @

b. Step 2: User Permissions

FortiAppSec Cloud 25.3 User Guide
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1. User Details

Username: *

Full Name: *

Email:

Phone: *

Description

Select any Asset Folder of your choice.

Go to the Users page, click the Add New button, and click IJAM User.

No Rows To Show

Apply same permissions as existing User :

Select an existing User

Pl 2 Add New v

IAM User

API User

Confirmation 4 Complete @
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General

ii. Under the Permission Profile subsection, select a permission profile with a FortiAppSec Cloud portal.
Click Next.

2. User Permissions

Local

Select an Asset Folder

My Assets -

Select a Permission Profile

fas-profile -

FortiAppSec Cloud

Home

WAF - Application

c. Review the user information, and click Confirm. The user's details are displayed.

i. Account credentials must be shared with the user. The account password can be configured using
Generate Password. See Generating Password Reset Link for instructions on how to configure the
account password and share user credentials.

2. Return to the IAM Users page and find the newly added user listed.

Total Records @

Fas-user

3. Navigate to the top menu bar and click Services > FortiAppSec Cloud. You may need to click Show More to
access this option.
Please note, you must access FortiAppSec Cloud from here in order to see the newly added user.
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General

2 services v

ASSETS & ACCOUNTS

G) Support ¥

CLOUD MANAGEMENT

CLOUD SERVICES

Asset Management
1AM
Organizations

FortiFlex

FortiClient EMS Cloud
FortiGate Cloud
FortiAnalyzer Cloud
FortiManager Cloud
FortiEdge Cloud
FortiSOAR Cloud
FortiSIEM Cloud

FortiExtender Cloud

FortiSASE

50Ca3s

FortiConverter

FortiCASB

FortiCNP

FortiVioice

FortiGate CNF

FortiPresence

FortiDemo

FortiTest Permissions

FortiMail

FortiRecon

FortiZ TP

Managed FortiGate

FortiPhish

FortiTrustiD

FortiDAST

FortiCamera Cloud

Fortilnsight

Security Awareness and Training

FortiDeceptor Daas Cloud FortiABP
FortiDevice FGaas
FortiSASE Sovereign CTAP
Lacework FortiCNAPP FortiDLP

4. ThelAM user can log in by clicking Sign in as IAM user on the login page.

@ FortiCloud

Manage IAM users

Security-as-a-service,

securing people, devices, and

data everywhere

Bringing Security to Every Corner of the Cyberverse.

4 EMAIL LOGIN

IAM Login

FortiMonitor
Fortiweb Cloud
FortiSandbox Cloud
FortiToken Cloud
FortiG5SLE

Overlay as a Service
FortiDevSec
FortiCare Elite {Beta)
FortiEDR

FortiNDR Cloud
FortiPortal Cloud
FortiClient Services
FortiAppSec Cloud

FortiTIP

@ IAM LOGIN

Show Less ~

Forgot password?

For updated information on managing IAM users, please refer to the latest FortiCloud documentation.

FortiAppSec Cloud 25.3 User Guide
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General

FortiCloud Organizational Units

FortiAppSec Cloud supports FortiCloud Organization, enabling centralized management and control of all Fortinet SaaS
solutions through FortiCloud. This centralized account management service consolidates multiple FortiCloud accounts
into a structured system of Organization/Organizational Units (OUs).

How to use FortiCloud Organization

1. Turn on the Organization feature.

a. Access the Organizational portal. Go to My Account > My Account (IAM version) > Account Preferences and
click Enable Organization Feature.

2. Create Organizations.

a. Go to https://support.fortinet.com/organization.

b. Please refer to Creating an organization for detailed steps on creating organizations.
3. Create member accounts under Organizations.

a. Member accounts are independent FortiCloud accounts linked to a primary account, each with its own billing,
configuration, and resources. They allow different departments or business units to operate separately but
remain associated with a central account.

b. AM users and permission profiles created by a member account cannot have the OU (Organizational Unit)
type. This means they cannot select OUs or manage other member accounts, even if those accounts belong to
the same OU.

c. Referto Creating new member accounts for detailed steps on creating member accounts.
4. Enable and create permission profiles.

a. Permission profiles determine the level of access granted to users. These profiles must be created before you
can assign them to users and user groups.

b. For details on the distinction between users with Local and Organization access types, see Permission scope with Organizatiol
c. Please refer to Creating a permission profile for detailed steps on creating permissions.
5. Create |IAM users.

a. |AM Users are identities created within a single FortiCloud account. The primary account manages their
permissions and access to resources, providing fine-grained control over user access within the account.

b. When creating an IAM user, you must assign them to permission profiles created in the previous step.
c. Please refer to Creating a new IAM user for detailed steps on creating IAM users.
6. Manage users.

» To manage IAM users' access to FortiAppSec Cloud resources under different member accounts, you can
either edit an existing IAM user and set their Type to Organization, or create a new Organization type |IAM user.

« An IAM user with Organization type can transfer products between different OUs and register assets to
member accounts. For guidance on navigating the Asset Management portal, refer to the Viewing assets in the
Organization.

» Assigning IAM users with a local type to an organization on the FortiAppSec Cloud organization page will no
longer be effective if the organization is associated with a member or root account. |AM users from the member
or root account will always have the ability to manage resources under the account, as long as their permission
profile allows it.
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General

Switching between organizations in FortiCloud

1. Logging into the FortiAppSec Cloud portal as an IAM user with the Organization type will lead to a selection page
where you must choose an account to proceed with resource operations.

(\ FortiCloud

Security-as-a-service, |AM LOGIN
securing people,

devices, and data

everywhere IAM Login

Bringing Security to Every Corner of the
Cyberverse.

B 1/ W‘

= ("' E —— GBS Forgot password?

LOG IN

Make a Selection to Proceed

)

company-1

W)

company-2

L]
o

sub-oU

[

company3
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2. After selecting an account, you can switch accounts using the dropdown menu in the top right corner.

A
Q Ly @) company-1 w user-namew
.
v = 0OUuU-1

>

=l company-1
[

=l company-2
> O sub-oU

=

company3
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This section provides guidelines on how to configure your FortiAppSec Cloud to best fit your operational needs.

While many features are optional and flexible, best practice recommendations offer helpful guidance for effective
protection and provide insights to consider across different use cases.

i
-n.‘ '4- This section includes recommendations that apply to combinations of multiple features, to the
q entire appliance, or to your overall network environment.
— Please see feature-specific recommendations in the relevant feature’s instructions.
Compliance

FortiAppSec Cloud helps ensure compliance with data protection regulations by offering features like secure data
handling, access control, and audit logging, supporting your operational needs.

¢ General on page 421

 WAF on page 421

« Advanced Bot Protection on page 422
+ GSLB on page 422

Notable Data Protection Regulations

The following list highlights widely recognized regulations but is not exhaustive of all data protection and privacy laws
that may apply.

+ General Data Protection Regulation (GDPR) is an EU regulation that governs the processing of personal data of
individuals in the European Economic Area (EEA) to protect data privacy.
While there is no single, universally recognized GDPR certificate, organizations that handle personal data of EU
residents can undergo third-party audits to verify compliance. FortiAppSec Cloud supports GDPR compliance by
enabling secure data transfer and ensuring that data belonging to EU residents remains within EU-based data
centers.

+ Health Insurance Portability and Accountability Act (HIPAA) is a U.S. regulation that protects personal health
information (PHI) by enforcing strict security and privacy standards.
While there is no official HIPAA certification, companies handling PHI can undergo third-party audits to verify

compliance.
‘\ ' l' Different countries may have specific regulations that apply. It is important to stay informed
and up to date on the regulations relevant to your regions of operation, and configure your
settings accordingly.
— .
- For assistance, please contact our support team.
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General

Logging and Auditing

Maintaining traffic logs and server access logs is crucial for audit trails and compliance with data access and processing
requirements. By monitoring and logging security events, including incidents and anomalies, you can track potential
security breaches and unauthorized access attempts.

Geo-location tagging and traffic monitoring can help identify whether any breaches or violations, such as those required
by HIPAA or GDPR, have occurred by providing detailed logs of access requests to specific data centers.

Sample Regulations to Note

» General Data Protection Regulation (GDPR):
» Article 30 requires audit logs to ensure proper handling of Personally Identifiable Information (PII).
« Atrticle 33 requires breach logs to identify when and how breaches occurred.

How to meet regulations with FortiAppSec Cloud

FortiAppSec supports regulatory compliance providing robust audit and logging capabilities. It logs every administrative
action and configuration change, and securely retains all audit logs for future review and accountability. These logs help
demonstrate operational transparency and support forensic analysis if needed.

¢ Goto General > Audit Logs to view logs.

» Go to General > Reports to configure scheduled email reports.

WAF

Secure data processing

The Web Application Firewall's features help ensure compliance with regulatory frameworks concerning technical
measures for securing data processing by preventing attacks, securing access, logging events, and ensuring real-time
monitoring.

The WAF and Threat Analytics services are also SOC 2 compliant.

Sample Regulations to Note

» General Data Protection Regulation (GDPR): The following articles outline key aspects of the GDPR that
FortiAppSec Cloud WAF can help support through secure configuration. For complete details, please refer to the full
text of each article.

 Article 25 — Data protection by design and by default: Requires the integration of data protection measures
from the outset.

« Article 32 — Security of processing: Mandates the implementation of technical and organizational measures to
ensure a level of security appropriate to the risks.
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How to meet regulations with WAF

FortiAppSec Cloud's WAF service is SOC 2 compliant, indicating that it has met rigorous standards for security,
availability, and confidentiality. To further strengthen your application’s data protection posture, enable WAF modules
such as Data Loss Prevention, Machine Learning-based Threat Detection, Security Rules, File Protection, and
Information Leakage Prevention.

For instructions on enabling WAF modules, please refer to Add and Remove Modules on page 108.

Advanced Bot Protection

Data Protection

Advanced Bot Protection supports regulatory compliance by helping you demonstrate appropriate technical measures
for securing personal data.

Sample Regulations to Note

+ General Data Protection Regulation (GDPR): The following articles outline key aspects of the GDPR that
FortiAppSec Cloud can help support through secure configuration. For complete details, please refer to the full text
of each article.

« Article 5 - Personal Data must be processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorized or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organizational measures.

 Article 32 - Security measures used to protect personal data must be regularly tested, assessed, and evaluated
to ensure they remain effective.

How to meet regulations with Advanced Bot Protection

Enable Advanced Bot Protection to demonstrate "appropriate technical measures" under GDPR by reducing the risk of
unauthorized processing and enabling timely detection, reporting, and response to security incidents.

Our professional engagement team will analyze your application and apply tailored protections for you, so you do not
need to configure specific settings yourself to meet regulatory requirements.

GSLB

Data Region

Data Region regulations dictate restrictions on where data must be stored and processed, or the requirements
associated with moving data between regions.

Sample Regulations to Note

+ General Data Protection Regulation (GDPR): The following articles outline key aspects of the GDPR that
FortiAppSec Cloud can help support through secure configuration. For complete details, please refer to the full text
of each article.
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 Articles 44-50 - Restricts the transfer of personal data outside the EU to countries with an adequacy decision or
to those with appropriate safeguards in place, such as Standard Contractual Clause (SCCs), Binding
Corporate Rules (BCRs), or other measures like approved codes of conduct or certifications.

How to meet regulations with GSLB

To ensure compliance with legal data boundaries, limit the geographic areas to which sensitive data is routed. For
example, traffic from the EU should only be routed to servers in countries that have received GDPR Adequacy decisions.

You can achieve this by using regional data centers and geolocation-based routing. To deploy regional data centers,

1. Goto Virtual Server > Data Center.
2. Click Add Data Center.

3. Setthe Region to a location that complies with your applicable data protection regulations.
4. Repeat steps 1 through 3 until you have covered all desired regions of operation.

To use geolocation-based routing, please refer to How to load-balance by geolocation on page 318.

WAF Best practices

The following topics introduce the best practices when using FortiAppSec Cloud WAF.

¢ Using Dashboard to monitor important notices
« Utilizing FortiViewThreatView to reduce false positives
» Setting up a secure environment

Two-Factor Authentication

You can enable Two-Factor Authentication offered by FortiCloud for free. Your FortiCloud account will be secured by
an additional security token sent through email or the FortiToken Mobile application:
https://support.fortinet.com/Credentials/Account/ TwoFASettings.aspx.

For more information, please see FortiCloud documentation for Two-Factor Authentication (2FA):
https://docs.fortinet.com/document/forticloud/latest/identity-access-management-iam/729949/two-factor-
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authentication-2fa

Manage Two-Factor Authentication Settings

Our system detected that your two-factar authentication has not been enabled. It is highly recommended that
you enable this feature to ensure the security of your account information.

Enable Two-Factor Authentication

Enable Two-Factor Authentication Using FortiToken Mobile

Use this option if you want to use your mobile device as security device, you will need to download and install FortiToken
Maobile application from Apple App Store or Google Play Store. For more details about how to use FortiMobile Taken,
please dick here

Enable Two-Factor Authentication Using Email

Use this option if you want to receive an email containing a security token every time you lagin. To protect your
credentials, please enter an email address different than your current login email, and make sure you can assess your
notification email while using this option.

EDIT BACK

Using Dashboard to monitor important notices

The Dashboard page displays the application's request and threat data, and other important statistics.
Threat data

The Threat Level and Threat Level History widgets display the threat scores of the application over a certain time range.
FortiAppSec Cloud can send alerts to the specified email addresses if the threat score exceeds a certain level. For how
to configure the alert email settings, see Configuring attack log alert.

Use the OWASP Top 10 Threats widget to investigate into the most critical attacks to your application. Click the threat
category links to check the details such as the source IP and affected URLSs.

Statistics on requests
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The following widgets display the number of requests to the application, and how many requests are blocked by
FortiAppSec Cloud.

You can use the time range selector in the Incoming Requests widget to view the number of allowed and blocked
requests over the last hour, 24 hours, 7 days, and 14 days.

Monitoring server status

The Server Status widget displays whether the origin server is available. In the following example, the server is available
(), while the health check is disabled ().

If you have multiple origin servers, it's recommended to enable Health Check, so that when a server becomes
unavailable FortiAppSec Cloud can distribute its traffic to other servers.

Utilizing FortiViewThreatView to reduce false positives

Sometimes legitimate traffic may be detected as attacks if inappropriate thresholds are set in the security rules.
Moreover, even regular users may violate the rules due to the nature of some web pages, such as the stock list web
page, where users can be identified as bots because they tend to frequently refresh the pages.

To avoid legitimate traffic being blocked, it's recommended to regularly check the attack statistics in
FortiViewThreatView. It provides deep insights in the attack information and helps you figure out the false positives.

For example, if the attacks are originated from many different source IPs, but they affect the same URL, this might be
false positives. It can be caused by the nature of the web page itself that the regular traffic behaves like attacks. You can
investigate the issue by clicking source IPs on the Threat by Source IPs page. If the URLSs tab of many source IPs
shows the same URL, you may consider whether they are false positives.

If the false positives are of the Known Attacks type, you can click Add Exception beside the signature ID. The traffic to
that URL will no longer be treated as an attack even if it matches the signatures.

If the false positives are of other types, you can edit the corresponding security rules to add this URL as an exception.

The method mentioned above is just an example. Go ahead explore more ways to utilize FortiViewThreatView for false
positive investigation.

How to block the ongoing DDoS attack

To identify the characteristics of HTTP requests in a DDoS attack and add security rules to defend against it, the
following methods can be used to analyze the attack and set up rules to block it:

e STEP 1: Limiting the frequency and blocking source IP addresses

e STEP 2: Blocking requests based on user-agent, parameters, HTTP headers, etc.

« STEP 3: Blocking bots
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STEP 1: Limiting the frequency and blocking source IP addresses

Check the server's HTTP access logs to examine the frequency and source IP address of requests. Attackers often flood
the server with a large number of fake requests, so it is possible to identify malicious requests based on their frequency
and source IP address.

The following rules can be set on FortiAppSec Cloud to limit the frequency and block the source IPs:

 DDoS Prevention

Set up rules to limit the frequency of HTTP requests and TCP connections (e.g., set the limit to 50).
For more information, see DDoS prevention

+ Access Rules > IP Protection

1. Enable IP Reputation to block client access based on up-to-date threat intelligence.
2. Select the countries of origin for the attacks.

3. Add the source IP addresses of the attacks in the IP List.
Please note that source IP blocking can also be set in Advanced Applications > Custom Rule.

For more information, see |IP Protection.

STEP 2: Blocking requests based on user-agent, parameters, HTTP headers, etc.

» Analyze the user-agent field in the HTTP requests as attackers often use custom user-agents to hide their identity.
Identify specific user-agents that are likely malicious.

» Check the parameters in the HTTP requests as attackers may use specific parameters to try to bypass security
measures (e.g., look for common attack parameters like 'wp-admin').

+ Use an HTTP header analyzer to examine the HTTP request headers in the attack, such as Accept-Encoding and
Content-Encoding, as attackers may use compression techniques to hide their malicious code.

To accurately target the attacks, add corresponding filters in Advanced Applications > Custom Rule and set the
action to Period Block.

For more information, see Custom Rule on page 154.

STEP 3: Blocking bots

» Some DDoS attacks come from known bots. Enable the following categories in Bot Mitigation > Known Bots and
set the action to Period Block. For more information, see Known Bots.

« Bot Mitigation > ML Based Bot Detection

Enable Machine Learning Based Bot Detection. This complements existing signature and threshold-based rules to
detect sophisticated bots that can sometimes go undetected.For more information, see ML Based Bot Detection on page
142.
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Support

If you need assistance or have any questions about the upcoming changes, please contact your local reseller or reach

out to Fortinet Support.

Registering serial number

1. Navigate to General > Contracts. The serial number (SN) for your service is located under the title of your active

contract.

General / Contracts

Contracts | ¢ Refresh |

Contracts

Fortinet Contract Details

Fortinet Contract Active

FC

SM:
WAF (Premium >
Applications 50
Bandwidth 123Mbps
ulnerability Scan 5
S0Caas o
Expiration Date 2029-10-10
L Legacy Fortinet Contract Inactive
WAF (2559 p
SN
Applications 30
Bandwidth 20Mbps
ulnerability Scan 5
S0Caas o
Expiration Date 2023-08-27
A This Is a Legacy Contract

2. Goto hitps://support.fortinet.com, follow the guidelines provided in the FortiCloud documentation Registering

G5LB

Queries per Month
Expiration Date
Health Checks

Expiration Date

GSLB

SN

Queries per Month
Expiration Date
Health Checks

Expiration Date

»

526M

2029-10-10

30

2025-10-10

2630

2025-08-30

[

2025-09-18

ABP

Queries per Month
Account Contract
Gateway Contract

Expiration Date

ABP

SN
Queries per Month

Account
Contract

Gateway
Contract

Expiration Date

?

3M

3M

oM

2029-10-10

10M

10M

oM

2025-10-08

Legacy Fortinet Contracts only allow service quantity adjustments and do not permit extending expiration dates. New features will also not be supported. We

recommend upgrading to a new Fortinet Contract.

Assets to register serial numbers (assets).
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Once all of your serial numbers are registered, you can view them in FortiCloud through Services > Asset
Management > Products.

£ Services W @ Support -
ASSETS & ACCOUNTS CLOUD MANAGEMENT
Asset Management FortiClient EMS Cloud
1AM FortiGate Cloud
Organizations FortiAnalyzer Cloud
FortiFlex FortiManager Cloud

FortiEdge Cloud

Submitting support tickets

To submit a technical support tickets, you will be required to enter the serial number of an active license.

1. Inthe top navigation bar, go to Support > Create a Ticket.

£2 Services v € Support v

FortiCare

# Create a Ticket
Manage Tickets

Manage Active Tickets

2. Select Technical Support Ticket, enter the serial number of a valid license, then click Submit Ticket.
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This section answers frequently asked questions about FortiAppSec Cloud.
You can jump to the relevant topic areas:

o General on page 429

 WAF FAQ on page 436

o ABP FAQ on page 442

o GSLB FAQ on page 445

« Threat Analytics FAQ on page 451

« Migrating from preceding Fortinet services on page 456

General

» Overview on page 429

» FortiAppSec contracts on page 430

« Notifications and Communication on page 434
* Miscellaneous on page 435

Overview

Why migrate from FortiWeb Cloud/ FortiGSLB/ FortiGuard ABP to FortiAppSec Cloud?

FortiAppSec Cloud is Fortinet's integrated platform for application security services. It unifies four previously standalone
solutions — FortiWeb Cloud (Web Application Firewall and Threat Analytics), FortiGSLB (Global Server Load
Balancing), and FortiGuard Advanced Bot Protection — into a single, cohesive platform. This integration streamlines
management and operations while delivering a comprehensive application security solution. FortiAppSec Cloud
addresses a broad spectrum of needs, from traffic optimization and load balancing to advanced threat protection,
ensuring robust and efficient security for modern applications.

How is the FortiAppSec Cloud Platform delivered?

The FortiAppSec Cloud Platform is a SaaS service accessible via https://appsec.fortinet.com.

What are the advantages of the FortiAppSec Cloud Platform?

The advantages of the new solution include:
» Unified management for web application security, advanced bot protection, threat analytics, and server load
balancing.
+ End-to-end protection for web applications and APIs.
» Centralized security management for hybrid cloud environments.
« Advanced delivery capabilities, including GSLB and content routing.
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» Faster content delivery with a global CDN.
» Improved visibility and reduced complexity for easier application security management.

Is the FortiAppSec Cloud Platform SOC2 compliant?

The WAF and Threat Analytics services are SOC2 compliant. The GSLB and Advanced Bot Protection services are
under review and are expected to pass SOC2 compliance shortly. SOC2 compliance ensures services meet rigorous
security, availability, and confidentiality standards.

Are there any changes in functionality/features for existing services?

Most functionality and features remain the same between the previous standalone products and FortiAppSec Cloud.
However, with FortiAppSec Cloud, we aim to highlight the evolution of the Cloud WAF industry towards a unified, all-
inclusive offering that encompasses all cloud-based web application protection features.

Where can | check the status of FortiAppSec Cloud and access incident history?

Visit https://status.appsec.fortinet.com/ to check the real-time service status, review incident history, and subscribe for
updates. Subscribing ensures you stay informed about any outages or changes affecting the system.

Can | access the FortiAppSec Cloud portal via API?

Yes, you can access the FortiAppSec Cloud portal through its API. This API enables you to manage configurations,
automate workflows, and access application data. For more details, please refer to the FortiAppSec Cloud RESTful API
Reference.

What is FortiAppSec Cloud’s bandwidth capacity?

FortiAppSec Cloud is deployed on cloud service providers (CSPs) that support traffic in the tens to hundreds of Gbps,
depending on the region and availability zone. With its auto-scaling capability, FortiAppSec can easily expand to growing
customer traffic needs.

FortiAppSec contracts

What features are included in a FortiAppSec Cloud Contract, and can services be purchased separately?

The FortiAppSec Fortinet Contract is a comprehensive solution designed to enhance application security and optimize
performance. The contract includes the following features:

« Web Application Firewall (WAF): Requires both website and bandwidth contracts to ensure proper protection
and performance. The available features vary based on Standard and Advanced plans.
+ Dynamic Application Security Testing (DAST): Supports a defined number of assets for security testing.

» Global Server Load Balancing (GSLB): Includes features such as Queries Per Second (QPS) and health
checks to maintain server efficiency.

+ Advanced Bot Protection (ABP): Provides robust defenses against malicious bot activity.

« Threat Analytics: Delivers real-time visibility, actionable insights, and advanced reporting on application-layer
security events for proactive threat detection and response.
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« Security Operations Center (SOC): Offers managed security monitoring and incident response services for
comprehensive threat management.

What are the different WAF plans in FortiAppSec Cloud Contracts?

There are three tiers of FortiAppSec Cloud contracts:

» Standard: Focuses on core protections, including negative security model policies, default configurations such as
signatures, request limits, and more.
This plan requires separate licenses for the number of applications and bandwidth.

+ Advanced: Includes all features of the Standard plan and adds advanced capabilities, such as machine learning
for web/API/bot protection, Threat Analytics, and additional security enhancements.

This plan requires separate licenses for the number of applications and bandwidth.

» Enterprise: Includes all features of the Advanced plan, and also bundles services that are billed separately in the
Standard and Advanced plans, such as Advanced Bot Protection, GSLB, and SOCaaS.

» Each GSLB application includes a lifetime allocation of 10 GSLB health checks (HC).

» Forevery 5 Mbps of licensed bandwidth, the system allows a monthly average of up to 40 queries per second
(QPS).
This plan is charged as an annual subscription, with pricing based on bandwidth limit.

For a detailed comparison of the Standard, Advanced, and Enterprise plans, please visit the FortiAppSec Cloud Plan
Comparison.

Please note that the features and usage limits of these plans are fixed and cannot be customized. For example, you
cannot "mix and match" the bandwidth limit of the standard plan with the application limit of the Advanced plan.

Can | have multiple license types active in my account at the same time?
No, only one primary license type can be active at a time within a single account. Inactive licenses cannot be used while
another license type is active.

Exception: Gateway licenses remain active regardless of which other license type is in use. This is because they
provide essential services, such as traffic routing, load balancing, and secure application delivery, which are critical for
maintaining uninterrupted operations. By staying active, gateway licenses ensure that core functionality continues
seamlessly, even when other licenses are inactive or switched.

How do | check my current active license type?

You can check your current active license by navigating to General > Contracts in the FortiAppSec Cloud web portal.
On this page, you will see all your contracts along with their statuses, including an indication of which license type is
currently active.

If you do not see your license or encounter any issues, please contact Fortinet Support.

How do | switch my current license to a newly purchased license?

Log into the FortiAppSec Cloud web management console, navigate to General > Contracts, select the desired license
type you wish to activate, and follow the on-screen prompts to confirm the switch.
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How can | increase the number of applications supported by my FortiAppSec Cloud contract?

FortiAppSec Cloud contracts are seat-based and, unlike legacy FortiWeb Cloud contracts, do not support stacking or
overlapping multiple contracts. When a new contract is registered, it is automatically scheduled to begin after the current
contract expires.

If you need to increase the number of applications (seats) before the current contract ends, contact your Fortinet sales
representative and request a contract adjustment via co-term to reflect the increased seat count.

What happens when my current license expires?

When your current license expires, FortiAppSec Cloud will continue protecting your applications for 21 days.
During this 21-day grace period:

* Your applications remain protected.
» However, you cannot edit the configurations for your applications unless the contract is renewed.

After the 21-day extension:
» Your applications will be deleted from your FortiAppSec Cloud account.

To avoid service interruptions and potential data loss, ensure your contract is renewed before the grace period ends. For
assistance, please contact Fortinet Sales.

Will FortiFlex be supported on the new FortiAppSec Cloud?

Yes, we plan on supporting FortiAppSec Cloud FortiFlex entitlements in an upcoming release.

Will FortiAppSec Cloud be supported via the marketplace?

Yes. We plan on supporting FortiAppSec Cloud marketplace entitlements in an upcoming release.

How is the number of WAF sites and bandwidth calculated in FortiAppSec Cloud Contracts?

The number of WAF sites and the allocated bandwidth are determined by the specific SKU purchased. Each SKU
defines the allowed number of application sites and the corresponding bandwidth allocation per seat.

For detailed contract information, refer to the FortiAppSec Cloud Ordering Guide.

How do | extend a FortiAppSec Cloud Fortinet Contract?

To extend your FortiAppSec Cloud Fortinet Contract, contact your Sales Engineer (SE) to adjust the quantity or
expiration date of your existing contract instead of purchasing a new one.

If you would like to change contract types, (eg. from Standard to Advanced) you may also purchase a new FortiAppSec
Cloud Fortinet Contract with an effective date at the end of your current contract, rather than extending the current
contract’s duration.

You will receive an email notification as your license approaches its expiration date.

How does GSLB QPS and health check work?

GSLB QPS (Queries Per Second) and health checks in FortiAppSec Cloud Contracts are managed based on the
license's specifications. The GSLB QPS determines the number of queries your Global Server Load Balancing can
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handle per second, while health checks monitor the availability and performance of your services. These parameters are
defined in your contract and are enforced to ensure optimal load balancing and service reliability.

For detailed contract information, refer to the FortiAppSec Cloud Ordering Guide.

How does the Advanced Bot Protection (ABP) quota work?

The Advanced Bot Protection (ABP) quota in FortiAppSec Cloud Contracts defines the number of bot queries your
system can handle per month. This quota ensures that the ABP features are used within the licensed limits. If the quota
is exceeded, additional bot traffic may be restricted unless the license allows for overuse or an upgrade is performed.

For detailed contract information, refer to the FortiAppSec Cloud Ordering Guide.

What are the SOCaas$ features available?

SOCaaS (Security Operations Center as a Service) features include real-time security monitoring, event response, and
threat analysis. SOCaas$ helps in identifying, analyzing, and mitigating security threats to protect your applications and
data, providing an added layer of security management.

For detailed contract information, refer to the FortiAppSec Cloud Ordering Guide.

How does the DAST scanning quota work?

The DAST (Dynamic Application Security Testing) scanning quota specifies the number of assets that can be scanned
for vulnerabilities. This quota ensures that security testing is conducted within the licensed limits. The exact number of
assets that can be scanned depends on the specific FortiAppSec Cloud Contract SKU you have purchased.

For detailed contract information, refer to the FortiAppSec Cloud Ordering Guide.

Can | buy WAF features A-La-Carte?

No, you can only choose between the Standard, Advanced and Enterprise plans.

What should I do if my account is in read-only mode?

Your account may enter read-only mode due to one of the following reasons. The next steps depend on the cause:

+ Bandwidth Overage

If your bandwidth usage exceeds your quota limits for two consecutive months, your account will enter read-only
mode.

To regain full access:
« Increase your bandwidth limit
Contact your Sales Engineer to adjust the quantity on your existing contract.
» Wait for the next billing cycle

The 95th percentile bandwidth usage resets at the start of each billing cycle. If your usage remains within the
quota throughout the next billing cycle, access will be automatically restored at the start of the following cycle.

« Application Overage
If you have more applications than is supported by your contract, your account will enter read-only mode.
To regain full access:
» Increase your application limit
Contact your Sales Engineer to adjust the quantity on your existing contract.
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» Decrease number of applications
Delete applications until the number of applications falls under your contract quota.
+ Expired Contract
When your contract expires, your account enters a 21-day grace period during which it remains in read-only mode.
To regain full access:
» Purchase additional contracts
You can purchase additional FortiAppSec Cloud contracts through any supported platform.
» Extend expiration date
Contact your Sales Engineer to extend your current contract.

Does the FortiAppSec Cloud serial number change when the license is replaced?

It depends on the type of license change.

« If you upgrade within the same license type (for example, from Standard to Advanced or Enterprise), the serial
number remains the same.

« If you switch from a FortiAppSec Cloud license to a FortiFlex or Public Cloud Marketplace subscription, the serial
number will change.

Notifications and Communication

Will | be notified before my license or contract expires?

Yes, the FortiAppSec Cloud system will send notifications to inform you before your license or contract expires. These
notifications serve as reminders to renew or switch to a different contract to avoid service interruptions.

How will | be notified about service impacts when switching licenses?

Service impacts due to license switches will be communicated through confirmation dialogs in the management console.
These dialogs will display specific warnings related to the potential effects on your services, ensuring you are aware of
any disruptions before confirming the change.

What notifications will | receive about quota usage and limitations?

You will receive notifications when you approach or exceed your quota limits for various services such as bandwidth,
GSLB QPS or ABP queries. These alerts help you manage your resource usage effectively and consider upgrading your
license if necessary.

Once your bandwidth usage exceeds your contract quota limits for two consecutive months, your application will enter

read-only mode, restricting you from making any changes to your application configurations.

How can | track my resource usage and receive alerts?

Resource usage can be tracked through the Usage page in the management console, where usage reports are
available. Additionally, you can set up alerts to notify you when your usage approaches predefined thresholds, enabling
proactive management of your resources.
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Why am | not receiving notification emails from FortiAppSec Cloud even after subscribing to
email notifications?

Please ensure that emails from FortiAppSec Cloud are white-listed and not filtered as spam. You will not be able to
receive any emails from FortiAppSec Cloud if the address is blocked by the firewall. If FortiAppSec Cloud emails are
filtered as spam, then the email notifications would not arrive in the email inbox and may be in the "Spam" folder.

Miscellaneous

What is Two-Factor Authentication used for?

FortiAppSec Cloud offers Two-Factor Authentication to secure your FortiAppSec Cloud account by an additional security
token generated by Virtual MFA Devices. See Two-Factor Authentication.sent through email or the FortiToken Mobile
application. See Two-Factor Authentication on page 423.

What are the supported web browsers?

FortiAppSec Cloud supports the following web browsers:

» Mozilla Firefox version 59 or higher
e Google Chrome version 65 or higher

Who should | contact for assistance?

» Technical Support: For configuration issues, troubleshooting, or technical queries, reach out to Fortinet Support
through the Fortinet Support Portal.

« Sales Team: For inquiries about upgrades, licensing, or contract modifications, contact Fortinet Sales.

How do | view the serial number of my license?

You can find the serial number of your FortiAppSec Cloud license by logging into the web portal and navigating to
General > Contracts.

If the serial number (SN) has already been registered, you can also find it in FortiCloud under Asset > Manage/ View
Products.

For instructions on registering serial numbers, please see Registering Assets.

How long can | stay logged in to the FortiAppSec Cloud portal, and how long can the browser remain
idle?

The FortiAppSec Cloud portal logs you out after 15 minutes of browser inactivity.

If you remain active, the session ends after 1 hour of login time.

Is it possible to restrict access to the FortiAppSec Cloud management portal to specific source client
IPs within my organization?

IP-based access restrictions are not currently supported. However, you may be able to control access using IAM profiles
or organizational units (OUs).
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WAF FAQ

Application Onboarding on page 436
¢ Network on page 437

o Usage on page 441

o Miscellaneous on page 441

Application Onboarding

What is a FortiAppSec Cloud application, and how many domains does a WAF application support?

In FortiAppSec Cloud, an application can include:

« A primary declared domain name.
» Up to 9 additional domain names that belong to the same root domain and point to the same origin server(s).

For example,

» Domains such as "example.com" and "test.example.com" can be part of the same application "example.com.”
+ However, "test.com" would be considered a different application because it does not share the same root domain.

This structure ensures that all domains within an application share consistent security and origin configurations.

How do | onboard WAF applications?

For instructions on onboarding WAF applications, please see Onboarding WAF applications on page 48.

What are the recommended actions after an application is onboarded?

It's suggested to perform the following actions after an application is onboarded:
Required actions

e Change the DNS record at your DNS service using the CNAME IP address provided by FortiAppSec Cloud.

» Configure your origin servers to only accept traffic from FortiAppSec Cloud IP addresses. See this article for a list of
FortiAppSec Cloud IP addresses.

« Configure security rules and observe the attack logs in FortiView Threat View or Attack Logs. If legitimate traffic is
falsely detected as attacks, add exceptions or modify the security rules to avoid false positives in the future. See
Attack logs on page 381 for how to add exceptions.

« Enable Block Mode in WAF > Applications if you have continuously observed the attack logs for several days and
there aren't any false positives recorded in the logs.

Optional actions
o Whitelist FortiAppSec Cloud IP addresses to make sure access from FortiAppSec Cloud to your web application is
uninterrupted. See this article for a list of FortiAppSec Cloud IP addresses.

What is an application in FortiAppSec Cloud?

In FortiAppSec Cloud, an application is a declared domain name and up to 9 other domain names attaching to it, which
all belong to the same root domain and all point to the same origin server(s). For example, "example.com" and
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"test.example.com" can be part of the same application "example.com", while "test.com" is a different application.

What is a CNAME?

A CNAME record is a part of the DNS zone records (that may or may not be present) that is used to essentially redirect
from one URL to another. The CNAME record for a DNS zone will have a URL for the record NAME, it will be of record
TYPE “CNAME”, and it will have a VALUE of another URL. The VALUE field of a CNAME record is often called the
CNAME, or canonical (true) name.

When you complete onboarding an application, FortiAppSec Cloud provides you with a CNAME. You need to go to your
DNS service and pair this CNAME with your application's domain name.

What if my DNS service does not support CNAMEs?

If your DNS service does not support CNAME, the workaround is to pair your application's domain name with the IP
addresses of the FortiAppSec Cloud scrubbing center which is deployed in the same region with your origin server. See
this article for a list of FortiAppSec Cloud IP addresses.

Please note the CDN feature won't be available in this scenario because all the traffic will be forwarded to a fixed
scrubbing center.

Which public cloud regions host FortiAppSec Cloud scrubbing centers?

FortiAppSec Cloud supports most of the regions on AWS, Azure, and Google Cloud. See this article for a detailed list of
supported regions.

What is a CDN?

By enabling CDN, the data on your origin servers can be cached in FortiAppSec Cloud scrubbing centers distributed
around the world. When users request data from your application, they can be directed to the nearest scrubbing center
and rendered with the requested data. See this article for a list of FortiAppSec Cloud IP addresses.

You can enable CDN when onboarding an application, or set this option in the Application Settings dialog (WAF >
Applications).

Network

What public cloud regions are currently supported?

For a complete list of supported regions, please see Restricting direct traffic & allowing FortiAppSec Cloud IP addresses
on page 58.

How do | request support for additional Public Cloud regions?

Please contact your local sales engineer for the latest roadmap on adding additional regions.

Can one account protect applications in multiple regions?

Yes, the WAF module allows each application to be assigned a region during onboarding, so customers are not
restricted to a single region. Additionally, the GSLB module enables load balancing across multiple locations and
regions.
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Can FortiAppSec Cloud WAF protect applications that are not hosted on a public cloud?

Yes, FortiAppSec Cloud WAF is not limited to applications hosted on a specific public cloud.

Can FortiAppSec Cloud WAF protect applications that are hosted on non-standard ports?

Yes, predefined non-standard ports are available for selection during the onboarding process. If you need support for a
different port, please contact support.

Can FortiAppSec Cloud WAF protect multiple web applications on the same account?

Yes, please review License & Contract on page 14 for information on usage limits for different license options.

Does FortiAppSec Cloud WAF offer a Content Delivery Network (CDN) service?

Yes, you can enable Global CDN at no additional cost. For more details, please refer to the CDN on page 60 section.

When using the WAF service for my application, what do | need to implement outside of the FortiAppSec
Cloud web portal?

To implement the WAF service's WAF service, please make the following changes outside of the FortiAppSec Cloud
platform:

« DNS Update: Modify the DNS entry of your web application to point to FortiAppSec Cloud WAF.

» Traffic Forwarding Configuration: Configure FortiAppSec Cloud with the original web application IP to forward
traffic accordingly.

« Client Traffic Flow: With this setup, traffic from clients will first reach FortiAppSec Cloud and then be forwarded to
your web application.

FortiAppSec Cloud WAF's onboarding wizard will guide you through these steps for seamless implementation.
How can | add applications running on non-standard port?

FortiAppSec Cloud by default uses port 80 for HTTP protocol and 443 for HTTPS protocol. Non-standard ports are also
available. You can select them when you onboard applications. Please note if non-standard port is selected for HTTPS,
you will not be allowed to configure HTTPS redirection.

If you need to use different ports, please contact FortiAppSec Cloud Support or your sales engineer for further help.
Notice not all non-standard ports can be used, and HTTP and HTTPS services must use different ports.

When onboarding an application, do all domains need to be part of the same root domain?

Yes, all the domains should belong to the same root domain, such as www.example.com and mail.example.com.

After the application is onboarded, you can go to Network > Endpoints to change or add domains, but you are not
allowed to change the first domain in the list. Highly recommend to use root domain as the first domain.

Up to how many origin servers can | add for one application?

You can add at most 128 origin servers to the server pool of an application.
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What is an Automatic Certificate?

WAF automatically obtains an SSL certificate on your behalf from Let's Encrypt within two minutes of the DNS CNAMEA
record change. It will be used in HTTPS connections to encrypt or decrypt the traffic. If FortiAppSec Cloud fails to obtain
the certificate, it will try again 12 minutes later.

Thirty days before your certificate expires, WAF verifies again that your DNS CNAMEA record is still correct. Ifit is,
FortiAppSec Cloud renews your certificate for another 90 days, so it never expires. For more information, see Automatic
Certificate on page 79.

What do | need to pay attention to if | use automatic certificates?

FortiAppSec Cloud WAF automatically retrieves SSL certificates from the Certificate Authority Let's Encrypt. See
Automatic Certificate for the things you should pay attention to if automatic certificate is used.

What’s a Certification Authority Authorization (CAA) record and do | need to use it? How does it affect
automatic certificate?

DNS Certification Authority Authorization (CAA) is an Internet security policy mechanism which allows domain name
holders to indicate to certificate authorities whether they are authorized to issue digital certificates for a particular domain
name. It does this by means of a new "CAA" Domain Name System (DNS) resource record.

If you have configured a CAA record at your DNS service and want to use automatic certificate in FortiAppSec Cloud,
make sure to add "letsencrypt.org" in the CAA value. This allows Let's Encrypt to issue certificates for your domain
name.

What TLS versions are supported?

FortiAppSec Cloud supports TLS 1.1, 1.2, and 1.3.

What do | need to check if | still see “connection is not secure” in my browser?

Check the following if “connection is not secure” displays in the browser when users visit your application:

o IfHTTP protocol is used in this connection, it's suggested to enable HTTPS service and Redirect all HTTP traffic
to HTTPS in Network > Endpoints in FortiAppSec Cloud WAF, so that the HTTP access can be redirected to
HTTPS, which is secured by SSL/TSL certificates.

« IfHTTPS protocol is used in this connection, check whether the certificates are valid:

« If Custom Certificate is selected in Network > Endpoints, make sure the SNI certificates or intermediate
certificates you imported are valid.

« If Automatic Certificate is selected, see the following FAQs to trouble-shoot:
« What do | need to pay attention to if | use automatic certificates? on page 439

« What's a Certification Authority Authorization (CAA) record and do | need to use it? How does it affect
automatic certificate? on page 439

How to check network connectivity when traffic does not go through?

To troubleshoot network connectivity when traffic doesn't go through, follow these steps:

1. Ensure that you are using a supported web browser. FortiAppSec Cloud WAF supports Mozilla Firefox version 59 or
higher, and Google Chrome version 65 or higher. While other browsers may also display well but we cannot
guarantee compatibility.
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2. Check the error message displayed. If it shows server connectivity issue, perform either one of the following actions:

a. Modify the local host file on your computer to map your application's domain name to the IP address of the
origin server. Then, enter the domain name of your application in the browser to verify the traffic can go through
when FortiAppSec Cloud WAF is bypassed.

b. If there are more than one origin servers, FortiAppSec Cloud WAF performs health check and displays the
server status in the Server Status widget on Dashboard page, as well as in the Server Status column of the
Origin Server page. Make sure the Health Check option is turned on and the URL Path on the Origin Server
page is configured correctly, as FortiAppSec Cloud relies on it to verify server responsiveness.

If the origin server is accessible, proceed to the following steps to identify the specific configuration on
FortiAppSec Cloud causing the error.

If the origin server is not accessible, it suggests that the connectivity issue is unrelated to FortiAppSec Cloud
WAF and you should troubleshoot the origin server.

3. Verify the SSL Encryption Level configuration on the Origin Server page and ensure that your origin server
supports the specified SSL Encryption Level.

4. Disable HTTP/2 on the Origin Server page and check if the traffic goes through. If it does, it indicates that your
origin server doesn't support HTTP/2, and therefore, the HTTP/2 option on FortiAppSec Cloud WAF should be
disabled.

5. Analyze attack logs in Threat Analytics > Attack Logs to identify any WAF modules that may be blocking traffic.

How to get notified if an origin server fails?

FortiAppSec Cloud WAF supports sending logs to your syslog or ElasticSearch server to notify the origin server status
change.

1. Enable Health Check for the origin server in the Load Balancing rule in Network > Origin Server. Please note this
setting is only available when the Server Balance is turned on.

2. Referto Audit logs for instructions on exporting logs to your syslog server.

How can | use FortiAppSec Cloud WAF with AWS ALB/ELB?

When using FortiAppSec Cloud WAF, the client's requests from the Internet are forwarded to WAF first before they reach
the ALB/ELB.

When you onboard an application, for Origin Server settings in Step 2- Network, select Customize, then enter the
ALB/ELB's domain name in IP Address or FQDN. Make sure to enter the domain name, not the IP address.

| entered a dynamic domain name for my origin server's address in Network Settings. How frequently
does the WAF service update the IP address paired with this domain name?

In the DNS record that pairs the dynamic domain name and IP address, you will find a TTL (Time to Live) value. The
WAF service updates the IP address according to this TTL value. If the TTL indicates the IP address expires, WAF will
resolve the domain name to obtain the latest IP address.

The IP addresses of my origin servers keep changing. How can | configure FortiAppSec Cloud to
automatically obtain the latest IP addresses?

You can use Cloud Connectors to obtain the IP addresses if your origin servers are deployed on AWS, Azure, or GCP.

1. Create a Cloud Connector to authorize FortiAppSec Cloud WAF to access the resources in your public cloud
account. See Cloud Connectors on page 183.

2. In Network > Origin Servers, select Dynamic for Server Type, then configure Cloud Connector and Filter as
instructed in Origin Servers on page 84.
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How should I configure the network settings if my application offers different content through HTTP and
HTTPS?

See Network settings for applications serving different content over HTTP and HTTPS on page 214 for more information.

How can | get notified of newly added WAF IP addresses?

» Check the inbox of your account email. Search for keywords "new WAF cluster" from
"noreply@appsec.fortinet.com".

» Check out the What's New on page 8.

» Use the following APlIs to retrieve the IP lists:
» |Pv4: https://appsec.fortinet.com/ips-v4
» |Pv6: https://appsec.fortinet.com/ips-v6

You can find the full list of WAF IP addresses at Restricting direct traffic & allowing FortiAppSec Cloud IP addresses on
page 58.

Usage

How does WAF calculate bandwidth?

FortiAppSec Cloud measures each account using a burstable model for overall account bandwidth calculation. The
model is based on calculating the 95th percentile of bandwidth usage of clean traffic and is also common with other
CDNs and Cloud solutions.

The 95th percentile bandwidth is calculated in the following way:

« Traffic for the entire month is measured in 5 minute buckets.

« Atthe end of the month, the 5% of buckets with the most Mbps are dropped, and the highest Mbps rate of the
remaining buckets represents the 95th percentile value for the account.

At the beginning of every month, the 95th percentile bandwidth shown in FortiAppSec Cloud might be very low, or even
shown as 0. This is because there aren't enough 5-minute buckets collected to calculate a valid value. At the end of the
month with more buckets generated, the value becomes more accurate.

Miscellaneous
This section answers frequently asked questions about WAF that are not covered in other FAQ topics.

How do | troubleshoot Traffic Log Setting errors?

If your traffic log export is failing, check the notification message for details on the issue. Below are common errors and
their possible causes:
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Server Type Error Message

AWS S3 S3 bucket connection failure from our
traffic log server

AWS S3 The specified bucket does not exist

AWS S3 The AWS Access Key Id you provided
does not exist in our records

Azure Blob ContainerNotFound (404)

Azure Blob AuthenticationFailed (403)

ABP FAQ

This section answers frequently asked questions about ABP.

You can jump to the relevant topic areas:
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Description

The AWS |AM user
corresponding to the S3
bucket lacks the necessary
permissions.

Please check and update the
IAM user permissions in AWS
to ensure the required access
is granted.

The specified S3 bucket does
not exist.

Please recreate the bucket or
update the configuration to
the correct bucket name.

The IAM credentials you
provided are either non-
existent, invalid, or expired.

Please update the credentials
in WAF > Log Settings,
under Traffic Log Export to
ensure proper authentication.

The specified Azure blob
container does not exist.

Please update the container
name to a valid and existing
container.

The Azure Blob credential is
invalid, which may be caused
by an incorrect access key or
an improperly configured
Azure Blob network firewall.

Please update your access
key in WAF > Log Settings,
under Traffic Log Export,
and check the network
configuration in Azure Blob to
ensure proper access.
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Onboarding on page 443
Integration (deployment mode) on page 443
Security and Resilience

Miscellaneous on page 444

Onboarding
This section answers frequently asked questions about the ABP onboarding.

How do | onboard an application onto Advanced Bot Protection?

Onboarding an application onto Advanced Bot Protection is a straightforward process.

Here are the basic steps you should follow:

Access FortiAppSec Cloud: login to appsec.fortinet.com and navigate to Advanced Bot Protection.
Create an application: Locate your dashboard's Add New Application option.

Integration: ABP is currently only deployed through integration with FortiADC and FortiWeb. For integrated
deployment, follow the integration instructions with FortiADC and FortiWeb.

5. Monitoring: Once the application is onboarded and protected, use the FortiAppSec Cloud dashboard to monitor
traffic and security incidents. You can set up alerts and notifications for suspicious activities.

o bN-=

The onboarding process is also detailed in this user guide, Onboarding an ABP Application on page 238.

What should | do if | see the error “Advanced Bot Protection API Error: Unable to create the ABP
application”?

1. Clear the error indicated in the message
» Forexample, if the error message indicates that you have exceeded the maximum enterprise capacity,
upgrade your plan or adjust your configurations to stay within your license limits before proceeding.
2. Resetthe Advanced Bot Protection module.
a. Goto WAF > Application and click into the desired application.
In the side navigation bar, expand the WAF menu and click Add Module.
Disable Advanced Bot Protection.
Click OK to save changes.

20T

Scroll back up and re-enable Advanced Bot Protection.

For recurring issues, please contact Fortinet Support.

Integration (deployment mode)
This section answers frequently asked questions about the ABP integration (deployment mode).

What are the deployment options for Advanced Bot Protection?

FortiAppSec Cloud requires injecting JavaScript into the client’s session to collect data. Two options are available:
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A. Standalone Deployment (coming soon): You can deploy Advanced Bot Protection as a standalone solution. In this
mode, you will need to install a snipped code on the web application for browser JS insertion. This mode operates only in

monitoring (visibility) mode and cannot enforce or block bots.

B. Integrated Deployment with FortiADC and FortiWeb: Alternatively, you can integrate Advanced Bot Protection
with FortiADC and FortiWeb, two leading products in the Fortinet ecosystem. This integrated solution enhances your
overall security posture by combining the advanced bot protection capabilities of Advanced Bot Protection with the
robust application delivery and web application firewall capabilities of FortiADC and FortiWeb.

How does the integration work?

1. The client reaches the web application via the FortiADC/FortiWeb (acting as a Reverse Proxy).
2. FortiADC/FortiWeb returns an HTTP/S response to the client with JavaScript insertion (via ) for telemetric

information.

3. The client and the FortiADC/FortiWeb (via fabric connector) communicate with the Advanced Bot Protection Cloud
for data telemetry info (headers, device fingerprinting, and more).

4. Advanced Bot Protection inspects the request to determine if the client — is human or a bot.

5. Based on the result of the analysis, Advanced Bot Protection analyzes the request and sends an instruction back to
FortiADC/FortiWeb (block, CAPTCHA, allow).

-----
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Does Advanced Bot Protection charge for blocked attacks?

No. The FortiAppSec Cloud provides attack information to the FortiADC and FortiWeb, which blocks access to the

application and stops the threats.

Miscellaneous

This section answers frequently asked questions about ABP that are not covered in other FAQ topics.
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Does Advanced Bot Protection offer real-time reporting and analytics?

Yes, FortiAppSec Cloud's ABP provides real-time reporting and analytics dashboards, allowing you to monitor traffic, bot
activity, and security incidents, helping you make informed decisions to enhance your bot protection strategy.

GSLB FAQ

Refer to the following Frequently Asked Questions for any questions or issues you may have. If they do not address your
concern, please contact our support team for assistance and we will respond to your request as soon as possible.

o GSLB and DNS Services on page 445
» Health check on page 447

e One-click GSLB on page 448

« Fabric connectors FAQ

» Synthetic testing on page 450

o DevOps on page 449

» Miscellaneous on page 451

GSLB and DNS Services

How long does it take to get the expected DNS response after creating a new FQDN or Zone?

Normally it takes between 30 seconds to several minutes to get the correct DNS response after a new FQDN or Zone is
created.

How do you link GSLB to a DNS service?

Create a Zone with the same domain as the GSLB service. The A/JAAAA records of the GSLB service should appear in
the DNS service resource records list automatically.

How long does it take for a modification in DNS configuration (like zone A record Rdata) to take effect?

The DNS configuration should be active within a few minutes.

How long does it take for the IP to update after the status of one of GSLB service’s pool members
changes?

It depends on the pool member health check parameters, including down/up retry, interval and timeout. The smaller the
value is, the less time it takes for the IP to update. The approximate time it takes is: retry * interval + timeout + system_
run_time (in a few seconds).

Why isn't the GSLB service or DNS service working? How do | troubleshoot?

For the GSLB service, first check the status on the GSLB services page and make sure the virtual server in the pool is
up. If the status is up or if there is a DNS service resource record, check the Contact & License page and confirm that
there are valid query licenses and that the number of used queries is smaller than total queries.
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Alternatively, you can check the DNS response status directly. If itis REFUSED, most likely the user does not have valid
personal licenses or the maximum capacity has been reached or the domain does not exist. If there is a NOERROR
status with NS server information in the authority section, this means it can find that domain and record, but the virtual
servers in pool are not available. If the status is NXDOMAIN with SOA record in authority section, it means the domain
name exists but the record’s hosthname doesn’t exist.

What'’s the difference between FQDN configure DNS-Query-Origin and Virtual Server Pool GEO?

Both methods match DNS queries based on client's DNS Server IP location.

DNS-Query-Origin method in FQDN uses location list to do the matching and can select multiple locations into the list. It
only matches the region that is selected in location list.

GEO method in virtual server pool uses the virtual server’s data center region to respond to the DNS query
geographically. This method matches the DNS query location with the data center’s region if they are in same region,
country or continent.

What are the meanings of the special Regions?

Reserved: IP addresses that are not assigned (e.g. 10.0.0.0/24)

Anonymous Proxy: IP addresses that are defined as anonymous proxy in GeolP-DB (e.g. 46.19.137.0/24)
Satellite Provider: IP addresses that are defined as satellite provider in GeolP-DB (e.g. 57.72.6.0/24)
Other Country: Reserved for further use, and no IP address are assigned to this region

Asia/Pacific Region: IP addresses that are defined as Asia/Pacific Region in GeolP-DB, but not belonging to any
specified Asian countries

Europe Region: IP addresses that are defined as Europe in GeolP-DB, but not belonging to any specified European
countries

What are the meanings of the special Locations?

Any: Any client IP GEO location

How does GSLB GEO work?

Assume that the user uses DNS-Query-Origin method in GSLB services and wants to perform load balancing according
to DNS query source IP. The work flow is as follows:

1. Client sends DNS query to the local DNS server
2. Thelocal DNS server functions as a resolver to ask who knows the IP for this DNS query.

3. After doing recursion from root server, the query is sent to GSLB with the local DNS server’s source IP address.
GSLB will respond with a best matched IP according to the DNS query source IP (local DNS server’s IP) location
and send a DNS response to the client’s local DNS server.

4. Then, the local DNS server will send a DNS response to the client.
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What is the expected result if the source IP matches both the address group and location or one of the
address groups or location when the DNS-Query-Origin virtual server pool selection method is selected
in GSLB Services?

GSLB will respond to the DNS query based on its source IP according to the address group and location parameter
configured in the VSP.

If the source IP matches both the address group and location of one VSP, GSLB will respond to the DNS query with the
VS IP from this VSP.

If the source IP matches multiple VSP's address group or location, GSLB will respond to the DNS query with the VS IP
from the address group that matches the VSP first, and then the location (as the address group matched VSP has
priority over the location matched VSP).

If the source IP matches one VSP's address group or location, GSLB will respond to the DNS query with the VS IP from
that VSP.

If the source IP matches no VSP's address group or location, GSLB will respond to the DNS query by weight for all VSP.

What if the DNS query source IP matches multiple Virtual Server Pool's address group?

GSLB will respond to the DNS query with the first matched VSP when multiple Virtual Server Pool's address groups are
matched. You can reorder the VSP if you want the second matched VSP to be used to respond.

Health check

How does the health check function of Global Server Load Balance (GSLB) work?

GSLB checks the virtual server availability of backend servers by performing health checks. It sends out various probes
according to the configuration and checks the response to determine the status of the virtual server. Virtual servers that
respond successfully for the configured number of times are considered healthy and its IP address will be included in the
DNS response. Virtual servers that fail to respond successfully for a certain number of times are determined to be
unhealthy and its IP address will be not in the DNS query results.

How long does it take to get the virtual server status after initiating a health check on a virtual server?

Normally it takes no more than 1 minute for a newly configured health check to activate. After that, the time needed to get
the result of the virtual server status is dependant on the health check configuration details including “Interval”,
“Timeout”, “Up Retry” and “Down Retry”. For example, if the “Down Retry” value is 2 and the “Interval” value is 5 and the
virtual server fails to respond, it will take about 10 seconds for the virtual server status to update to the down status. It will
take about 0 to 5 seconds for the system to process the status so after the configuration is active, it will take about 15

seconds to get the virtual server status back.

Why are there default health checks?

The default health checks are configured for general usage and best practice. In the majority of cases, the default health
checks can satisfy the user's need and additional health check are not needed.

Why is the health check result healthy even though the server is down?

There are several possibilities for this. If the health check is newly applied to the virtual server, it needs some time to
activate and wait for the probe response before it can change the virtual server's status to down. If the number of active

FortiAppSec Cloud 25.3 User Guide 447
Fortinet Inc.



FAQs

health checks exceeds the license limit, some of the health checks will stop probing.

Why is the health check result unhealthy even though the server is running normally?

The best way to find out why the health check is down is by capturing packages. In most of cases, the health check is
down because there is no response to the probe packages. If there are return packages for DNS, HTTP and HTTPS
health checks, you will need to check whether the content of the response is consistent with the configuration. For
example, for the DNS health check, you will need to check whether the returned host IP address is same with the
configuration.

How can | shorten the health check time and show the latest status more quickly?

There are four default health checks with parameter: interval 30, timeout 10, 1 time up retry, and 3 times down retry.
These defaults cannot be changed. However, users can self-define health checks with shorter interval/timeout and retry
times to decrease the health check time and see the status change quickly.

Does GSLB support IPv6 for health check?

No. GSLB does not currently support IPv6 type health check.

One-click GSLB

Some of my FortiADC virtual servers are not synced to GSLB. Why is this happening?

This may be due to a network issue. Disable/enable GSLB on FortiADC to make FortiADC attempt to do a full sync
again. The full sync can be only performed once every 10 minutes. That means if the full sync fails, you will not be able to
try again for 10 minutes. If you disable/enable the GSLB on FortiADC multiple times within 10 minutes, only one full sync
will be performed.

Why is my FortiADC showing "Connecting URL Error"?

First, make sure your URL is typed correctly. Second, try to ping the URL from your FortiADC and check your FortiADC
DNS server setting. Third, check the FortiADC license connected to the FortiCare account. Lastly, log into your GSLB
with that account and verify that you have the correct license. Then disable/enable the GSLB on FortiADC.

How long does it take for FortiADC to do a full configure sync with GSLB?

It depends on the number of virtual servers you have enabled GSLB on your FortiADC device and the number of GSLB
The more there is to configure, the longer it will take. Generally the process will take less than 10 minutes.

What should | set for the interval?

The interval value is used by FortiADC to update virtual servers’ status and statistics to GSLB. The default setting is 15,
which should fit in most cases. The general idea is that the more virtual servers you have, the bigger interval you should
set. For more than 500 virtual servers, 30 is an adequate number.

How long does it take for my DNS to reflect the changes in virtual server status and statistics?

It depends on the interval you set. It usually does not take longer than the time interval + 10 seconds.
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How long does it take for my DNS to reflect the changes in my virtual server configurations?

It depends on the FQDN and Zone configuration you have for the account on GSLB. Usually it should take no more than

1 minute.

What should | do if the status of GSLB on FortiADC displays ‘Connected’ but | can’t get the DNS to

respond?

First, check if your virtual servers are fully synced with GSLB. Search for the virtual server in the GSLB related server. If it
is not there, then try to do the full sync again on FortiADC, and check your system event log on FortiADC. Second, check

if the related GSLB service was automatically created. Search for the virtual server-related GSLB service by the virtual
server’s host name and domain name. If it is not there, then try to do the full sync again on FortiADC, and check your
system event log on FortiADC.

DevOps

What are the source IP addresses from FortiAppSec Cloud GSLB?

Please allow access to your application from the host “sourceaddress.fortigslb.com” if you have health checks or
Fortigate connectors configured.

Note: The IP Addresses under this host are subject to change. You can get the latest IP addresses using the

dig/nslookup tool. For example:

; <<>> DiG 9.18.30-0ubuntu0.24.04.2-Ubuntu <<>> @8.8.8.8 sourceaddress.fortigslb.com.
; (1 server found)

;7 global options:
;; Got answer:

;; —>>HEADER<<- opcode:

;; flags: gr rd ra;

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:;
;7 QUESTION SECTION:
;sourceaddress.fortigslb.com. IN

;; ANSWER SECTION:

sourceaddress.

sourceaddress

sourceaddress.
sourceaddress.

sourceaddress

sourceaddress.

sourceaddress
sourceaddress

;7 Query time:
;7 SERVER: 8.8.8.8#53(8.8.8.8)

+cmd
QUERY, status:
QUERY: 1, ANSWER:
udp: 512
A
fortigslb.com. 300 IN A
.fortigslb.com. 300 IN A
fortigslb.com. 300 IN A
fortigslb.com. 300 IN A
.fortigslb.com. 300 IN A
fortigslb.com. 300 IN A
.fortigslb.com. 300 IN A
.fortigslb.com. 300 IN A
324 msec
(UDP)

;; WHEN: Wed Apr 30 00:11:06 UTC 2025
;; MSG SIZE rcvd: 152
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NOERROR, id: 48970

6,

44.
35.
35.
44 .
35.
18.
18.
52.

AUTHORITY: 0, ADDITIONAL: 1

241.230.143
87.69.12
163.2.213
231.37.61
86.186.71
236.97.38
195.172.168
77.144.83
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Synthetic testing

Why is the HTTP health check result unhealthy even though | can get HTTP responses from the
application?

There are many possible reasons why the HTTP health check result is unhealthy. In most cases, the health check is
unhealthy because the HTTP health check configuration is not consistent with the HTTP request or response. The HTTP
health check by default uses HTTP GET method (i.e. No Connection). For this kind of HTTP health check, you will need
to check whether below configurations are consistent with the HTTP request and response:

1. The “Sending String” field contains the correct url that matches the request url
2. Ifyou use the “HTTP HEAD” method, the health check is successful if the status code returned in response matches
the code in “Status Code” field. Therefore, you will need to check whether the code in “Status Code” is expected.

Typically, you use status code 200 (OK). Other status codes indicate errors.

3. Ifyou use the “HTTP Get” method, the health check result is determined by the “Match Type” option and its
associated fields “Receive String” and/or “Status Code”.

a. Inthe case of “Match String” option, the health check is successful if the string specified “Receive String” can
be found in the HTTP response. So you will need to check whether the string specified in “Receive String”
exists in the response returned by application.

b. Inthe case of “Match Status” option, the health check is successful if the status code returned in response
matches the code in “Status Code” field. Therefore, you will need to check whether the code in “Status Code” is
correct.

c. If“Match all” option is chosen, the health check is successful when the status code matches the “Status Code”
field, while the string specified “Receive String” can be found in the HTTP response. Thus you will need to
check both of the fields are consistent with response.

Why is the DNS health check result unhealthy even though | can get DNS responses from the
application?

If the DNS reply is as expected while the health check is unhealthy, in many cases, it is due to the misconfiguration on
DNS health check. You will need to check whether the “Domain Name” in DNS health check is correct, and the IP
address in “Host address” field matches the host IP address returned in DNS response.
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Miscellaneous
This section answers frequently asked questions about GSLB that are not covered in other FAQ topics.

How do you switch accounts for One-Click devices?

Disable the GSLB function on the One-Click device.
Log into FortiAppSec Cloud and navigate to GSLB > Service > FQDN.
Delete the GSLB FQDNSs that were generated by this One-Click device.

Upload the license for the One-Click device that belongs to the new account. Check the One-Click device's license
to confirm that the account information has changed.

5. Enable the one-click device GSLB function, and wait for the information to sync to the new account.

Ao N =

How do you move one domain from one account to another?

To move the domain example.com from account A to account B, do the following:

1. Delete the example.com domain in account A
2. Logoutof account A and log into account B
3. Create the example.com domain in account B

Note: To prevent duplicate domains, you will not be able to create the domain directly in account B without deleting it
from account A.

How does FortiADC HA cluster work with GSLB?

Only the config source role in your HA cluster will sync the virtual server configuration and status to GSLB. You will see
the connectivity status on the GSLB page for your config source device and the message "Please Check HA Configure
Primary Server" on your other device. When your config source device is turned down and your other device takes the
config source role, then the new config source device will sync the virtual server configuration and status to GSLB. You
will see the cloud status changed to "connected" and the assigned DNS server IP in this device. Your old config source
device will show the status as "OFFLINE" on GSLB portal server page. As long as your cluster config source device is
connected with GSLB, the DNS request should be answered correctly.

Threat Analytics FAQ

This section answers frequently asked questions about Threat Analytics.

« Onboarding on page 451
¢ Log Management on page 452

Onboarding

This section answers frequently asked questions about the Threat Analytics onboarding process.
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Where is the onboarding process for Threat Analytics?

The WAF and Threat Analytics services share an onboarding process. For details on WAF onboarding, please refer to
Onboarding WAF applications on page 48

Log Management

How long are the logs kept in FortiAppSec Cloud?

FortiAppSec Cloud saves the attack logs for two months and the audit logs for three months. After that, they will be
deleted.

Where to view and delete the exceptions related with Anomaly Detection?

Exceptions are added in Attack Logs. It can't be reversed once being added.

If you believe that the Anomaly Detection model is inaccurate with certain exceptions, you have the option to access the
TreeView page of the Anomaly Detection module. From there, you can locate the parameter to which the exception is
applied and rebuild the model specifically for that parameter. When the new model is rebuilt, the exceptions added to the
Anomaly Detection attack logs corresponding to that parameter will be cleared.

Why do | find several attack logs even though there is only one attack request?

In the scanning process, when a request passes through different modules in sequence, the configured action for certain
modules can be set to "Alert" or "Monitor". In this case, if an attack is detected by a module with such an action, it will
allow the request to continue to the next module for further scanning. However, an attack log will be generated by the
module that identified the attack.

As the request progresses through subsequent modules, it is possible for the attack to be logged multiple times by
different preceding modules before it is blocked by a module with a different action, such as "Block Period" or "Deny".

For more information, please refer to Sequence of scans on page 220.
Why is there no attack log while the request is blocked?

If the action of a corresponding security feature is configured as "Deny (no log)", FortiAppSec Cloud will actively deny the
request and prevent it from proceeding further, but it will not generate a log entry specifically for that blocked request.

If you need to have detailed logs for auditing or analysis purposes, you may consider using a different action, such as
"Deny" or "Block Period", which will not only block the request but also generate a log entry.

Domain name cannot be seen in GEO IP attack logs. How to solve it?

Ifthe https host in GEO IP attack logs shows none, it can be solved by enabling Use X-Header to Identify Original
Clients' IP and Add X-Forwarded-For in the Rewriting Requests module.

How to show the client source IP instead of FortiAppSec Cloud IP received from the server side?

To observe the client's original source IP, it is advised to enable the Rewriting Requests module, turning on X-
Forwarded-For, X-Real-IP, and Use X-Header to Identify Original Clients' IP options.
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Why the origin server receives logs with FortiAppSec Cloud's IP rather than the client real IP even if X-
Forwarded-For related options are enabled?

Logs are sent from FortiAppSec Cloud to the origin server, so the 1P : header (layer 3) of the logs is supposed to be
FortiAppSec Cloud's IP address. This is expected behavior.

To check the client real IP, you need to find itin the X-Forwarded-For:or X-Real-IP: headerin the packets
forwarded from FortiAppSec Cloud to your server. Be aware that to record the client real IP it's required to enable both
Add X-Forwarded-For and Use X-Header to Identify Original Client's IP in the Rewriting Requests module.

Why an attack log is classified as Anomaly Detection, not Known Attack?

The signatures used in Known Attacks are primarily designed to detect known patterns of malicious code. However, they
may not cover all variants or newly emerging forms of attacks.

In cases where an attack is logged under the Anomaly Detection threat type instead of being matched with a signature, it
in fact indicates the successful functioning of the machine learning model in Anomaly Detection. It effectively screened
out unknown or new variant attacks that do not align with existing signatures.

Why is the number of blocked requests in the Attack Log and the Blocked Requests Widget
inconsistent?

You can view the blocked requests in three places: 1) Attack Logs; 2) FortiView Threat View ; 3) Blocked Requests
widget on Dashboard. The ways they count the blocked requests are slightly different.

o To prevent Information Leakage, FortiAppSec Cloud may cloak the error pages or erase sensitive HTTP headers in
response packets. Such item are logged only once per minute in Attack Logs and FortiView Threat View for you to
know the Information Leakage rule took effect. In the meanwhile, the actual count is recorded in Blocked Requests
Widget.

« If you have set FortiAppSec Cloud to block attacks but do not generate a log when certain violation occurs, such as
Deny(no log), then the attacks will not be logged in Attack Logs and FortiView Threat View , but will be counted in
the Blocked Requests widget.

o The invalid requests to the host header HOST will be blocked without generating any log.
+ When the Block Mode is in disabled state, attacks won't be blocked but logs are generated.

Why do some signatures have actions that differ from the default action of their associated attack
module?

The signature database is updated twice a month—on the 15th and 31st. You can refer to the FortiGuard Web Security
Services page for the latest updates.

By default, new signatures are set to Alert mode and cannot be modified. Any customizations related to known attack
handling will not apply to newly released signatures until the following database update.

For example, if signature 8888888 is released on March 15, it will remain in Alert mode from March 15 to March 31. Any
changes for known attack detection will only take effect after April 1, during the next update cycle.
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Migration

This section covers the most frequently asked questions regarding migration from legacy services FortiWeb Cloud,
FortiGSLB, and FortiGuard ABP. For information on key updates and contract change information, please see Migrating
from preceding Fortinet services on page 456.

» General Information on page 454
« APl transition on page 454
» Legacy Contract Management on page 454

General Information

What happens to the existing portal? Where do new/existing customers login?

At launch, all pre-existing and new customers will use FortiAppSec Cloud. The old FortiWeb Cloud/ FortiGSLB/
FortiGuard ABP portals will be deactivated, and their domains will redirect to FortiAppSec Cloud

API transition

Can | access the FortiAppSec Cloud portal via API?

Yes, APl access is available. For configuration details, please see the AP| documentation.

Is the API for FortiAppSec Cloud different from the legacy service API?

Yes, the API for FortiAppSec Cloud introduces some changes compared to the legacy APls for WAF (previously
FortiWeb Cloud) and GSLB (previously FortiGSLB). However, the primary update is in the API paths, while other
changes are minimal.

Key differences:

* New Endpoint: The API endpoint has been updated to api.appsec.fortinet.com.
» Path Updates: The structure of API paths has been revised, making it necessary to adjust API calls accordingly.

+ Minor Adjustments: Other changes, such as parameters and properties, are minimal and should not require
significant rework.

For a detailed list of path changes and migration steps, refer to the FortiAppSec Cloud RESTful API Reference -
Changes Section.

Legacy Contract Management

How do | transfer a legacy FortiWeb Cloud license to a FortiAppSec Cloud license?

Purchase your new FortiAppSec Cloud contract, ensuring it is registered under the same FortiCloud/FortiCare account
as your existing FortiWeb Cloud account.

To switch between license types:
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1. Login to the FortiAppSec Cloud web management console.
2. Navigate to General > Contracts.
3. Select the desired license type you wish to activate, and follow the on-screen prompts to confirm the switch.

Please note, only one contract can be active at one time.

Once you switch from a legacy contract, reverting back is only possible by submitting a support ticket.

What features are included in my Legacy Contract?

Legacy Contracts continue to provide the features included before the launch of FortiAppSec Cloud. However, while
these existing functionalities remain available, access to new features and enhancements introduced in the FortiAppSec
Cloud system is not guaranteed under Legacy Contracts.

To ensure access to the latest features, consider transitioning to a FortiAppSec Cloud contract. For more information,
please contact Fortinet Sales.

Why is my contract status displayed as Legacy?

Your contract displays as Legacy if it uses an older license type that predates FortiAppSec Cloud, such as one inherited
from the previous FortiWeb Cloud, FortiGSLB, or FortiGuard ABP. This indicates that the contract is based on the older
system and may not support all the features available in FortiAppSec Cloud Contracts.

Can a contract with Legacy status be converted to a FortiAppSec Cloud Contract?

No, Legacy contracts cannot be directly converted to FortiAppSec Cloud Contracts. If you wish to transition to a
FortiAppSec Cloud Contract, please contact Fortinet Sales.

Can Legacy contracts be modified to add websites or increase bandwidth?
Yes, you can modify existing legacy contracts by adding more websites or increasing bandwidth. However, extending
the contract duration is not supported.

Upon the expiration of a legacy contract, customers are required to transition to FortiAppSec Cloud contracts. To ensure
a seamless transition, we recommend reviewing the available FortiAppSec Cloud contract options in advance. For more
details or assistance, please contact Fortinet Sales.

Will legacy FortiFlex entitlements work after the FortiAppSec Cloud launch?

Yes, existing entitlements will work. However, once FortiFlex support is launched, new entitlements will only be
FortiAppSec Cloud entitlements.

What should I do if my Legacy Contract is about to expire?

If your Legacy Contract is approaching its expiry date, we recommend purchasing a new FortiAppSec Cloud Contract to
ensure uninterrupted service.

Please contact Fortinet Sales to initiate the purchase of a FortiAppSec Cloud Contract.
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What happens to my existing services when switching from a Legacy Contract?

« If you purchase a FortiAppSec Cloud Advanced Contract: Your existing services will not be affected.
» If you purchase a FortiAppSec Cloud Standard Contract: Only the features supported by the Standard plan will
remain available. Features that were supported exclusively under the Advanced plan will no longer be available.

Ensure that the contract you choose aligns with your service requirements to avoid any unintended service disruptions.

How do | migrate a FortiAppSec subscription from a public cloud marketplace (eg. AWS Marketplace,
Azure Marketplace, Google Cloud Marketplace) to a Fortinet contract?

To migrate your FortiAppSec subscription from a public cloud marketplace to a Fortinet contract, please follow these
steps:
1. Purchase and register a Fortinet contract.

a. Purchase a new FortiAppSec Fortinet contract by contacting Fortinet Sales.

b. Forservice continuity and correct licensing, ensure to register the new Fortinet contract under the same
Fortinet (FortiCloud/FortiCare) account that you are currently using for your public cloud marketplace
FortiAppSec subscription.

2. Activate the new contract in the FortiAppSec Portal.

a. Loginto your FortiAppSec Cloud web portal.

b. Navigate to General > Contracts.

c. Find your newly registered Fortinet contract in the contract list.

d. Click the Activate button next to this contract. Ensure the activation is successful.
3. Cancel the public cloud marketplace subscription.

a. After confirming activation in the FortiAppSec Portal, log in to the cloud marketplace where you purchased the
original subscription.

b. Locate the FortiAppSec listing and follow the cancellation steps to prevent duplicate billing.

Migrating from preceding Fortinet services

FortiAppSec Cloud combines services from the former FortiWeb Cloud, Advanced Bot Protection, and FortiGSLB.

» FortiAppSec Cloud key updates on page 456
« Migration Changes on page 457
» Contract Migration on page 458

FortiAppSec Cloud key updates

The following features are new to FortiAppSec Cloud and were not available in previous services:

» New Homepage: A redesigned homepage allowing users to view the status and health of all services in one place.

+ New Domain: The new domain for your web application protection services is now appsec.fortinet.com. Please use
this new domain to access your services, as the previous domains will be retired.
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WAF and Threat Analytics (previously FortiWeb Cloud)

» Permissions Management: The user permissions system has been upgraded, providing more flexible
configuration options.

GSLB (previously FortiGSLB)

» Topology Page: A new page that displays the relationships between your configured objects, giving you a clearer
view of your configuration flow.

+ Permissions Management: The user permissions system has been upgraded, providing more flexible
configuration options.

« Contract Sharing Mode: Enable Contract Sharing mode to allow all accounts within an organization to utilize the
root account's contracts.

ABP (previously FortiGuard ABP)

« FortiCloud Organization: Integrate your ABP service with FortiCloud Organization, enabling centralized
management and control of all Fortinet Saa$S solutions.

» Contract Sharing Mode: Enable Contract Sharing mode to allow all accounts within an organization to utilize the
root account's contracts.

Migration Changes

Your applications and logs will be automatically transferred to the new FortiAppSec Cloud backend; however, please
make the following adjustments:

FortiWeb Cloud

« API Change: The API endpoint will change to api.appsec.fortinet.com, and the URL structure will be updated
accordingly. If you have not already, please update your applications or API calls to use the new endpoint.

+ Terraform Changes: Please update your Terraform modules to ensure compatibility with the new version.
+ FAZ Requirements: Please verify that the new version meets FortiAnalyzer compatibility requirements.

FortiGSLB

« API Change: The API endpoint will change to api.appsec.fortinet.com, and the URL structure will be updated
accordingly. If you have not already, please update your applications or API calls to use the new endpoint.

» Complete Organization Migration: Please complete migrating Organizations to FortiCloud before the launch date
to ensure a smooth transition into the upgraded service.

FortiGuard ABP

+ Review Permission Profiles: After the launch, please go to the IAM portal and review the newly created
permission profiles for FortiAppSec Cloud Application Security to ensure all permissions are correct and aligned
with your operational needs.
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Contract Migration

When FortiAppSec Cloud launched on December 1, your existing contract(s) for FortiWeb Cloud, FortiGuard Advanced
Bot Protection, and FortiGSLB were transferred to FortiAppSec Cloud in the backend as Legacy Contracts. You can

upgrade legacy contracts through co-term to add more applications or bandwidth. However, you

cannot extend their expiration date.
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1. Purchase a FortiAppSec Cloud contract. Depending on your license requirements and billing preferences, you

could do this through via FortiFlex, Public Cloud Marketplace, or Fortinet Sales.
For service continuity and correct licensing, ensure to register the new FortiAppSec Cloud contract under the same

Fortinet (FortiCloud/FortiCare) account as your existing legacy service.

2. After purchasing the new contract, please log into your FortiAppSec Cloud portal and navigate to General >

Contracts.

Only one contract can be active at a time. Before activating your new contract, your legacy contract will remain
active.

3. Click Activate in the new contract to activate it.
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