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Change log

Date Change Description

2025-04-30 Initial document release.
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Overview

Overview

With the integration of FortiEDR and Active Directory, when a security policy assigned to a FortiEDR-protected endpoint
triggers the “Reset user password” and “Disable user account” Automated Incident Response (AIR) playbooks,
FortiEDR sends an API update to the Active Directory server and automatically resets the user password or disables the
user account to prevent further misuse of the compromised account.

After the security incident is resolved and the affected endpoint becomes compliant, the
administrator must manually re-enable the account.
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Prerequisites

Prerequisites

Before you start configuring the integration with Active Directory, verify the following:

l Your FortiEDR deployment includes a Jumpbox that has connectivity to the Active Directory server.
l Refer to Installing the FortiEDR Core for details about how to install a FortiEDR Core and configure it as a
Jumpbox.

l Refer to Cores for more information about configuring a Jumpbox.
l The FortiEDR Central Manager has connectivity to the Fortinet Cloud Services (FCS). To verify this, make sure that
FCS is in running state (Green) in the System Components chart in the Dashboard of the FortiEDRmanagement
console.
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Configuring Active Directory

Configuring Active Directory

To integrate FortiEDR with Active Directory, you must first create an Active Directory admin user with the correct
organization, group, and permissions to reset the user password or disable the user account. Fortinet recommends that
you create a dedicated Active Directory admin user for FortiEDR integration.

To create an Active Directory admin user for FortiEDR integration:

1. Click Start > Administrative Tools > Active Directory Users and Computers.
2. Right-click the domain and select New > Organization Unit.

3. Specify the name for the organization unit and save it.
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Configuring Active Directory

4. Right-click the newly created organization unit and select New > Group.

5. Configure the basic settings for the group (see example below).
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Configuring Active Directory

6. Right-click the newly created organization unit and select New > User.

7. Configure the basic settings for the user (see example below) and click Next.

8. Define the password for the user, disable the User must change password at next logon option, click Next and then
Finish.
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9. Double-click the user you just created to open the Properties window.
10. In theMember Of tab, click Add.

11. Type the name of the group you just created, click Check Names to verify and then clickOK.
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Configuring Active Directory

12. Select the the assigned group and click Set Primary Group.

13. Select any other groups assigned to the user and click Remove.
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14. ClickOK to save the changes.
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Configuring Active Directory

15. Click Save.
16. Configure the target organizational unit or container so that FortiEDR has delegated permissions to reset

passwords and disable accounts:
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Configuring Active Directory

a. Right-click the organization unit or container and select Delegate Control.

b. Click Next and then click Add.
c. Enter the name of the group that you created earlier, click Check Names, and thenOK.

d. Verify the selected group and click Next.

FortiEDR 7.0.0 Active Directory Integration 14
Fortinet Inc.



Configuring Active Directory

e. Select Create a custom task to delegate and click Next.

f. SelectOnly the following objects in the folder, select User objects, and then click Next.
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g. Select Property-specific under Show these permissions, select the following permissions, and click Next:
l Reset Password
l Read and write account restrictions
l Read userAccountControl
l Write userAccountControl

h. Verify the permissions list and click Finish.
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Configuring Active Directory

This permission delegation applies to all child objects or users within the target group. To
allow FortiEDR to update accounts with elevated privileges, such as Domain Admin, you
must manually apply the delegated permissions to these accounts as inheritance is
disabled on these accounts by default. See this Microsoft article for more details.
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Configuring FortiEDR

Configuring FortiEDR

To integrate FortiEDR with Active Directory, you must configure a User Access connector and playbook policies for
Active Directory in FortiEDR. Automatic incident response actions can then include resetting the user password or
disabling the user account on Active Directory upon the detection of a FortiEDR security event.

To configure a User Access connector for Active Directory in FortiEDR:

1. In the FortiEDRmanagement console, select Administration > Integrations.
2. Click the Add Connector button and select User Access from the dropdown list.

The following displays:

3. Fill in the following fields:

Field Description

Jumpbox Select the FortiEDR Jumpbox that will communicate with the Active Directory
server.

Name Specify a name of your choice to be used to identify the connector for Active
Directory.

Type Select Active Directory.

Host Specify the IP or DNS address of the Active Directory server.

Port Specify the port that is used for communication with the Active Directory
server. Typically port 389 is used for LDAP authentication.

Authentication Specify the Bind DN and password of the Active Directory admin user you
created when Configuring Active Directory on page 7.

To locate Bind DN information in Active Directory:

1. Click View > Advanced Features.
2. Double-click the admin user you created for the FortiEDR integration.
3. In the Attribute Editor tab, select distinguishedName and click View.

The Value field include the full Bind DN information that you can copy.
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Field Description

4. In the Actions area on the right, define the action to be taken by this connector:
l To use an action provided out-of-the-box with FortiEDR (for example, Disable user account on Active
Directory), specify the baseDN field for Disable user account or Reset user password, or both according to your
needs. The baseDN is the Bind DN without the user name. For example, if the Bind DN is
CN=fedradmin,OU=Integration Accounts,DC=ad,DC=labdog, the baseDN is OU=Integration
Accounts,DC=ad,DC=labdog.

l To use a custom integration action:
i. Click the + Add Action button. The following popup window displays:

ii. In the Action dropdown menu, select one of the previously defined actions (which were defined in
FortiEDR as described in Custom integration), or define a new action that can be triggered according to
the definitions in the Playbook:
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Configuring FortiEDR

i. Click the Create New Action button. The following displays:

ii. Fill out the fields of this window as follows in order to define a new action to be triggered in response to
an incident.

In order to trigger this action, a Playbook policy must be defined that triggers
this action to execute the script when a security event is triggered. The
definition of this new action here automatically adds this action as an option in a
Playbook policy. However, this action is not selected by default in the Playbook
policy. Therefore, you must go to the Playbook policy and select it in order for it
to be triggered when a security event is triggered.

Field Definition

Name Enter any name for this action.

Description Enter a description of this action.
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Field Definition

Upload Upload a Python script that calls an API from the third-party system
in order to perform the relevant action. Python 2.7 or later is
supported. The Python script must be created according to the

coding conventions that can be displayed by clicking the icon
next to the Action Scripts field. The following displays providing an
explanation of the coding conventions and provides various links
that you can click to see more detail and/or to download sample files.

iii. Click Save. The new action is then listed in the Actions area.
5. Click the Test button to test the connectivity. If the test fails, a reason is given.

You can troubleshoot connection failures in the following ways:
l Verifying the credentials you entered in step 3.
l Verify the settings when Configuring Active Directory on page 7.
l Monitor the Active Directory logs underWindows Logs > Security in theWindows Event Viewer. Search or filter
to locate logs related to the test. For example, Event 4624 shows a successful login and Event ID 4625 shows a
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failed login.

6. Click Save to save the connector configuration.

To configure playbook policies to automatically reset the user password or disable the user account
upon security event triggering in FortiEDR:

1. Navigate to the SECURITY SETTINGS > Playbooks page.
2. Open the Playbook policy that is applied on devices for which you want the automatic incident response to apply.
3. Place a checkmark in the relevant Classification column next to the Disable user row under the INVESTIGATION

section or the Reset user password row under the REMEDIATION section.
FortiEDR is now configured to automatically reset the user password or disable the user account upon security
event triggering in FortiEDR.
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Verifying the integration

If the integration is successful, in FortiEDR, the Reset user password and/or Disable user account playbook will be
triggered based on the classification trigger defined within the playbook. In the Event Viewer, you should first see an
event classified by FortinetCloudServices, similar to the following:

Once the playbook is triggered in FortiEDR, an API update will be sent to the Active Directory server to disable the user
account and/or mark it as requiring a password reset as per configuration. This activity is shown underWindows Logs >
Security in theWindows Event Viewer. A successful account disable will fall under Event 4725. A successful password
reset will fall under Event 4738. See example below:

During subsequent logins, the user will see an error that the account has been disabled or be prompted to change the
password:
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