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Change Log

Date Change Description

2024-02-03 Initial release.
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Introduction

Introduction

Identity & Access Management (IAM) is a service to help you control access to FortiCloud portals and assets. You can
use the portal to manage users, authentication credentials, and asset permissions.

Key Features

Permission model

The permission model has been updated with multi-dimensional permission model to provide fine grained control and
easy of use. It comes with following two factors:

l Permission Profile: Defines the enabled portals and the access permissions available to an assigned user. Instead
of assigning portal permissions directly when creating an IAM user, external IdP role, and so on, the user is
assigned to a permission profile. The permission profile must be created before being assigned to a user.
Permission profiles can be assigned to multiple users and user groups.

l Permission Scope: The permission scope defines the scope of access within the account. Management of the
account is dependent on the available and selected scope.

IAM user

The IAM user type provides more control and flexibility when assigning user permissions. Save time creating new users
by applying the permissions of an existing user to a new user or adding the user to a group. Account administrators can
temporarily disable vulnerable IAM users and enforce Two-Factor Authentication at the account level. Migrate sub users
to the IAM portal to manage all of your users in one place.

User Groups

Organize IAM users into user groups to assign portal and asset permissions to multiple users at the same time. You can
create a group based on the user roles, asset permissions, or any other category of your choosing. Remove a user from
a group without deleting their profile from the portal or temporarily disable a vulnerable group.

IAM API user

The IAM portal lets you quickly create and manage IAM API users for programmatic access to the API. IAM API user
access types are specific to each portal.

External IdP roles

External IdP roles allow IdP users to log in to a cloud portal with their organization's ID provider. External IdP roles allow
you to create one role for many users while leveraging all of the benefits of the IAM user type. One account can have
more than one external IdP role. User accounts with multiple roles are required to select a role before they can access a
portal.
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IdP roles are a limited beta feature.

Multi-factor Authentication (2FA)

Two-Factor Authentication is fast and easy to configure. Users can authenticate using FortiToken or with an emailed
security token. IAM administrators can enforce 2FA for all users at the account level. If a user disables 2FA for their
account, they cannot access Fortinet applications until they enable it again.

What's new in version 24.1

Resource-based permissions for the FortiCare portal

There is a new permissions card available for the FortiCare New portal. When assigning permissions for the FortiCare
New portal, the user can be assigned access using resource-based permissions. The FortiCare Legacy portal will
continue to use role-based permissions. See Portals with resource-based permission on page 15 and User access in the
FortiCare guide.

Enforcing two-factor authentication

Email users will be forced to enable two-factor authentication with the FortiToken mobile app if is has been enforced at
the Organization or Account level. When logging into your email account, you will be prompted to set up two-factor
authentication before you can proceed with logging in. Two-factor authentication is recommended to improve your
security by forcing you to enter a security code when you log into the portals. See Two-Factor Authentication (2FA) on
page 63.
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Requirements

Requirements

The following items are required to use the Identity & Access Management portal:

l FortiCloud Account, IAM user, or external IdP role
l Supported Browser

The IAM portal is only available in English at this time. For information on language support
and supported browsers, see the Release Notes.
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Identity & Access Management Portal

Identity & Access Management Portal

The navigation menu provides access to features for adding and managing users and user groups.

Select the search icon in the top banner to perform a search for user information in the entire
Identity & Access Management portal. Select the Search field in the page to perform a search
within the current page.

Navigate through the Identity & Access Management portal by selecting one of the available pages in left-hand
navigation menu.

Permission Profiles

The Permission Profiles page displays the list of permission profiles. Permission profiles are necessary for the creation
of IAM users, user groups, API users, and IdP roles. The Permission Profiles page can be access from the left-hand
navigation tree. See Permission profiles on page 15.
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Users

The Users page displays the list of users and the user's details including Username, Type, Permission Profile,Group,
and Status. Use this page to add and delete users, or temporarily disable a user. Click the user's Full Name to edit their
profile, update their permission profile, and reset their password. See Users on page 22.

User Groups

The User Groups page displays a list of user groups in the portal. You can add users, disable a group, or delete a group
directly from the page. Click a user group to view and edit the group's users and permission profile. See User groups on
page 47.

Migrate Sub Users

TheMigrate Sub Users wizard guides you through the process of migrating a sub user to an IAM user. After the
migration is complete, the sub user account is converted to an IAM user. You cannot revert a sub user after the process
is complete. See Migrating sub users on page 53.
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User management models

User management models

IAM user accounts are similar to FortiCloud accounts. The legacy Sub User Model allows full and limited permissions for
access and assets to individual users. The IAM User Model uses permission profiles for more control and improved
security.

Basic function mode

The basic functionality for the Identity & Access Management portal includes all of the major features, including:

l Permission profiles
l IAM users
l IAM user groups
l Sub user migration
l External IdP roles
l Access to account management

Advanced mode

The advanced management mode of the Identity & Access Management portal includes the same capabilities as the
basic function mode, with the addition of organization support. See Organization user management on page 70.

Sub User Model

This model will be deprecated in the near future. It is strongly recommended that you use the
IAM User Model to take full advantage of the new features.

The Sub User Model has two types of user: The master user (or Account Owner) and sub user. The master user is the
person who created the FortiCloud account. Master users have full Admin permissions in all of the portals associated
with the FortiCloud account including:

l Creating users
l Assigning full admin or limited access permissions and assets to sub users

The Sub User Model only supports one master user for the account. The master user's email
address must be unique.
Master user’s can change their email address as long as the new email address remains
unique. A master user can change their email address up to five times in a 24-hour period.
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A master user can assign Full Access or Limited Access permissions to a sub user as well as the devices the sub user
can access. Assigning Full Access permissions to sub users grants them the same permissions as the master user with
limitations. Limited Access allows the master user to select the sub user’s permissions and assets. See User
permissions in the Asset Management Administration Guide for more information on the different access levels.

Only the master user can access the Identity & Access Management portal and make changes, such as migrating sub
users to IAM users. The sub user cannot access the portal regardless if they have Full Access or Limited Access.

IAM User Model

The IAM User Model uses portal-based permission profiles to manage users’ access and asset permissions. Instead of
assigning Full Access permissions or Limited Access for the user account, an IAM administrator selects an access type
as defined by the portal when creating a permission profile. Permission scope asset permissions are based on the
Organizational Unit or asset folders in the Asset Management (AM) portal. This allows for a more granular combination
of access and asset permissions.

A master user (Account Owner) can access the IAM portal. IAM Users have access to the portal based on the
permissions set by the master user for the IAM portal. Sub users cannot access the IAM Portal.

IAM user types

User type Description

IAM user IAM users can access Fortinet cloud portals with a FortiCloud account. Each IAM
account requires an Account ID/Alias, User Name, and password to log in to a
portal. Administrators can assign permission profiles to an IAM user or to an IAM
user group.

API users API users can access FortiCloud services through the API. API users can only
use OAuth 2.0 for authentication to access web service APIs provided by each
FortiCloud service portal.
API user IDs and passwords are generated by the IAM service portal. One
FortiCloud account can have multiple API users. The IAM service administrator
can define which cloud portals the user can access, as well as the user's
read/write permissions.

External IdP roles External IdP roles allow external users to log in to a cloud portal using their
organization’s ID provider. External IdP roles are authenticated with a custom
login page. After the user is authenticated, they are redirected to a jump page
where they can select the cloud portal(s) assigned to their account.
One account can have more than one external IdP role. User accounts with
multiple roles are required to select a role before they can access a portal. Users
with no roles assigned to their account are blocked.

IdP roles are a limited beta feature.
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User management models

Feature comparison chart

Identity & Access Management introduces an enhanced user model for improved security, scalability, and management.

The following table compares the features in the legacy Sub User Model with the IAM User Model.

Feature Sub User Model IAM User Model

Account Access Management Add sub users to the account Add IAM users to the account

Permission Control Account level
(Full Access/Limited Access)

Fine grained permissions for each
FortiCloud Service

Asset Permissions List of devices/Asset Groups (limited) Asset folders or OUs with permissions
hierarchy

User Groups & Permissions User group (limited) User groups and group-level
permissions

Portal Access No per portal control Allow or Deny access per portal

API User Support No Granular permissions for each
FortiCloud Service APIs

User 2FA Management No Enforce (or exempt) 2FA for IAM users
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Permission profiles

Before you can create IAM users, user groups, external IdP roles, or API users, you must create a permission profile.
Permission profiles define the level of portal access and permissions a user has. Permission profiles allow you to
explicitly enable or disable access to FortiCloud portals and grant portal-specific permissions for the enabled portals.

Permissions can be role-based or resource-based depending on the portal:

l Role-based permissions can be read-only, read and write, or admin levels with more specific permissions available
depending on the portal. These permissions account for all portal features unless specified in the Additional
Permissions.

l Resource-based permissions can be read-only, read and write, or no access and can be assigned to specific
resources within the portal. A permission profile can assign different access types for each of the portal resources
listed. See Portals with resource-based permission on page 15 for examples of resource-based permissions.
See the respective portal administration guide for more information on the specific access types for each portal.

A portal can only support one permission model at a time. If an existing permission profile
includes a portal that has been converted from role-based permissions to resource-based
permissions, the existing role-based permissions will be migrated to resource-based
permissions based on portal-specific rules. Migration settings vary between portals.

Once a permission profile has been created, IAM users, user groups, external IdP roles, and API users can be assigned
to the profile. See Users on page 22 and User groups on page 47.

The Permission Profiles page can be accessed from the left-hand navigation menu. See Identity & Access Management
Portal on page 9.

This section contains the following topics:

l Permission scope on page 18
l Creating a permission profile on page 18
l Managing permission profiles on page 20

Portals with resource-based permission

Resource-based permissions allow user permissions to be assigned by feature, instead of assigning permissions for the
entire portal. The following FortiCloud portals use resource-based permissions to allow access:

l Asset Management on page 15
l IAM on page 16
l FortiCare on page 17

Asset Management

The Asset Management portal uses resource-based permissions to control access to various features and portal pages.
See the Asset Management Guide for more information.

Identity & Access Management 24.1 Administration Guide 15
Fortinet Inc.

https://docs.fortinet.com/document/forticloud/latest/asset-management/47/introduction


Permission profiles

Resource Description

Entitlement Management Provide control over entitlements, including entitlement (product, contract,
license) registration, Pending Registration,Online Renew, andMarketplace
features. The user can be granted Read Only, Read &Write, or No Access
privileges.

Asset Maintenance Provide control over available assets, including license downloading,
decommissioning, deregistration, TradeUp, transfer, and folder management.
The user can be granted Read Only, Read &Write, or No Access privileges.

Renewal Notice Provide the user with product renewal notifications. The user can be granted
Read Only or No Access privileges.

The user must have access to the root folder.

Vulnerability List Provide the user access to the product vulnerability list. The user can be granted
Read Only or No Access privileges.

Account Services Provide access to account-level products or services, including Account Services,
FortiMeter, and the ELA Profile. The user can be granted Read Only, Read &
Write, or No Access privileges.

IAM

The Identity & Access Management portal uses resource-based permissions to control access to their own account and
the creation and management of other users.

Resource Description

User/Permissions Provide control over users, user groups, permission profiles, and migrating sub
users. The user can be granted Read Only, Read &Write, or No Access
privileges.
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Resource Description

Account Provide account management capabilities, including managing Account Settings.
The user can be granted Read Only, Read &Write, or No Access privileges.

Credentials Provide control over account Security Credentials. The user can be granted Read
Only, Read &Write, or No Access privileges.

FortiCare

The FortiCare New portal uses resource-based permissions to control access to ticketing features. The FortiCare New
permissions can be assigned using the Ticketing option.

Resource Description

Customer Service Tickets Allow the user to create and track tickets pertaining to contracts and account
management. The user can be granted Read Only, Read &Write, or No Access
privileges.

Technical Support Tickets Allow the user to create and track tickets for technical issues. The user can be
granted Read Only, Read &Write, or No Access privileges.

RMA Tickets Allow the user to create and track tickets pertaining to DOA and RMA assets. The
user can be granted Read Only, Read &Write, or No Access privileges.

Advanced Service Requests Allow the user to submit an Advanced Service request for professional
assistance. The user can be granted Read Only, Read &Write, or No Access
privileges.

Incident Response Ticket Allow the user to submit an Incident Response ticket for evaluation. The user can
be granted Read Only, Read &Write, or No Access privileges.

Web Chat Allow the user to join live web chats with Fortinet support. The user can be
granted Read &Write or No Access privileges.

Survey Tickets Allow the user to submit feedback in the ticket survey. The user can be granted
Read &Write or No Access privileges.

The FortiCare Legacy portal permissions can be assigned using the role-based FortiCare
option.
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Permission scope

A feature of the new permission model is the permission scope. The permission scope defines what an IAM user, user
group, external IdP roles, and API users can access in terms of the resources, including users, asset folders, devices,
and so on.

If applicable, the permission scope also defines if the assigned users will have Local orOrganization type access. If an
account does not have Organizational Unit access enabled, the scope will default to the Local type and therefore link to
asset folders. The default Local type is used by the majority of FortiCloud clients and allows the IAM user, user group,
and so on access only to the current account. For the purpose of this document, the default Local access is assumed.

For information on enabling Identity & Access Management portal features withOrganization access, see Organization
user management on page 70.

Creating a permission profile

A new permission profile can be made from the Permission Profiles page. Permission profiles must be created before an
IAM user, user group, and so on.

The SysAdmin permission profile is a default permission profile available at all times. When a user is assigned to
SysAdmin, they will have full access to the Asset Management portal, Identity & Access Management portal, and
FortiCare. You can find the SysAdmin permission profile at the top of the Permission Profiles list. You cannot edit,
disable, or delete the default SysAdmin permission profile.

To create a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.
2. Select Add New. The New Portal Permission Profiles page is displayed.
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3. Enter a name for the profile in the Permission Profile Name field.

Once the permission profile is saved, the permission profile type cannot be changed.

4. Set the Status to Active.
5. Enter a description of the portal permissions in the Description field.
6. Click Add Portal. A list of available portals is displayed.

7. Select the portals you want to enable or deny access to.
8. Click Add. The portals are displayed in cards.
9. For each portal card, define portal permissions:

If you want to deny access to a portal, add the portal to the permission profile but do not
enable any resource or portal access.
Excluding a portal from a permission profile does not deny access to that portal. If you do
not add the portal to the permission profile, its status will be considered undefined.
Therefore, it may be possible for the user to still access the portal from the Services
dropdown menu if the portal itself provides open access to some features.

l For portals with resource-based permission capabilities, specify the Resources access type.

l For portals with role-based permissions, enable Access and specify the portal Access Type and any Additional
Permissions.

10. Click Save. The permission profile is now available to be assigned to users.
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Managing permission profiles

Permission profiles are listed on the Permission Profiles page. By selecting a permission profile, you can review specific
details of the profile:

l Permission Profile Info tab: Displays Basic Info and Permission Details, including linked portals and portal
permissions.

l Assigned To tab: Lists all user accounts linked to the permission profile.

You can edit, disable, and delete permission profiles from the Permission Profiles page.

You cannot edit, disable, or delete the default SysAdmin permission profile. See Creating a
permission profile on page 18.

Editing a permission profile

Permission profile Basic Info and portal permissions can be edited.
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To edit a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.
2. Select the permission profile you want to edit. The Permission Profiles / <profile_name> page is displayed.

3. Click Edit.
4. Make changes as required to Description and portal permissions.
5. Click Update. The profile has been updated for all users assigned to it.

Disabling a permission profile

If a permission profile is not needed at the moment, but may be required in the future, it can be temporarily disabled. A
permission profile cannot be disabled if an active IAM user is assigned to it.

To disable a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.

2. Select the profile you want to disable.
3. Click Disable. The profile and any assigned users are disabled.

Deleting a permission profile

You can permanently delete a permission profile that is no longer needed. A permission profile cannot be deleted if an
active IAM user is assigned to it.

To delete a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.

2. Select the profile you want to delete.
3. Click Delete.
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Users

The IAM Users, API Users, and External IdP Roles pages have been combined into the Users page. The Users page
displays information on all registered users, including the user Type, Permission Profile, and Permission Scope.

You can use the Search field to find a specific user. Partial results are returned as you enter
information.

The types of users accessible from the Users page include:

l IAM users on page 22
l API users on page 35
l External IdP roles on page 40

IAM users

The IAM user details can be found in the Users page, including Username, Type, Permission Profile Group, and Status.
Use this page to add and delete users, or temporarily disable a user. Click the user's Username to edit their profile,
update their permission profile, and reset their password.

Use the Add New wizards to create a new IAM user. You can also migrate FortiCloud sub users to create a new IAM
user. After the user is created, you can update the user's permission profile at any time from the User Permission tab.

The Users page can be accessed from the left-hand navigation menu. See Identity & Access Management Portal on
page 9.
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IAM users are separate, additional users to the FortiCloud account. Even if an IAM user and
the FortiCloud account use the same login credentials, they are independent of each other.

This section contains the following topics:

l Adding IAM users on page 23
l Managing IAM users on page 27
l Validating new IAM users on page 30
l Logging in as an IAM user on page 32
l Migration of existing users on page 33

Adding IAM users

Use the Add New wizard to configure IAM users and generate their login credentials. To save time, you can apply a
permission profile or assign the user to a group.

To add a new IAM user, you must:

1. Create the new user account. See Creating a new IAM user on page 23.
2. Generate the password reset link and share it with the selected IAM user. See Generating the password reset link

on page 26.

Creating a new IAM user

You can create a new IAM user with the Add New wizard.

To create an IAM user with the wizard:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > IAM User. The User Details pane opens.
3. (Optional) Click Apply same permissions as existing User, and then select a user from the dropdown. You can

configure the permissions later.
4. Enter the user's details and click Next.

Username Type the username with no spaces.
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Full Name Type the user's first and last name.

Email Type the user's email address.

Phone Select the country code from the dropdown, and type the user's phone
number.

Description (Optional) Type a description of the user.

5. (Optional) Add the user to an IAM user group. See User groups on page 47.
a. Select Yes from Basic Info.

A dropdown list of user groups is displayed.
b. Select a user group from the dropdown.
c. Click Next, and proceed to Step 10.
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6. Select the user type from Choose A Type dropdown list.

7. From the Permission Scope dropdown, select an asset folder or Organizational Unit.

Permission Scope hierarchy and options depend on the type you select in the previous
step.

8. In the Permissions Profile dropdown, select a profile.

The Permission Details assigned to the selected profile are displayed.

If the SysAdmin profile is selected, a message will display instead of portal cards to denote
that the user has full access to all portals.

9. Click Next. The Confirmation page is displayed.
10. Review the user information, and click Confirm. The user's details are displayed.

Account credentials must be shared with the user. The account password can be configured usingGenerate Password.
See Generating the password reset link on page 26 to configure the account password and share user credentials.
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Generating the password reset link

You can choose to generate the password reset link and share it with the selected IAM user.

To generate the password reset link:

1. On the Successful User Registration page, clickGenerate Password. The Login with the Generated Link dialog
opens.

2. ClickGenerate Password. A reset link is generated.

3. Click Copy Reset Link. The reset link is copied to your clipboard and you can now share it with the IAM user.
4. For the IAM user to reset their password, paste the reset link into your browser. The Reset Password page opens

and account credentials are displayed.

5. Enter the password in the New Password and Confirm New Password fields.
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6. Click Submit. A confirmation message displays.

TheGenerate Password link can also be accessed on Security Credentials tab of the Users >
IAM user page. See Resetting a password on page 29.

Send the credentials to the user. New IAM users are required to perform a validation check the first time they log in to a
portal. See Validating new IAM users on page 30.

Managing IAM users

Select an IAM user from the Users page to update a user's details or generate the password reset link.

The Users > IAM user page displays the following information:

Column Description

Username The user's display name.

Full Name The user's first and last name.

Email The email address for the IAM user account.

Updated The date the user's information was updated.

Group The user group the user is assigned to.

Status The user's status (Active/Disabled).

Updating user details

To update the user name, ID, email, and status, go to the User Profile tab.
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To update user details:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the IAM user Username.
3. Click Edit.
4. Edit the user's information, and click Update.

To activate a user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the IAM user Username.
3. Click Edit.
4. From the Status dropdown, select Active.
5. Click Update.

Updating user status

You can enable, disable, and delete an IAM user from the Users page.

You can also update multiple user statuses at once from the Users page. See Bulk updating
users on page 45.

To enable a user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Find the user your want to enable.
3. Under Actions, click Enable. The Confirm to Enable User dialog is displayed.
4. Click Yes, I want to continue.
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To delete a user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select a user from the list, and click Delete. The Delete User(s) dialog opens.
3. Click Confirm.

To disable user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select a user in the list.
3. Click Disable. The Permission Changed Confirmation dialog opens..
4. Click Confirm.

Updating a user in a user group

You can add or remove a user from a group.

To add a user to a user group:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the user's Username. The Users > IAM user page is displayed.
3. Click User Permissions.
4. Click Edit.
5. In Basic Info, select Yes to add a user to a user group.

6. Select the user group from dropdown list.
7. Click Update.

Resetting a password

You can generate a reset IAM user password link and enable Two-Factor Authentication.
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You cannot regenerate a password if the user has enabled Two-Factor Authentication at the
account level.

To generate a password:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the user's Username. The Users > IAM user page is displayed.
3. Click Security Credentials.
4. (Optional) Click Two Factor Authentication.
5. ClickGenerate Password. The password is generated.
6. Click Copy Reset Link. The link is copied to your clipboard.
7. Share the password reset link with the IAM user.

Validating new IAM users

New IAM users are required to verify their email address the first time they log in to a portal or after they change their
email address.

When Two-Factor Authentication (2FA) is enabled, new IAM users will bypass this step and
set up 2FA authorization instead. See Logging in with 2FA for the first time on page 65.

To validate a new email address:

1. Go to FortiCloud and click Login Now.
2. Click IAM Login.

3. Enter the Account ID or Alias ID, as well the Username and Password provided by the account administrator. The
Welcome to FortiCloud page opens.
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4. ClickGet Verification Code. A verification code is emailed to you.

5. Enter the codes in the Validation Code and Enter Captcha Code fields.

6. Click Verify. TheWelcome to FortiCloud page opens.
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7. Click Enter.

Logging in as an IAM user

Users can access FortiCloud services and support as an IAM user with their IAM user credentials. Once the login
credentials have been verified, users can then proceed using the account credentials.

While it is optional, it is strongly recommended that you enable Two-Factor Authentication
(2FA). If the administrative account enforces 2FA for the entire account, IAM users should
complete 2FA setup after logging in to https://support.fortinet.com for the first time. See Two-
Factor Authentication (2FA) on page 63.

To log in as an IAM user:

1. Go to https://support.fortinet.com.
2. Select Login Now. The log in portal opens.
3. Select IAM Login.
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4. Enter your credentials in the Account ID/Alias, Username, and Password fields.

You can enter either your account ID number or alias in the Account ID/Alias field.

5. Click Log In. The default page will be displayed.

Migration of existing users

The new permission profile model is replacing the previous portal permission model. While the portal permission model
had portal permissions configured directly for an IAM user, user group, IdP role, or API user, the permission profile is
configured separate of users and can be linked to multiple IAM users.

To effectively convert the Identity & Access Management portal to the new permission profile model, any pre-existing
IAM users, user groups, and so on will automatically be converted to the new model. This migration of users will result in
the existing IAM user being split into an IAM user and a permission profile following the conversion to the new permission
profile model. Therefore, any permissions assigned to the IAM user will be used to create a new permission profile
containing the same portals and permissions that is automatically assigned to the IAM user.

Each pre-existing IAM user with unique portal permissions will result in a unique permission
profile following the migration. For example, if before the conversion to the new model there
are five IAM users, each with independently created portal permissions assigned, then there
will be five IAM users and five permission profiles following the migration.

Example of IAM user migration to the new permission profile model

The following scenario describes the migration of an IAM user to the new permission profile model.

Before the conversion to the new model, an IAM user named Jane Test has portal permissions directly assigned to it.
These portal permissions allow administrative access to the Asset Management portal and read only access to the IAM
portal.
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Following the conversion to the new model, the Jane Test IAM user can be found in the IAM Users page. It has been
migrated forward with the same User Profile information but it no longer has portal permissions directly assigned to it.
Instead, Jane Test is assigned to a permission profile that has automatically been created when the conversion
occurred. The permission profile defines the same permissions and access as the portal permissions before the
conversion: administrative access to the Asset Management portal and read-only access to the Identity & Access
Management portal.

For the purpose of this example, the permission profile has been namedMigration Profile for
clarity. When migration of an IAM user occurs following the conversion in a real-world
scenario, it will not follow this naming convention.
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You can review and edit the permission profile by selecting it from the Permission Profiles page.

API users

API users can access FortiCloud services through the API. API users can only use OAuth 2.0 for authentication then
access web service APIs provided by each FortiCloud service portal.

You can disable or delete a user directly from the Users page. Click the ID to update the user's status and permissions.
The Users page can be accessed from the left-hand navigation menu. See Identity & Access Management Portal on
page 9.

This section contains the following topics:

l Adding an API user on page 36
l Managing API users on page 37
l Accessing FortiAPIs on page 38
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Adding an API user

Use the Add New wizard to generate API user IDs and passwords. IAM users can use their credentials to obtain an
OAuth token from FortiAuthenticator.

To create an API user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > API User. The API User Details page opens.

3. (Optional) In the Description field, enter a description of the user.
4. Select a permission profile from the Permission Profile dropdown list.
5. Click Next.
6. Review the user's information, and click Confirm.
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7. Click Download Credentials. The Security Check dialog opens.

Downloading API user credentials will reset the user's security credentials each time you
perform this action. The API user only exists within the account scope.

8. Enter your password to protect the credential file and click Proceed. The credentials are downloaded to your
computer.

9. Request an authorization token. SeeAccessing FortiAPIs on page 38

Managing API users

You can delete or temporarily disable an API user by selecting the user from the Users page.

You can also update multiple user statuses at once from the Users page. See Bulk updating
users on page 45.

The Users > API user page displays the following information:

Column Description

API User ID The user's API ID. Click the user ID to update the user details.

Description A description of the user.

Updated The date the user profile was updated.

Status The status (Active/Disabled)

Updating API user permissions

To disable an API user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select an ID in the list. The API User Information pane opens.
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3. Click Disable. The Permission Changed Confirmation dialog opens.
4. Click Confirm.

To activate an API user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select an ID in the list. The API User Information pane opens.
3. Click Edit.
4. From the Status dropdown, select Active.
5. Click Update.

To update an API user's portal permissions:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select an ID in the list. The API User Information pane opens.
3. Click the Edit button.
4. Select a new Permission Profile.
5. Click Update.

Accessing FortiAPIs

FortAPIs are located in the Fortinet Developer Network. To access the APIs, click FortiAPI and select a product from the
list.

The Fortinet Developer Network can only be accessed if you have an account registered.
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Authorization

To obtain an OAuth token, an API user must send their credentials to the FortiAuthenticator API. Once the token is
obtained, it should be sent in the Authorization header of the request with Bearer scheme, as in the example below:

Authorization: Bearer jVSjRMx5hpw5ZfASk8Hjo16X

For information about creating an OAuth token, see the FortiAuthenticator REST API Solution Guide > OAuth server
token (/oauth/token/).

To obtain an access token:

1. Log in to the IAM portal as an IAM User with Admin permissions.
2. Create an IAM API user and configure the relevant permissions for the required product APIs. See Adding an API

user on page 36.
3. Download the IAM API user credentials (API Key, Password, client ID).
4. Request the access token. For example:

$curl -H 'Content-Type: application/json' -X POST
<https://customerapiauth.fortinet.com>/api/v1/oauth/token/ -d '

{"username": <API Key>,"password": <password>, "client_id": <clientId for FortiGate
Cloud>,"grant_type": "password"}'

Response:
{

"access_token": "paLreKW6YGDfgSUfreEH90UCc1915v3",
"expires_in": 14400,
"message": "successfully authenticated",
"refresh_token": "WpD0HVYUdshsiWlMBR0Q6uUoV2TGUIa",
"scope": "read write",
"status": "success",
"token_type": "Bearer"

}

5. Refresh the token. For example:
$curl -k -v -X POST <auth_url>/api/v1/oauth/token/ -H 'Content-Type: application/json' -d
'{"client_id": "fortigatecloud","grant_type": "refresh_token","refresh_token":

"WpD0HVYUdshsiWlMBR0Q6uUoV2TGUIa", }'

Response:

{

"access_token": "qeOreKW6YGDfgSUfreEH90UCc1915v3",
"expires_in": 14400,
"message": "Token has been refreshed successfully",
"refresh_token": "xpD0HVYUdshsiWlMBR0Q6uUoV2TDSa",
"scope": "read write",
"status": "success",
"token_type": "Bearer"

}
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External IdP roles

External IdP roles allow external users to log in to a cloud portal using their company’s user credentials with a third-party
ID provider. External IdP users are authenticated by their company's ID provider. After the user is authenticated, they
can access the cloud application based on their role.

IdP roles are a limited beta feature.

When an IdP user clicks Logout, they are only logging out of the portal, not their company's ID
provider.

If applicable, the external IdP roles can be accessed from the Users page in the left-hand navigation menu. See Identity
& Access Management Portal on page 9.

This section contains the following topics:

l Adding external IdP roles on page 40
l Selecting IdP roles on page 42
l Setting a co-exist end date on page 44

Adding external IdP roles

Create external IdP roles to allow users to log in to a cloud portal with their organization's user credentials using a third-
party ID provider.

IdP roles are a limited beta feature.
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To add an external user role:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > External IdP User. The External IdP Role page opens.
3. In the Role Name field, type the name of the role.
4. (Optional) In the Description field, enter a description of the role.
5. From the Permission Scope dropdown, select an asset folder.

6. In the Permissions Profile dropdown, select a profile. The Permission Details assigned to the selected profile are
displayed.

If the SysAdmin profile is selected, a message will display instead of portal cards to denote
that the user has full access to all portals.

7. Click Add Role.

After the IAM user is created, the IAM user account holder is required to perform a validation check.

Managing external IdP roles

You can manage external IdP roles from the Users page, including enabling, disabling, and deleting users.

To delete a role:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select a role from the list.
3. Click Delete. The Delete Third Party IdP Role(s) dialog is displayed.
4. Click Confirm.

To disable a role:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select a role from the list.
3. Click Disable. The Disable User Third Party IdP Role(s) dialog is displayed.
4. Click Confirm.
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To enable a role:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Double-click the disabled role. TheManage External IdP Roles ><name> pane opens.
3. Click Edit.
4. From the Status dropdown, select active.
5. Click Update.

Selecting IdP roles

An external user can be assigned to more than one IdP role. When a user logs into a cloud portal through a third-party ID
provider, their user account is mapped to their IdP roles in the portal.

After the user logs in with the third-party ID provider, the roles connected to the user's account determines their access to
the portal.

l If no roles are assigned to the account, a blocker message appears.
l If only one role is assigned to the account, the user proceeds directly to the portal.
l If multiple roles are assigned to the account, the Your Roles page opens, and the user must select a role before
proceeding to the portal.

The Your Roles page appears as a pop-up window in the Accountmenu of the Asset
Management portal.
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Logging into an IdP role

Users can access FortiCloud using external IdP roles when logging in with their company's ID provider.

To access the external IdP role:

1. Log in using your company's ID provider. The log in portal opens.
2. Select the Service Provider.
3. Select External IDP Role. The roles available based on your credentials are displayed.
4. Hover over the role you want to choose and click Select.

The Dashboard is displayed.

Switching from an IdP role

If you are logged into an external IdP role, you can switch to another linked role.

To switch to an IdP role:

1. Click the profile menu in the top right.

2. Select Switch Roles. The Switch Accounts dialog is displayed.
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3. Select the External IDP Role tab. A list of linked roles is displayed.
4. Hover over the role you want to change to and click Select.

You will be redirected to the Dashboard of the selected account.

Setting a co-exist end date

External IdP integration enables users managed by the SAML 2.0 IdP to access their FortiCloud Accounts through
external IdP roles defined in IAM portal. During the transition to external IdP user management, sub users or IAM users
can be granted temporary access to FortiCloud using the co-exist date setting.

The co-exist date is the deadline until which sub users, IAM users, and external IdP users can access the IAM portal.
Once the co-exist end date has passed, sub user and IAM user access are disabled.
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To set a co-exist end date:

1. Go to Account Settings > External IdP Role.
2. Click Edit.
3. Click the Select 'user co-exist' end date calendar icon. A calendar is displayed.

4. Select the date that you want to limit the account to external IdP users only.
5. Click Select.
6. Click Update. A confirmation message is displayed.

Bulk updating users

You can take bulk actions on users statuses, including enabling, disabling, and deleting users.

To enable users in bulk:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the users you want to enable. The bulk action buttons are displayed.

3. Click Enable. The Confirm to Enable User(s) dialog is displayed.
4. Click Yes, I want to continue.

Identity & Access Management 24.1 Administration Guide 45
Fortinet Inc.



Users

To disable users in bulk:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the users you want to disable. The bulk action buttons are displayed.

3. Click Disable. The Confirm to Disable User(s) dialog is displayed.
4. Click Yes, I want to continue.

To delete users in bulk:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Select the users you want to delete. The bulk action buttons are displayed.

3. Click Delete. The Confirm to Delete User(s) dialog is displayed.
4. Click Yes, I want to continue.
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User groups

User groups save time assigning asset and portal permissions to users. Use a group to create sets of conditions and
then assign users to the group. A user can only belong to one group at a time.

The User Groups page can be accessed from the left-hand navigation menu. See Identity & Access Management Portal
on page 9.

This section contains the following topics:

l Adding an IAM user group on page 47
l Managing IAM user groups on page 49

Adding an IAM user group

Create a group of asset and portal permissions, and then assign users to the group.

To create a user group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.

2. Click Add IAM User Group. The IAM User Group Information page is displayed.
3. In theGroup Name field, enter a name for the group.
4. (Optional) In the Description field, describe the group.
5. (Optional) Set the Status to Disabled. The status is Active by default.
6. Click Next.
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7. From the Permission Scope dropdown, select an asset folder. 

8. In the Permissions Profile dropdown, select a profile.

The Permission Details assigned to the selected profile are displayed.

If the SysAdmin profile is selected, a message will display instead of portal cards to denote
that the user has full access to all portals.

9. Click Next. The Add IAM user(s) page is displayed.
10. Assign users to the group.

a. Click Add User.
b. (Optional) Click Filter users by Group, to view users in a group. Selecting a user in a group will remove the user

from that group.
c. (Optional) Enter a username in the search bar, and enter the user name. As you type, partial results are

returned.
d. Select the users and click Add.
e. Click Next.The Confirmation page is displayed.
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11. Review the group permissions, and click Confirm.

12. (Optional) Click Add Another Group.

Managing IAM user groups

You can update the members in a group and their permissions from theGroup Information page. Use the Status setting
to temporarily suspend a group's permissions.

The User Group page displays the following information:

Column Description

Group Name The name of the user group.

Number of Users The number of users assigned to the group.

Description The description of the group.

Updated The date the group was updated.

Status The group's status (Active/Disabled)

This section contains the following topics:

l Editing user groups on page 49
l Adding and removing users on page 51
l Updating user group permission on page 52

Editing user groups

User groups can be added, edited, disabled, or deleted from the User Groups page.
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To update group details:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Click theGroup Name. The IAM User Groups / <name> pane is displayed.

3. Click Edit.
4. Update theGroup Name, Status, and Description, and then click Update.

To disable a user group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Select a group(s) in the list.
3. Click Disable. The Permission Changed Confirmation dialog opens.
4. Click Yes. The group's Status is changed to Disabled and the members' portal permissions are suspended until you

re-activate the group.

To activate a user group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Click theGroup Name. The IAM User Group > <group_name> page is displayed.
3. Click Edit.
4. From the Status dropdown, select Active.

5. Click Update. The group's Status changes to Active and the members' portal permissions are restored.
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To delete a user group:

You cannot delete a group that has members or a group with Status of Disabled.

1. Go to IAM User Groups.
2. Select the user group(s), and click Delete. The Permission Changed Confirmation dialog is displayed.
3. Click Yes. The group is removed from the list.

Adding and removing users

Add or remove users from the Users tab in the group details page.

To add users to a group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Select a user group, and click Add User. The Add User:<group_name> dialog appears.
3. Select users from the list. You can filter the list with the Filter Users by Group dropdown, or use the Search field to

find a specific user.
4. Click Add.

You can also add users to a group from the Users tab in the group details.

To remove a user from a group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Click theGroup Name. TheManage IAM User Group > <group_name> page is displayed.
3. Click the Users tab.

4. Select the user(s), and then click Remove User. The Remove User from User Group dialog opens.
5. Configure the user's permission profile and click Confirm. If you do not configure the permissions the user will lose

access to the portal.
6. Click Confirm.
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Updating user group permission

The Permission Scope and Permission Profile of a user group can be edited from theGroup Permissions tab. Any
changes made toGroup Permissions will automatically affect any users within the group.

To update portal permissions:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.
2. Click theGroup Name. The IAM User Group > <group_name> page is displayed.
3. Click theGroup Permissions tab.
4. Click Edit.
5. Select the Permission Scope from the dropdown list.
6. Select the Permission Profile from the dropdown list.
7. Click Update.

Identity & Access Management 24.1 Administration Guide 52
Fortinet Inc.



Migrating sub users

Migrating sub users

You can migrate a sub user account from FortiCloud and convert it to an IAM user. After a sub user is migrated, they are
required to update their login credentials the next time they access a portal.

Most of the Fortinet Inc. Cloud portals support IAM users at this time.

After migration is complete:

l The sub user is automatically removed from your FortiCloud account. A sub user cannot be restored in FortiCloud.
l The user's data and settings in the cloud portals are migrated with the user.

TheMigrate Sub Users page can be accessed from the left-hand navigation menu. See Identity & Access Management
Portal on page 9.

FortiGate Cloud Legacy users

A FortiGate Cloud Legacy user can be migrated to an IAM user using the same process as a sub user. If Legacy users
are available for migration, they will be listed in the active sub users page in the Source column. Select Ignore FortiGate
Cloud legacy user to hide the Source column.

When you are migrating FortiGate Cloud Legacy users and assigning permission profiles for
the new IAM users, if the permission profile selected does not have FortiGate Cloud
permissions enabled, an error will display and the Legacy users cannot be migrated.
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To migrate a sub or Legacy user:

1. SelectMigrate Sub Users from the left-hand navigation menu.

2. Read and accept the terms of migration, and click Next.
3. Select a User ID formatting option, and click Next.

Format Description

Use email account name Maps the user's FortiCloud Email (Account ID) to the IAM User ID field.

Use username as ID and filter
with space

Maps the user's FortiCloud Name to the IAM User ID field.

4. Select users from the list, and click Next.

The User Details page is displayed.

Select Ignore FortiGate Cloud legacy user to hide the Source column.
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5. Review the user's details, and click Next. The User Group, Asset and Portal Permissions pane opens.

Legacy users being migrated must be assigned to a permission profile with FortiGate
Cloud permissions enabled.

6. (Optional) Add the user to an IAM user group. See User groups on page 47.
1. Select Yes from Basic Info, and select a group from the dropdown.
2. Click Next to proceed to Step 10.

7. Select an asset folder from the Asset Permissions dropdown.
8. Select a permission profile from the Choose A Permission Profile dropdown.
9. Click Next. The Confirmation of Sub User(s) to migrate page is displayed.
10. Click Confirm. The Confirmation page is displayed.
11. Click Download IAM User Credentials and send them to the user.
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Account management

Use the Account menu to update your account information, change your password and enable Two-Factor
Authentication. To open the account menu, click the your account email at the top-right of the page.

This section contains the following topics:

l My Account on page 56
l User Information on page 61
l Security Credentials on page 62
l Subscriptions on page 69

My Account

Use theMy Account portal to update your account information and preferences. You can also use the portal to enable
the Organizations feature.

To access the My Account portal:

1. Log in to FortiCloud. The Asset Management portal opens.
2. At the top-right of the page, click the Account menu. This is your email address.
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3. ClickMy Account. The Account Profile page opens.

4. ClickMy Account (IAM version). The Credential Portal opens.

Account Profile

The Account Profile page displays the Account Information such as the company name and address, as well is the name
and contact information of the master user for the account. Only the master user can access the Account Profile.

The master user is the person who created the account. An account can only have one master user. You cannot change
the master user of the account. Master users can add users to the account and assign roles, permissions, and assets to
the users.
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To edit the Account Profile:

1. Go to Account Profile.
2. Click Edit.
3. Update the account information and click Update.

Account Preferences

Use the Account Preferences page to enable ticket processing by email and link a partner to the account by default.

PSIRT Contact

You can specify a PSIRT Contact to receive Monthly and Out-of-cycle Critical PSIRT Advisories. This ensures that the
emails are directed to the appropriate contact. If the customer has a TAM service, they may receive ANB notification
based on the PSIRT Advisory.

To add a PSIRT Contact:

1. Log in as a Master Account user and go toMy Account.

2. SelectMy Account (IAM version).
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3. Select Account Preferences.

4. Click Edit.
5. Add the contact in the PSIRT Contact field.
6. Click Update.

Ticket Processing

Enabling Ticket Processing by Email allows Customer Support to manage your help desk processes via email as well as
other built-in procedures. Ticket processing by email automatically routes tickets to the proper technician and updates
your customer.

To enable ticket processing by email:

1. Go to Account Preferences.
2. Click Edit.
3. Select Allow Ticket Processing by Email.
4. Click Update.

Default Partner

You can select a partner to be linked to this account by default. You can change this selection at any time.

1. Go to Account Preferences.
2. Click Edit.

Identity & Access Management 24.1 Administration Guide 59
Fortinet Inc.



Account management

3. From the Default Partner dropdown, select a partner account from the list.
4. Click Update.

Creating connected accounts (Partners)

Partners can be connected to one account, or connected to multiple accounts as a master or sub user.

To create a connected account:

1. Click the Account dropdown (your email) and selectMy Account. You are redirected to FortiCloud.

2. Click Connect Account. The Connect Registered Account page opens.

3. Click Account ID (Email) and select a user from the list. The Password field is updated.
4. Click Search. The available accounts are displayed.

5. Select the account(s) and click Connect.
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User Information

If you are logged in as an IAM user, you can access the User Information page from the profile menu.

The User Information page provides information on your current IAM user account in multiple tabs:

l User Profile: Displays information about your current IAM user account, including Name, Phone, Account ID, Email,
and Username.

l Permissions: Displays information about your permission scope, current permission profile, and any user group
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your IAM user is a part of.

Security Credentials

Use the Security Credentials settings to change your account password and enable Two-Factor Authentication (2FA).

This section contains the following topics:

l Change password on page 62
l Two-Factor Authentication (2FA) on page 63

Change password

To change the account password:

1. Click the account menu at the top-right of the page. This is your account email address.
2. Click Security Credentials. The Change Password page opens.
3. Click Edit.
4. In the New Password field, enter your new password.
5. In the Confirm New Password field, re-enter you new password.
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6. Click Update.

Two-Factor Authentication (2FA)

Two-Factor Authentication requires users to enter a security code to log in to a portal. Users can choose to use
FortiToken or have the security token emailed to them each time they log in.

FortiToken 2FA is enforced for all email account users if it has been selected at the Organization or Account level that
the email account belongs to. If email 2FA has been enabled for an email account, it can continue to be used, although
the email address cannot be changed and it is recommended that the user switch to FortiToken 2FA.

For information on transferring tokens from one mobile device to another for 2FA, see the
FortiToken Frequently Asked Questions guide.

This section contains the following topics:

l Enabling Two-Factor Authentication on page 63
l Logging in with 2FA for the first time on page 65
l Switching 2FA authentication methods on page 67
l Resetting FortiToken for 2FA on page 68

Enabling Two-Factor Authentication

You can enable Two-Factor Authentication (2FA) at the user level or the account level. See Settings in the Organization
Portal guide for information on enforcing 2FA at the Organization level.
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To enable 2FA for your account:

1. Click the Accountmenu at the top-right of portal and select Security Credentials.

2. In the navigation pane, click Two Factor Authentication. The Two Factor Authentication page opens.
3. Click Edit.
4. Select Enable Two Factor Authentication.
5. Select the 2FA option, FortiToken or Email. See Logging in with 2FA for the first time on page 65.

FortiToken is the recommended 2FA method to give your account the best security.
FortiToken 2FA will be enforced for new email accounts. Email accounts that already have
email-based 2FA enabled cannot change the email address used and are encouraged to
switch to FortiToken. See Switching 2FA authentication methods on page 67.

6. Click Update.

To enable 2FA at the account level and exempt users:

1. Go to Account Settings > Security Settings.
2. Click Edit.
3. Set Enforce 2FA to Yes.
4. (Optional) Exempt users from 2FA.

By adding a users to the exemption list, you are allowing the user to bypass the Two-
Factor Authentication process.

a. Set Enable 2FA User Exemption to Yes.
b. In the 2FA User Exemption List, click the plus (+) sign. The Add User/s to 2FA User Exemption List dialog

opens.
c. From the Select User Type dropdown, select IAM User or Email User.

An Email User is a legacy sub user in FortiCloud. For information, see User
permissions in the Asset Management Administration Guide.

d. Select a users from the list and click Add.
e. Click Confirm.

5. Click Update.
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A user can still disable 2FA at the user at the user level. However, they cannot log in to the
portal until they enable it again.

To enable 2FA for a user:

1. Go to IAM users and select a user from the list.
2. Click the Security Credentials tab.
3. Click Two Factor Authentication.

For information, see Managing IAM users on page 27 and Managing IAM user groups on page 49.

Logging in with 2FA for the first time

Users are required to validate and set up 2FA for the IAM user the first time they log in to https://support.fortinet.com.

Email users

Master and legacy sub users logging in with an email account will be forced to enable 2FA using FortiToken if it is being
enforced at the account or OU level. See Enabling Two-Factor Authentication on page 63 for information on enforcing
2FA at the account level. See Settings in the Organization Portal guide for information on enforcing 2FA at the
Organization level.

If it is not being enforced, you can choose to enable 2FA for your email account. See Enabling
Two-Factor Authentication on page 63.

To set up 2FA for FortiToken if it is being enforced at the Organization or Account level:

1. Log in using your email account credentials. You will be redirected to the Two-Factor Authentication page.
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2. Enable Activate 2FA with FortiToken Mobile App.

3. Click Update. The Verify Identity dialog opens.

4. Enter your account password and click Submit.
5. (Optional) Click Test Token Now to verify 2FA has been enabled.

a. Enter the security code and click Submit. A dialog opens if the test is successful.
6. Log in using your email credentials again and use FortiToken to verify your account.

IAM users

Users logging in with an IAM account can set up 2FA for email or FortiToken.

To set up 2FA for FortiToken:

1. On the Security Credentials > Two Factor Authentication page, select Edit.
2. Enable Enable Two-Factor Authentication and click FortiToken.

3. Click Update. The Your Current Password dialog opens.
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4. Enter your IAM user password and click Submit.
5. (Optional) Click Test Token Now to verify 2FA has been enabled.
6. Enter the security code and click Submit. A dialog opens if the test is successful.
7. Log in using your IAM user credentials again and use FortiToken to verify your account.

To set up 2FA for email:

1. On the Security Credentials > Two Factor Authentication page, select Edit.
2. Enable Enable Two-Factor Authentication and click Email.

Your IAM user account email will appear in the Notification Email field. This email address cannot be changed.

3. Click Update. The Password Required dialog opens.

4. Enter your password and click Confirm. If the authentication is successful a confirmation page appears.
5. Log in to the portal again.

The next time you log in to the portal you be prompted to enter a verification code.

Switching 2FA authentication methods

You can switch authentication methods from your account settings. Users logging in using email account credentials
cannot switch to the email 2FA method and are encouraged to switch to the FortiToken method for better security.
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To switch 2FA authentication methods:

1. Log in to the portal.
2. Click the Accountmenu at the top-right of portal and select Security Credentials.

3. In the navigation pane, click Two Factor Authentication. The Two Factor Authentication page opens.

4. Select the authentication method and click Update.

Resetting FortiToken for 2FA

You can reset FortiToken for 2FA from your account from theWelcome page after you log into a portal. For example, you
have upgraded your phone and you want to configure FortiToken on your new device to use with 2FA.

To reset for FortiToken for a lost device, contact Customer Service.

To reset FortiToken for 2FA:

1. Install the FortiToken app on the new device.
2. Log in to the portal with the FortiToken app on the old device and go to Security Credentials > Two Factor

Authentication.
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3. Click Reset Token. A warning dialog opens.

4. Click Yes, Reset My Token.
5. Configure the FortiToken app for your new device and log in.

Subscriptions

Subscribe to the receive weekly FortiGuard update and quarterly product update.

To subscribe to FortiGuard and product updates:

1. Click the Account menu at the top-right of the page.
2. Click Subscriptions. TheManage your Subscriptions page opens.

3. Click Edit.
4. Select FortiGuard Update or Product Update.
5. Click Update.
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Organization user management

Advanced management features are available when using organizations. An Organization and Organizational Units can
be created in the Organization portal and are used to enhance your company's security.

IAM users, user groups, and so on can be created and associated with Organizational Units and OU accounts with the
proper permissions. If you are using OUs to organize your company, you will need to create permission profiles that
reflect this hierarchy so that the necessary users, user groups, and roles can be assigned.

For more information on the Organization portal, see the Organization Portal Administration Guide.

An IAM administrative user must be created to manage IAM users for the Organization's OUs.
The IAM administrative user must have the user type asOrganization and permissions for the
IAM portal. See Overview of creating and managing Organizations in the Organization Portal
guide.

This section contains the following topics:

l Enabling Organizations on page 70
l Permission scope with Organizations on page 71
l Permission profiles within Organizations on page 73
l Creating users, user groups, and roles within Organizations on page 75
l Logging into an OU account on page 79
l OU context switch on page 81

Enabling Organizations

Enable the Organizations feature to arrange all accounts into distinct Organizational Units to centrally apply permissions
across multiple accounts in the cloud.

Only the master user can enable the Organizations feature.

To enable Organizations:

1. From the profile menu, selectMy Account.
2. Go to Account Preferences.
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3. Click Enable Organization Feature.

4. Create an Organization. For information, see theOrganization Portal Administration Guide.

Permission scope with Organizations

Permission scope is assigned when creating a permission profile or an IAM user, user group, or IdP role. It defines the
scope of access a user has in terms of asset folders or OU hierarchy.
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Local and Organization scope

Permission scope is further defined by Local versusOrganization access type. Local access is the default for the Identity
& Access Management portal. IAM users, user groups, and so on can be created as usual when in the Local type and will
be limited to the asset folders in the selected account. See Permission scope on page 18.

However, if organizations are enabled and created in the Organization portal, theOrganization type can be used for
more advanced settings. This more advanced version allows IAM users, user groups, and so on to be assigned to OUs
and OUmember accounts that define your company's organization structure.

Permission scope can be defined as Local orOrganization using the Choose A Type feature. The Local type is
automatically assigned to all permission profiles when OU access is not enabled. However, if a login user does have OU
access enabled, the scope can be set to either the Local orOrganization type. Once selected, permission scope can
then be based on hierarchical OU (Organization type) or asset folder (Local type) paths in the Organization portal and
Asset Management portal, respectively.

If you are logged in with OU permissions scope, you can see both Local andOrganization
permission profiles in the Permission Profiles page. However, if you are logged in to your local
account, you will only be able to see Local permission profiles.

Available and selected scope

A user's permission scope is independent to the account they belong to. Once specified, in OU context, the selected
scope is not necessarily the same as the available scope:

l Available scope: The available scope refers to the total accessing scope the login user is assigned with. It covers
all organizations, OUs, and member accounts the user can access. The available scope defines what a user is
capable of doing and is assigned with the permission scope. This scope can include up to and including the
organization account if the user has the proper permissions. Available scope is applied when the current login user
tries to configure IAM user or external IdP roles permission scopes.

l Selected scope: The selected scope refers to the current login user's selected OU context within the current
session. It can be changed at anytime within this session. It includes the current account a user is accessing and
any accounts below this level in the hierarchy. The selected scope is used to focus your view within the available
scope. The selected scope defines what is visible and available to the user. For example, if the user is currently
accessing an OU account, the Asset Management portal Dashboard will display an aggregated view of the member
accounts under that OU. See Organizational Unit account views in the Asset Management Administration Guide.

The selected scope can be changed to another account within the available scope by selecting a new account from the
context switch dropdown. See OU context switch on page 81.

Example of selected scope

If the current selected scope is lower in the organization hierarchy than the available scope, this does not limit the overall
abilities of the user. The user will be able to assign users and permission profiles to any level of the organization within
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their available scope; including higher in the hierarchy than the selected scope.

The following organization structure will be used for the example.

If a user has permissions up to and including theORG account but they select Subfolder2 when logging in, the scope of
their account is:

l Available scope: TheORG account and all OUs and member accounts within it.
l Selected scope: The Subfolder2 account and all accounts below it in the hierarchy.

While they are accessing Subfolder2, the information they see in the portals will relate to that OU and the member
accounts within it. However, since they have an available scope ofORG, they are not limited to the selected scope. For
example, when creating a new IAM user, they can delegate that IAM user to any account withinORG, such as
Subfolder1 which is higher in the organization hierarchy than Subfolder2.

Permission profiles within Organizations

Permission profiles are required before you can create IAM users, user groups, and so on. Permission profiles allow you
to define access to portals and the level of access within the portal, such as admin or read only permissions. When
creating an IAM user, user group, and so on while having access to OUs in the Organization portal, a permission scope
must be defined to allow for current account access, OU access, or OU account access.

If you have organizations enabled and created in the Organization portal, permission profiles can be created for a
specific OU or OU account using theOrganization type, or the current account using the Local type. Once a permission
profile is created, IAM users, user groups, and so on can be created and assigned to the permission profile.
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To create a permission profile:

1. Select Permission Profiles from the left-hand navigation menu. The Permission Profiles page opens.
2. Select Add New. The New Portal Permission Profiles page is displayed.

3. Enter a name for the profile in the Permission Profile Name field.

Once the permission profile is saved, the permission profile type cannot be edited.

4. Set the Status to Active.
5. Enter a description of the portal permissions in the Description field.
6. Select the profile type from the Choose A Type dropdown.

Once the permission profile is saved, the type cannot be edited.

7. Click Add Portal. A list of available portals is displayed.

Identity & Access Management 24.1 Administration Guide 74
Fortinet Inc.



Organization user management

8. Select the portals you want to include in the permission profile.
9. Click Add. The portals are displayed in cards.

10. For each portal card:
a. Enable Access.
b. Select the Access Type.
c. Select Additional Permission as required.

Some portals use resource-based permission profiles. See Permission profiles on page 15
and Creating a permission profile on page 18 for more information.

11. Click Save. The permission profile is now available to be assigned to users.

Creating users, user groups, and roles within Organizations

New IAM users, user groups, and IdP roles can be created from the appropriate Identity & Access Management portal
pages. When you configure the details, the Choose a Type and Permission Scope features can be used to define Local
orOrganization type, and the asset folder or OU path, respectively.

To create an IAM user:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > IAM User. The User Details pane opens.
3. (Optional) Click Apply same permissions as existing User, and then select a user from the dropdown. You can

configure the permissions later.
4. Enter the user's details and click Next.

Username Type the username with no spaces.

Full Name Type the user's first and last name.

Email Type the user's email address.

Phone Select the country code from the dropdown, and type the user's phone
number.

Description (Optional) Type a description of the user.
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5. (Optional) Add the user to an IAM user group. See User groups on page 47.
a. Select Yes from Basic Info.

A dropdown list of user groups is displayed.
b. Select a user group from the dropdown.
c. Click Next, and proceed to Step 10.

6. Select theOrganization user type from Choose A Type dropdown list.
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7. Select the scope from the Permission Scope dropdown.

Permission Scope options depend on the type you select in the previous step. For
example, if theOrganization type is selected, the OU scope will be selected here. The
available scope will be applied in this case.

8. In the Permissions Profile dropdown, select a profile. The Permission Details assigned to the selected profile are
displayed.

9. Click Next. The Confirmation page is displayed.
10. Review the user information, and click Confirm. The user's details are displayed.

Account credentials must be shared with the user. The user can generate a password reset link and share it with the
newly created IAM user.

To create a user group:

1. Select User Groups from the left-hand navigation menu. The User Groups page opens.

2. Click Add IAM User Group. The IAM User Group Information page is displayed.
3. In theGroup Name field, enter a name for the group.
4. (Optional) In the Description field, describe the group.
5. (Optional) Set the Status to Disabled. The status is Active by default.
6. Click Next.
7. Select the user type from Choose A Type dropdown list.
8. Select the scope from the Permission Scope dropdown.

Permission Scope options depend on the type you select in the previous step. For
example, if theOrganization type is selected, the OU scope will be selected here. The
available scope will be applied in this case.

9. In the Permissions Profile dropdown, select a profile. The Permission Details assigned to the selected profile are
displayed.

10. Click Next. The Add IAM user(s) page is displayed.
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11. Assign users to the group.
a. Click Add User.
b. (Optional) Click Filter users by Group, to view users in a group. Selecting a user in a group will remove the user

from that group.
c. (Optional) Enter a username in the search bar, and enter the user name. As you type, partial results are

returned.
d. Select the users and click Add.
e. Click Next.The Confirmation page is displayed.

12. Review the group permissions, and click Confirm.

13. (Optional) Click Add Another Group.

To add an external user role:

1. Select Users from the left-hand navigation menu. The Users page opens.
2. Click Add New > External IDP Role. The External IdP Role page opens.
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3. In the Role Name field, type the name of the role.
4. (Optional) In the Description field, enter a description of the role.
5. Select theOrganization user type from Choose A Type dropdown list.

6. From the Permission Scope dropdown, select an asset folder or Organizational Unit.

Permission Scope options depend on the type you select in the previous step. For
example, if theOrganization type is selected, the OU scope will be selected here. The
available scope will be applied in this case.

7. In the Permissions Profile dropdown, select a profile. The Permission Details assigned to the selected profile are
displayed.

8. Click Add Role.

Logging into an OU account

Users can access FortiCloud using IAM user accounts or an OU account when logging in with their IAM user credentials.
Once the login credentials have been verified, users can then choose to proceed with an Organizational Unit (OU)
account. OU access is dependent on the permission profile assigned to your login credentials. Available OUs and
member accounts will turn blue when hovered over and display the Select button.

To access Organizational Unit accounts with IAM user credentials:

1. Go to https://support.fortinet.com.
2. Select Login Now. The log in portal opens.
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3. Select IAM Login.

4. Enter your credentials in the Account ID/Alias, Username, and Password fields.

You can enter either your account ID number or alias in the Account ID/Alias field.

5. Click Log In. If the current user has Organization/OU scope configured, a list of Organizational Units and member
accounts is displayed.
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6. Select the access method:
l Hover over an OU and click Select to log in to a root account.
l Hover over a member account and click Select to log into the account.

For OU and member account selection, it depends on the target portal. Most of the
portals only support the user selecting a member account. The Asset Management
portal supports the user selecting an OU.

The Dashboard is displayed.

To access Organizational Unit accounts with external IdP credentials:

1. Log in using your company's ID provider. The log in portal opens.
2. Select the Service Provider.
3. SelectOrganizations. A list of Organizational Units and member accounts is displayed.
4. Select the access method:

l Hover over an OU and click Select to log in to a root account.
l Hover over an OUmember account and click Select to log into the account.

The Dashboard is displayed.

OU context switch

You can change your selected scope from the context switch dropdown menu when you are logged in using IAM user
and external IdP role credentials. See Available and selected scope on page 72.

The Asset Management portal can support both OUs (with aggregated information on the member accounts within the
OU) and OUmember accounts. Therefore, if you are in the Asset Management portal, you can switch to either OUs or
OUmember accounts.
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However, other portals, such as the Identity & Access Management portal, can only support OUmember accounts.
Therefore, you can only switch to other OUmember accounts through the OU dropdown menu.

If multiple roles are available for one OU, the OU will be repeated in the list.

To switch to a different OU account:

1. Select the context switch dropdown menu. Accounts within the organization are displayed.

2. Select an account within your available scope:
l Hover over a folder and click Select to switch to an OU.
l Select the OU folder dropdown arrow to see available OUmember accounts for that OU. Hover over the OU
member account you want to switch to and click Select.

If you are not in the Asset Management portal, you will only be able to select an OU
member account.
If you are logged in with an external IdP role, you can only switch within the current
organization. To switch to a different organization, use the Switch Roles option in the
profile menu. See Selecting IdP roles on page 42.
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Can anyone access the IAM portal or does it require special permissions?

Any Account Owner (the person who created the account, also known as the master user) can access the IAM portal.
IAM users have access to the portal based on the permission profile assigned. See Permission profiles on page 15.

Do I need to be a master user to create IAM users?

Master users can create IAM users. IAM users with Admin/Read-Write permissions to the IAM portal can also create IAM
users. See Adding IAM users.

Which FortiCloud portals support IAM users?

Most FortiCloud portals include IAM user support. Refer to the product portal administration guides for more information
about IAM user support and permissions.

Why are you changing user management?

FortiCloud supports many cloud services all accessible with a unified FortiCloud account. IAM introduces granular
access control for various cloud services and improved common user management for all services. For example, an IAM
user can be created by an admin with access to specific services with a designated role such as admin or read only.

What benefit does IAM offer me?

IAM provides in-depth access and permission control for services. Permission profiles provide additional security and
strong access control for account admins.

Can I still create traditional sub accounts?

Yes, however we strongly recommend migrating your users to the IAM portal to take advantage of the security features.
The IAM portal includes a sub user migration wizard for easy migration.

Will you stop supporting sub accounts, and if so, when?

While both models co-exist currently, the legacy user management model is expected to be deprecated in the near
future. The timeline for deprecation will be communicated later.

What limitations do legacy sub accounts have?

Legacy sub accounts have limited permission controls. The IAM permission model enhances the access control with fine
grained permissions for various cloud products and services.

What is the alias for IAM users?

Each account is identified with a unique Account ID. Instead of remembering the Account ID, the account admin can set
an alias (a unique string) to easily identify the account. An account alias can be used by IAM users when they log in to a
portal.

Identity & Access Management 24.1 Administration Guide 83
Fortinet Inc.

https://docs.fortinet.com/document/forticloud/latest/identity-access-management-iam/5478/adding-iam-users


FAQ

Is an alias required?

Adding an account alias is optional. IAM users can use an Account ID or alias if set.

Can I modify or change the alias?

Yes, admins can update the alias from theMy Accountmenu in the top menu bar.

If you are using the legacy Sub User Model, only the master user can change the alias.

How do I set a password for an IAM user?

When creating an IAM user, the system generates a temporary password the IAM user can log in with. After the IAM user
is logged in, they can set a new password of their choice. See Adding IAM users.

Do I have to provide new IAM users with the generated password file?

You should provide the generated reset password link to the IAM user.

Can admins update or edit an IAM user's permissions to portals or assets?

Yes. An admin (master user or IAM user with Admin/Read-Write permissions) can change the permissions from IAM
Portal after creating the IAMuser. See Updating user permissions.

Can I can change an IAM user's individual permissions in a user group?

Once an IAM user is added to a user group, only the group permission profile applies. See Managing IAM user groups.

How do IAM users log in to the FortiCloud account?

On the Login screen, select IAM Login and enter the Account ID (or Alias), IAM username and password. See Logging in
as an IAM user on page 32.

Can I access the IAM portal with my Partner account?

No. The IAM portal is not available in the Servicesmenu when you log in with a Partner account.

Why am I being forced to use Two-Factor Authorization to log into a portal?

When Two-Factor Authentication (2FA) is enabled at the account level, all users including legacy sub users, are forced
to set up 2FA to log into the portal.

Legacy sub users that use the same email address for multiple accounts may notice they can log into one account with
an email address but are forced to log in with 2FA for another account. This is because one account has 2FA enabled
while the other does not.

Users can disable 2FA for their account even when it is enabled at the account level. However, the user will not be able
to log into the portal until 2FA is enabled again.
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