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Change Log

Change Log

Date Change Description

2024-09-17 Initial release.

2025-04-29 Updated High availability for FortiAnalyzer Fabric members on page 25.
No support for FortiAnalyzer Fabric supervisor HA.
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Introduction

Introduction

The FortiAnalyzer Fabric enables centralized viewing of devices, incidents, and events across multiple
FortiAnalyzers acting as members. In this mode, FortiAnalyzer Fabric members form a Fabric with one device
operating in supervisor mode as the root device. Incident and event information is synced from members to the

supervisor using the API.

The FortiAnalyzer Fabric is ideal for use in high volume environments with many FortiAnalyzers. For more
information about sizing and design considerations, see the FortiAnalyzer Architecture Guide.

The FortiAnalyzer Fabric device operating as the supervisor includes the following modules:

Device Manager

FortiView

Log View

Incidents & Events

Reports

System Settings

Management Extensions

Displays FortiAnalyzer Fabric members with their ADOMs and authorized
logging devices.

Summarizes SOC information in FortiView and Monitors dashboards, which
include widgets displaying log data in graphical formats, network security,
WiFi security, and system performance in real-time.

The information is generated from all FortiAnalyzer Fabric members.

Displays logs collected across the FortiAnalyzer Fabric. Each log includes
the FortiAnalyzer Host Name and ADOM it was collected on.

Displays incidents and events created on the FortiAnalyzer Fabric
members and supervisor local events.

Generate reports using information from all devices in the FortiAnalyzer
Fabric. You can also configure report templates, schedules, and output
profiles, and manage charts and datasets.

Configure the settings for the FortiAnalyzer Fabric supervisor.

For information about deploying the FortiAnalyzer Fabric, see Deployment
on page 8.

For information about creating Fabric Groups within the FortiAnalyzer
Fabric, see Fabric Groups on page 23.

For information about other settings, see the FortiAnalyzer Administration
Guide.

Enables supported management extension applications.
See the FortiAnalyzer Administration Guide.

For information on the modules available as a FortiAnalyzer Fabric member, see the FortiAnalyzer

Administration Guide.

FortiAnalyzer Fabric roles

FortiAnalyzer Fabric includes two operation modes, including supervisor and member.
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Introduction

« Supervisors acts as the root device in the FortiAnalyzer Fabric. SOC administrators can use the supervisor
to view member devices and their ADOMs and authorized logging devices, as well as incidents and events
created on members.

« Members are devices in the FortiAnalyzer Fabric that send information to the supervisor for centralized
viewing. When configured as a member, FortiAnalyzer devices continue to have access to the
FortiAnalyzer features identified in the FortiAnalyzer Administration Guide. Incidents and events are
created or raised from each member.

s‘é’, Logging devices cannot be registered to the Fabric supervisor and they will not be

visible in Device Manager, Log View, or Reports. The Fabric supervisor is for
centralized viewing of information from the Fabric members only.

FortiAnalyzer Fabric 7.4.4 Deployment Guide
Fortinet Inc.


https://docs.fortinet.com/document/fortianalyzer/7.4.4/administration-guide/366418/setting-up-fortianalyzer

Preparing for deployment

Preparing for deployment

This section includes the following topics:

¢ Requirements on page 7
e Sizingon page7

Requirements

» Fabric members and supervisors can have different timezones. For Reports and Fortiview, the supervisor's
local timezone is used for data gathering.

« Logging devices cannot be registered to the Fabric supervisor but to Fabric members only.

* You can combine physical and virtual FortiAnalyzer appliances in the same FortiAnalyzer Fabricup to a
maximum of 64 FortiAnalyzers.

« Incidents on the FortiAnalyzer Fabric supervisor are available in read-only mode.

« Traffic must be allowed for port TCP 514 on the supervisor and the members.

FortiAnalyzer v7.4 cannot form a fabric with FortiAnalyzers using v7.2.

Sizing

FortiAnalyzer Fabric members can be designed according to your company'’s log rate and storage requirements
as described in the FortiAnalyzer Architecture Guide. The FortiAnalyzer Fabric supervisor has lower resource
needs because it does not handle log receiving, analysis, and reporting tasks but instead consolidates and
aggregates data from multiple FortiAnalyzer Fabric members.
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Deployment

Deployment

This section includes the following topics:

o Configuring the FortiAnalyzer Fabric on page 8
o Deployment architecture on page 13

Configuring the FortiAnalyzer Fabric

To configure a FortiAnalyzer Fabric, you must configure a supervisor, one or more members, and enable soc-
fabric communication on the interfaces being used.

Members must be authorized from the FortiAnalyzer Fabric supervisor to complete the configuration. This can
be done from the supervisor GUI or by using a t rusted-1ist configured in the CLI.

YL
‘Q' Port TCP 514 is used when establishing the connection between the supervisor and the
|| member. Traffic must be allowed for this port on the supervisor and all members.

This topic includes the following processes:

» Configuring a supervisor on page 9
« Configuring a member on page 10
o Authorizing members on page 11

Once the supervisor and the members are connected and synchronized, they display in System Settings >
Fabric Management > Fabric Settings for the supervisor. You can hover over the role of a FortiAnalyzer Fabric
member in the topology to display more information, including its serial number, version, and disk usage.

Fabric Settings

Status ©
Role Member
Cluster Name Fabric-22596
Session Port 6443
Secure Connection ©
Apply
Fabric Members
w supervisor .
' craz-s0
IP: 10.3.120.50
o@e member ® | | e@e member ® | | e@e member .
“@R® rpzyMT™M @® tpzyMTM “@8® rpzyMTM
1P: 108.74.214
IP: 103.12054 1P: 108.74.99
| @ Authorize © Reject |
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Deployment

For more information about the devices, go to Device Manager in the FortiAnalyzer Fabric supervisor. See
Device Manager on page 14.

The topology is also visible in System Settings > Fabric Management > Fabric Settings for the FortiAnalyzer
Fabric members; however, it only displays that members connection to the supervisor.

Fabric Settings

Status ©

Roe supervsor [l

Cluster Name Fabric-22596
13 10.2.120.50
Session Port 6443

Secure Connection ©

Authorization Accepted

Fabric Members

w supervisor o

= FAZ-VMTM

IP: 10.3.120.50

e@e member
@ crpz-54

IP:10.3.120.54

Configuring a supervisor

To configure a supervisor from the CLI:

1. Inthe FortiAnalyzer Fabric supervisor CLI, enter the following commands to enable soc-fabric
communication:
config system interface
edit <interface used for soc-fabric communication>
set allowaccess soc-fabric (enable other types of interface access as
needed, for example https)

2. Enter the following commands to configure the supervisor:
config system soc-fabric
set status enable
set role supervisor
set name <create the FortiAnalyzer Fabric name>
set port 6443 <set the communication port if not using the default one>
disable}

set secure-connection {enable
next
end

To configure a supervisor from the GUI:

1. Inthe FortiAnalyzer Fabric supervisor, go to System Settings > Network, and edit the port that will be used
for FortiAnalyzer Fabric communication.
2. For Administrative Access, enable FortiAnalyzer Fabric. Enable other types of interface access as needed

as well.
3. Click OK.
4. Inthe FortiAnalyzer Fabric supervisor, go to System Settings > Fabric Management > Fabric Settings.

FortiAnalyzer Fabric 7.4.4 Deployment Guide
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5.
6.

t

Set Status to enabled.
Configure the following settings for the supervisor, and then click Apply to save.

Role Select Supervisor.

Cluster Name Type a name for the FortiAnalyzer Fabric.

Session Port Default = 6443. Type the communication port if not using the default.
Secure Connection Enable or disable secure connection.

Configuring a member

FortiAnalyzer Fabric allows multiple FortiAnalyzers to act as fabric members. Each FortiAnalyzer in Analyzer
mode must be individually configured as a member to participate in the FortiAnalyzer Fabric.

To configure a member from the CLI:

1.

The

In the FortiAnalyzer Fabric member CLI, enter the following commands to enable soc-fabric
communication:
config system interface
edit <interface used for soc-fabric communication>
set allowaccess soc-fabric (enable other types of interface access as
needed, for example https)

Enter the following commands to configure the member:

config system soc-fabric
set status enable
set role member
set name <enter the FortiAnalyzer Fabric Name>
set supervisor <enter the IP/FNDN of the supervisor>
set port 6443 <set the communication port if not using the default one>
set secure-connection {enable | disable}
next

end

member can now be authorized by the FortiAnalyzer Fabric supervisor.

To configure a member from the GUI:

1.

In the FortiAnalyzer Fabric member, go to System Settings > Network, and edit the port that will be used for
FortiAnalyzer Fabric communication.

For Administrative Access, enable FortiAnalyzer Fabric. Enable other types of interface access as needed
as well.

Click OK.
Go to System Settings > Fabric Management > Fabric Settings.
Configure the following settings for the member, and then click Apply to save.

Role Select Member.
Cluster Name Type the name of the FortiAnalyzer Fabric.
IP Type the IP of the supervisor for the FortiAnalyzer Fabric.
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Deployment

Session Port Default = 6443. Type the communication port if not using the default.

Secure Connection Enable or disable secure connection.

The member can now be authorized by the FortiAnalyzer Fabric supervisor.

Authorizing members

After the members are configured, they must be authorized by the supervisor. You can authorize the members
manually from the GUI, or you can authorize them automatically by creatinga trusted-1ist onthe
FortiAnalyzer Fabric supervisor before configuring the members. A trusted-11ist can also be configured on
the member to verify the legitimacy of the supervisor.

To authorize a member from the GUI:

1. Inthe FortiAnalyzer Fabric supervisor, go to System Settings > Fabric Management > Fabric Settings.

2. Inthe topology, find the card for the member.

3. Inthe card for the member, click Authorize.
If you click Reject, the member will be removed from the topology. The member will be blocked-out for 10
minutes before it can attempt to rejoin the FortiAnalyzer Fabric.
A message asks you to confirm the action.

4. To confirm, click OK.
After the member is authorized, it is connected to the FortiAnalyzer Fabric and visible in the topology on the
supervisor.

To create a trusted-list on the supervisor:

1. Inthe FortiAnalyzer Fabric supervisor's CLI, enter the following command:
config system soc-fabric
config trusted-list
edit 1
set serial <member's serial number>
end
end

2. Add other members to the trusted-list, as needed.

x The trusted-11ist on the supervisor supports wildcards (*). For example, you

canenter set serial FAZ-VMTM120033*.

Once a member is added to the trusted-list, it will automatically be authorized when it is configured to join the
FortiAnalyzer Fabric.

To create a trusted-list on a member:

1. Inthe FortiAnalyzer Fabric member's CLI, enter the following command:
config system soc-fabric
config trusted-list
edit 1
set serial <Supervisor's serial number>

FortiAnalyzer Fabric 7.4.4 Deployment Guide 11
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end
end

The member will now only join a FortiAnalyzer Fabric when the supervisor's serial number matches the
trusted-list.

For members without a t rusted-11ist configured, they will treat all supervisors as legitimate.

FortiAnalyzer Fabric 7.4.4 Deployment Guide
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Deployment architecture

The following is an example of the topology that can make up the FortiAnalyzer Fabric, with the supervisor
acting as the root device, and multiple FortiAnalyzer Fabric members sending information to the supervisor
through the API. Information can be sent from a FortiAnalyzer operating as a Collector to an Analyzer before
being synced to the supervisor. The FortiAnalyzer Fabric is ideal for use in high volume environments with many
FortiAnalyzers.

......................................................................................

E FortiAnalyzer Fabric E
: Supervisor :

Data Flow
Data Flow

America
FAZ Analyzer
(Member)

Log Forwarding

..........................................

N FAZ Collector 1 FAZ Analyzer
H : : (Member)

AN AN
(MM (M

Customer  Customer  Customer Customer  Customer  Customer
Site-1 Site-2 Site-3 Site-1 Site-2 Site-3
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Using the FortiAnalyzer Fabric supervisor

After deploying the FortiAnalyzer Fabric, you can use the supervisor as a centralized view of all devices in the
Fabric.

The FortiAnalyzer Fabric supervisor includes the following features:

o Device Manager on page 14
o FortiView on page 15

e Log View on page 17

» Events onpage 19

« Incidents on page 20

* Reports on page 21

To filter FortiView, Log View, and Reports by specific FortiAnalyzer Fabric members or ADOMs, you can create
Fabric Groups. See Fabric Groups on page 23.

Device Manager

In the FortiAnalyzer Fabric supervisor, the Device Manager is used to collect and display information from
members. The supervisor will not display any information about its own devices.

The Device Manager displays information about device storage, logging rates, and the current real time log
status of devices registered to the FortiAnalyzer Fabric members.

Five summary charts are available in the Device Manager.

e Fabric Members
« ADOMs

* Device Types

» Status

e Critical Alerts

By default, the Show Charts toggle is enabled. You can select which charts appear by selecting them in the
Show Charts dropdown, or you can hide all the charts by disabling the Show Charts toggle.

These charts provide an overview of the managed member devices in the FortiAnalyzer Fabric. You can hover
your cursor over the charts to see more information about the data in a tooltip. You can also click areas in the
chart or items in the legends to filter the Device Manager by that information. Click multiple charts and legends
to apply multiple filters. A filter icon appears next to the chart title when it is used to filter the Device Manager. To
remove the filters, click the title of the charts that were used.

FortiAnalyzer Fabric 7.4.4 Deployment Guide
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Using the FortiAnalyzer Fabric supervisor

lembers ADOMs Device Types Critical Alerts

st fiter on this char
@ cFAZ224 (24) @ eFAZ224 (2) @ FortiGate (12) @ Offline (1 @ eFAZ224 (20)

O Fabric, Status
e (15)
@ FortiClient (5) @ Online (9)
O FortiwiFi 2)
24 @ Others (4) 24
\ < @ FortiNDR (1) -

& Collapse Al B Expand All % Column Settings v @) ShowCharts v Scarch. Q

Name 1P Address Platform Logs Average Log Ra Device Storage Description
BeFAz224 FortiAnalyzer-VM64
Broot
Om eFGT-101F 103.120.26 FortiGate-101F
@ root vdom
OmFGT101E-2 10.2.60.41 FortiGate-101E

122%

122%

032% FGT101E-2
& root vdom

B @ FGT61F-V64 10.2.6043 FortiGate-61F
& root vdom

|
I
I
I 032%
1 366%
1 366%

The table in the Device Manager provides information about each FortiAnalyzer Fabric member. You can
expand each member to view its ADOMs and authorized logging devices.

Device filtering can be performed in the table by searching for device information using the search field. For
example, you can search "FortiGate" to view all FortiGate devices, or "100D" to view only FortiGate 100D
models.

Device Manager includes the following information for each FortiAnalyzer Fabric member in the table:

Name The name of the FortiAnalyzer Fabric member.
Serial Number The device's serial number.
Platform The device's platform.

FortiAnalyzer Fabric member ADOMs are displayed below each member. Each ADOM includes their
authorized logging devices. The following information is displayed for each device and VDOM in the table:

Name The name of the device.

IP Address The IP address of the device.
Platform The platform of the device.
Logs The real time log status.

A green circle indicates that logs are being sent. A red circle indicates that
logs are not being sent. The status indicator will turn from green to red when
logs have not been sent for 15 minutes or longer.

Average Log Rate The average log rate per second. This information is only available when
(Logs/Sec) the device is sending logs in real time.
Device Storage The amount of storage used by the device or VDOM.

FortiView

The FortiAnalyzer Fabric supervisor allows you to see FortiView analytics across the FortiAnalyzer Fabric
members. For more granular analysis, you can filter by the FortiAnalyzer Fabric members or ADOMs.

The information in supervisor's FortiView panes are generated from all members in the Fabric cluster. See the
below example of FortiView > Threats > Top Threats.

FortiAnalyzer Fabric 7.4.4 Deployment Guide
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Using the FortiAnalyzer Fabric supervisor

£33 eFAZ-55

@ Dashboard

& Device Manager

| B FortiView v

Traffic
Shadow IT
Applications & Websites

VPN

System

Monitors
M Log View >
W Incidents & Events >
B Reports >
£ System Settings >

The Device Filter dropdown in the toolbar lists FortiAnalyzer Fabric members and their available ADOMs. Select

Top Threats ERNIECINET]

All Devices v @ Last 5 Minutes v 2023-04-14 18:41:00 - 2023-04-14 18:46:00

Compromised Hosts

FortiSandbox Detection

Top Threats
[AddFFitter
10.0k B Critical
L 80K @ High
£ O Medium
5 6ok Tlow
g a0k
z
=
20k —
3:41:00 18:41:40 18:42:20 18:43:00 18:43:40 18:44:20 18:45:40
Threat < Category = CVEID Threat Score + Incidents =
ip_src_session 1PS 18,750 375 cmm
ip_src_session IPS 4,900 mm— 98 m
ip_src_session 1PS 2,150 43
tep_syn_flood 1PS 1,650 33
test_botnet 1PS 1,600 m 2m
virus_test3 Malware 1,100 m 2n
EICAR_TEST FILE Malware 1,000 20
virus_test Malware 500 W 10m

the members and ADOMs to filter the table.

@ Dashboard

& Device Manager

B FortiView v

Traffic
Shadow IT
Applications & Websites

Top Threats EERIEEIVET]

All Devices v @ Last 5 Minutes v 2023-04-14 19:06:00 - 2023-04-14 19:11:00

Q

Compromised Hosts

FortiSandbox Detection

(@ O DAl Devices

& Refresh

© 0 DerAz-204
O &root
O OFortinet
O ®internal
O oqa
O ®correlation
© O DeFAZ-205
0O 6root
O 6Lab
O eoffice
O 6Data
O &Correlation

® B = =

Cancel

_— -

19:08:00
CVEID

VPN

System

Monitors
M LogView >
W Incidents & Events >
B Reports >
& System Settings >

FizRTINET

1posrC_sessiom
test_botnet
tep_syn_flood
EICAR_TEST_FILE
ip_src_session
tep_port_scan

virus_test3

s
IPS
IPS
Malware
1PS
1PS

Malware

19:08:40
Threat Score
17.800
3000 m
1,800 m
1,800
1,750 1
1,200
1,200 §
1,200 u

19:09:20

19:10:40

\

B Critical
@ High
O Medium
@ Low

Incidents +

356 1

60 m

36m

36

350

24

2%n

240

0% 18

B

0% 19

Double-click an entry in the table to drill down to the Log View of the information. In this view, you can determine

the member using the FortiAnalyzer Fabric Host Name column.
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Using the FortiAnalyzer Fabric supervisor

o oadmin S

@ Dashboard RCEROUTl  Threat Map | Compromised Hosts | FortiSandbox Detection O
@ Device Manager
Top Threats >  Source v > Log Vie
& Fortiview . p Thre: ure > LogView @
4
Summary D Block
W Pass
Traffic Threat: file_test2 L8
Category: Malware £
Shadow IT CVEID: § 2
Applications & Websites Threat Score( " Blocked/ = Allowed): 100 m £
o Threat Level: !
Incidents( " Blocked/  Allowed): 20
System by o
1:59 11:59 12:00 12:01 12:01 12:02 12:0
Monitors ( ©User= cor « Unauthenticated User= )  SourceIP=" Security Event List = ‘file_test2' [ Add Filter 0‘ Qa o
M LogView >
. #  $Date/Time Device ID User  FortiAnalyzer Host Name  ADOM Action Source Destination IP Service n
W Incidents & Events >
B Reports , 1 120449 FGT60ETK FAZ205 Nome: eFAZ-205 Hre )
o 2 12:04:49 FGT60ETK eFAZ-205 HTTP
£ System Settings ’ Status ® Online
3 120347 FGT60ETK €FAZ-205 e Vet HTTP
4 120347 FGT60ETK €FAZ-204 3 103.120205 HTTP
Topology
5 12:03:47 FGT60ETK eFAZ-204 8 iy FAZ-VMTM23003736 HTTP
6 120347 FGT60ETK €FAZ-205 HTTP
7 120246 FGT60ETK €FAZ-205 HTTP
8 12:02:46 FGT60ETK eFAZ-204 root wvaccept HTTP
9 120246 FGT60ETK €FAZ-204 root Vaccept HTTP
10 annoas crrancTy ch7 one o JOSS uro
1000 v |/Page - 2

Log View

In the FortiAnalyzer Fabric supervisor, Log View displays logs collected on all FortiAnalyzer Fabric members.
The logs contain the same information as displayed in the host FortiAnalyzer device they were collected on. The
supervisor will not show any logs from its own devices; it is for centralized viewing of the members only.

Two columns are included in the FortiAnalyzer Fabric supervisor's Log View table to identify where the logs

were collected:

FortiAnalyzer Host Name

ADOM

The host name for the FortiAnalyzer device that collected the log.

To find or edit the Host Name for a FortiAnalyzer Fabric member, go to
Dashboard > System Information in the GUI for the member device. For
more information, see the FortiAnalyzer Administration Guide.

The ADOM that the log was generated in.

B AllDevices + O Last1Day~ Apr27ToApr28 @ /-

Add Filter [T -]
#  FortiAnalyzerHostName ~ADOM  VDate/Time DataSourcelD  EventMessage  EventType  EventSeverty  SourcelP  DestinationIP  HostName  UserlD  Appli
1 oFAZ52 fabric 134826 FGVMULTM220... EMSRESTAPIec... event warning
2 eFAZ52 root 13:48:26 FGVMULTM220... EMSRESTAPIe... event warning
3 eFAZ52 fabic 134826 FGVMULTM220... EMS RESTAPIe... event warning
4 eFAZ52 root 134826 FGVMULTM220... EMSRESTAPIe... event warning
5 eFAZ52 fabric 134821 FG101ETK1800... traffic notice 10312027 102129204  10.3120.27
6 eFAZ-52 root 134821 FG101ETK1800... traffic notice 10312027 102129204 10312027
7 eFAZ52 root 134821 FG101ETK1800. traffic notice 103120... 102120241  DESKTOP-g..
8 eFAZ-52 fabic 134821 FG101ETK1800... traffic notice 103120... 102120241  DESKTOP-S..
9 eFAZ52 fabric 134821 FG101ETK1800... traffic notice fe80:2c7... ff02:c Win7QA  udp/:
10 eFAZ-52 root 134821 FG101ETK1800... traffic notice fe80:2c7... f02:c Win7QA  udp/:
11 eFAZ52 fabic 134821 FG101ETK1800. traffic notice 103120... 102120241  DESKTOP-8
12 eFAZ52 root 134821 FG101ETK1800... traffic notice 103120... 102120241  DESKTOP-S..
13 eFAZ52 fabric 134821 FG101ETK1800... traffic notice 103120.. 102120241  DESKTOP-8.
14 eFAZ-52 root 134821 FG101ETK1800... traffic notice 103120.. 102120241  DESKTOP-8.
15 eFAZ-52 root 134821 FG101ETK1800. traffic notice 10312027 102129.204 10312027
16 eFAZ-52 fabic 134821 FG101ETK1800... traffic notice 10312027 102129.204 10312027
17 eFAZ52 root 134821 FG101ETK1800... traffic notice. fe80:2¢7... ff02:c Win7QA  udp/:
18 eFAZ-52 fabric 134821 FG101ETK1800... traffic notice fe80:2c7... f02:c Win7QA  udp/:
19 eFAZ-52 root 134821 FG101ETK1800. traffic notice 10312027 102129.204 10312027
20 eFAZ-52 fabic 134821 FG101ETK1800... traffic notice 10312027 102129.204 10312027
21 eFAZ-52 root 134821 FG101ETK1800... traffic notice 10312027 102129204  10.312027
22 eFAZ-52 fabic 134821 FG101ETK1800... traffic notice 10312027 102129204  10.3120.27

50 v ltemsperpage ¢ - 2
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Using the FortiAnalyzer Fabric supervisor

The Device Filter dropdown in the toolbar lists FortiAnalyzer Fabric members and their available ADOMs. Select
the members and ADOM s to filter list of logs in the table.

B AllDevices ~ @ Last1Day~ Apr27ToApr28

Q
@ All Devices ] ita Source ID Event Message Event Type Event Severity Source [P Destination IP
eFAZ-55 FGVMULTM220... EMSRESTAPIe... event warning
8@ eFAZ-52 FGVMULTM220... EMSRESTAPIe... event warning
root FGVMULTM220... EMSRESTAPIe... event warning
faboic FGVMULTM220... EMSRESTAPle... event D
FortiGate FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204
FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204
FG101ETK1800... traffic notice 10.3.120... 10.2.120.241
FG101ETK1800... traffic notice 10.3.120... 10.2.120.241
FG101ETK1800... traffic notice fe80:2c7... ff02:c
FG101ETK1800... traffic notice fe80:2c7... ff02:c
FG101ETK1800... traffic notice 10.3.120... 10.2.120.241
FG101ETK1800... traffic notice 10.3.120... 10.2.120.241
© Cancel " £G101ETK1800... traffic notice 10.3.120... 10.2.120.241
14" eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice 10.3.120... 10.2.120.241
15 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204
16 eFAZ-52 fabric 13:48:21 FG101ETK1800... traffic notice 10.3.120.27 10.2.129.204
17 eFAZ-52 root 13:48:21 FG101ETK1800... traffic notice fe80:2c7... ff02:c

The search filter in the toolbar supports a global search across all members in the FortiAnalyzer Fabric.

B All Devices + @ Last 1 Hour v 12:55:27 To 13:55:26 B oF
‘ Device ID = "FGVMULTM 48" Device ID = "FGVULVTM 99" © Action = "all-accept” Add Filter o Q] -]
#  FortiAnalyzerHostName ~ ADOM  VDate/Time  Device ID Action  Source User  Destination [P Service  Application  Security Event List

1 eFAZ-52 root 13:55:02 FGVMULTM: 48 v 10.3.120.207 103120240  HTTPS  HTTPS

2 eFAZS2 root 13:55:01 FGVMULTM: 48 v 103.120.207 103120240  HTTPS  HTTPS

3 eFAZSS fabric  13:54:36 FGVMULTM: 48 v 103.120.207 #120891112... NTP

4 cFAZ52 root 13:54:36 FGVMULTM: 48 v 103.120.207 [120891112... NTP

5 eFAZ52 root 13:54:32 FGVMULTM: 48 v 103.120.207 103120240  HTTPS  HTTPS

6 eFAZSS fabric  13:54:32 FGVMULTM: 48 v 10.3.120.207 #120891.112... NTP NTP

7 eFAZ'S5 fabric  13:54:32 FGVMULTM: 48 v 103.120.207 103120240  HTTPS  HTTPS

8 cFAZ-52 root 13:54:32 FGVMULTM: 48 v 103.120.207 #120891112... NTP NTP

9 eFAZSS fabric  13:54:31 FGVMULTM: 48 v 103.120.207 103120240  HTTPS  HTTPS

10 eFAZ-52 root 13:54:31 FGVMULTM: 48 v 10.3.120.207 103120240  HTTPS  HTTPS

11 eFAZ-55 fabric  13:54:17 FGVMULTM: 48 v 103.120207 10212030 tep/514  tep/514

12 eFAZ-52 root 13:54:17 FGVMULTM: 48 v 103.120.207 10212030 tp/514  tep/514

13 eFAZ-52 root 13:54:16 FGVMULTM: 48 v 103.120.207 10212030 tep/514  tep/514

14 eFAZ-55 fabic  13:54:16 FGVMULTM: 48 v 104.120219 ®535.232111... HTTP  HTTPBR.. ‘a1 (w55 ..
15 eFAZ-55 fabric  13:54:16 FGVMULTM: 48 v 103.120.207 10212030 tp/514  tep/514

16 eFAZ-52 root 13:54:16 FGVMULTM: 48 v 104120219 ®35202111... HTTP  AHTTPBR.. aep 1 %5 5 ..

The sidebar in the supervisor's Log View includes most of the same menus as a typical FortiAnalyzer device.
Select a menu in the sidebar to display logs from that device. For example, all FortiClient logs collected in the
FortiAnalyzer Fabric are included in the FortiClient menu.

Administrators can view and download FortiGate archive files for security logs from the FortiAnalyzer Fabric
supervisor.

View Packet Log

Source Destination Protocol Source Port.
10.4.120.219 208.91.112.52 upP 54655

4500 00 56 ab €0 40 00 3 11 cc 47 0a 04 78 db  E..V..0. 2..G..x.
do sb 70 34 d5 7 00 35 00 42 38 7c 67 F2 01 60 .[pe...5 .88lg...
00 01 00 60 00 00 00 01 12 63 6f 6e 6e 65 63 74 “-s---.. -connect
69 76 69 74 79 2d 63 68 65 63 6b 06 75 62 75 6e ivity-ch eck.ubun

74 75 03 63 6 64 0 G0 1 @0 01 00 60 29 02 00
0 00 00 00 00 00
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Using the FortiAnalyzer Fabric supervisor

The Log View in a FortiAnalyzer Fabric supervisor does not support Log Group, Log Browse, Log Downloads,
Custom View, and Chart Builder. These features are available in FortiAnalyzer Fabric members and regular
FortiAnalyzer devices.

B AllDevices v+ © Last1Hour~ 09:03:42To 10:03:41 B m
Add Filter ® Real-time Log

# FortiAnalyzer Host Name ADOM ¥ Date/Time Device ID Action Source User Destination IP Service B9 Display Raw

1 cFAZ-52 fabric 10:03:42 FGVULVTM2... 103.120201 102120241 tp/goop | 0 Case Sensitive Search

2 eFAZ-52 fabric 10:03:41 FGVULVTM2. v DESKTOP- ®852.226.139.185  HTTPS HTTPS

3 eFAZ-52 fabric 10:03:41 FGVULVTM2. Q Policy vi... fe80:2c76.... ff02::c udp/1900 udp/1900

4 eFAZ-52 fabric 10:03:41 FGVULVTM2. @ Policy vi... fe80:2c76.... f02::c udp/1900 udp/1900

5 eFAZ-52 fabric 10:03:41 FGVULVTM2. Q Policy vi... fe80:2c76: ff02:c udp/1900 udp/1900

6 eFAZ-52 fabric 10:03:41 FGVULVTM2... @ Policyvi... fe80:2c76.... f02::c udp/1900 udp/1900

7 eFAZ-52 fabric 10:03:41 FGVULVTM2. Q Policy vi... fe80:2c76.... ff02::c udp/1900 udp/1900

8 cFAZ-52 fabric 10:03:40 FGVULVTM2... 103.120201 102120241 tp/BO00  cp/8000

9 eFAZ-52 fabric 10:03:39 FGVULVTM2. v DESKTOP- ®5142.251.33.78 HTTPS HTTPS

10 eFAZ-52 fabric 10:03:38 FGVULVTM2.. v 10.3.120.201 10.2.120.241 tcp/8000 tcp/8000

11 eFAZ-52 fabric 10:03:38 FGVULVTM2.. @ Policy vi... fe80:2c76.... f02::c udp/1900 udp/1900

12 eFAZ-52 fabric 10:03:38 FGVULVTM2. Q Policy vi... fe80:2c76: ff02:c udp/1900 udp/1900

13 eFAZ-52 fabric 10:03:38 FGVULVTM2... @ Policyvi... fe80:2c76.... f02::c udp/1900 udp/1900

14 eFAZ-52 fabric 10:03:38 FGVULVTM2. Q Policy vi... fe80:2c76.... ff02::c udp/1900 udp/1900

15 cfAZS2 fabric 10:03:38 FGVULVTM2... @ Policyvi... fe80:2c76:.. ff02:c udp/1900  udp/1900

All other features in Log View for the FortiAnalyzer Fabric supervisor are the same as the FortiAnalyzer Fabric
members and regular FortiAnalyzer devices. For more information, see the FortiAnalyzer Administration Guide.

Events

On the FortiAnalyzer Fabric supervisor, Incidents & Events includes the following panes for monitoring events:

« Fabric Events on page 19
» Local Events on page 20

Fabric Events

The Incidents & Events > Fabric Events pane displays events created on each FortiAnalyzer Fabric member.
Event handlers must be configured on members for events to be viewable on the supervisor.

On the supervisor, events are organized into pages. You can configure the number of events that are displayed
per page and navigate between the pages by using the page navigation buttons at the bottom of the pane.

Apply filters by clicking Add Filter or by right-clicking within a column in the events table and selecting your
search parameters. You can also set time parameters from the time dropdown in the toolbar. By default, the
view displays the Last 1 Day.
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Using the FortiAnalyzer Fabric supervisor

© Last 1 Day v

Add Filter [*]
FAZ Name Group Event Status  Event Type Severity count First Occurrence Last Update Device Na.... | Acknowle....
FAZVM-5-903 10.2.175.43 £¥ Traffic Medium 120 2021-04-07 10:45:18 2021-04-08 10:46:58 FAZVMST.. No
FAZVM-5-903 10.2.126.95 £¥ Traffic Medium 104 2021-04-07 10:45:00 2021-04-08 10:46:48 FAZVMST.. No
FAZVM-5-903 10.2.115.2 £¥ Traffic Medium 103 2021-04-07 10:45:38 2021-04-08 10:46:48 FAZVMST.. No
FAZVM-5-903 10.2.60.111 open ®IPS High 451 2021-04-07 10:45:27 2021-04-08 10:46:47 FAZVMST.. No
FAZVM-5-903 10.2.60.46 B Traffic Medium 104 2021-04-07 10:45:01 2021-04-08 10:46:46 FAZVMST.. No
FAZVM-5-903 VAN-200289-US1 open ¥ Traffic High 124 2021-04-07 10:45:02 2021-04-08 10:46:39 FAZVMST.. No
FAZVM-5-903 10.2.60.93 ¥ Traffic Medium 104 2021-04-07 10:45:00 2021-04-08 10:46:39 FAZVMST.. No
FAZVM-5-903 10.2.60.45 ¥ Traffic Medium 86 2021-04-07 14:49:27 2021-04-08 10:46:35 FAZVMST.. No
FAZVM-5-903 10.2.60.121 £¢ Traffic Medium 104 2021-04-07 10:45:04 2021-04-08 10:46:33 FAZVMST.. No
FAZVM-5-903 10.2.60.94 L Traffic Medium 103 2021-04-07 10:45:02 2021-04-08 10:46:31 FAZVMST... No
FAZVM-5-903 10.2.175.45 £ Traffic Medium 86 2021-04-07 14:49:24 2021-04-08 10:46:28 FAZVMST.. No
FAZVM-5-903 10.2.0.250 £ Traffic Medium 176 2021-04-07 14:11:41 2021-04-08 10:46:28 FAZVMST.. No
FAZVM-5-903 10.2.123.9 L Traffic Medium 104 2021-04-07 10:45:02 2021-04-08 10:46:28 FAZVMST.. No
FAZVM-5-903 10.2.175.118 ¥ Traffic Medium 104 2021-04-07 10:45:04 2021-04-08 10:46:26 FAZVMST.. No
FAZVM-5-903 10.2.175.116 ¥ Traffic Medium 105 2021-04-07 10:45:00 2021-04-08 10:46:25 FAZVMST.. No
FAZVM-5-903 10.2.60.141 open L Traffic High 283 2021-04-07 10:45:35 2021-04-08 10:46:24 FAZVMST... No
FAZVM-5-903 10.2.175.46 L Traffic Medium 104 2021-04-07 10:45:09 2021-04-08 10:46:23 FAZVMST.. No
FAZVM-5-903 10.2.60.101 L Traffic Medium 104 2021-04-07 10:45:02 2021-04-08 10:46:16 FAZVMST.. No
50 ~ fPage P11 2 3

Double-click an event line to view the event group details. Event group details displays events from members in

the FortiAnalyzer Fabric. The member name and ADOM is displayed in the table.

To view log details, select an event in the event group and click View Log from the right-click menu. You can
drilldown further on each result to view event details.

Click Search in Log View in the right-click menu to perform a log view search using the selected event.

Local Events

The Incidents & Events > Local Events pane displays local events from the FortiAnalyzer acting as supervisor in
the FortiAnalyzer Fabric. Local events include events such as license validation, system time changes, reboots,
and other events that have occurred on the supervisor in the FortiAnalyzer Fabric.

= supervisor 22 () Acmin1

©lLast7 Days..~ . Expand All [ Show Acknawledged

’.}Refresh|v | =~ ‘ n

Add Filter
00 #  Event Event Statu; Event Type Count  Severity  First Occurrence ¥ Last Update Additional Info Handler
0O 1 > FortiAnalyzer license limit ... & Event 10 Medium 7 days ago 2 hours ago License validation state chan... Local Device Event
0O 2 »lmage upgrade status (10} £ Event 10 Medium 7 days ago 2 hours ago Local Device Event
0o s > User login/logout failed (5) £ Event 6 Medium 2 days ago 4 hours ago Local Device Event
00 4 > Systemtime modified (1) £ Event 2 Medium 15 hours ago 15 hours ago system time changed: Thu Ap... Local Device Event
0o s » User login from SSH failed ... £ Event 2 Medium 2 days ago 2 days ago Login from ssh: Failed forinv... Local Device Event

Incidents

On the supervisor, Incidents & Events > Incidents displays all incidents created on FortiAnalyzer Fabric
members.

Incidents contain event details, as well as information helpful for administrator analysis. From the incident's
analysis page, you can view incidents, audit history, and attached reports, events, and comments.
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Using the FortiAnalyzer Fabric supervisor

A\,

Incident information syncs from members to the supervisor. New incidents can only be
raised on FortiAnalyzer Fabric members.

il Analysis #& Settings

0o # FAZ Name Adom Name Incident Number ¥ Incident Date / Time Incident Reporter Incident Category Severity Status Affected Endpoint Description

O 1 FAZVM-... root IN00000118 2021-04-07 11:07:18  Create Incident from... Malicious Code High New 10.2.60.111 Potential com...
0 2 FAZVM-... root IN00000117 2021-04-07 11:07:18  Create Incident from... Malicious Code High New 10.2.60.111 Potential com...
O 3 FAZVM-... root INDDO00119 2021-04-07 11:07:18  Create Incident from... Malicious Code High New 10.2.60.111 Potential com...
o 4 FAZVM-... root INO0000115 2021-04-02 12:20:30  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O s FAZVM-... root INO0000116 2021-04-02 12:20:30  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O 6 FAZVM-... root IND0000114 2021-04-02 12:19:28  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O 7 FAZVM-... root IN00000113 2021-04-02 11:51:35  Create Incident from... Malicious Code High New 10.2.60.111 Potential com...
0 & FAZVM-... root INO0000112 2021-04-02 11:49:31  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O ¢ FAZVM-... root IND0O00111 2021-04-02 09:19:45  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
0 1o FAZVM-... root IN00000110 2021-04-02 07:18:33  Create Incident from... Malicious Code High New 10.2.60.143 Potential com...
O 1n FAZVM-... root INO0000109 2021-04-02 07:05:04  Create Incident from... Malicious Code High New VAN-20028%-US2 Potential com...
O 12 FAZVM-... root IND0000108 2021-04-02 07:05:04  Create Incident from... Malicious Code High New VAN-200289-US2 Potential com...
0 13 FAZVM-... root IND0O000107 2021-04-02 05:52:00  Create Incident from... Malicious Code High New 10.2.60.111 Potential com...
0 14 FAZVM-... root INO0000105 2021-04-02 05:04:56  Create Incident from... Malicious Code High New VAN-20028%-US2 Potential com...

Double-click on an incident to view the incident analysis page. The incident analysis page indicates the
FortiAnalyzer and ADOM that the incident was created on. For more information on the options available to

SOC analysists, see the FortiAnalyzer Administration Guide.

= Supervisor /% omnlv

Created on: 2021-04-09T12:34:28-07:00

High FAZ-VM-5-902 > test?02 > INOOO02325  Potential compromised Host detected.  Malicious Code Last Modified on: 2021-04-09T12:35:01-07:00

Not Assigned New

[ Edit & Refresh I

Affected Endpoint/User Executed Playbooks Audit History

No related user available. PLAYBOOK STATUS TRIGGER 2021-04-09 13:01:03 NOW B Expand Al

Last Seen 2021-04-09 12:34:28
START
Topology 10.3.90.11
Addresses MAC: 00:0¢:29:ae:dd:13
IP:10.3.90.11
Execute Playbaok
Comments Events Reports Indicators Affected Assets Processes Software Vulnerabilities

o I =

Reports

For Reports, the FortiAnalyzer Fabric supervisor is able to fetch and aggregate data from multiple members in
the FortiAnalyzer Fabric.

FortiAnalyzer Fabric members and supervisors can have different timezones. When
running reports, the supervisor's local timezone is used. When the supervisor collects
data from members, the requested time period is first converted to epoch and then
passed down to each member to get the data within that time period.

Ay
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Using the FortiAnalyzer Fabric supervisor

@ Dashboard JNRESU Tl Templates | ChartLibrary = Macro Library | Datasets
& Device Manager
@ Fortview R OR ‘ £ Report | [ & Folder v [ § More v [ Show Scheduled Only Search...
M Log View , O Tites Language ¢ Cache Status + | Time Period < Devices ¢ Schedule Config Recommendation + 0u=
W Incidents & Events > O @ MApplication Reports
| B Reports v O @ MAssetand User Reports
Generated Reports O  ©M&Compliance Reports
a
Advanced Settings O @ WFortiCache Reports
# System Settings > O  @FortiClient Reports
O  ©@&FortiDDoS Reports
(m] FortiDeceptor Reports
O @ KFortiFirewall Reports
O e MsFortiGate Reports
O @ WFortiMail Reports
(m] FortiNAC Reports
O e KFortiNDR Reports
O e MsFortiProxy Reports.
O @ &FortiSandbox Reports
(m] FortiWeb Reports
(m] Network Reports
O e MeOutbreak Alert Reports.
{

To specify which Fabric members, ADOMs, and/or Fabric Groups to include when running a report, go to
Reports > Report Definitions > All Reports in the supervisor. Select the check box for the report and, from the
right-click menu, click Edit. In the Settings tab, specify the devices to include when running the report and click
Apply.

@ Dashboard Edit: Daily Summary Report
2 Device Manager
& Fortiview N Generated Reports ~ Settings  Editol
M LogView >
B Incidents & Events > Path All Reports
I B Reports v Name Daily Summary Report
Generated Reports Time Period Yesterday
Report Definitions © 04/16/2023 00:00:00 - 04/16/2023 23:59:59 (f
Advanced Settings . ) .
Devices O All Devices @ Specify
£ System Settings >
BAIl_FortiGate
Q
Subnets
@0 @eFAZ-204
@ Gener| [0 GeFAZ-204[ro0t]
[ @¢FAZ-204[Fortinet]
[ ®eFAZ-204[Internal]
Enable Sctl [ @eFAz-2041QA]
Generat| [ @¢FAZ-204[Correlation] Days
| @Omeraz-205
Start Tin ) 6eFAZ-205[r00t] 03:00:00 AM
End Tim (] @eFAZ-205[Lab]
| [ @eFAZ-205[Office]
EnableNo| = 4cFaz-205[Data]
Enable Auf (0 @eFAZ-205(Correlation]
Extende ) ®All_root_adoms
O ®Test
FE:ATINET &glaj=]=

The reports' formats, charts, and tables are the same a
aggregated results from all the selected members.

Daily Summary Report e beese:

Seat Received

04-1600:00 0416 03:00 04-16 06:00 0416 09.00 04-16 1200 04-16 1500 04-16 1800 0416 21.00

‘Top Application by Severity

or example)

s a regular FortiAnalyzer Fabric's, but they include

235

Traffic Usage

Top Application Category

# Application Category Risk Sessions Blocked © Allowed Bytes Sent - Received @‘
1 ProxyHTT? o Proxy ° 0 759KB

28 KProxy © Proxy ) 2 261.52KB.

3 BifToment - 13594 3559 M5

4 v2 VNC_Clipboard » Remote Access. 26 351GB

sw VNC NotScanned 3 152MB

Top Threat Top Website by Traffic
# Threat Category Threat Score  Blocked © Allowed Incidents  Blocked  Allowed

1 Failed Connection Failed Connection s, 5 1,075.843

2 canfdotjcom ips 90733

3 ip_sec_session ips 38505 |
4 Blocked Connection Blocked Connection 250 21375

5 tep_syn_flood ips 18750 5375
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Using the FortiAnalyzer Fabric supervisor

Fabric Groups

You can create Fabric Groups in the FortiAnalyzer Fabric supervisor. These Fabric Groups contain
FortiAnalyzer Fabric members or ADOMs. They are visible in Device Manager and can be used to filter
FortiView, Log View, and Reports.

To create a Fabric Group:

1. Inthe FortiAnalyzer Fabric supervisor, go to System Settings > Fabric Management > Fabric Groups.

[+ Create New | [ Edit | i Delete Search.
Device Name & P Address = Platform * Logs & Average Log Rate(Logs/... + Device Storage * Description + n
D eFAZ 204 103.120.204 FortiAnalyzer-VM64
root
@ eFAZ 205 103120205 FortiAnalyzer-VMé4

root

2. Click Create New.
In the Group Name field, enter a name for the Fabric Group.
4. Inthe Add Member section, select the FortiAnalyzer Fabric members to include.

To add only specific ADOMs from the member, expand the member in the list and select the ADOMs to
include.

w

Create Fabric Group x

Group Name Test

Description

Add Member

Q

@E eFAZ-204
@ (EeFAZ-205
[ Correlation

Data

O FortiAnalyzer
[ FortiAuthenticator
[JFortiCache
[ FortiCarrier
® @ 2 entries selected

5. Click OK.
The Fabric Group can now be edited or deleted from the table.
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Using the FortiAnalyzer Fabric supervisor

[ Edit | [ @ Delete Search..
Device Name + 1P Address Platform + Logs + Average Log Rate(Logs/... = Device Storage Description +

© W All_root_adoms @

@ eFAZ-204 10.3.120.204 FortiAnalyzer-VMé4
oot

@ eFAZ-205 10.3.120.205 FortiAnalyzer-VM64
root

©eFAZ-204 10.3.120204 FortiAnalyzer-VM64
QA
FGT61F-V64 10.2.60.43 FortiGate-61F @RealTime  N/A o%
FGT101E-2 10.2.60.41 FortiGate-101E @RealTime  N/A 02%
@ eFAZ-205 10.3.120.205 FortiAnalyzer-VMé4
Sroot
eFGT-HA_FGVULV  103.120.201 FortiGate-VMé4 @RealTime  N/A o%
SYSLOG-0A0378...  103.120.232 Syslog-Device @RealTime  N/A o%
FG100D3G12800... 10.2.0.150 FortiGate-100D @RealTime  N/A o%
FortiGate-1500D  10.2.0.250 FortiGate-1500D @RealTime  N/A o%
FG3KEETB19900... 10.2.0.250 FortiGate-3600E @RealTime  N/A o%
FGT-201 10.3.120.201 FortiGate-VMé4 @ Real Time  N/A o%

The Fabric Group is also visible in Device Manager.

B Dechbord 15 Search Q Fabric M. ADOMs Device T. Status. Critical
nera. @ mera. @ mror. @ mon. @ me
8 Fortiview Unauthorized Devices e @ . @ mon. @ mon.. @ me. @D
M Log View ﬁzs 1o 125 mfot. @ 125 6710
B Incidents & Events Test ::: g
B Reports Brot. ©
© System Settings
Name & IP Address + Platform < Logs & Serial Number = Average Log Rate(Logs, Device Storage + Des:r!ma
@ eFAZ204 103.120.204 FortiAnalyzer-VM64 FAZ-VMTM '
Sroot
B0 FGT-HA FGVULY 103120201 FortiGate-VMé4 @RalTime  FGVULVTM NA o
aroot vdom ® Real Time: NA o
B @ FWF1E-V64 10.2.0.250 FortiWiFi-61E @ Real Time FWF61ETK 5 | 7.59%
aroot wdom © Real Time. s e
@@ FW-93-FCT 192.168.125.1 FortiGate-VMé64 @ Real Time FGVMO04TM N/A 0%
aroot vdom @ Real Time. NA o
@@ FG100D 10.2.0.150 FortiGate-100D @ Real Time FG100D3G N/A 0%
@ root vdom @ Real Time: N/A 0%
@ @ FortiGate-1500D 10.2.0.250 FortiGate-1500D @ Real Time FG1K5D3I N/A 0%
& root vdom @ Real Time N/A 0%
B FGKeETE 1020250 FortiGate-3600E @RealTime  FGIKEETB NA o
aroot vdom ® Real Time: A o
@ @ FCTEMS0000 10.3.120.247 FortiClient-EMS @ Real Time FCTEMS0000 N/A 0.04%
& defaut vdom @ Real Time. NA oo
@ @ eFGT-80E 10.3.120.254 FortiGate-80E @ Real Time FGTBOETK 3 ] 289%
aroot wdom © Real Time. 3 1 209

0% 296

It can be selected in the device filter for FortiView, Log View, and Reports. See an example in Log View

s - Qadmm o
@ Dashboard LB security v | Event | GTP O
o
& Device Manager Test v @ Last1Day v Apr16ToApr 17 B Fo
B Fortiview
o aQ o
|m Log View Q |
= GO (B0 DA Devices )| User  FortiAnalyzer HostName  ADOM Action Source Destination IP | Service n
@, 8
GDEI :FAZtm" eFAZ-204 QA Vaccept | 192.1681.119 10260103 tep/514
oo
FortiClient O SFortinet €FAZ-205 root Odeny 1e80:2¢76:6055:fBadbbd1  02:c udp/1900
FortiMail g:"“ema‘ €FAZ-205 root velose 10312029 96454646 tcp/853
QA
B FortiSandbox O @ Correlation €FAZ-205 root Qdeny 1e80:2¢76:6055:f8adbbd1  02:c udp/1900
B FortiAuthenticator O 0 @eraz-205 eFAZ-205 root Qdeny 1e80:276:6055:f8adbbd1  02:c udp/1900
. O @root
© Fortiweb e €FAZ-205 root velose 10312029 96454646 | tcp/853
¥ FortiCache O eoffice eFAZ-204 QA Qdeny 0000 255.255.255.255 DHCP
i GDat:
6 FortiProxy g OC:r:elahon rachel  eFAZ-204 QA wdlose rachel (10.212.137.200)  10.2.90.106 HTTPS
O [RriBlees DBAI_root_adoms €FAZ-204 QA Vaccept | 192.168.1101 1921682102 | tep/514
FortiM
B FortiManager OBrest ¢y rachel  eFAZ-204 QA client-rst | rachel (10212.137.200) | 10.2.60.82 HTTPS
@ FortiAnalyzer =G
:s | ®@ 8 9@ Cancel eFAZ-205 root Qdeny 1e80::2c76:6055:8adbbd1  ff02::c udp/1900
e Syslog
o rorivac 12| 1237:19 FGT60ETK €FAZ-205 root Qdeny 1eB0:276:6055:fBadbbd1  02:c udp/1900
o
P 13 123717 FG101E4Q €FAZ-204 QA Qdeny 102175110 102475255 | udp/138
or eceptor
i — 14 123717 FG101E4Q €FAZ-204 QA Qdeny 0000 255.255.255.255 DHCP
& FortiNDR 15 1237:17 FG101E4Q rachel  cFAZ-204 QA client-rst | rachel (10212137.200)  102.90.106 HTTPS
B FortiSOAR 16 1237:17 FG101E4Q €FAZ-204 QA Qdeny 10260107 255.255.255.255  udp/6666
W Incidents & Events s |17 123717 FG101E4Q €FAZ-204 QA Qdeny 0000 255.255.255.255  DHCP
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High availability for FortiAnalyzer Fabric members

When using high availability (HA) for a FortiAnalyzer Fabric member, you can configure an Active-Active or
Active-Passive cluster. The HA primary node will display the same as a standalone member in the FortiAnalyzer

Fabric. The member is synced to the secondary node, but the secondary node will not establish a connection to
the FortiAnalyzer Fabric until there is a failover scenario.

For complete instructions to to set up FortiAnalyzer HA, see the FortiAnalyzer Administration Guide.

\,

S L4
9 HA is not supported on the FortiAnalyzer Fabric supervisor.

FortiAnalyzer Fabric member in HA mode:

In the FortiAnalyzer Fabric member, you can configure the unit as part of an Active-Passive or Active-
Active HA cluster.

In the example below, the member is configured as the primary for an Active-Passive HA cluster.

& Az = Member [INIONER] ADOM:mot >_ @~ L3~ °admin
@ Dashboard Cluster Status
Manager & Refresh Search
FortiView O | Role Serial Number 4 13 Host Name Uptime/Downtime Initial Logs Sync Configuration Sync Message I
I Log View O  secondary FAZ-VM 3 10.5.38.34 FAZ 3 49d 21h 4m 225 ©Done Oin-sync
O  Primary FAZ-VM 4 10.5.38.41 FAZ 4 49d 21h 5m 35s.
@ Fabric View

©Config will be synced to secondaries
Cluster Settings

B¥ Incidents & Events

B Reports Operation Mode Standalone Active-Active
#¥ System Settings
o Preferred Role Secondary
Administrators Cluster Virtual IP
Admin Profiles
) IP Address and Interface 1P Address Interface Action
Remote Authentication S..
Fabric Management 105.38.33 portl v %+
SAMLSSO
Settings Cluster Settings
Peer IP and Peer SN Peer IP Peer SN Action
10.5.38.34 FAZ-VM 3 x +
Group Name M-HA
Group ID 1 (1-255)
Advanced
Password | eeeseses ®
Heart Beat Interval 4
Heart Beat Interface port -
FiATINET

2. Inthe FortiAnalyzer Fabric member, go to System Settings > Fabric Management > FortiAnalyzer Fabric.

In the topology chart, only the primary node establishes a connection and syncs data to the FortiAnalyzer
Fabric supervisor.
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@ Faz

Mﬂlba ADOM:root >_ @~ L3 v °admin

@ Dashboard FortiAnalyzer Fabric [N eeSet
Status ©
Role Supervisor
Cluster Name Fabric-305
P 105.38.29
abric Vie Session Port 6443
B in & Events Secure Connection ©
Authorization Accepted

B Reports
#¥ System Settings
ADOMs

Apply
ote Authentication S... Fabric Members
Fabric Management
SAML SSO & supervisor o
© FAz 5
Settings
1P:105.38.29
Certificates
Advanced 2@ member )
@° 1 M-HA
1P:105.38.33

HA Members: 10.5.38.41, 10.5.38.34

FI:RTINET

3. The FortiAnalyzer Fabric member that is the primary node syncs all Fabric Management configuration to

the secondary node, but the secondary node will not establish the connection to FortiAnalyzer Fabric
supervisor.

In the example below, the secondary node displays the Authorization = Unknown.
= Member [ITTTNTN] ADOM:ot > @~ L2 v oadmin

[ EUEI Bl Fabric Connectors

Fabric Settings

Status

Role Supervisor m
Cluster Name F 5

3

B Reports Session Port

Secure Connection

£ System Settings

Authorization Unknown

ADOMs

Administrators

Admin Profiles

Remote Authentication S...
Fabric Management

SAML SSO Fabric Members

Advanced

F::RTINET

4. Once there is an HA failover for the FortiAnalyzer Fabric member, the secondary node will become the
primary and it will automatically connect to FortiAnalyzer Fabric supervisor.

5. Inthe FortiAnalyzer Fabric supervisor, go to System Settings > Fabric Management > FortiAnalyzer Fabric.

The tooltip for the member displays the HA details. The Hostname is the HA Group Name and the /P is the
HA Cluster Virtual IP.
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6.

7.

[NEIP SR LISl Fabric Groups | Fabric Connectors

28 Device M: Role Member
ortiView Cluster Name Fabric-305

Session Port 6443
[ Log Vie

Secure Connection ©

MR Incidents & Events

B Reports

& System Settings
Admi
Admin
Re wthentication S.
Fabric Management

Fabric Members
SAML SSO

Certific:

Advanced

o@e member
&° ;. M-HA

1P: 10.5.38.33 R
HA Members: 10.5.38.41, 10.5.38.34

© Remove

FI:RTINET

Hostname
Role

Sync Status
P

Serial No.
uiD
Version

Platform Name
Platform Type

Auth State

Last Ping Change
Last Ping Time

Last Sync Heartbeat
Disk Usage Free
Disk Usage Total
HAGroup ID
HAUUID

HA Mode
HA Members

uiD
Serial No.
faz_hostname
Version
Platform Type
Platform Name
3

ha_role

uiD
Serial No.
faz_hostname
Version
Platform Type
Platform Name
P

ha_role

M-HA

Member

®in Sync

105.38.33

FAZ-VM 4
1577660885
V7.4.3-build2454 240325
(Interim)
FortiAnalyzer-VM64
FAZVM64

Accepted

2024-04-05 09:39:59
2024-04-05 09:39:55
2024-04-05 09:39:44
3323.94GB
3467.59GB

1
d091d26a-eba7-11ee-
b19f-000c294d5b8c

AP
1577660885
FAZVM 4
FAZ 4

7.4.3-build2454 240325 (Interim)
FAZVM64

FortiAnalyzer-VM64

10.5.38.41

Primary

1028997493

FAZ-VM 3

FAZ

7.4.3-build2454 240325 (Interim)
FAZVM64

FortiAnalyzer-VMé4

10.5.38.34

Secondary

In the FortiAnalyzer Fabric supervisor, go to Device Manager.
The member's HA information is displayed in the table view.

@ Az

@ Dashboard Search. Fabric ...

&8 Device Manager Il Logging Devices (0)

ortiView

=]
& System Setti e
B4 MHA
& root
BcfG o1
@ root
®Lab
2aFG 11
& root
=305
BcfG 10
& root
BoFG 02
& root

ADOMs

Q
BM-.Q M. @
M Log
MR Incidents & Events

IP Address <

10.5.38.33

10.5.38.60

10.5.38.60

10.5.38.60

10.5.38.60

Device..
BFo. ©
Platform HA Status <
" @ FAZ-VM
FortiAnalyzer-VMé64 & FAZYM

FortiGate-200E

vdom

FortiGate-200E

vdom

FortiGate-200E
vdom
FortiGate-200E

vdom

Supervisor > @+ O 2~ °aﬂmin

Supervisor >_ @v L 2 v °admlnv

Status Critical...
mon. @ " E&D
mo. @

@ Show Cl v || Search.

Logs + Serial Number + Average Log rﬂ
FAZ-VM 4
FAZ-VM 3
@RealTime  FG 01 200
@ Real Time 200
@RealTime  FG 11 NA
@ Real Time N/A
@RealTime  FG 10 10
@ Real Time 10
@ Real Time FG 02 10
@ Real Time 10

F::RTINET

In the supervisor's Log View, FortiView, and Reports, the HA member displays the same as a standalone

member.

See examples of Log View and Reports below.
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F::RTINET

@ raz
@ Dashboard
&m Device Manager
FortiView
M Log View

Fabric

FortiGate

[& FortiAnalyzer

M Incidents & Events
B Reports

£¥ System Settings

@ raz

@ Dashboard

BR Incidents & Events

B Reports
Generated Reports
Report Definitions
Advanced Settings

£¥ System Settings

= Supervisor >_ @~ L[l 2 v oadminv
BichiGl Securityv Eventw
All Devicesyy @ Last 30 Minutes v 10:12 - 10:42 \ £ Refresh \ \ 3 More Columns \ t Morew
[al | Qae
BRI Petice e Device ID Action E
S EM-HA
Sroot 0 10:42:29 FG 01 v
:;‘:5 5104229 G o v
0 10:42:29 FG 01 v
=il &l m Concel 10:42:29 FG 01 v
5 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
] FAZ 4 root 2024-04-05 10:42:29 FG 01 v
7 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
8 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
9 FAZ 4 root 2024-04-05 10:42:29 FG 01 @ Policy viola
10 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
11 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
12 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
13 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
14 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
15 FAZ 4 root 2024-04-05 10:42:29 FG 01 @IPconnecti
16 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
17 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
18 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
19 FAZ 4 root 2024-04-05 10:42:29 FG 01 v
Edit: Daily Summary Report
Generated Reports  Settings  Editor
Path All Reports
Name Daily Summary Report
Time Zone Default e
Time Period Yesterday v
Devices Q All Devices
@ Specify
B3AIl_FortiGate x
Select Device
Subnets. ‘ Q
S 0 DAl Devices
®Gend  @Oaa-Ha
Oeroot
O6Lab
Enable St Oe305
e IDDEIE EJ coneel Dave v
Start T B 03:00:00 AM ®©
End Time @ Never
QO Specify
Enable Notification (m]
Enable Auto-cache @
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Troubleshooting

Confirming a member has joined the Fabric

When adding a new member, check that the member has joined the Fabric.

To confirm that a member has joined the Fabric:

1. Inthe FortiAnalyzer Fabric supervisor CLI, enter the following command:
diagnose test application fazsvcd 76 nodes

This diagnostic shows all of the current members on the supervisor or on the member. Ensure that the
Status for each member is up.

Member unable to join the Fabric

If the member does not join the Fabric, possible issues include:

 Incorrect supervisor IP
« Encryption setting mismatch between supervisor/member
« Incorrect Fabric name
» The supervisor allowaccess setting described above does not include the soc-fabric setting
« The supervisor is not reachable by the member, use ping to confirm
« The supervisor/member is not running
The supervisor uses a mixture of synchronized data and data retrieved directly from the member. This data is

retrieved through the Fabric from the API service running on the member, so it is possible to view cached alert
information while the member is not actually running.

Server error: Fabric member not available

Problem: When selecting an alert, the supervisor displays Server Error: Fabric member xxx is not available.

Description: The supervisor is not able to contact the member through the Fabric.

To troubleshoot a server error:

1. Ensure that the member has booted and is running.

2. Ensure that the member has connected to the Fabric using the following CLI command:
diagnose test application fazsvcd 76 nodes
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Troubleshooting

JSONAPI service reports error

Problem: When selecting an alert, the supervisor displays JSONAPI Service reports: <error message>.

Description: The member has joined the Fabric, but the API service of the member cannot service the request.

To troubleshoot a JSONAPI service reports error:

1. Ensure that the member has completely booted up.

2. Determine if the member is performing some type of database rebuild which may prevent service
availability.

3. Access the members’ GUI to determine if it can use its own JSONAPI service.
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