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Change Log

Date Change Description

2022-06-16 Initial release.
2023-04-25 Updated Getting started on page 5.
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Getting started

Getting started

FortiProxy is a secure web proxy that protects employees against internet-borne attacks by incorporating multiple
detection techniques such as web filtering, DNS filtering, data loss prevention, antivirus, intrusion prevention, and
advanced threat protection. It helps enterprises enforce internet compliance using granular application control. High-
performance physical and virtual appliances deploy on-site to serve small, medium, and large enterprises

FortiProxy provides multiple detection methods such as reputation lookup, signature-based detection, and sandboxing
to protect against known malware, emerging threats, and zero-day malware. It also intercepts outgoing client
connections to the internet and has some firewall capabilities. However, the primary focus of FortiProxy is to be a secure
web gateway solution that provides visibility, compliance, web security, and threat protection for any organization.

This document describes how to deploy a FortiProxy-VM in a KVM environment. More information about configuring and
using FortiProxy is available in the Fortinet Document Library.

In the initial setup, the following ports are used:

* DNS lookup — UDP 53
¢ FortiGuard licensing — TCP 443

Evaluation license

FortiProxy-VM can be evaluated with a free 15-day trial license that includes most features, except:

« HA
o FortiGuard updates
o Technical support

You do not need to manually upload the trial license; it is built-in. The trial period begins the first time you start
FortiProxy-VM. When the trial expires, most functionality is disabled. You must purchase a license to continue using
FortiProxy-VM.

License sizes

VM licenses are available in the following sizes:

Evaluation VMO02 VMo04 VM08 VM16 VMUL

Maximum number of CPUs 2 4 8 16 32 Unlimited
Memory (GB) 2 Unlimited

Number of disks (boot + 1+1 1+2 1+2 1+4 1+8 16 total
storage)
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The maximum number of IP sessions varies by license and by available vVRAM, just as it does for hardware models. For
more information, see the FortiProxy Datasheet.

License validation

FortiProxy-VM must periodically revalidate its license with the Fortinet Distribution Network (FDN). If it cannot contact
the FDN for 24 hours, access to the FortiProxy-VM web Ul and CLI are locked.

By default, FortiProxy-VM attempts to contact FDN over the internet. If the management port cannot access the internet
(for example, in closed network environments), it is possible for FortiProxy-VM to validate its license with a FortiManager
that has been deployed on the local network to act as a local FDS (FortiGuard Distribution Server).

On the FortiProxy-VM, specify the FortiManager IP address for the “override server” in the FortiGuard configuration:

config system central-management
set type fortimanager
config server-list
edit 1
set server-type update
set server-address <FortiManager IP address for updates>
next
edit 2
set server-type rating
set server-address <FortiManager IP address for web filter ratings>
next
end
set include-default-servers disable
end

TCP port 8890 is the port where the built-in FDS feature listens for requests. For more information on the FortiManager
local FDS feature, see the FortiManager Administration Guide. Although FortiManager can provide FortiGuard security
service updates to some Fortinet devices, for FortiProxy, its FDN features can provide license validation only.
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Preparing for deployment

Preparing for deployment

This documentation assumes that before deploying the FortiProxy-VM on the KVM virtual platform, you have addressed
the following requirements:

Virtual environment

For best performance, install FortiProxy-VM on a “bare metal” hypervisor. Hypervisors that are

) ! /. installed as applications on top of a general-purpose operating system (Windows, Mac OS X,
9 or Linux) host and have fewer computing resources available due to the host OS’s own
- overhead.

Hardware-assisted virtualization (VT) must be enabled in the BIOS.

You have installed the KVM software on a physical server with sufficient resources to support the FortiProxy-VM and all
other VMs deployed on the platform.

If you configure the FortiProxy-VM to operate in transparent mode, or include it in an high availability (HA) cluster,
configure any virtual switches to support the FortiProxy-VM's operation before you create the FortiProxy-VM.

VM Environment Tested Versions

KVM RHEL 7.1/Ubuntu 12.04 and later
CentO0S 6.4 (gemu 0.12.1) and later

Management software

You can access the VM using a virtual machine manager, such as virt-manager.

Connectivity

The FortiProxy-VM requires an internet connection to contact FortiGuard to validate its license.

Registering the FortiProxy-VM

When you purchase a FortiProxy-VM, you receive an email that contains a registration number. This registration number
is used to download the software, your purchased license, and also to register your purchase with Fortinet Customer
Service & Support so that your FortiProxy-VM will be able to validate its license with Fortinet.
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Preparing for deployment

Many Fortinet customer services such as firmware updates, technical support, and FortiGuard services require product
registration.

For registration instructions, see Registering products in the FortiCloud Account ServicesAsset Management guide.

For information about downloaded the license file, see Viewing licenses and keys in the Product details topic of the
FortiCloud Account ServicesAsset Management guide.

Downloading the FortiProxy-VM deployment package

FortiProxy-VM deployment packages can be downloaded from the Customer Service & Support.

To download the VM deployment package:

Log in to your FortiCloud account.

Go to Support > Firmware Download.

In the Select Product list, select FortiProxy.

Select the Download tab.

Browse to the appropriate directory for the version that you need to download.

o~ oODd=

Forticload R @ s [N N —

Download / Firmware Images Account Name/ID; ~ Fortinet

Firmware
Images

Fortinet Firmware Images And Software ReleaSes ii‘

Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions.

Select Product

FortiProxy v

Release Notes Download

Image File Path

/ EortiProxy/ v7.00/ 7.0/ 7.0.4/

Image Folders/Files
Upto higher level directory,

Name Size (KB) Date Created Date Modified

110

PP PP DD DPDD DD DD DD DD

0413

6. Download the firmware . z1ip file by clicking the HTTPS link to its right.
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Preparing for deployment

The . out image files are for upgrades of existing installations only and cannot be used for a new installation.
7. Extract the .zip file contents to a folder.

Deployment package contents

The FPX_KVM-vxxx-buildxxxx-FORTINET.out.kvm.zip file contains the fortiproxy.qcow?2 file that is used for the
installation. You must manually create a log disk and specify the virtual hardware settings.
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Deploying FortiProxy-VM

After you have downloaded the FPX_KVM-vxxx-buildxxxx-FORTINET.out.kvm.zip file and extracted the package

contents to a folder on your server, you can deploy the FortiProxy-VM on kernel-based virtual machines (KVM) by
importing a disk image.

This chapter covers the following topics:

» Import the FortiProxy-VM and configure its hardware settings on page 10
 Start the FortiProxy-VM on page 16

Import the FortiProxy-VM and configure its hardware settings

To import the FortiProxy-VM:

1. Onthe KVM host server, launch Virtual Machine Manager (virt-manager) and then select New to create a new
virtual machine.

2. Enter a name for the virtual machine (for example, FortiProxy-vM).
3. Select Import existing disk image, then click Forward.

W MNew VM .

m Create a new virtual machine

Erter your wirtual machine details

Mame: I FortiP roccy

Connectior: localhost (QEMLUJKNWM)

Choose how you would like to install the aperating systern
I[:]I Local install media (150 image or COROM)
I[:]I Metwork Install (HTTP, FTP, or MFS)

() Network Boot (PXE)

@ iImport existing disk image;

& Cancel

E;} Farward

4. Click Browse, navigate to the FPX KVM-vxxx-buildxxxx-FORTINET.out.kvm.zip file, and selectit.
5. Use the default values for OS Type and Version, then click Forward.
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W Mew VM x

m Create a new virtual machine

Provide the existing storage path:

I:wt.I'D ownloads/FPX_KWM-v100-builld0054-FORTIMET. out. kv, 2ip| Erowse... |

Choose an operating systern type and version

05 type:  Generic [7
“Wersior:  Generic ["
& Cancel | q‘dl_ Back E;) Forward

6. Specify the amount of memory and number of CPUs to allocate to this virtual machine. Ensure that the values do
not exceed the maximums for your license.

W MNew VM >

m Create a new virtual machine

Choose Memory and CPL settings

Mermnory (FAM): I EBS?E ME

Up to 7905 MB available on the host

CEUs: I Z‘IE

Up to 4 available

E Cancel | Qul: Back E;) Forward
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Ay
b [ 4
9 Fortinet recommends that you use at least 4 GB of memory.

7. Click Forward.
8. Select Customize configuration before install, then click Finish.

m Create a new virtual machine

Ready to begin installation of FortiProxy-vVM
05: Generic
Install: Irmpert existing 05 image
Mermory. 5837 MB
CPUs: 2
Storage: 0.0 GB /root/Dewnloads/FPE_KWVM-v100-build00S4-FORTINET. aut. k...

{Custornize corfiguration befare ir15ta||§

= Adwvanced options

Wirtual network 'default’ : MAT [" | &

Set afixed MAC address

| 52:54:00:ce:78: 33

Wit Type:  kvm ["’

Architecture: =25 &4 ["’

& Cancel

1
s
=
2.
5

9. Select Disk 1to display its properties.
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s

o/ Begin Installation % Cancel
S

=0

&=

B overview Virtual Disk
==
i:::é Frocessor Target device: Disk 1
Source path:  froot/Downloads/FPX_KWM-w100-build0054-F ORTINET. out. kv, zip
= Memery Storage size: 3842 MB
~ Baot Options Readonly: D

e O

MIC ce:78:33 b Advanced options
Input Tip: 'source' refers to information seen from the host 05,
Display VNG wihile 'target' refers to inforrmation seen from the guest 05

Sound: default
Console

Video

+ Add Hardware e Rermnove

10. Under Advanced options, set Disk bus to SATA and set Storage format to gcow?2.
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Begin Installation 2@ Cancel

[ ]

Owverview Virtual Disk

i} Frocessor Target device: Disk 1
Source path:  froot/Downloads/FPX_KWM-w100-build0054-F ORTINET. out. kv, zip
e Memory Storage size: 3842 MB
§55" Boot Optians Readonly. [ ]
Shareable: [ |
':E MIC ce:78:33 = Advanced options
Input Disk bus:  SATA -
Display VNC Serial numper: |
Sound: defautt Storage forrmat: | goow2
[+ I .
fasmhd onsole b Perfarmance options
Video i
(1] Tip: 'source' refers to infarmation seen from the host 05,
= while 'target' refers te information seen from the guest OS5
"] J’r.:
I :ia-Agd Hardware e Remove | %Qancel | <l Apply

11. Click Apply.
12. Click Add Hardware to add a new virtual storage device:

a.

20 0T

Select Storage in the left pane.

Select Select managed or other existing storage.

Click Browse, navigate to FPX KVM-vxxx-buildxxxx-FORTINET.out.kvm.zip, and selectit.
Set Device type to SATA disk.

Set Storage format to qcow?2.
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W@ Add Mew Virtual Hardware

o

{T
o

Metwark

Input

Graphics

Sound

Serial

Parallel

Channel

USE Host Davice
PCl Host Davice
Wideo

‘Watchdog
Filesystern

Srmartcard

USE Redirection

*

Please indicate haw you weould like to assign space
on the host systern for your virtual sterage device.

(::I Create a disk image on the computer's hard drive

8.0|>| GB

216.2 Gb available in the default location

Allocate entire disk new [0

(@) Select managed or other existing storage

Browse... |.I'rDl:ltl'D ownloads/FPX_KWM-v100-builld0054-FORTIMNET. out. kv, zip

Device type: E SATA disk

Cache mode: default

Storage format:

gqrowd

f. Click Finish.

13. Select NIC to display its properties.

14. Set Device model to virtio, then click Apply.
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L)

</ Begin Installation % Cancel

IQ Overview Virtual Network Interface
==
i::é Processor Source device:  Wirkual netwaork 'default’ | NAT hl
B Memory Device madel: rtic /
;’5"3:- Boot Options MAC address: 52:54:00:82:f3:11
7] sampiska
SATA Disk 2
i)
InpLt
Display WM
Sound: default
c—= Consecle
Wideo
o
|;‘$ Add Hardware e Remove % Cancel | o Apply

15. Click Begin Installation.

Start the FortiProxy-VM

You can now power on your FortiProxy-VM.

On the KVM host server, launch Virtual Machine Manager (virt-manager), then select the virtual appliance and click Run.
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W@ \irtual Machine Manager - O X

File Edit “iew Help

B

Mew

i

Open Run  Pause Shutdown

M arne i ‘ CPLU usage

FGT_KVM
Shuteff

-

10

FPYX_KVM
Shutaff

FortiProxy-VM
Running

SunnyvaleWM
Running

&

B e e

fch_22
Shuteff

I

fchus 23
Shuteff

test
Shuteff

After the VM starts, proceed with the Initial settings on page 18
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Initial settings

The first time that you start the FortiProxy-VM, you will only have access through the console window of your KVM
environment. After you configure one FortiProxy network interface with an IP address and administrative access, you
can access the FortiProxy-VM GUI.

Every FortiProxy-VM includes a 15-day trial license. During this time the VM operates in evaluation mode. Before using
the VM, you must upload the license file that you downloaded from Customer Service & Support upon registration.

More information about configuring and operating FortiProxy-VM after a successful deployment is available in the
Fortinet Document Library.

To configure GUI access on the port1 interface:

1. Inyour hypervisor manager, start the FortiProxy-VM and access the console window. You might need to press
Enter to see the login prompt.

2. Atthe login prompt, enter the username admin then press Enter.
3. Enter an administrator password, and then confirm the password.
4. Configure the port1 IP address and netmask:

config system interface
edit portl
set mode static
set ip <IP address> <netmask>
append allowaccess https
next
end

5. Configure the default gateway:

config router static
edit 1
set device portl
set gateway <ip address>
next
end

6. Optionally, configure the DNS servers:

config system dns

set primary <Primary DNS server>

set secondary <Secondary DNS server>
end

The default DNS servers are 208.91.112.53 and 208.91.112.52.

To connect to the FortiProxy-VM GUI:

1. Launch a web browser, and enter the IP address you configured for the port1 management interface. For example:
https://192.168.0.1.

2. Atthe login page, enter the username admin and the password that you configured.

FortiProxy 7.0 KVM Deployment Guide
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Initial settings

To upload the license file:

1. Goto System > FortiGuard and click FortiProxy-VM License.
FortiProxy VM License

Evaluation license. Upload a new license before the evaluation period
expires.

Allocated vCPUs 100% 2/2

Allocated RAM 97% 2GiB/2GiB
Expires on 2022/06/03

Upload License File

Selectfile | @ Upload

Click Upload and find the license file (.lic) on your computer.
Click OK to upload the license.
Log in to the FortiProxy-VM.

o DN

widgets

b. Go to System > FortiGuard and click FortiProxy-VM License. A message reports that the license was

successfully authenticated.
FortiProxy VM License

© License has been successfully authenticated with registrationservers

Allocated vCPUs 100% 272

Allocated RAM 97% 2GiB/2GiB
Expireson 2023/06/03

Upload License File

Selectfile €@ Upload

c. Ifloggingis enabled, the log message "License status changed to VALID"isrecorded inthe event

log.
d. Ifthe update failed:
i. Check the following settings on the FortiProxy-VM:

¢ Time and time zone
* DNS settings
» Network interface statuses and IP addresses
« Static routes

ii. On the management computer, verify that FortiGuard domain names are resolving:

C:\>nslookup update.fortiguard.net

Server: google-public-dns-a.google.com
Address: 8.8.8.8

Name : fdsl.fortinet.com
Addresses: 2620:101:9005:1100::205
192.168.100.205
192.168.100.220

Aliases: update.fortiguard.net

iii. On the FortiProxy, verify that communication with the internet and FortiGuard is possible:

FortiProxy 7.0 KVM Deployment Guide
Fortinet Inc.
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# execute ping update.fortiguard.net

PING fdsl.fortinet.com
243.
243.
243.
243.
243.

64
64
64
64
64

--- fdsl.
5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

fortinet.com ping statistics ---

173.
173.
173.
173.
173.

round-trip min/avg/max =

138.
138.
138.
138.
138.

(173.243.138.67):
67:
67:
67:
67:
67:

icmp seg=0
icmp seqg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4

56 data bytes

ttl=58 time=
ttl=58 time=
ttl=58 time=
ttl=58 time=
ttl=58 time=

5 packets received, 0% packet
2.6/4.1/8.1 ms

# execute traceroute update.fortiguard.net

traceroute to update.fortiguard.net

packets per hop,
192.168.0.7
10.29.206.1
154.11.11.113
154.11.2.86

1

O W o J o U b WN

=

* 66.163.69.46 <rd3bb-tge0-11-0-0.vc.shawcable.net>

84 byte packets
2.927 ms 5.073 ms
.006 ms 4.199 ms

10.584 ms

5.98

2 ms

8

3.584 ms

2.42

8 ms

2

7.947 ms 8.

(173.243.138.67),

679 ms

.337 ms 2.645 ms

* 64.141.25.113 <h64-141-25-113.bigpipeinc.com>

64.141.25.114 <h64-141-25-114.bigpipeinc.com>

96.45.47.39
173.243.138.252

2.47

5 ms

2

.106 ms 2.105 ms
2.452 ms 2.305 ms
173.243.138.67 <update.fortiguard.net> 2.220 ms

1.877 ms

1.

8.1 ms
3.2 ms
3.0 ms
3.8 ms
2.6 ms
loss

32 hops max, 3 probe

3.491 ms

563 ms 2.

1.620 ms

1.586 ms 1.915 ms

2.571 ms
385 ms 1.966 ms

1.990 ms

iv. Wait for the next automatic license query (about 30 minutes), or reboot the FortiProxy-VM: execute
reboot.

If FortiProxy is unable to validate the license after four hours a warning message it displayed in the local
console.
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