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Change Log

Date Change Description

2022-04-15 Initial release.
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Overview

Amazon Elastic Compute Cloud (Amazon EC2) provides scalable computing capacity in the AmazonWeb Services
(AWS) cloud. Using Amazon EC2 eliminates your need to invest in hardware up front, so you can develop and deploy
applications faster. You can use Amazon EC2 to launch virtual servers, configure security and networking, and manage
storage.

The following sections explain how to deploy the FortiProxy VM on AWS EC2.
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Before deploying the FortiProxy VM

1. Create a Virtual Private Cloud (VPC) and specify the IPv4 address range for your VPC.

2. Create the subnet and specify your subnetʼs IP address block.
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Before deploying the FortiProxy VM

3. Create an Internet gateway and attach it to your VPC.

4. Create or use the default route table and configure the subnet associations according to the actual network.
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Before deploying the FortiProxy VM

5. Create a security group and configure the inbound rules and outbound rules.

6. Create the IAM policy.
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Before deploying the FortiProxy VM

The following is an example of an AWS permissions policy:

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"elasticbeanstalk:*",
"ec2:*",
"elasticloadbalancing:*",
"sns:*",
"sqs:*",
"rds:*",
"iam:*"
],
"Resource": "*"

}
]

}

7. Create a role and attach the permissions policies.
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Before deploying the FortiProxy VM
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Deploying the FortiProxy VM

After creating a Virtual Private Cloud (VPC), you are ready to deploy the FortiProxy VM on AmazonWeb Services’
Elastic Compute Cloud (Amazon EC2).

1. Log in to AWS and ensure that you have a VPC (Virtual Private Cloud).
2. Go to EC2 and select Launch Instance.

3. Select AWSMarketplace.

4. Enter FortiProxy and press Enter to find the Fortinet FortiProxy-VM Security Web Gateway (BYOL).
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Deploying the FortiProxy VM

5. Select the Fortinet FortiProxy-VM Security Web Gateway (BYOL).

6. Select Continue.
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Deploying the FortiProxy VM

7. Select one of the instance types and then select Review and Launch.

8. SelectMake General Purpose (SSD) the boot volume for this instance and then select Next.
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Deploying the FortiProxy VM

9. Select Launch.
10. Select Create a new key pair, enter a name for the key pair, and then select Download Key Pair.

11. Select Launch Instances.
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Deploying the FortiProxy VM

12. Select View Instances.
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