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Date Change Description
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Overview

Amazon Elastic Compute Cloud (Amazon EC2) provides scalable computing capacity in the Amazon Web Services
(AWS) cloud. Using Amazon EC2 eliminates your need to invest in hardware up front, so you can develop and deploy
applications faster. You can use Amazon EC2 to launch virtual servers, configure security and networking, and manage
storage.

The following sections explain how to deploy the FortiProxy VM on AWS EC2.
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Before deploying the FortiProxy VM

1. Create a Virtual Private Cloud (VPC) and specify the IPv4 address range for your VPC.

EIWS_r Services Resource Groups ~ * L\ blau@fortinet.com ~  Ohio

VPCs > Create VPC

Create VPC

AWVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances. You must specify
an |Pv4 address range for your VPC. Specify the IPv4 address range as a Classless Inter-Domain Routing (CIDR) block; for
example, 10.0.0.0/16. You cannot specify an IPv4 CIDR block larger than /16. You can optionally associate an Amazon-
provided |Pv6 CIDR block with the VPC.

Nametag FortiProxy-VPC (1]

IPv4 CIDR block™ | 10.1.0.0/16 i)

IPVvE CIDR block ®  No IPvE CIDR Block
Amazon provided IPv6 CIDR block

Tenancy @ Default ~ O

* Required Cancel m

2. Create the subnet and specify your subnet’s IP address block.
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Before deploying the FortiProxy VM

Services ~  Resource Groups ~ * [\ blau@fortinet.com ~  Ohio

Subnets = Create subnet

Create subnet

Specify your subnet's IP address block in CIDR format; for example, 10.0.0.0/24. IPv4 block sizes must be between a /16
netmask and /28 netmask, and can be the same size as your VPC. An IPvE CIDR block must be a /64 CIDR block.

Nametag | 10 1 1 0 (]
vPC* | yDC-0371572240ecEb098 - | [3)
VPC CIDRs  ¢cpr Status Status Reason
10.1.0.0/16 associated
Availability Zone = Mo preference + O
IPv4 CIDR block* | 10.1.1.0/24 (1)

* Required Cancel m

3. Create an Internet gateway and attach it to your VPC.

Services Resource Groups ~ * L blau@fortinet.com +  Ohio ~ Support ~
VPC Dashboard Create internet gateway Actions &
4 LR ]
Filter by VPC: Q Fiter by rpew, Delete intemet gateway B—
liter by tags and attribute: 01 0O

Q Selecta VPC v Attach to VPC

@ Name B VPC ~ Owner B4

vate Add/Edit Tags

[ ] 353711861965
Your VPCs
Subnets
Route Tables

Internet Gateways

4. Create or use the default route table and configure the subnet associations according to the actual network.
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Before deploying the FortiProxy VM

Services v  Resource Groups v %

blau@fortin.

- Support v

VPG Dashboard Actions ¥
4

Fitter by VPC
Q Select a VPC

Name

Clo
Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets

@ FortiProxy-VPC-Route-Table

Elastic IPs Route Table: rtb-08a470cc6c23fdagb

Endpaint

ndpoints El
Endpoint Services
NAT Gateways Edit routes.

Peering Connections

rity
Network ACLs Destination
Securty Groups 10.1.0.016

0.0.0.0/0

("\ Filter by tags and attributes or search by keyword

Route Table ID

rtb-08ad70ccbe23fdath

rtb-243ae94f

Routes Subnet Associations

View = All routes

+ | Explicitly Associated with ~ Main

subnet-029b61dd6780cbed9  No
rtb-0c7eb5f61dd673470 -

Route Propagation

Target

local

Tags

Status

active

igw-1e863276 active

5. Create a security group and configure the inbound rules and outbound rules.

Services v  Resource Groups -

VPCID

vpc-03715faad0ecbb098 |...
vpc-03715faad0ectb098 |...
vpc-c56862ad

Propagated

No

No

o 8 0
1to30f3
Owner

353711861565
353711861565
353711861565

Your VECs Q) Filter by tags and attributes or search by
Subnets
Name Group ID

Route Tables
Internet Gateways sg-01ecd9b57749.
Egress Only Internet 5g-021214b461141F..
Gateways sg-06f7b1c66b180.
DHCP Options Sets sg-08031fd6a27be.
Elastic IPs a sg-0933839d3edd
Endpoints sg-0dddb2c7afbde

. . sg-0e33e945ee33
Endpoint Services

sg-24898d4b
NAT Gateways
Peering Connactions
Network ACLs Security Group: sg-0933839d324d79746
Security Groups
Description Inbound Rules
Edit rules

Customer Gateways Type (i Protocol (j
Virtual Private Al TCP Tep

Gateways

6. Create the IAM policy.

o - Create security group Actions v
]

yword

=« Group Name
launch-wizard-3
default
launch-wizard-2

launch-wizard-5

Security_Group_Allow_All

launch-wizard-1
launch-wizard-4

default

Qutbound Rules Tags
Port Range (i Source (|
0- 65535 0.0.0.0/0
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VPCID = Type

vpc-c56862ad EC2-VPC
wpc-03715faadlec. . EC2-VPC
vpc-c56862ad EC2-VPC
vpc-c56862ad EC2-VPC
wpc-03715faadlec . EC2-VPC
vpc-c56862ad EC2-VPC
vpc-c56862ad EC2-VPC
vpc-c56862ad EC2-VPC

Description = | Owni

launch-wizard-3 cr 3537
default VPC securi 3537
launch-wizard-2 cr 3537
launch-wizard-5 cr 3537
Security_Group_A. 3537
launch-wizard-1 cr 3537
launch-wizard-4 cr 3537
default VPC securi 3537

Description (j

S & 0

1to§of 8

er

11861565
11861565
11861565
11861565
11861565
11861565
11861565
11861565



Before deploying the FortiProxy VM

Services Resource Groups ~ * L) blau@fortinet.com v  Global +  Support ~

Policies > FortiProxy_policy

Summary Delete policy

Dashboard

Policy ARN arn:aws:iam: 353711861565 policy/FortiProxy_policy (f]
Groups

Description
Users
Roles Permissions Policy usage Policy versions Access Advisor

| Poticies
Pelicy summary Edit policy 7]

Identity providers
Account settings

Credential report

Encryption keys

The following is an example of an AWS permissions policy:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticbeanstalk:*",
"ec2:*",
"elasticloadbalancing:*",
"sns:*",
"sgs:*",
"rds:*",
"iam:*"
] ’
"Resource": "*"
}
1
}

7. Create a role and attach the permissions policies.
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Before deploying the FortiProxy VM

Create role

Review

Provide the required information below and review this role before you create it.

Role name*

Role description

Trusted entities

Policies

Permissions boundary

No fags were added.

* Required

FortiProxy_Role

Use alphanumeric and +=,_@-_' characters. Maximum 64 characters.

ForiiProxy Role

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

AWS service: ec2.amazonaws.com

FortiProxy_policy

Permissions boundary is not set

Cancel

FortiProxy 7.0 Cloud Deployment Guide (AWS EC2)

Fortinet Inc.
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Deploying the FortiProxy VM

After creating a Virtual Private Cloud (VPC), you are ready to deploy the FortiProxy VM on Amazon Web Services’
Elastic Compute Cloud (Amazon EC2).

1. Loginto AWS and ensure that you have a VPC (Virtual Private Cloud).
2. Goto EC2 and select Launch Instance.

1.Choose AMI 2 Choose Instance Type 3. Configure Instance 4 Add Storage 5 Add Tags 6 Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can selectone of =~
your own AMIs.

Q Search for an AMI by entering a search term e.g. "Windows” x
Quick Start 110 38 of 38 AMIs
My AMIs Amazen Linux 2 AMI (HVM), SSD Volume Type - ami-02bcbb802e03574ba (84-bit x86) / ami-06a134062219ad132 (64-bit Arm) m
AWS Marketplace A;“;ZD::;‘]‘:SE :nel)(wte’:;vim five years support. It provides Linux kernel 4.14 tuned for optimal performance on Amazon EC2, systemd 219, GCC 7.3, Glibc 2.26, Binutils 2 29 1, and the latest software ® 64.bit (x86)
Ll peckan . 64-bit (Am)
Community AMIs Rootdevos typeszos Vimuslizstion type: hum ENA Enabled: Yes

Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-Ocd3dfade37921605

Free tier only (i
Amazon Linux _ The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and Java. The repositories include Docker, PHP, MySQL, -6t (36
PostgreSQL, and other packages

Root devics type: sbs  Virtualization type: hvm  ENA Enabled: Yes

() Red Hat Enterprise Linux 7.6 (HVM), SSD Volume Type - ami-0b500em52d8335eee (64-bil X86) / ami-0302¢1ecc749300as (64-bit Army)
Red Hat Red Hat Enterprise Linux version 7.6 (HVM), EBS General Purpose (SSD) Volume Type @ .
e
Rootdevcstypeieb:  Vinusizstontse hm  ENA Enables: Ves B4-bit (Arm)
3 SUSE Linux Enterprise Server 15 (HVM), SSD Volume Type - ami-0eb3f58db2285418f (64-bit x86) / ami-064a69af69b77fa05 (64-bit Arm)
SUSE Linux_ SUSE Linux Enterprise Server 15 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced Systems Management, Web and Scripting, and Legacy modules enabled. ® 64.bit (x86)
S —— 65t (am)
@® Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-Oc550159cbfafe 10 (64-bit x86) / ami-0f205728/0a44d06 (64-bit Arm) m
Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical (ntto://wwwi.ubuntu.com/cloudisenvices). ® 64.bit (x86)
Root deviee type: ebs Virtualization type: v ENA Enabled: Yes 64-bit (Arm)
Are you launching a database instance? Try Amazon RDS. Hide
. Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale your database on AWS by ing database tasks. With RDS, you can easily

deploy Amazon Aurora, MariaDB, MySQL, Oracle, PostgreSQL, and SQL Server databases on AWS. Aurora is a MySQL and PostgreSQL-compatible, enterprise-class database at 1/10th the cost
of commercial databases.Learn more about RDS

nch a database using RDS

Amazon RDS

3. Select AWS Marketplace.

Services v  Resource Groups

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4 Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
An AMI is a template that contains the software configuration (operating system, appli server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, or the AVS
Marketplace; or you can select one of your own AMIs.
Q, Search for an AMI by entering a search term e.g. "Windows™ x
Quick Start 110 38 of 38 AMIs
My AMIs Amazon Linux 2 AMI (HVM), $SD Volume Type - ami-02bcbb802e03574ba (64-bit x86) / ami-06a134062219ad132 (64-bit Arm) m
AWS Marketplace i in;:z;;b:ﬂ:xzi;l?lm::dvv:;haflr;:eez:e::sﬂa:;::t;:c\'::;::?harit;u:xk:;\el 4.14 tuned for optimal performance on Amazon EC2, systemd 219, GCC 7.3, Glibc ® B4-bit (x86)
[ ) 64-bit (Arm)
Community AMIs Root device type: ebs Virtualization type: hwm  ENA Enabled: Yes.
Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-Ocd3drade37921605
Free tier only (j

Amazon Linux  The Amazon Linux AMI is an EBS-backed. AWS-subported imaae. The default imaae includes AWS command line tools. Pvthon. Ruby. Perl. and Java. The

4. Enter FortiProxy and press Enterto find the Fortinet FortiProxy-VM Security Web Gateway (BYOL).
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Deploying the FortiProxy VM

1.Choose AMI 2 Chooss Instance Type

3 Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system,

ion server, and

Marketplace; or you can select one of your own AMIs

Cancel and Exit

) required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS

‘ Q, FortiProxy X ‘
Quick Start (0) 1to 1 of 1 Products
My AMs (0) FZERTINET  Fortinet FortiProxy-VM Security Web Gateway (BYOL) m
% s (0) | FortiProscy 1.1.1| By Foriinat, Inc.
AWS Marketplace (1) . .
Bring Your Own License + AWS usage fees
Community AMIs (1) LinusxiUnie, Other 1.1.1 | 84-bit (x35) Amazon Machine Image (AMI) | Updated: 41019
FortiProxy is a secure web proxy that protects employees against Internet-borne attacks by incorporating multiple detection technigues such as web filtering, DNS
filtering, data
¥ Categories
More info
All Categories
Infrastructure Software (1)
The following results for "FortiPrexy" were found in other catalogs:
¥ Operating System
) 1 results in Community AMIs
Clear Filter Community AMIs are AMIs that are shared by the general AWS community
¥ Al Linux/Unix
5. Select the Fortinet FortiProxy-VM Security Web Gateway (BYOL).
Fortinet FortiProxy-VM Security Web Gateway (BYOL)
-

F::RTINET

Product Details

Customer Rating
Latest Version

Base Operating System
Delivery Method
License Agreement

On Marketplace Since
AWS Services Required

Highlights

Fortinet FortiProxy-VM Security Web
Gateway (BYOL)

FortiProxy is a secure web proxy that protecis
employees against Intemet-borme  aftacks by
incorporating multiple detection techniques such as
web filtering, DNS filtering, data loss prevention,
antivirus, intrusion prevention, and advanced threat
protection. It helps enterprizes enforce infernst
compliance using granular application control. ..
More info

View Additional Details in AWS Marketplace

Fortinet, Inc.

ket (0)

ForfiProxy 1.1.1

Linux/Unix, Other 1.1.1

G4-bit (x38) Amazon Machine Image (AMI)
End User License Agreement

41019

Amazon EC2, VPC

= Security - Advanced Threat Protection against any Intemef-borne attacks
= Performance - Improving user QoE with advanced content caching, video stream
splitting and WAN optimization.

6. Select Continue.

FortiProxy 7.0 Cloud Deployment Guide (AWS EC2)

Fortinet Inc.

Pricing Details

Bring Your Own License (BYOL)

Hourly Fees

Instance Type
ma.large
mb5.xlarge
mb5.2xlarge
mb5.4dxlarge
ch.large
chxlarge
ch.2xlarge
c5.4xlarge

EBS Magnetic volumes

Software
0.00
50.00
50.00
50.00
50.00
30.00
30.00
0.00

30.05 per GB-month of provisioned storage

30.05 per 1 million /O requests

EC2
50.096
0192
50384
£0.768
£0.085
017
5034
5068

Total
$0.096/Mr
$0.192/hr
$0.384/r
$0.768Mr
$0.085Mr
$0.17/hr
$0.34/hr
$0.68/hr

You will not be charged until you launch this instance.

-
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Deploying the FortiProxy VM

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage

Step 2: Choose an Instance Type

_____ b gyl rdepblpepmrd U=
@ Compute optimized ¢5d 9xlarge 36
@ Compute optimized c5d.18xlarge 2
L] Compute optimized chlarge 2
Compute optimized chxlarge 4
Compute optimized c5.2xlarge 8

5. Add Tags

72

144

16

6. Configure Security Group 7. Review
EESRC s p= o f e p=
1x 900 (S30) Yes 10 Gigabit Yes
2 %900 (SSD) Yes 25 Gigabit Yes
EBS only Yes Up te 10 Gigabit Yes
EBS only Yes Up te 10 Gigabit Yes
EBS only Yes Up to 10 Gigabit Yes

Cancel | Previous Review and Launch Next: Configure Instance Details

7. Select one of the instance types and then select Review and Launch.

Boot from General Purpose (SSD) X

General Purpose (S50 volumes provide the ability to burst to 3000 1OPS per volume,
independent of volume size, to meet the performance needs of most applications and also
deliver a consistent baseline of 3 |OPS/GIB.

® Make General Purpose (35D) the default boot volume for all instance launches from the
console going forward (recommended).

) Make General Purpose (55D) the boot volume for this instance.

) Continue with Magnetic as the boot volume for this instance.

Free tier eligible customers can get up to 30GE of General Purpose (550 storage. ‘

8. Select Make General Purpose (SSD) the boot volume for this instance and then select Next.

FortiProxy 7.0 Cloud Deployment Guide (AWS EC2)
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Deploying the FortiProxy VM

1 Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6 Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process -

A Your instance configuration is not eligible for the free usage tier
To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration options, or storage devices. Learn mere about free usage tier eligibility and usage restrictions.

Tont show me s again

¥ AMI Details Edit AMI

Fortinet FortiProxy-VM Security Web Gateway (BYOL)
FERTNET  FortiProxy-VME4-AWS build0154 v1.1.1_GA

Root Device Typer ebs  Virtualization types hwm

Hourly Software Fees: $0.00 per hour on c5 large instance. Additional taxes or fees may apply.
Software charges will begin once you launch this AMI and continue until you terminate the instance

By launching this product, you will be subscribed to this software and agree that your use of this software is subject to the pricing terms and the seller's
End User License Agreement

¥ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
c5large 8 2 4 EBS only Yes Up to 10 Gigabit

~ Security Groups Edit security groups

Security group name Fortinet FortiProxy-VM Security Web Gateway -BYOL—FortiProxy 1-1-1-AutogenByAWSMP-
Description This security group was generated by AWS Marketplace and is based on recommended settings for Fortinet FortiProxy-VM Security Web Gateway (BYOL) version FortiProxy 1.1.1 provided

bs Emetiommt lmm e
Cancel | Previous Launch

9. Select Launch.
10. Select Create a new key pair, enter a name for the key pair, and then select Download Key Pair.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connact to your instance securely. For Windows AMls, the private key file is required to
obtain the password usad to log into your instance. For Linux AMIs, the private key file allows you to
securely S5H into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Leamn more
about remaoving existing key pairs from a public AMI.

| Create a new key pair v
Key pair name
FortiProxyKeyPair

' Download Key Pair

You have to download the private key file (" pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

11. Select Launch Instances.

FortiProxy 7.0 Cloud Deployment Guide (AWS EC2)
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Deploying the FortiProxy VM

Launch Status

@ Your instances are now launching
The following instance launches have been initiated: i-0e9080e4186bac00a  View launch log

@  Getnotified of estimated charges

Create billing alerts to get an email nolification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier)

How to connect to your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start immediately and continue to accrue until you stop or terminate your instances.

Click View Instances to monitor your instancas' status. Once your instances ars in the running stats, you can connect to them from the Instances scraen. Find out how to connect to your instances

¥ Getting started with your software

To get started withFortinet FortiProxy-VM Security ~ To manage your software subscription

Web Gateway (BYOL)
Open Your Software on AWS Marketplac
View Usage Instructions.

¥ Here are some helpful resources to get you started
+ Amazon EC2: User Guide

« Amazon EC2: Discussion Forum

+ How to connect to your Linux instance
« Learn about AWS Free Usage Tier
While your instances are launching you can also

Create status check alarms to be notified when these instances fail status checks. (Additicnal charges may apply)
Create and attach additional EBS volumes (Additional charges may apply)
Manage security groups

12. Select View Instances.

4 Q Filter by tags and aftributes or search by keyword

Name ~ Instance ID ~ Instance Type ~ Availability Zone ~ Instance State -~ Status Checks ~
i-06024d6bf9T95c4T 12.micro us-gasi-2¢ @ stopped
i-0e9080e4186bac00a  c5.darge us-east-2b @ running & 272 checks .

FortiProxy 7.0 Cloud Deployment Guide (AWS EC2)
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Alarm Status

None

None

[
-

[N
-

Public DNS (IPv4)

ec2-52-14-184-16.us-e

IPv4 Public IP

5214184 16

IPv6 IPs.

2}

A O " 0
1to20f2
Key Name 1
foxtest (4
FortiProxyKeyPair C
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