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Change Log

Date Change Description

2024-10-18 Initial release of FortiMail 7.6.0 Alibaba Cloud Deployment Guide.
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Introduction

This document describes how to deploy FortiMail-VM on the Alibaba Cloud platform. For information about how to
configure FortiMail, see the FortiMail Administration Guide.
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Region Support

Region Support

FortiMail-VM is available for purchase in all the regions/datacenters that the Alibaba Cloud global marketplace covers.
Available regions are:

« Hong Kong

 Asia Pacific SE 1 (Singapore)
o US East 1 (Virginia)

« Asia Pacific NE 1 (Tokyo)

o US West 1 (Silicon Valley)

« EU Central 1 (Frankfurt)

« Middle East 1 (Dubai)

 Asia Pacific SE 2 (Sydney)

« Asia Pacific SE 3 (Kuala Lumpur)
 Asia Pacific SOU 1 (Mumbai)
« Asia Pacific SE 5 (Jakarta)

o North China 1

» North China 2

» China North 3 (Zhangjiakou)
o China North 5 (Huhehaote)

» EastChina 1

» EastChina 2

» South China 1

Other
o Saudi Arabia via the Saudi Cloud Computing Company. See Alibaba Cloud SCCC Operating Saudi Region.

FortiMail 7.6.0 Alibaba Cloud Deployment Guide
Fortinet Inc.


https://alibabacloud.sa/

Creating a VPC

To deploy FortiMail, you first need to create a resource group and a virtual private cloud (VPC) on Alibaba Cloud.

(-] Alibaba Cloud [ Contact Sales &, Call Us (+1-833-732-2135) [ Block the Attacks Q @ US-English v Console S

Why Us v Events Products v Solutions v Pricing v Marketplace Developers v Partners v Docs & Services v Free Trial

To create a resource group:

Log on to Alibaba Cloud.
Go to Products and Services > Resource Management > Resource Group.
Click Create Resource Group.

PoObdR

Enter the Resource Group Identifier and Display Name.

(-] AlibabaCloud | & workbench

#:  Products and Services >
Q) Enter a keyword

&  Elastic Compute Service

Recent Visits
@ ApsaraDBRDS
Resource Management Resource Orchestration Service Object Storage Service
& Virtual Private Cloud Elastic Compute Service irtual Private Cloud Resource Access Management
€ Object Storage Service
\ AnDAELIOUD e e JUp— Cperes e e swpen oes oo L @ N @
Create Resource Group X

* Resource Group Identifier &

FortiMail

* Display Name ©

FMLrg
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Creating a VPC

To create a VPC:

1. Log on to Alibaba Cloud web portal and go to Products and Services > Virtual Private Cloud.

(-] AlibabaCloud = & workoench

532 Products and Services >

Elastic Compute Service

ApsaraDB RDS

Virtual Private Cloud

Obiject Storage Service

Server Load Balancer

Alibaba Cloud CDN

2 X P+ 0 & 4

DataWorks

2. Click Create VPC.

= (-] Alibaba Cloud
VPC .

Cverview JET
VPCs

vSwitch

Q) Enter a keyword

Recent Visits

Elastic Compute Service

Object Storage Service

Elastic Computing
Cloud Servers

Elastic Compute Service

& Workbench

VPC / VPCs

VPCs

Virtual Private Cloud

s

£ All Resources v

Resource Management

Security

Cloud Security

Trafiic Security (Anti-DDoS Basic)

® US (Virginia) w

Resource Access Management

Media Services

Media Processing Service

ApsaraVideo VOD

Create VP ‘ Automatic Identi ™V Search by keyword

Filter by Tag
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Creating a VPC

3. Configure the following settings:

VPC
Name Enter a name for the VPC.
IPv4 CIDR Block Specify the IPv4 CIDR Block for this VPC.
Resource Group Select the resource group for the VPC.
VSwitch
Name Enter a name for the VSwitch.
Zone Select the zone of the VSwitch. Later, it is recommended to deploy FortiWeb-
VM in the same zone.
IPv4 CIDR Block Specify the IPv4 CIDR Block for this VSwitch. It should be a subnet of the
VPC.
€ Create VPC
BT ]
Pv6 CIDR Block @
Enable Pv4 Gataway @
»
vt — : » 0 (1] 0 o/ 4 v
Cancel
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Creating a Security Group

A security group is a set of firewall rules that control the traffic for your VM instances. When you create a VPC, a default
security group protects instances within it. It's recommended to add inbound rules so that the traffic will be allowed to
flow on the specified ports.

To create a security group:

1.
2,
3.

In the Alibaba Cloud web portal, select Elastic Compute Service.
Select Network & Security > Security Groups, then click Create Security Group.
Configure the Basic Information:

Security Group Name Enter a name for the Security Group.

Network Select the VPC you have created.

Security Group Type Select Basic Security Group or Advanced Security Group as desired.
Resource Group Select the resource group for the security group.

Configure Access Rule. Manually add rules to allow ports according to your own needs, in addition to the default
ports 80, 443, and 22.

Itis recommended to add the following inbound and outbound rules as shown below in order for FortiMail-VM to
connect and run properly.

Set the protocol type and port range as shown in the table, and set the source as 0.0.0.0/0 or ::/0 to allow access to
the specified ports from all IPv4 or IPv6 addresses.
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Creating a Security Group

Access Rule & Import Security Group Rule .\, Export

Inbound Outbound

Add Rule Quick Add Q Search by

Action Priority © Protocol Type
O @ Allow 1 Custom TCP
O @ aitow 1 Custom TCP
[ @ alow 1 Custom TCP
O @ alow 1 Custom TCP
O @ alow 1 Custom TCP
O @ aitow 1 AllICMP(Pu)
0
Access Rule &, Import Security Group Rule L, Export

Inbound Qutbound

Add Rule Quick Add

Q Search by port or authorization object

or authorization object

Port Range @

Dest 25/25

Dest 80/80

Dest 443/442

Dest 22/22

Dest 3380/3389

Dest -1/-1

Not Merge

Mot Merge

Authorization Object @ Description

Source 0.0,

Source 0.0.0.0/0

Source 0.0.0.0/0

Source 0.0.0.0/0

Source 0.0.0.0/0

By default, security groups allow all outbound traffic. ECS instances in a security group are allowed to access extemal networks.

Action Priority (O Protocol Type

[ @ alow 1

Custom TCP

O

Port Range (O

Dest 443/443
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Authorization Object &

Description

Dest 0.0.0.0/0

Creation Time

Jan 24, 2023 13:42:52

Jan 24,2023, 12:36:35

Jan 24,2023, 12:36:35

Jan 24, 2023, 12:36:35

Jan 24, 2023, 12:36:35

Jan 24,2023, 12:36:35

Creation Time

Jan 24, 2023, 13:34:44

Actions

Modify

Modify

Modify

Modify

Modify

Modify

Actions

Copy

Copy

Copy

Copy

Copy

Copy

Delete

Delete

Delete

Delete

Delete

Delete

Modify = Copy | Delete
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Uploading the Image File to Object Storage Service

1. Select Object Storage Service.

(—J Alibaba Cloud 3 Workbench & All Resources v @ cChina (Hong Kong) v

=== Products and Services >

C\{ Ente eyword
&) Object Storage Service Analytics

Storage
= CElastic Compute Service Data Computing & Analytics
= Basic Storage Services e y
& Virtual Private Cloud Object Storage Service &  MaxCompute

Hologres

File Storage NAS

2. Select Buckets and click Create Bucket.
o Enter a name for the bucket.
» Select the region where this bucket will be located.
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Uploading the Image File to Object Storage Service

» Configure the Storage Class, Access Control List, and Encryption Method as shown below.

Create Bucket

MWote: Storage Class, Region, and Zone-redundant Storage cannot be changed after the bucket is created.

* Bucket Name

* Region

Endpoint

Resource Group

Storage Class

0ss HoFs [

versioning [N

Access Control List (ACL)

Encryption Method

Cancel

fortimail-bucket 16/63 @

US (Virginia) i
Alibaba Cloud services in the same region can communicate with each other over an internal

network. The region cannot be changed after the purchase. Exercise caution when you select a
region.

oss-us-east-1.aliyuncs.com
FhiL-rg '

Standard 1A Archive Cold Archive

Standard: high-performance, reliable, and highly available storage class. We recommend that you
use this storage class for data that is frequently accessed

How to Choose a Suitable Storage Class

Mot Activated
|:| | have read Usage Motes of O55-HDFS.
Authorize [ ©

For more information about the O55-HDFS service, see 0S5 HDFS [4,055-HDFS cannot be
disabled after it is enabled.

C’ Mot Activated

After you enable versioning for a bucket, objects that are overwritten or deleted in the bucket are
stored as previous versions. If you do not enable versioning for a bucket, objects that are
avenwritten or deleted in the bucket cannot be recovered. Learn more [Z.Versioning is not
enabled for the bucket. Data cannot be recovered after being deleted or ovenwritten

After you enable versioning for a bucket, you are charged storage fees for the current version and
all previous versions of objects in the bucket. For more information, see Leam more [

Private Public Read Public Read/Write

Private: Only the owner or authorized users of this bucket can read and write files in the bucket.

@ Mone () OS5-Managed KMS

FortiMail 7.6.0 Alibaba Cloud Deployment Guide
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Uploading the Image File to Object Storage Service

& fortimail-bucket / US (Virginia)

3_Enter e conter | | # Upload To @ cument () Specied
oss/fortimai-bucket/

Overview
Data Usage ¥ | Feac Private Public Read Public Read/Wrte
Files -

Objects

S Sucket... Files to Upload
Permission Control v
Content Security v
Data Management M Note:Ifyou upload an object that has tne same name a ot upicad an object that s greater than 5 GB i size.Ifyou wan to upioad
in oose erform mulipart pioad
Data Processing v
Bucket Settings v
Select Folders

Logging v
Data Lake v Name Foider Storsge Clas: Size

Delete Bucket

fortimal-alicdoud.gcon? - 11869 M3

Numboer of Files: 1 Total Size: 118.7M8

Advanced Settings v

3. Click OK. The bucket will appear in the bucket list in the navigation menu.
4. Select the bucket you just created, then click the Files Tab. Click the Upload button to upload the image file.

5. Select Current for the Upload to directory, inherited from Bucket as the File ACL, then Select Files to upload the
(qcow2) image file.

Upload Create Foider Parts Authorize Enter a file name prefix Q More Criteria =3

Starage Class
2 Updated At Actions
7]

118.668MB Stangard Jan 26,2023, 13:14:35

6. The file will be displayed in the table on the Upload page if it is uploaded successfully. Click View Details.

FortiMail 7.6.0 Alibaba Cloud Deployment Guide
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Uploading the Image File to Object Storage Service

View Details

File Mame

ETag
Validity Period
(Seconds)

HTTPS

URL(®)

Storage Class

File ACL

Storage Class

Server-side
Encryption

@

{7) Image Processing =

Preview is not available for this format.

fortimail-alicloud.qcow?  Copy

OCSB&71FASFFEFBAACED2ZAABSEDE25A0

3600

@

ttps//fortimail-bucket.oss-us-east-1.alyuncs.com/fortimail-alidoud.qgoow2?Exp
ires=1674761055&055AccessKeyld =TMP.3 KfigOWHMXmdK dSNek TeoZhon2inky
aSoaqvzyBhwiXH T 3wNpAUpjnglYoB5sztitHs9 pRF3YONcoBUHFImmo3rmnCrr
hitEsignature=401vIYCI57s3H640ABHETIVI %

Download | Copy File URL

application/octet-stream Set HTTF Header
Inherited from Bucket Set ACL
Standard

Mone

FortiMail 7.6.0 Alibaba Cloud Deployment Guide
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Uploading the Image File to Object Storage Service

7. Click Copy File URL. You will use this URL later when creating a custom image.

= (-] Alibaba Cloud € Workbench S AllResources v

Elastic Compute Service

Events
Tags
Troubleshooting

S Cloud Assistant

Applications I

Instances & Images

Instances

Elastic Container
Instance

Dedicated Hosts
Super Computing Cl
Reserved Instances
Resource Assurance B

Savings Plans

© Us (virginia) v

ECS
Images We recommend that you use the image builder feature to create images.Create an image template. €8

Create Image O Create Custom Image Use OOS to Create Update Image ® Image Builder

Selectan existing image and use the image builder feature to
customize the image content in 3 text-based manner to update,

share, or distribute the image easiy.

Create an image by using an existing ECS instance or a snapshot.

puoteimages

Shared Image  Marketplace Images  Community Images

Image Family @
o Image Name | Enter an image name Q Filter by Tag ™
All Images O 1orvame Image Family  Tag Operating System
[ mtemzsinsigTimighl A

hvardhan_fm_test

[ mbefebesidans A
sdivyaalok_fmls -
[ m-Odaxngpdfiveszetade A

FortiMail 7.6.0 Alibaba Cloud Deployment Guide
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Seart Expenses

Copy Image ®

Copy an image to another Alibaba Cloud region.

Platform Bit Size of OS. Status(AllP
Others
" 6ebit
Linux
Others
" 6ebit
Linux
Others P

ICP Enterprise

Copy Image
Progress
100%
100%

Support  Tickets

Import Image & Online

Manually import an image or go to the Server Migra
console to automatically import an image.

Creation Time Actions

Create Instance  Cop
Jan 24,2023, 121719
Share Image

Create Instance ~ Cop
Jan 23, 2023, 1411908
Share Image

Create Instance  Cop
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Creating Custom Images

1. Select Elastic Compute Service.
2. Select Instances & Images > Images > Custom Images, then click the Import Image button.

Import Image & X
Region: US (Mirginia)
* 0SS Object Address @: I https://fortimail-bucket.oss-us-east-1.aliyuncs.com/fortimail-alicloud.gcow2 7Expires= 16747621458

Learn how to obtain OSS file addresses.

* Image Name: fmi_test
* Operating System/Platform: Linux Others Linux
* Architecture: *B6_64

System Disk Size (GIB):

@

T,
QCow2

License Type: Auto

Description: Enter keywords

D Add Data Disk Image

Resource Group: Select &

m Cancel
3. Configure the image settings.

» OSS Object Address: Enter the File URL you have copied in the last step when uploading image file to Object
Storage Service.

» Image Name: Enter a name for the image.

FortiMail 7.6.0 Alibaba Cloud Deployment Guide 17
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Creating Custom Images

For other settings, please configure them as shown below.

4. Click OK.
5. You will see the image listed on the Custom Images tab if it is created successfully.
6. Click Create Instance to create a FortiMail instance.

Custom Images ~ PublicImages  SharedImage  Marketplace Images  Community Images

Image Family &
Image Name V| Enter an image name o} Filter by Tag ™
Q Search
Al [ ibrName Image Family ~ Tag  Operating System Platform  Bit Size of 05 Status(AlT Progress  Creation Time
mages
m-{ifivugbet 14l Others
A = Bdbit © Available 100% Jan 26, 2023, 13:45:36
fm_test Linux

FortiMail 7.6.0 Alibaba Cloud Deployment Guide
Fortinet Inc.
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Creating the FortiMail-VM instance

1. Select the Custom Launch tab.
2. Set Basic Configurations.

Billing Method Choose the desired billing method. If you plan to use FortiWeb for a long time,
Subscription is the most economical choice.

Region Select the region and zone where the VSwitch is located.

Instance Type Select the instance type with at least 2 vCPU and 8 GB memory.

o Basic Configurations Networking System Configurations (Optionall Grouping (Cptional

Billinz Method

onfiguration changes, or instance family changes. Learn more>

Instancs Type Type-based Selection | Seenario-based Selection

Current Generation  All Generations  Purchase History
Fiter - - Q0 optimzse M
Brchitecturs | xB6-Architecturs ARM Haterag ce
Catsgory | Gensral Purpase Cempute Optimizad g Data High Cleck Spsed Shared Enhanced Ascommended
Starage 0
iemal Bandwidin
" Network  Packet Forwardi Storage 1075 . <
Family Instance Type wCPUs & Y ek Spead ewer e — Baseline/Burst Instance Pricing & Physical Brocessar
s Bandwidth  Rate ) & Base/Peak supported
= Value
- (Gbit/s)
2vcPUs B GB 25GHz/32 GHz :;:‘_’3 10,5007 " Yer 50093 USD Fer Hour intel Xeon(Cascade Leke) Platinum 8269CY
S 5183/ e
ZvCPUs  EGE I5GHUETGHz 1 Ghos Yes  §0.96 USD Per Hour = 'u"‘s,f (el
2uCPUs  BGE g o 21000 Yes 50023 USD Per Hour intel Xeon(Cascade Lake Platinum 8269CY
Gbps
AvCPUs 16GE 25GHZA2GH: :;:(-): 21,0007 Yer  §0.125 USD Fer Hour intel Xeon(Cascade Leke) Platinum 8269CY
S 5183/ e
AvCPUs  16GE 25GHZZTGHz  15Gbps Yes  $0.192UsD Fer Hou latinam 8163 / Incel
s} Platinum £260CY
avCPUs  16GE  25GHzaace: P! qoooooness 22,000 150 Yes 2045 USD Per Hour intel Xeon(Cascads Lake) Platinum 8269CY ¥
Selected Instance Type
Quantity 1 4 Units 3instances of the selected instance type rrent zon; an create 4003 more 0 to incraas
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Creating the FortiMail-VM instance

Image Public Image Custom Image Shared Image Marketolzce Image Community Image
v o
Storage System Disk
Di Stendard S50 v G 34501075 [ Reease witn Instance
Data I

S Fila &

Snapshot Backup Period: v O Creste Automatic P Data Source :
m t B p disks t ttacks and accident delet hot p o g and t

3. Configure Networking.

Network Type
Public IP Address

Bandwidth Billing
Security Group

Elastic Network Interface

° Basic Configurabons —898 ———— o’»:: vorking

Select the VPC and the VSwitch you want to connect to the public IP address.

Enable Assign Public IP Address. You will access FortiWeb's GUI and
CLI through this IP address.

Select Pay-By-Traffic or Pay-By-Bandwidth as desired.
Select the Security Group you have created.

Select the VSwitch for FortiWeb interfaces to connect to. Click Add ENI/ to add
more interfaces on Forti\Web.

Security Group 1).fmi_tes!_se

192.168.20.0/24

4. Configure System Configurations.

FortiMail 7.6.0 Alibaba Cloud Deployment Guide
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Creating the FortiMail-VM instance

Select either Key Pair or Set Later for Logon Credentials, and enter an Instance Name. The default username is
admin and the password is Instance ID.

° Basic Configurations ° Networking e System Configurations (Optional) Grouping (Optional} Preview
Logon Cradentials KeyPar  Setlster
TLogon Username @® root
Hey Pair () FML_deploy_test QA kp ¥ O Creste Key Par | Leam more.
Instance Name FML_Instance

Description.

Host(® FML

In other operating systems such as Linux:

Sequential Suffix

Release Protection Prevent users from releasing the instance in

Advanced (based on instance RAM roles or cloud-init) Show

5. Configure Grouping. Select Default Resource Group or create a new resource group.

6. Review the instance information. Check ECS Terms of Service and Product Terms of Service Agreement. Click
Create Instance.

It may take 1-5 minutes to create the instance.
7. Check the status of the instance. If it's running, you can go ahead to the next step.

FortiMail 7.6.0 Alibaba Cloud Deployment Guide
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Connect to FortiMail

1. Click on Connect. A VNC console will display.

ECS ' Instance

2. Getthe public IP address of the instance as shown below. Use this address to access the FortiMail unit's web Ul in a

3. Atthe first time login, you will be forced to change your password.

FortiMail 7.6.0 Alibaba Cloud Deployment Guide

Elastic Compute Service

Cverview

Events

Tags
Troubleshooting
ECS Cloud Assistant

Applications I

¢« FML Instance +

Instance Details Monitoring

Basic Information

FML_Instance £ © Running

Cloud Disk

Snapshot-consistent Groups Snapshot ENIs

Restart

Remote Commands/Files

Stop | Configure Security Group Rule

Tnstance ID Region
Instances & Images ~ i-0xi0deqt S0r2dshujjdt US (Virginia)
Instances Resource Group e
Virginia Zene A

Images

Public [P Hostname
Elastic Container [ 1725301156 Convert to EIP - Moty Hostname
Instance

Security Group Created At

Dedicated Hasts
Super Computing Clusters
Reservad Instances
Resource Assurance

Savings Plans

sg-Oxiduwsmhi20f0xhSyn

Description

Add to Security Group

Modify Instance Description

Jan 26, 2023, 14:16:00 EST

Auto Release Time

CPU and Memory Cloud Disk
2¢CPU) § GiB 2
Network & Security ~ Opeating System Suapihot

web browser or the CLI using an SSH connection.
&« C A Notsecure | hitps//47.253.91.156/admin

Fortinet Inc.

Fortinet FortiMail-VM

Please read and accept the following agreement before proceeding.

Your login name is "admin”, and the password is set to your Alibaba Cloud instance

ID.

Decline

Release

22



Connect to FortiMail

"2 Please Login

Your st chamge your password

p— Mease Losin from the default before
" O conlinuing

admin

min
| l.|.l‘"l.l.l..l'l.l'l.l..l'l|
L T L T T T T T T T P YT T LY
| Remermber me

FEEREREBERES

Change Password

Log Ot

4. The last step is to upload a valid FML VM license, and then you should be able to see the FortiMail GUI console. For
details about how to configure FortiMail, see the FortiMail Administration Guide.
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