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Change Log

Date Change Description

2024-10-18 Initial release of FortiMail 7.6.0 Alibaba Cloud Deployment Guide.
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Introduction

This document describes how to deploy FortiMail-VM on the Alibaba Cloud platform. For information about how to
configure FortiMail, see the FortiMail Administration Guide.
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Region Support

Region Support

FortiMail-VM is available for purchase in all the regions/datacenters that the Alibaba Cloud global marketplace covers.
Available regions are:

l Hong Kong
l Asia Pacific SE 1 (Singapore)
l US East 1 (Virginia)
l Asia Pacific NE 1 (Tokyo)
l USWest 1 (Silicon Valley)
l EU Central 1 (Frankfurt)
l Middle East 1 (Dubai)
l Asia Pacific SE 2 (Sydney)
l Asia Pacific SE 3 (Kuala Lumpur)
l Asia Pacific SOU 1 (Mumbai)
l Asia Pacific SE 5 (Jakarta)
l North China 1
l North China 2
l China North 3 (Zhangjiakou)
l China North 5 (Huhehaote)
l East China 1
l East China 2
l South China 1

Other

l Saudi Arabia via the Saudi Cloud Computing Company. See Alibaba Cloud SCCCOperating Saudi Region.
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Creating a VPC

To deploy FortiMail, you first need to create a resource group and a virtual private cloud (VPC) on Alibaba Cloud.

To create a resource group:

1. Log on to Alibaba Cloud.
2. Go to Products and Services > Resource Management > Resource Group.
3. Click Create Resource Group.
4. Enter the Resource Group Identifier and Display Name.
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Creating a VPC

To create a VPC:

1. Log on to Alibaba Cloud web portal and go to Products and Services > Virtual Private Cloud.

2. Click Create VPC.
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Creating a VPC

3. Configure the following settings:

VPC

Name Enter a name for the VPC.

IPv4 CIDR Block Specify the IPv4 CIDR Block for this VPC.

Resource Group Select the resource group for the VPC.

VSwitch

Name Enter a name for the VSwitch.

Zone Select the zone of the VSwitch. Later, it is recommended to deploy FortiWeb-
VM in the same zone.

IPv4 CIDR Block Specify the IPv4 CIDR Block for this VSwitch. It should be a subnet of the
VPC.
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Creating a Security Group

A security group is a set of firewall rules that control the traffic for your VM instances. When you create a VPC, a default
security group protects instances within it. It's recommended to add inbound rules so that the traffic will be allowed to
flow on the specified ports.

To create a security group:

1. In the Alibaba Cloud web portal, select Elastic Compute Service.
2. Select Network & Security > Security Groups, then click Create Security Group.
3. Configure the Basic Information:

Security Group Name Enter a name for the Security Group.

Network Select the VPC you have created.

Security Group Type Select Basic Security Group or Advanced Security Group as desired.

Resource Group Select the resource group for the security group.

4. Configure Access Rule. Manually add rules to allow ports according to your own needs, in addition to the default
ports 80, 443, and 22.
It is recommended to add the following inbound and outbound rules as shown below in order for FortiMail-VM to
connect and run properly.

5. Set the protocol type and port range as shown in the table, and set the source as 0.0.0.0/0 or ::/0 to allow access to
the specified ports from all IPv4 or IPv6 addresses.
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Creating a Security Group
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Uploading the Image File to Object Storage Service

1. SelectObject Storage Service.

2. Select Buckets and click Create Bucket.
l Enter a name for the bucket.
l Select the region where this bucket will be located.
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Uploading the Image File to Object Storage Service

l Configure the Storage Class, Access Control List, and Encryption Method as shown below.
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Uploading the Image File to Object Storage Service

3. ClickOK. The bucket will appear in the bucket list in the navigation menu.
4. Select the bucket you just created, then click the Files Tab. Click the Upload button to upload the image file.
5. Select Current for the Upload to directory, inherited from Bucket as the File ACL, then Select Files to upload the

(qcow2) image file.

6. The file will be displayed in the table on the Upload page if it is uploaded successfully. Click View Details.
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Uploading the Image File to Object Storage Service
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Uploading the Image File to Object Storage Service

7. Click Copy File URL. You will use this URL later when creating a custom image.
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Creating Custom Images

1. Select Elastic Compute Service.
2. Select Instances & Images > Images > Custom Images, then click the Import Image button.

3. Configure the image settings.
l OSS Object Address: Enter the File URL you have copied in the last step when uploading image file to Object
Storage Service.

l Image Name: Enter a name for the image.
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Creating Custom Images

For other settings, please configure them as shown below.

4. ClickOK.
5. You will see the image listed on the Custom Images tab if it is created successfully.
6. Click Create Instance to create a FortiMail instance.
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Creating the FortiMail-VM instance

1. Select the Custom Launch tab.
2. Set Basic Configurations.

Billing Method Choose the desired billing method. If you plan to use FortiWeb for a long time,
Subscription is the most economical choice.

Region Select the region and zone where the VSwitch is located.

Instance Type Select the instance type with at least 2 vCPU and 8 GBmemory.
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Creating the FortiMail-VM instance

3. Configure Networking.

Network Type Select the VPC and the VSwitch you want to connect to the public IP address.

Public IP Address Enable Assign Public IP Address. You will access FortiWeb's GUI and
CLI through this IP address.

Bandwidth Billing Select Pay-By-Traffic or Pay-By-Bandwidth as desired.

Security Group Select the Security Group you have created.

Elastic Network Interface Select the VSwitch for FortiWeb interfaces to connect to. Click Add ENI to add
more interfaces on FortiWeb.

4. Configure System Configurations.
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Creating the FortiMail-VM instance

Select either Key Pair or Set Later for Logon Credentials, and enter an Instance Name. The default username is
admin and the password is Instance ID.

5. ConfigureGrouping. Select Default Resource Group or create a new resource group.
6. Review the instance information. Check ECS Terms of Service and Product Terms of Service Agreement. Click

Create Instance.
It may take 1-5 minutes to create the instance.

7. Check the status of the instance. If it's running, you can go ahead to the next step.
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Connect to FortiMail

1. Click on Connect. A VNC console will display.

2. Get the public IP address of the instance as shown below. Use this address to access the FortiMail unit’s web UI in a
web browser or the CLI using an SSH connection.

3. At the first time login, you will be forced to change your password.
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Connect to FortiMail

4. The last step is to upload a valid FML VM license, and then you should be able to see the FortiMail GUI console. For
details about how to configure FortiMail, see the FortiMail Administration Guide.
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