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Introduction

FortiManager centralized management appliances deliver the essential tools needed to
effectively manage your Fortinet-based security infrastructure.

Using the FortiManager system, you can:

e configure multiple FortiGate units (including FortiGate, FortiWiFi, FortiGate-One, FortiGate
VM), FortiCarrier units, FortiMail units, FortiSwitch units, and FortiClient endpoint security
agents,

e segregate management of large deployments easily and securely by grouping devices and
agents into geographic or functional administrative domains (ADOMs),

e configure and manage VPN policies,

e monitor the status of these units,

e view device logs,

e update the antivirus and attack signatures,

¢ provide web filtering and email filtering service to the licensed devices as a local FortiGuard
Distribution Network (FDN) server.

e update the firmware images of the devices.

The FortiManager system scales to manage up to 10000 devices and virtual domains (VDOMS)
and up to 120000 FortiClient agents from a single FortiManager interface. It is designed for
medium to large enterprises and managed security service providers. FortiManager system
architecture emphasizes reliability, scalability, ease of use, and easy integration with third-party
systems.

This section contains the following topics:

e About this document
¢ FortiManager documentation

About this document

This document describes how to configure and manage your FortiManager system and the
devices that it manages.

The FortiManager system documentation assumes you have one or more FortiGate units, you
have FortiGate unit documentation, and you are familiar with configuring your FortiGate units
before using the FortiManager system. Where FortiManager system features or parts of features
are identical to FortiGate unit, the FortiManager system documentation refers to the FortiGate
unit documentation for further configuration assistance with that feature.

This document contains the following information:

e What’s New in v4.0 MR3 lists and describes some of the new features and changes in
FortiManager v4.0 MR3 and Patch Releases 1 to 8.

e Fortinet Management Theory describes key features of the FortiManager system.

¢ Using the Web-based Manager introduces the FortiManager Web-based Manager interface
that is used to manage and configure supported Fortinet units and FortiClient agents, and to
view FortiGate unit configuration, device status, system health, real time logs, and historical
logs.

Page 18


http://www.fortinet.com/

Introduction

Administrative Domains (ADOMs) describes ADOMs that can define sets of devices to be
controlled by one or more administrators.

System Settings describes how to control and monitor the operation of the FortiManager
system, including network settings, managing firmware revisions, configuration backup and
administrator access.

Using FortiManager Wizards describes how to use the Install, Add Device, and Import
Device wizards.

Device Management describes adding, configuring and managing devices, Virtual Domains
(VDOMs) and working with device groups.

Policies and Objects describes policy workflow, provisioning, policy packages, objects and
dynamic objects.

VPN Console describes how to configure a VPN and firewall policies.

Installing Device Configurations describes installing configuration changes to the devices
and pulling the existing configurations from the devices.

Advanced Features describes administrative web portals and portal access.
Application Program Interfaces

Java-based Administration Client introduces the FortiManager java-based administration
client tool that can used to manage and configure supported devices and FortiClient agents.

Working with Scripts describes how to create and manage scripts from devices that are in
operation. Administrators can use functions, such as the configure function, the debug
function, the show function, and the get function, to manage devices using scripts.

FortiGuard Services describes how to use the FortiManager system as a local update server
for AV and IPS signatures and a on-site FDN server for FortiGuard Web Filtering and Email
Filter services.

Firmware and Revision Control describes how to view, download and install device firmware
images.

Real-time Monitor describes how to monitor the status of a number of devices, system alerts
and device log.

FortiClient Manager describes how to use the FortiClient Manager to centrally manage
FortiClient agents.

High Availability describes how to configure and manage a FortiManager high availability
clusters.

FortiManager Firmware
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FortiManager documentation

The following FortiManager product documentation is available:

e FortiManager v4.0 MR3 Patch Release 8 Administration Guide

This document describes how to set up the FortiManager system and use it to manage
supported Fortinet units and FortiClient agents. It includes information on how to configure
multiple Fortinet units and FortiClient agents, configuring and managing the FortiGate VPN
policies, monitoring the status of the managed devices, viewing and analyzing the FortiGate
logs, updating the virus and attack signatures, providing web filtering and email filtering
service to the licensed FortiGate units as a local FortiGuard Distribution Network (FDN)
server, firmware revision control and updating the firmware images of the managed units and
agents.

e FortiManager System QuickStart Guide

This document is included with your FortiManager system package. Use this document to
install and begin working with FortiManager system and FortiManager Web-based Manager.

e FortiManager online help

You can get online help from the FortiManager Web-based Manager. FortiManager online
help contains detailed procedures for using the FortiManager Web-based Manager to
configure and manage FortiGate units.

e FortiManager v4.0 MR3 Patch Release 8 CLI Reference

This document describes how to use the FortiManager CLI and contains a reference to all
FortiManager CLI commands.

e FortiManager v4.0 MR3 Patch Release 8 Release Notes

This document describes the new features and enhancements in the FortiManager system
since the last release and lists the resolved and known issues. This document also defines
supported platforms and firmware versions.

e FortiManager v4.0 MR3 Patch Release 8 Log Message Reference Guide

The FortiManager Log Message Reference Guide describes the structure of FortiManager
log messages and provides information about the log messages that are generated by the
FortiManager system.
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What’s New in v4.0 MR3

This chapter lists and describes some of the key changes and new features added to the
FortiManager system.

\z L/ This document was written for FortiManager v4.0 MR3 Patch Release 8.

Global policy improvements

Global policy license change

FortiManager v4.0 MR3 Patch Release 8 supports the global policy feature without a license.

Assigning global policies to ADOMs

FortiManager v4.0 MRS allows you to specify which policy package within each ADOM, will
inherit the global policy or global database. This enhancement provides a finer granularity to
assign specific policy packages within each ADOM.

Add global zone to global policy

FortiManager v4.0 MR3 adds a global zone objects menu and table for adding global zones to
global policies. The following changes are included:

¢ Within an ADOM, the global zones are read-only and can not be deleted or edited in the
Objects database.

¢ You will need to populate the global zones with interfaces from each device manager.

¢ Global zones can be used for both global level policy packages as well as ADOM level policy
packages, after it is assigned from global to the specified ADOM.

Section view for global and ADOM policy packages

FortiManager v4.0 MR3 improves the section view menu, by zone with custom label sections.
This change adds the following features:

¢ View with global sections or with zone sections with custom labels

e Option to toggle between views

e Support for both ADOM and global policy packages.

Page 21


http://www.fortinet.com/

Administrative Domain (ADOM)

The following improvements have been made to the ADOM list page:

¢ When the global admin user logs in, they are directed to the ADOM list page.

¢ When selecting the ADOM name, the left menu item will be selected and the ADOM
dashboard will be displayed.

e The right-click context menu has a new option to enter the ADOM.
¢ A search field has been added to the navigation pane to quickly search for a specific ADOM.

¢ |f backup mode has been configured, backup is displayed beside the ADOM name in the
column.

e A new column has been added to show if the ADOM has any alerts and a count of the
number of alerts.

e A status icon is displayed beside each device to show if communication is up or down.

¢  When you hover the mouse pointer over an ADOM, an Enter dialogue box appears. Left-click
Enter to enter the ADOM menu.

ADOM backup and revision control

FortiManager v4.0 MRS introduced two administrative domain (ADOM) configuration modes:
Normal and Backup. FortiManager v4.0 MR3 also introduces improvements with how the
FortiManager handles backup and revision control in both these modes of operation. See
“Administrative Domains” on page 38 for more information.

Install wizard/Import wizard

FortiManager v4.0 MR3 provides enhancements to the install wizard and import wizard. These
changes include:

e (Clear description of error messages
e Preview option to view the installation changes for a policy package
¢ Preview option for device settings installation

Add device wizard, fast forward support
An option has been added to device discovery that allows you to ignore prompts when adding

or importing a device unless errors occur. If the device has VDOMSs, this option is hidden on the
discovery page and displayed on the VDOM page.

Import policy
FortiManager v4.0 MR3 provides enhancements to the import policy wizard which allows you to

select specific policies to import. This granularity provides you with more control over the
device and policy import process. Both IPv4 and IPv6 policies are supported.
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Virtual Domain (VDOM)

FortiManager v4.0 MR3 provides the following improvements to the import wizard and device

management to handle the import of multiple VDOMs and import of devices/VDOMs when

upgrading or moving devices between ADOMS:

¢ New add VDOM page in the import wizard.

¢ If the device has VDOMs enabled with more than one VDOM, the add VDOM page will be
displayed.

e The first VDOM will be selected by default, as each VDOM is imported, it will be greyed out
in the list.

* You can specify a specific VDOM to import

* You can select the Import All checkbox to automatically import all VDOMs, or any remaining
VDOMs that have not been imported.

* You can choose the Skip Remaining button to ignore any remaining VDOMSs and jump
straight to the summary page.

Once a VDOM is added, you will return to the Add VDOM page.

Policy usability

FortiManager v4.0 MR3 adds a Set Profile option in the right-click menu on the policy page. You
can use option to assign a new profile to the firewall policy without having to remove and re-add
the profile or open the edit policy page.

Multiple policy edit

FortiManager v4.0 MR3 provides an enhancement to allow you to select multiple policies and
then right-click to modify the UTM settings for all the selected policies.

FortiToken support

FortiManager v4.0 MRS provides FortiToken support as a configurable object. See “FortiToken
configuration example” on page 176.
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Management model

The FortiManager system in v4.0 MR3 has been changed from what you may be used to from
earlier versions. In previous versions there were two modes of operation: EMS and GMS. In v4.0
MR3, these have been combined into a single, united workflow that is suitable for users of either
mode.

The new management model has the following configuration management components per
ADOM:

e Policy & Objects
* Real-Time Monitor
e FortiClient Manager
* Add Device Wizard
e [nstall Wizard
e Device Settings Management:
e Device Summary & Status
e VDOM Synchronization
e Web-based Manager Scripts

For more information on the new management model, see “Fortinet Management Theory” on
page 27.

FortiManager VM licensing changes

With FortiManager v4.0 MR3 the following changes have been made to FMG-VM:

Automatic fifteen (15) day evaluation license

Removal of requirement to have FMG-VM contact FortiGuard Distribution Servers (FDS) for
license activation

Stackable license model for FMG-VM license add-ons
License can be applied through the FMG-VM CLI.

See “FortiManager VM” on page 372.

Web-based Manager changes

FortiManager v4.0 MRS3 includes a number of changes to the Web-based Manager:

What’s New in v4.0 MR3

Tab Bar

The Web-based Manager now features a tab bar to improve its organization and simplify
access to important system functions.

System Settings

The System menu in the Web-based Manager has been improved to make it easier to use.
Improved support for widgets has been added.

Installation improvements

FortiManager v4.0 MR3 simplifies installation of updates to managed devices, allowing
“1-click” installation of updates.

Policy table improvements

The policy table has had several improvements made, including contextual menus, to
improve usability.
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User workspaces

System administrators can enable or disable concurrent access to the same ADOM if multiple
administrators are responsible for managing a single ADOM. When enabled, multiple
administrators can log in to the same ADOM concurrently. When disabled, only a single
administrator has read/write access to the ADOM, while all other administrators have read-only
access.

For further reading on how all the new changes to the Web-based Manager work, please refer to
“Concurrent ADOM access” on page 42.

Search improvements

Searching in FortiManager v4.0 MR3 has been updated to allow users to find the information
they are looking for easier. This includes global object searches, plus the ability to easily locate
where objects are being used in specific policy packages with the Where Used feature.

Improvements to Device Manager

FortiManager v4.0 MR3 adds many usability improvements to the Add Device tab, including:

¢ New layout design

e The process for adding, importing, and installing devices has been streamlined with the Add
Device and Install wizards

¢ Real-time progress monitoring
e Real-time FortiGate data.

For more information on Device Manager, please refer to “Device Management” on page 135.

Firewall Policies Consistency Check

FortiManager v4.0 MR3 adds the ability to check all firewall rules and policies to ensure
consistency and eliminate rule conflicts that may prevent your devices from passing traffic. The
check will verify:

¢ Object duplication: two objects that have identical definitions

¢ Object shadowing: one object completely shadows another object of the same type
e Object overlap: one object partially overlaps another object of the same type

¢ Object orphaning: an object has been defined but has not been used anywhere.

This will allow you to optimize your rule and policy sets and potentially reduce the size of your
databases.

For more information, see “Perform a policy consistency check” on page 170.

Java Client for Windows

FortiManager v4.0 MR3 now supports a Java-based desktop client for Microsoft Windows that
allows an administrator to interact with FortiManager via their desktop. For users with large data
sets, this can assist in easier and faster management of their networks.

Please see “Java-based Administration Client” on page 207.
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IPv6 support

FortiManager v4.0 MR3 now fully supports all FortiGate IPv6 features, both via the CLI and the
Web-based Manager.

Audit logging

FortiManager v4.0 MR3 now provides full logging of all administrative activities.

FortiGate to FortiManager protocol

There have been revisions to the FGFM protocol used to communicate between FortiGate and
FortiManager devices, including the ability to remotely execute commands on remote FortiGate
devices.

FortiMail support

FortiManager v4.0 MR3 now supports remote managing of FortiMail devices. FortiManager is
now able to discover and add FortiMail devices; remotely monitor FortiMail status; view, edit,
install and backup FortiMail settings and configuration files; and remotely create, view, edit,
delete and execute scripts.

High Availability improvements

FortiManager v4.0 MR3 brings improvements to HA mode:

e Automatic firmware updating to slave units when the primary unit is upgraded

¢ Automatic removal of inoperable slave units, with notification to the administrator indicating
that action is required

¢ |mproved uptime and availability enhancements.

Please review the High Availability section of this document, located on page 356 for further
information.

SNMPv3 support added

FortiManager v4.0 MR3 now has SNMPv3 support, allowing SNMPv3 queries, replies,
authentication and views. More information on this feature is available in the FortiManager v4.0
MR3 Patch Release 7 CLI Reference, available online at http://docs.fortinet.com/.

Additional XML API extensions

FortiManager v4.0 MR3 adds additional extensions to the XML definition to allow better group
management.
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Fortinet Management Theory

FortiManager is an integrated platform for the centralized management of products in a Fortinet
security infrastructure. A FortiManager installation provides centralized policy-based
provisioning, configuration and update management for FortiGate (including FortiGate,
FortiWiFi, FortiGate One, and FortiGate VM), FortiCarrier, FortiSwitch devices and FortiClient
end-point security agents.

To reduce network delays and minimize external Internet usage, a FortiManager installation can
also act as an on-site FortiGuard Distribution Network (FDN) server for your managed devices
and agents to download updates to their virus and attack signatures, and to use the built-in
Web Filtering and email filtering services.

The FortiManager a scales to manage up to 10000 devices and virtual domains (VDOMSs) and up
to 120000 FortiClient agents from a single FortiManager interface. It is primarily designed for
medium to large enterprises and managed security service providers.

Using a FortiManager device as part of an organization’s Fortinet security infrastructure can
help minimize both initial deployment costs and ongoing operating expenses. It allows fast
device and agent provisioning, detailed revision tracking, and thorough auditing.

Key features of the FortiManager system

Configuration revision control and tracking

Your FortiManager unit records and maintains the history of all configuration changes made
over time. Revisions can be scheduled for deployment or rolled back to a previous configuration
when needed.

Centralized management

FortiManager can centrally manage the configurations of multiple devices from a single console.
Configurations can then be built in a central repository and deployed to multiple devices when
required.

Administrative Domains

FortiManager can segregate management of large deployments by grouping devices and
agents into geographic or functional administrative domains (ADOMs).

Local FortiGuard service provisioning

A FortiGate device can use the FortiManager unit for antivirus, intrusion prevention, web filtering
and email filtering to optimize performance of rating lookups, and definition and signature
downloads.

Firmware management

FortiManager can centrally manage firmware images and schedule managed devices for
upgrade.
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Scripting

FortiManager supports CLI or TCL-based scripts to simplify configuration deployments.

FortiClient management

FortiManager can also be used to manage, monitor and update your FortiClient endpoint
security agents.

Fortinet device lifecycle management

The management tasks for devices in a Fortinet security infrastructure follow a typical lifecycle:

¢ Deployment

An administrator completes configuration of the Fortinet devices in their network after initial
installation.

¢ Monitoring

The administrator monitors the status and health of devices in the security infrastructure,
including resource monitoring and network usage. External threats to your network
infrastructure can be monitored and alerts generated to advise.

¢ Maintenance
The administrator performs configuration updates as needed to keep devices up-to-date.
e Upgrading

Virus definitions, attack and data leak prevention signatures, web and spam filtering services
as well as device firmware images, are all kept current to provide continuous protection for
devices in the security infrastructure.
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Inside the FortiManager system

FortiManager is a robust system with multiple layers to allow you to effectively manage your
Fortinet security infrastructure.

Figure 1: FortiManager conceptual diagram
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Management module

The management module contains all of your header and footer policies that are applicable to
all ADOMs, your individual Administration Domains, all policy folders, objects and configuration
revisions. This is also where the FortiManager sends updates to managed devices. See “Inside
the FortiManager management module” for more details.

System settings

The systems settings tab enables the configuration of system settings and monitors the
operation of your FortiManager unit.

Real-time monitor

The real-time monitor is used to view the live status of managed devices to identify trends,
outages or other events that may require your attention. Where an administrator would normally
log on to each individual device to view system resources and information, they can view that
information from the real-time monitor on the FortiManager unit.
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FortiGuard services

Service updates and lookups are provided through the FortiGuard Distribution Network (FDN).
The FDN is a global network of FortiGuard Distribution Servers (FDS) providing current antivirus
and intrusion prevention and detection engines and signatures, Web Filtering and email filtering
rating databases and lookups, and firmware images. If you deploy your FortiManager unit to be
a private FDS, the FortiManager unit will synchronize available updates with the FDN, then
provide FortiGuard updates to your managed devices. Using a private FDS provides a faster
connection to your security infrastructure.

Logging and reporting

The logging and reporting tab provides detailed logging information which can be exported and
viewed.

FortiClient manager

The FortiClient manager tab can be used to centrally manage FortiClient endpoint security
agents. This feature allows administrators to update and manage FortiClient agents from within
the FortiClient manager tab.

Inside the FortiManager management module

Figure 2: Management module
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Global ADOM layer

The Global ADOM layer contains two key pieces: the Global Object Database and all Header
and Footer Policies.

¢ Global Object Database
e Header and Footer Policies

Header and footer policies are used to envelop policies within each individual ADOM. These
are typically invisible to users and devices in the ADOM layer. An example of where this
would be used is in a carrier environment, where the carrier would allow customer traffic to
pass through their network but would not allow the customer to have access to the carrier’s
network assets.

For more information on the Global ADOM Layer feature, refer to “Advanced Features” on
page 191.

ADOM layer

The ADOM layer is where the FortiManager manages individual devices or groups of devices. It
is inside this layer where policy tables and folders are created and managed and installed on
managed devices. Multiple policy packages can be created here, and they can easily be copied
to other ADOMs to facilitate configuration or provisioning of new devices on the network. The
ADOM layer contains one common object database per ADOM, which contains information
such as addresses, services, IPS information, AV definitions, and Web Filtering and email
filtering.

Device manager layer

The device manager layer records information on devices that are centrally managed by the
FortiManager unit such as the name and type of device, the specific device model, its IP
address, the current firmware installed on the unit, the device’s revision history, and its real-time
status.
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Using the Web-based Manager

This section describes general information about using the Web-based Manager to access the
Fortinet system from within a current web browser.

This section includes the following topics:

e System requirements

¢ Connecting to the Web-based Manager

e Web-based Manager overview

e Configuring Web-based Manager settings

® Reboot and shutdown of the FortiManager unit

System requirements

The following web browsers are supported by FortiManager v4.0 MR3 Patch Release 8:
¢ Microsoft Internet Explorer versions 9 and 10

¢ Mozilla Firefox versions 24 and 25

e Google Chrome version 31

Other web browsers may function correctly, but are not supported by Fortinet.

To minimize scrolling, the computer’s screen should have a resolution that is a minimum of
1280 x 1024 pixels.

Connecting to the Web-based Manager

e

The Web-based Manager can be accessed by URL using the network interfaces’ enabled
administrative access protocols and IP addresses.

By default, the URL when accessing the Web-based Manager through port1 is
https://192.168.1.99/.

If the network interfaces have been configured differently during installation, the URL and/or
permitted administrative access protocols (such as HTTPS) may no longer be in their default
state. In that case, for the URL, use either a DNS-resolvable domain name for the Fortinet unit,
or the IP address that you configured for the network interface to which you are connected.

For example, you might have configured port2 with the IP address 10.0.0.1 and enabled
HTTPS. You might have also configured a private DNS server on your network to resolve
fortimanager.example.com to 10.0.0.1. To access the Web-based Manager through port2, you
could enter either https://fortimanager.example.com/ or https://10.0.0.1/.

For information on enabling administrative access protocols and configuring IP addresses, see
“Configuring network interfaces” on page 72.

If the URL is correct and you still cannot access the Web-based Manager, you may also need to
configure static routes. For details, see “Configuring static routes” on page 72.
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Web-based Manager overview

The four main parts of the FortiManager Web-based Manager are the main menu bar, the tab
bar, the navigation pane, and the content pane. You can use the Web-based Manager menus,
lists, and configuration pages to configure most FortiManager settings. Configuration changes
made using the Web-based Manager take effect immediately without resetting the
FortiManager system or interrupting service.

The Web-based Manager also includes detailed online help. Selecting Help on the main menu
bar displays help for the current Web-based Manager tab.

The navigation pane and content pane information displayed to an administrator vary according
to the administrator account settings and access profile that have be configured for that user.
The system settings tab, for example, is available only when you log in as the default admin
administrator. This administrator has full (super-user) privileges and is allowed to access and
configure any part of the FortiManager system and its managed devices. For more information
about administrator accounts and their privileges, see “Managing administrators” on page 78.

When you log in to the FortiManager unit as the admin administrator, the Web-based Manager
opens to the System Settings menu and displays the system dashboard. From this menu you
can monitor the system status and perform various system administration tasks. For more
information about using the System Settings menu, see “System Settings” on page 48.

This section describes the following topics:

¢ Using the main toolbar
* Using the toolbar
¢ Using the navigation pane

Viewing the Web-based Manager

Figure 3: Default FortiManager Configuration window
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ADOM drop-down menu

The illustration above shows the FortiManager Web-based Manager default screen. The four
main parts of the FortiManager Web-based Manager are the main menu bar, the tab bar, the
navigation pane, and the content pane. Use the Web-based Manager menus, lists, and
configuration pages to configure most FortiManager settings. Configuration changes made
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using the Web-based Manager take effect immediately without resetting the FortiManager
system or interrupting service.

Using the main toolbar

At the top of the FortiManager system display is the main toolbar, which includes icons for many
common tasks. The following icons are available:

Figure 4: Main toolbar
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Select to install changes from the FortiManager database to the physical
devices. Optionally install to FortiGate or FortiCarrier units. See “Installing
Device Configurations” on page 186.

Select to add a FortiGate, FortiSwitch FortiCarrier, or FortiMail unit to the
current administration domain. See “Adding a device” on page 142.

Select to add a group of FortiGate devices to the current administration
domain. See “Adding a device” on page 142

Select to view the online help for the current display.

Select to log out of the FortiManager Web-based Manager.

The tab bar is located across the top of the window and provides access to all the features of
the Fortinet system. The following items are available in the tab bar:

Using the navigation pane

System Settings

Administrator
Domain

Device Manager

Policy & Objects

VPN Console

Using the Web-based Manager

Select to configure system settings such as network interfaces,
administrators, system time, server settings, including widgets and
tabs. From this menu, you can also perform maintenance and firmware
operations. For more details on using this menu, see “System Settings”
on page 48.

Select to add and manage administrator domains.

Select to add and manage devices, view the device information and
status, create and manage device groups and manage firewall global
policy objects. From this menu, you can also configure the web portal
configurations, users and groups. For more details on using this menu,
see “Device Management” on page 135.

For more details on using this menu, see “Policies and Objects” on
page 165.

Select to add and manage VPN consoles.

For more details on using this menu, see “VPN Console” on page 177.
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Real-Time Monitor Select to watch your managed devices for trends, outages, or events
that require attention. From this menu you can also monitor any
FortiGate, FortiSwitch, FortiCarrier or FortiMail device or device group
to view system resources and information.

FortiClient Manager Select to manage FortiClient.

The Web-based Manager navigation pane is located down the left sidebar and provides access
to different features and options based on your currently selected tab. For more information on
the available options, see the chapter corresponding to your selected tab.

Configuring Web-based Manager settings

Global settings for the Web-based Manager apply regardless of which administrator account
you use to log in. Global settings include the idle timeout, TCP port number on which the
Web-based Manager listens for connection attempts, the network interface(s) on which it
listens, and the language of its display.

This section includes the following topics:

¢ Changing the Web-based Manager language
¢ Changing administrative access to your FortiManager system
¢ Changing the Web-based Manager idle timeout

Changing the Web-based Manager language

The Web-based Manager supports multiple languages, but by default appears in English on first
use. You can change the Web-based Manager to display language in English, Simplified
Chinese, Traditional Chinese, or Japanese. For best results, you should select the language that
the management computer operating system uses. You can also set the FortiManager
Web-based Manager to automatically detect the system language and by default show the
screens in the proper language, if available.

To change the Web-based Manager language:

1. Go to System Settings > Admin > Admin Settings.

2. For Web Administration, select the Web-based Manager display language or select Auto
Detect to use the same language as configured for your web browser.

3. Select OK.

FortiManager v4.0 MR3 Patch Release 8 is localized for the following languages:

Language Web-based Manager Documentation
English Yes Yes
Korean Yes -
Chinese (Simplified) Yes -
Chinese (Traditional) Yes -
Japanese Yes -
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Changing administrative access to your FortiManager system

Administrative access enables an administrator to connect to the FortiManager system to view
and change configuration settings. The default configuration of your FortiManager system
allows administrative access to one or more of the interfaces of the unit as described in your
FortiManager system QuickStart Guide and Install Guide.

You can change administrative access by:

¢ enabling or disabling administrative access from any FortiManager interface

* enabling or disabling securing HTTPS administrative access to the Web-based Manager
(recommended)

e enabling or disabling HTTP administrative access to the Web-based Manager (not
recommended)

¢ enabling or disabling secure SSH administrative access to the CLI (recommended)
¢ enabling or disabling SSH or Telnet administrative access to the CLI (not recommended).

To change administrative access to your FortiManager system:

1. Go to System Settings > General > Network and select All Interfaces.
2. Select an interface for which to change administrative access.

3. Select one or more Administrative Access types for the interface.

4. Select OK.

Changing the Web-based Manager idle timeout

By default, the Web-based Manager disconnects administrative sessions if no activity takes
place for five minutes. This idle timeout is recommended to prevent someone from using the
web-based manager from a PC that is logged into the Web-based Manager and then left
unattended. However, you can use the following steps to change this idle timeout.

To change the Web-based Manager idle timeout:
1. Go to System Settings > Admin > Admin Settings.
2. Change the Idle Timeout minutes as required.

3. Select OK.
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Reboot and shutdown of the FortiManager unit

Always reboot and shutdown the FortiManager system using the unit operation options in the
Web-based Manager or the CLI commands to avoid potential configuration problems.

Figure 5: Unit operation actions in the Web-based Manager
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To reboot the FortiManager unit:
1. From the Web-based Manager, go to System Settings > General > Dashboard.

2. In the unit operation widget, select Reboot or from the CLI console widget enter the
following command:

execute reboot

To shutdown the FortiManager unit:
1. From the Web-based Manager, go to System Settings > General > Dashboard.

2. In the unit operation widget, select Shutdown or from the CLI console widget enter the
following command:

execute shutdown
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Administrative Domains

FortiManager appliances scale to manage thousands of Fortinet devices and agents.
Administrative domains (ADOMs) enable administrators to manage only those devices that are
specific to their geographic location or business division. FortiGate devices with multiple
VDOMs can be divided among multiple ADOMs.

If ADOMs are enabled, each administrator account is tied to an ADOM. When a particular
administrator logs in, they see only those devices or VDOMs that have been enabled for their
account. Administrator accounts that have special permissions, such as the admin account,
can see and maintain all ADOMs and the devices within those domains.

ADOMs are not enabled by default, and enabling and configuring the domains can only be
performed by the admin administrator. For more information, see “Enabling and disabling the
ADOM feature” on page 39.

The default and maximum number of ADOMs you can add depends on the FortiManager
system model and the available ADOM license key. Please refer to the FortiManager datasheet
for information on the maximum number of devices and agents your model supports. You can
contact your local Fortinet reseller to purchase an ADOM licence to increase the number of
device ADOMs.

This section includes the following topics:

¢ Enabling and disabling the ADOM feature
e About ADOM modes

¢ Managing ADOMs

¢ Viewing ADOM assignments

What is the best way to organize my devices using ADOMs?

You can organize devices into ADOMs to allow you to better manage these devices. You can
organize these devices by:

e firmware version; group all v4.0 MR2 into one ADOM, and all v4.0 MR3 into another.

e Geographic regions; group all devices for a specific geographic region into an ADOM,
and devices for a separate region into another ADOM.

e Admin users; group devices into separate ADOMs based for specific administrators
responsible for the group of devices.

e Customers; group all devices for one customer into an ADOM, and devices for another
customer into another ADOM.

¢ Device type; create a separate ADOM for each device type, i.e. FortiGate, FortiCarrier,
FortiMail, FortiSwitch, and FortiClient ADOMs.
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Enabling and disabling the ADOM feature

To enable or disable the ADOM feature, you must be logged in as the admin administrator. Only
this user has the ability to enable or disable this feature.

The ADOMs feature cannot be disabled if ADOMs are still configured and listed and they still
\ﬁf have devices managed within it.

To enable the ADOM feature:

1. Login as admin.

2. Go to System Settings > General > Dashboard.

3. In System Information, select Enable next to Administrative Domain

Figure 6: Enabling ADOMs

+ System Information

Host Name FMG4004 [Change]

Serial Number FMG40A3906500523

HA Status Standalone

System Time Fri Feb 22 16:21:57 PST 2013 [Change]
Firmware Wersion w4.0-build0700 130220 (MR3 Patch 7) [Update]
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ystem Lonhiguration Backup] [Restore] [System Checkpoint]

Current Administrators admin [Change Password] /10 in Total [Detail]
Up Time 2 days 1 hour 33 minutes 10 seconds
Administrative Domain Enabled

FortiConsole Software Update]

To disable the ADOM feature:
1. Remove the managed devices from all ADOMs.

¢ Switch to the ADOM by selecting the Administrator Domain tab from the menu bar. For
more information see “Switching between ADOMs” on page 40.

e Select the check boxes for each device and select Delete.
2. Delete all non-root ADOMs

¢ Select the check box beside the ADOMs and select Delete.

After removing the ADOMs, you can now disable the ADOM feature.
3. Go to System Settings > General > Dashboard.
4. In System Information, select Disable next to Administrative Domain.
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About ADOM modes

When the ADOMs feature is enabled and you log in as the admin user, an Administrator Domain
tab appears at the top navigation pane. You can choose one of two administrative modes:

¢ Global: This mode enables you to configure, set up and manage ADOMs. For more
information about working in global mode, see “Managing ADOMs” on page 41.

o ADOM (name): If any ADOMSs have been configured, the individual ADOM names will
appear in the drop down list. Selecting an ADOM name will display the ADOM properties.
From here you can view the specific devices belonging to the selected ADOM. For more
information about working in ADOM mode, see “Managing ADOMs” on page 41.

When the ADOMs feature is enabled, the Administrator Domain tab and only lists all of the
ADOMS when you log into the FortiManager unit as the admin user. All other administrators
can select only from the ADOMs which they have been assigned.

Switching between ADOMs

As an admin administrator, you are able to move between all the ADOMs created on the
FortiManager system. This enables you to view, configure and manage the various domains.
When you log into the FortiManager system as the admin administrator, by default you log in to
the Global mode.

Other administrators are only able to move between the ADOMs to which they have been given
access. They are able to view and administer the domains based on their account's permission
settings.

To access a specific ADOM, from the ADOM mode drop-down list at the bottom of the
navigation tree, select the ADOM you want to enter.

Once switched over to the new ADOM, the FortiManager system presents you with the Device
Manager view for that domain. You will also have additional menu selections in the navigation
pane for Policy, Objects, VPN Console, and Real-Time Monitor.

Normal mode ADOMs

When creating an ADOM in Normal Mode, the ADOM is considered Read/Write, where you are
able to make changes to the ADOM and managed devices from the FortiManager. FortiGate
units in the ADOM will query their own configuration every 5 seconds. If there has been a
configuration change, the FortiGate unit will send a diff revision on the change to the
FortiManager using the FGFM protocol.

Backup mode ADOMs

When creating an ADOM in Backup Mode, the ADOM is consider Read Only, where you are not
able to make changes to the ADOM and managed devices from the FortiManager. Changes are
made via scripts which are run on the managed device, or through the device Web-based
Manager or CLI directly.

Revisions are sent to the FortiManager when specific conditions are met:

e Configuration change and session timeout

¢ Configuration change and logout

e Configuration change and reboot

e Manual configuration backup from the managed device.
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Backup mode enables you to configure an ADOM where all the devices that are added to the
ADOM will only have their configuration backed up. Configuration changes cannot be made to
the devices in backup ADOM. You can push any existing revisions to managed devices. You can
still monitor and review the revision history for these devices, and scripting is still allowed for
pushing scripts directly to FortiGate units.

Figure 7 shows the revision of a device in a backup mode ADOM.

Figure 7: Backup mode ADOM device revision history
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Managing ADOMs

When the ADOMs feature is enabled, the Administrative Domain menu appears on the bottom
left navigation pane. To configure and manage ADOMs, select the Global mode from the
drop-down list at the bottom of the navigation pane. In this mode you can manage the ADOMs
and device assignments.

The Administrator Domain tab appears only when you log in as the admin user.

Go to Administrative Domain > All ADOMs. The ADOM table appears; see Figure 8. The
following information is available:

Figure 8: ADOM table
Delete Create New

Delete @ create New

- | Version Device Group
FGTE0C3G10000656
root 4.0 MR3 FWE0CM3G11000235
] test 4.0 MR3 Backup Mode
Global Database 4.0 MR3

Delete Check box
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The following options are available
Delete check box Select the check box when you want to remove one or more ADOMs.
Select Delete (located above the table) to remove the domain or domains.

Note: Before you can delete an ADOM, you must first remove all devices
from that domain. See “Removing devices from a domain.”

Create New Select to create a new ADOM. See “Adding an ADOM” on page 42.

Name The name of the ADOM. Select the name to enter that ADOM. The new
domain information will be displayed in the Main Menu Bar.

Version The global database version and release of the objects to configure for the
devices.

Mode The ADOM mode, such as Backup Mode (see “Backup mode ADOMs” on
page 40).

Device A list of devices in the ADOM.

Group A list of groups of devices in the ADOM.

Concurrent ADOM access

System administrators can enable or disable concurrent access to the same ADOM if multiple
administrators are responsible for managing a single ADOM. When enabled, multiple
administrators can log in to the same ADOM concurrently. When disabled, only a single
administrator has read/write access to the ADOM, while all other administrators have read-only
access.

Concurrent ADOM access can be enabled or disabled using the CLI.

making changes to the FortiManager database at the same time, and thereby causing conflicts,

c Concurrent ADOM access is enabled by default. To prevent concurrent administrators from
you must enable the workspace function.

To enable ADOM locking and disable concurrent ADOM access:
config fmsystem global

set workspace enable
end
To disable ADOM locking and enable concurrent ADOM access:
config fmsystem global
set workspace disable

Warning: disabling workspaces may cause some logged in users to
lose their unsaved data. Do you want to continue? (y/n) y

end

Adding an ADOM

To add an ADOM, you must be logged in as the admin administrator. You must also first enable
administrative domains in the Web-based Manager; see “To enable the ADOM feature:” on
page 39.
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To create an ADOM:

1. Log into the FortiManager Web-based Manager using an administrator account. The
Administrator Domain tab is the default window on login.

2. To create a new ADOM you can either select Create New from the top menu pane or right
click the body pane and select New from the right-click menu.

3. Select Create New from the top menu pane to create a new ADOM. A Create ADOM window
will pop-up which will allow you to configure the new ADOM. Enter the following information:

¢ Name: Enter a name that will allow you to distinguish this ADOM from your other ADOMs.

e Version: Select the version of FortiGate devices in the ADOM. FortiManager v4.0 MR3
can manage FortiOS v4.0 MR2 and MR3.

¢ Mode: Select Normal mode if you want to manage and configure the connected
FortiGate devices from the FortiManager Web-based Manager. Select Backup mode if
you want to backup the FortiGate configurations to the FortiManager, but configure each
FortiGate locally.

¢ VPN Management: Select Central VPN Console or Select Policy & Device VPNs.
¢ Devices: Select which devices to add to the ADOM.
4. Select OK to create the ADOM.

FortiManager Cookbook video link

http://www.youtube.com/watch?v=10MIRjx9eYE&list=PL29F8DE57AA4CA091&index=5&feature=plpp_video

Figure 9: Add an ADOM
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Configure the following settings:

Name Enter a name for the ADOM.

Version Select the firmware release for the ADOM from the drop-down list.
Mode Normal or Backup Mode
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VPN Management Central VPN Console or Policy & Device VPNs

Device Select members from the Available member list and transfer them to
the Selected member list.

Deleting an ADOM
To delete an ADOM, you must be logged in as the admin administrator.

To delete an ADOM:

1. In the navigation pane, select Global from the ADOM drop-down menu.

2. Administrative Domain > All ADOMs. The ADOM table appears; see Figure 8.
3. Do one of the following:

e Select the check box next to the ADOM you want to delete and from the menu above the
table select Delete.

¢ Right-click on the ADOM you want to delete and select delete from the pop-up menu.
4. In the confirmation dialog box, select OK.

Assigning devices to an ADOM

The admin administrator selects the devices to be included in an ADOM. You cannot assign the
same device to two different domain modes. For a description of the differences, see “About
ADOM modes” on page 40.

To assign devices to an ADOM:
1. In the navigation pane, select Global from the ADOM drop-down menu.
2. Select Administrator Domain in the navigation pane.

3. Double-click, or right-click and select edit, on the domain you want to configure. A dialog
box appears.

4. From the Available member list, select which devices you want to associate with the ADOM
and select the Right arrow to move them to the Selected member list.

If the administrative device mode is Advanced, you can add separate FortiGate VDOMs to the
ADOM as well as FortiGate units. For more information see “ADOM device modes” on
page 44.

5. When done, select OK. The selected devices appear in the Device column for the ADOM in
the ADOM table.

. You can move multiple devices at once. To select multiple devices, select the first device, then
\:‘ / hold the Shift key while selecting the last device in a continuous range, or hold the Ctrl key
while selecting each additional device.

ADOM device modes

An ADOM has two device modes: normal and advanced. In normal mode, you cannot assign
different FortiGate VDOMSs to multiple FortiManager ADOMs. The FortiGate unit can only be
added to a single ADOM.

In advanced mode, you can assign different VDOMs from the same FortiGate unit to multiple
ADOMs.
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To change to a different device mode, use the following command in the CLI:

config fmsystem global
advanced}

set adom-mode {normal

end

Normal mode is the default. To change from advanced back to normal, you must ensure no
FortiGate VDOMs are assigned to an ADOM.

Assigning administrators to an ADOM

The admin administrator can create other administrators and assign an ADOM to their account,
constraining them to configurations and data that apply only to devices in their ADOM.

By default, when ADOMs are enabled, existing administrator accounts other than admin are
assigned to the root domain, which contains all devices in the device list. For more information
about creating other ADOMs, see “Assigning devices to an ADOM” on page 44.

To assign an administrator to an ADOM:
1. Login as admin.

Other administrators cannot configure administrator accounts when ADOMs are enabled.
2. Go to System Settings > Admin > Administrator.

3. Configure the administrator account, and select the Admin Domains that the administrator
account will be able to use to access the FortiManager system.

Do not select Edit for the admin account. The admin administrator account cannot be
restricted to an ADOM.

Viewing ADOM assignments

The Administrative Domain > Assignment page lists the configured global policy packages and
the ADOMS to which the packages have been assigned.

The following information is available for each global policy package:

No Global Policy Lists ADOMSs for which global policy packages are not used.
Global Policy Package Lists all the ADOMSs to which the named global policy package has
Name been assigned.

ADOM Name The name of the ADOM

Version The ADOM FortiManager OS version

Devices The list of devices assigned to the ADOM. A tooltip displays the full

list of devices when you hover your mouse over the field.

Administrative Domains Page 45 FortiManager v4.0 MR3 Patch Release 8 Administration Guide


http://www.fortinet.com/

Assignment Status An icon indicating the global policy package assignment status. A
green checkmark indicates that the ADOM is in compliance with the
assigned global policy package. A white x on a red background
indicates that the ADOM is out of synch with the assigned global
policy package.

Last Assigned The date and time that the global policy package was last assigned to
the selected ADOM.

Last Assigned By The name of the administrator who last assigned the global policy
package to the selected ADOM.

Viewing ADOM properties

You can view the properties and device status for any configured ADOM by viewing the ADOM
dashboard for that domain. To access the ADOM dashboard for a domain, go to Administrative
Domain > All ADOMs menu and from the navigation tree, select the ADOM that you want to
view. The ADOM dashboard for that domain appears in the content pane. The following widgets
are available:

Figure 10:ADOM dashboard example
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The following information and options are available:

ADOM Properties Select this widget to view or modify ADOM properties.
widget
Name The name of the ADOM Select Go to access the domain in ADOM
mode.

Database Version The FortiManager database version in which the ADOM was created.
Status The ADOM status: enabled or disabled.

Migration Mode Indicates whether migration mode from an earlier FortiManager global
database version is enabled or disabled.

Global Policy Lists the global policy packages assigned to this ADOM.
Assignment
Administrators Lists the administrators assigned to this ADOM.

Device list Lists the devices assigned to this ADOM and their status. You can

filter the list by selecting any filter icon in the column headings.
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Name Device name

Model Device model number

IP Device IP address

Firmware Version Current firmware version installed on the device
Connectivity Connection status

Contact Contact information.
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System Settings

The System Settings tab enables you to manage and configure the basic system options for the
FortiManager unit. This includes the basic network settings to connect the device to the
corporate network, the configuration of administrators and their access privileges, managing
and updating firmware for the device and configuring logging and access to the FortiGuard
update service for updates.

If the administrator account you logged on with does not have system tab privileges, you will
not be able to edit or delete settings, or apply any changes. Instead you are limited to browsing.
To modify these settings, see “Configuring administrator profiles” on page 85.

The System Settings menu provides access to the following submenus:

General Select this submenu to configure and monitor the main system
information. For more information, see “Configuring general settings”
on page 60.

Admin Select this menu to configure administrator user accounts, as well as

configure global administrative settings for the FortiManager unit. For
more information, see “Managing administrators” on page 78.

FortiGuard Update Select to view the version and status of antivirus, attack and antispam

Service versions, and enables you to configure override servers and push
update settings. For more information, see “Managing FortiGuard
Services” on page 94.

Advanced Select to configure mail server settings, remote output, SNMP,
metafield data and other advanced settings. For more information, see
“Configuring advanced settings” on page 98.

This section describes the following topics:
¢ Viewing the system status

e Configuring general settings

e Managing administrators

* Managing FortiGuard Services

¢ \iewing local event logs

¢ Configuring advanced settings
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Viewing the system status

When you log in to the FortiManager Web-based Manager, it automatically opens at the System
Settings > General > Dashboard page; see Figure 11.

The Dashboard page displays widgets that provide performance and status information and
enable you to configure basic system settings. The dashboard also contains a CLI widget that
enables you to use the command line through the Web-based Manager. These widgets appear
on a single dashboard.

Figure 11:FortiManager system dashboard
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The following widgets are available:

System Information Displays basic information about the FortiManager system, such as up
time and firmware version. For more information, see “Configuring
general settings” on page 60.

From this widget you can also manually update the FortiManager
firmware to a different release. For more information, see “Firmware
and Revision Control” on page 264.

System Resources Displays the real-time and historical usage status of the CPU, memory
and hard disk. For more information, see “Viewing system resource
information” on page 53.

License Information Displays the devices being managed by the FortiManager unit and the
maximum numbers of devices allowed. For more information, see
“Viewing license information” on page 55.

Unit Operation Displays status and connection information for the ports of the
FortiManager unit. It also enables you to shutdown and restart the
FortiManager unit or reformat a hard disk. For more information, see
“Viewing unit operation” on page 55.
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Alert Message Displays log-based alert messages for both the Fortinet unit itself and
Console connected devices. For more information, see “Viewing alert
messages” on page 58.

RAID Monitor Displays information about the status of RAID disks as well as what
RAID level has been selected. It also displays how much disk space is
currently consumed. For more information, see “Viewing RAID status”
on page 56.

CLI Console Opens a terminal window that enables you to configure the
FortiManager unit using CLI commands directly from the Web-based
Manager. This widget is hidden by default. For more information, see
“Using the CLI console widget” on page 59.

Device Summary For more information, see “Viewing the device summary” on page 55.

Customizing the dashboard

System Settings

The FortiManager system dashboard is customizable. You can select which widgets to display,
where they are located on the page, and whether they are minimized or maximized. You can
also create additional dashboards.

To move a widget

Position your mouse cursor on the widget’s title bar, then select and drag the widget to its new
location.

To add a widget

In the dashboard toolbar, select Add Widget, then select the names of widgets that you want to
show. To hide a widget, in its title bar, select Close.

Figure 12:Adding a widget

License
E = Information =

[E System Resources

= [# CLI Consaole £
=

Multiple System Resources widgets can be added to the dashboard. Only one of all of the other
widgets may be added.

To see the available options for a widget

Position your mouse cursor over the icons in the widget’s title bar. Options vary slightly from
widget to widget, but always include options to close or show/hide the widget.
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System Settings

Figure 13:A minimized widget

¢ System Resources

Widget title
Show/Hide arrow

Show/Hide arrow
Widget Title

More Alerts

Edit

Detach

RAID Settings

Refresh

Close

Edit Close
Refresh

Display or minimize the widget.

The name of the widget.

Show the Alert Messages dialog box.

This option appears only on the Alert Message Console widget.

Select to change settings for the widget.

This option appears only on certain widgets.

Detach the CLI Console widget from the dashboard and open it in a
separate window. See “Using the CLI console for managed devices” on
page 163.

This option appears only on the CLI Console widget.

Show the RAID Settings dialog box, which displays the current RAID
settings and allows for configuration of the RAID level if available.

This option appears only on the RAID Monitor widget.
Select to update the displayed information.

Select to remove the widget from the dashboard. You will be prompted
to confirm the action. To add the widget, select Widget in the toolbar
and then select the name of the widget you want to show.
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Viewing system information

System Settings

The system dashboard includes a System Information widget, shown in Figure 14, which

displays the curren
settings.

Figure 14:System i

t status of the FortiManager unit and enables you to configure basic system

nformation widget

+ System Information

Host Name
Serial Number
HA Status
System Time

Firmware Version
System Configuration

Current Administrators
Up Time
Administrative Domain

FortiConsole Software

FMG400A [Change]

FMG40A3906500523

Standalone

Fri Feb 22 16:21:57 PST 2013 [Change]
v4.0-build0700 130220 (MR3 Patch 7) [Update]

Last Backup:Mon Feb 18 14:30:24 2013
Backup] [Restore] [System Checkpoint]

admin [Change Password] /10 in Total [Detaill
2 days 1 hour 33 minutes 10 seconds

Enabled
Update]

The following information is available on this widget:

Host Name

Serial Number

Platform Type

HA Status

System Time

Firmware Version

The identifying name assigned to this FortiManager unit. For more
information, see “Changing the host name” on page 61.

The serial number of the FortiManager unit. The serial number is
unique to the FortiManager unit and does not change with firmware
upgrades. The serial number is used for identification when
connecting to the FortiGuard server.

Displays the FortiManager platform type, for example FMG-VM
(virtual machine).

Displays if FortiManager unit is in High Availability mode and
whether it is the Master or Slave unit in the HA cluster. For more
information see “High Availability” on page 356.

The current time on the FortiManager internal clock. To change the
time, select Change. For more information, see “Configuring the
system time” on page 61.

The version number and build number of the firmware installed on
the FortiManager unit. To update the firmware, you must download
the latest version from the Customer Service & Support web site at
https://support.fortinet.com. Select Update and select the firmware
image to load from the local hard disk or network volume. For more
information, see “Updating the system firmware” on page 63.

System Configuration  The date of the last system configuration backup. The following

actions are available:

e Select Backup to backup the system configuration to a file; see
“Backing up the configuration” on page 65.

¢ Select Restore to restore the configuration from a backup file;
see “Restoring the configuration” on page 65.

e Select System Checkpoint to revert the system to a prior saved
configuration; see “Creating a system checkpoint” on page 66.
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Current Administrators The number of administrators that are currently logged in. The

Up Time

Administrative Domain

FortiConsole Software

following actions are available:

e Select Change Password to change your own password.

e Select Details to view the session details for all currently logged
in administrators.

The duration of time the FortiManager unit has been running since it
was last started or restarted.

Displays whether ADOMs are enabled.

Displays the current version of FortiConsole.
Enter the following CLI command to enable FortiConsole options:

config fmsystem global
set show-forticonsole enable
end

Viewing system resource information

System Settings

The System Resources widget on the Dashboard displays the usage status of the CPU, memory
and hard disk. You can view system resource information in both real-time and historical format.

Figure 15:System resources widget (Real time display)
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Figure 16:System resource widget (Historical display)
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The following information is available on this widget:

CPU Usage The current CPU utilization. The Web-based Manager displays CPU
usage for core processes only. CPU usage for management processes
(for example, for HTTPS connections to the Web-based Manager) is
excluded.

Memory Usage The current memory utilization. The Web-based Manager displays
memory usage for core processes only. Memory usage for management
processes (for example, for HTTPS connections to the web-based
manager) is excluded.

Hard Disk Usage The current hard disk usage, shown on a pie chart as a percentage of
total hard disk space.

This item does not appear when viewing historical system resources.

Network Utilization The network utilization over the specified historical time period.

This item does not appear when viewing current (Real Time) system
resources.

To change system resource widget display settings:
1. Go to System Settings > General > Dashboard.

2. In the system resources widget, hover the mouse over the title bar and select the Edit icon.
The edit system resources settings dialog box appears.

Figure 17:Edit system resources settings window

Edit System Resources Settings
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3. You can configure the following settings:

e To view only the most current information about system resources, from View Type, select
Real Time. This is the default.

e To view historical information about system resources, from View Type, select History. To
change the time range, from Time Period, select one of the following: Last 10 minutes,
Last 1 hour, or Last 24 hours.

e To automatically refresh the widget at intervals, in Refresh Interval, type a number
between 10 and 240 seconds. To disable the refresh interval feature, type 0.

4. Select OK to apply your settings.
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Viewing the device summary

The Device Summary widget on the dashboard displays the number of devices that are
synchronized, disconnected, or are in alert status.

Figure 18:Device Summary widget
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Synchronized Deﬁ:::l'sj Col;r;i:ion
Synchronized The number of devices that are synchronized with the FortiManager unit.
Alert Device (s) The number of devices with alert messages. Select the icon to view the

list of alert devices.

Connection Down The number of devices with which the FortiManager unit has lost
connection. Select the icon to view the list of disconnected devices.

Viewing license information

b

The license information displayed on the dashboard shows, in a single snapshot, the devices
being managed by the FortiManager unit and the maximum numbers of devices allowed. The
maximums are based on FortiManager system resources.

An important listing is the number of unregistered devices. These are devices not registered by
the administrator with Fortinet. If the device is not registered, it cannot be updated with new
antivirus or intrusion protection signatures or provide web filtering and email filtering services
either from FortiGuard services directly or from the FortiManager updates.

The options available within the License Information widget will vary as different models may
not support the same functions. See the FortiManager Family datasheet for more information on
your specific device.

Figure 19:VM license information widget
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Number of Devices/VDOMs Allowed 300

Encryption for Device Management All (Support Low, Medium and High) [Change]
ADOM Allowed 300

Viewing unit operation

System Settings

The Unit Operation widget on the dashboard is a graphic representation of the FortiManager
unit. This graphic displays status and connection information for the ports of the FortiManager

unit. It also enables you to reboot or shutdown the FortiManager hard disk with a quick click of
the mouse.
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Figure 20:Unit operation widget

+ Unit Operation

The following information is displayed on this widget:

Port numbers (vary The image below the port name indicates its status by its color. Green
depending on indicates the port is connected. Grey indicates there is no connection.

model) For more information about a port’s configuration and throughput,

position your mouse over the icon for that port. You will see the full name
of the interface, the IP address and network mask, the status of the link,
the speed of the interface, and the number of sent and received packets.

Reboot Select to restart the FortiManager unit. You are prompted to confirm
before the reboot is executed.

Shutdown Select to shutdown the FortiManager unit. You are prompted to confirm
before the shutdown is executed.

Viewing RAID status

System Settings

The RAID Monitor widget, on the dashboard (System Settings > General > Dashboard), displays
information about the status of RAID disks as well as what RAID level has been selected. The
RAID Monitor also displays how much disk space is being used.

The RAID Monitor layout is similar to the look of the front panel. The Drive Status Indicator
allows you to view each disk’s name, a pie chart of the disk’s usage, and the amount of space in
GB each has.

Figure 21:RAID monitor displaying a RAID array without any failures
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RAID Level:Raid-1
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The drive status indicator will also show when a disk has failed. This is displayed by both a
warning symbol and text. The text appears when you hover your mouse over the warning
symbol. When a disk has failed, caution triangle icon appears in the drive status indicator.
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System Settings

The following information is available:

Array Status Icons and text indicating the RAID level and one of the following RAID
disk statuses:

e green checkmark (OK): Indicates that the RAID disk has no problems

* warning symbol (Warning): Indicates that there is a problem with the
RAID disk, such as a failure, and needs replacing. The RAID disk is
also in reduced reliability mode when this status is indicated in the
widget.

e wrench symbol (Rebuilding): Indicates that a drive has been replaced
and the RAID array is being rebuilt; it is also in reduced reliability
mode.

e exclamation mark (Failure): Indicates that one or more drives have
failed, the RAID array is corrupted, and the drive must be re-initialized.
This is displayed by both a warning symbol and text. The text appears
when you hover your mouse over the warning symbol; the text also
indicates the amount of space in GB.

Rebuild Status A percentage bar indicating the progress of the rebuilding of a RAID
array. The bar displays only when a RAID array is being rebuilt.

Estimated rebuild The time remaining to rebuild the RAID array, and the date and time the

time rebuild is expected to end. This time period displays only when an array
[start and end is being rebuilt.
time]

This time period will not display in hardware RAID, such as FMG-2000,
FMG-2000A, FMG-2000B, FMG-4000, FMG-4000A, FMG-4000B.

Rebuild Warning  Text reminding you the system has no redundancy protection until the
rebuilding process is complete. This text displays only when an array is
being rebuilt.

Disk space usage The amount of disk used, displayed as a percentage and a percentage
pie chart, and listing the number of GB used, free, and in total.

Note that the FortiManager unit reserves some disk space for
compression files, upload files, and temporary reports files.

The total reserved space is:

e 25% of total disk space if total < 500G, with MAX at 100G

o 20% of total disk space if 500G< total <1000G, with MAX at 150G

¢ 15% of total disk space if 1000G < total < 3000G, with MAX at 300G
¢ 10% of total disk space if total > 3000G

This is therefore to be deducted from the total capacity.

Fortinet units allocate most of their total disk space for both the Fortinet unit’s own logs as well
as logs and quarantined files from connecting devices. Disk space quota is assigned to each
device and the Fortinet unit itself. If the quota is consumed, the Fortinet unit will either overwrite
the oldest files saved or stop collecting new logs, depending on your preference.

Remaining disk space is reserved for devices, FortiAnalyzer reports, and any temporary files,
such as configuration backups and log files that are currently queued for upload to a server. The
size of the reserved space varies by the total RAID/hard disk capacity. For more information,
see “Disk space usage” on page 57.

For more information about RAID, see “Configuring RAID” on page 67.

Page 57 FortiManager v4.0 MR3 Patch Release 8 Administration Guide


http://www.fortinet.com/

Viewing alert messages

b

System Settings

The Alert Message Console widget displays log-based alert messages for both the Fortinet unit
itself and connected devices.

Alert messages help you track system events on your Fortinet unit such as firmware changes,
and network events such as detected attacks. Each message shows the date and time that the
event occurred.

Alert messages can also be delivered by email, syslog or SNMP.

Figure 22:Alert message console widget

¥ Alert Message Console

Time

Nowv 8, 09:44:18 -
Now 8, 09:44:17 -
Now &, 09:44:17 -
Nowv 8, 09:44:11 -
MNow &, 09:44:09 -
MNow &, 09:44:09 -
Now 8, 09:44:08 -
Nowv 7, 16:36:12 -
MNow 7, 16:36:12 -
Now 7, 16:33:56 -

Message

Connection to device FWS0CM3G11000235 is up
Connection to device FGTE0C3G10000656 is up
Connection to device FGS0BH3G09600565 is up
Offline mode is disabled

Connection to device FW60CM3G11000235 is down
Connection to device FGS0BH3G09600565 is down
Connection to device FGTE0C3G10000656 is down
Connection to device FW60CM3G11000235 is up
Connection to device FW60CM3G11000235 is down
Connection to device FWS0CM3G11000235 is down

The widget displays only the most current alerts. For a complete list of unacknowledged alert
messages (see Figure 23), select the More Alerts icon in the widget’s title bar. A popup window
appears. To clear the list, select Clear Alert Messages.
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Figure 23:List of all alert messages

Alert Messages

Message
Connection to device FWS0CM3G11000235 is up
Connection to device FGTE0C3G10000656 is up
Connection to device FGS0BH3G09600565 is up

Connection to device FWS0CM3G11000235 is down
Connection to device FG50BH3G09600565 is down
Connection to device FGTE0C3G10000656 is down
Connection to device FWE0CM3G11000235 is up
Connection to device FWS0CM3G11000235 is down
Connection to device FWG0CM3G11000235 is down
Connection to device FWS0CM3G11000235 is up
Connection to device FWG0CM3G11000235 is down
Connection to device FWS0CM3G11000235 is up
Connection to device FWG0CM3G11000235 is down
Connection to device FGTE0C3G10000656 is up
Connection to device FWE0CM3G11000235 is up

Connection to device FWG0CM3G11000235 is down
Connection to device FGTE0C3G10000656 is down
System v4.0-build0S63 111026 (Interim) restart to

| &

upgrade

Firmware upgrade from w4.0-build0563 111026 (Interim) to 4.03-build6205-branchpts65 |

Connection to device FWE0CM3G11000235 is up
Connection to device FWS0CM3G11000235 is down
Connection to device FWE0CM3G11000235 is up
Connection to device FWS0CM3G11000235 is down
Connection to device FWE0CM3G11000235 is up
Connection to device FWS0CM3G11000235 is down
Connection to device FWE0CM3G11000235 is up
Connection to device FGTE0C3G10000656 is up
Connection to device FWG0CM3G11000235 is down
Connection to device FGTE0C3G10000656 is down
Connection to device FGT60C3G10000656 is down

| = Time

| 1 Now 8, 09:44:18
[ Nowv 8, 09:44:17
| 3 MNowvs, 09:44:17
! 4 Now 8, 09:44:11 Offline mode i= disabled
| 5 Now 8, 09:44:09
| & Nowv 8, 09:44:09
| 7 MNov 8, 09:44:08
| 8 Now 7, 16:36:12
| g MNow 7, 16:36:12
| 10 Now 7, 16:33:56
|11 Now 7, 11:26:15
|12 Now 7, 11:26:15
| 13 Mow 7, 11:26:07
| 14 Now 7, 11:26:06
| 15 Nov 4, 14:57:28
| 16 Now 4, 14:57:27
| 17 MNov 4, 14:57:24 Offline mode is disabled
| 18 Now 4, 14:56:09
| 19 Mov 4, 14:56:09
| 20 Now 4, 14:56:09
| 21 Nov 4, 14:56:09
| 22 Nov 4, 14:23:14
|23 Nov 4, 14:23:13
| 24 Now 4, 14:23:08
| 25  Nov 4, 14:17:19
i 26  Nov 4, 14:15:07
| 27 Nov 4, 14:15:03
| 28 Now2,13:43:06
| 29 MNow 2, 13:43:05
| 30 Now2,13:43:05
|31 MNow 2, 13:43:05
| 32 Nowv 2, 08:55:58

Using the CLI console widget

b

b

System Settings

-

Clear Alert Messages ‘

The CLI Console widget enables you to enter command lines through the Web-based Manager,
without making a separate Telnet, SSH, or local console connection to access the CLI.

The CLI Console widget requires that your web browser support JavaScript.

To use the console, first click within the console area. Doing so will automatically log you in
using the same administrator account you used to access the Web-based Manager. You can
then enter commands by typing them. Alternatively, you can copy and paste commands from or

into the CLI Console.

The prompt, by default the model number such as Fortinet-800B #, contains the host name
of the Fortinet unit. To change the host name, see “Changing the host name” on page 61.
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For information on available commands, see the FortiManager v4.0 MR3 Patch Release 7 CLI

Reference.

Figure 24:CLI console widget

* CLI Console

FMG100C # config fmsvystem

admin
Alert console.

alertemail
backup
cerctificate

Configuring general settings

System Settings

The System Settings > General menu provides options that enable you configure and monitor
the system information of the FortiManager unit. The following options are available:

Dashboard

Network

Certificates

HA

Local Log

Diagnostic
Tools

Select to monitor the system status and performing general configuration
tasks such as setting time, RAID configuration, system backup and restore
operations and firmware updates or the FortiManager unit. For more
information, see “Viewing the system status” on page 49.

Select to configure FortiManager network interfaces, routing, and DNS
settings. For more information, see “Configuring network settings” on
page 70.

Select to add local certificates and CA certificates. For more information, see
“Managing certificates” on page 74.

Select to configure high-availability load balancing or redundancy between
multiple FortiManager units to ensure no single point of failure for network
management. For more information, see “Configuring High Availability” on
page 76.

View current logs.

Select to run available diagnostic tools, including Ping and Traceroute.

This section includes the following topics:

¢ (Changing the host name

e Configuring the system time

¢ Updating the system firmware

e Backing up and restoring the system
e Configuring RAID
e Configuring network settings

¢ Managing certificates

e Configuring High Availability
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Changing the host name

The host name of the Fortinet unit is used in several places.

e |t appears in the System Information widget on the Dashboard. For more information about
the System Information widget, see “Viewing system information” on page 52.

e |tis used in the command prompt of the CLI.
e |tis used as the SNMP system name. For information about SNMP, see “Configuring SNMP”
on page 98.

The System Information widget and the get system status CLI command will display the
full host name. However, if the host name is longer than 16 characters, the CLI and other places
display the host name in a truncated form ending with a tilde ( ~ ) to indicate that additional
characters exist, but are not displayed.

For example, if the host name is Fortinet1234567890, the CLI prompt would be

Fortinet123456~4.

To change the host name:

1. Go to System Settings > General > Dashboard.

2. In the System Information widget, in the Host Name row, select Change.
The change host name dialog box appears.

Figure 25:Edit host name dialog box

Change Host Name

Host Name FMG100C

3. In the Host Name field, type a new host name.

The host name may be up to 35 characters in length. It may include US-ASCII letters,
numbers, hyphens, and underscores. Spaces and special characters are not allowed.

4. Select OK.

Configuring the system time

System Settings

You can either manually set the Fortinet system time or configure the Fortinet unit to
automatically keep its system time correct by synchronizing with a Network Time Protocol (NTP)
server.

For many features to work, including scheduling, logging, and SSL-dependent features, the
Fortinet system time must be accurate.

To configure the date and time:

1. Go to System Settings > General > Dashboard.

2. In the System Information widget, in the System Time row, select Change.
The change system time settings dialog box appears.
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Figure 26:Time settings dialog box

Change System Time Settings
System Time Tue Nov 08 09:33:38 PST 2011

Time Zone (GMT-8:00)Pacific Time(US&Canada) -
Automatically adjust clock for daylight saving changes
@ setTime o, 09 <~ Minute 33 <~ Second 38 +
Month 11 - Day 08 v Year 2011 ~

) synchronize with NTP Server
Syn Interval 60 mins

Server

3. Configure the following settings to either manually configure the system time, or to
automatically synchronize the Fortinet unit’s clock with an NTP server:

System Time The date and time according to the Fortinet unit’s clock at the time
that this tab was loaded, or when you last selected the Refresh
button.

Refresh Select to update the System Time field with the current time

according to the Fortinet unit’s clock.

Time Zone Select the time zone in which the Fortinet unit is located and whether
or not the system automatically adjusts for daylight savings time.

Set Time Select this option to manually set the date and time of the Fortinet
unit’s clock, then select the Hour, Minute, Second, Year, Month and
Day fields before you select OK.

Synchronize with  Select this option to automatically synchronize the date and time of

NTP Server the Fortinet unit’s clock with an NTP server, then configure the
<GUIElement>Server and <GUIElement>Sync Interval fields before
you select OK.

Sync Interval Enter how often in minutes the Fortinet unit should synchronize its
time with the NTP server. For example, entering 1440 causes the
Fortinet unit to synchronize its time once a day.

Server Enter the IP address or domain name of an NTP server. To find an NTP

server that you can use, go to http://www.ntp.org.

4. Select OK to apply your changes.
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Updating the system firmware

System Settings

To take advantage of the latest features and fixes, FortiManager provides two ways to upgrade
its firmware: manually or through the FDN.

Back up the configuration and database before changing the firmware of your Fortinet unit.
Changing the firmware to an older or incompatible version may reset the configuration and
database to the default values for that firmware version, resulting in data loss. For information
on backing up the configuration, see “Backing up and restoring the system” on page 64.

Before you can download firmware updates for your Fortinet unit, you must first register your
Fortinet unit with Customer Service & Support. For details, go to https://support.fortinet.com/
or contact Customer Service & Support.

To manually change the Fortinet firmware:

1. Download the firmware (the . out file) from the Customer Service & Support web site,
https://support.fortinet.com/.

2. Go to System Settings > General > Dashboard.
3. In the System Information widget, in the Firmware Version row, select Update.
The firmware upgrade dialog box opens.

Figure 27:Firmware upgrade dialog box

Firmware Upgrade

From Local

4, Select From Local, and select Browse to locate the firmware package (.out file) that you
downloaded from the Customer Service & Support web site and select Open.

5. Select OK to upload the file.
Your browser uploads the firmware file. The time required varies by the size of the file and the
speed of your network connection. When the file transfer is complete, a prompt appears:

“Manual upload release complete. It will take a few minutes to unpack
the uploaded release. Please wait.”

6. Wait until the unpacking process completes, then refresh the page. The firmware package
file name will appear in the Releases Available For Upgrade section after you refresh the
page.

7. Select the firmware package, then select the icon in the Upgrade Firmware column and
select OK in the dialog box that appears. The Fortinet unit installs the firmware and restarts.

If you changed the firmware to an earlier version whose configuration is not compatible, you
may need to do first-time setup again. For instructions, see the FortiManager QuickStart
Guide for your unit.
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8. Update the vulnerability management engine and definitions. For details, see “FortiGuard
Services” on page 242.

Installing firmware replaces the current network vulnerability management engine with the
version included with the firmware release that you are installing. After you install the new
firmware, make sure that your vulnerability definitions are up-to-date. For more information, see
“FortiGuard Services” on page 242.

To change the FortiManager system firmware through FDN:

1. The FortiManager system can automatically download firmware updates from FDN, if you
have a valid support license. To access these updates, go to System > Dashboard > Status.

2. In the System Information widget, in the Firmware Version row, select Update. The Firmware
Upgrade dialog box appears; see Figure 27.

When new versions of firmware are available on FDN, new entries are shown in the From
Server drop-down list.

3. Select the Download icon to start downloading the new upgrade firmware. The time required
varies by the size of the file and the speed of your network connection.

4. Wait until the unpacking process completes, then refresh the page. The new firmware
package will appear in the Releases Available For Upgrade section after you refresh the
page.

5. Select the firmware package, then select the icon in the Upgrade Firmware column and
select OK in the dialog box that appears. The Fortinet unit installs the firmware and restarts.

Upgrading firmware through FDN needs proper setup.

FortiManager v4.0 MR3 does not provide a full downgrade path. For those users who want to
downgrade to an older FortiManager firmware release, downgrade the system firmware via a
TFTP server with the firmware burning procedure embedded within the FortiManager system
boot-up menu. A full format of the system hard drives and system reset are required after the
firmware downgrading process.

All configuration will be lost after downgrading the device, and the system hard drives will be
formatted.

For more information on upgrading or downgrading the firmware, see “Firmware and Revision
Control” on page 264.

Backing up and restoring the system

System Settings

Fortinet recommends that you back up and restore your FortiManager configuration to your
management PC or central management server on a regular basis to ensure that, should the
system fail, you can quickly get the system back to its original state with minimal affect to the
network. You should also perform a back up after making any changes to the FortiManager
configuration or settings that affect the managed devices.

You can perform backups manually or at scheduled intervals. You can also create a backups -
called checkpoints - that define a point where the FortiManager and network management is
stable and functioning. Should any future configurations cause issues, you have a point where
the system is stable.
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Fortinet recommends backing up all configuration settings from your FortiManager unit before
upgrading the FortiManager firmware.

Backing up the configuration

The following procedures enable you to back up your current configuration through the
web-based manager. If your FortiManager unit is in HA mode, switch to Standalone mode.

To back up the FortiManager configuration:

1. Go to System Settings > General > Dashboard.

2. In the System Information widget, under System Configuration, select the Backup.
The backup dialog box appears.

Figure 28:Backup dialog box

¥ Encryption
Password

Confirm Password

3. Configure the following settings:

Encryption Select to encrypt the backup file with a password. The password is
required to restore the configuration. The check box is selected by
default.

Password Optional. Select a password. This password is used to encrypt the

backup file, and is required to restore the file. (This option is
available only when encryption check box is selected.)

Confirm Password Re-enter the password to confirm it.

4. If you want to encrypt the backup file, select the Encryption check box, then enter and
confirm the password you want to use.

5. Select OK and save the backup file on your management computer.

Restoring the configuration

You can use the following procedure to restore your FortiManager configuration from a backup
file on your management computer. If your FortiManager unit is in HA mode, switch to
Standalone mode.

To restore the FortiManager configuration:

1. Go to System Settings > General > Dashboard.

2. In the system information widget, under System Configuration, select Restore.
The all settings configuration restore dialog box appears.

System Settings Page 65 FortiManager v4.0 MR3 Patch Release 8 Administration Guide


http://www.fortinet.com/

System Settings

Figure 29:All settings configuration restore dialog box

All Settings Configuration Restore
From Local:

Password:
[] Keep IP, routing & HA info on original unit

Restore in Offline Mode @

m Cance'

3. Configure the following settings and select OK.

From Local Select the configuration backup file you want to restore.
Password Enter the encryption password, if applicable.

Keep IP, routing & HA Select the check box to retain the current IP, routing and HA
info on original unit  settings.

Restore in Offline Informational check box. Hover over help icon for more
Mode information.

Scheduling backups

You can schedule backups at a regular interval to ensure that you have a backup of the
FortiManager configuration, no matter when changes are made. It also ensures you do not
forget to backup the configuration. This feature is only available from the CLI interface, which
you can access from the CLI console widget on the system dashboard. Use the command:

config fmsystem backup all-settings

For details on how to use this command, see the FortiManager v4.0MR3 Patch Release 7 CLI
Reference.

Creating a system checkpoint

You can create a system checkpoint backup to capture a specific configuration. This backup
provides a history where the FortiManager and FortiGate units are synchronized. Should there
be a major failure, you can completely revert to the network to when it was in working order, and
not have to be concerned about which device has which versions of the firmware installed and
so on. These are, in essence, snapshots of your Fortinet managed network system.

You should make a system checkpoint backup before installing new firmware to devices or
making a major configuration change to the network. If the update or modification causes
problems, you can quickly revert to an earlier known “good” version of the configuration to
restore operation.

A system checkpoint backup includes:

¢ the current configuration file from each managed device
¢ the entire system configuration of the FortiManager unit.

To create a checkpoint backup:

1. Go to System Settings > General > Dashboard.

2. In the system information widget, under System Configuration, select System Checkpoint.
3. Select Create New.
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4. In the Comments field, enter a description, up to 63 characters, for the reason or state of the
backup.

5. Select Submit.

Configuring RAID

System Settings

RAID (Redundant Array of Independent Disks) helps to divide data storage over multiple disks
which provides increased data reliability. FortiManager units that contain multiple hard disks
(typically, the FMG-3000B or higher) can configure the RAID array for capacity, performance
and availability.

You can view the status of the RAID array from the RAID Monitor widget on the System Settings
> General > Dashboard page. The RAID Monitor widget displays the status of each disk in the
RAID array, including the disk’s RAID level. This widget also displays how much disk space is
being used. For more information, see “Viewing RAID status” on page 56.

The Alert Message Console widget, located in System Settings> General > Dashboard provides
detailed information about RAID array failures. For more information see “Viewing alert
messages” on page 58.

If you need to remove a disk from the FortiManager unit, you can hot swap it. Hot swapping
means that you can remove a failed hard disk and replace it with a new one even while the
FortiManager unit is still in operation. Hot swapping is a quick and efficient way to replace hard
disks. For more information about hot swapping, see “Replacing hard disks” on page 68.

To configure RAID:

1. Go to System Settings > General > Dashboard.

2. From the RAID monitor widget title bar, select RAID Settings.
The RAID Settings dialog box appears.

Figure 30:RAID settings dialog box

RAID Settings

RAID Level Raid-1 -
Status OK

Size(GB) 488

|1 Yes oK 488

|2 No Unavailable 0

m Cance'

3. From the RAID Level list, select the RAID option you want to configure and then select Apply.
Once selected, depending on the RAID level, it may take a while to generate the RAID array.

4. Select OK to save the setting.
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Supported RAID levels

FortiManager units with multiple hard drives support the following RAID levels:

RAID 0

A RAID 0 array is also referred to as striping. The FortiManager unit writes information evenly
across all hard disks. The total space available is that of all the disks in the RAID array. There
is no redundancy available. If any single drive fails, the data on that drive cannot be
recovered. This RAID level is beneficial because it provides better performance, since the
FortiManager unit can distribute disk writing across multiple disks.

RAID 1

A RAID 1 array is also referred to as mirroring. The FortiManager unit writes information to
one hard disk, and writes a copy (a mirror image) of all information to all other hard disks.
The total disk space available is that of only one hard disk, as the others are solely used for
mirroring. This provides redundant data storage with no single point of failure. Should any of
the hard disks fail, there are several backup hard disks available.

RAID 5

A RAID 5 array employs striping with a parity check. Similar to RAID 0, the FortiManager unit
writes information evenly across all drives but additional parity blocks are written on the
same stripes. The parity block is staggered for each stripe. The total disk space is the total
number of disks in the array, minus one disk for parity storage. For example, with four hard
disks, the total capacity available is actually the total for three hard disks. RAID 5
performance is typically better with reading than with writing, although performance is
degraded when one disk has failed or is missing. With RAID 5, one disk can fail without the
loss of data. If a drive fails, it can be replaced and the FortiManager unit will restore the data
on the new disk by using reference information from the parity volume.

RAID 10

RAID 10 (or 1+0), includes nested RAID levels 1 and 0, or a stripe (RAID 0) of mirrors (RAID
1). The total disk space available is the total number of disks in the array (@ minimum of 4)
divided by 2, for example:

¢ two RAID 1 arrays of two disks each
e three RAID 1 arrays of two disks each
¢ six RAID1 arrays of two disks each.

One drive from a RAID 1 array can fail without the loss of data; however, should the other
drive in the RAID 1 array fail, all data will be lost. In this situation, it is important to replace a
failed drive as quickly as possible.

Replacing hard disks

If a hard disk on a FortiManager unit fails, it must be replaced.

The Disk Monitor widget indicates a failed disk, including its RAID level, but does not give
specific information about when the disk failed. To identify which hard disk failed, read the
relevant log message in the Alert Message Console widget (see “Alert message console widget”
on page 58).

Page 68 FortiManager v4.0 MR3 Patch Release 8 Administration Guide


http://www.fortinet.com/

v

v

System Settings

To replace a hard disk:

Electrostatic discharge (ESD) can damage FortiManager equipment. Only perform the
procedures described in this document from an ESD workstation. If no such station is available,
you can provide some ESD protection by wearing an anti-static wrist or ankle strap and
attaching it to an ESD connector or to a metal part of a FortiManager chassis.

When replacing a hard disk, you need to first verify that the new disk has the same size as those
supplied by Fortinet and has at least the same capacity as the old one in the FortiManager unit.
Installing a smaller hard disk will affect the RAID setup and may cause data loss. Due to
possible differences in sector layout between disks, the only way to guarantee that two disks
have the same size is to use the same brand and model.

The size provided by the hard drive manufacturer for a given disk model is only an
approximation. The exact size is determined by the number of sectors present on the disk.

Go to System > General > Dashboard.

In the Unit Operation widget, click Shutdown.

Click OK.

Remove the faulty hard disk and replace it with a new one.

o bd 2

Restart the FortiManager unit.

The FortiManager unit will automatically add the new disk to the current RAID array. The
status appears on the console. After the FortiManager unit boots, the widget will display a
green check mark icon for all disks and the RAID Status area will display the progress of the
RAID re-synchronization/rebuild.

Once a RAID array is built, adding another disk with the same capacity will not affect the array
size until you rebuild the array by restarting the FortiManager unit.

See also

¢ Viewing RAID status

¢ Adding new disks for FMG-2000B and FMG-4000B
e Configuring RAID

Adding new disks for FMG-2000B and FMG-4000B

The FMG-2000B unit is shipped with two hard disks. You can add up to four more disks to
increase the storage capacity. The FMG-4000B unit is shipped with six hard disks. You can add
up to 18 more disks to increase the storage capacity.

Fortinet recommends that you use the same disks as those supplied by Fortinet. Disks of other
brands will not be supported by Fortinet. For information on purchasing extra hard disks,
contact your Fortinet reseller.

To add more hard disks:
1. Obtain the same disks as those supplied by Fortinet.

2. Back up the log data on the FMG-2000B/FMG-4000B unit. You can also migrate the data to
another FortiManager unit if you have one. Data migration reduces system down time and
risk of data loss.
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For information on data backup, see “Backing up the configuration” on page 65.

Install the disks on the FortiManager unit. You can do so while the FortiManager unit is

running.

Configure the RAID level. See “Configuring RAID” on page 67.

If you have backed up the log data, restore the data. For more information, see “Restoring
the configuration” on page 65.

See also

Viewing RAID status

Replacing hard disks
Configuring RAID

Configuring network settings

System Settings

The FortiManager unit can manage Fortinet devices connected to any of its interfaces. The only
exception being if the FortiManager unit is operating as part of an HA cluster, in which case, the
interface used for HA operation is not available for other uses. The DNS servers must be on the
networks to which the FortiManager unit connects, and should be two different addresses.

To view the configured network interfaces, go to System Settings > General > Network. The
network screen is displayed.

Figure 31:Network screen

g Interface

portl
1P Address/Mask:

Administrative Access:

Service Access:

Default Gateway

192.168.1.222/255.255.255.0

MHTTes Flwrre  Fleing
¥ssH @reLver @ snme
[V web Service

[ Forticate Updates [T Forticlient Updates

192.168.1.99

—DNS

Primary DNS Server

Secondary DNS Server

208.91.112.53

208.91.112.63

All Interfaces ][ Routing Table ” Diagnostic Tools

The following information is available:

Management interface port information

IP Address/Mask The IP address and network mask associated with this interface.

Administrative Select the allowed administrative service protocols from HTTPS,

Access

HTTP, PING, SSH, Telnet, SNMP, and Web Service.

Service Access Select the Fortinet services that are allowed access on this interface.

These include FortiGate updates and FortiClient updates.

By default all service access is enabled on port1, and disabled on
port2.

Default Gateway The default gateway associated with this interface
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DNS information

Primary DNS

Server

Secondary DNS

Server

All Interfaces

Routing Table

Diagnostic Tools

Enter the primary DNS server IP address.

Enter the secondary DNS server IP address.

Click to open the network interface list. See “Viewing the network
interface list” on page 71.

Click to open the routing table. See “Configuring static routes” on
page 72.

Click to open the diagnostic tools console.

Viewing the network interface list

To view the network interface list, select the All Interfaces button.

Figure 32:Network interface list

IP/Netmask

oy | 10-100.22.41/
BOEL | 555.255.255.0

192.168.15.41 /

2ort2  555.255.255.0

port3 | 0.0.0.0/ 0.0.0.0

port4 | 0.0.0.0/ 0.0.0.0

Service Access
FortiGate Updates, FortiClient o
Updates
FortiGate Updates, FortiClient
Updates

Administrative Access
HTTPS, HTTP, PING, S5H, TELNET, SNMP, Web
Service

HTTPS, HTTP, PING, 55H. TELNET. SNMP, Web
Service

Description

The following information is available:

Name

IP / Netmask
Description

Administrative
Access

Service Access

Enable

The names of the physical interfaces on your FortiManager unit. The
name, including number, of a physical interface depends on the model.
Unlike FortiGate, you cannot set alias names for the interfaces. For more
information, on configuring the interface, see “Configuring network
interfaces” on page 72.

If HA operation is enabled, the HA interface has /HA appended to its
name.

The IP address and network mask associated with this interface.

The list of allowed administrative service protocols on this interface. These
include HTTP, HTTPS, PING, SSH, and Telnet.

The list of Fortinet services that are allowed access on this interface.
These include FortiGate updates, FortiClient updates, Web Filtering, and
email filtering.

By default all service access is enabled on port1, and disabled on port2.
Displays if the interface is enabled or disabled. If the port is enabled, a

green circle with a check mark appears in the column. If the interface is
not enabled, a gray circle with an “X” appears in the column.
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Configuring network interfaces

In the network interface list select the interface name link to change the interface options.

Figure 33:Configure network interfaces

Edit Interface: portl

Enable

Alias

IP Address/Netmask 10.100.22.41/255.255.255.0

Administrative Access HTTES P BING
SSH [V reLner M sume

Web Service

Service Access

FortiGate Updates

FortiClient Updates

Description

Configure the following settings:

Enable

Alias
IP Address/Netmask

Administrative
Access

Service access

Description

Select to enable this interface. A green circle with a check mark
appears in the interface list to indicate the interface is accepting
network traffic.

When not selected, a gray circle with an “X” appears in the interface
list to indicate the interface is down and not accepting network traffic.

Enter an alias for the port to make it easily recognizable.
Enter the IP address and network mask for the interface.

Select the services to allow on this interface. Any interface that is used
to provide administration access to the FortiManager unit will require
at least HTTPS or HTTP for web-manager access or SSH for CLI
access.

Select the services that will communicate with this interface.

Enter a brief description of the interface.

Configuring static routes

Go to System Settings > General > Network and select the Routing Table button to view, edit, or
add to the static routing table. You may need to add entries to the routing table so that the
FortiManager unit can reach FortiGate units on remote networks.
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Figure 34:Routing table

@ Create New

IP/Netmask Gateway Interface
[} ! 10.100.0.0 / 255.255.0.0 10.100.22.254 portl
(| o 172.16.0.0 / 255.240.0.0 10.100.22.254 port1
(| 2 192.168.0.0 / 255.255.0.0 10.100.22.254 port1
[} 4 0.0.0.0/ 0.0.0.0 192.168.15.1 port2

The following information and options are available:

Delete Select the check box next to the route number and select Delete to remove
the route from the table.

Create New Select Create New to add a new route. See “To add a static route:” on
page 73.

Select the route number to edit the settings.
ID The route number.
IP/Netmask The destination IP address and network mask for this route.
Gateway The IP address of the next hop router to which this route directs traffic.
Interface The network interface that connects to the gateway.

To add a static route:

Go to System Settings > General > Network, select the Routing Table button, and select Create
New to add a route, or select the route number to edit an existing route.

Figure 35:Create new route

Create Route

Destination IP/Mask 0.0.0.0/0.0.0.0
Gateway
Interface portl o

Configure the following settings:

Destination IP /Mask Enter the destination IP address and network mask for this route.

Gateway Enter the IP address of the next hop router to which this route directs
traffic.
Interface Select the network interface that connects to the gateway.
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System Settings

The FortiManager unit generates a certificate request based on the information you enter to
identify the FortiManager unit. After you generate a certificate request, you can download the
request to a computer that has management access to the FortiManager unit and then forward
the request to a CA.

Figure 36:Local certificates window

W Dealete & Create New 4] Import [E] view Certificate Detail & Download

Creating a local certificate

To create a local certificate see the following instructions.

To create a certificate request:
1. Go to System > General > Certificates > Local Certificates.
2. Select the Create New button and enter the information as required and select OK.

The certificate window also enables you to export certificates for authentication, importing
and viewing.

Only Local Certificates can be created. CA Certificates can only be imported

Importing certificates

To import a certificate see the following instructions.

To import a local certificate:
1. Go to System > General > Certificates > Local Certificates.
2. Select the Import button.

3. Enter the location of the local certificate, or select browse and browse to the location of the
certificate, and select OK.

To import a CA certificate:
1. Go to System > General > Certificates > CA Certificates.
2. Select the Import button.

3. Enter the location of the local certificate, or select browse and browse to the location of the
certificate, and select OKOK.

Viewing certificate details

To view certificate details see the following instructions.
To view a local certificate:

1. Go to System > General > Certificates > Local Certificates.

2. Select the certificates which you would like to see details about and click on View Certificate
Detail; see Figure 37.
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Figure 37:Local certificate detail window

Certificate Name  Fortinet_Local

C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN =

Lssuer support, emailAddress = support@fortinet.com

C = Us, 5T = California, L = Sunnyvale, O = Fortinet, OU = Fortimanager, CN =

Subject FM400B2ZMOES00017, emailAddress = support@fortinet.com
walid Frem 2008-11-21 22:14:31 GMT
valid Ta 2029-01-05 22:14:31 GMT
Version 3
Serial Number ob:&f:78
Mame: ¥505v3 Basic Constraints
Critical: no
Extension Content:

CAFALSE

This page displays the following information:

Certificate Name The name of the certificate.

Issuer The issuer of the certificate.

Subject The subject of the certificate.

Valid From The date from which the certificate is valid.

Valid To The last day that the certificate is valid. The certificate should be
renewed before this date.

Version The certificate’s version.

Serial Number The serial number of the certificate.

Extension The certificate extension information.

To view a CA certificate:
1. Go to System > General > Certificates > CA Certificates.

2. Select the certificates which you would like to see details about and click on View Certificate
Detail.

The details displayed are similar to those displayed for a local certificate.

Downloading a certificate

To download a certificate see the following instructions.

To download a local certificate:
1. Go to System > General > Certificates > Local Certificates.

2. Select the certificates which you would like to download, click on Download, and save the
certificate to the desired location.

To download a CA certificate:
1. Go to System > General > Certificates > CA Certificates.

2. Select the certificates which you would like to download, click on Download, and save the
certificate to the desired location.
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Configuring High Availability

FortiManager high availability (HA) provides a solution for a key requirement of critical enterprise
management and networking components: enhanced reliability. Additional FortiManager units
can be configured to provide failover protection for the primary FortiManager unit.

This section includes the following topics:

¢ Configuring HA options

Configuring HA options

To configure HA options go to System Settings > General > HA. From here you can configure
FortiManager units to start an HA cluster or you can change the HA configuration of the cluster.

Figure 38:Cluster settings dialog box

Operation Mode Standalone

Peer IP Peer SN
Cluster ID 1 (1-84)

Group Password

Heartbeat Interval 5 Seconds

Failover Threshold 3 {1-255)

To configure a cluster, you must set the mode of the primary unit to Master and the modes of
the backup units to slave.

When changing the HA mode for a FortiManager unit in an HA cluster, the FortiManager unit
must be rebooted.

Then you must add the IP addresses and serial numbers of each backup unit to primary unit
peer list. The IP address and serial number of the primary unit must be added to each of the
backup unit HA configurations. Also, the primary unit and all backup units must have the same
Cluster ID and Group Password.

You can connect to the primary unit Web-based Manager to work with FortiManager. Because
of configuration synchronization you can configure and work with the cluster in the same way as
you would work with a standalone FortiManager unit.

When the cluster is operating, from the primary unit Web-based Manager you can change HA
settings. For example you might want to change the heartbeat interval and failover threshold to
fine tune the failure detection time. You should also change the password and Cluster ID to be
different from the default settings.
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Configure the following settings:

Operation Mode

Peer IP

Peer SN

Cluster ID

Group Password

Heartbeat Interval

Failover
Threshold

Select Master to configure the FortiManager unit to be the primary unit in a
cluster. Select Slave to configure the FortiManager unit to be a backup
unit in a cluster. Select Standalone to stop operating in HA mode.

Enter the IP address of another FortiManager unit in the cluster. For the
primary unit you can add up to four Peer IPs for up to four backup units.
For a backup unit you add the IP address of the primary unit.

Enter the serial number of another FortiManager unit in the cluster. For the
primary unit you can add up to four Peer serial numbers for up to four
backup units. For a backup unit you add the serial number of the primary
unit.

A number between 0 and 64 that identifies the HA cluster. All members of
the HA cluster must have the same group ID. If you have more than one
FortiManager HA cluster on the same network, each HA cluster must have
a different group ID.

The FortiManager Web-based Manager browser window title changes to
include the Group ID when FortiManager unit is operating in HA mode.

A password for the HA cluster. All members of the HA cluster must have
the same group password. The maximum password length is 19
characters. If you have more than one FortiManager HA cluster on the
same network, each HA cluster must have a different password.

The time in seconds that a cluster unit waits between sending heartbeat
packets. The heartbeat interval is also the amount of time that a
FortiManager unit waits before expecting to receive a heartbeat packet
from the other cluster unit. The default heartbeat interval is 5 seconds. The
heartbeat interval range is 1 to 255 seconds. You cannot configure the
heartbeat interval of the backup units.

The number of heartbeat intervals that one of the cluster units waits to
receive HA heartbeat packets from other cluster units before assuming
that the other cluster units have failed. The default failover threshold is 3.
The failover threshold range is 1 to 255. You cannot configure the failover
threshold of the backup units.

In most cases you do not have to change the heartbeat interval or failover
threshold. The default settings mean that if the a unit fails, the failure is
detected after 3 x 5 or 15 seconds; resulting in a failure detection time of
15 seconds.

If the failure detection time is too short the HA cluster may detect a failure
when none has occurred. For example, if the primary unit is very busy it
may not respond to HA heartbeat packets in time. In this situation, the
backup unit may assume that the primary unit has failed when the primary
unit is actually just busy. Increase the failure detection time to prevent the
backup unit from detecting a failure when none has occurred.

If the failure detection time is too long, administrators will be delayed in
learning that the cluster has failed. In most cases, a relatively long failure
detection time will not have a major effect on operations. But if the failure
detection time is too long for your network conditions, then you can
reduce the heartbeat interval or failover threshold.
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Managing administrators

The System Settings > Admin menu enables you to configure administrator accounts, access
profiles and global administrative settings for the FortiManager unit. The following menu options
re available:

Administrator Select to configure administrative users accounts. For more
information, see “Configuring administrator accounts” on page 79.

Profile Select to set up access profiles for the administrative users. For more
information, see “Managing administrator access” on page 83.

Remote Auth Server Select to configure authentication server settings for administrative log
in. For more information, see Managing remote authentication servers.

Admin Settings Select to configure connection options for the administrator including
port number, language of the Web-based Manager and idle timeout.
For more information, see “Configuring global admin settings” on
page 93.

This section includes the following topics:

¢ Monitoring administrator sessions

e Configuring administrator accounts

¢ Managing administrator access

¢ Managing remote authentication servers
e Configuring global admin settings

Monitoring administrator sessions

System Settings

The Current Administrators view enables you to view the list of administrators logged into the
FortiManager unit. From this window you can also disconnect users if necessary.

To view logged in administrators on the FortiManager unit, go to System Settings > General >
Dashboard. In the System Information widget, under Current Administrators, select Detail. The
list of current administrator sessions appears; see Figure 39.

Figure 39:Administrator session list

Current Administrators

admin (current) GUI(172.16.758.241) Tue Nov § 09:20:19 2011 15

F IP Address Start Time Time Out (mins)
]

The following information is available:

User Name The name of the administrator account. Your session is indicated by
(current).

IP Address The IP address where the administrator is logging in from.

Start Time The date and time the administrator logged in.
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Time Out (mins) The maximum duration of the session in minutes (1 to 480 minutes).

Delete Select the check box next to the user and select Delete to drop their
connection to the FortiManager unit.

To disconnect an administrator:
1. Go to System Settings > General > Dashboard.

2. In the System Information widget, under Current Administrators, select Detail. The list of
current administrator sessions appears; see Figure 39.

3. Select the check box for each administrator session that you want to disconnect, and select
Delete.

4. Select OK to confirm deletion of the session.

The disconnected administrator will see the FortiManager login screen when disconnected.
They will not have any additional warning. It is a good idea to inform the administrator before
disconnecting if possible should they be in the middle of important configurations for the
FortiManager or another device.

Configuring administrator accounts

System Settings

Go to System Settings > Admin > Administrator to view the list of administrators and configure
administrator accounts. Only the default admin administrator account can see the complete
administrators list. If you do not have certain viewing privileges, you will not see the
administrator list.

Figure 40:Administrator list

& Create New

User Name ADOM : Comments
admin Super_User ALL ADOM Global [+]
I:l richard Super_User root Global (+] Richards test login
aharris Super_User roct Global [+] test login

The following information is available:

Delete Select the check box next to the administrator you want to remove from the list
and select Delete.

Create New  Select to create a new administrator. For more information, see “To create a
new administrator account:” on page 80.

User Name The name this administrator uses to log in. Select the administrator name to
edit the administrator settings.

Profile The administrator profile for this user that determines the privileges of this
administrator. For information on administrator profiles, see “Managing
administrator access” on page 83.

ADOM The ADOM to which the administrator has been assigned.

Scope Global
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Status Indicates whether the administrator is currently logged into the FortiManager
unit not. A green circle with an up arrow indicates the administrator is logged
in, a red circle with a down arrow indicates the administrator is not logged in.

Comments Descriptive text about the administrator account.

To create a new administrator account:

1. Go to System Settings > Admin > Administrator and select Create New.

The new administrator dialog box appears.

Figure 41:Creating a new administrator account

New Administrator

User Name

Type

New Password
Confirm Password
Trusted Host 1
Trusted Host 2

Trusted Host 3

Profile

Admin Domain

Drescription

User Information

Contact Email

Contact Phone

LOCAL -

0.0.0.0/0.0.0.0
255.255.255.255/255.255.255.25¢5

255.255.255.255/255.255.255.25¢5

@ Restricted_User - ) Forticensole only
Available Selected Admin Domain
root - -

2. Configure the following settings:

User Name

Type

New Password

Confirm Password

Enter the name that this administrator uses to log in. This field is
available if you are creating a new administrator account.

Select the type of authentication the administrator will use when
logging into the FortiManager unit. If you select LOCAL, you will need
to add a password. Otherwise, depending on the type of
authentication server selected, you will select the authentication
server from a drop-down list.

Enter the password. This is available if Type is LOCAL.

Enter the password again to confirm it. This is available if Type is
LOCAL.
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Trusted Host1 Optionally, enter the trusted host IP address and network mask from
Trusted Host2 which the administrator can log in to the FortiManager unit. You can
Trusted Host3 specify up to three trusted hosts.

Setting trusted hosts for all of your administrators can enhance the
security of your system. For more information, see “Using trusted
hosts” on page 83.

Profile Select a profile from the list, or select FortiConsole Only. The profile
selected determines the administrator’s access to FortiManager unit
features.

To create a new profile see “Configuring administrator profiles” on
page 85.

Admin Domain Choose the ADOM this admin will belong to.
This field is available only if ADOMs are enabled.

Description Optionally, enter a description of this administrator’s role, location or
reason for their account. This field adds an easy reference for the
administrator account.

User Information (optional)
Contact Email Enter a contact email address for the new administrator.

Contact Phone Enter a contact phone number for the new administrator.

3. Select OK to create the new administrator account.

To modify an existing administrator account:

1. Go to System Settings > Admin> Administrator. The list of configured administrators
appears; see Figure 40 on page 79.

2. In the User Name column, double-click on the user name of the administrator you want to
change. The Edit Administrator window appears; see Figure 42.
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Figure 42:Editing an administrator account
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3. Configure the following settings:

User Name

Type

Change Password
Old Password
New Password
Confirm Password
Trusted Host1

Trusted Host2
Trusted Host3

Admin Domain

Profile

The name that this administrator uses to log in.

The type of authentication the administrator will use when logging into
the FortiManager unit. If LOCAL is selected, you will need to add a
password. Otherwise, depending on the type of authentication server
selected, you will select the authentication server from a drop-down
list.

Select to change passwords. This is available only if Type is LOCAL.
Enter your old password. This is available only if Type is LOCAL.
Enter the password. This is available only if Type is LOCAL.

Enter the password again to confirm it. This is available only if Type is
LOCAL.

The trusted host IP address and network mask from which the
administrator logs in to the FortiManager unit. Up to three trusted
hosts can be specified.

The ADOM this admin belongs to.

This field is available only if administrative domains are enabled.

The profile selected determines the administrator’s access to
FortiManager unit features.

To create a new profile see “Configuring administrator profiles” on
page 85.
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Description Optionally, A description of this administrator’s role, location or reason
for their account. This field adds an easy reference for the
administrator account.

User Information (optional)
Contact Email A contact email address for the new administrator.

Contact Phone A contact phone number for the new administrator.

4. Modify the settings as required. For more information about configuring account settings,
see “To create a new administrator account:” on page 80.

5. Select OK to save your changes.

To delete an existing administrator account:

1. Go to System Settings > Admin > Administrator. The list of configured administrators
appears; see Figure 40 on page 79.

2. Select the check box of the administrator account you want to delete and then select the
Delete icon in the toolbar.

3. In the dialog box that appears, select OK to confirm the deletion.

Using trusted hosts

Setting trusted hosts for all of your administrators increases the security of your network by
further restricting administrative access. In addition to knowing the password, an administrator
must connect only through the subnet or subnets you specify. You can even restrict an
administrator to a single IP address if you define only one trusted host IP address with a
network mask of 255.255.255.255.

When you set trusted hosts for all administrators, the FortiManager unit does not respond to
administrative access attempts from any other hosts. This provides the highest security. If you
leave even one administrator unrestricted, the unit accepts administrative access attempts on
any interface that has administrative access enabled, potentially exposing the unit to attempts
to gain unauthorized access.

The trusted hosts you define apply both to the Web-based Manager and to the CLI when
accessed through SSH. CLI access through the console connector is not affected.

If you set trusted hosts and want to use the Console Access feature of the Web-based
Manager, you must also set 127.0.0.1/255.255.255.255 as a trusted host. By default, Trusted
Host #3 is set to this address.

Managing administrator access

System Settings

The System Settings > Admin > Profile menu enables you to create or edit administrator profiles
which are used to limit administrator access privileges to devices or system features.

There are three pre-defined profiles with the following privileges:

Restricted_User Restricted user profiles have no System Privileges enabled, and have
read-only access for all Device Privileges.
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Standard_User Standard user profiles have no System Privileges enabled, but have
read/write access for all Device Privileges.

Super_User Super user profiles have all system and device privileges enabled.

You cannot delete these profiles, but you can modify them. You can also create new profiles, if
required.

This Guide is intended for default users with full privileges. If you create a profile with limited

privileges it will limit the ability of any administrator using that profile to follow procedures in this
Guide.

To view the list of configured administrator profiles, go to the System Settings > Admin > Profile
page; see Figure 43.

Figure 43:Administrator profile list

@ Create New

Description

T R Res!:nl:tec_l user profiles have no System Privileges enabled, and have read-only access for all
————=——2="| Device Privileges.

Standard Usar Star_n:lard_u.ser profiles have no System Privileges enabled, but have read/write access for all
=———————— | Device Privileges.

Super User Super user profiles have all system and device privileges enabled.

The default administrator profiles can not be deleted. They can however, be edited.

The following information is available:

Delete Select the check box next to the profile you want to delete and select
Delete. Predefined profiles cannot be deleted. You can only delete custom
profiles when they are not applied to any administrators.

Create New Select to create a custom administrator profile. See “Configuring
administrator profiles” on page 85.

Profile The administrator profile name. Select the profile name to view or modify
existing settings. For more information about profile settings, see
“Configuring administrator profiles” on page 85.

Description Provides a brief description of the system and device access privileges
allowed for the selected profile.
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To create a custom profile:

Prafile Name

Description

Scope Global

Configuring administrator profiles

You can modify one of the pre-defined profiles or create a custom profile if needed. Only
administrators with full system privileges can modify the administrator profiles.

1. Go to System Settings > Admin > Profile and select Create New.
The create profile dialog box appears.

Figure 44:Create new profile dialog box

Create Profile

Global Settings
System Settings
Administrater Domain
Global Policy Packages
Global Objects

Assignment

Read-Write Read-Only None

CRCECRC)

ADOM Settings
Add/Delete Devices/Groups
Install To Devices
Retrieve Configuration from Devices
Terminal Access
Consistency Check
Device Manager
Manage Device Configuration
Policy Package
Policy Objects
VPN Manager
Raal Time Manitar

FortiClient Manager

Read-Write Read-Only None

ORCRCRCRCRCRCRCRCRCRC)

Other Settings

FortiConseole

Read-Write Read-Only None

o

Profile Name

Description

Global Settings

2. Configure the following settings:

Enter a name for this profile.

Enter a description for this profile. While not a requirement, a
description can help to know what the profiles is for or the levels
it is set to.

Select None, Read Only, or Read-Write access for categories as
required.
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ADOM Settings Select None, Read Only, or Read-Write access for categories as
required.

Other Settings Select None, Read Only, or Read-Write access for categories as
required.

3. Select OK to save the new profile.

To modify an existing profile:

1. Go to System Settings > Admin > Profile. The list of available profiles appears; see Figure 43
on page 84.

2. In the Profile column, double-click on the name of the profile you want to change. The Edit
Profile dialog box appears.

Figure 45:Edit administrator profile window

Profile Name Standard_User

Standard user profiles have no System Privileges
enabled, but have read/write access for all

Description Device Privilages.

Scope Global «
Global Settings Read-Write Read-Only None
Systemn Settings @

Administrator Domain
Glabal Policy Packages
Global Objects

Assignment @

ADOM Settings Read-Write Read-Only None
Add/Delete Devices/Groups @
Install To Devices
Retrieve Configuration from Devices
Terminal Access
Consistency Check
Device Manager
Manage Device Configuration
Policy Package
Policy Objects
VBN Manager
Real Time Monitor

FortiClient Manager

©PO®O®PDOO®®® ® !

Other Settings Read-Write Read-Only None

FortiConsaole @

3. Configure the following settings:

Profile Name Enter a name for this profile.

Description Enter a description for this profile. While not a requirement, a description
can help to know what the profiles is for or the levels it is set to.
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Scope Select the scope from the drop-down list.
Global Settings Select None, Read Only, or Read-Write access for categories as required.
ADOM Settings Select None, Read Only, or Read-Write access for categories as required.

Other Settings Select None, Read Only, or Read-Write access for categories as required.

4. Configure the appropriate changes and then select OK to save the settings.

To delete a profile:

1. Go to System Settings > Admin > Profile. The list of available profiles appears; see Figure 43
on page 84.

2. Select the check box of the custom profile you want to delete and then select the Delete
icon in the toolbar. You can only delete custom profiles when they are not applied to any
administrators.

3. In the confirmation dialog box that appears, select OK to delete the profile.

Managing remote authentication servers

The FortiManager system supports remote authentication of administrators using RADIUS,
LDAP and TACACS+ servers. To use this feature, you must configure the appropriate server
entries in the FortiManager unit for each authentication server in your network.

This section includes the following topics:

e Configuring RADIUS server authentication

¢ Configuring LDAP server authentication

e Configuring TACACS+ server authentication

Configuring RADIUS server authentication

Remote Authentication Dial-in User (RADIUS) is a user authentication and network-usage
accounting system. When users connect to a server they enter a user name and password. This
information is passed to a RADIUS server, which authenticates the user and authorizes access
to the network.

You can create or edit RADIUS server entries in the RADIUS server list to support authentication
of administrators. When an administrator account’s type is set to RADIUS, the FortiManager
unit uses the RADIUS server to verify the administrator password at logon. The password is not
stored on the FortiManager unit.

Go to System Settings > Admin > Remote Auth Server > Radius Server to view the RADIUS
server list.
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Figure 46:RADIUS server list

© Create New

Server Name/IP Secondary Server Name/IP
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]

JehnSmith 10.12.2.99

SmithService 10.24,2.98 10.24.2.99

The following information and options are available:

Create New Add a new RADIUS server entry.

Delete Select the check box next to the server entry and select Delete. You cannot
delete a RADIUS server entry if there are administrator accounts using it.

Name The RADIUS server name. Select the server name to edit the settings.
Server Name/IP  The IP address or DNS resolvable domain name of the RADIUS server.

Secondary Optional IP address or DNS resolvable domain name of the secondary
Server Name/IP  RADIUS server.

To add a RADIUS server configuration:

1. Go to System Settings > Admin > Remote Auth Server > RADIUS server. The list of
configured RADIUS servers appears.

2. Select the Create New toolbar icon.
The new RADIUS server dialog box appears.

Figure 47:New RADIUS server window

Name

Server Name/IP

Server Secret

Secondary Server Name/IP

Secondary Server Secret

Port 1812
Auth-Type ANY -

3. Configure the following settings:

Name Enter a name to identify the RADIUS server.

Server Name/IP Enter the IP address or fully qualified domain name of the RADIUS
server.

Server Secret Enter the RADIUS server secret.

Secondary Enter the IP address or fully qualified domain name of the secondary
Server Name/IP RADIUS server.

Secondary Enter the secondary RADIUS server secret.
Server Secret
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Port Enter the port for RADIUS traffic. The default port is 1812. You can
change it if necessary. Some RADIUS servers use port 1645.

Auth-Type Enter the authentication type the RADIUS server requires. The default
setting of ANY has the FortiManager unit try all the authentication types.

4. Select OK to save the new RADIUS server configuration.

To modify an existing RADIUS server configuration:

1. Go to System Settings > Admin > Remote Auth Server > RADIUS server. The list of
configured RADIUS servers appears.

2. In the Name column, select the name of the server configuration you want to change. The
Edit RADIUS Server dialog box appears.

3. Modify the settings as required and select OK to apply your changes.

To delete an existing RADIUS server configuration:

1. Go to System Settings > Admin > Remote Auth Server > RADIUS server. The list of
configured RADIUS servers appears.

2. Select the check box beside the server configuration you want to delete and then select the
Delete toolbar icon. A confirmation dialog box appears.

3. Select OK to delete the server entry.

You cannot delete a RADIUS server entry if there are administrator accounts using it

Configuring LDAP server authentication

Lightweight Directory Access Protocol (LDAP) is an Internet protocol used to maintain
authentication data that may include departments, people, groups of people, passwords, email
addresses, and printers. An LDAP consists of a data-representation scheme, a set of defined
operations, and a request/response network.

If you have configured LDAP support and require a user to authenticate using an LDAP server,
the FortiManager unit contacts the LDAP server for authentication. To authenticate with the
FortiManager unit, the user enters a user name and password. The FortiManager unit sends this
user name and password to the LDAP server. If the LDAP server can authenticate the user, the
FortiManager unit successfully authenticates the user. If the LDAP server cannot authenticate
the user, the FortiManager unit refuses the connection.

Go to System Settings > Admin > Remote Auth Server > LDAP Server to create a new LDAP
server entry or edit an existing server entry.
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Figure 48:LDAP server list
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LDAP server list information and options:

Delete Select the check box next to the server name and select Delete. You cannot

delete a LDAP server entry if there are administrator accounts using it.

Create New Add a new LDAP server entry.

Name The LDAP server name. Select the server name to edit the settings.

Server Name/IP The IP address or DNS resolvable domain name of the LDAP server.

To add a LDAP server:

1.

2.

Go to System Settings > Admin > Remote Auth Server > LDAP Server. The list of LDAP
servers appears.

Select the Create New toolbar icon.
The new LDAP Server dialog box appears.

Figure 49:New LDAP server dialog box

New LDAP Server

Mame

Server Name/IP

Fort 389

Common Name Identifier cn

Distinguished Name EL
Bind Type Simple -

Secure Connection 0

Configure the following information:

Name Enter a name to identify the LDAP server.

Server Name/IP Enter the IP address or fully qualified domain name of the LDAP
server.

Port Enter the port for LDAP traffic. The default port is 389.

Common Name The common name identifier for the LDAP server. Most LDAP

Identifier servers use cn. However, some servers use other common name

identifiers such as uid.

Distinguished Name he distinguished name used to look up entries on the LDAP servers
use. The distinguished name reflects the hierarchy of LDAP
database object classes above the common name identifier.
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Bind Type Select the type of binding for LDAP authentication.

Secure Connection Select to use a secure LDAP server connection for authentication.

4. Select OK to save the new LDAP server entry.

To modify an existing LDAP server configuration:

1. Go to System Settings > Admin > Remote Auth Server > LDAP Server. The list of configured
LDAP servers appears.

2. In the Name column, select the name of the server configuration you want to change. The
Edit LDAP Server dialog box appears.

3. Modify the settings as required and select OK to apply your changes.

To delete an existing LDAP server configuration:

1. Go to System Settings > Admin > Remote Auth Server > LDAP Server. The list of configured
LDAP servers appears.

2. Select the check box beside the server configuration you want to delete and then select the
Delete toolbar icon. A confirmation dialog box appears.

3. Select OK to delete the server entry.

\:‘ / You cannot delete a LDAP server entry if there are administrator accounts using it.

Configuring TACACS+ server authentication

In recent years, remote network access has shifted from terminal access to LAN access. Users
connect to their corporate network (using notebooks or home PCs) with computers that use
complete network connections and have the same level of access to the corporate network
resources as if they were physically in the office. These connections are made through a remote
access server. As remote access technology has evolved, the need for network access security
has become increasingly important.

Terminal Access Controller Access-Control System (TACACS) is a remote authentication
protocol that provides access control for routers, network access servers, and other networked
computing devices via one or more centralized servers. TACACS allows a client to accept a user
name and password and send a query to a TACACS authentication server. The server host
determines whether to accept or deny the request and sends a response back that allows or
denies network access to the user. The default TCP port for a TACACS server is 49.

For more information about TACACS servers, see the FortiGate documentation.

Go to System Settings > Admin > Remote Auth Server > TACACS+ Server to create a new
TACACSH+ server entry or edit an existing server entry.

TACACSH+ server list information and options

Delete Select the check box next to the server name and select Delete. You cannot
delete a TACACS+ server entry if there are administrator accounts using it.

Create New Add a new TACACS+ server entry.
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Name The TACACS+ server name. Select the server name to edit the settings.

Server Name/IP The IP address or DNS resolvable domain name of the TACACS+ server.

To add a TACACS+ server:

1.

2.

4,

Go to System Settings > Admin > Remote Auth Server > TACACS+ Server. The list of
TACACS+ servers appears.

Select the Create New toolbar icon.
The new TACACS+ Server dialog box appears.

Figure 50:New TACACS+ server dialog box

Name

Server Name/IP

Port 45
Server Key

Auth-Type auto -
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Configure the following information:

Name Enter a name to identify the TACACS+ server.

Server Name/IP Enter the IP address or fully qualified domain name of the TACACS+

server.
Port Enter the port for TACACS+ traffic. The default port is 389.
Server Key Enter the key to access the TACACS+ server. The server key can be a

maximum of 16 characters in length.

Auth-Type Enter the authentication type the TACACS+ server requires. The default
setting of ANY has the FortiManager unit try all the authentication types.

Select OK to save the new TACACS+ server entry.

To modify an existing TACACS+ server configuration:

1.

3.

Go to System Settings > Admin > Remote Auth Server > TACACS+ Server. The list of
configured TACACS+ servers appears.

In the Name column, select the name of the server configuration you want to change. The
Edit TACACS+ Server dialog box appears.

Modify the settings as required and select OK to apply your changes.

To delete an existing TACACS+ server configuration:

1.

Go to System Settings > Admin > Remote Auth Server > TACACS+ Server. The list of
configured TACACS+ servers appears.

Select the check box beside the server configuration you want to delete and then select the
Delete toolbar icon. A confirmation dialog box appears.

Select OK to delete the server entry. Note: You cannot delete a TACACS+ server entry if there are
administrator accounts using it.
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Configuring global admin settings

The System Settings > Admin > Admin Settings page allows you to configure global settings for
administrator access to the FortiManager unit, including:

¢ Ports for HTTPS and HTTP administrative access
¢ |dle Timeout settings

e Language of the web-based manager

e Password Policy

Only the admin administrator can configure these system options, which apply to all
administrators logging onto the FortiManager unit.
To configure the administrative settings:
1. Go to System Settings > Admin > Admin Settings.
The settings dialog box appears.

Figure 51:Administrative settings dialog box
ertirge — — — —

Administration Settings

HTTP Port 80

HTTPS Port 443

HTTPS & Web Service Server Certificate server.crt -

Idle Timeout 15 (1-480 Minutes)
Language Auto Detect -

Password Policy

Minimum Length ] (8-32 characters)
Must Contain [Tl upper case Letters [T Lower case Letters

[ numerical Digits [Z Non-alphanumeric Letters
Admin Password Expires after 0 (days)

Display Options on GUI
Global Level
[¥I show Glabal Palicy [# show Global Object
ADOM Level

Policy and Object Options

(¥ Show 1Pve [¥] show Dynamic Object
[¥I show Dos Policy [¥Ishow Central NAT
Banner Buttons

7] Show Task Monitor [l show Terminal

[¥] Show Palicy Cansistency Show FortiConsole

Miscellaneous Options
[Tl show RTM Device Lag [l show vPN Manager
[7] show Device Manager Tools [ show Device List Import/Export
[V show Add multiple Button
Other Devices
[¥] show FortiClient Manager 7 Show FortiMail
[¥] show Forticarrier

2. Configure the following information:
Admin Settings
HTTP Port Enter the TCP port to be used for administrative HTTP access.
HTTPS Port Enter the TCP port to be used for administrative HTTPS access.

HTTPS & Web  Select a certificate from the drop-down list.
Service Server
Certificate
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Idle Timeout Enter the number of minutes that an administrative connection can
be idle before the administrator must log in again. The maximum is
480 minutes (8 hours). To ensure security, the idle timeout should be
a short period of time to avoid the administrator inadvertently leaving
the management computer logged in to the FortiManager unit and
opening the possibility of someone walking up and modifying the
network options.

Language Select a language from the drop-down list.

Password Policy

Enable Select to enable administrator passwords.
Minimum Select the minimum length for a password. The default is eight
Length characters.

Must Contain Select the types of characters that a password must contain.

Admin Select the number of days that a password is valid for, after which
Password time it must be changed.
Expires after

Display Settings
Global Level Select whether or not global policy settings and global object
settings are shown.
ADOM Level
Policy and Select the required options from the list.
Object Options

Banner Buttons Select the required options from the list.

Miscellaneous Select the required options from the list.
Options

Other Devices Select whether FortiClient Manager settings are shown.

3. Select Apply to save your settings. The settings are applied to all administrator accounts.

Managing FortiGuard Services

The FortiGuard Center, located in System Settings > FortiGuard Center menu provides a central
location for configuring and enabling your FortiManager system’s built-in FDS as an FDN
override server.

The default behavior of each FortiGate, FortiMail, and FortiCarrier unit is to directly contact the
nearest FDN server for intrusion protection and antivirus updates. To save network bandwidth
and perhaps simplify your network configuration, you can configure your FortiManager unit to
act as an FDN server. Your FortiManager unit retrieves the updates from the nearest FDN server
for updates, and all your other units will contact your FortiManager unit for the updates.

The System Settings > FortiGuard Center menu provides options that enable you configure the
FortiGuard services provided by the FortiManager unit.
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The following options are available:

Configuration Select to configure override servers.
Update Mode Select to configure the FortiGuard update management mode.

Firmware Images Select to view the available firmware images for managed devices, and

download firmware images for loading onto the managed devices. For
more information see “Downloading firmware images” on page 267.

For more information and configuration instructions, see “FortiGuard Services” on page 242.

Configuring FortiGuard services

System Settings

To configure FortiGuard center:

1. Go to System Settings > FortiGuard Center > Configuration

The FortiGuard Center dialog appears.box.

Figure 52:FortiGuard center dialog box
Forticuara contor . ........._ |

Enable Antivirus and IPS Service

FortiGuard Connection Status J out Of Sync
FortiClient Antivirus and AntiSpam Connection Status J out Of Sync
} Enable Antivirus and IPS Update Service for FortiGate

} Enable Antivirus and AntiSpam Update Service for FortiClient
} Enable AntiVirus and AntiSpam Update Service for FortiMail

} Enable Vulnerability Scan and Management Support for FortiAnalyzer

Server Override Mode
- strict (Access Qverride Server Only)
@ Loose (Allow Access Other Servers)

} FortiGuard AntiVirus and IPS Settings

} Override FortiGuard Server (Local FortiManager)

. Configure the following settings:

Enable Antivirus and Select to enable antivirus and intrusion protection service.
IPS Service

Enable Antivirus and Select the OS versions from the table for updating antivirus and
IPS Update Service for intrusion protection for FortiGate.
FortiGate

Enable Antivirus and Select the OS versions from the table for updating antivirus and
Email Filter Update email filtering for FortiClient.
Service for FortiClient

Enable Antivirus and Select the OS versions from the table for updating antivirus and
Email Filter Update email filtering for FortiMail.
Service for FortiMail

Enable Vulnerability Select the OS versions from the table for supporting vulnerability
Scan and Management scan and management support for FortiAnalyzer.

Support for

FortiAnalyzer
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Server Override Mode  Select Strict or Loose override mode.

FortiGuard Antivirus and IPS Settings

FortiGuard Select the required settings from the following options:
:DFlgt':l)butlon Network ¢ Enable FortiClient Service; enter port number if selected

e Use Override Service Address for FortiClient
e Use Override Service Address for FortiGate/FortiMail
¢ Allow Push Update; enter IP address and port if selected

e Use Web Proxy; enter IP address, port, user name, and
password is selected

e Schedule Regular Updates; enter the update frequency if
selected.

Click Update to apply the changes.

Advanced Select whether or not Update Entries from FDS Server and
Update Histories for Each FortiGate are logged.

Override FortiGuard Server (Local FortiManager)

Additional Number Click on the plus icon on the right side of the column to add
of Private FortiGuard additional private servers. Enter the IP address and selected the
Servers time zone of the private server to be added.

Select to enable antivirus and intrusion protection update service for private servers.

Select to allow FortiGates to access public FortiGuard servers when private serves are
unavailable.

3. Select Apply to save your settings.

For more information and configuration instructions, see “FortiGuard Services” on page 242.

Configuring FortiGuard updates
To configure FortiGuard updates see the following instructions.

To configure FortiGuard updates:
1. Go to System Settings > FortiGuard Center > Update Mode.
The server settings dialog box appears.

Figure 53:Server settings dialog box

Server Settings

FortiGuard Updates Management Mode

@ automatic
_ Delay &0 minutes

) Manual Manual mode is not applicable to FortiClients

Apply

2. Configure the FortiGuard updates management mode by selecting, Automatic, Manual, or
Delay and entering the delay time.
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3. Select Apply to save your settings.

For more information and configuration instructions, see “FortiGuard Services” on page 242.
Managing firmware images

All of the loaded firmware images for all connected devices are listed under Firmware Images.

The images are organized by device and version in the nav