F::RTINET

FortiSwitchOS Administration Guide—
Standalone Mode

Version 6.2.1




FORTINET DOCUMENT LIBRARY

https://docs.fortinet.com

FORTINET VIDEO GUIDE
https://video.fortinet.com
FORTINET KNOWLEDGE BASE
http://kb.fortinet.com

FORTINET BLOG
https://blog.fortinet.com

CUSTOMER SERVICE & SUPPORT
https://support.fortinet.com
FORTINET COOKBOOK
http://cookbook.fortinet.com
FORTINET NSE INSTITUTE (TRAINING)
https://training.fortinet.com/
FORTIGUARD CENTER
https://fortiguard.com

FORTICAST
http://forticast.fortinet.com

END USER LICENSE AGREEMENT AND PRIVACY POLICY
https://www.fortinet.com/doc/legal/EULA.pdf

https://www.fortinet.com/corporate/about-us/privacy.html

FEEDBACK

Email: techdocs@fortinet.com

F::RTINET

June 25, 2021
FortiSwitchOS 6.2.1 Administration Guide—Standalone Mode


https://docs.fortinet.com/
https://video.fortinet.com/
http://kb.fortinet.com/
https://blog.fortinet.com/
https://support.fortinet.com/
http://cookbook.fortinet.com/
https://training.fortinet.com/
https://fortiguard.com/
http://forticast.fortinet.com/
https://www.fortinet.com/doc/legal/EULA.pdf
https://www.fortinet.com/corporate/about-us/privacy.html
mailto:techdocs@fortinet.com

TABLE OF CONTENTS

Change 10g ... 12
Introduction ... 13
SUPPOEd MOAEIS ... 13
What's new in FortiSwitchOS 6.2.1. ... 13
Feature matrix: FortiSwitchOS 6.2.1. ... 14
Before YOU DEGIN. ... . 20
How this guideisorganized ... 20
Management ports. ... . 22
Models without a dedicated managementport ... ... 22
Models with a dedicated managementport ... . 25
Remote access to the managementport ... . 27
Example configurations................ . 28
Configuring administrator tasks ... ... 31
Settingthetime and date ... . 31
Configuring the temperature sensor................. . 32
Upgrading the firmware ... . 32
Verifying image integrity. ... . 34
Restore orupgrade the BIOS .. 34
Setting the boot partition............... 35
Backing up the system configuration................... . 35
Remote authentication servers ... . 35
RADIUS SEIVET. ... 36
TACACSH SEIVEI .. 37
Configuring system administrators..................... . 38
ACCESS CONMIOL ... 40
Setting the idle timeout ... 44
Configuring administrative logins................... . 45
Configuring security CheCKs ... . 46
OGN 47

Sy IO SO Ve 48

Fault relay SUDD O . 49
Using SSHand the Telnetclient ... .. . 50
Configuring SNMP.. . 51

SN P ACCESS . oo 51



SNMP agent ... 51

SNMP COMMUNILY. ... 52
Adding an SNMP vi/v2c community. ... . 52
Addingan SNMP V3 USer ... . 53

Global system and switch settings........................... . ... 54

Configuration file settings. ... . 54

SSL configuration ... 54

Configuration file revisions ... 55

IP conflict detection. ... . 56

Portflap QUAI. ... 57
Retaining the triggered state ... 57
Configuringthe portflap guard......... ... . 58
Resetting a POt ... 59
Viewing the port flap guard configuration..................... 59

LinK MO O 60
Configuring the link monitor............ . 60

UNICasSt NaSING. ... ..o 61

Cut-through switchingmode. ... ... 61

Enabling packet forwarding. ... . 61

ARP timeoutvalue ... . 62

Power over Ethernet configuration................. ... 62

Creatingaschedule. ... . 63

Overlapping subnets ... . 65

Physical port settings. ... . 66

Configuring general port settings. ... 66
Viewing port statistics....................... 67

Configuring flow control and priority-based flow control................................................... 68

Auto-module speed deteCtion............... 68

Setting port speed (autonegotiation)................................ 69

Link-layer discovery protocol ... 69

Configuring power over Ethernetonaport.............. . 70
Enabling or disabling PoE inthe GUI....................... . 70
Configuring PoE inthe CLI......... . 70
Determining the PoE power capacity.............. . 71
Resettingthe POE power............ 71
Displaying PoE information................... . 71

Energy-efficient Ethernet................ 72

Diagnostic monitoring interface module status....................... ... 72

Configuring split POItS. ... 73

Configuring QSFP low-powermode. ... . 76

Layer-2 interfaces ...l
Switched interfaces......................... 77



Viewing interface configuration............................................ 7

Dynamic MAC address learning. ... . 78
Persistent (sticky) MAC addresses. ... . 79
Static MAC addresSsSes ... 80
FOrtinet 00D QUAId. ... 81
Configuring loop guard. ... . 81
Viewing the loop guard configuration ... ... 81
VLANs and VLAN tagging ... . 83
Native VL AN 83
Allowed VLAN LSt .. 83
Untagged VLAN liSt 84
PacKet ProCESSING. ... 84
IS S PO 84

B OreSS PO 84
Configuring VLANS .. 85
EXaMIPle 85
B XM 86
VLAN stacking (QinQ)).......... 87
Spanning Tree Protocol ... ... .. . . . .. 92
MSTP overview and terminology.............ooooii 92
REGIONS 92

LS T 92
G T 92
Hop countand message age.............. 93
ST P POt rOleS 93
ST P I00p ProteCtiON ... 93
ST P roOt QUANd. ... 93
STP BPDU guard ... . 94
MSTP configuration.................... 94
Configuring STP settings. ... 95
Configuringan MST instance ... . 96
Configuringan STP edge port ... . 97
Configuring STP loop protection................... . 98
Configuring STP root quard............... 98
Configuring STP BPDU gquard.................... . 99
Interactions outside of the MSTP region...... ..., 100
Viewing the MSTP configuration................... . 100
Link aggregation groups. ... . 102
Configuring the trunk and LAG ports................. . 102
Example configuration. ... 103
Checking the trunk configuration.............. ... 104



EXample CoNfiQUIatioN. ... 106
Viewing the configured trUNK ... 107
Configuring an MCLAG with IGMP SNOOPING. ... ... 107
Multi-stage load balance........................... 108
Configuring the trunK POIS. ... 109
Heartbeats ...l 109
Configuring heartbeats. ... 109

LD P-ME DD . 111
CoNfIGUIAtION NOTES ... 111
LLDP global Settings. ... 112
Settingthe assettag ... 113
Configuring the locationtable ... .. 113
Configuring LLD P profiles. ... ... 114
Configuring an LLDP profile for the port ... 116
ENnabling LLD P ON @ POt ..o 117
Checking the LLDP configuration................. 117
Configuration deployment example. ... 118
Checking LLDP detailS........ ... 120
MAC/IP/protocol-based VLANS. ... 121
OV IV W, 121
MAC base. .. 121

(P based .. . 121
Protocol based. ... 121
Configuring MAC/IP/protocol-based VLANS. ... 121
EXample CoNfigUIatioN. ... 123
Checking the configuration. ... . 124
VT O NG 125
Configuring @ SP AN MUITOr ... 126
Multiple mirror destination ports (MTPS).................... .. 127
Configuring an RSPAN MITTOr ... 129
Configuring an ERSP AN MiITOr. ..., 130
Access control lists ... 135
ACL policy attribUes ... 135
Configuring @n ACL POIICY. ... 136
Creating or customizing a ServiCe. ... 138
Creating @ POlICET. ... 138
VWG COUN O S 138
Clearing CoUNterS. ... 139
Clearing unused ClassSifiers. ... ... 139
Configuration EXamIPles ... .. 139



Configuring system-wide stormcontrol ... . 142

Configuring port-level storm Control.................. e 143
Displaying the storm-control configuration........................... ... ... 143
DHCP SNOOPING. ... 144
Configuring DHCP SNOOPING. ... 144
Set the system-wide DHCP snooping options..................oooiiiii 145
Configure the VLAN settings ... . 145
Configure the interface settings................ 146
Checking the DHCP snooping configuration..................... . . 148
Removing an entry from the DHCP snooping binding database ...................................... 149

IP source guard ... 150
Configuring IP SOUrCe QUAr....... ... 150
Enable IP source guard ... . 150
Configure IP source guard staticentries..................... 151

Check the IP source guard €ntries. ... 151
Dynamic ARP insSpection. ... 152
ConfigUIING DAL . 152
Checking ARP PacCKets ... 153
IGMP SNOOPING. ... 154
N O S 155
Configuring IGMP SNOOPING. ..o 155
Configuringthe IGMP querier............. 159
Configuring MROULET POIS. ... 159
Private VLANS . 160
Creatingand enabling a PVLAN. ... 160
Configuring the PVLAN PO S ... 161
Private VLAN @XamMIPIE...... ..o 161
QoS settings............. . 163
Classification ... . 163

M AEKING e 164
QUBUING 164
Determining the egress QUEUE. ... ... 165
Packets with DSCP and CoSvalues. ... ... 165
Packets with a CoS value butnoDSCPvalue ... 165
Packets witha DSCP valuebutnoCoSvalue.......................cooooiiiiii 165
Configuring FortiSwitch QoS ... . 165
Configure an 802. 1D MaP....... .. 166
Configure aDSCP MaP........o 167
Configure the QOS €gress POICY....... ... 168
Configure the egress drop MOAE. ... 168
Configure the sWitCh POMS. ... 169

Configure QOS oNtruNnKS ... 170



Configure QOS ON VLANS ... 170

Configure CoS and DSCP markings....... ... 171
Checking the QOS StatistiCs.... ... 171
Clearingthe QoS statistics ... 175

SEIOW. 176
AbOUt SFIOW. . 176
Configuring SFIOW. ... 176
Checking the sFlow configuration.................... 178

Feature liCensing ... 179
ADOUL lICBNSES 179
Configuring lICEBNSES ... 179

Layer-3 interfaces ... ... . . 181
Loopback interfaCes. ... ... 181

Configuring loopback iNnterfaces................... 181
Switched virtual interfaces.................. 182

Configuring a switched virtual interface............................ i 182

Example SVIconfiguration ... 182

Viewing the SVIconfiguration................. 183
Layer-3 routing in hardware. ... 183

ROULEr aCHIVILY. ... 183
Equal cost multi-path (ECMP) routing...............oo 184

Configuring ECIM P, ... 184

Example ECMP configuration................. 184

Viewing ECMP configuration. ... 186
Bidirectional forwarding detection ... 186

ConfiguriNnG B Do 186

Viewing BFD configuration................ . 187
IP-MAC biNdiNg. ... 187

Configuring IP-MAC biNding...........oooo 187

Viewing IP-MAC binding configuration......................... 188

DHCP server and relay ... 189
Configuring @ DHGCP SEIVEL ... 189

Configuringthe IPaddressrange ... 191

Assigning IP settings to specific MAC addresses..................cccci 191

Configuring DHCP custom oplions................ooo 191

Excludingaddresses INDHCP. ... 192

Listing DHCP 1€ASES ... ..o 192

Breaking DHCP €8S ... 192
Detailed operation of aDHCP relay...............oooooiiii e 192
Configuring @aDHCP relay............oooo 193

OSPF rOUtING ... 194

T MUNOIOGY. ... 194



CoNfiGUIING O O P 196
Check the OSPF configuration...... ... 198
Example CoNfigUIatioN. ... 199

RIP rOU I NG . 202

TermMINOIOGY. .. ..o 202

Configuring RIP routing ... . 203
Checking the RIP configuration...... ... 211
EXample CoNfigUIatioN. ... 212

VR P .. 215
Configuring VRRIP. ... 215
Checking the VRRP configuration...... ..., 216

BG P roUtING ... 217

T MU0 OGY. ... 217

Configuring BG P, .. 217
Other BGP COMMAaNdS............ooooiii 218

Sample CONfIQUIAtIONS ... e 219
Configure systeminterfaces................. 219
Internal BGP..... 220
External BGP. . 221

PIM rOUING. 223

TermMINOlOQY. .. . 223

ConfigUIING PN 223

Checking the PIM configuration. ... ... 224

SIS rOUING .. 225

T MUNOIOGY. ... 225

CoNfigUIING ISl 225
Configuring BFD for IS-1S. ... 226

Checking the IS-IS configuration..................o e 226

Users and User groUuPsS..................... 227
U S lS 227
U Sl GrOUD S .. e 228

802.1x authentication. ... 230

Dynamic VLAN asSigNMENt ... 231

MAC authentication bypass (MAB)............. 232

Configuring global SEttiNgS. ... ... 234

Configuring the 802.1x settingsonaninterface............................. ... 236

Viewing the 802.1x details ... 240

Using the monitor MOde. ... 241

Clearing port authorizations. ... . 242

Authenticating users with @ RADIUS SEIVET....... ... 243



Example: RADIUS USer group............ 246

Example: dynamic VLAN. ... 249
Authenticating an admin user with RADIUS ... e 249
RADIUS accounting and FortiGate RADIUS single sign-on............................................. 252

Configuring the RADIUS accounting server and FortiGate RADIUS single sign-on.... 253

Example: RADIUS accounting and single sign-on.....................cccoiiiiiiiiiiiiiiiiiii 254
RADIUS change of authorization (COA)............oooo 254

Configuring CoA and diSCONNEeCt MESSAGES...........oooviiiiiiii 255

Example: RADIUS CoA ... 256

Viewing the CoA configuration.....................o 257
Detailed deployment NOteS ... 257

A C A C S 259
Administrative acCoUNts ... . 259

Configuringa TACACS adminaccount ... 259
USBr @CCOUNES 260

Configuring @ USEr aCCOUNT ... 260

CoNnfigUIING @ USEI GrOUP. ... 260
Example CoNfiQUIatioN. ... 260

Troubleshooting and support ... 262
DashbOard .. . 262

OperatioN MO ... 262

FortiSwitch Cloud. ... 263

BandWidth . 263

L 0SS S o 264
ViUl WITE 264
TET P NetWOIK POIt 265
Cable diagnoSLiCSs..... ... 266
Selective packet sampPling............oooo 267
Network MONItOrING . 267

Directed mode ... 267

SUIVEY MO . . 269

Network monitoring statistics.................. 269
Flow tracking and eXport ... 270

Enabling packet sampling ... 270

Configuring flow €XPOrt ... 271

Viewing the flow-export data ... 273

Deleting the flow-exportdata...................... . 273
Identifying a specific FortiSwitch unit............................. 273

Deployment scenario ... 274
Working configuration for PC and phone for 802.1x authentication using MAC.............. .. 274
SUMIMIAY. 274

A.CoNFIGUIE @Il AEVICES. ... e 274



B. Authenticate phone using MAB.........

C. Authenticate the PC using EAP dot X ... 280

Appendix: FortiSwitch-supported RFCs



Change log

Change log

Date Change Description

June 20, 2019 Initial release for FortiSwitchOS 6.2.1
Fixed the table at the beginning of the “802.1x authentication” chapter.
June 27, 2019
Updated the “Configuring a DHCP server” section.
July 3, 2019 Added a new appendix, “Supported attributes for RADIUS CoA and RSSO.”
Updated the “802.1x authentication” chapter.
July 15, 2019 Updated the “Configuring general port settings” section.
July 19, 2019 Updated the table at the beginning of the “Mirroring” chapter.
Updated the “Configuring system administrators” and “Users” sections.

” o«

Updated the “Backing up the system configuration,” “Configuring system

July 23,2019 administrators,” and “Users” sections.

August 9, 2019 Added the following note to the “MCLAG” chapter: “When min_bundle or max_
bundle is combined with MCLAG, the bundle limit properties are applied only to the
local aggregate interface.”

August 20, 2019 Updated the “Adding an SNMP v3 community” section.

September 9, 2019 Added support for RMON group 1 to the feature matrix. Updated the split port and

TDR rows of the feature matrix.
September 22, 2019 Updated the feature matrix and the “LLDP-MED” chapter.

June 25, 2021 Updated the “Checking ARP packets” and “Configure the OSPF router” sections.

12 FortiSwitchOS Administration Guide
Fortinet, Inc.



Introduction Supported models

Introduction

This guide provides information about configuring a FortiSwitch unit in standalone mode. In standalone mode, you
manage the FortiSwitch unit by connecting directly to the unit, either using the web-based manager (also known
as the GUI) or the CLI.

If you will be managing your FortiSwitch unit using a FortiGate unit, refer to the following guide:
FortiSwitch Devices Managed by FortiOS 6.0.

This chapter covers the following topics:

Supported models on page 13

What's new in FortiSwitchOS 6.2.1 on page 13
Feature matrix: FortiSwitchOS 6.2.1 on page 14
Before you begin on page 20

How this guide is organized on page 20

Supported models

This guide is for all FortiSwitch models that are supported by FortiSwitchOS, which includes all of the D-series and
E-series models.

What’s new in FortiSwitchOS 6.2.1

Release 6.2.1 provides the following new features:

You can now configure one or more DHCP servers on any FortiSwitch interface.
You can now clear port statistics on selected ports in the GUI.

Access VLANSs are now supported on the 108E, 124E, 108E-POE, 108E-FPOE, 124E-POE, 124E-FPOE, 148E,
and 148E-POE models.

The STP Instances page (Switch > STP > Instances) now lists the ports for each STP instance.
RADIUS accounting now supports both EAP authentication and MAB authentication.

Both 802.1x port-based authentication and 802.1x MAC-based authentication now support CoA.
The Lines Per Page field has been removed from the System > Admin > Settings page.

TLS 1.3 is now supported.

You can now enable and configure FortiSwitch Cloud management from a link in the dashboard.

Refer to Feature matrix: FortiSwitchOS 6.2.1 on page 14 for details about the features supported on each
FortiSwitch model.

FortiSwitchOS Administration Guide 13
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Feature matrix: FortiSwitchOS 6.2.1 Introduction

Feature matrix: FortiSwitchOS 6.2.1

The following table lists the FortiSwitch features in Release 6.2.1 that are supported on each series of FortiSwitch
models. All features are available in Release 6.2.1, unless otherwise stated.

200 Ser-

(e]V]| 112D- FSR- ies 500 Ser-
1xxE

supported POE 124D 400 Ser- ies
ies

Management and Configuration

CPLD software 1024D
upgrade support for — — — — — — 1048D —
(OS]
Firmware image — v v 148E v v v v
rotation (dual-firmware 148E-
image support) POE
HTTP REST APIs for
configuration and — v v v v v v v
monitoring
Support for switch v v v 4 v v v v
SNMP OID
IP confligt dgtection v v v v v v v v
and notification
FortiSwitch Cloud v v v v v v v v
configuration
Security and Visibility
802.1x port mode v 4 v v v v v v
802.1.x MAC-based v v v v v v v y
security mode
User-based (802.1x) v v v v v v v v
VLAN assignment
802.1x
enhancements, 4 v v v v v v v
including MAB
MAB reauthentication — v v v 4 v v v
disabled

14 FortiSwitchOS Administration Guide
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Introduction Feature matrix: FortiSwitchOS 6.2.1

200 Ser-

Feature GUI 112D- FSR- 1%xE ies 500 Ser- ?Igigg 3032D

supported POE 124D 400 Ser- ies 3032E

. 1048E

open-auth mode v v v v v v v v
Support of the Partial v v v 4 v v v
RADIUS accounting
server

Support of RADIUS

CoA and disconnect — 4 v 4 4 v v v
messages

EAP Pass-Through v v v v v v v v
IP-MAC-Binding 4 — — — = v v v
sFlow v v v — v v v v
Flow export — — v — v v v v
ACL — — v — v v v v
Multistage ACL — — — — — v v v
Multiple ingress ACLs — — v — v v v v
Schedule for ACLs — — v — v v v v
DHCP snooping v v v v v v v v
Allowed DHCP server — 4 v v v v v v
list

DHCP blocking — — v — v v v v
IP source guard — — v — v — — —
Dynamic ARP v _ v v v v v v
inspection

ARP timeout value — v v v v v v v
Access VLANs . v v v v v v v

(See Note 5.)

FortiSwitchOS Administration Guide 15
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Feature matrix: FortiSwitchOS 6.2.1

GUI
supported

Feature

VLAN tag by ACL —

RMON group 1 —

Layer 2

Link aggregation
group size (maximum
number of ports) (See
Note 2.)

LAG min-max-bundle —

IGMP snooping

IGMP proxy

IGMP querier —

LLDP-MED —

LLDP-MED: ELIN
support

LLPD-MED: PoE —

negotiation

Per-port max for
learned MACs

MAC learning limit —

(See Note 4.)

Learning limit violation
log (See Note 4.)

set mac-violation- —

timer

Sticky MAC

Total MAC entries —

MSTP instances —

16

112D-
POE

0-15

FSR-
124D

0-15

1xx

0-15

E

Introduction

200 Ser- 1024D

ies 500 Ser- 3032D
. 1048D
40(_) Ser- ies 1048E 3032E

v v v v
v v v v

24
8 24/48 24/48 o4
v v v v
v v v v
v v v v
v v v v
v v v v
v v v v
v v — —
v v — —
v v — —
v v — —
v v v v
v v v v
v v v v

0-15 0-32 0-32 0-32
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Introduction Feature matrix: FortiSwitchOS 6.2.1

200 Ser-
Feature Gul 112D-  FSR- . ies  500Ser- 0200 30320
supported POE 124D 400 Ser- ies 3032E
. 1048E
STP root guard — 4 v v v v v v
STP BPDU guard v v v v v v v v
‘forced-untagged' or — v v v v v v v

‘force-tagged' setting
on switch interfaces

Private VLANs v — v — 4 v v v

Multi-stage load — — — — — — v v

balancing

Priority-based flow i . . . . v v v

control

Storm control v v v 4 v v v v

Per-port storm control v v v v v v v v

MAC/IP/protocol- v v v v v v v v

based VLAN

assignment

Virtual wire 4 — v = 4 v v v

Loop guard v v v v v v v v

Percentage rate v . v . v v v v

control

VLAN stacking (QinQ) — — v — v v v v

VLAN mapping — — v — v v v v

SPAN v v v v v v v v

RSPAN and ERSPAN — — v — v v v v

Layer 3

Static L3/h§rdware- v . v . v v p v

based routing

Software routing only v v — v — — — —
FortiSwitchOS Administration Guide 17
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Feature matrix: FortiSwitchOS 6.2.1 Introduction

200 Ser-
Feature GUI 112D- FSR- 1%xE ies 500 Ser- ::gigg 3032D
supported POE 124D 400 Ser- ies 3032E
. 1048E
OSPF (See Note 3.) 4 — — — v v v v
RIP (See Note 3.) v — — — v v v v
VRRP (See Note 3.) v — — — v v v v
BGP (See Note 3.) — — — — — v v v
IS-1S (See Note 3.) — — — — — v v v
PIM (See Note 3.) — — — — — v v v
Hardware-based . . . . . v v v
ECMP
Static BFD — — — — — — v v
DHCP relay feature 4 — 4 4 v v v v
DHCP server — — — — 4xx only 4 4 v
High Availability
MCLAG (multichassis Partial — — — v v v v
link aggregation)
STP supported in i . . . v v v v
MCLAGs
IGMP snooping v — — — 4 v v v
supportin MCLAG
Quality of Service
802.1p support, v = v — v v v v
including priority
queuing trunk and
WRED
QoS queue counters — — v — v v v v
QoS marking — — v — v v v v
18 FortiSwitchOS Administration Guide

Fortinet, Inc.



Introduction Feature matrix: FortiSwitchOS 6.2.1

200 Ser-
Feature Gul 112D-  FSR- . ies  500Ser- 0200 30320
supported POE 124D 400 Ser- ies 3032E
. 1048E
Summary of
configured queue v — 4 v v v v v
mappings

Miscellaneous

PoE-pre-standard

detection (See Note — v v RIS v v — —
POE

1)

PoE modes support: — v v FS-1xxE v v — —

first come, first served POE

or priority based (PoE

models)

Control of temperature i v v . v v v v

alerts

Split port Partial — — — — v 1048E v

TDR (time-domain
reflectometer)/cable v — v — v v — —
diagnostics support

Auto module max v — — — — v v —
speed detection and

notification

Monitor system

temperature

(threshold — v v — v v v v
configuration and

SNMP trap support)

Cut-through switching — — — — — — v v

Add CLI to show the
details of port statistics

Configuration of the — — — — — v 1048D v
QSFP low-power
mode

Energy-efficient
Ethernet

FortiSwitchOS Administration Guide 19
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Before you begin Introduction

Notes

1. PoE features are applicable only to the model numbers with a POE or FPOE suffix.

2. 24-port LAG is applicable to 524D, 524-FPOE, 1024D, and 3032D models. 48-port LAG is applicable to 548D, 548-
FPOE, and 1048D models.

3. To use the dynamic layer-3 protocols, you must have an advanced features license.

4. The per-VLAN learning limit and per-trunk learning limit are not supported on the 448D series.

5. Access VLANSs are not supported on 108D-POE or 224D-POE.

Before you begin

Before you start administrating your FortiSwitch unit, it is assumed that you have completed the initial
configuration of the FortiSwitch unit, as outlined in the QuickStart Guide for your FortiSwitch model and have
administrative access to the FortiSwitch unit's GUI and CLI.

How this guide is organized

20

This guide is organized into the following chapters:

Management ports describes how to configure the management ports.

Configuring administrator tasks describes how to configure the date and time, admin users, and remote
authentication servers.

Configuring SNMP describes how to monitor hardware on your network.

Global system and switch settings describes the initial configuration of your FortiSwitch unit.
Physical port settings describes how to configure the physical ports.

Layer-2 interfaces describes how to configure layer-2 interfaces.

VLANs and VLAN tagging describes how to configure VLANs and describes the packet flow for VLAN tagged and
untagged packets.

Spanning Tree Protocol describes how to configure MSTP.

Link aggregation groups describes how to configure link aggregation groups.

MCLAG describes how to configure MCLAG.

Multi-stage load balance describes how to configure multi-stage load balancing on a set of FortiGate units.
LLDP-MED describes how to configure LLDP-MED settings.

MAC/IP/protocol-based VLANs describes how to configure MAC/IP/protocol-based VLANSs.
Mirroring describes how to configure port mirroring.

Access control lists describes how to configure ACLs.

Storm control describes how to configure storm control.

DHCP snooping describes how to configure DHCP snooping.

IP source guard describes how to configure IP source guard.

Dynamic ARP inspection describes how to configure dynamic ARP inspection.

IGMP snooping describes how to configure IGMP snooping.

Private VLANs describes how to create and manage private virtual local area networks (VLANS).
QoS settings describes how to configure QoS.

FortiSwitchOS Administration Guide
Fortinet, Inc.
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Introduction How this guide is organized

« sFlow describes how to configure sFlow.
« Feature licensing describes feature licenses.

« Layer-3interfaces describes how to configure routed ports, routed VLAN interfaces, switch virtual interfaces, and
related features.

« DHCP server and relay describes how to configure DHCP servers and relays.

« OSPF routing describes how to configure OSPF routing.

« RIP routing describes how to configure RIP routing.

« VRRP describes how to configure VRRP.

« BGP routing describes how to configure BGP routing.

« PIM routing describes how to configure PIM routing.

« IS-IS routing describes how to configure 1S-IS routing.

« Users and user groups describes how to configure users and user groups.

« 802.1x authentication describes how to configure 802.1x authentication (to RADIUS servers).
« TACACS describes how to configure TACACS authentication.

« Troubleshooting and support describes ways to gather more details and to solve problems.
« Deployment scenario describes an example configuration.

« Appendix: FortiSwitch-supported RFCs lists RFCs that are supported by FortiSwitchOS.

FortiSwitchOS Administration Guide 21
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Management ports Models without a dedicated management port

Management ports

This chapter describes how to configure management ports on the FortiSwitch unit.

The following topics are covered:

Models without a dedicated management port on page 22
Models with a dedicated management port on page 25
Remote access to the management port on page 27
Example configurations on page 28

Models without a dedicated management port

For FortiSwitch models without a dedicated management port, configure the internal interface as the management
port.

NOTE: For FortiSwitch models without a dedicated management port, the internal interface has a default VLAN ID of 1.

Using the GUI:

First start by editing the default internal interface’s configuration.

1.

Go to System > Network > Interface > Physical, select Edit for the internal interface.
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Edit Physical Interface
Mame
MAC Address
Alias

IP Configuration

Mode

IP/Metmask

Administration

Access

Secondary IP

ID{1-65533)

DHCP Relay
Enabled
VRRP

Virtual MAC

Status ID{1-255)

o oeN

Group {1-65535)

internal

08:5b:0ef1:95:e5

@ Static
O DHCP

00000000

O HTTPS

O HTTP

O rING

O RADIUS Accounting
O ssH

O TELNET

O snmMP

Address Access

O

Priority (1-253) Preempt

In the IP/Netmask field, enter the IP address and netmask.

Select Update to save your changes.

Next, create a new interface to be used for management.

Source IP

Select the appropriate protocols to connect to the interface for administrative access.
Optional. Select Add IP to add a secondary IP address for the internal interface.

Management ports

Manage
+add IF
Destination(s) Manage

1. Go to System > Network > Interface > VLAN and select Add VLAN to create a management VLAN.
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Add VLAN Interface
Mame
Aliz=
Interface il

VLANID

IP Configuration

Mods i Stanic
0 DHCR

P Metmask

Adrministration

Status @ Qo
O QDo

Acoes O HTTES
O HTT®

O Ptz
O RADIUS Azcounsing
OssH

[ TELMET
O shear
Secondary IP
ID{1-65535) Address
DHCP Relay
Enbied o
VRRP
Virtusl MAC u]
Seatus ID{1-255) Group [1-6555)

Give the interface an appropriate name.
Confirm that Interface is set to internal.
Seta VLAN ID.

©® No g DN

Select Add.

Using the CLI:

config system interface
edit internal

set ip <IP_address and netmask>
set allowaccess <access_types>

set type physical
set secondary-IP enable
config secondaryip
edit <id>

set ip <IP_address and netmask>
set allowaccess <access types>

next
end

FortiSwitchOS Administration Guide
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In the IP/Netmask field, enter the IP address and netmask.

Models without a dedicated management port

Manage

Source IP Disstingtionis Maraze

S

Select the appropriate protocols to connect to the interface for administrative access.
Optional. Select Add IP to add a secondary IP address for this VLAN.
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next
edit <vlan name>
set ip <IP address_and netmask>
set allowaccess <access_ types>
set interface internal
set vlanid <VLAN id>
set secondary-IP enable
config secondaryip
edit <id>
set ip <IP address_and netmask>
set allowaccess <access types>
end
end

Models with a dedicated management port

For FortiSwitch models with a dedicated management port, configure the IP address and allowed access types for
the management port.

NOTE: For FortiSwitch models with a dedicated management port, the internal interface has a default VLAN identifier of
4094.

Using the GUI:

1. Go to System > Network > Interface > Physical, select Edit for the mgmt interface.
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Edit Physical Interface

Mame mgmt
MAC Address 08-SO fL55me
Blias
IP Configuration
Mode O Static
& DHCP
Distance s

Retrieve Default Gateway fram Server

Owerride Internal DNG

192182157 25E 2552550 E HTTPS B HTTP B PING [ RADIUS Accounting B 53H O TELMET [ SNMP

Administration
Access B HTT
[ HTTR
B rirc
O RADIUS Accounting.
=
@ TELMET
B st
Secondary P
ID{1-65535) Address Acomss
DHCP Relay
Enabled ]
VRRP
Virtual MAC o
Seatus ID{1-255) Group [1-65525) Priarity [1-255)

o 0N

In the ID field, enter a unique identifier from 1 to 65525.
In the IP/Netmask field, enter the IP address and netmask.

Select the appropriate protocols to connect to the interface for administrative access.

Models with a dedicated management port

Optional. You can select Remove if you want to delete the default secondary IP address or select Add IP to add a
secondary |IP address for the management interface.

Select Update to save your changes.

Using the CLI:

config system interface
edit mgmt

set ip <IP address and netmask>
set allowaccess <access types>
set type physical
set secondary-IP enable
config secondaryip
edit <id>
set ip <IP_address_ and netmask>
set allowaccess <access_ types>
next
end
next
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edit internal
set type physical
end
end

Remote access to the management port

To provide remote access to the management port, configure a static route. Set the gateway address to the
IP address of the router.

Using the GUI:

1. Go to Router > Config > Static and select Add Route.

Add Static Route

ID (1-2147483647)

This value is required.

Status <

Destination IP/Netmask 0.0.000.00.0

Blackhole

Device Any A

Gateway

This value is required.

Dynamic Gateway

Comments

Cancel

Enter an identifier. This is a unique number to identify the static route.
Select the Status checkbox if it is not selected.

Set the device to mgmt.

Set the gateway to the gateway router IP address.

Select Add.

oo wN

Using the CLI:

config router static
edit 1
set device mgmt
set gateway <router IP address>
set status enable
end
end
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Example configurations

Example configurations

In this example, the internal interface is used as an inbound management interface. Also, the FortiSwitch unit has

a default VLAN across all physical ports and its internal port.

Using the internal interface of a FortiSwitch-524D-FPOE

F::ATINET.
FortiSwitch 5240-FPOE

PoE+ SFP+ Q5FP
1 3 57 $111315171912 by 29

MGMT g

/2463'1[!‘.21416132‘32224 26 28 3o

Syntax

config system interface
edit internal
set ip 192.168.1.99 255.255.255.0
set allowaccess ping https http ssh
set type physical
end
end
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In this example, an out-of-band management interface is used as the dedicated management port. You can
configure the management port for local or remote access.

Out-of-band management on a FortiSwitch-1024D

e W AE =
FORATINET. —_— g =
@-
Port 1 used as an Dedicated
Ethernet data port R MGMT port
Local /\\
Access |
Router
(192.168.0.10)

Remote
Access

Option 1: management port with static IP

config system interface

edit mgmt
set mode static
set ip 10.105.142.19 255.255.255.0
set allowaccess ping https http ssh snmp telnet
set type physical

next

edit internal
set type physical

end

end
// optional configuration to allow remote access to the management port

config router static
edit 1
set device mgmt
set gateway 192.168.0.10
set status enable
end

Option 2: management port with IP assigned by DHCP

config system interface
edit mgmt
set mode dhcp
set defaultgw enable // allows remote access
set allowaccess ping https http ssh snmp telnet
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set type physical
next
edit internal

set type physical
end
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Configuring administrator tasks

You can use the default “admin” account to configure administrator accounts, adjust system settings, upgrade
firmware, create backup files, and configure security features.

This chapter covers the following topics:

« Setting the time and date on page 31

« Configuring the temperature sensor on page 32
« Setting the boot partition on page 35

« Upgrading the firmware on page 32

« Backing up the system configuration on page 35
« Remote authentication servers on page 35

« Configuring system administrators on page 38
« Configuring administrative logins on page 45

« Configuring security checks on page 46

« Logging on page 47

« Faultrelay support on page 49

« Using SSH and the Telnet client on page 50

Setting the time and date

For effective scheduling and logging, the system date and time must be accurate. You can either manually set the
system date and time or configure the system to automatically keep its time correct by synchronizing with a
Network Time Protocol (NTP) server.

NOTE: Some FortiSwitch models do not have a battery-backup real-time clock. For FortiSwitch models without a real-
time clock, the time is reset when the switch is rebooted. These models must be connected to an NTP server if you want
to maintain the correct system date and time.

The Network Time Protocol enables you to keep the system time synchronized with other network systems. This
will also ensure that logs and other time-sensitive settings are correct.

To set the date and time:

1. Go to System > Dashboard.
2. Nextto the System Time field, select Change.

Dashboard

System Information

Serial Number  S548DF5018000776 System Configuration  Last Backup: Never [Backup] [Restore] [Revisions]
BIOS Version 04000018 SystemTime  Thu Apr 4th 2019 02:19:34 PM|[Change]|
Firmware Version  v6.2.0,build0167,190404 (Interim) [Upgrade] Uptime 0 Day, 0 Hour, 12 Minutes [Reboot] [Shut Down]
Current Administrator ~ admin [Change Password] /1 in Total [Details] Current License  [Change]
Operation Mode  Local Management FortiSwitchCloud &% Connected
FortiSwitchOS Administration Guide 31
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3. Selectyour Time Zone.

4. Either select Manual Setting and enter the system date and time or select Synchronize with NTP Server. If you
select synchronization, you can either use the default FortiGuard server or specify a different server. You can also
set the Sync Interval.

5. Select Update.

If you use an NTP server, you can identify a specific port/IP address for this self-originating traffic. The
configuration is performed in the CLI with the command set source-ip. For example, you can set the source IP
address of NTP to be on the DMZ1 port with an IP of 192.168.4.5:

config system ntp

set ntpsyn enable

set syncinterval 5

set source-ip 192.168.4.5
end

Configuring the temperature sensor

If your FortiSwitch unit has a temperature sensor, you can set a warning and an alarm for when the system
temperature reaches specified temperatures. When these thresholds are exceeded, a log message and SNMP
trap are generated. The warning threshold must be lower than the alarm threshold.

Use the following commands to set warning and alarm thresholds:

config system snmp sysinfo
set status enable
set trap-temp-warning-threshold <temperature in degrees Celsius>

set trap-temp-alarm-threshold <temperature in degrees Celsius>

end
By default, the FortiSwitch unit generates an alert (in the form of an SNMP trap and a SYSLOG entry) every 30
minutes when the temperature sensor exceeds its set threshold. You can change this interval with the following
commands:

config system global
set alertd-relog enable
set alert-interval <1-1440 minutes>

end

Upgrading the firmware

Use these procedures to upgrade your FortiSwitch firmware.

Using the GUI

You can upgrade the firmware from the dashboard or from the system configuration page.

FortiSwitchOS Administration Guide
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To upgrade the firmware from the dashboard:

1. Go to System > Dashboard.
2. Nextto the Firmware Version field, select Update.

Dashboard

System Information

Serial Number  S548DF5018000776 System Configuration  Last Backup: Never [Backup] [Restore] [Revisions]
BIOS Version 04000018 SystemTime  Thu Apr 4th 2019 02:19:34 PM [Change]
Firmware Version  v4.2.0,build0147,190404 Umter\‘m] Uptime 0 Day, 0 Hour, 12 Minutes [Reboot] [Shut Down]
Current Administrator  admin [Change Password] /1 in Total [Details] Current License  [Change]
Operation Mode  Local Management FortiSwitchCloud &% Connected

To upgrade the firmware from the system configuration page:

1. Goto System > Config > Firmware.
2. Select Choose File and then navigate to the firmware image.

Firmware
Current Running Firmware: 5524DF-6.0.0-build0013
Memory Usage: Total: 2,074 MB / Free: 1,742 MB / Usable: 1,742 MB
Upgrade File Choose File...
Allow Firmware Downgrade

3. Select Apply.

Using the CLI:

You can download a firmware image from an FTP server, from a FortiManager unit, or from a TFTP server. The
FortiSwitch unit reboots and then loads the new firmware.
execute restore image ftp <filename str> <server ipv4[:port int] | server fqgdn[:port
int]> [<username str> <password str>]

execute restore image management-station <version int>
execute restore image tftp <filename str> <server ipvi4>
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The following example shows how to upload a configuration file from a TFTP server to the FortiSwitch unit and
restart the FortiSwitch unit with this configuration. The name of the configuration file on the TFTP server is
backupconfig. The IP address of the TFTP serveris 192.168.1.23.

execute restore config tftp backupconfig 192.168.1.23

You can also load a firmware image from an FTP or TFTP server without restarting the FortiSwitch unit:

execute stage image ftp <string> <ftp server>[:ftp port]
execute stage image tftp <string> <ip>

Verifying image integrity

To verify the integrity of the images in the primary and secondary (if applicable) flash partitions, use the following
commands:

execute verify image primary
execute verify image secondary

If the image is corrupted or missing, the command fails with a return code of -1.
For example:

execute verify image primary

Verifying the image in flash...... 100%
No issue found!

execute verify image secondary

Verifying the image in flash...... 100%
Bad/corrupted image found in flash!
Command fail. Return code -1

Restore or upgrade the BIOS
You can restore or upgrade the basic input/output system (BIOS) if needed.
CAUTION: Only restore or upgrade the BIOS if Customer Support recommends it.
To upgrade or restore the BIOS from the CLI:

execute restore bios tftp <filename str> <server ipv4[:port int]>

For example:

execute restore bios tftp PPC/FS-3032D/04000009/FS3D323214000004.bin 10.105.2.201

The example downloads the BIOS file from the TFTP server at the specified IPv4 address.

NOTE: If the BIOS upgrade fails, do not restart the FortiSwitch unit. Instead, try the CLI command again. If repeating the
CLI command does not work, the FortiSwitch unit might require a return merchandise authorization (RMA).

34 FortiSwitchOS Administration Guide
Fortinet, Inc.



Configuring administrator tasks Setting the boot partition

Setting the boot partition

You can specify the flash partition for the next reboot. The system can use the boot image from either the primary
or the secondary flash partition:

execute set-next-reboot <primary | secondary>

NOTE: You must disable image rotation before you can use the execute set-next-reboot command.

If your FortiSwitch model has dual flash memory, you can use the primary and backup partitions for image
rotation. By default, this feature is enabled.

config system global
set image-rotation <enable | disable>
end

To list all of the flash partitions:

diagnose sys flash list

Backing up the system configuration

To back up the configuration from the dashboard:

1. Go to System > Dashboard.

2. Nextto the System Configuration field, select Backup.
You can enter a password to encrypt the backup file. Passwords can be up to 15 characters in length.

Dashboard

System Information

Serial Number  S548DF5018000776 System Configuration  Last Backup: Neve:Restore] [Revisions]
BIOS Version 04000018 SystemTime  Thu Apr4th 2019 02:19:34 PM [Change]
Firmware Version  v6.2.0,build0167,190404 (Interim) [Upgrade] Uptime 0 Day, 0 Hour, 12 Minutes [Reboot] [Shut Down]
Current Administrator  admin [Change Password] /1in Total [Details] Current License  [Change]
Operation Mode Local Management FortiSwitchCloud &% Connected

Remote authentication servers

If you are using remote authentication for administrators or users, you need to configure one of the following:

« RADIUS server
« TACACS+ server
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RADIUS server
The information you need to configure the system to use a RADIUS server includes:

« the RADIUS server’s domain name or IP address
« the RADIUS server’s shared secret key

The default port for RADIUS traffic is 1812. Some RADIUS servers use port 1645. You can configure the
FortiSwitch unit to use port 1645:

config system global
set radius-port 1645
end

To configure RADIUS authentication with the GUI:

1. Go to System > Authentication > RADIUS and select Add Server.

Add RADIUS Server

Name

Primary Server Address

Primary Server Secret ©
Secondary Server Name/IP

Secondary Server Secret ©

Authentication Scheme ® Use Default Authentication Scheme

Specify Authentication Protocol

NAS IP/Called Station 1D
Include in every User Group
Cancel ‘

2. Enter the following information and select Add.

Field Description

Name Enter a name to identify the RADIUS server on the FortiSwitch unit.

Enter the domain name (such as fgt.example.com) or the IP address of the

Primary Server Address RADIUS server.
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Field Description

Primary Server Secret Enter the server secret key, such as radiusSecret. This key can be a maximum
of 16 characters long.

This value must match the secret on the RADIUS primary server.

Optionally enter the domain name (such as fgt.example.com) or the IP address
SEEEEIR] SR WAL= of the secondary RADIUS server.

Secondary Server Secret Optionally, enter the secondary server secret key, such as radiusSecret2. This
key can be a maximum of 16 characters long.

This value must match the secret on the RADIUS secondary server.

If you know the RADIUS server uses a specific authentication protocol, select
Specify Authentication Protocol and select the protocol from the list.
Otherwise, select Use Default Authentication Scheme. The default
authentication scheme will usually work.

Authentication Scheme

NAS IP/Called Station ID Enter the IP address to be used as an attribute in RADIUS access requests.

The NAS IP address is a RADIUS setting or IP address of the FortiSwitch
interface used to talk to the RADIUS server, if not configured.

The Called Station ID is the same value as the NAS IP address but in text
format.

When this option is enabled, this RADIUS server is automatically included in all
user groups. This option is useful if all users will be authenticating with the
remote RADIUS server.

Include in every User
Group

To configure the FortiSwitch unit for RADIUS authentication, see 802.1x authentication on page 230.

TACACS+ server

TACACSH+ is a remote authentication protocol that provides access control for routers, network access servers,
and other networked computing devices using one or more centralized servers. TACACS+ allows a client to
accept a user name and password and send a query to a TACACS+ authentication server. The server host
determines whether to accept or deny the request and sends a response back that allows or denies the user
access to the network.

TACACS+ offers fully encrypted packet bodies and supports both IP and AppleTalk protocols. TACACS+ uses
TCP port 49, which is seen as more reliable than RADIUS’s UDP protocol.

To configure TACACS+ authentication using the GUI:
1. Go to System > Authentication > TACACS and select Add Server.
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Add TACACS Server
MName
Server Address
Server Key
®
Authentication Type Auto w
Cancel :

2. Enter the following information and select Add.

Field Description

Name Enter a name to identify the TACACS server on the FortiSwitch
unit.

Enter the domain name (such as fgt.example.com) or the IP

Server Address address of the TACACS server.
Server Key Enter the server key for the TACACS server.
Authentication Type Select the authentication type to use for the TACACS+ server.

Auto tries PAP, MSCHAP, and CHAP (in that order).

To configure the FortiSwitch unit for TACACS+ authentication, see TACACS on page 259.

Configuring system administrators

38

In addition to the default “admin” account, you might want to set up other administrators with different levels of
system access.

This section covers the following topics:

« Administrator profiles on page 39

« Creating administrator profiles on page 39

« Access control on page 40

« Adding administrators on page 42

« Monitoring administrators on page 43

« Setting the default administrator password on page 44
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« Setting the password retries and lockout time on page 44
« Setting the idle timeout on page 44

Administrator profiles

Administer profiles define what the administrator user can do when logged into the FortiSwitch unit. When you set
up an administrator user account, you also assign an administrator profile, which dictates what the administrator
user will see. Depending on the nature of the administrator’s work, access level, or seniority, you can allow them
to view and configure as much, or as little, as required.

The super_admin administrator is the administrative account that the primary administrator should have to log into
the FortiSwitch unit. The profile cannot be deleted or modified to ensure there is always a method to administer
the FortiSwitch unit. This user profile has access to all components of the system, including the ability to add and
remove other system administrators. For some administrative functions, such as backing up and restoring the
configuration using SCP, super_admin access is required.

Creating administrator profiles

To configure administrator profiles, go to System > Admin > Profiles. You can only assign one profile to each
administrator user.

On the Add Profile page, you define the components of the FortiSwitch unit that will be available to view and/or
edit. For example, if you configure a profile so that the administrator can only access System Configuration, this
admin will not be able to change Network settings. For more detail about what is covered by each access control,
see Access control on page 40.

Using the GUI:

1. Goto System > Admin > Profiles and select Add Profile.
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Add Profile

Profile Name |

This value is required.

Access Control
System Configuration ®
Network Configuration ®
Admin Users ®

Router Configuration ®

®

Log & Report

2. Give the profile an appropriate name.

None + ReadOnly ¥  Read-Write ¥

O O
O O
O O

Cancel

3. Set Access Control as required, selecting None, Read Only, or Read-Write for each line.

4. Select Add.

Using the CLI:

config system accprofile
edit <name>

set admingrp {none | read |
set loggrp {none | read |
set netgrp {none read |
set routegrp {none | read |
set sysgrp {none | read |
end
end

Access control

read-write}
read-write}
read-write}
read-write}
read-write}

The System Configuration access control applies to the following menus:

« System > Dashboard
« System > Network > DNS
« System > Network > Settings

« System > Config > SNMP > Communities

« System > Config > SNMP > Users
« System > Config > SNMP > Settings
« System > Config > Firmware

40

FortiSwitchOS Administration Guide
Fortinet, Inc.



Configuring administrator tasks

« System > Config > Backup

« System > Config > Revisions

« System > Config > Licenses

« System > Config > Time

« System > Config > SSL

« System > User > Definition

« System > User> Group

« System > Authentication > LDAP

« System > Authentication > RADIUS
« System > Authentication > TACACS
« System > Certificate > Local

« System > Certificate > Remote

« System > Certificate > Authorities

« System > Certificate > CRLs

The Network Configuration access control applies to the follow menus:

« System > Network > Interface > Physical
« System > Network > Interface > VLAN
« System > Network > Interface > Loopback
« Switch > Port > Physical

o Switch > Port > Trunk

« Switch > Interface > Physical

« Switch > Interface > Trunk

« Switch > Interface > Port Security

« Switch > STP > Settings

« Switch > STP > Instances

« Switch > Flap Guard

« Switch > LLDP-MED > Profiles

o Switch > LLDP-MED > Settings

« Switch > POE

« Switch > sFlow

« Switch > Mirror

o Switch > VLAN

« Switch > Virtual Wires

« Switch > Storm Control

« Switch > MAC Entries

« Switch > IP-MAC Binding

« Switch > QoS >802.1p

« Switch > QoS > IP/DSCP

« Switch > QoS > Egress Policy

« Switch > Monitor > Forwarding Table
« Switch > Monitor > Port Stats

« Switch > Monitor > Spanning Tree
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The Admin Users access control applies to the following menus:

The Router Configuration access control applies to the following menus:

The Log & Report access control applies to the follow menus:

Switch > Monitor > Modules
Switch > Monitor > LLDP

Switch > Monitor > Loop Guard
Switch > Monitor > Flap Guard
Switch > Monitor > 802. 1x Status

System > Admin > Administrators
System > Admin > Profiles
System > Admin > Monitor
System > Admin > Settings

Router > Config > OSPF > Settings
Router > Config > OSPF > Areas
Router > Config > OSPF > Networks
Router > Config > OSPF > Interfaces
Router > Config > RIP > Settings
Router > Config > RIP > Distances
Router > Config > RIP > Networks
Router > Config > RIP > Interfaces
Router > Config > Static

Router > Config > Interface

Router > Config > Link Probes
Router > Monitor > Routing

Router > Monitor > Link

Log > Event Log > Link

Log > Event Log > POE

Log > Event Log > Spanning Tree
Log > Event Log > Switch

Log > Event Log > Switch Controller
Log > Event Log > System

Log > Event Log > Router

Log > Event Log > User

Log > Config

Adding administrators

42

Configuring administrator tasks

Only the default “admin” account can create a new administrator account. If required, you can add an additional

account with read-write access control to add new administrator accounts.

If you log in with an administrator account that does not have the super_admin admin profile, the administrators

list will show only the administrators for the current virtual domain.
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When adding administrators, you are setting up the administrator’s user account. An administrator account
comprises an administrator’s basic settings as well as their access profile. The access profile is a definition of
what the administrator is capable of viewing and editing.

Follow one of these procedures to add an administrator.

Using the GUI:

1. Go to System > Admin > Administrators.
2. Select Add Administrator.

Add Administrator

Name

This value is required.

Type ® Regular O Remote
Password

Confirm Password

Admin Profile prof_admin ~

O Restrict this Admin Login from Trusted Hosts
Only

Cancel

3. Enter the administrator name.

4. Select the type of account. If you select Remote, the system can reference a RADIUS or TACACS+ server.

5. If you selected Remote, select the User Group the account will access, whether wildcards are accepted, and
whether the access profile group can be overridden.

6. Enter the password for the user. Passwords can be up to 64 characters in length.

7. Select Add.

Using the CLI:

config system admin
edit <admin name>
set password <password>
set accprofile <profile name>
end

Monitoring administrators

You can find out which administrators are logged in by looking at the System Information section of the
Dashboard. The Current Administrator row shows the administrators logged in and the total logged in. Selecting
Details displays the information for each administrator: where they are logging in from and how and when they
logged in.
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Setting the default administrator password

By default, your system has an administrator account set up with the user name admin and no password. To
prevent unauthorized access, it is highly recommended that you add a password to this account.

To change the default password:

1. Goto System > Admin > Administrators.
2. Select Change Password for the admin row.

3. Enter the new password in the Password and Confirm Password fields. Passwords can be up to 64 characters in
length.

4. Select Change.

Setting the password retries and lockout time

By default, the system includes a set number of three password retries, allowing the administrator a maximum of
three attempts to log into their account before they are locked out for a set amount of time (by default, 60
seconds).

The number of attempts can be set to an alternate value, as well as the default wait time before the administrator
can try to enter a password again. You can also change this value to make it more difficult to hack. Both settings
are must be configured with the CLI

To configure the lockout options:

config system global
set admin-lockout-threshold <failed attempts>
set admin-lockout-duration <seconds>

end

For example, to set the lockout threshold to one attempt and the duration before the administrator can try again to
log in to five minutes, enter these commands:

config system global
set admin-lockout-threshold 1
set admin-lockout-duration 300
end

Setting the idle timeout

By default, the GUI disconnects administrative sessions if no activity occurs for five minutes. This prevents
someone from using the GUI if the management PC is left unattended.

To change the idle timeout:

1. Goto System > Admin > Settings.
2. Enter the time in minutes in the Idle Timeout (Minutes) field.

3. Update other settings as required:
o TCP/UDP port values for HTTP, HTTPS, Telnet, SSH

o Display language
4. Select Apply.
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Configuring administrative logins

You can configure the RADIUS server to set the access profile. This process uses RADIUS vendor-specific
attributes (VSAs ) passed to the FortiSwitch unit for authorization. The RADIUS access profile override is mainly
used for administrative logins.

Using the GUI:

1. Goto System > Admin > Administrators.
2. Select Add Administrator.
3. Select Remote.

Add Administrator

Name |

This value is required.
Type O Regular ® Remote

User Group N
Wildcard O

Accprofile Override 0

Backup Password

Confirm Password

Admin Profile prof_admin ~

O Restrict this Admin Login from Trusted Hosts Only

Cancel

In the Administrator field, enter a name for the RADIUS system administrator.
Select the user group.

Select Wildcard.

Select Accprofile Override.

Select Add.

© N o a M~

Using the CLI:

The following code creates a RADIUS-system admin group with accprofile-override enabled:

config system admin
edit "RADIUS Admins"
set remote-auth enable
set accprofile no access
set wildcard enable
set remote-group "RADIUS Admins"
set accprofile-override enable
next
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Ensure that the RADIUS server is configured to send the appropriate VSA.

To send an appropriate group membership and access profile, set VSA 1 and VSA 6, as in the following code:

VENDOR fortinet 12356
ATTRIBUTE Fortinet-Group-Name 1 <admin profile>
ATTRIBUTE Fortinet-Access-Profile 6 <access profile>

The value of VSA 1 must match the remote group, and VSA 6 must match a valid access profile.

Configuring security checks

You can enable various security checks forincoming TCP/UDP packets. The packet is dropped if the system
detects the specified condition. Use the appropriate syntax for your FortiSwitch model:

« Syntax (for model FS112D-POE) on page 46
« Syntax (for all other FortiSwitch models) on page 47

Syntax (for model FS112D-POE)

config switch security-feature

set tcp-syn-data {enable | disable}

set tcp-udp-port-zero {enable | disable}
set tcp flag zero {enable | disable}

set tcp flag FUP {enable | disable}

set tcp flag SF {enable | disable}

set tcp flag SR {enable | disable}

set tcp frag ipv4 icmp {enable | disable}

set tcp arp mac mismatch {enable | disable}
Variable Description Default
tcp-syn-data TCP SYN packet contains additional data (possible DoS attack). disable
tcp-udp-port-zero TCP or UDP packet has source or destination port set to zero. disable
tcp_flag_zero TCP packet with all flags set to zero. disable
tcp_flag_FUP TCP packet with FIN, URG and PSH flag set. disable
tcp_flag_SF TCP packet with SYN and FIN flag set. disable
tcp_flag_SR TCP packet with SYN and RST flag set. disable
tcp_frag_ipv4_icmp Fragmented ICMPv4 packet. disable

ARP packet with MAC source address mismatch between the

layer- 2 header and the ARP packet payload. disable

tcp_arp_mac_mismatch
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Syntax (for all other FortiSwitch models)

config switch security-feature
set sip-eg-dip {enable | disable}
set tcp-flag {enable | disable}
set tcp-port-eqg {enable | disable}
set tcp-flag-FUP {enable | disable}
set tcp-flag-SF {enable | disable}
set vd-first-frag {enable | disable}
set udp-port-eq {enable | disable}
set tcp-hdr-partial {enable | disable}

set macsa-eg-macda {enable | disable}
Variable Description Default
sip-eq-dip TCP packet with source IP equal to destination IP. disable
tcp_flag DoS attack checking for TCP flags. disable
tcp-port-eq TCP packet with source and destination TCP port equal. disable

TCP packet with FIN, URG, and PSH flags set, and sequence

tep-flag-FUP number is Zero. disable

tcp-flag-SF TCP packet with SYN and FIN flag set. disable

v4-first-frag DoS attack checking for IPv4 first fragment. disable

udp-port-eq IP packet with source and destination UDP port equal. disable

tcp-hdr-partial TCP packet with partial header. disable

macsa-eq-macda Packet with source MAC equal to destination MAC. disable
Logging

FortiSwitchOS provides a robust logging environment that enables you to monitor, store, and report traffic
information and FortiSwitch events, including attempted log ins and hardware status. Depending on your
requirements, you can log to a number of different hosts.

To configure event logging using the GUI:

1. Goto Log > Config.
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Log Configuration
Event Type
« Enable
Categories ¥ Link
¥ POE
¥ Router
¥ Spanning Tree
Syslog
Enable

2. Under Event Type, select Enable.

3. Under Event Type, select the categories of events that you want logged.

4. Select Apply.

To configure event logging using the CLI:

config log eventfilter

Switch
Switch Controller
System

User

set event {enable | disable}
set link {enable | disable}
set poe {enable | disable}
set router {enable | disable}
set spanning tree {enable | disable}
set switch {enable | disable}
set switch controller {enable | disable}
set system {enable | disable}
set user {enable | disable}
end

To view the event logs in the GUI:

Configuring administrator tasks

Goto Log > Event Log > System, Log > Event Log > Router, or Log > Event Log > User.

To view the event logs in the CLI:

show log eventfilter

Syslog server

Sysog is an industry standard for collecting log messages for off-site storage. You can send logs to a single syslog

server.

To configure a syslog server in the GUI:

1. Goto Log > Config.
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Log Configuration
Event Type
« Enable
Categories ¥ Link ¥ Switch
vl POE ¥l Switch Controller
¥ Router ¥ System
¥ Spanning Tree ¥ User
Syslog
Enable

Under Syslog, select Enable.

Select the severity of events to log.

Enter the IP address or fully qualified domain name in the Server field.

Enter the port number that the syslog server will use. By default, port 514 is used.

o g wN

Select Apply.

To configure a syslog server in the CLI:

config log syslogd setting
set status enable
set server <IP address or FQDN of the syslog server>
set port <port number that the syslog server will use for logging traffic>
set facility <facility used for remote syslog>
set source-ip <source IP address of the syslog server>
end

For example, to set the source IP address of a syslog server to have an IP address of 192.168.4.5:

config log syslogd setting
set status enable
set source-ip 192.168.4.5
end

Fault relay support

Fault relays are normally closed relays. When the FSR-112D-POE loses power, the relay contact is in a closed
state, and the alarm circuit is triggered.
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Using SSH and the Telnet client

50

Starting in FortiSwitchOS 6.2.0, you can use both IPv4 and IPv6 addresses with SSH and Telnet. If the IPv6
address is a link-local address, you must specify an output interface using %. For example:

execute
execute
execute
execute
execute
execute
execute

ssh admin@fe80::926c:acff:fe7b:e059%v1an20 // vlan20 is the output interface.
ssh admin@172.20.120.122

ssh 1002::21

ssh 12.345.6.78

telnet fe80::926c:acff:fe7b:e059%v1an20 // vlan20 is the output interface.
telnet 1002::21

telnet 12.345.6.78
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Simple Network Management Protocol (SNMP) enables you to monitor hardware on your network.

The FortiSwitch SNMP implementation is read-only. SNMP v1-compliant and v2c-compliant SNMP managers
have read-only access to FortiSwitch system information through queries and can receive trap messages from the
FortiSwitch unit.

To monitor FortiSwitch system information and receive FortiSwitch traps, you must first compile the Fortinet and
FortiSwitch management information base (MIB) files. A MIB is a text file that describes a list of SNMP data
objects that are used by the SNMP manager. These MIBs provide information that the SNMP manager needs to
interpret the SNMP trap, event, and query messages sent by the FortiSwitch SNMP agent.

FortiSwitch core MIB files are available for download by going to System > Config > SNMP > Settings and
selecting the FortiSwitch MIB File download link.

This chapter covers the following topics:

« SNMP access on page 51
« SNMP agent on page 51
« SNMP community on page 52

SNMP access

Ensure that the management VLAN has SNMP added to the access-profiles.

Using the GUI:

Go to System > Network > Interface > Physical.
Select Edit for the mgmt interface.

Select SNMP in the access section.

Select Update.

o Dbd-=

Using the CLI:

config system interface
edit <name>
set allowaccess <access types>
end
end

NOTE: Re-enter the existing allowed access types and add snmp to the list.

SNMP agent

Create the SNMP agent.
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Using the GUI:

o g s N

Go to System > Config > SNMP > Settings.

Select Agent Enabled.

Enter a descriptive name for the agent.

Enter the location of the FortiSwitch unit.

Enter a contact or administrator for the SNMP agent or FortiSwitch unit.
Select Apply.

Using the CLI:

config system snmp sysinfo
set status enable
set contact-info <contact information>
set description <description of FortiSwitch>
set location <FortiSwitch location>
end

SNMP community

An SNMP community is a grouping of devices for network administration purposes. Within that SNMP community,
devices can communicate by sending and receiving traps and other information. One device can belong to
multiple communities, such as one administrator terminal monitoring both a FortiGate SNMP and a FortiSwitch
SNMP community.

Add SNMP communities to your FortiSwitch unit so that SNMP managers can connect to view system information
and receive SNMP traps.

You can add up to three SNMP communities. Each community can have a different configuration for SNMP
queries and traps. Each community can be configured to monitor the FortiSwitch unit for a different set of events.
You can also add the IP addresses of up to eight SNMP managers for each community.

Adding an SNMP v1/v2c community

52

Using the GUI:

1. Go to System > Config > SNMP > Communities.

2. Select Add Community.

3. Enter a community name and identifier.

4. Select Add Host and enter the identifier, IP address and netmask, and interface for each host.

5. Select V1, V2C, or both and enter the port number that the SNMP managers in this community use for SNMP v1
and SNMP v2c queries to receive configuration information from the FortiSwitch unit.

6. Select V1, V2C, or both and enter the local and remote port numbers that the FortiSwitch unit uses to send SNMP
v1 and SNMP v2c traps to the SNMP managers in this community.

7. Select which events to report.

8. Select Add.
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Using the CLI:

config system snmp community

edit <index number>
set events <events list>
set name <community name>
set query-vl-port <port number>
set query-vl-status {enable | di
set query-v2c-port <port number>

sable}

set query-v2c-status {enable | disable}

set status {enable | disable}

set trap-vl-lport <port number>
set trap-vl-rport <port number>
set trap-vl-status {enable | dis
set trap-v2c-lport <port number>
set trap-v2c-rport <port number>
set trap-v2c-status {enable | di

Adding an SNMP v3 user

Using the GUI:

1. Go to System > Config > SNMP > Users.

2. Select Add User.

3. Enterausername.

4. Select a security level to specify the authentication and privacy settings.
5.

the FortiSwitch unit.

6. Make certain that Enable Queries is enabled.
7. Select Add.
Using the CLI:

config system snmp user

edit <index number>
set queries enable
set query-port <port number>
set security-level [auth-priv |
end
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able}

sable}

auth-no-priv

no-auth-no-priv}

SNMP community

Enter the port number that the SNMP managers in this community use to receive configuration information from

53



Global system and switch settings Configuration file settings

Global system and switch settings

This chapter covers the following topics:

« Configuration file settings on page 54

« SSL configuration on page 54

« Configuration file revisions on page 55
« IP conflict detection on page 56

« Portflap guard on page 57

« Link monitor on page 60

« Unicast hashing on page 61

« Cut-through switching mode on page 61
« Enabling packet forwarding on page 61
« ARP timeout value on page 62

« Power over Ethernet configuration on page 62
« Creating a schedule on page 63

« Overlapping subnets on page 65

Configuration file settings

You can set preferences for saving configuration files:

1. Go to System > Config > Backup.

2. Select one of the Configuration Save options:
« Automatically Save—The system automatically saves the configuration after each change.

» Manually Save—You must manually save configuration changes from the Backup link on the System >
Dashboard.

o Manually Save and Revert Upon Timeout—You must manually save configuration changes. The system
reverts to the saved configuration after a timeout. You can set the timeout using the CLI:
config system global
set cfg-revert-timeout <integer>

3. Ifyou select Revision Backup on Logout, the FortiSwitch unit creates a configuration file each time a user logs out.

4. If you select Revision Backup on Upgrade, the FortiSwitch unit creates a configuration file before starting a system
upgrade.

5. Select Update.

SSL configuration

You can set strong cryptography and select which certificates are used by the FortiSwitch unit.
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Using the GUI:

1. Go to System > Config > SSL.
2. Select Strong Crypto to use strong cryptography for HTTPS and SSH access.
3. Select one of the 802.1x certificate options:
o Entrust_802.1x—This certificate is embedded in the firmware and is the same on every unit (not unique). It
has been signed by a public CA. This is the default certificate for 802.1x authentication.
« Fortinet_Factory—This certificate is embedded in the hardware at the factory and is unique to this unit. It
has been signed by a proper CA.
« Fortinet_Factory2—This certificate is embedded in the hardware at the factory and is unique to this unit. It
has been signed by a proper CA.
« Fortinet_Firmware—This certificate is embedded in the firmware and is the same on every unit (not
unique). It has been signed by a proper CA. It is not recommended to use it for server-type functionality
since any other unit could use this same certificate to spoof the identity of this unit.

4. Select one of the 802.1x certificate authority (CA) options:
o Entrust_802.1x_CA—Select this CA if you are using 802.1x authentication.

o Entrust 802.1x_G2_CA—Select this CA if you want to use the Google Internet Authority G2.

o Entrust 802.1x_L1K_CA—Select this CA if you want to use http://ocsp.entrust.net.

« Fortinet_CA—Select this CA if you want to use the factory-installed certificate.

« Fortinet_ CA2—Select this CA if you want to use the factory-installed certificate.

5. Select one of the GUI HTTPS certificate options:

« Entrust _802.1x—This certificate is embedded in the firmware and is the same on every unit (not unique). It
has been signed by a public CA.

« Fortinet_Factory—This certificate is embedded in the hardware at the factory and is unique to this unit. It
has been signed by a proper CA.

« Fortinet_Factory2—This certificate is embedded in the hardware at the factory and is unique to this unit. It
has been signed by a proper CA.

« Fortinet_Firmware—This certificate is embedded in the firmware and is the same on every unit (not
unique). It has been signed by a proper CA. It is not recommended to use it for server-type functionality
since any other unit could use this same certificate to spoof the identity of this unit.

6. Select Update.

Using the CLI:

config system global
set strong-crypto {enable | disable}
set 802.1lx-certificate {Entrust 802.1x | Fortinet Factory | Fortinet Factory2 |
Fortinet Firmware} a a a
set 802.1x-ca-certificate {Entrust 802.1x CA | Entrust 802.1x G2 CA | Entrust 802.1x
L1K CA | Fortinet CA | Fortinet CA2} h T B h
set admin-server-cert {self-sign | Entrust 802.1x | Fortinet Factory | Fortinet
Factory2 | Fortinet Firmware} B h -
end

Configuration file revisions

You can select a configuration file revision to revert to.
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Using the GUI:

1. Go to System > Config > Revisions.
The system displays a new page with an entry for each configuration file revision.

2. When you select a revision, the following commands are available:
« Deselect All—deselect all selected revisions.

« Delete—deletes the selected revision file.
« Revert—reverts the system configuration to the selected revision.
« Upload—uploads the selected revision file to your local machine.
3. Ifyou select two revision files, you can select Diff to display the differences between the two files.

Using the CLI:

Use the following command to display the list of configuration file revisions:

execute revision list config

The FortiSwitch unit assigns a numerical ID to each configuration file. To display a particular configuration file
contents, use the following command and specify the ID of the configuration file:

execute revision show config id <ID number>

The following example displays the list of configuration file revisions:

# execute revision list config

ID TIME ADMIN FIRMWARE VERSION COMMENT

1 2015-08-31 11:11:00 admin V3.0.0-buildl17-RELO Automatic backup (session expired)
2 1969-12-31 16:06:29 admin V3.0.0-buildl50-RELO baseline

3 2015-08-31 15:19:31 admin V3.0.0-buildl50-RELO baseline

4 2015-08-31 15:28:00 admin V3.0.0-buildl50-RELO with admin timeout

The following example displays the configuration file contents for revision ID 62:

# execute revision show config id 62

#config-version=FS1D24-3.04-FW-buildl71-160201:0opmode=0:vdom=0:user=admin
#conf file ver=1784779075679102577
#buildno=0171
#global vdom=1
config system global
set admin-concurrent enable

(output truncated)

IP conflict detection

IP conflicts can occur when two systems on the same network are using the same IP address. The FortiSwitch
unit monitors the network for conflicts and raises a system log message and an SNMP trap when it detects a
conflict.
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The IP conflict detection feature provides two methods to detect a conflict. The first method relies on a remote
device to send a broadcast ARP (Address Resolution Protocol) packet claiming ownership of a particular IP
address. If the IP address in the source field of that ARP packet matches any of the system interfaces associated
with the receiving FortiSwitch system, the system logs a message and raises an SNMP trap.

For the second method, the FortiSwitch unit actively broadcasts gratuitous ARP packets when any of the following
events occurs:

« System boot-up
« Interface status changes from down to up
« IP address change

If a system is using the same IP address, the FortiSwitch unit receives a reply to the gratuitous ARP. If it receives a
reply, the system logs a message.

Configuring IP conflict detection

IP conflict detection is enabled on a global basis. The default setting is enabled.

Using the GUI:

1. Go to Network > Settings.
2. Select Enable IP Conflict Detection.
3. Select Apply.

Using the CLI:

config system global
set detect-ip-conflict <enable|disable>

Viewing IP conflict detection

If the system detects an IP conflict, the system generates the following log message:

IP Conflict: conflict detected on system interface mgmt for IP address 10.10.10.1

Port flap guard

A flapping port is a port that changes status rapidly from up to down. A flapping port can create instability in
protocols such as STP. If a port is flapping, STP must continually recalculate the role for each port. Flap guard
also prevents unwanted access to the physical ports.

The port flap guard detects how many times a port changes status during a specified number of seconds, and the
system shuts down the port if necessary. You can manually reset the port and restore it to the active state.

Retaining the triggered state

When the flap guard is triggered, the status for the port is shown as “triggered” in the output of the diagnose
flapguard status command. By default, rebooting the switch resets the state of the flap guard and removes
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the “triggered” state. You can change the setting so that the triggered state remains after a switch is rebooting until
the port is reset. See Resetting a port on page 59.

Using the GUI:

1. Go to Switch > Flap Guard.
Flap Guard

[ Retain Triggered State Across Reboot

2. Select Retain Triggered State Across Reboot.
3. Select Update to save the change.

Using the CLI:

config switch global

set flapguard-retain-trigger enable
end

Configuring the port flap guard

The port flap guard is configured and enabled on each port. The default setting is disabled.

The flap rate counts how many times a port changes status during a specified number of seconds. The range is 1
to 30 with a default setting of 5.

The flap duration is the number of seconds during which the flap rate is counted. The range is 5 to 300 seconds
with a default setting of 30 seconds.

Using the GUI:

1. Go to Switch > Port > Physical.
2. Selectaport.

3. Select Edit.

4. Under Flap Guard, select Enable.

Flap Guard
Enable
Flap Duration (Seconds) 30 (5-300)
Flap Rate 5 {1-30)

5. Enter values for Flap Duration (Seconds) and Flap Rate.
6. Select Update to save the changes.
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Using the CLI:

config switch physical-port
edit <port name>
set flapguard {enabled | disabled}
set flap-rate <1-30>
set flap-duration <5-300 seconds>

end
For example:

config switch physical-port
edit portl0
set flapguard enabled
set flap-rate 15
set flap-duration 100
end

Resetting a port

After the flap guard detects that a port is changing status rapidly and the system shuts down the port, you can
reset the port and restore it to service.
Using the GUI:

1. Go to Switch > Port > Physical.
2. Select the port that was shut down.
3. Select Reset.

Using the CLI:

execute flapguard reset <port name>

For example:

execute flapguard reset portlb

Viewing the port flap guard configuration
Use the following command to check if the flap guard is enabled on a specific port:

show switch physical-port <port name>

For example:

show switch physical-port portlO

Use the following command to display the port flap guard information for all ports:

diagnose flapguard status
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Link monitor

Link monitor

You can monitor the link to a server. The FortiSwitch unit sends periodic ping messages to test that the server is

available.

Configuring the link monitor

Using the GUI:

Go to Router > Config >Link Probes.

Select Add Probe to create a new probe.

Enter an IP address for the Gateway IP.

Configure the other fields as required (see the table in this section for field descriptions).
Select Add to create the probe.

o ODd=

Using the CLI:

config system link-monitor
edit "1"

set srcintf <string>
set protocol (arp | ping)
set gateway-ip <IP address>
set source-ip <IP address>
set interval <integer>
set timeout <integer>
set failtime <integer>
set recoverytime <integer>

set update-cascade-interface (enable | disable)
set update-static-route (enable | disable)
set status (enable | disable)

next

end

srcintf Interface where the monitor traffic is sent.

protocol Protocols used to detect the server. Select ARP or ping.
gateway-ip Gateway IP used to PING the server.

source-ip Source IP used in packet to the server.

interval Detection interval in seconds. The range is 1-3600.
timeout Detect request timeout in seconds. The range is 1-255.
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failtime Number of retry attempts before bringing the server down. The range is 1-10.
recoverytime Number of retry attempts before bringing the server up. The range is 1-10.
update-cascade- Enable or disable update cascade interface.

interface

update-static-route  Enable or disable update static route.

status Enable or disable link monitor administrative status.

Unicast hashing

You can configure the trunk hashing algorithm for unicast packets to use the source port:

config switch global

set trunk-hash-unicast-src-port {enable | disable}
end

Cut-through switching mode

By default, all FortiSwitch models use the store-and-forward technique to forward packets. This technique waits
until the entire packet is received, verifies the content, and then forwards the packet.

The FSW-1024D, FSW-1048D, and FSW-3032D models also have a cut-through switching mode to reduce
latency. This technique forwards the packet as soon as the switch receives it.

NOTE: For the FSW-3032D model, the cut-through switching mode is not supported on split ports.

To change the switching mode for the main buffer for these three models, use the following commands:

config switch global

set packet-buffer-mode {store-forward | cut-through}
end

NOTE: Changing the switching mode might stop traffic on all ports during the change.

Enabling packet forwarding

61

NOTE: These commands apply only to the 200 Series and 400 Series.

If you want to use layer-3 interfaces and IGMP snooping on certain FortiSwitch models, you must enable the

forwarding of reserved multicast packets and IPv6 neighbor-discovery packets to the CPU. These features are
enabled by default.

config switch global
set reserved-mcast-to-cpu {enable | disable}
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set neighbor-discovery-to-cpu {enable | disable}
end

ARP timeout value

By default, ARP entries in the cache are removed after 300 seconds. Use the following commands to change the
default ARP timeout value:
config system global

set arp-timeout <seconds>
end

For example, to set the ARP timeout to 1,000 seconds:

config system global
set arp-timeout 1000
end

Power over Ethernet configuration

Power over Ethernet (PoE) describes any system that passes electric power along with data on twisted pair
Ethernet cabling. Doing this allows a single cable to provide both data connection and electric power to devices
(for example, wireless access points, IP cameras, and VolP phones).

\‘ ! ', PoE is only available on models with the POE suffix in the model number (for example, FS-
q 108E-POE).
-

Using the GUI:

1. Go to Switch > POE.
POE Settings

Power Mode ® Priority-Based

O First Come, First Served

Pre-Standard Detection
Power Budget (W) 400 (1-740)
Guard Band (W) 19 (1-20)
Alarm Threshold (%) 80 (0-100)
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2. Setthe PoE power mode to priority based or first-come, first-served.

When power to PoE ports is allocated by priority, lower numbered ports have higher priority so that port 1 has the
highest priority. When more power is needed than is available, higher numbered ports are disabled first.

When power to PoE ports is allocated by first-come, first-served (FCFS), connected PoE devices receive power,
but new devices do not receive power if there is not enough power.

If both priority power allocation and FCFS power allocation are selected, the physical port setting takes
precedence over the global setting.

3. Enable or disable PoE pre-standard detection.

PoE pre-standard detection is a global setting for the following FortiSwitch
models: FSR-112D-POE, FSW-548D-FPOE, FSW-524D-FPOE, FSW-108D-
) ! ’, POE, FSW-224D-POE, FSW-108E-POE, FSW-108E-FPOE, FSW-124E-POE,
q and FSW-124E-FPOE.

For the other FortiSwitch POE models, PoE pre-standard detection is set on
each port.

4. Setthe maximum power budget in Watts.
5. Enter the power in Watts to reserve in case of a spike in POE consumption.
6. Enter the threshold (a specified percentage of the total power budget) above which an alarm event is generated.

If your FortiSwitch unit has a PoE sensor, you can set an alarm for when the current power budget exceeds a
specified percentage of the total power budget. When this threshold is exceeded, log messages and SNMP traps
are generated. The default threshold is 80 percent.

7. Select Update.

Using the CLI:

config switch global
set poe-alarm-threshold <0-100 percent>
set poe-power-mode {first-come-first-serverved | priority}
set poe-guard-band <1-20 Watts>
set poe-pre-standard-detect {disable | enable}
set poe-power-budget <1-740 Watts>
end

Creating a schedule

Use schedules to control when policies are enforced. For example, you can use a schedule to control when an
access control list policy is enforced.

NOTE: If the status of an ACL policy is inactive, the schedule is ignored.
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You can create a one-time schedule, a recurring schedule, or a group schedule:

« Use aone-time schedule when you want a policy enforced for a specified period.

« Use arecurring schedule when you want a policy enforced for specified hours and days every week.
« Use a group schedule to combine one-time schedules and recurring schedules.

To create a one-time schedule:

config system schedule onetime
edit <schedule name>
set start <time date>

set end <time date>
end

For example:

config system schedule onetime
edit schedulel
set start 07:00 2019/03/22

set end 07:00 2019/03/29
end

To create a recurring schedule:

config system schedule recurring
edit <schedule name>
set day {monday | tuesday |
set start <time>
set end <time>
end

wednesday | thursday | friday | saturday | sunday}

For example:

config system schedule recurring
edit schedule2

set day monday wednesday friday
set start 07:00

set end 08:00
end

To create a group schedule:

config system schedule group
edit <schedule group name>

set member <schedule namel> <schedule name2>
end

For example:

config system schedule group
edit groupl

set member schedulel schedule2
end
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Overlapping subnets

You can use the set allow-subnet-inteface command to allow two interfaces to include the same IP
address in the same subnet. The command applies only between the mgmt interface and an internal interface.

NOTE: Different interfaces cannot have overlapping IP addresses or subnets. The same IP address can be used on
different switches.

For example:

config system global
set admintimeout 480
set allow-subnet-overlap enable
set auto-isl enable

end
config system interface
edit "mgmt"
set ip 172.16.86.112 255.255.255.0
set allowaccess ping https http ssh snmp telnet
set type physical
set alias "test"
set snmp-index 27
next

edit "internal"
set ip 10.0.1.112 255.255.255.0
set allowaccess ping
set type physical
set alias "testing-2"
set snmp-index 26

next

end
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Physical port settings

Configuring general port settings

The following sections describe the configuration settings that are associated with FortiSwitch physical ports:

Configuring general port settings on page 66

Configuring flow control and priority-based flow control on page 68
Auto-module speed detection on page 68

Setting port speed (autonegotiation) on page 69

Configuring power over Ethernet on a port on page 70
Energy-efficient Ethernet on page 72

Diagnostic monitoring interface module status on page 72
Configuring split ports on page 73

Configuring QSFP low-power mode on page 76

Configuring general port settings

Using the GUI:

o oDbd-=

Go to Switch > Port > Physical.

Select the port to update and then select Edit.

Enter an optional description of the port in the Description field.
Select Up or Down for the Administrative Status.

Select Update to save your changes.

Using the CLI:

config switch physical-port
edit <port name>
set status {up | down}
set description <string>
set max-frame-size <bytes int>
end

General port settings include:

o max-frame-size—Maximum frame size in bytes (between 68 and 9216)

status—Administrative status of the port
description—Text description for the port

NOTE: For the eight models in the 1xxE series, the max-frame-size command is under the config switch
global command.
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Viewing port statistics

Using the GUI:

Go to Switch > Monitor > Port Stats.

Port Stats

Bseczal | W Dasess Saarch:

MName & Recsived Padets & Recsived Bytes & Transmitt=d Padets & Trarsmitted Bytes

port51

port52
port53
portS4
T

Showing 1ta 55 of 55 entrias

To clear the statistics on all ports, select Select All and then select Reset Stats.

To clear the statistics on some of the ports, select the ports and then select Reset Stats.
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Using the CLI:

diagnose switch physical-ports port-stats list <number>

For example:

diagnose switch physical-ports port-stats list 1,3,4-6

Configuring flow control and priority-based flow control

Flow control allows you to configure a port to send or receive a “pause frame” (that is, a special packet that signals
a source to stop sending flows for a specific time interval because the buffer is full). By default, flow control is
disabled on all ports.

config switch physical-port
edit <port name>
set flow-control {both | rx | tx | disable}
end

Parameters enable flow control to do the following:

« rx—receive pause control frames
« tx—transmit pause control frames
« both—transmit and receive pause control frames

Priority-based flow control allows you to avoid frame loss by stopping incoming traffic when a queue is congested.

After you enable priority-based flow control, you then configure whether a port sends or receives a priority-based
control frame:
config switch physical-port
edit <port name>
set priority-based-flow-control enable

set flow-control {both | rx | tx | disable}
end

When priority-based flow control is disabled, 802.3 flow control can be used.

NOTE: Priority-based flow control does not support half-duplex speed. When FortiSwitch ports are set to autonegotiate
the port speed (the default), priority-based flow control is available if the FortiSwitch model supports it. Lossless buffer
management and traffic class mapping are not supported.

Auto-module speed detection

When you enable auto-module speed detection, the system reads information from the module and sets the port
speed to the maximum speed that is advertised by the module. If the system encounters a problem when reading
from the module, it sets the default speed (default value is platform specific).

When auto-module sets the speed, the system creates a log entry noting this speed.

NOTE: Auto-speed detection is supported on 1/10G ports, but not on higher speed ports (such as 40G).
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Setting port speed (autonegotiation)

By default, all of the FortiSwitch user ports are set to autonegotiate the port speed. You can also manually set the
port speed. The port speeds available differ, depending on the port and switch.

Using the GUI:

1. Go to Switch > Port > Physical and select the port.

2. Select Edit.

3. Select Auto-Negotiation or the appropriate port speed.
4. Select Update.

Using the CLI:

config switch physical-port
edit <port>
set speed {1000auto | 100full | 100half | 10full | 10half | auto | 10000cr |
10000full | 10000sr | 1000full | auto-module}
end

Viewing auto-module configuration

Display the status of auto-module using following command:

config switch physical-port
edit portd?7
show
end
config switch physical-port
edit "portd7"
set max-frame-size 16360
set speed 10000full
get
name : portd7
description : (null)
flow-control : both
link-status : down
lldp-transmit : disable
max-frame-size : 16360
port-index : 47
speed : 10000full
status : up
end

Link-layer discovery protocol

The Fortinet data center switches support LLDP (transmission and reception). The link layer discovery protocol
(LLDP) is a vendor-neutral layer-2 protocol that enables devices on a layer-2 segment to discover information
about each other.

For details, refer to LLDP-MED on page 111.
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Configuring power over Ethernet on a port

You can enable PoE, configure dynamic guard band, and set the priority power allocation for a specific port.

The dynamic guard band is set automatically to the expected power of a port before turning on the port. So, when
a PoE device is plugged in, the dynamic guard band is set to the maximum power of the device type based on the
AF or AT mode. The AF mode DGB is 15.4 W, and the AT mode DGB is 36 W. When the FortiSwitch unit is fully
loaded, the dynamic guard band prevents a new PoE device from turning on.

When power to PoE ports is allocated by priority, lower numbered ports have higher priority so that port 1 has the
highest priority. When more power is needed than is available, higher numbered ports are disabled first.

When power to PoE ports is allocated by first-come, first-served (FCFS), connected PoE devices receive power,
but new devices do not receive power if there is not enough power.

If both priority power allocation and FCFS power allocation are selected, the physical port setting takes
precedence over the global setting.

Enabling or disabling PoE in the GUI

Go to Switch > Port > Physical.
Select a port and then select Edit.
For the POE Status, select Enable or Disable.

Select a power priority for the port. You can select High Priority, Critical Priority, or Low Priority. If there is not
enough power, power is alloted first to Critical Priority ports, then to High Priority ports, and then to Low Priority
ports.

5. Select Update.

oo Dbd-=

Configuring PoE in the CLI

config switch physical-port
edit <port>
set poe-status {enable | disable}
set poe-port-mode {IEEE802 3AF | IEEE802 3AT}
set poe-port-priority {critical-priority | high-priority | low-priority}
set poe-pre-standard-detect {disable | enable}
end

PoE pre-standard detection is a global setting for the following FortiSwitch models:

NV FSR-112D-POE, FSW-548D-FPOE, FSW-524D-FPOE, FSW-108D-POE, FSW-
‘Q' 224D-POE, FSW-108E-POE, FSW-108E-FPOE, FSW-124E-POE, and FSW-124E-
FPOE.

For the other FortiSwitch POE models, PoE pre-standard detection is set on each port.
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Determining the PoE power capacity

Using the GUI:

Physical port settings

Go to Switch > Port > Physical. The Power column displays the power capacity for each PoE port.

Using the CLI:

get switch poe inline

Resetting the PoE power

Using the GUI:

1. Go to Switch > Port > Physical.
2. Selecta port and then select POE Reset.
3. Inthe confirmation dialog box, select Reset.

Using the CLI:

execute poe-reset <port>

Displaying PoE information

71

Using the GUI:

Go to Switch > Port > Physical to see information about each PoE port. Hover over the traffic column to get
specific values.

port44
port45
portdé

Auto-Negotiation

Auto-Negotiation

Auto-Negotiation

port47 01-00 ito-Negotiation
= 3.164kbps In
port48 el tO-Negotiation
L _________—

portd9

Max Speed Supported by Module

Using the CLI:

(> > B> B> B ]
Z 00000

diagnose switch poe status <port>

The following example displays the information for port 6:

diagnose switch poe status porté6

Port (6)

Power:4

Power-Up Mode:

.20W, Power
Normal Mode

Remote Power Device Type:
Power Class: 4
Defined Max Power: 30.0W,

Voltage:

54.00V

-Status: Delivering Power

IEEE802.3AT PD

Priority:3

0.00/0.00W
0.00/0.00W
0.00/0.00W
0.00/0.00W
0.00/0.00W
N/A

o006 060

- Qs Cable Diagnostic
- Qy Cable Diagnostic
- Q) Cable Diagnostic
- Q) Cable Diagnostic
Full Q) Cable Diagnostic
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Current: 71mA

Energy-efficient Ethernet

When no data is being transferred through a port, Energy-efficient Ethernet (EEE) puts the data link in sleep mode
to reduce the power consumption of the FortiSwitch unit. When data flows through the port, the port resumes
using the normal amount of power. EEE works over standard twisted-pair copper cables and supports 10 Mbps,
100 Mbps, 1 Gps, and 10 Ge. EEE does not reduce bandwidth or throughput.

NOTE: EEE is not supported on SFP and QSFP modules.

To configure EEE in the CLI:

config switch physical-port
edit <port name>
set energy-efficient-ethernet {enable | disable}
end

For example, to use EEE on port 7:

config switch physical-port
edit port7
set energy-efficient-ethernet enable
end

To check that EEE is enabled on port 7:

diagnose switch physical-ports eee-status port7

To check which ports have EEE enabled:

diagnose switch physical-ports eee-status

Diagnostic monitoring interface module status

With diagnostic monitoring interface (DMI), you can view the following information

« Module details (detail)

« Eeprom contents (eeprom)

« Module limits (limit)

« Module status (status)

« Summary information of all a port’s modules (summary)

Using the GUI:

Go to Switch > Monitor > Modules.
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Using the CLI:

Use the following commands to enable or disable DMI status for the port. If you set the statusto global, the port
setting will match the global setting:

config switch physical-port
edit <interface>
set dmi-status {disable | enable | global}
end

Usethe get switch modules detail/status command to display DMI information:

FS108E3W14000720 # get switch modules detail portlO

Port (portl0)
identifier SFP/SFP+
connector Unk (0x00)
transceiver 1000-Base-T
encoding 8B/10B

Length Decode Common
length smf 1km N/A
length cable 100 meter
SFP Specific
length smf 100m N/A
length 50um om2 N/A
length 62um oml N/A
length 50um om3 N/A
vendor FINISAR CORP.
vendor oid 0x009065
vendor pn FCLF-8521-3
vendor rev A

vendor sn PBR1X35
manuf date 06/20/2007

The following is an example of the output for the switch modules status command:

FS108E3W14000720 # get switch modules status port9

Port (port9)

alarm flags 0x0040

warning flags 0x0040

temperature 18.792969 C

voltage 3.315100 volts

laser bias 0.750800 mAmps

tx power -2.502637 dBm

rx power -40.000000 dBm

options 0x000F ( TX DISABLE TX FAULT RX LOSS TX POWER LEVEL1 )
options status 0x000C ( RX LOSS TX POWER LEVELL )

Configuring split ports

On FortiSwitch models that provide 40G QSFP (quad small form-factor pluggable) interfaces, you can install a
breakout cable to convert one 40G interface into four 10G interfaces.
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Notes

« Splitting ports is supported on the following FortiSwitch models:
o 3032D (ports 5 to 28 are splittable)

o 524D, 524D-FPOE (ports 29 and 30 are splittable)

o 548D, 548D-FPOE (ports 53 and 54 are splittable)

o 1048E (In the 4 x 100G configuration, ports 49, 50, 51, and 52 are splittable as 4 x 25G.)

o 1048E (In the 6 x 40G configuration, ports 49, 50, 51, 52, 53, 54 are splittable as 4 x 10G.)

Usethe set port-configuration 2 command to check which ports are supported for each model.

« Currently, the maximum number of ports supported in software is 64 (including the management port). Therefore,
only 10 QSFP ports can be split. This limitation applies to all of the models, but only the 3032D and the 1048E
models have enough ports to encounter this limit.

« Starting in FortiOS 6.2.0, splitting ports is supported in FortiLink mode (that is, the FortiSwitch unit managed by a
FortiGate unit).

Configuring a split port
Use the following commands to configure a split port:

config switch phy-mode
set port-configuration <default | disable-port54 | disable-port41-48 | 4x100G |
6x40G>
set <port-name>-phy-mode <1x40G | 4x10G>

(one entry for each port that supports split port)
end

The following settings are available:

o disable-port54—For 548D and 548D-FPOE, only port53 is splittable; port54 is unavailable.

e disable-port41-48—For 548D and 548D-FPOE, port41 to port48 are unavailable, but you can configure port53
and port54 in split-mode.

e 4x100G—For 1048E, enable the maximum speed (100G) of ports 49 through 52. Ports 53 and 54 are disabled.
« 6x40G—For 1048E, enable the maximum speed (40G) of ports 49 through 54.

In the following example, a FortiSwitch 3032D is configured with ports 10, 14, and 28 set to 4x10G:

config switch phy-mode
set portS5-phy-mode 1x40G
set port6-phy-mode 1x40G
set port7-phy-mode 1x40G
set port8-phy-mode 1x40G
set port9-phy-mode 1x40G
set portlO-phy-mode 4x10G
set portll-phy-mode 1x40G
set portl2-phy-mode 1x40G
set portl3-phy-mode 1x40G
set portld-phy-mode 4x10G
set portl5-phy-mode 1x40G
set portl6-phy-mode 1x40G
set portl7-phy-mode 1x40G
set portl8-phy-mode 1x40G
set portl9-phy-mode 1x40G
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set port20-phy-mode 1x40G
set port2l-phy-mode 1x40G
set port22-phy-mode 1x40G
set port23-phy-mode 1x40G
set port24-phy-mode 1x40G
set port25-phy-mode 1x40G
set port26-phy-mode 1x40G
set port27-phy-mode 1x40G
set port28-phy-mode 4x10G
end

The system applies the configuration only after you enter the end command, displaying the following message:

This change will cause a ports to be added and removed, this will cause loss of
configuration on removed ports. The system will have to reboot to apply this
change.

Do you want to continue? (y/n)y

To configure one of the split ports, use the notation ".x" to specify the split port:

config switch physical-port

edit "portl"
set lldp-profile "default-auto-isl"
set speed 40000full

next

edit "port2"
set lldp-profile "default-auto-isl"
set speed 40000full

next

edit "port3"
set lldp-profile "default-auto-isl"
set speed 40000full

next

edit "port4"
set lldp-profile "default-auto-isl"
set speed 40000full

next

edit "port5.1"
set speed 10000full

next

edit "port5.2"
set speed 10000full

next

edit "port5.3"
set speed 10000full

next

edit "port5.4"
set speed 10000full

next

end
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Configuring QSFP low-power mode

On FortiSwitch models with QSFP (quad small form-factor pluggable) ports, you can enable or disable the low-
power mode with the following CLI commands:

config switch physical-port
edit <port name>
set gsfp-low-power-mode {enabled | disabled}
end

For example:

config switch physical-port
edit portl2
set gsfp-low-power-mode disabled
end

FortiSwitchOS Administration Guide 76
Fortinet, Inc.



Layer-2 interfaces

Layer-2 interfaces

This chapter covers the following topics:

« Switched interfaces on page 77

« Dynamic MAC address learning on page 78

« Persistent (sticky) MAC addresses on page 79
« Static MAC addresses on page 80

« Fortinet loop guard on page 81

Switched interfaces

Switched interfaces

Default configuration will suffice for regular switch ports. By default, VLAN is set to 1, STP is enabled, and all other

optional capabilities are disabled.

You can configure optional capabilities such as Spanning Tree Protocol, sFlow , 802.1x authentication, and

Private VLANs. These capabilities are covered in subsequent sections of this document.

Using the GUI:

1. Go to Switch > Interface > Physical.

2. Select one or more interfaces to update and select Edit.

If you selected more than one port, the port names are displayed in the name field, separated by commas.

3. Enter new values as required for the Native VLAN and Allowed VLANs fields.

4. Select OKto save your changes.

Using the CLI:

config switch interface
edit <port>
set native-vlan <vlan>
set allowed-vlans <vlan> [<vlan>]
set untagged-vlans <vlan> [<vlan>]
set stp-state {enabled | disabled}
set edge-port {enabled | disabled}

Viewing interface configuration

Using the GUI:

Go to Switch > Interface > Physical.

Using the CLI:

show switch interface <port>
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Display port settings using following command:

config switch interface
edit <port>
get

Dynamic MAC address learning

You can enable or disable dynamic MAC address learning on a port. The existing dynamic MAC entries are
flushed when you change this setting. If you disable MAC address learning, you can set the behavior for an
incoming packet with an unknown MAC address (to drop or forward the packet).

You can limit the number of learned MAC addresses on an interface or VLAN. The limit ranges from 1 to 128. If the
learning limit is set to zero (the default), no limit exists. When the limit is exceeded, the FortiSwitch unit adds a
warning to the system log.

Use the following CLI commands to configure dynamic MAC address learning:

config switch physical-port
edit <port>
set 12-learning (enable | disable)
set 12-unknown (drop | forward)
end
config switch interface
edit <port>
set learning-limit <0-128>
end
config switch vlan
edit <VLAN ID>
set learning {enable | disable}
set learning-limit <0-128>
end

NOTE: If you enable 802.1x MAC-based authorization on a port, you cannot change the 12-1earning setting.

By default, each learned MAC address is aged out after 300 seconds. The value ranges from 10 to 1000,000
seconds. Set the value to zero to disable MAC address aging.

Use the following command to change this value:

config switch global
set mac-aging-interval 200
end

If you want to see the first MAC address that exceeded a learning limit for an interface or VLAN, you can enable
the learning-limit violation log for a FortiSwitch unit. Only one violation is recorded per interface or VLAN.

To enable or disable the learning-limit violation log, use the following commands. By default, the learning-limit
violation log is disabled. The most recent violation that occurred on each interface or VLAN is logged. After that,
no more violations are logged until the log is reset for the triggered interface or VLAN. Only the most recent 128
violations are displayed in the console.

NOTE: The set log-mac-limit-violations command isonly displayed if your FortiSwitch model supports it.

config switch global
set log-mac-limit-violations {enable | disable}
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end

To view the content of the learning-limit violation log, use one of the following commands:

get switch mac-limit-violations all—to see the first MAC address that exceeded the learning limit on
any interface or VLAN. An asterisk by the interface name indicates that the interface-based learning limit was
exceeded. An asterisk by the VLAN identifier indicates the VLAN-based learning limit was exceeded.

get switch mac-limit-violations interface <interface name>—to see the first MAC address that
exceeded the learning limit on a specific interface

get switch mac-limit-violations vlan <VLAN ID>—to see the first MAC address that exceeded the
learning limit on a specific VLAN. This command is only displayed if your FortiSwitch model supports it.

To reset the learning-limit violation log, use one of the following commands:

execute mac-limit-violation reset all—to clear alllearning limit violation logs

execute mac-limit-violation reset interface <interface name>—to clearthe learning limit
violation log for a specific interface

execute mac-limit-violation reset vlan <VLAN ID>—to clear the learning limit violation log for a
specific VLAN

You can also specify how often the learning-limit violation log is reset, use the following commands:

config switch global
set log-mac-limit-violations enable
set mac-violation-timer <0-1500>
end

For example:

config switch global
set log-mac-limit-violations enable
set mac-violation-timer 60

end

Persistent (sticky) MAC addresses

You can make dynamically learned MAC addresses persistent when the status of a FortiSwitch port changes
(goes down or up). By default, MAC addresses are not persistent.

NOTE: You cannot use persistent MAC addresses with 802.1x authentication.

Using the GUI:

o ODd=

Go to Switch > MAC Entries.

Select Add MAC Entry to create a new item.

Select an interface and enter a value for MAC Address and VLAN.
Select Sticky.

Select Add to create the MAC entry.

To delete the persistent MAC addresses instead of saving them in the FortiSwitch configuration file:

1. Go to Switch > Monitor > Forwarding Table.
2. Inthe Unsaved sticky MACs on field, select an interface or select All.
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3. Select Delete.

Using the CLI:

Use the following command to configure the persistence of MAC addresses on an interface:

config switch interface
edit <port>
set sticky-mac <enable | disable>
next
end

You can also save persistent MAC addresses to the FortiSwitch configuration file so that they are automatically
loaded when the FortiSwitch unit is rebooted. By default, persistent entries are lost when a FortiSwitch unit is
rebooted. Use the following command to save persistent MAC addresses for a specific interface or all interfaces:

execute sticky-mac save {all | interface <interface name>}
Use the following command to delete the persistent MAC addresses instead of saving them in the FortiSwitch
configuration file:

execute sticky-mac delete-unsaved {all | interface <interface name>}

Static MAC addresses

80

You can configure one or more static MAC addresses on an interface.

Using the GUI:

1. Go to Switch > MAC Entries.

2. Select Add MAC Entry to create a new item.

3. Select an interface and enter a value for MAC Address and VLAN.
4. Select Add to create the MAC entry.

Using the CLI:

config switch static-mac

edit <sequence number>
set description <optional string>
set interface <interface name>
set mac <static MAC address>
set type {sticky | static}
set vlan-id <VLAN ID>

end

For example:

config switch static-mac
edit 1
set description "first static MAC address"
set interface portl0
set mac d6:dd:25:be:2c:43
set type static
set vlan-id 10
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end

Fortinet loop guard

Aloop in a layer-2 network results in broadcast storms that have far-reaching and unwanted effects. Fortinet loop
guard helps to prevent loops. When loop guard is enabled on a switch port, the port monitors its subtending
network for any downstream loops.

The loop guard feature is designed to work in concert with STP rather than as a replacement for STP. Each port
that has loop guard enabled will periodically broadcast loop guard data packets (LGDP) packets to its network. If a
broadcast packet is subsequently received by the sending port, a loop exists downstream.

NOTE: If a port detects a loop, the system takes the port out of service to protect the overall network. The port returns to
service after a configured timeout duration. If the timeout value is zero, you must manually reset the port.

By default, loop guard is disabled on all ports, and the timeout is set to zero.

Configuring loop guard

Using the GUI:

1. Go to Switch > Interface > Physical or Switch > Interface > Trunk.

2. Select one or more interfaces to update and then select Edit.
If you selected more than one port, the port names are displayed in the name field, separated by commas.

3. Select Enable Loop Guard.
4. Select OKto save your changes.

Using the CLI:

config switch interface
edit port <number>
set loop-guard <enabled|disabled>
set loop-guard-timeout <integer>

When loop guard takes a port out of service, the system creates the following log messages:

Loop Guard: loop detected on <port name>. Shutting down <port name>

Use the following command to reset a port that detected a loop:

execute loop-guard reset <port>

Viewing the loop guard configuration

Using the GUI:

Go to Switch > Interface > Physical and check the Loop Guard column.
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Using the CLI:

diagnose loop-guard instance status
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VLANs and VLAN tagging

FortiSwitch ports process tagged and untagged Ethernet frames. Untagged frames do not carry any

VLAN information.

Dest
MAC

Source

MAC

EtherType
Size

Payload

CRC/FCS

Tagged frames include an additional header (the 802.1Q header) after the Source MAC address. This header

includes a VLAN ID. This allows the VLAN value to be transmitted between switches.

Dest
MAC

Source
MAC

802.1Q
Header

EtherType
Size

Payload

CRC/FCS

The FortiSwitch unit provides port parameters to configure and manage VLAN tagging.
This chapter covers the following topics:

« Native VLAN on page 83

« Allowed VLAN list on page 83

« Untagged VLAN list on page 84

« Packet processing on page 84

« Configuring VLANs on page 85

« Example 1 on page 85

« Example 2 on page 86

« VLAN stacking (QinQ) on page 87

Native VLAN

You can configure a native VLAN for each port. The native VLAN is like a default VLAN for untagged incoming
packets. Outgoing packets for the native VLAN are sent as untagged frames.

The native VLAN is assigned to any untagged packet arriving at an ingress port.

At an egress port, if the packet tag matches the native VLAN, the packet is sent out without the VLAN header.

Allowed VLAN list

The allowed VLAN list for each port specifies the VLAN tag values for which the port can transmit or receive
packets.
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For a tagged packet arriving at an ingress port, the tag value must match a VLAN on the allowed VLAN list or the
native VLAN.

At an egress port, the packet tag must match the native VLAN or a VLAN on the allowed VLAN list.

Untagged VLAN list

The untagged VLAN list on a port specifies the VLAN tag values for which the port will transmit packets without the
VLAN tag. Any VLAN in the untagged VLAN list must also be a member of the allowed VLAN list.

The untagged VLAN list applies only to egress traffic on a port.

Packet processing

Ingress processing ensures that the port accepts only packets with allowed VLAN values (untagged packets are
assigned the native VLAN, which is implicitly allowed). At this point, all packets are now tagged with a valid VLAN.

The packet is sent to each egress port that can send the packet (because the packet tag value matches the native
VLAN or an Allowed VLAN on the port).

Ingress port
Untagged packet

« packet is tagged with the native VLAN and allowed to proceed
« the Allowed VLAN list is ignored

Tagged packet

« tag VLAN value must match an Allowed VLAN or the native VLAN

« packet retains the VLAN tag and is allowed to proceed

To control what types of frames are accepted by the port, use the following commands:

config switch interface
edit <interface>
set discard-mode <all-tagged | all-untagged | none>
end

Variable Description

all-tagged Tagged frames are discarded, and untagged frames can enter the switch.

all-untagged Untagged frames are discarded, and tagged frames can enter the switch.

none By default, all frames can enter the switch, and no frames are discarded.
Egress port

All packets that arrive at an egress port are tagged packets.
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If the packet tag value is on the Allowed VLAN list, the packet is sent out with the existing tag.

If the packet tag value is the native VLAN or on the Untagged VLAN list, the tag is stripped, and then the packet is
sent out.

Otherwise, the packet is dropped.

Configuring VLANs

Use the following steps to add VLANS to a physical port interface:

Using the GUI:

Go to Switch > Interface > Physical.

On the Physical Port Interfaces page, select a port and then select Edit.
Give the VLAN an appropriate name.

In the Native VLAN field, enter the identifier for the native VLAN of the port.

In the Allowed VLANS field, enter one or more identifiers for the allowed VLANs for the port. Separate multiple
numbers with commas without any space. For example, 2, 4, 8-10.

6. Inthe Untagged VLANS field, enter one or more identifiers for the untagged VLANS for the port. Separate multiple
numbers with commas without any space. For example, 2, 4, 8-10.

7. Select OK.

o ODd=

Using the CLI:

config switch interface
edit <port>
set native-vlan <vlan>
set allowed-vlans <vlan> [<vlan>] [<vlan> - <vlan>]
set untagged-vlans <vlan> [<vlan>] [<vlan> - <vlan>]
end

Example 1

Example flows for tagged and untagged packets.
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Portl

Packet tag=100 -

Native vlan=1

Allowed vlan=100,200

Port2

Native vlan=1

Untagged packet

Packet tag=300

€ - - - 1

Native vlan=100-

Allowed vlan=300

VLANSs and VLAN tagging

Native vlan=300

— —P | Ppacket tag=100

Allowed vlan=1,100,200

Port4

Purple flow

Untagged

An untagged packet arriving at Port3 is assigned VLAN 100 (the native VLAN) and flows to all egress ports that

will send VLAN 100 (Port1 and

Port4).

A tagged packet (VLAN 100) arriving at Port4 is allowed (VLAN 100 is allowed). The packet is sent out from Port1
and Port3. On Port3, VLAN 100 is the native VLAN, so the packet is sent without a VLAN tag.

Blue flow

An untagged packet arriving at Port 4 is assigned VLAN 300 (the native VLAN). Then it flows out all ports that will

send VIan300 (Port 3).

A tagged packet (VLAN 300) arriving at Port3 is allowed. The packet is sent to egress from Port4. VLAN 300 is the

native VLAN on Port4, so the p

Example 2

Example of invalid tagged VLA
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acket is sent without a VLAN tag.
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[urtgsetacer | Native vlanc1

Portl

Allowed vlan=100,200

Packet tag=100, 200 <

Packet tag=100, 200

: _ Native vlan=300
port2 Native vlan=1 portd

Allowed vlan=1,100,200

[omased o]

EET

Port3 Native vlan=100
----------- =
Allowed vlan=300
Green flow

Between Port1 and Port2, packets are assigned to VLAN 1 atingress, and then the tag is removed at egress.

Blue flow

Incoming on Port 3, a tagged packet with VLAN value 100 is allowed, because 100 is the Port 3 native VLAN (the
hardware VLAN table accepts a tagged or untagged match to a valid VLAN).

The packet will be sent on port1 and port4 (with packet tag 100).

VLAN stacking (QinQ)

VLAN stacking allows you to have multiple VLAN headers in an Ethernet frame. The value of the EtherType field
specifies where the VLAN header is placed in the Ethernet frame.

Use the VLAN TPID profile to specify the value of the EtherType field. The FortiSwitch unit supports a maximum of
four VLAN TPID profiles, including the default (0x8100). The default VLAN TPID profile (0x8100) cannot be
deleted or changed.

NOTE: The following FortiSwitch models support VLAN stacking:

124D, 224D-FPOE, 248D, 424D, 424D-POE, 424D-FPOE, 448D, 448D-POE, 448D-FPOE, 224E, 224E-
POE, 248E-POE, 248E-FPOE, 524D, 524D-FPOE, 548D, 548D-FPOE, 1024D, 1048D, 1048E, 3032D,
3032E

NOTE: The following features are not supported with VLAN stacking:

+ DHCP relay

« DHCP snooping
« IGMP snooping
« IP source guard
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« PVLAN
« STP

NOTE: Settings under config gnq are for customer VLANs (C-VLANS). Other settings such as set allowed-
vlans, set native-vlan,and set vlan-tpid are for service-provider VLANs (S-VLANSs).

To configure VLAN stacking (asterisks indicate the default setting):

config switch interface
edit <interface name>
set vlan-tpid <default | string>

config gng
set status {enable | *disable}
set vlan-mapping-miss-drop {enable | *disable}

set add-inner <1-4095>
set edge-type customer
set stp-gng-admin {*enable | disable}
set priority {follow-c-tag | *follow-s-tag}
set remove-inner {enable | *disable}
config vlan-mapping
edit <id>
set description <string>
set match-c-vlan <1-4094>
set new-s-vlan <1-4094>

next
end
end
next
end
Variable Description Default
<interface_name> Enter the name of the interface. No default
Select which VLAN TPID profile to use. The default VLAN
TPID profile has a value of 0x8100 and cannot be deleted
or changed.
vlan-tpid <default | string> This setting is only for service-provider VLANs (S-VLANs).  default
NOTE: If you are not using the default VLAN TPID profile,
you must have already defined the VLAN TPID profile with
the config switch vlan-tpidcommand.
config qnq
status {enable | *disable} Enable or disable VLAN stacking (QinQ) mode. disable
vlan-mapping-miss-drop If the QinQ mode is enabled, enable or disable whether a disable
{enable | *disable} packet is dropped if the VLAN ID in the packet’s tag is not

defined in the vlan-mapping configuration.
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Variable Description Default

If the QinQ mode is enabled, add the inner tag for

add-inner <1-4095> . No default
untagged packets upon ingress.
edge-type customer If the QinQ mode is enabled, the edge type is set to customer
customer.
stp-qng-admin {*enable | Enable or disable VLAN stacking (QinQ) to manage the enable
disable} STP administration state.
priority {follow-c-tag | *follow-s- If the QinQ mode is enabled, select whether to follow the follow-s-tag
tag} priority of the S-tag (service tag) or C-tag (customer tag).
remove-inner {enable | If the QinQ mode is enabled, enable or disable whether the disable
*disable} inner tag is removed upon egress.
<id> Enter a mapping entry identifier. No default
description <string> Enter a description of the mapping entry. No default
match-c-vlan <1-4094> Enter a matching customer (inner) VLAN. 0
Enter a new service (outer) VLAN.
new-s-vlan <1-4094> NOTE: The VLAN must be in the port’s allowed VLAN list. No default
This option is only available after you set the value for
match-c-vlan.
To configure VLAN mapping on an interface (asterisks indicate the default setting):
config switch interface
edit <interface name>
set vlan-tpid <default | string>
set vlan-mapping-miss-drop {enable | *disable}
config vlan-mapping
edit <id>
set description <string>
set direction ingress // ingress example
set match-c-vlan <1-4094>
set action {add | replace}
set new-s-vlan <1-4094>
next
edit <id>
set description <string>
set direction egress // egress example
set match-s-vlan <1-4094>
set action {delete | replace}
set new-s-vlan <1-4094>
next
end
next
end
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Variable Description Default
<interface_name> Enter the name of the interface. No default

Select which VLAN TPID profile to use. The default VLAN
TPID profile has a value of 0x8100 and cannot be deleted
or changed.

vlan-tpid <default | string> This setting is only for service-provider VLANs (S-VLANs).  default
NOTE: If you are not using the default VLAN TPID profile,

you must have already defined the VLAN TPID profile with
the config switch vlan-tpidcommand.

vlan-mapping-miss-drop Enable or disable whether a packet is dropped if the VLAN  disable
{enable | *disable} ID in the packet’s tag is not defined in the vlan-mapping
configuration.

config vlan-mapping

<id> Enter an identifier for the VLAN mapping entry. No default
description <string> Enter a description of the VLAN mapping entry. No default
direction {egress | ingress} Select the ingress or egress direction. No default
match-s-vian <1-4094> If the direction is set to egress, enter the service (outer) 0

VLAN to match.
match-c-vlan <1-4094> If the direction is set to ingress, enter the customer (inner) 0

VLAN to match.

Select what happens when the packet is matched:
- add—When the packet is matched, add the service
VLAN. You cannot set the action to add for the egress
direction.
- delete—When the packet is matched, delete the
action {add | delete | replace} fﬁglncgr;/SI;Ad'\:r'ezzg:annOt LD SIS LI LGl No default
- replace—When the packet is matched, replace the
customer VLAN or service VLAN.

This option is only available after you set a value for
match-c-vlanormatch-s-vlan.

new-s-vlan <1-4094> Set the new service (outer) VLAN. No default
This option is only available after you set the action to add

or replace for the ingress direction or after you set the
action to replace for the egress direction.
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To configure the VLAN TPID profile:

config switch vlan-tpid
edit <VLAN TPID profile name>
set ether-type <0x0001-0xfffe>

next
end

Variable Description Default

<VLAN_TPID_profile_name>  Enter a name for the VLAN TPID profile name. No default

ether-type <0x0001-0xfffe> Enter a hexadecimal value for the EtherType field. 0x8100

To check the VLAN stacking (QinQ) configuration:

diagnose switch gng dtag-cfg
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Spanning Tree Protocol

The FortiSwitch unit supports Spanning Tree Protocol (a link-management protocol that ensures a loop-free layer-

2 network topology) as well as Multiple Spanning Tree Protocol (MSTP), which is defined in the IEEE 802.1Q
standard.

This chapter covers the following topics:

« MSTP overview and terminology on page 92

« MSTP configuration on page 94

« Interactions outside of the MSTP region on page 100
« Viewing the MSTP configuration on page 100

MSTP overview and terminology

MSTP supports multiple spanning tree instances, where each instance carries traffic for one or more VLANSs (the
mapping of VLANSs to instances is configurable).

MSTP is backward-compatible with STP and Rapid Spanning Tree Protocol (RSTP). A layer-2 network can
contain switches that are running MSTP, STP, or RSTP.

MSTP is built on RSTP, so it provides fast recovery from network faults and fast convergence times.

Regions

Aregion is a set of interconnected switches that have the same multiple spanning tree (MST) configuration (region
name, MST revision number, and VLAN-to-instance mapping). A network can have any number of regions.
Regions are independent of each other because the VLAN-to-instance mapping is different in each region.

The FortiSwitch unit supports 15 MST instances in a region. Multiple VLANs can be mapped to each
MST instance. Each switch in the region must have the identical mapping of VLANSs to instances.

The MST region acts like a single bridge to adjacent MST regions and to non-MST STPs.

IST

Instance 0 is a special instance, called the internal spanning-tree instance (IST). IST is a spanning tree that
connects all of the MST switches in a region. All VLANSs are assigned to the IST.

IST is the only instance that exchanges bridge protocol data units (BPDUs). The MSTP BPDU contains
information for each MSTP instance (captured in an M-record). The M-records are added to the end of a regular
RSTP BPDU. This allows MSTP region to inter-operate with an RSTP switch.

CST

The common spanning tree (CST) interconnects the MST regions and all instances of STP or RSTP that are
running in the network.
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Hop count and message age

MST does not use the BPDU message age within a region. The message-age and maximum-age fields in the
BPDU are propagated unchanged within the region.

Within the region, a hop-count mechanism is used to age out the BPDU. The IST root sends out BPDUs with the
hop count set to the maximum number of hops. The hop count is decremented each time the BPDU is forwarded.
If the hop count reaches zero, the switch discards the BPDU and ages out the information on the receiving port.

STP port roles

STP assigns a port role to each switch port. The role is based on configuration, topology, relative position of the
port in the topology, and other considerations. Based on the port role, the port either sends or receives STP
BPDUs and forwards or blocks the data traffic. Here is a brief summary of each STP port role:

« Designated—One designated port is elected per link (segment). The designated port is the port closest to the root
bridge. This port sends BPDUs on the link (segment) and forwards traffic towards the root bridge. In an STP
converged network, each designated port is in the STP forwarding state.

« Root—The bridge can have only one root port. The root port is the port that leads to the root bridge. Inan STP
converged network, the root port is in the STP forwarding state.

« Alternate—Alternate ports lead to the root bridge but are not root ports. The alternate ports maintain the STP
blocking state.

« Backup—This is a special case when two or more ports of the same switch are connected together (either directly
or through shared media). In this case, one port is designated, and the remaining ports are backup (in the STP
blocking state).

STP loop protection

The STP loop-protection feature provides additional protection against layer-2 forwarding loops (STP loops). An
STP loop is created when an STP blocking port in a redundant topology erroneously transitions to the forwarding
state.

A port remains in blocking state only if it continues to receive BPDU messages. If it stops receiving BPDUs (for
example, due to unidirectional link failure), the blocking port (alternate or backup port) becomes designated and
transitions to a forwarding state. In a redundant topology, this situation may create a loop.

If the loop-protection feature is enabled on a port, that port is forced to remain in blocking state, even if the port
stops receiving BPDU messages. It will not transition to forwarding state and does not forward any user traffic.

The loop-protection feature is enabled on a per-port basis. Fortinet recommends that you enable loop protection
on all nondesignated ports (all root, alternate, and backup ports).

STP root guard

Root guard protects the interface on which it is enabled from becoming the path to root. When enabled on an
interface, superior BPDUs received on that interface are ignored or dropped. Without using root guard, any switch
that participates in STP maintains the ability to reroute the path to root. Rerouting might cause your network to
transmit large amounts of traffic across suboptimal links or allow a malicious or misconfigured device to pose a
security risk by passing core traffic through an insecure device for packet capture or inspection. By enabling root
guard on multiple interfaces, you can create a perimeter around your existing paths to root to enforce the specified
network topology.
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Core FortiSwitch unit
iy
J

Root guard enabled on FortiSwitch-to-FortiSwitch connections

@ R @ Distribution FortiSwitch units

< > Root guard enabled on FortiSwitch-to-FortiSwitch connections

@ @ Access FortiSwitch units

STP BPDU guard

Similar to root guard, BPDU guard protects the designed network topology. When BPDU guard is enabled on STP
edge ports, any BPDUs received cause the ports to go down for a specified number of minutes. The BPDUs are
not forwarded, and the network edge is enforced.

‘ Core FortiSwitch unit
’I/
7 %\

%

Distribution FortiSwitch units

Access FortiSwitch units

- BPDU guard enabled on network-edge ports

MSTP configuration

MSTP configuration consists of the following steps:

1. Configure STP settings that are common to all MST instances.
2. Configure settings that are specific to each MST instance.
3. Configure loop-protection on all nondesignated ports.
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Configuring STP settings

Some STP settings (region name and MST revision number) are common to all MST instances. Also, protocol
timers are common to all instances because only the IST sends out BPDUs.

Using the GUI:

1. Go to Switch > STP > Settings.
2. Update the settings as described in the following table.
3. Select Update to save the settings.

Settings Guidelines

Disabled Disables MSTP for this switch.
Select this checkbox if you want the STP packets arriving at any port to
pass through the switch without being processed. If you do not select this

Flood BPDU Packets checkbox,STP packets arriving at any port are blocked.

This option is only available when MSTP is disabled.

Enabled Enables MSTP for this switch.
Name Region name. All switches in the MST region must have the identical name.
Revision The MSTP revision number. All switches in the region must have the same

revision number.
The range of values is 0 to 65535.
The default value is 0.

Hello time is how often (in seconds) that the switch sends out a BPDU.
Hello Time (Seconds) The range of valuesis 1 to 10.
The default value is 2.

Forward Time (Seconds) Forward time is how long (in seconds) a port will spend in the listening-and-
learning state before transitioning to forwarding state.
The range of values is 4 to 30.
The default value is 15.

The maximum age before the switch considers the received

BPDU information on a port to be expired. Max-age is used when
Max Age (Seconds) interworking with switches outside the region.

The range of values is 6 to 40.

The default value is 20.

Max Hops Maximum hops is used inside the MST region. Hop count is decremented
each time the BPDU is forwarded. If max-hops reaches zero, the switch
discards the BPDU and ages out the information on the receiving port.
The range ange of values is 1 to 40.

The default value is 20.
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Using the CLI:

config switch stp settings
set flood {enable | disable}
set forward-time <fseconds int>
set hello-time <hseconds int>
set max-age <age>
set max-hops <hops_int>
set mclag-stp-bpdu {both | single}
set name <name str>
set revision <rev_int>
set status {enable | disable}
end

Configuring an MST instance

The STP topology is unique for each MST instance in the region. You can configure a different bridge priority and
port parameters for each instance.

Using the GUI:

1. Go to Switch > STP > Instances.

2. Select Add Instance to create a new MST instance or select an existing instance and then select Edit.
3. Update the instance parameters as described in the following table.

4. Select Add or Update to save the settings.

Settings Guidelines

ID Instance identifier. The range is 0-32 for 5xx models and higher. For all
other models, the range is 0 - 15.

Priority is a component of bridge ID. The switch with the lowest bridge 1D
becomes the root switch for this MST instance.

Priority Allowed values: 0, 4096, 8192, 12288, 16384, 20480, 24576, 28672,
32768, 36864, 40960, 45056, 49152, 53248, 57344, and 61440.
The default value is 32768.

VLAN Range The VLANs that map to this MST instance. You can specify individual
VLAN numbers or a range of numbers.
NOTE: Do not assign any VLAN to more than one MST instance.
Each VLAN number is in the range 1-4094.

Port Configuration

Name Port that will participate in this MST instance.
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Settings Guidelines

The switch uses port cost to select designated ports. Port cost is added to
the received BPDU root cost in any BPDU sent on this port.

A lower value is preferred. The range of values is 1 to 200,000,000.

The default value depends on the interface speed:

- 10 Gigabit Ethernet: 2,000

- Gigabit Ethernet: 20,000

- Fast Ethernet: 200,000

- Ethernet: 2,000,000

Cost

Priority The switch uses port priority to choose among ports of the same cost. The
port with the lowest priority is put into forwarding state. The valid values are:
0, 32,64, 96, 128, 160, 192, and 224.
The default value is 128.

Using the CLI:

config switch stp instance
edit <instance number>
set priority <>
config stp-port
edit <port name>
set cost <>
set priority <>
next
set vlan-range <vlan range>
end

Example:

config switch stp instance
edit "1"
set priority 8192
config stp-port
edit "portl8"
set cost 0
set priority 128
next
edit "portlo"
set cost 0O
set priority 128
next
end
set vlan-range 5 7 11-20
end

Configuring an STP edge port

You can use the edge-port setting when a device connected to a FortiSwitch port is not an STP bridge. When this
setting is enabled, the FortiSwitch port immediately moves to a forwarding state rather than passing through
listerning and learning states.
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By default, STP (and edge port) is enabled on all ports.

Using the GUI:

1. Go to Switch > Interface > Physical.

2. Onthe Physical Port Interfaces page, select a port and then select Edit.
3. Under Edge Port, select Enable.

4. Select OKto save the settings.

Using the CLI:

config switch interface
edit <port name>

set edge-port <enabled | disabled>
next
end

Configuring STP loop protection

By default, STP loop protection is disabled on all ports.

Using the GUI:

Go to Switch > Interface > Physical.

On the Physical Port Interfaces page, select a port and then select Edit.
Under Loop Guard, select Enable.

Select OK to save the settings.

oo Dbd=

Using the CLI:

config switch interface
edit <port name>
set stp-loop-protection <enabled | disabled>
next
end

Configuring STP root guard

MSTP configuration

Enable root guard on all ports that should not be root bridges. Do not enable root guard on the root port. You must

have STP enabled to be able to use root guard.

Using the CLI:

config switch interface
edit <port name>
set stp-root-guard <enable | disable>
next
end

For example, to enable root guard on port 20:

config switch interface
edit port20
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set stp-state enabled
set stp-root-guard enable
next
end

Configuring STP BPDU guard
There are three prerequisites for using BPDU guard:

« You must define the port as an edge port with the set edge-port enabled command.

« You must must enable STP on the switch interface with the set stp-state enabledcommand.

« You must enable STP on the global level with the set status enable command.

You can set how long the port will go down for when a BPDU is received for a maximum of 120 minutes. The

default port timeout is 5 minutes. If you set the timeout value to 0, the port will not go down when a BPDU is
received, but you will have manually reset the port.

Using the GUI:

Go to Switch > Interface > Physical.

On the Physical Port Interfaces page, select a port and then select Edit.

Under Edge Port, select Enable and BPDU Guard.

In the Timeout (Minutes) field, enter how many minutes the port will go down for when a BPDU is received.
Select OK to save the settings.

o oDd=

Using the CLI:

config switch interface
edit <port name>
set stp-bpdu-guard <enabled | disabled>
set stp-bpdu-guard-timeout <0-120>
next
end

For example, to enable BPDU guard on port 30 with a timeout value of 1 hour:

config switch stp settings
set status enable
end
config switch interface
edit port30
set stp-state enabled
set edge-port enabled
set stp-bpdu-guard enabled
set stp-bpdu-guard-timeout 60
next
end

If you set the port timeout to 0, you will need to reset the port after it receives BPDUs and goes down. Use the
following command to reset the port:

execute bpdu-guard reset <port name>
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Interactions outside of the MSTP region

To check if BPDU guard has been triggered and on which ports, use the following command:

diagnose bpdu-guard display status

Portname State Timeout (m) Count Last-Event
portl disabled - - -
port2 disabled - - -
port3 disabled - - -
portd disabled - - -
porth disabled - - -
port6 disabled - - -
port?7 disabled - - -
port8 disabled - - -
port9 disabled - - -
portl0 disabled - - -
portll disabled - - -
portl?2 disabled - - -
portl3 disabled - - -
portld disabled - - -
portl5 disabled - - -
portlé disabled - - -
portl? disabled - - -
portl8 disabled - - -
portl9 disabled - - -
port20 disabled - - -
port2l disabled - - -
port22 disabled - - -
port23 disabled - - -
port25 disabled - - -
port26 disabled - - -
port27 disabled - - -
port28 disabled - - -
port29 disabled - - -
port30 enabled 60 0 -
_ FORtI1LiNkO disabled - - -

Interactions outside of the MSTP region

A boundary port on an MST switch is a port that receives an STP (version 0) BPDU, an RSTP (version 2) BPDU,
or a BPDU from a different MST region.

If the port receives a version 0 BPDU, it will only send version 0 BPDUs on that port. Otherwise, it will send version

3 (MST) BPDUs because the RSTP switch will read this as an RSTP BPDU.

Viewing the MSTP configuration

To view the MSTP configuration details, use the following commands:

get switch stp instance
get switch stp settings
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Viewing the MSTP configuration Spanning Tree Protocol

Use the following commands to display information about the MSTP instances in the network:

diagnose stp instance list
diagnose stp vlan list
diagnose stp mst-config list
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Link aggregation groups

This chapter provides information on how to configure a link aggregation group (LAG). For LAG control, The
FortiSwitch unit supports the industry-standard Link Aggregation Control Protocol (LACP). The FortiSwitch unit
supports LACP in active and passive modes. In active mode, you can optionally specify the minimum and
maximum number of active members in a trunk group.

The FortiSwitch unit supports flap-guard protection for switch ports in a LAG.
This chapter covers the following topics:

« Configuring the trunk and LAG ports on page 102
« Checking the trunk configuration on page 104

Configuring the trunk and LAG ports

vy

“ L 4
9 It is important to configure the trunk to prevent loops.
-—
-

Using the GUI:

Go to Switch > Port > Trunk and select Add Trunk.

Give the trunk an appropriate name.

For the mode, select Static, LACP Active, LACP Passive, or Fortinet Trunk.
Add the required ports to the Included list.

Select Create.

o ODdN=

Using the CLI:

config switch trunk
edit <trunk name>
set description <description string>
set members <ports>

set mode {lacp-active | lacp-passive | static}
set member-withdrawal-behavior {block | forward}
set lacp-speed {fast | slow}

set bundle [enable|disable]
set min bundle <integer>
set max bundle <integer>
set port-selection-criteria

{src-ip | src-mac | dst-ip |dst-mac | src-dst-ip |src-dst-mac}
end
end
FortiSwitchOS Administration Guide 102

Fortinet, Inc.



Configuring the trunk and LAG ports Link aggregation groups

Example configuration

The following is an example CLI configurations for trunk/LAG ports:

Trunk/LAG ports

Uplink ports
Tunk 2 with LAG
ortd ort4
FortiSwitch 1 p; m ° ‘<- FortiSwitch 2
pnmh hh Eﬁ::rtE DO{S
port2| * horta

Trunk 1 interface
with LAG

Access poris

1. Configure the trunk 1 interface and assign member ports as a LAG group:
config switch trunk

edit trunkl
set members "portl" "port2" "port3"
set description test
set mode lacp-passive
set port-selection-criteria src-dst-ip

end

2. Configure the switch ports to have native vlan assignments and allow those vlans on the port that will be the uplink
port:
config switch interface
edit portl
set native-vlan 1
next
edit port2
set native-vlan 2
next
edit port3
set native-vlan 3
next
edit port4
set native-vlan 4
set allowed vlans 1 2 3
next
edit portb
set native-vlan 5
set allowed-vlans 1 2 3
end
end

3. Configure the trunk 2 interface and assign member ports as a LAG group:

config switch trunk
edit trunk2
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set members "port4d" "port5"
set description test
set mode lacp-passive
set port-selection criteria src-dst-ip
end
end

Checking the trunk configuration

Using the GUI:

Go to Switch > Port > Trunk or Switch > Monitor > Trunks.

Using the CLI:

diagnose switch trunk list
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MCLAG

A link aggregation group (LAG) provides link-level redundancy. A multichassis LAG (MCLAG) provides node-level
redundancy by grouping two FortiSwitch models together so that they appear as a single switch on the network. If
either switch fails, the MCLAG continues to function without any interruption, increasing network resiliency and
eliminating the delays associated with the Spanning Tree Protocol (STP).

This chapter covers the following topics:

« Notes on page 105

« Example configuration on page 106

« Viewing the configured trunk on page 107

« Configuring an MCLAG with IGMP snooping

Notes

« When min_bundle or max_bundle is combined with MCLAG, the bundle limit properties are applied only to the local
aggregate interface.

« Fortinet recommends that both peer switches be of the same hardware model and same software version.
Mismatched configurations might work but are unsupported.

« There is a maximum of two FortiSwitch models per MCLAG.
« The routing feature is not available within a MCLAG.
« Starting in FortiSwitchOS 3.6.4, by default, the MCLAG can use the STP.

« To use static MAC addresses within a MCLAG, you need to configure MAC addresses on both switches that form
the LAG.
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Example configuration

The following is an example CLI configurations for a MCLAG:

a Lac D
— O
v,

port15 port16 port1s port16

FortiSwitch FortiSwitch
\\ por por2 /

| | _OMCLAG trunk

FortiSwitch

1. Create a LAG by configuring the ports for each FortiSwitch unit:
config switch trunk
edit "MCLAG-ICL-trunk"
set mclag-icl enable
set members "portl5" "portle"
set mode lacp-active
next
end

2. Setupthe MCLAG:

config switch trunk
edit "first-mclag"
set mclag enable
set members "port2"
next
end

3. If you do not want the MCLAG to use the STP:

config switch global
set mclag-stp-aware disabled
end
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Viewing the configured trunk

Using the GUI:

Go to Switch > Monitor > Trunks.

Using the CLI:

diagnose switch mclag icl

diagnose switch mclag list

Configuring an MCLAG with IGMP snooping

Viewing the configured trunk

For IGMP snooping to work correctly in an MCLAG, you need to use the set mclag-igmpsnooping-aware
enable command on all FortiSwitch units in the network topology and use the set igmps-flood-reports

enable command on each MCLAG core FortiSwitch unit. For example:

config switch global
set mac-aging-interval 600

set mclag-igmpsnooping-aware enable

config port-security

set
end
end

max-reauth-attempt 3

config switch interface
edit "D483z15000094-0"

set
set
set
set
set
set
set
next
end

native-vlan 4094
allowed-vlans 1-4094
dhcp-snooping trusted
stp-state disabled
edge-port disabled
igmps-flood-reports enable
snmp-index 58
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Multi-stage load balance

You can use a FortiSwitch unit to configure multi-stage load balancing on a set of FortiGate units. This capability

allows you to scale security processing while maintaining a simple basic architecture. This configuration is
commonly referred to a “firewall sandwich.”

FortiGate units

Layer 2/3 device Incoming FortiSwitch Outgoing FortiSwitch Layer 2/3 device

Because the FortiGate unit provides session-aware analysis, the load distribution algorithm must be symmetric
(traffic for a given session, in both directions, must all traverse the same FortiGate unit).

For larger scale deployment, the topology uses multiple layers of load distribution to allow for far larger numbers of
FortiGate devices.

Layer 2/3 device

Internal network I External network

. |
FortiSwitch
(stage 1 load distributor

e
_______ /\ ______ /\

FortiGate FortiGate FortiGate FortiGate FortiGate FortiGate
cluster A.1 cluster A.n cluster B.1 cluster B.n cluster C.1 cluster C.n

The hash at the first and second stages must be symmetric. The two stages must provide different hashing
results.

This chapter covers the following topics:

« Configuring the trunk ports on page 109
« Heartbeats on page 109
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Configuring the trunk ports

Use the following commands to configure the trunk members and set the port-selection criteria:

config switch trunk
edit <trunk name>
set description <description string>
set members <ports>

set mode {fortinet-trunk | lacp-active | lacp-passive | static}
set port-selection-criteria src-dst-ip-xorl6
end
end
Heartbeats

When in Fortinet-trunk mode, Heartbeat capability is enabled. Heartbeat messages monitor the status of
FortiGate units. If one is unavailable, the FortiSwitch unit stops sending traffic to that FortiGate unit until the
FortiGate unit becomes available.

If you enable hb-veri fy, each received heartbeat frame will be validated to match the signature (transmit-port
plus switch serial number) and the following configured heartbeat parameters:

o hb-in-vlan

« hb-src-ip

« hb-dst-ip

« hb-src-upd-port

« hb-dst-udp-port

The destination MAC address of the heartbeat frame is set by default to 02:80:¢2:00:00:02. You can change the
value to any MAC address that is not a broadcast or multicast MAC address.

Configuring heartbeats

Configure the heartbeat fields using trunk configuration commands, as shown in this section. By default, all of the
configurable values are set to zero, and hb-verify is disabled.

Setthe mode to forti-hb and set the heartbeat loss limit to a value between 3 and 32.
The heartbeat will transmit at 1-second intervals on any link in the trunk that is up. This value is not configurable.

The heartbeat frame has configurable parameters for the layer-3 source and destination addresses and the layer-
4 UDP ports. You must also specify the transmit and receive VLANS.

config switch trunk
edit hb-trunk
set mode fortinet-trunk
set members <port> [<port>] ... [<port>]
set hb-loss-limit <3-32>
set hb-out-vlan <int>
set hb-in-vlan <int>
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end

Use the following command to configure the destination MAC address:

set
set
set
set
set

hb-src-ip <x.x.x.x>

hb-dst-ip <x.x.x.x>
hb-src-udp-port <int>
hb-dst-udp-port <int>
hb-verify [ enable | disable ]

config switch global
set forti-trunk-dmac <mac address>

end

Example

The following example creates trunk tr1 with heartbeat capability:

config switch trunk

edit "trl"
set mode fortinet-trunk
set members "portl" "port2"
set hb-out-vlan 300
set hb-in-vlan 500
set hb-src-ip 10.105.7.200
set hb-dst-ip 10.105.7.199
set hb-src-udp-port 12345
set hb-dst-udp-port 54321
set hb-verify enable

next

end
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LLDP-MED Configuration notes

LLDP-MED

The Fortinet data center switches support the Link Layer Discovery Protocol (LLDP) for transmission and
reception wherein the switch will multicast LLDP packets to advertise its identity and capabilities. A switch
receives the equivalent information from adjacent layer-2 peers.

Fortinet data center switches support LLDP-MED (Media Endpoint Discovery), which is an enhancement of LLDP
that provides the following facilities:

« Auto-discovery of LAN policies (such as VLAN, layer-2 priority, and differentiated services settings), to enable plug-
and-play networking.

« Device location discovery to allow the creation of location databases and Enhanced 911 services for Voice over
Internet Protocol (VolIP).

« Extended and automated power management for power over Ethernet (PoE) endpoints.
« Inventory management, allowing network administrators to track their network devices, and determine their
characteristics (manufacturer, software and hardware versions, serial or asset number).

The switch will multicast LLDP packets to advertise its identity and capabilities. The switch receives the equivalent
information from adjacent layer-2 peers.

Starting in FortiSwitch 6.2.0, you can use the CLI to configure the location table used by LLDP-MED for enhanced
911 emergency calls.

This chapter covers the following topics:

« Configuration notes on page 111

« LLDP global settings on page 112

« Configuring LLDP profiles on page 114

« Configuring an LLDP profile for the port on page 116
« Enabling LLDP on a port on page 117

« Checking the LLDP configuration on page 117

« Configuration deployment example on page 118

« Checking LLDP details on page 120

Configuration notes

Fortinet recommends LLDP-MED-capable phones.

The FortiSwitch unit functions as a Network Connectivity device (that is, NIC, switch, router, and gateway), and
will only support sending TLVs intended for Network Connectivity devices.

LLDP supports up to 16 neighbors per physical port.

The FortiSwitch unit accepts and parses packets using the CDP (Cisco Discovery Protocol) and count CDP
neighbors towards the neighbor limit on a physical port. If neighbors exist, the FortiSwitch unit transmits CDP
packets in addition to LLDP.
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With release 3.5.1, CDP is independently controllable through cdp-status on the physical port. The FortiSwitch
unit no longer requires a neighbor to trigger it to transmit CDP; it will transmit provided cdp-status is configured as
tx-only or tx-rx. The default configuration for CDP-status is disabled. It still uses values pulled from the lldp-profile
to configure its contents.

LLDP must be globally enabled in switch.lldp.settings for CDP to be transmitted or received:

NOTE: If a port is added into a virtual-wire (connects two ends of a controlled system using a radio frequency [RF]
medium), the FortiSwitch unit will disable the transmission and receipt of LLDP and CDP packets and remove all
neighbors from the port. This virtual-wire state is noted inthe get switch 11dp neighbor-summary command
output.

If the combination of configured TLVs exceeds the maximum frame size on a port, that frame cannot be sent.

LLDP global settings

Using the GUI:

Go to Switch > LLDP MED > Settings.

Select or clear Enable LLDP Transmit/Receive.

Select the management interface.

Enter a value in the Transmit Hold field.

Enter the number of seconds for the transmit interval.

Select or clear Fast Start. If you select Fast Start, enter the number of seconds.
Select Update.

Noapwbdh-=

Using the CLI:

config switch 1ldp settings

set status < enable | disable >

set tx-hold <int>

set tx-interval <int>

set fast-start-interval <int>

set management-interface <layer-3 interface>
end

Variable Description

status Enable or disable

Number of tx-intervals before the local LLDP data expires (that is, the
tx-hold packet TTL (in seconds) is tx-hold times tx-interval). The range for tx-
hold is 1 to 16, and the default value is 4.

tx-interval Frequency of LLDP PDU transmission ranging from 5 to 4095 seconds
(default is 30).
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Variable Description

How often the FortiSwitch unit transmits the first four LLDP packets when
fast-start-interval alink comes up. The range is 2 to 5 seconds and the default is 2 seconds.
Set this variable to zero to disable fast start.

management-interface Primary management interface advertised in LLDP and CDP PDUs.

Setting the asset tag

To help identify the unit, LLDP uses the asset tag, which can be at most 32 characters. It will be added to the
LLDP-MED inventory TLV (when that TLV is enabled):

config system global
set asset-tag <string>
end

Configuring the location table

Because mobile phones have no fixed addresses associated with them, calls to 911 need the location information
provided in emergency location identifier numbers (ELINSs). You need to first configure the location table used by
LLDP-MED for enhanced 911 emergency calls and then configure the LLDP profile to use the location table.

config system location
edit <name>

config address-civic
set additional <string>
set additional-code <string>
set block <string>
set branch-road <string>
set building <string>
set city <string>
set city-division <string>
set country <string>
set country-subdivision <string>
set county <string>
set direction <string>
set floor <string>
set landmark <string>
set language <string>
set name <string>
set number <string>
set number-suffix <string>
set place-type <string>
set post-office-box <string>
set postal-community <string>
set primary-road <string>
set road-section <string>
set room <string>
set script <string>
set seat <string>
set street <string>
set street-name-post-mod <string>
set street-name-pre-mod <string>
set street-suffix <string>
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set
set
set
set
end
config
set
set
set
set
set
end
config
set
end

For example:

sub-branch-road <string>
trailing-str-suffix <string>

unit <string>
zip <string>

coordinates
altitude <string>
altitude-unit {f | m}

datum {NAD83 | NAD83/MLLW

latitude <string>
longitude <string>

elin-number
elin-number <number>

config system location
edit Fortinet

config
set
set
set
set
set
set
set
set
set
set
set

end

next

address-civic
country "US"
language "English"
county "Santa Clara"
city "Sunnyvale"
street "Kifer"
street-suffix "Road"
numpber "899"

zip "94086"

building "1"

floor "1"

seat "1293"

edit "Fortinet"

config
set
end
end

elin-number

elin-number "14082357700"

Configuring LLDP profiles

LLDP-MED

LLDP profile contains most of the port-specific configuration. Profiles are designed to provide a central point of

configuration for LLDP settings that are likely to be the same for multiple ports.

Two static LLDP profiles, default and default-auto-isl, are created automatically. They can be modified but not
deleted. The default-auto-isl profile always has auto-isl enabled and rejects any configurations that attempt to
disable it.

LLDP-MED network policies

LLDP-MED network policies cannot be deleted or added. To use a policy, set the med-tlvs field to include
network-policy and the desired network policy to enabled. The VLAN values on the policy are cross-
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checked against the VLAN native and untagged attributes for any interfaces that contain physical-ports using this
profile. The cross-check determines if the policy Type Length Value (TLV) should be sent (VLAN must be native or
allowed) and if the TLV should mark the VLAN as tagged or untagged (VLAN is native, or is in untagged). The
network policy TLV is automatically updated when either a switch interface changes VLAN configuration or a
physical port is added to, or removed from, a trunk.

The FortiSwitch unit supports the following LLDP-MED TLVs:

« Network Policy TLV
« Inventory Management TLV

Refer to the Configuration deployment example on page 118.

Custom TLVs (organizationally specific TLVs)

Custom TLVs are configured in their own subtable, available in each profile. They allow you to emulate the TLVs
defined in various specifications by using their OUI and subtype and ensuring that the data is formatted correctly.
You could also define a purely arbitrary custom TLV for some other vendor or for their company.

The "name" value for each custom TLV is neither used by nor has an effect on LLDP; it simply differentiates config
entries:

config custom-tlvs
edit <name>

The OUI value for each TLV must be set to three bytes. If just one of those bytes is nonzero it is accepted; any
value other than "000" is valid. The subtype is optional and ranges from 0 (default) to 255. The information string
can be 0 to 507 bytes, in hexadecimal notation.

The FortiSwitch unit does not check for conflicts either between custom TLV values or with standardized TLVs.
That is, other than ensuring that the OUI is nonzero, the FortiSwitch unit does not check the OUI, subtype (or data)
values entered in the CLI for conflicts with other Custom TLVs or with the OUI and subtypes of TLVs defined by
the 802.1, 802.3, LLDP-MED, or other standards. While this behavior could cause LLDP protocol issues, it also
allows a large degree of flexibility were you to substitute a standard TLV that is not supported yet.

802.1 TLVs

The only 802.1 TLV that can be enabled or disabled is port-vlan-id. This TLV will send the native VLAN of the port.
This value is updated when the native VLAN of the interface representing the physical port changes or if the
physical port is added to, or removed from, a trunk.

By default, no 802.1 TLVs are enabled.

802.3 TLVs

The only 802.3 TLV that can be enabled or disabled is max-frame-size. This TLV will send the max-frame-size
value of the port. If this variable is changed, the sent value will reflect the updated value.

By default, no 802.3 TLVs are enabled.
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Auto-ISL

The auto-ISL configuration that was formerly in the switch physical-port command has been moved to the
switch 1lldp-profile command. All behavior and default values are unchanged.

Configuring an LLDP profile for the port

Configure an LLDP profile for the port. By default, the port uses the default LLDP profile.

Using the GUI:

Go to Switch > LLDP-MED > Profiles.

Select Add Profile.

Enter a name for your LLDP profile.

If needed, select Port VLAN ID.

If needed, select Maximum Frame Size.

If needed, select Enable for Auto-ISL.

Enter the number of seconds for the Auto-ISL Hello Timer.
Enter the port group number for the Auto-ISL Port Group.

Enter the number of seconds for the Auto-ISL Receive Timeout.
If needed, select Inventory Management, Network Policy, or both.
Select Add.

~e©®NO O R®®DM=

-_— -

Using the CLI:

config switch 1lldp profile
edit <profile>
set 802.1-tlvs port-vlian-id
set 802.3-tlvs max-frame-size
set auto-isl {active | inactive}
set auto-isl-hello-timer <1-30>
set auto-isl-port-group <0-9>
set auto-isl-receive-timeout <3-90>
set auto-mclag-icl {enable | disable}
set med-tlvs (inventory-management | network-policy)
config med-location-service
edit address-civic
set status {enable | disable}
set sys-location-id <string>
next
edit coordinates
set status {enable | disable}
set sys-location-id <string>
next
edit elin-number
set status {enable | disable}
set sys-location-id <string>
next
end
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Enabling LLDP on a port

To enable LLDP MED on a port, set the LLDP status to receive-only, transmit-only, or receive and transmit. The
default value is TX/RX.

The CLI also supports power over Ethernet (PoE) negotiation in LLDP-MED for the following models: 548D-
FPOE, 524D-FPOE, 108E-POE, 108E-FPOE, 124E-POE, 124E-FPOE, and 112D-POE.

Using the GUI:

1. Go to Switch > Port > Physical.
2. Select a port and select Edit.
3. Select TX/RX, RX Only, TX Only, or Disable for the LLDP-MED status.
4. Selectan LLDP profile.
5. Select Update.
Using the CLI:
config switch physical-port
edit <port>
set lldp-status (rx-only | tx-only | tx-rx | disable)
set lldp-profile <profile name>
set poe-lldp-detection {enable | disable}
next
end

Checking the LLDP configuration

View the LLDP configuration settings using the GUI:

1. Go to Switch > LLDP-MED > Settings.
2. Make any changes that are needed.
3. Select Update.

View the LLDP configuration settings using the CLI:

get switch 1lldp settings

status : enable
tx-hold : 4
tx-interval : 30

fast-start-interval : 2
management-interface: internal

View the LLDP profiles using the GUI:

1. Go to Switch > LLDP-MED > Profiles.
2. Select a profile and then select Edit.
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3. Make any changes that are needed.
4. Select Update.

View the LLDP profiles using the CLI:

get switch 1ldp profile

== [ default ]

name: default 802.1-tlvs: 802.3-tlvs: med-tlvs: inventory-management network-policy
== [ default-auto-isl ]

name: default-auto-isl 802.1-tlvs: 802.3-tlvs: med-tlvs:

Use the following commands to display the LLDP information about LLDP status or the layer-2 peers for this
FortiSwitch unit:

get switch 1lldp (auto-isl-status | neighbors-detail | neighbors-summary | profile |
settings | stats)

Configuration deployment example

To configure LLDP:

1. Configure LLDP global configuration settings using the config switch 1ldp settingscommand.

2. Create LLDP profiles using the config switch 11dp profile command to configure Type Length Values
(TLVs) and other per-port settings.

3. Assign LLDP profiles to physical ports.

4. Apply VLAN to interface. (NOTE: LLDP profile values that are tied to VLANs will only be sent if the VLAN is
assigned on the switch interface.)
a. Configure the profile.

show switch 1ldp profile Forti670i
config switch 1lldp profile
edit "Forti670i"
config med-network-policy
edit "voice"
set dscp 46
set priority 5
set status enable
set vlan 400
next
edit "guest-voice"
next
edit "guest-voice-signaling"
next
edit "softphone-voice"
next
edit "video-conferencing"
next
edit "streaming-video"
set dscp 40
set priority 3
set status enable
set vlan 400
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next
edit "video-signalling"
next
end
set med-tlvs inventory-management network-policy
next
end

b. Configure the interface.

show switch interface port4
config switch interface
edit "port4"
set allowed-vlans 400
set snmp auto
next
end

c. Connect a phone with LLDP-MED capability to the interface. NOTE: Make certain the LLDP, Learning,
and DHCP features are enabled.

show switch physical-port port4
config switch physical-port
edit "port4"
set lldp-profile "Fortio70i"
set speed auto
next
end

d. Verify.
show switch 1ldp neighbor-det port4

Neighbor learned on port portd4d by LLDP protocol
Last change 12 seconds ago

Last packet received 12 seconds ago
Chassis ID: 10.105.251.40 (ip)

System Name: FON-6701i

System Description:

V12.740.335.12.B

Time To Live: 60 seconds

System Capabilities: BT

Enabled Capabilities: BT

MED type: Communication Device Endpoint (Class III)
MED Capabilities: CP

Management IP Address: 10.105.251.40

Port ID: 00:a8:59:d8:f1:f6 (mac)

Port description: WAN Port 10M/100M/1000M
IEEE802.3, Power wvia MDI:

Power devicetype: PD

PSE MDI Power: Not Supported

PSE MDI Power Enabled: No

PSE Pair Selection: Can not be controlled
PSE power pairs: Signal

Power class: 1

Power type: 802.3at off
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Power
Power
Power
Power

source: Unknown
priority: Unknown
requested: O
allocated: 0

LLDP-MED, Network Policies:

voice:
voice-

VLAN: 400 (tagged), Priority:
signaling: VLAN: 400 (tagged),
streaming-video: VLAN: 400 (tagged),

Checking LLDP details

Using the GUI:

Go to Switch > Monitor > LLDP.
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LLDP-MED

5 DSCP: 46
Priority: 4 DSCP: 35
Priority: 3 DSCP: 40
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MAC/IP/protocol-based VLANSs

The FortiSwitch unit assigns VLANSs to packets based on the incoming port or the VLAN tag in the packet. The
MAC!/IP/protocol-based VLAN feature enables the assignment of VLANs based on specific fields in an ingress
packet (MAC address, IP address, or layer-2 protocol).

This chapter covers the following topics:

« Overview on page 121
« Configuring MAC/IP/protocol-based VLANs on page 121
« Checking the configuration on page 124

Overview

When a MAC/IP/protocol-based VLAN is assigned to a port, the default behavior is for egress packets with that
VLAN value to include the VLAN tag. Use the set untagged-vlans <vlan> configuration command to

remove the VLAN tag from egress packets. For an example of the command, see the Example configuration on
page 123.

The MAC/IP/protocol-based VLAN feature assigns the VLAN based on MAC address, IP address, or layer-2
protocol.

MAC based
In MAC-based VLAN assignment, the FortiSwitch unit associates a VLAN with each packet based on the
originating MAC address.

IP based

In IP-based VLAN assignment, the FortiSwitch unit associates a VLAN with each packet based on the originating
IP address or IP subnet. IPv4 is supported with prefix masks from 1 to 32. IPv6 is also supported, depending on
hardware availability, with prefix lengths from 1 to 64.

Protocol based

In protocol-based VLAN assignment, the FortiSwitch unit associates a VLAN with each packet based on the
Ethernet protocol value and the frame type (ethernet2, 802.3d/SNAP, LLC).

Configuring MAC/IP/protocol-based VLANs

Note the following prerequisites:

« The VLAN must be created in the FortiSwitch unit
« The VLAN needs to be allowed on the ingress port
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Using the GUI:

. Go to Switch > VLAN.
2. Select Add VLAN for a new VLAN or select Edit for an existing VLAN.

3. To configure a MAC-based VLAN:
a. Select Add under Members by MAC Address.

b. Enter a description and the MAC address.

4. To configure an IP-based VLAN:
a. Select Add under Members by IP Address.

b. Enter a description and the IP address.
5. Select Add or Update to save the settings.

Using the CLI:

config switch vlan
edit <vlan-id>
config member-by-mac
edit <id>
set mac XX:!XX:!XX:IXX!XX!XX
set description <128 byte string>
next
end
config member-by-ipv4
edit <id>
set address a.b.c.d/e #subnet mask must 1-32
set description <128 byte string>
next
end
config member-by-ipv6
edit <id>
set prefix xx:xx:xx:xx::/prefix #prefix must 1-64
set description <128 byte string>
next
end
config member-by-proto
edit <id>
set frametypes ethernet2 802.3d llc #default is all
set protocol O0xXXXX
next
end
next
end

NOTE: There are hardware limits regarding how many MAC/IP/protocol-based VLANs that you can configure. If you try
to add entries beyond the limit, the CLI will reject the configuration:

« Editing an existing VLAN—when you enter next or end on the config member-by command

« Adding a new VLAN— when you enter next orendonthe edit vlan command

« When VLANS are defined by config member-by-ipv4 or config member-by-ipv6 on some FortiSwitch
platforms (2xx and higher), matching ARP traffic is included in the assigned VLANs. For example, if the ARP target
IP address or the ARP sender IP address match the member-by-ipv4 or member-by-ipv6 IP address, those ARP
packets are included in the assigned VLANSs.

122 FortiSwitchOS Administration Guide
Fortinet, Inc.



MAC!/IP/protocol-based VLANs Configuring MAC/IP/protocol-based VLANs

Example configuration

The following example shows a CLI configuration for MAC-based VLAN where a VOIP phone and a PC share the
same switch port.

In this example, a unique VLAN is assigned to the voice traffic, and the PC traffic is on the default VLAN for the
port.

FortiSwitch
Allowed VLAMN: 100

PC2 (VOIP phone) %
MAC: 00:21:ccod2:76:72

PC3
“‘x\ MAC: 00:21:cc:d2:76:80

The FortiSwitch Port 10 is connected to PC2 (a VOIP phone), with MAC address 00:21:cc:d2:76:72.
The phone also sends traffic from PC3 (MAC= 00:21:cc:d2:76:80).

Assign the PC3 traffic to the default VLAN (1) on port 10.

Assign the voice traffic to VLAN 100.

pobd=

Configure the voice VLAN

config switch vlan
edit 100
config member-by-mac
edit 1
set description "pc2"
set mac 00:21:cc:d2:76:72
next
end
end
end

Configure switch port 10

config switch interface
edit "portlO"
# allow vlan=100 on this port
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# treat this as untagged on egress
set allowed-vlans 100
set untagged-vlans 100
set snmp-index 10
end
end

Checking the configuration

To view the MAC-based VLAN assignments, use the following command:
diagnose switch vlan assignment mac list sorted-by-mac

00:21:cc:d2:76:72 VLAN: 100 Installed: yes
Source: Configuration (entry 1)
Description: pc2
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Packet mirroring allows you to collect packets on specified ports and then send them to another port to be
collected and analyzed. All FortiSwitch models support switched port analyzer (SPAN) mode, which mirrors traffic
to the specified destination interface without encapsulation.

Using remote SPAN (RSPAN) or encapsulated RSPAN (ERSPAN) allows you to send the collected packets
across layer-2 domains. You can have multiple RSPAN sessions but only one ERSPAN session. In RSPAN
mode, traffic is encapsulated in a VLAN. In ERSPAN mode, traffic is encapsulated in Ethernet, IPv4, and generic
routing encapsulation (GRE) headers.

NOTE: Some models support setting the mirror destination to “internal.” This is intended only for debugging purposes
and might prevent critical protocols from operating on ports being used as mirror sources.

NOTE: When there are multiple mirror sessions in the FSW-108D-POE, FSW-224D-POE, and FSR-112D-POE models,
some traffic might not be mirrored to the destination ports.

Some of the platform differences are listed in the following table:

108E,
108E-FPOE, 124D,
108E-POE, 224D-FPOE,

524D,
248D, 424D, 448D, 524D-FPOE,
248E-FPOE, 424D-FPOE, 448D-FPOE, 548D,

124E, 224E,
124E-FPOE, 224E-POE 248E-POE 424D-POE 448D-POE fggaDl-EFPOE
124E-POE
“dst” values Ports only  Ports only Portortrunk  Portortrunk  Portortrunk  Portortrunk  Portortrunk  Port or trunk
(canbein (canbein (no trunk (no trunk (no trunk (no trunk (no trunk (no trunk
trunk) trunk) members) members) members) members) members) members)

Max. sessions

(active or — — 32 32 32 32 32 32
inactive)

Max. active 7 4 6 6 6 6 8 4
sessions

Max. sessions
with src-egress

Max. sessions 6 4 4 4 4 4 4 4
with src-ingress

Max. sessions
when one has
src-ingress +

N/A N/A 3 3 3 3 3 3
src-egress and
the rest are src-
ingress
FortiSwitchOS Administration Guide 125

Fortinet, Inc.



Configuring a SPAN mirror Mirroring

108E,
108E-FPOE, 124D,
108E-POE, 224D-FPOE,

524D,
248D, 424D, 448D, 524D-FPOE,
248E-FPOE, 424D-FPOE, 448D-FPOE, 548D,
248E-POE 424D-POE 448D-POE 548D-FPOE
1048E

124E, 224E,
124E-FPOE, 224E-POE
124E-POE

VLAN CFl and N/A N/A Yes No Yes No Yes Yes
priority can be
configured in

RSPAN

SPAN support Yes Yes Yes Yes Yes Yes Yes Yes
RSPAN and No No Yes Yes Yes Yes Yes Yes
ERSPAN

support

The following topics are covered in this chapter:

« Configuring a SPAN mirror on page 126
« Configuring an RSPAN mirror on page 129
« Configuring an ERSPAN mirror on page 130

Configuring a SPAN mirror

NOTE: You can use virtual wire ports as ingress and egress mirror sources. Egress mirroring of virtual wire ports will
have an additional VLAN header on all mirrored traffic.

Using the GUI:

Go to Switch > Mirror.

Select Add Port Mirror.

Enter a name for the mirror.

Select Enabled to set the mirror to active.

Select Packet Switching When Mirroring if the destination port is not a dedicated port. For example, enable this
option if you connect a laptop to the switch and you are running a packet sniffer along with the management GUI on
the laptop.

o ODd=

o

Select a destination port.
7. Select available ports to be used for Ingress Mirroring and Egress Monitoring.
8. Select Add Mirror to create the mirror.

Using the CLI:

config switch mirror
edit <mirror session name>
set mode SPAN
set dst <interface>
set src-egress <interface name>
set src-ingress <interface name>
set switching-packet {enable | disable}
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set status active
end
Variable Description
<mirror session name> Enter the name of the mirror session to edit (or enter a

new mirror session name).

On FortiSwitch models that support RSPAN and
ERSPAN, set the trunk or physical port that will act as a
mirror. The physical port cannot be part of a trunk.

dst <interface>
On FortiSwitch models that do not support RSPAN and
ERSPAN, set the physical port that will act as a mirror.
The physical port can be part of a trunk.

src-egress <interface_name> Optional. Set the source egress physical ports that will
be mirrored. Only one active egress mirror session is
allowed.

Optional. Specify the source ingress physical ports that

src-ingress <interface_name> X .
- will be mirrored.

switching-packet Enable or disable the switching functionality on the dst
{enable | disable} interface when mirroring.
status {active | inactive} Set the mirror session to active or inactive.

For example:

Muit

With some FortiSwitch models, you can configure multiple mirror destination ports with the following guidelines

config switch mirror
edit "ml"

set mode SPAN
set dst "portbH"
set src-egress "port2"
set src-ingress "port3" "port4"
set switching-packet enable
set status active

end

iple mirror destination ports (MTPs)

and restrictions:

Forti
Forti

Always set the destination port before setting the src-ingress or src-egress ports.

Default

No default

No default

No default

No default

disable

inactive

Configuring a SPAN mirror

Any port configured as a src-ingress or src-egress port in one mirror cannot be configured as a destination portin

another mirror.
The total number of active sessions depends on your configuration.

For switch models 124D, 124D-POE, 224D-FPOE, 248D, 248D-POE, 248D-FPOE, 224E, 224E-POE, 248E-POE,

248E-FPOE, 424D, 424D-POE, 424D-FPOE, 448D, 448D-POE, and 448D-FPOE:

SwitchOS Administration Guide
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o Foraccess control lists, you can use a mirror destination that does not have src-ingress or src-egress
configured or a mirror destination that has src-ingress or src-egress configured.

« For switch models 524D, 524D-FPOE, 548D, 548D-FPOE, 1024D, 1048D, 1048E, 3032D, and 3032E:
o Foraccess control lists, you can use a mirror destination that does not have src-ingress or src-egress
configured or a mirror destination that has src-ingress or src-egress configured.

« For switch model FSR-112D-POE:

« You can configure up to seven mirrors, each with a different destination port.
« Multiple ingress or egress ports can be mirrored to the same destination port.
« Aningress or egress port cannot be mirrored to more than one destination port.

These restrictions apply to active mirrors. If you try to activate an invalid mirror configuration, the system will
display the Hardware active mirror session limit reached. Please deactivate or delete
another active session to make room. error message.

The following example configuration is valid for FortiSwitch-3032D. This configuration includes three ingress
ports, one egress port, and four destination ports. The port3 ingress and egress ports are mirrored to multiple
destinations.

config switch mirror
edit "ml"
set mode SPAN
set dst "portl6"
set status active
set src-ingress "port3" "port5" "port7"
next
edit "m2"
set mode SPAN
set dst "port22"
set status active
set src-ingress "port3" "port5"
next
edit "m3"
set mode SPAN
set dst "portl"
set status active
set src-ingress "port3"
next
edit "m4"
set mode SPAN
set dst "port2"
set status active
set src-egress "port3"
end

The following example configuration includes three ingress ports, three egress ports and four destination ports.
Each ingress and egress port is mirrored to only one destination port.

config switch mirror
edit "ml"
set mode SPAN
set dst "portl"
set status active
set src-ingress "port2" "port7"
next
edit "m2"
set mode SPAN
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set
set

dst "portb"
status active

set src-ingress "port2"

next

edit "m3"

set
set
set

mode SPAN
dst "port3"
status active

set src-ingress "port6"

next

edit "m4"

set
set
set

mode SPAN
dst "port4"
status active

set src-egress "porté6" "port8"

end

Configuring an RSPAN mirror

Configuring an RSPAN mirror

NOTE: RSPAN traffic crossing a switch on a VLAN configured with “RSPAN-VLAN” enabled will appear as unknown
unicast, multicast, or broadcast traffic. This traffic is not exempt from storm control and might be rate limited as a result.
To avoid this issue, you can dedicate a port or ports to RSPAN and then disable storm control on those ports. Non-
RSPAN VLANs can be used on those ports as well, but they will not be protected by storm control.

To configure RSPAN:

config switch mirror

edit <mirror session name>

set
set
set
set
set
set
set
set
set
set
end

Variable

<mirror session name>

dst <interface>

mode RSPAN

dst <interface>

switching-packet {enable | disable}
src-ingress <interface name>
src-egress <interface name>
encap-vlan-tpid <0x0001-0xfffe>
encap-vlan-priority <0-7>
encap-vlan-cfi <0-1>

encap-vlan-id <1-4094>

status active

Description

Default

Enter the name of the mirror session to edit (or enter a No default
new mirror session name).

Set the trunk or physical port that will act as a mirror.

The physical port cannot be part of a trunk.
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Variable Description Default
encap-vlan-cfi <0-1> Set the canonical format identifier (CFI) or drop eligible 0
indicator (DEI) bit in the ERSPAN or RSPAN VLAN
header.

NOTE: This option is not available on the 248D, 248D-
POE, 248D-FPOE,248E, 248E-POE, 248E-FPOE,
448D, 448D-POE, and 448D-FPOE models.

. Set the VLAN identifier in the ERSPAN or RSPAN VLAN
encap-vlan-id <1-4094> header 1

encap-vlan-priority <0-7> Set the class of service (CoS) bits in the ERSPAN or 0
RSPAN VLAN header.

NOTE: This option is not available on the 248D, 248D-
POE, 248D-FPOE,248E, 248E-POE, 248E-FPOE,
448D, 448D-POE, and 448D-FPOE models.

Set the tag protocol identifier (TPID) for the
encap-vlan-tpid <0x0001-0xfffe>  encapsulating VLAN header. The default value, 0x8100, 0x8100
is for an IEEE 802.1Q-tagged frame.

src-egress <interface_name> Optional. Set the source egress physical ports that will No default
be mirrored. Only one active egress mirror session is

allowed.

Optional. Specify the source ingress physical ports that

src-ingress <interface_name> h . No default
will be mirrored.

switching-packet Enable or disable the switching functionality on the dst disable

{enable | disable} interface when mirroring.

status {active | inactive} Set the mirror session to active or inactive. inactive

Configuring an ERSPAN mirror

There are two ERSPAN modes:

« ERSPAN-auto—Traffic on specified ports is mirrored to the specified destination interface using ERSPAN
encapsulation. The header contents are automatically configured; you only need to specify the ERSPAN collector
address.

« ERSPAN-manual—Traffic on specified ports is mirrored to the specified destination interface using ERSPAN
encapsulation. You need to manually configure the header contents with layer-2 and layer-3 addresses.

To configure ERSPAN-auto:

config switch mirror
edit <mirror session name>
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set
set
set
set
set
set
set
set
set

Configuring an ERSPAN mirror

mode ERSPAN-auto

encap-gre-protocol <hexadecimal integer>
encap-ipv4-tos <hexadecimal integer>
encap-ipv4-ttl <0-255>

encap-vlan-cfi <0-1>

encap-vlan-priority <0-7>

encap-vlan-tpid <0x0001-0xfffe>
erspan-collector-ip <0.0.0.1-255.255.255.255>
src-egress <interface name>

set src-ingress <interface name>

set strip-mirrored-traffic-tags {disable | enable}

set status active

end
Variable Description Default
<mirror session name> Enter the name of the mirror session to edit (or enter a No default
new mirror session name).
encap-gre-protocol .
p-gre-p Set the protocol value in the ERSPAN GRE header. 0x88be

<hexadecimal_integer>

encap-ipv4-tos <hexadecimal_
integer>

encap-ipv4-ttl <0-255>

encap-vlan-cfi <0-1>

encap-vlan-priority <0-7>

encap-vlan-tpid <0x0001-0xfffe>

erspan-collector-ip <IPv4_
address>

src-egress <interface_name>

Set the type of service (ToS) value or enter the DSCP 0x00
and ECN values in the ERSPAN IP header.

Set the IPv4 time-to-live (TTL) value in the ERSPAN 16
IP header.

Set the canonical format identifier (CFI) or drop eligible 0
indicator (DEI) bit in the ERSPAN or RSPAN VLAN

header.

Set the class of service (CoS) bits in the ERSPAN or

src-ingress <interface_name>

status {active | inactive}

strip-mirrored-traffic-tags {disable
| enable}

FortiSwitchOS Administration Guide
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RSPAN VLAN header. 0
Set the tag protocol identifier (TPID) for the 0x8100
encapsulating VLAN header. The default value, 0x8100,
is for an IEEE 802.1Q-tagged frame.
Required. Set the IPv4 address for the ERSPAN 0.0.0.0
collector. The range is 0.0.0.1-255.255.255.255. T
Optional. Set the source egress physical ports that will No default
be mirrored. Only one active egress mirror session is
allowed.
OptlonaI: Specify the source ingress physical ports that No default
will be mirrored.
Set the mirror session to active or inactive. inactive
Enable or disable the removal of VLAN tags from .

disable

mirrored traffic.
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To configure ERSPAN-manual:

config switch mirror
edit <mirror session name>
set mode ERSPAN-manual
set dst <interface>
set encap-gre-protocol <hexadecimal integer>
set encap-ipv4-src IPv4 address>
set encap-ipv4-tos <hexadecimal integer>
set encap-ipvé4-ttl <0-255>
set encap-mac-dst <MAC address>
set encap-mac-src <MAC address>
set encap-vlan {tagged | untagged}
set encap-vlan-cfi <0-1>
set encap-vlan-id <1-4094>
set encap-vlan-priority <0-7>
set encap-vlan-tpid <0x0001-0xfffe>
set erspan-collector-ip <IPv4 address>
set src-egress <interface name>
set src-ingress <interface name>

set strip-mirrored-traffic-tags {disable | enable}
set switching-packet {enable disable}
set status active
end
Variable Description Default
<mirror session name> Enter the name of the mirror session to edit (or No default
enter a new mirror session name).
Set the trunk or physical port that will act as a
dst <interface> mirror. No default
The physical port cannot be part of a trunk.
encap-gre-protocol Set the protocol value in the ERSPAN GRE 0x88be
<hexadecimal_integer> header.

encap-ipva-src <IPvd address> Set the IPv4 source address in the ERSPAN IP 0.0.0.0
P-1p - header. The range is 0.0.0.1-255.255.255.254. S

encap-ipv4-tos <hexadecimal_ Set the type of service (ToS) value or enter the 0x00
integer> DSCP and ECN values in the ERSPAN IP
header.

Set the IPv4 time-to-live (TTL) value in the

ERSPAN IP header. 19

encap-ipv4-ttl <0-255>

encap-mac-dst <MAC_address> Setthe MAC address of the next-hop or gateway  00:00:00:00:00:00
on the path to the ERSPAN collector IP address.
The range is 00:00:00:00:00:01-
FF:FF:FF:FF:FF:FF
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Variable Description Default

Set the source MAC address in the ERSPAN
encap-mac-src <MAC_address> Ethernet header. The range is 00:00:00:00:00:00
00:00:00:00:00:01-FF:FF:FF:FF:FF:FE.

encap-vlan {tagged | untagged} Set the status of ERSPAN encapsulation untagged
headers to tagged or untagged to control
whether the VLAN header is added to the
encapsulated traffic.

Set the canonical format identifier (CFI) or drop
eligible indicator (DEI) bit in the ERSPAN or
, RSPAN VLAN header.
encap-vlan-cfi <0-1> 0
This option is available if encap-vlanis set to
tagged.

encap-vlan-id <1-4094> Set the VLAN identifier in the ERSPAN or 1
RSPAN VLAN header.

This option is available if encap-vlanis set to
tagged.

Set the class of service (CoS) bits in the

ERSPAN or RSPAN VLAN header.
PRl <D= This option is available when the mode is 0

RSPAN or ERSPAN-auto. This option is

available if encap-vlanis setto tagged.

encap-vlan-tpid <0x0001-0xfffe>  Set the tag protocol identifier (TPID) for the 0x8100
encapsulating VLAN header. The default value,
0x8100, is for an IEEE 802.1Q-tagged frame.

This option is available when the mode is
RSPAN or ERSPAN-auto. This option is
available if encap-vlanis setto tagged.

erspan-collector-ip <IPv4_ Required. Set the IPv4 address for the ERSPAN

address> collector. The range is 0.0.0.1-255.255.255.255. 0.0.00
src-egress <interface_name> Optional. Set the source egress physical ports No default
that will be mirrored. Only one active egress
mirror session is allowed.
sro-ingress <interface_name> Optional. Spemfy the source ingress physical No default
ports that will be mirrored.
status {active | inactive} Set the mirror session to active or inactive. inactive
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Variable Description Default
strip-mirrored-traffic-tags {disable Enable or disable the removal of VLAN tags from .
: ) disable
| enable} mirrored traffic.
switching-packet Enable or disable the switching functionality on disable
{enable | disable} the dst interface when mirroring.
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Access control lists

You can use access control lists (ACLs) to configure policies for three different stages in the pipeline:

« Ingress stage for incoming traffic

« Prelookup stage for processing traffic

« Egress stage for outgoing traffic

NOTE: Before FortiSwitchOS 6.0.0, you used the config switch acl policycommand to configure ACL
policies only for the ingress stage. In FortiSwitchOS 6.0.0 and later, the config switch acl command has changed
to specify which stage is being configured. Starting in FortiSwitchOS 6.2.0, you can create groups for multiple ingress
ACLs.

This chapter covers the following topics:

« ACL policy attributes on page 135

« Configuring an ACL policy on page 136

« Configuration examples on page 139

ACL policy attributes

Key attributes of a policy include:

Interface. The interface(s) on which traffic arrives at the switch. The interface can be a port, a trunk, or all interfaces.
The policy applies to ingress traffic only (not egress traffic).

Classifier. The classifier identifies the packets that the policy will act on. Each packet can be classified based on one
or more criteria. Criteria include source and destination MAC address, VLAN id, source and destination IP address,
or service (layer 4 protocol id and port number).

Marking involves setting bits in the packet header to indicate the priority of this packet.

Actions. If a packet matches the classifier criteria for a given ACL, the following types of action may be applied to the

packet:

allow or block the packet, redirect the packet, mirror the packet
police the traffic

mirror the packet to another port, interface, or trunk

mirror the traffic

CoS queue assignment

outer VLAN tag assignment

egress mask to filter packets

specify a schedule when the ACL policy will be applied

make the ACL policy active or inactive

The switch uses specialized TCAM memory to perform ACL matching.

NOTE: Each model of the FortiSwitch unit provides different ACL-related capabilities. When you configure the
ACL policy, the system will reject the request if the hardware cannot support it.
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Configuring an ACL policy

You can configure ACL policies for each stage: ingress, egress, and prelookup.

NOTE: The order of the classifiers provided during group creation (or during an ACL update in a group when new
classifiers are added ) matter. Hardware resources are allocated as best fit at the time of creation, which can cause
some fragmentation and segmentation of hardware resources because not all classifiers are available at all times.
Because the availability of classifiers is order dependent, some allocations succeed or fail at different times. Rebooting
the switch or running the execute acl key-compaction <acl-stage><group-id>command can help
reduce the classifier resource fragmentation.

To create an ACL ingress policy:

config switch acl ingress
edit <policy ID>
set description <string>
set group <group ID>
set ingress-interface <port name>
set ingress-interface-all {enable | disable}
set schedule <schedule name>
set status {active | inactive}
config classifier
set src-mac <MAC address>
set dst-mac <MAC address>
set ether-type <integer>
set src-ip-prefix <IP_address> <mask>
set dst-ip-prefix <IP_address> <mask>
set service <service ID>
set vlan-id <VLAN ID>
set cos <802.1Q0 CoS value to match>
set dscp <DSCP value to match>

end
cconfig action
set cos-queue <0 - 7>
set count {enable | disable}

set cpu-cos—-queue <integer>
set drop {enable | disable}
set egress-mask {<physical port name> | internal}
set mirror <mirror session>
set outer-vlan-tag <integer>
set policer <policer>
set redirect <interface name>
set redirect-bcast-cpu {enable | disable}
set redirect-bcast-no-cpu {enable | disable}
set redirect-physical-port <list of physical ports to redirect>
set remark-cos <0-7>
set remark-dscp <0-63>
end
end

To create an ACL egress policy:

config switch acl egress
edit <policy ID>
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set description <string>
set interface <port name>
set schedule <schedule name>

set status {active | inactive}
config classifier
set src-mac <MAC address>

set
set
set
set
set
set
set
set
end
config
set
set
set
set
set
set
set
end
end

dst-mac <MAC address>
ether-type <integer>

src-ip-prefix <IP address> <mask>
dst-ip-prefix <IP_ address> <mask>

service <service ID>
vlan-id <VLAN ID>

cos <802.1Q CoS value to match>

dscp <DSCP value to match>

action

count {enable | disable}
drop {enable | disable}
mirror <mirror session>
outer-vlan-tag <integer>
policer <policer>
redirect <interface name>
remark-dscp <0-63>

To create an ACL prelookup policy:

config switch acl prelookup
edit <policy ID>
set description <string>

set interface <port name>

set schedule <schedule name>

set status {active | inactive}

config
set
set
set
set
set
set
set
set
set
end
config
set
set
set
set
set
end
end

classifier

src-mac <MAC address>
dst-mac <MAC address>
ether-type <integer>

src-ip-prefix <IP_ address> <mask>
dst-ip-prefix <IP address> <mask>

service <service ID>
vlan-id <VLAN ID>

cos <802.1Q0 CoS wvalue to match>

dscp <DSCP value to match>

action

cos-queue <0-7>

count {enable | disable}
drop {enable | disable}
outer-vlan-tag <integer>
remark-cos <0-7>
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Creating or customizing a service

Optionally, you can create or customize a service. When you create an ACL policy (ingress, egress, or prelookup),
you select the service to use with the set service <service ID>commandunderconfig classifier.

The FortiSwitch unit provides a set of pre-configured services that you can use. Use the following command to list
the services:

show switch acl service custom

To create or customize a service:

config switch acl service custom
edit <service name>
set comment <string>
set color <0-32>
set protocol {ICMP | IP | TCP/UDP/SCTP}
set sctp-portrange <dstportlow int>[-<dstporthigh int>: <srcportlow int>-
<srcporthigh int>] - B h
set tcp-portrange <dstportlow int>[-<dstporthigh int>:
<srcportlow int>-<srcporthigh int>]
set udp-portrange <dstportlow int>[-<dstporthigh int>:<srcportlow int>-
<srcporthigh int>] - a B
end

Creating a policer

Optionally, you can create a policer if you are defining ACLs to police different types of traffic. When you create an
ACL policy (ingress or egress), you select the policer to use with the set policier <policer>command
under config action.

To create a policer for ingress or egress traffic:

config switch acl policer

edit <1-2048>
set description <string>
set guaranteed-bandwidth <bandwidth value>
set guaranteed-burst <in bytes>
set maximum-burst <in bytes>
set type {egress | ingress}

end

Each policy is assigned a unique policy ID that is automatically assigned. To view it, use the get switch acl
{egress | ingress | prelookup} command.

Viewing counters

Use the following command to display the counters associated with all policies or with an ingress, egress, or
prelookup policy:

get switch acl counters {all | egress | ingress | prelookup}

For example:

S524DF4K15000024 # get switch acl counters ingress
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ingress:
ID Packets Bytes description

0001 0 0 cnt n mirrorl3
0002 0 0 cnt n mirror3l
0003 0 0 cnt n mirrord4l

Clearing counters

Use the following command to clear the counters associated with all policies or with an ingress, egress, or
prelookup policy:

execute acl clear-counter {all | egress | ingress | prelookup}

Clearing unused classifiers

Use the following command to clear the unused classifiers on ASIC hardware associated with ingress, egress,
prelookup, or all policies for a particular group:

execute acl key-compaction {all | ingress | egress | prelookup} <group ID>

NOTE: This command currently only works on the ingress policy.

Configuration examples

Example 1

In the following example, traffic from VLAN 3 is blocked to a specified destination IP subnet (10.10.0.0/16) but
allowed to all other destinations:

config switch acl ingress
edit 1
config action
set count enable
set drop enable
end
config classifier
set dst-ip-prefix 10.10.0.0 255.255.0.0
set vlan-id 3
end
set ingress-interface-all enable
set status active
end

Example 2

In the following example, Server Message Block (SMB) traffic received on port 1 is mirrored to port 3. SMB
protocol uses port 445:

config switch acl service custom
edit "SMB"
set tcp-portrange 445
next
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end
config switch acl ingress # apply policy to port 1 ingress and send to port 3
edit 1
set description "cnt n mirror smb"
set ingress-interface-all disable
set ingress-interface "portl"
set status active
config action
set count enable
set mirror mirror-1
end
config classifier
set service "SMB"
set src-ip-prefix 20.20.20.100 255.255.255.255
set dst-ip-prefix 100.100.100.0 255.255.255.0
end
next
end
Example 3

The FortiSwitch unit can map different flows (for example, based on source and destination IP addresses) to
specific outgoing ports.

In the following example, flows are redirected (based on destination IP) to different outgoing ports, connected to
separate FortiDDOS appliances. This allows you to apply different FortiDDOS service profiles to different types of
traffic:

config switch acl ingress # apply policy to port 1 ingress and send to port 3
edit 1
config action
set count enable
set redirect "port3“ # use redirect to shift selected traffic to new
destination
end
config classifier
set dst-ip-prefix 100.100.100.0 255.255.255.0
end
set description "cnt n mirrorl3"
set ingress-interface "portl"
set status active
next
edit 2
config action # apply policy to port 3 ingress and send to port 1
set count enable
set redirect "portl"
end
config classifier
set src-ip-prefix 100.100.100.0 255.255.255.0
end
set description "cnt n mirror31"
set ingress-interface-all disable
set ingress-interface "port3"
set status inactive
next
end
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config switch acl ingress # apply policy to port 1 ingress and send to port 4
edit 3
config action
set count enable
set redirect "port4“ # use redirect to shift selected traffic to new
destination
end
config classifier
set dst-ip-prefix 20.20.20.0 255.255.255.0
end
set description "cnt n mirrorl4"
set ingress-interface "portl"
set status active
next
edit 4
config action # apply policy to port 4 ingress and send to port 1
set count enable
set redirect "portl"
end
config classifier
set src-ip-prefix 20.20.20.0 255.255.255.0
end
set description "cnt n mirror4l"
set ingress-interface "port4"
set status inactive
next
end

Example 4
In the following example, a recurring schedule is created and then used to control when the ACL policy is active:

config system schedule recurring
edit schedule2
set day monday tuesday wednesday thursday friday saturday sunday
set start 07:00
set end 17:00

end
config switch acl ingress
edit 1

config action
set remark-cos 1
set remark-dscp 23
end
config classifier
set src-mac 00:21:cc:d2:76:72
set dst-mac d6:dd:25:be:2c:43
end
set ingress-interface-all enable
set schedule schedule2
set status active
next
end
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Storm control

Configuring system-wide storm control

Storm control protects a LAN from disruption by traffic storms, which stem from mistakes in network configuration
or denial-of-service attacks. A traffic storm, which may consist of broadcast, multicast, or unicast traffic, creates

excessive traffic on the LAN and degrades network performance.

By default, storm control is disabled on a FortiSwitch unit. When enabled, it measures the data rate (in packets-
per-second) for unknown unicast, unknown multicast, and broadcast traffic. You can enable and disable storm
control for each of these traffic types individually. If the traffic rate for any of the types exceeds the configured

threshold, the FortiSwitch unit drops the excess traffic.

By default, storm control configuration is global. Starting in FortiSwitchOS 6.2.0, you can configure storm control

on a port level.

This chapter covers the following topics:

« Configuring system-wide storm control on page 142
« Configuring port-level storm control on page 143
« Displaying the storm-control configuration on page 143

Configuring system-wide storm control

If you set the rate to zero, the system drops all packets (for the enabled traffic types):

Using the GUI:

Select Restrict Traffic.

o gk wN-=

Using the CLI:

config switch storm-control
set rate [0 | 2-10000000]
set unknown-unicast {enable
set unknown-mcast {enable
set broadcast {enable
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Go to Switch > Storm Control.

Select Broadcast, Unknown Unicast, and Unknown Multicast as required.
Select the action to take, either Drop Packets or Rate Limit.

If you selected Rate Limit, enter the number of packets per second.
Select Update to save the changes.
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Configuring port-level storm control

Using the GUI:

Go to Switch > Port > Physical.
Select a port and then select Edit.
In the Storm Control area, select Configure Manually.

Select the action to take, either Drop Packets or Rate Limit.
If you selected Rate Limit, enter the number of packets per second.

Noapwbdh-=

Select Update to save the changes.

Using the CLI:

config switch physical-port
edit <port name>
set storm-control-mode override
config storm-control
set broadcast {enable | disable}
set rate [0 | 2-10000000]
set unknown-multicast {enable | disable}
set unknown-unicast {enable | disable}
end
end

Displaying the storm-control configuration

Use the following command to display the system-wide storm-control configuration:

get switch storm-control

Select one or more of the packet types: Broadcast, Unknown Multicast, and Unknown Unicast.

Storm control
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DHCP snooping

The DHCP snooping feature monitors the DHCP traffic from untrusted sources (for example, typically host ports
and unknown DHCP servers) that might initiate traffic attacks or other hostile actions. To prevent this, DHCP
snooping filters messages on untrusted ports by performing the following activities:

« Validating DHCP messages received from untrusted sources and filtering out invalid messages. For example, a
request to decline an DHCP offer or release a lease is ignored if the request is from a different interface than the one
that created the entry.

« Building and maintaining a DHCP snooping binding database, which contains information about untrusted hosts
with leased IP addresses.

Other security features like dynamic ARP inspection (DAI), a security feature that rejects invalid and malicious
ARP packets, also use information stored in the DHCP snooping binding database.

In the FortiSwitch unit, all ports are untrusted by default, and DHCP snooping is disabled on all untrusted ports.
You indicate that a source is trusted by configuring the trust state of its connecting interface.

The FortiSwitch unit supports the option of including option-82 data in the DHCP request. (DHCP option 82
provides additional security by enabling a controller to act as a DHCP relay agent to prevent DHCP client requests
from untrusted sources.)

For the option-82 Circuit ID field, the following format is used:
Circuit-ID: vlan-mod-port
vlan-[2 bytes]
mod - [ (1 Byte) -> Snoop -1, Relay-0]
port-[ 1 byte ]

For the option-82 Remote ID field, the following format is used:
Remote-ID: mac [ 6 byte ]

For additional security, you can specify in the CLI which DHCP servers that DHCP snooping will include in the
allowed server list.

This chapter covers the following topics:

« Configuring DHCP snooping on page 144
« Checking the DHCP snooping configuration on page 148
« Removing an entry from the DHCP snooping binding database on page 149

Configuring DHCP snooping

DHCP snooping is enabled per VLAN and, by default, DHCP snooping is disabled.
Configuring DHCP snooping consists of the following steps:

1. Setthe DHCP snooping mode
2. Configure the VLAN settings.
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3. Configure the interface settings.

Set the system-wide DHCP snooping options
Before you use DHCP snooping, select which DHCP snooping mode to use:

« Tracking mode—By default, DHCP packets coming from a DHCP server from untrusted ports are processed by the
DHCP-snooping daemon. This mode is ideal when the DHCP servers need to be tracked on untrusted ports.

« Blocking mode—DHCP packets coming from a DHCP server from untrusted ports are dropped. This mode is useful
when users do not want to track DHCP servers on untrusted ports.

If you want to specify which DHCP servers that DHCP snooping will include in the allowed server list, you need to
enable the dhcp-server-access-1ist.

To set the system-wide DHCP snooping options:

config system global

set dhcp-snoop-mode {blocking | tracking}

set dhcp-server-access-list {enable | disable}
end

For example:

config system global
set dhcp-server-access-list enable
end

Configure the VLAN settings

Using the GUI:

Go to Switch > VLAN.

Select Add VLAN.

Enter the VLAN identifier.

Enter a description for the new VLAN.
Enable or disable the private VLAN.

If you enabled the private VLAN, enter the number of isolated subVLANs and enter which subVLANS belong to the
community, separated by commas or hyphens. For example, you can enter 1, 3-4, 6, 9-100.

7. Select DHCP Snooping.
8. Ifneeded, select Verify Source Mac, Insert Option 82, and Dynamic ARP Inspection.

o gk N-=

9. Ifneeded, select IGMP Snooping.
10. Inthe Members by MAC Address section, select Add to add a MAC address.
11. In the Members by IP Address section, select Add to add an IPv4 address and netmask.
12. Select Add.

Using the CLI:

config switch vlan
edit <vlan-id>
set dhcp-snooping enable
set dhcp-snooping-verify-mac <enable | disable>
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set dhcp-snooping-option82 <enable | disable>
config member-by-mac
edit <id>
set mac XX:XX:XX:XX:XX:XX
set description <128 byte string>
next
end
config member-by-ipv4
edit <id>
set address a.b.c.d/e
set description <128-byte string>
next
end
config dhcp-server—-access-1list
edit <string>
set server-ip <XXX.XXX.XXX.XXX>
next
end
next
end

For example:

config switch vlan
edit 10
set dhcp-snooping enable
config dhcp-server-access-list
edit "listl"
set server-ip 100.1.0.2
next
end
next
end

NOTE: If you enable dhcp-snooping-verify-mac, the system will verify that the source MAC address in the
DHCP request from an untrusted port matches the client hardware address.

NOTE: If you enable dhcp-snooping-option82, the system inserts option-82 data into the DHCP messages for
this VLAN.

Configure the interface settings

After you enable DHCP snooping on a VLAN, all interfaces are in an untrusted state by default, and DHCP
snooping is disabled on all untrusted interfaces. You must explicitly configure the trusted interfaces and enable
DHCP snooping for each interface.

In addition, you can set a limit for how many IP addresses are in the DHCP snooping binding database for each
interface by enabling the dhcp-snoop-learning-1imit-check and settingthe learning-1imit. By
default, dhcp-snoop-learning-limit-check is disabled, and the number of entries for an untrusted ports is
5. You can set the number of entries to 0. The maximum number of entries depends on which FortiSwitch unit you
are using. For example:

S548DN4K16000313 # show switch vlan 1
config switch vlan
edit 1
set learning-limit 100
set dhcp-snooping enable
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next
end

NOTE: If the FortiSwitch unit has already learned more IP addresses than the dhcp-snoop-learning-limit
before the limit is set, the configuration is rejected because the FortiSwitch unit cannot select which IP addresses should
be kept. If the FortiSwitch unit has learned fewer IP address or the same number of IP addresses as the dhcp-snoop-
learning-1imit before the limitis set, the configuration is accepted.

NOTE: The per-VLAN learning limit is not supported on dual-chip platforms (448 series).

Using the GUI:

o ODdN=

check box.
6. Select OK.

Using the CLI:

Go to Switch > Interface > Physical or Switch > Interface > Trunk.

Select an interface.

Select Edit.

Select a Trusted or Untrusted interface for DHCP snooping.

If you want to accept DHCP messages with option-82 data from an untrusted interface, select the Option-82 Trust

config switch interface / trunk
edit <interface-name>

set
set
set
set
set
next
end

For example:

native-vlan <VLAN-ID>

dhcp-snooping {trusted | untrusted}
dhcp-snoop-learning-limit-check {enable | disable}
learning-limit <integer>
dhcp-snoop-option82-trust {enable | disable}

config switch interface
edit "porth"

set
set
set
set
set
set
next
end

native-vlan 10

dhcp-snooping untrusted
dhcp-snoop-learning-limit-check enable
learning-limit 7
dhcp-snoop-option82-trust enable
snmp-index 5

Set dhcp-snooping to reflect the trust state of the interface. Where DHCP servers are located, you must
configure interfaces as trusted.

If you enable dhcp-snoop-option82-trust, the system accepts DHCP messages with option-82 data from
an untrusted interface.
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Checking the DHCP snooping configuration

Use the following command to view the detailed status of DHCP snooping VLANs and ports:

S548DF5018000776 # get switch dhcp-snooping database-summary

snoop-enabled-vlans

verifysrcmac-enabled-vlans

option82-enabled-vlans :

option82-trust-enabled-intfs: porth

trusted ports

untrusted ports : portl port2 port3 portd port5 port6 port7 port8 port9 portlO
portll portl2 portl3 portld portl5 portlé portl7 portl8 portl9 port20
port2l port22 port23 port24 port25 port26 port27 port28 port29 port30
port31l port32 port33 port34 port35 port36 port37 port38 port39 portdl
portdl portd2 portd3 portdd portd5 portd6 portd7 portd8 portd9 port50
port51 port52 port53 portb54

Client Database : 0 / 8000
Server Database : 0/ 1024
Limit Database : 1/ 256

DHCP Global Configuration:

DHCP Tracking Mode : Tracking
DHCP Broadcast Mode : A1l

DHCP Allowed Server List : Enable
Add hostname in Option82 : Disable

An entry in the DHCP snooping binding database that contains an * after the IP address indicates a temporary or
incomplete entry. For example:

08:00:27:13:16:51 2000 100.0.0.159* 10 4 portid

The DHCP server has not acknowledged this entry yet. If the DHCP server does not acknowledge the entry within
10 seconds, the entry is removed from the database. If the DHCP server does acknowledge the entry within 10
seconds, the entry will be considered “complete” (that is, no * after the IP address), and a proper expiration time is
assigned to it.

Use the following command to view the details of the DHCP-snooping client database:

FS1D2437214000027 # get switch dhcp-snooping client-db-details

mac vlan ip lease (sec) expiry(sec) interface hostname domainname vendor server-ip
00:01:00:00:00:01 100 xxX.X.X.XXX 86400 86398 port3
00:03:00:00:00:03 100 xxx.X.X.X 86400 86394 port5
00:03:00:00:00:04 100 xxx.xX.X.X 86400 86394 porth

Use the following command to view the details of the DHCP-snooping server database:

FS1D243714000027 # get switch dhcp-snooping server-db-details

mac vlan ip interface status svr-list last-seen-time expiry-time OFFER/ACK/NAK/OTHER
00:11:01:00:00:01 10 xxx.x.x.x portl trusted allowed 2018-09-11 11:21:09 2018-09-12 11:21:09 7/5/0/0
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If the dhcp-server-access-list is enabled globally and the server is configured for the dhcp-server-access-list, the
svr-list column displays al1lowed for that server. If the dhcp-server-access-list is enabled globally and the server
is not configureed in the dhcp-server-access-list, the svr-list column displays b1 ocked for that server.

Removing an entry from the DHCP snooping binding database

You can remove an IP address from the DHCP snooping binding database by specifying the associated VLAN ID
and MAC address:

execute dhcp-snooping expire-client <1-4095> <XX:XX:XX:!XX:XX:XX>

For example:

execute dhcp-snooping expire-client 100 01:23:45:67:89:01
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IP source guard

IP source guard protects a network from IPv4 spoofing by only allowing traffic on a port from specific IPv4
addresses. Traffic from other IPv4 addresses is discarded. The discarded addresses are not logged.

IP source guard allows traffic from the following sources:

« Static entries—IP addresses that have been manually associated with MAC addresses.
« Dynamic entries—IP addresses that have been learned through DHCP snooping.

By default, IP source guard is disabled. You must enable it on each port that you want protected. If you enable IP
source guard and then disable it, all static and dynamic entries are removed for that interface.

There is a maximum of 2,048 IP source guard entries. When there is a conflict between static entries and dynamic
entries, static entries take precedence over dynamic entries.

The following FortiSwitch models support IP source guard:

FSR-124D, FS-224D-FPOE, FS-248D, FS-424D-POE, FS-424D-FPOE, FS-448D-POE, FS-448D-FPOE,
FS-424D, FS-448D, and FSW-2xxE

NOTE: IP source guard does not work with VLAN translation.

Configuring IP source guard

Configuring IP source guard consists of the following steps:

1. Enable IP source guard.
2. Configure IP source guard by binding IPv4 addresses with MAC addresses
3. Check the IP source guard entries.

Enable IP source guard

You must enable IP source guard before you can configure it.

To enable IP source guard:

config switch interface
edit <port name>
set ip-source-guard enable
end

For example:

config switch interface
edit porté6
set ip-source-guard enable
end
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Configure IP source guard static entries

After you enable IP source guard, you can configure static entries by binding IPv4 addresses with MAC

addresses. For IP source guard dynamic entries, you need to configure DHCP snooping. See DHCP snooping on
page 144.

To configure IP source guard:

config switch ip-source-guard
edit <port name>
config binding-entry
edit <id>
set 1p <XXX.XXX.XXX.XXX>
set mac <XX:XX:XX:XX:XX:XX>
next
end
next
end

For example:

config switch ip-source-guard
edit port4
config binding-entry
edit 1
set ip 172.168.20
set mac 00:21:cc:d2:76:72
next
end
next
end

Check the IP source guard entries

After you configure IP source guard, you can check the entries. Static entries are manually added by the config
switch ip-source-guardcommand. Dynamic entries are added by DHCP snooping.

Use this command to display all IP source-guard entries:

diagnose switch ip-source-guard hardware entry list
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Dynamic ARP inspection

Dynamic ARP Inspection (DAI) prevents man-in-the-middle attacks and IP address spoofing by checking that
packets from untrusted ports have valid IP-MAC-address binding. To use DAI, you must first enable the DHCP
snooping feature and then enable DAI for each VLAN. See DHCP snooping on page 144.

This chapter covers the following topics:

« Configuring DAl on page 152
« Checking ARP packets on page 153

Configuring DAI

Configuring DAI consists of the following steps:

1. Enable DAI for each VLAN. By default, it is disabled.

2. Enable DAI for the switch interface. By default, all interfaces are in an untrusted state. You must explicitly configure
the trusted interfaces.

Enable DAI for each VLAN

Using the GUI:

Go to Switch > VLAN.

Select Add VLAN.

Enter the VLAN identifier.

Enter a description for the new VLAN.
Select DHCP Snooping.

Select Dynamic ARP Inspection.
Select Add.

NooappDdN-=

Using the CLI:

config switch vlan
edit <vlan-id>
set arp-inspection {enable | disable}
next
end

Enable DAI for the switch interface

Using the GUI:

Go to Switch > Interface > Physical.
Select an interface and select Edit.
Enter the VLAN identifier.

Enter a description for the new VLAN.

AP obd =

FortiSwitchOS Administration Guide 152
Fortinet, Inc.



Checking ARP packets Dynamic ARP inspection

5. Select Untrusted or Trusted for DHCP Snooping.
6. Select OK.

Using the CLI:

config switch interface
edit <interface-name>

set arp-inspection-trust <untrusted | trusted>
next
end

Checking ARP packets

Use the following command to see how many ARP packets have been dropped or forwarded:

#diagnose switch arp-inspection stats

vlan 100 arp-request arp-reply
received 0 0
forwarded 0 0
dropped 0 0
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IGMP snooping

The FortiSwitch unit uses the information passed in IGMP messages to optimize the forwarding of multicast traffic.

IGMP snooping allows the FortiSwitch unit to passively listen to the Internet Group Management Protocol (IGMP)
network traffic between hosts and routers. The switch uses this information to determine which ports are
interested in receiving each multicast feed. The FortiSwitch unit can reduce unnecessary multicast traffic on the
LAN by pruning multicast traffic from links that do not contain a multicast listener.

Essentially, IGMP snooping is a layer-2 optimization for the layer-3 IGMP.
The current version of IGMP is version 3, and the FortiSwitch unit is also compatible with IGMPv1 and IGMPv2.
Here is the basic IGMP snooping operation:

1. Ahost expresses interest in joining a multicast group. (Sends or responds to a join message).

2. The FortiSwitch unit creates an entry in the layer-2 forwarding table (or adds the host’s port to an existing entry).
The switch creates one table entry per VLAN per multicast group.

3. The FortiSwitch unit removes the entry when the last host leaves the group (or when the entry ages out).

In addition, you can configure the FortiSwitch unit to send periodic queries from all ports in a specific VLAN to
request IGMP reports. The FortiSwitch unit uses the IGMP reports to update the layer-2 forwarding table.

NOTE: If you want to use IGMP snooping with an MCLAG, see "Configuring an MCLAG with IGMP snooping" on
page 107.

This chapter covers the following topics:

« Notes on page 155

« Configuring IGMP snooping on page 155
« Configuring the IGMP querier on page 159
« Configuring mRouter ports on page 159
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Notes

« You must enable the IGMP snooping function (using the i gmp-snooping enable command) before you
configure a multicast router port interface.

« Onthe FS-100E series, IGMP snooping can be enabled on a maximum of 6 VLANSs.

« Enablingthe set flood-unknown-multicast command and then disabling it disrupts the forwarding of
unknown multicast traffic to mRouter ports for a short period, depending on the query interval, because the mRouter
ports need to be relearned.

« Currently, IGMPv3 (source-specific) is not fully supported. FortiSwitchOS can identify the IGMPv3 query/report
messages, but the multicast group creation and traffic replication are based on the multicast group address and
VLAN only (IGMPv2 operation).

« The IGMP snooping entries are added based on multicast group MAC address.

« Starting with release 3.5.2, the following snooping table limits apply:

108E and 124E 500

200 1024
400 1024
500 1024
1024 and 1048 4096
3032 8192

NOTE: Until FortiSwitch Release 3.5.1, the table limits were hardware only. The software limit for all platforms was
8192.

Configuring IGMP snhooping

Configuring IGMP snooping consists of the following major steps:

1. Configure IGMP snooping on a global level.
2. Assign VLANs and enable IGMP snooping on the interfaces.
3. Configure IGMP snooping on the VLANS.

NOTE: IGMP snooping configured under "vlan enable" + "port based disable," does not work well; only "vlan level
enable" + "port level enable" can make snooping work. So, because the port is "disabled" by default, you must enable
IGMP snooping on both the VLAN and the port.
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1. Configure IGMP snooping on a global level

By default, the maximum time (aging-time) that multicast snooping entries without any packets are kept is for
300 seconds. This value can be in the range of 15-3,600 seconds. By default, f1ood-unknown-multicastis
disabled, and unregistered multicast packets are forwarded only to mRouter ports. If you enable f1ood-
unknown-multicast, unregistered multicast packets are forwarded to all ports in the VLAN.

Using the CLI:

config switch igmp-snooping globals

set aging-time <15-3600>

set flood-unknown-multicast {enable | disable}
end

For example:

config switch igmp-snooping globals
set aging-time 500
set flood-unknown-multicast enable
end

2. Enable IGMP snooping on the interfaces

Enable IGMP snooping on a specified switch interface. The default is enabled.

Using the GUI:

Go to Switch > Interface > Physical or Switch > Interface > Trunk.
Select an interface.

Select Edit.

Select IGMP Snooping.

If needed, select Flood Reports, Flood Traffic, or both.

Select OK.
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Using the CLI:

config switch interface
edit <port>
set native-vlan <vlan-id>

set igmp-snooping {enable | disable}
set igmps-flood-reports {enable | disable}
next
end
For example:

config switch interface
edit portl0
set native-vlan 30
set igmp-snooping enable
next
edit port2
set native-vlan 30
set igmp-snooping enable
next
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edit port4
set native-vlan 30
set igmp-snooping enable
next
edit porté
set native-vlan 30
set igmp-snooping enable
next and
edit port8
set native-vlan 30
set igmp-snooping enable
next
end

Use the following command to clear the learned/configured multicast group from an interface:

execute clear switch igmp-snoop

3. Configure IGMP snooping on the VLANs
Enable IGMP snooping on a specified VLAN. The default is disabled.

You can define static groups for particular multicast addresses in a VLAN that has IGMP snooping enabled. The
range of multicast addresses (mcast-addr) from 224.0.0.1 to 224.0.0.255 cannot be used. You can specify
multiple ports in the static group, separated by a space. The trunk interface can also be included in a static group.

Starting in FortiSwitchOS 6.2.0, you can also use the CLI to enable IGMP proxy, which allows the VLAN to send
IGMP reports. After you enable i gmp-proxy on a VLAN, it will start suppressing reports and leave messages.
For each multicast group, only one report is sent to the upstream interface. When a leave message is received,
the FortiSwitch unit will only send the leave message to the upstream interface when there are no more members
left in the multicast group. The FortiSwitch unit will also reply to generic queries and will send IGMP reports to the
upstream interface.

Using the CLI:

config switch vlan
edit <vlan-id>
set igmp-snooping {enable |disable}
set igmp-proxy {enable | disable}
config igmp-static-group
edit <group-name>
set mcast-addr <multicast-address>
set members <interface>
next
end
next
end

For example, to configure two static groups for the same VLAN:

config switch vlan
edit 30
set igmp-snooping enable
config igmp-static-group
edit g239-1-1-1
set mcast-addr 239.1.1.1
set members port2 port5 port28
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next

edit g239-2-2-2
set mcast-addr 239.2.2.2

set members port5 portl0 trunk-1

next

end

next
end

Check the IGMP snooping configuration

Use the following command to display information about IGMP snooping:

# get switch igmp-snooping (globals

« globals:display the IGMP snooping global configuration on the FortiSwitch unit

« group: display a list of learned groups

« interface: display the configured IGMP snooping interfaces and their current state

« static-group: display the list of configured static groups

Display the IGMP snooping global settings:

FS1D243213000023 # get switch igmp-snooping globals

aging-t

flood-unknown-multicast:

ime : 3

00

Display the learned multicast groups:

disabled

FS1D2437Z13000023 # get switch igmp-snooping group

Number of Groups:

(_ port
__port

5
port of-port VLAN GROUP Age
~9) 1 23 231.8.5.4 16
_9) 1 23 231.8.5.5 16
_9) 1 23 231.8.5.6 16
9) 1 23 231.8.5.7 16
9) 1 23 231.8.5.8 16
9) 1 23 231.8.5.9 16
9) 1 23 231.8.5.10 16
~43) 3 23 querier 17
~_14) 8 --- flood-reports ---
_10) 2 --- flood-traffic ---

Display the list of configured static groups:

FS1D2437213000023 # get switch igmp-snooping static-group

VLAN ID Group-Name

Multicast-addr

Member-interface

11
11
40
40

g239-1
g239-1
g239-1
g239-2

1
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port6 trunk-2
port26 port48 trunk-2
port5 port25 trunk-2
port25 port26
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Configuring the IGMP querier

To use the IGMP querier, you need to configure how often IGMP queries are sent, enable the IGMP querier for a
specific VLAN, and specify the address for the IGMP querier.

Use the following commands to specify how many seconds are between IGMP queries. The default is 120
seconds.

config switch igmp-snooping globals
set query-interval <10-1200>
end

For example:

config switch igmp-snooping globals
set aging-time 150
set flood-unknown-multicast enable
set query-interval 200

end

Use the following commands to enable the IGMP querier for a specific VLAN and specify the address that IGMP
reports are sent to:

config switch vlan

edit 100
set igmp-snooping {enable | disable}
set igmp-snooping-querier {enable | disable}
set querier-addr <IPv4 address>
next
end
For example:

config switch vlan
edit 100
set igmp-snooping enable
set igmp-snooping-querier enable
set querier-addr 1.2.3.4
next
end

Configuring mRouter ports

Use the following commands to configure a FortiSwitch port as an mRouter port:
NOTE: These settings are not per-VLAN, so the port will act as a querier/mRouter port for all of its associated VLANs.

config switch interface
edit <port>
set igmp-snooping enable
set igmps-flood-reports enable
set igmps-flood-traffic enable
next
end
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Private VLANSs

A private VLAN (PVLAN) divides the original VLAN (termed the primary VLAN) into sub-VLANs (secondary
VLANS), while retaining the existing IP subnet and layer-3 configuration. Unlike a regular VLAN, which is a single
broadcast domain, a PVLAN partitions one broadcast domain into multiple smaller broadcast subdomains.

After a PVLAN VLAN is configured, the primary VLAN forwards frames downstream to all secondary VLANSs.
There are two main types of secondary VLANS:

« Isolated: Any switch ports associated with an isolated VLAN can reach the primary VLAN, but not any other
secondary VLAN. In addition, hosts associated with the same isolated VLAN cannot reach each other. Only one
isolated VLAN is allowed in one PVLAN domain.

« Community: Any switch ports associated with a common community VLAN can communicate with each other and
with the primary VLAN but not with any other secondary VLAN. You might have multiple distinct community VLANs
within one PVLAN domain.

There are mainly two types of ports in a PVLAN: promiscuous (P-Port) and host.

« Promiscuous Port (P-Port): The switch port connects to a router, firewall, or other common gateway device. This
port can communicate with anything else connected to the primary or any secondary VLAN. In other words, itis a
type of a port that is allowed to send and receive frames from any other port on the VLAN.

« Host Ports further divides into two types — isolated port (I-Port) and community port (C-port).

« Isolated Port (I-Port): Connects to the regular host that resides on isolated VLAN. This port communicates
only with P-Ports.

« Community Port (C-Port): Connects to the regular host that resides on community VLAN. This port
communicates with P-Ports and ports on the same community VLAN.

This chapter covers the following topics:

« Creating and enabling a PVLAN on page 160
« Configuring the PVLAN ports on page 161
« Private VLAN example on page 161

Creating and enabling a PVLAN

Using the GUI:

Go to Switch > VLAN.

Select Add VLAN to create a new PVLAN.

Enter the VLAN identifier.

Enter a description for the new PVLAN.

Select Enabled to enable the new PVLAN.

Enter a single VLAN identifier for the isolated subVLAN.

If needed, enter one VLAN identifier or multiple VLAN identifiers for a common community subVLAN.
Select Add.
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Configuring the PVLAN ports

Using the GUI:

Go to Switch > Interface > Physical.
Select the port to configure.
Select Edit.

N ok~ obh-=

Select OK.

Private VLAN example

1. Enabling a PVLAN:

config switch vlan
edit 1000
set private-vlan enable
set isolated-vlan 101
set community-vlans 200-210
end
end

2. Configuring the PVLAN ports:

config switch interface
edit "port2"
set private-vlan promiscuous
set primary-vlan 1000
next
edit "port3"
set private-vlan sub-vlan
set primary-vlan 1000
set sub-vlan 200
next
edit "portT7"
set private-vlan sub-vlan
set primary-vlan 1000
set sub-vlan 101
next
edit "portlo"
set private-vlan promiscuous
set primary-vlan 1000
next
edit "port20"
set private-vlan sub-vlan
set primary-vlan 1000
set sub-vlan 101
next
edit "port21l"

161

Select if the Private VLAN port is a promiscuous port or part of a sub-VLAN.
For a promiscuous port, select the primary VLAN identifier.
For a port that is part of a sub-VLAN, select the primary VLAN identifier and the sub-VLAN identifier.

Private VLANs
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set private-vlan sub-vlan
set primary-vlan 1000
set sub-vlan 101
end
end
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QoS settings

Quality of service (QoS) provides the ability to set particular priorities for different applications, users, or data
flows.

QoS involves the following elements:

« Classification is the process of determining the priority of a packet. This can be as simple as trusting the QoS
markings in the packet header when it is received and so accept the packet. Alternatively, it can hinge on criteria
(such as incoming port, VLAN, or service) that are defined by the network administrator.

« Marking involves setting bits in the packet header to indicate the priority of this packet.

« Queuing involves defining priority queues to ensure that packets marked as high priority take precedence over
those marked as lower priority. If network congestion becomes so severe that packet drops are inevitable, the
queuing process will also select the packets to drop.

The FortiSwitch unit supports the following QoS configuration capabilities:

« Mapping the IEEE 802.1p and layer-3 QoS values (Differentiated Services and IP Precedence) to an outbound
QoS queue number.

« Providing eight egress queues on each port.
« Policing the maximum data rate of egress traffic on the interface.

This chapter covers the following topics:

« Classification on page 163

« Marking on page 164

« Queuing on page 164

« Determining the egress queue on page 165
« Configuring FortiSwitch QoS on page 165
« Checking the QoS statistics on page 171

« Clearing the QoS statistics on page 175

Classification

The IEEE 802.1p standard defines a class of service (CoS) value (ranging from 0-7) that is included in the
Ethernet frame. The Internet Protocol defines the layer-3 QoS values that are carried in the IP packet
(Differentiated Services, IP Precedence). The FortiSwitch unit provides configurable mappings from CoS or IP-
DSCP values to egress queue values.

Fortinet recommends that you do not enable trust for both Dot1p and DSCP at the same time on the same
interface. If you do want to trust both Dot1p and IP-DSCP, the switch uses the latter value (DSCP) to determine
the queue. The switch will use the Dot1p value and mapping only if the packet contains no DSCP value. For
details, refer to Determining the egress queue on page 165.
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Marking

FortiSwitchOS supports two ways to indicate the priority of outgoing packets:

« CoS marking: The priority is set with the CoS value of the 802.1Q tag. The range of CoS values is 0-7.

« Differential service code point (DSCP) marking: The priority is set with the DSCP value in the IP header. The
range of DSCP values is 0-63.

You can use one of these methods or both methods.

Whether the CoS or DSCP values of inbound packets are remarked is subject to the classification by ACL rules for
the ingress interfaces. When CoS or DSCP marking take place, the outbound queuing is not impacted, meaning it
is still based on trust maps and the original CoS or DSCP values, as described in Determining the egress queue
on page 165.

The following example shows how to use the CLI to configure an ACL policy to mark the CoS and DSCP values of
inbound packets to 4 and 48 on port1 when their CoS values are 2:

config switch acl ingress
edit 10
config action
set count enable
set remark-cos 4
set remark-dscp 48
end
config classifier
set cos 2
end
set ingress-interface "portl"
set status active
next
end

Queuing

Queuing determines how queued packets on an egress port are served. Each egress port supports eight queues,
and three scheduling modes are available:

« Strict Scheduling: The queues are served in descending order (of queue number), so higher number queues
receive higher priority. The purpose of the strict scheduling mode is to provide lower latency service to higher
classes of traffic. However, if the interface experiences congestion, the lower priority traffic could be starved.

« Simple Round Robin (RR): In round robin mode, the scheduler visits each backlogged queue, servicing a single
packet from each queue before moving on to the next one. The purpose of round robin scheduling is to provide fair
access to the egress port bandwidth.

« Weighted Round Robin (WRR): Each of the eight egress queues is assigned a weight value ranging from 0 to 63.
The purpose of weighted round robin scheduling is to provide prioritized access to the egress port bandwidth, such
that queues with higher weight get more of the bandwidth, but lower priority traffic is not starved.
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Determining the egress queue

To determine the egress queue value for the packet, the FortiSwitch unit uses the configured trust values (and
mappings) on the port and the QoS/CoS fields in the packet.

Packets with DSCP and CoS values

If the port is set to trust DSCP, the switch uses this value to find the queue assignment in the DSCP map for the
port.

If the portis set to trust Dot1p and not to trust DSCP, the switch uses the packet’'s CoS value to look up the queue
assignment in the Dot1p map for the port.

If the port is not set to trust Dot1p, the switch uses the default queue 0.

Packets with a CoS value but no DSCP value
The switch ignores the trust DSCP value.

« Ifthe portis set to trust Dot1p, the switch uses the packet’'s CoS value to look up the queue assignment in the Dot1p
map for the port.

« Ifthe portis not set to trust Dot1p, the switch uses the default queue 0.

Packets with a DSCP value but no CoS value

If the port is set to trust DSCP, the switch uses the packet’s DSCP value to look up the queue assignment in the
DSCP map for the port.

If the port is set to trust Dot1p but not to trust DSCP, the switch uses the default CoS value of the port to look up
the queue assignment in the Dot1p map for the port.

If the port is not set to trust Dot1p, the switch uses the default queue 0.

Configuring FortiSwitch QoS

This section provides procedures for the following configuration tasks:

« Configure an 802.1p map on page 166

« Configure a DSCP map on page 167

« Configure the QoS egress policy on page 168

« Configure the egress drop mode on page 168

« Configure the switch ports on page 169

« Configure QoS on trunks on page 170

« Configure QoS on VLANs on page 170

« Configure CoS and DSCP markings on page 171
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Configure an 802.1p map

Using the GUI:

Go to Switch > QoS > 802.1p.

Select Add Map.

Enter the name of your 802.1p map.
Enter a description of your 802.1p map.
Select the queue number for each priority.
Select Add Map.

Values that are not explicitly included in the map will follow the default mapping, which maps each priority (0-7) to
queue 0. If an incoming packet contains no CoS value, the switch assigns a CoS value of zero.
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Using the CLI:

To configure an 802.1p map, which defines a mapping between IEEE 802.1p CoS values (from incoming packets
on a trusted interface) and the egress queue values, enter the following:

config switch gos dotlp-map
edit <dotlp map name>
set description <text>
set [priority-O|priority-1|priority-2]....priority-7] <queue number>
next
end

For example:

config switch gos dotlp-map
edit "testl"
set priority-0 queue-2
set priority-1 queue-0
set priority-2 queue-1
set priority-3 queue-3
set priority-4 queue-4
set priority-5 queue-5
set priority-6 queue-6
set priority-7 queue-7
next
end

Values that are not explicitly included in the map will follow the default mapping, which maps each priority (0-7) to
queue 0. If an incoming packet contains no CoS value, the switch assigns a CoS value of zero.

Use the set default-cos command to set a different default CoS value, ranging from 0 to 7:

config switch interface
edit portl
set default-cos <0-7>

NOTE: The set default-cos command is not available on the following FortiSwitch models: 224D-FPOE, 248D,
424D, 424D-POE, 424D-FPOE, 448D, 448D-POE, 448D-FPOE, 224E, 224E-POE, 248E-POE, and 248E-FPOE.
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Configure a DSCP map

A DSCP map defines a mapping between IP precedence or DSCP values and the egress queue values.

Using the GUI:

Go to Switch > QoS > IP/DSCP.

Select Add Map.

Enter the name of your DCSP map.
Enter a description of your DCSP map.
Select which queue to configure.

Select the differentiated services to use.
Select the IP precedence to use.

Enter the raw values to use.

Select Add Map.
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Using the CLI:

config switch gos ip-dscp-map
edit <ip-dscp map name>
set description <text>
config map
edit <entry-namel>

set diffserv [ [ AFll | AF12 | AF13 | AF21 | AF22 | AF23 | AF31 | AF32 | AF33 |
AF41 | AF42 | AF43 | CSO | CS1 | CS2 | CS3 | CS4 | CS5 | CS6 | CS7T | EF ]

set ip-precedence [ Network Control | Internetwork Control | Critic/ECP | Flash
Override | Flash, Immediate | Priority | Routine ]

set value <dscp raw value>
set cos-queue <queue number>
next
end
end

The following example defines a mapping for two of the DSCP values:

config switch gos ip-dscp-map

edit "ml"
config map
edit "el"

set cos-queue 0
set ip-precedence Immediate

next

edit "e2"
set cos-queue 3
set value 13

next

end
next
end
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Configure the QoS egress policy

In a QoS policy, you set the scheduling mode (Strict, Round Robin, or Weighted Round Robin) for the policy, and
configure one or more CoS queues.

A valid set of values include the following:

min-rate (minimum rate in kbps) or min-rate-percent (minimum percentage)
max-rate (maximum rate in kbps) or max-rate-percent (maximum percentage)
drop policy: taildrop or random early detection

weight value (applicable if the policy schedule is weighted)

Using the GUI:
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Go to Switch > QoS > Egress Policy.
Select Add Policy.

Enter the name of your QoS egress policy.
Select the scheduling mode to use.

For each queue, enter a description, select the drop policy to use, and enter the minimum rate in kbps, maximum
rate in kbps, weight value, and WRED slop.

Select Add.

Using the CLI:

config switch gos gos-policy
edit <policy name>
set rate-by {kbps | percent}
set schedule {strict | round-robin | weighted}
config cos-queue
edit [queue-0 ... queue-7]
set description <text>
set drop-policy {taildrop | weighted-random-early-detection}
set max-rate <rate kbps>
set min-rate <rate kbps>
set max-rate-percent <percentage>
set min-rate-percent <percentage>
set weight <value>
set wred-slope <value>
next
end
next
end

Configure the egress drop mode

NOTE: The egress-drop-mode command is available only for the 1024/1048/3032/5xx series.

When there are too many packets going through the same egress port, you can choose whether packets are
dropped on ingress or egress.

Use the following commands to set the drop mode:

168

config switch physical-port
edit <port>
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set egress-drop-mode <disabled | enabled>

end
disabled Drop packets on ingress.
enabled Drop packets on egress.

NOTE: Because too many packets are going through the same egress port, you might want to use the pause frame for
flow control on the ingress side. To see the pause frame on ingress, enable the flow control “tx” on the ingress interface
and disable egress-drop-mode on the egress interface.

Configure the switch ports
You can configure the following QoS settings on a switch port or a trunk:

« trustdot1p values on ingress traffic and the dot1p map to use

« trustip-dscp values on ingress traffic and the ip-dscp map to use. (NOTE: Trust the dot1p values or the ip-dscp
values but not both.)

« an egress policy for the interface
« adefault CoS value (for packets with no CoS value)

If neither of the trust policies is configured on a port, the ingress traffic is mapped to queue 0 on the egress port.

If no egress policy is configured on a port, the FortiSwitch unit applies the default scheduling mode (that is, round-

robin).

Using the GUI:

1. Go to Switch > Interface > Physical.

2. Select the switch port to update and then select Edit.

3. Select the QoS egress policy in the QoS Policy drop-down list.
4. Selectthe 802.1p map in the Trust 802.1p drop-down list.

5. Selectthe DSCP map in the Trust IP-DSCP drop-down list.

6. Select OK.

Using the CLI:

config switch interface
edit <port>
set trust-dotlp-map <map-name>
set trust-ip-dscp-map <map-name>
set gos-policy < policy-name >
set default-cos <default cos wvalue 0-7>
next
end

NOTE: The set default-cos command is not available on the following FortiSwitch models: 224D-FPOE, 248D,
424D, 424D-POE, 424D-FPOE, 448D, 448D-POE, 448D-FPOE, 224E, 224E-POE, 248E-POE, and 248E-FPOE.
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Configure QoS on trunks

Configuring QoS on trunk interface follows the same configuration steps as for a switch port (configure a
Dot1p/DSCP map and an egress policy).

When you add a port to a trunk, the port inherits the QoS configuration of the trunk interface. A port member
reverts to the default QoS configuration when it is removed from the trunk interface.

Using the GUI:

Go to Switch > Interface > Trunk.

Select the trunk to update and then select Edit.

Select the QoS egress policy in the QoS Policy drop-down list.
Select the 802.1p map in the Trust 802.1p drop-down list.
Selectthe DSCP map in the Trust IP-DSCP drop-down list.
Select OK.

U

Using the CLI:

The following example shows QoS configuration on a trunk interface:

config switch interface
edit "trl"
set snmp-index 56
set trust-dotlp-map "dotlp mapl”
set default-cos 1
set gos-policy "pl"
next
end

When you configure an egress QoS policy with rate control on a trunk interface, that rate control value is applied to
each port in the trunk interface. The FortiSwitch unit does not support an aggregate value for the whole trunk
interface.

NOTE: The set default-cos command is not available on the following FortiSwitch models: 224D-FPOE, 248D,
424D, 424D-POE, 424D-FPOE, 448D, 448D-POE, 448D-FPOE, 224E, 224E-POE, 248E-POE, and 248E-FPOE.

Configure QoS on VLANSs

You can configure a CoS queue value for a VLAN by creating an ACL policy:

config switch acl ingress
edit 1
config action
set cos-queue 7
set count enable
end
config classifier
set vlan-id 200
end
set ingress-interface "port25"
set status active
end
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Configure CoS and DSCP markings

You can classify a packet by matching the CoS value, DSCP value, or both CoS and DSCP values. You can also
configure the action to set the CoS marking value, DSCP marking value, or both.

config switch acl ingress
edit <policy-id>

config classifier
set cos <802.1Q CoS value to match>
set dscp <DSCP value to match>

end

config action
set remark-cos <0-7>
set remark-dscp <0-63>

end

For example:

config switch acl ingress
edit 1
config classifier
set src-mac 11:22:33:44:55:66
set cos 2
set dscp 10
end
config action
set count enable
set remark-cos 4
set remark-dscp 20
end
set ingress-interface port2
set status active
end

Checking the QoS statistics

To check the statistics for all QoS queues, use the following command:

diagnose switch physical-ports gos-stats list

To check the statistics for QoS queues for specific ports, use the following command:

diagnose switch physical-ports gos-stats list <list of ports>

The output differs depending on the FortiSwitch model.

For example, for the 1xxxD, 3xxxD, and 5xxD FortiSwitch models:

diagnose switch physical-ports gos-stats list 1,3,4-6

portl QoS Stats:

queue | unicast pkts | unicast bytes | multicast pkts | multicast bytes
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0 | 0 | 0 | 0 | 0
1 0 | 0 | 0 | 0
2| 0 | 0 | 0 | 0
3 0 | 0 | 0 | 0
4 | 0 | 0 | 0 | 0
S | 0 | 0 | 0 | 0
6 | 0 | 0 | 0 | 0
T 0 | 0 | 0 | 0
queue | ucast drop pkts | ucast drop bytes | mcast drop pkts | mcast drop bytes
0 | 0 | 0 | 0 | 0
1 0 | 0 | 0 | 0
2| 0 | 0 | 0 | 0
3 0 | 0 | 0 | 0
4 | 0 | 0 | 0 | 0
S | 0 | 0 | 0 | 0
6 | 0 | 0 | 0 | 0
T 0 | 0 | 0 | 0
port3 QoS Stats:
queue | unicast pkts | unicast bytes | multicast pkts | multicast bytes
01 0 | 0 | 0 | 0
1 0 | 0 | 0 | 0
2 0 | 0 | 0 | 0
31 0 | 0 | 0 | 0
4 | 0 | 0 | 0 | 0
5 0 | 0 | 0 | 0
6 | 0 | 0 | 0 | 0
7 0 | 0 | 0 | 0
queue | ucast drop pkts | ucast drop bytes | mcast drop pkts | mcast drop bytes
01 0 | 0 | 0 | 0
1 0 | 0 | 0 | 0
2 0 | 0 | 0 | 0
3 0 | 0 | 0 | 0
4 | 0 | 0 | 0 | 0
S | 0 | 0 | 0 | 0
6 | 0 | 0 | 0 | 0
T 0 | 0 | 0 | 0
port4 QoS Stats:
queue | unicast pkts | unicast bytes | multicast pkts | multicast bytes
0 | 0 | 0 | 0 | 0
1 0 | 0 | 0 | 0
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2| 0 | 0 | 0 | 0

3 0 | 0 | 0 | 0

4 | 0 | 0 | 0 | 0

S | 0 | 0 | 0 | 0

6 | 0 | 0 | 0 | 0

T 0 | 0 | 0 | 0

queue | ucast drop pkts | ucast drop bytes | mcast drop pkts | mcast drop bytes

0 | 0 | 0 | 0 | 0

1 0 | 0 | 0 | 0

2| 0 | 0 | 0 | 0

3 0 | 0 | 0 | 0

4 | 0 | 0 | 0 | 0

S | 0 | 0 | 0 | 0

6 | 0 | 0 | 0 | 0

T 0 | 0 | 0 | 0

port5 QoS Stats:

queue | unicast pkts | unicast bytes | multicast pkts | multicast bytes

01 0 | 0 | 0 | 0

1 0 | 0 | 0 | 0

2 0 | 0 | 0 | 0

31 0 | 0 | 0 | 0

4 | 0 | 0 | 0 | 0

5 0 | 0 | 0 | 0

6 | 0 | 0 | 0 | 0

7 0 | 0 | 0 | 0

queue | ucast drop pkts | ucast drop bytes | mcast drop pkts | mcast drop bytes

01 0 | 0 | 0 | 0

1 0 | 0 | 0 | 0

2 0 | 0 | 0 | 0

31 0 | 0 | 0 | 0

4 | 0 | 0 | 0 | 0

S | 0 | 0 | 0 | 0

6 | 0 | 0 | 0 | 0

T 0 | 0 | 0 | 0

port6 QoS Stats:

queue | unicast pkts | unicast bytes | multicast pkts | multicast bytes

0 | 0 | 0 | 0 | 0

1 0 | 0 | 0 | 0

2| 0 | 0 | 0 | 0

3 0 | 0 | 0 | 0
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For example, for the 4xxD, 4xxD-POE, 4xxD-FPOE, 2xxD, 2xxD-POE, and 2xxD-FPOE FortiSwitch models:

diagnose switch physical-ports gos-stats list 1,6,48

portl QoS Stats:

1628754
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104779
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315

0

0
267121
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572592
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770039

36489164
0

317960

0

0
267121000
766734000
42493451

131562453
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1 0 I 0 1 0
2 | 400 | 400400 | 0
3 0 I 0 1 0
4 | 2054967 | 2054967000 | 0
5 | 438759 | 438759000 | 0
6 | 137577 | 137577000 | 0
7 166364 | 72177282 | 0

Clearing the QoS statistics

The diagnose switch physical-ports gos-stats clear command is supported only for the 1xxxD,
3xxxD, and 5xxD FortiSwitch models. The diagnose switch physical-ports gos-stats clear
command is not available for the 4xxD, 4xxD-POE, 4xxD-FPOE, 2xxD, 2xxD-POE, or 2xxD-FPOE FortiSwitch
models.

To clear the statistics for the QoS queues for all ports, use the following command:

diagnose switch physical-ports gos-stats clear

To clear the statistics for the QoS queues for specified ports, use the following command:

diagnose switch physical-ports gos-stats clear <list of ports>

For example:

diagnose switch physical-ports gos-stats clear 1,3,4-6
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sFlow

sFlow is a method of monitoring the traffic on your network to identify areas on the network that may impact
performance and throughput. With sFlow you can export truncated packets and interface counters. The
FortiSwitch unit implements sFlow version 5 and supports trunks and VLANSs.

This chapter covers the following topics:

« About sFlow on page 176
« Configuring sFlow on page 176
« Checking the sFlow configuration on page 178

About sFlow

sFlow uses packet sampling to monitor network traffic. The sFlow agent captures packet information at defined
intervals and sends them to an sFlow collector for analysis, providing real-time data analysis. To minimize the
impact on network throughput, the information sent is only a sampling of the data.

The sFlow collector is a central server running software that analyzes and reports on network traffic. The sampled
packets and counter information, referred to as flow samples and counter samples, respectively, are sent as
sFlow datagrams to a collector. Upon receiving the datagrams, the sFlow collector provides real-time analysis and
graphing to indicate the source of potential traffic issues. sFlow collector software is available from a number of
third-party software vendors.

Configuring sFlow

Configuration consists of the following steps:
1. Enable the sFlow agent.

2. Configure sampling information on the interfaces.

Configure sFlow agents

Use the following commands to configure an sFlow agent:

1. Set the IP address of the collector.

2. Setthe collector port number, which is the destination port number in sFlow UDP packets. The default value is
6343.

Using the GUI:

Go to Switch > sFlow.
Select Enable.
Set the collector IP address and port number.

PoDbd=

Select Apply to save the changes.
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Using the CLI:

config system sflow
set collector-ip <ip/hostname>
set collector-port <port>

end

Configure the interfaces

Use the following commands to configure sFlow on a port:

Enable sFlow on the port (by default, sFlow is disabled).

Set the sample rate. An average of one out of count packets is randomly sampled. The rate ranges from 0-99999;
the defaultis 512.

Set the direction for capturing the traffic. sFlow can capture the ingress traffic (RX), the egress traffic (TX), or both
(the default).

Set the polling interval, which defines how often the switch sends interface counters to the collector. The range of
values is 1-255 and default is 30.

Using the GUI:
1. Go to Switch > Interface > Physical.
2. Select one or more ports to update and then select Edit.
If you selected more than one port, the port names are displayed in the name field, separated by commas.
3. Select Enable sFlow.
4. Select OKto save the changes.
Using the CLI:
config switch interface
edit <port>
set packet-sampler {enabled | disabled}
set packet-sample-rate <count>
set sample-direction {rx | tx | both}
set sflow-counter-interval <interval>
next
end
For example:

config switch interface
edit "port20"
set packet-sampler enabled
set packet-sample-rate 4
set sflow-counter-interval 3
set snmp-index 58
next
end

NOTE: Ensure that you can use the exec command ping collector ip address to ping the collector from the
FortiSwitch unit. Then, use the built-in sniffer to trace sFlow packets (diag sniff packet <vlan interface
name> "udp port 6343").
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Checking the sFlow configuration

Use the following command to display the sFlow configuration:

get system sflow
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Feature licensing

Advanced features (such as dynamic routing protocols) require a feature license.
This chapter covers the following topics:

« Aboutlicenses on page 179
« Configuring licenses on page 179

About licenses

Each feature license is tied to the serial number of the FortiSwitch unit. Therefore, a feature license is valid on one
system.

Configuring licenses

Configuration consists of the following steps:

1. Check license status.
2. Addalicense.

Checking the license status

Using the GUI:

1. Go to System > Dashboard.

2. Check which licenses are currently active.
They are listed in the Current License field of the System Information section.

Using the CLI:

execute license status

Adding a license

NOTE: Adding license keys causes the system to log you out.

Using the GUI:

1. Go to System > Config > Licenses.
2. Select Add License.

3. Enteryourlicense key.

4. Select Add.
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Using the CLI:

execute license add <key>

Removing a license

Using the GUI:

1. Go to System > Config > Licenses.
2. Select Delete for the license to remove
3. Select Delete to acknowledge the warning.

NOTE: Deleting license keys causes the system to log you out before rebooting. You will lose all configurations related
to the license.

Using the CLI:

execute license type <type> clear
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Fortinet data center switches support loopback interfaces and switched virtual interfaces (SVIs), both of which are
described in this chapter.

This chapter covers the following topics:

« Loopback interfaces on page 181

« Switched virtual interfaces on page 182

« Layer-3 routing in hardware on page 183

« Equal cost multi-path (ECMP) routing on page 184
« Bidirectional forwarding detection on page 186

« |IP-MAC binding on page 187

Loopback interfaces

A loopback interface is a special virtual interface created in software that is not associated with any hardware
interface.

Dynamic routing protocols typically use a loopback interface as a reliable IP interface for routing updates. You can
assign the loopback IP address to the router rather than the IP address of a specific hardware interface. Services
(such as Telnet) can access the router using the loopback IP address, which remains available independent of
hardware interfaces status.

No limit exists on the number of loopback interfaces you can create.

A loopback interface does not have an internal VLAN ID or a MAC addresses and always uses a /32 network
mask.

Configuring loopback interfaces

Using the GUI:

Go to System > Network > Interface > Loopback.

Select Add Interface.

Enter a name for the loopback interface.

Select Static for the mode and then enter the IP address and netmask in the IP/Netmask field.
Select the protocols allowed to access the loopback interface.

Select the administration status.

Select Add.

No apDdh-=

Using the CLI:

config system interface
edit "loopback"
set ip 172.168.20.1 255.255.255.255
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set allowaccess ping https http ssh telnet
set type loopback
set snmp-index 28
next
end

Switched virtual interfaces

A switched virtual interface (or SVI) is a logical interface that is associated with a VLAN and supports routing and
switching protocols.

You can assign an IP address to the SVI to enable routing between VLANs. For example, SVIs can route between
two different VLANs connected to a switch (no need to connect through a layer-3 router).

Configuring a switched virtual interface

Using the GUI:

1. Go to System > Network > Interface > VLAN.

2. Select Add VLAN.

3. Enter a name for the interface.

4. Selectinternal from the Interface drop-down list.

5. Enter a VLAN identifier in the VLAN ID field.

6. Select Static for the mode and enter an IP address and netmask in the IP/Netmask field.
7. Select the administration status.

8. Select PING, SSH, and TELNET for the Access options.
9. Select Add.

Using the CLI:

Create a system interface. Give it an IP subnet and an associated VLAN:

config system interface
edit <system interface name>
set ip <IP address and mask>
set vlanid <vlan>
set allowaccess ping ssh telnet

Example SVI configuration

The following is an example CLI configuration for SVI static routing.

In this configuration, Server-1 is connected to switch Port1, and Server-2 is connected to switch Port2. Port1 is a
member of VLAN 4000, and Port2 is a member of VLAN 2. Port1 is the gateway for Server-1, and port2 is the
gateway for Server-2.

NOTE: For simplicity, assume that both port1 and port are on same switch.

182

1.

Configure the native VLANs for Port 1 and Port 2:

config switch interface
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edit portl

set native-vlan 4000
edit port2

set native-vlan 2
end

2. Create L3 system interfaces that correspond to Port 1 (VLAN 4000) and Port 2 (VLAN 2):

config system interface
edit v1an4000
set ip 192.168.11.1/24
set vlanid 4000
set allowaccess ping ssh telnet
next
edit vlan2
set ip 192.168.10.1/24
set vlanid 2
set allowaccess ping ssh telnet
end

Viewing the SVI configuration

Display the status of SVI configuration using following command:

show system interface [ <system interface name> ]

Layer-3 routing in hardware

In Release 3.3.0 and later, some FortiSwitch models support hardware-based layer-3 forwarding.

For FortiSwitch models that support Equal Cost Multi-Path (ECMP) (see Feature matrix: FortiSwitchOS 6.2.1 on
page 14), forwarding for all ECMP routes is performed in hardware.

For switch models that support hardware-based layer-3 forwarding but do not support ECMP, only one route to
each destination will be hardware-forwarded. If you configure multiple routes to the same destination, you can
configure a priority value for each route. Only the route with highest priority will be forwarded by the hardware. If
no priority values are assigned to the routes, the most recently configured route is forwarded by the hardware.

Router activity
Logging allows you to review all router activity.

NOTE: Router logs are available only on supported platforms if you have the advanced features license.

To enable router logging:

1. Goto Log > Config.
2. Under Event Logging, select Enable and Router.

3. Select Apply.
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To view router logs:

1. GotoLog > EventLog > Router.
2. Select Download Router Log to review the entries offline.

Equal cost multi-path (ECMP) routing

ECMP is a forwarding mechanism that enables load-sharing of traffic to multiple paths of equal cost. An ECMP set
is formed when the routing table contains multiple next-hop address for the same destination with equal cost.
Routes of equal cost have the same preference and metric value. If there is an ECMP set for an active route, the
switch uses a hash algorithm to choose one of the next-hop addresses. As input to the hash, the switch uses one
or more of the following fields in the packet to be routed:

« Source IP

« Destination IP

« Inputport

Configuring ECMP

The switch automatically uses ECMP to choose between equal-cost routes.

This configuration value is system-wide. The source IP address is the default value.

Notes and Restrictions

When you configure a static route with a gateway, the gateway must be in the same IP subnet as the device. Also,
the destination subnet cannot match any of device IP subnets in the switch.

When you configure a static route without a gateway, the destination subnet must be in the same IP subnet as the
device.

Using the CLI:

config system settings
set vd-ecmp-mode [ source-ip-based ] [ dst-ip-based ] [ port-based ]
end

Example ECMP configuration
The following is an example CLI configuration for ECMP forwarding.

In this configuration, ports 2 and 6 are routed ports. Interfaces I-RED and I-GREEN are routed VLAN interfaces.
The remaining ports in the switch are normal layer-2 ports.

1. Configure native VLANS for ports 2, 6, and 9. Also configure the “internal” interface to allow native VLANSs for ports
2,6,and 9:

config switch interface
edit port2
set native-vlan 10
edit porté6
set native-vlan 20
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edit port9

set

native-vlan 30

edit internal

set
end

allowed-vlans 10,20, 30

2. Configure the system interfaces:

config system interface

edit "internal"
set type physical
next
edit "i-blue"
set ip 1.1.1.1 255.255.255.0
set allowaccess ping https http ssh snmp telnet
set vlanid 10
set interface internal
next
edit "i-red"
set ip 172.16.11.1 255.255.255.0
set allowaccess ping ssh telnet
set vlanid 20
set interface internal
next

edit "i-green"

set
set
set
set
next
end

3. Configure static routes. This

ip 172.168.13.1 255.255.255.0

allowaccess ping https http ssh snmp telnet
vlanid 30

interface internal

code configures multiple next-hop gateways for the same network:

config router static

edit 1
set device "mgmt"
set gateway 10.105.0.1
set status enable

next

edit 2
set device “i-red"
set dst 8.8.8.0/24
set gateway 172.16.11.2
set status enable

next

edit 3
set device "i-green"
set dst 8.8.8.0/24
set gateway 172.168.13.2
set status enable

next
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Viewing ECMP configuration

Display the status of the ECMP configuration using following command:

show system interface [ <system interface name> ]

Bidirectional forwarding detection

FortiSwitchOS v3.4.2 and later supports static bidirectional forwarding detection (BFD), a point-to-point protocol to
detect faults in the datapath between the endpoints of an IETF-defined tunnel (such as IP, IP-in-IP, GRE, and
MPLS LSP/PW).

BFD defines demand mode and asynchronous mode operation. The FortiSwitch unit supports asynchronous
mode. In this mode, the systems periodically send BFD control packets to one another, and if a number of those
packets in a row are not received by the other system, the session is declared to be down.

BFD packets are transported using UDP/IP encapsulation and BFD control packets are identified using well-
known UDP destination port 3784 (NOTE: BFD echo packets are identified using 3785).

BFD packets are not visible to the intermediate nodes and are generated and processed by the tunnel end
systems only.

Configuring BFD
Use the following steps to configure BFD:

1. Configure the following values in the system interface:
« Enable BFD: Set to enable or set to global to inherit the global configuration value.
o Desired min TX interval: This is the minimum interval that the local system would like to use between
transmission of BFD control packets. Value range is 200 ms — 30,000 ms. Default value is 250.

o Required min RX interval: This is the minimum interval that the local system can support between receipt
of BFD control packets. If you set this value to zero, the remote system will not transmit BFD control
packets. The value range is 200 ms — 30000 ms. The default value is 250.

« Detect multi: This is the detection time multiplier. The negotiated transmit interval multiplied by this value is
the Detection Time for the receiving system. The value range is 1 —20. The defaultis 3.

2. Enable BFD in the static router configuration.

Using the CLI:

config system interface
edit <system interface name>
set bfd {enable| disable | global}
set bfd-desired-min-tx <number of ms>
set bfd-required-min-rx <number of ms>
set bfd-detect-multi [1..20]
next
config router static
edit 1
set bfd enable
set status enable
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Viewing BFD configuration

Display the status of BFD sessions using following command:

get router info bfd neighbor [ <IP address of neighbor>]

OurAddr NeighAddr LD/RD State Int
192.168.15.2 192.168.15.1 1/4 UPp v1an2000
192.168.16.2 192.168.16.1 2/2 UPp v1an2001

Use the following command to display additional details:

get router info bfd neighbor detail

IP-MAC binding

Use IP-MAC binding to prevent ARP spoofing.

The port accepts a packet only if the source IP address and source MAC address in the packet match an entry in
the IP-MAC binding table.

You can enable/disable IP-MAC binding for the whole switch, and you can override this global setting for each
port.

Configuring IP-MAC binding
Use the following steps to configure IP-MAC binding:

1. Enable the IP-MAC binding global setting.
2. Create the IP-MAC bindings. You can activate each binding individually.

3. Seteach port to follow the global setting. You can also override the global setting for individual ports by enabling or
disabling IP-MAC binding for the port.

Using the GUI:
Create the IP-MAC binding:

Go to Switch > IP MAC Binding.

Select Add IP MAC Binding to create a new binding.
Select Status.

Enter the IP address and netmask.

Enter the MAC address.

Select Add.

o e ks N

Using the CLI:

config switch global
set ip-mac-binding [enable| disable]

config switch ip-mac-binding
edit 1
set ip <IP address and network mask>
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set mac <MAC address>
set status (enable| disable)
next
end
config switch interface
edit <port>
set ip-mac-binding (enable| disable | global)
edit <trunk name>
set ip-mac-binding (enable| disable | global)

Notes

For a switch port, the default IP-MAC binding value is disabled.

When you configure a trunk, the trunk follows the global value by default. You can also explicitly enable or disable
IP-MAC binding for a trunk, as shown in the CLI configuration.

When you add member ports to the trunk, all ports take on the trunk setting. If you later remove a port from the
trunk group, the port is reset to the default value (disabled).

No duplicate entries are allowed in the mapping table.
Rules are disabled by default. You need to explicitly enable each rule.

The mapping table holds up to 1024 rules.

Viewing IP-MAC binding configuration
Display the status of IP-MAC binding using the following command:

show switch ip-mac-binding <entry number>
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DHCP server and relay

A DHCP server provides an address, from a defined address range, to a client on the network that requests it.

You can configure one or more DHCP servers on any FortiSwitch interface. A DHCP server dynamically assigns
IP addresses to hosts on the network connected to the interface. The host computers must be configured to obtain
their IP addresses using DHCP.

You can configure a FortiSwitch interface as a DHCP relay. The interface forwards DHCP requests from DHCP
clients to an external DHCP server and returns the responses to the DHCP clients. The DHCP server must have
the appropriate routing so that its response packets to the DHCP clients arrive at the unit.

NOTE:

« DHCP snooping and the DHCP server can be enabled at the same time.
« The DHCP server and DHCP relay cannot be enabled at the same time.
This chapter covers the following topics:

« Configuring a DHCP server on page 189

« Detailed operation of a DHCP relay on page 192
« Configuring a DHCP relay on page 193

Configuring a DHCP server

NOTE: The 4xx, 5xx, 1xxx, and 3xxx models support configuring DHCP servers. The following table lists the maximum
number of clients for the supported FortiSwitch models:

4xx 15,000
5xx 20,000
1024D, 1048D, 3032D 30,000
1048E, 3032E 50,000

To configure a DHCP server:

config system dhcp server
edit <id>

set auto-configuration {enable | disable}
set conflicted-ip-timeout <integer>
set default-gateway <xXX.XXX.XXX.XXX>
set dns-serverl <XXX.XXX.XXX.XXX>
set dns-server?2 <xXXX.XXX.XXX.XXX>
set dns-server3 <XXX.XXX.XXX.XXX>
set dns-service {default | local | specify
set domain <string>
set filename <string>
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set interface <string>
set lease-time <integer>

set netmask <XXX.XXX.XXX.XXX>

set next-server <XXX.XXX.XXX
set ntp-serverl <XXX.XXX.XXX
set ntp-server2 <xXXX.XXX.XXX
set ntp-server3 <XXX.XXX.XXX
set ntp-service {default |
disable
set tftp-server <xxx.XXX.XXX
set timezone <00-75>

set timezone-option {default

set status {enable |

LXXX>
CXXX>
L XXX>
L XXX>

local

}

CXXX>

| disable |

set vci-match {enable | disable}

set vci-string <VCI strings>

set wifi-acl <XXX.XXX.XXX.XXX>

set wifi-ac2 <XXX.XXX.XXX.XXX>

set wifi-ac3 <XXX.XXX.XXX.XXX>

set wins-serverl <XXX.XXX.XXX.XXX>
set wins-server?2 <xXXX.XXX.XXX.XXX>

next

end

For example:

190

config system dhcp server
edit 1

set default-gateway 50.50.50

.2

set domain "FortiswitchTest.com"

set filename "textl.conf"
set interface "svilO"
config ip-range
edit 1
set end-ip 50.50.0.10
set start-ip 50.50.0.5
next
end
set lease-time 360
set netmask 255.255.0.0
set next-server 60.60.60.2
config options
edit 1
set value "dddd"
next
end
set tftp-server "1.2.3.4"
set timezone-option specify

set wifi-acl 5.5.5.1

set wifi-ac2 5.5.5.2

set wifi-ac3 5.5.5.3

set wins-serverl 6.6.6.1
set wins-server2 6.6.6.2
set dns-serverl 7.7.7.1

set dns-server2 7.7.7.2

set dns-server3 7.7.7.3

set ntp-serverl 8.8.8.1

set ntp-server2 8.8.8.2

set ntp-server3 8.8.8.3

next

specify}

specify}

DHCP server and relay
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end

Configuring the IP address range

By default, the FortiSwitch unit assigns an address range based on the address of the interface for the complete
scope of the address. For example, if the interface address is 172.20.120.230, the default range created is
172.20.120.231 t0 172.20.120.254.

To configure the IP address range:

config system dhcp server
edit <id>
config ip-range
edit <id>
set end-ip <XXX.XXX.XXX.XXX>
set start-ip <xXXX.XXX.XXX.XXX>
next
end
next
end

Assigning IP settings to specific MAC addresses

If you want the DHCP server to assign IP settings to specific MAC addresses, you need to reserve the
IP addresses.

To assign IP settings to specific MAC addresses:

config system dhcp server
edit <id>
config reserved-address
edit <id>1
set action {assign | block | reserved}
set description <string>
set ip <XXX.XXX.XXX.XXX>
set mac <XX:XX:XX:XX:XX:XX>
set type {mac | option82}
next
end
next
end

Configuring DHCP custom options

The DHCP server maintains a table for the potential options. The FortiSwitch DHCP server supports up to a
maximum of 30 custom options.

To configure the DHCP custom options:

config system dhcp server
edit <id>
config options
edit <id>
set code <integer>
set ip <IP addresses>
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set type {fgdn | hex | ip | string}
set value <string>
next
end
next
end

Excluding addresses in DHCP

If you have a large address range for the DHCP server, you can block a range of addresses that will not be
included in the available addresses for the connecting users.

To exclude addresses in DHCP:

config system dhcp server
edit <id>
config exclude-range
edit <id>
set end-ip <XXX.XXX.XXX.XXX>
set start-ip <xXxX.XXX.XXX.XXX>
next
end
next
end

Listing DHCP leases

The lease time determines the length of time an IP address remains assigned to a client. After the lease expires,
the address is released for allocation to the next client that requests an IP address. Use one of the following
commands to check the DHCP leases:

execute dhcp lease-list
execute dhcp lease-list <interface>

Breaking DHCP leases

If you need to end an IP address lease, you can break the lease. This is useful if you have limited addresses and
longer lease times when some leases are no longer necessary, for example, with corporate visitors. Use one of
the following commands to break the DHCP leases:

execute dhcp lease-clear all
execute dhcp lease-clear <XXX.XXX.XXX.XXX,VVV.VVV.YYV-YVV/.&0o.>

Detailed operation of a DHCP relay

DHCP relay operates as follows:

1. DHCP client C broadcasts a DHCP/BOOTP discover message on its subnet.

2. The relay agent examines the gateway IP address field in the DHCP/BOOTP message header. If the field has an
IP address of 0.0.0.0, the agent fills it with the relay agent’s or router’s IP address and forwards the message to the
remote subnet of the DHCP server.
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3. When DHCP server receives the message, it examines the gateway IP address field for a DHCP scope that can be
used by the DHCP server to supply an IP address lease.

4. If DHCP server has multiple DHCP scopes, the address in the gateway IP address field (GIADDR) identifies the
DHCP scope from which to offer an IP address lease.

5. DHCP server sends an IP address lease offer (DHCPOFFER) directly to the relay agent identified in the gateway
IP address (GIADDR) field.

6. The router then relays the address lease offer (DHCPOFFER) to the DHCP client.

NOTE:

« DHCP relay service supports up to 8 relay targets per interface.
« Eachtargetis sent a copy of the DHCP message.

Configuring a DHCP relay

You can configure a DHCP relay on any layer-3 interface.

Using the GUI:

Go to System > Network > Interface > Physical.

Select Edit for an interface.

Select Enabled under DHCP Relay.

Enter the IP addresses for the relay servers, separated by a space.
If you want to include Option-82 data, select Option-82.

Select Update.

o gk N-=

Using the CLI:

config system interface
edit <interface-name>
set dhcp-relay-service (enable | disable)

set dhcp-relay-ip <ip-addressl> [<ip-address2> ... <ip-address8>]
set dhcp-relay-option82 (enable | disable)
next

end

In the following example, the DHCP server has address 192.168.23.2:

config system interface
edit "v15-pl5"
set dhcp-relay-service enable
set dhcp-relay-ip "192.168.23.2" -> the DHCP server address
set ip 192.168.15.1 255.255.255.0 -> the DHCP client subnet
set allowaccess ping ssh snmp telnet set snmp-index 53
set vlanid 15
set interface "internal"
next
end
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OSPF routing

NOTE: You must have an advanced features license to use OSPF routing.

Open shortest path first (OSPF) is a link-state interior routing protocol that is widely used in large enterprise
organizations. OSPF provides routing within a single autonomous system (AS). This differs from BGP, which
provides routing between autonomous systems.

An OSPF AS can contain only one area, or it may consist of a group of areas connected to a backbone area. A
router connected to more than one area is an area border router (ABR). Routing information is contained in a link
state database. Routing information is communicated between routers using link state advertisements (LSAs).

The main benefit of OSPF is that it detects link failures in the network quickly and converges network traffic
successfully within seconds without any network loops. Also, OSPF has features to control which routes are
propagated to contain the size of the routing tables.

You can enable bidirectional forwarding detection (BFD) with OSPF. BFD is used to quickly locate hardware
failures in the network. Routers running BFD communicate with each other, and, if a timer runs outon a
connection, that router is declared to be down. BFD then communicates this information to OSPF, and the routing
information is updated.

The FortiSwitch unit supports the following capabilities:

« Support for OSPFv2.

« OSPF neighbors support authentication
o Supports NSSA

« Supports BFD

o Supports stub area

« Network scaling

NOTE: OSPF MIBs are not supported in this release.
For additional information about OSPF routing, see the OSPF section of the FortiOS Handbook.
This chapter covers the following topics:

« Terminology on page 194
« How OSPF works on page 195
« Configuring OSPF on page 196

Terminology

Link State: Information is shared between directly connected routers. This information propagates throughout the
network unchanged and is also used to create a shortest path first (SPF) tree.

Autonomous System (AS): A network under a common network administration.

Area: You can divide a large network into areas to limit the number of link-state updates.
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Cost: The routing metric used by OSPF. Lower costs are always preferred. You can configure the cost or use the
interface default.

Router ID: Each OSPF router requires a unique router ID. For the FortiSwitch unit, the unique router ID must be
assigned manually.

Adjacency: When two OSPF routers have exchanged information and have the same topology table.

Topology Table: Also called the link-state table. This table contains information about every link in the network.
The SPF algorithm uses the link-state information to calculate the best route to each destination.

Designated Router (DR): This router is responsible for ensuring adjacencies between all neighbors on a multi-
access network (such as Ethernet). This ensures all routers do not need to maintain full adjacencies with each
other. The DR is selected based on the router priority. In a tie, the router with the highest router ID is selected.

Backup DR: A backup router designed to perform the same functions in case the DR fails.

Link-State Advertisement (LSA): The method used by each router to share its routing topology with other
routers in the same area.

Area Border Router (ABR): Router located on the border of one or more OSPF areas that connects those areas
to the backbone area.

AS Boundary Router (AS BR): ABR located between an OSPF autonomous system and a non-OSPF network.

How OSPF works

Areas

An OSPF implementation consists of one or more areas. An area consists of a group of contiguous networks. If
you configure more than one area, Area Zero is always the backbone area. An ABR links one or more areas to the
OSPF backbone area.

The FortiSwitch unit supports different types of areas—stub areas, Not So Stubby areas (NSSA), and regular
areas. A stub area is an interface without a default route configured. NSSA is a type of stub area that can import
AS external routes and send them to the backbone but cannot receive AS external routes from the backbone or
other areas. All other areas are considered regular areas.

Adjacencies

When an OSPF router boots up, it sends OSPF Hello packets to find neighbors on the same network. Neighbors
exchange information, and the Link State databases of both neighbors are synchronized. At this point, these
neighbors are said to be adjacent.

For two OSPF routers to become neighbors, the following conditions must be met:

« The subnet number and subnet mask for the interface must match in both routers.
« The Hello interval and Dead interval values must match.

« The routers must have the same OSPF area ID.

« Ifauthentication is used, they must pass authentication checks.

In OSPF, routing protocol packets are only passed between adjacent routers.
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Configuring OSPF

Using the GUI:

1. Create a switched virtual interface. See Configuring a switched virtual interface on page 182.

2. Goto Router > Config > OSPF > Settings.
« Entera unique 32-bit number in dotted decimal format for the router identifier. NOTE: Without a router
identifier, OSPF routing will not work.

« If you are going to advertise default routes within OSPF, configure the default route option and enter the
metric (cost) for other routing protocols.

« If you want to redistribute non-OSPF routes, select Connected, Static, or RIP.
« Select Update.

3. Gotto Router > Config > OSPF > Areas and select Add OSPF Area.
« Enterthe area IP address.

« Selectifthe area is a stub area, NSSA, or a regular area.
« Select Add.

4. Go to Router > Config > OSPF > Networks and select Add Network.
« Enter the network identifier.

« Enterthe IP address and netmask, separated with a space. Use an IP address that includes the switched
virtual interface.

« Select the area that you created.
« Select Add.

5. Goto Router > Config > OSPF > Interfaces and select Configure OSPF Interface.
« Enter a descriptive name for the OSPF interface name.

« Select the same type of authentication that you selected for the area.

« If you want static bidirectional forwarding detection, select Enable or Global.
« Enter the maximum transmission unit.

« Enterthe cost.

« Enter the number of seconds between Hello packets being sent.

« Enter the number of seconds that a Hello packet is not received before the OSPF router decides that a
neighbor has failed.

o Select Add.

Using the CLI:
Configuring OSPF on the FortiSwitch unit includes the following major steps:

Enter the OSPF configuration mode.

N =

Set the router identifier. Each router must have a unique 32-bit number. NOTE: Without a router identifier, OSPF
routing will not work.

Create an area. You must create at least one area.

Configure the network. Attach one or more networks to each area.

Configure an interface to a peer OSPF router.

Redistribute non-OSPF routes. Advertise these non-OSPF routes within OSPF.

L
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1. Enter the OSPF configuration mode

Enter the OSPF configuration mode to access all of the OSPF configuration commands:

# config router ospf

2. Set the router identifier

Each router within an area must have a unique 32-bit number. The router identifier is written in dotted decimal
format, but it is not an IPv4 address. NOTE: Without a router identifier, OSPF routing will not work.

set router-id <router-id>

For example:

# config router ospf
(ospf) # set router-id 1.1.1.2

3. Create an area

You must create at least one area. The area number is written in dotted decimal format (for example, configure
area 100 as 0.0.0.100).

config area
edit <area number>

set shortcut (default | disable | enable)
set type {nssa | regular | stub}
end
For example:

(ospf) # config area
(area) # edit 0.0.0.4
(0.0.0.4) # set type nssa

4. Configure the network

Use this subcommand to identify the OSPF-enabled interfaces. The prefix length in the interface must be equal or
larger than the prefix length in the network statement.

config network
edit <network number>
set area <area>
set prefix <network prefix> <mask>

For example:

(ospf) # config network

(network) # edit 1

(1) # set area 0.0.0.4

(1) # set prefix 10.1.1.0 255.255.255.0

5. Configure the OSPF interface

Configure interface-related OSPF settings. Enter a descriptive name for the OSPF interface name. Use the set
interface command to apply this configuration to a FortiSwitch interface:

config ospf-interface
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edit <ospf interface name>
set interface <interface name>
set priority <>

For example:

(ospf) # config ospf-interface
(ospf-interface) # edit oil
(0il) # set interface vlan40-p4
(0il) # set priority 255

NOTE: The following values must match for an adjacency to form:

area type and number
interface subnet and mask

hello interval
dead interval

6. Redistribute non-OSPF routes

Redistribute non-OSPF routes (directly connected or static routes) within OSPF:

config redistribute { <name> | connected | rip | static }
set status enable
set metric <integer>
set metric-type {1 | 2}

end

For example:

(ospf) # config redistribute connected
(connected) # set status enable

Check the OSPF configuration

The get router info ospf command has options to display different aspects of the OSPF configuration and
status. For example:

get router info ospf neighbors
get router info ospf database
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Example configuration

The following example shows a very simple OSPF network with one area. FortiSwitch 1 has one OSPF interface
to FortiSwitch 2:

FortiSwitch 1 FortiSwitch 2
Management IP: 10.105.7.9/24 Management IP: 10.105.4.9/24

<> <>
port3 \/pu::rtxﬂr portw

portd
VLAN 10 VLAN 40 VLAN 40 VLAN 20
30.1.1.1/24 10.11.101.1/24 10.11.101.2/24 20.50.1.1/24

/10.50.0.10/24

=

w192.166.2.2/24

Configure system interfaces

These are the same configuration steps as for static routing.

Switch 1

config system interface
edit vlanl0-p3
set ip 30.1.1.1 255.255.255.0
set allowaccess ping https http ssh telnet
set vlanid 10
next
edit vlan40-p4
set ip 10.11.101.1 255.255.255.0
set allowaccess ping https http ssh telnet
set vlanid 40
end
config switch interface
edit "port3"
set native-vlan 10
next
edit "port4"
set native-vlan 40
next
end
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Switch 2

config system interface
edit vlan20-p8
set ip 20.50.1.1 255.255.255.0
set allowaccess ping https http ssh telnet
set vlanid 20
next
edit vlan40-p4
set ip 10.11.101.2 255.255.255.0
set allowaccess ping https http ssh telnet
set vlanid 40
end
config switch interface
edit "port8"
set native-vlan 20
next
edit "port4"
set native-vlan 40
next
end

Configure the OSPF router

Configure OSPF with the following:

Set the router ID.

Create the area.

Create the network (set network prefix and associate with an area).
Configure the OSPF interface.

Redistribute the routes.

o ODd=

Switch 1

config router ospf
set router-id 10.11.101.1

config area
edit 0.0.0.0
next

end

config network
edit 1
set area 0.0.0.0
set prefix 10.11.101.0 255.255.255.0
next
end

config interface
edit vlan4o0
set cost 100
set priority 100
next
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end

config redistribute connected
set status enable
end

end

Switch 2

config router ospf
set router-id 10.11.101.2

config area
edit 0.0.0.0
next

end

config network
edit 1
set area 0.0.0.0
set prefix 10.11.101.0 255.255.255.0
next
end

config interface
edit vlan40
set cost 100
set priority 100
next
end
config redistribute connected
set status enable

end

end

Verify OSPF neighbors

get router info ospf neighbor all

Verify OSPF routes

get router info ospf route
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NOTE: You must have an advanced features license to use RIP routing.

The Routing Information Protocol (RIP) is a distance-vector routing protocol that works best in small networks that
have no more than 15 hops. Each router maintains a routing table by sending out its routing updates and by
asking neighbors for their routes. RIP is relatively simple to configure on FortiSwitch units but slow to respond to
network outages. RIP routing is better than static routing but less scalable than open shortest path first (OSPF)
routing.

The FortiSwitch unit supports RIP version 1 and RIP version 2:

« RIP version 1 uses classful addressing and broadcasting to send out updates to router neighbors. It does not
support different sized subnets or classless inter-domain routing (CIDR) addressing.

« RIP version 2 supports classless routing and subnets of various sizes. Router authentication supports MD5 and
authentication keys. Version 2 uses multicasting to reduce network traffic.

RIP uses three timers:

« The update timer determines the interval between routing updates. The default setting is 30 seconds.

« The timeout timer is the maximum time that a route is considered reachable while no updates are received for the
route. The default setting is 180 seconds. The timeout timer setting should be at least three times longer than the
update timer setting.

« The garbage timer is the is the how long that the FortiSwitch unit advertises a route as being unreachable before
deleting the route from the routing table. The default setting is 120 seconds.

You can enable bidirectional forwarding detection (BFD) with RIP. BFD is used to quickly locate hardware failures
in the network. Routers running BFD communicate with each other, and, if a timer runs out on a connection, that
router is declared to be down. BFD then communicates this information to RIP, and the routing information is
updated.

When you configure RIP routing, you can choose the strategy the access list uses to permit or deny IP addresses:

« Prefix—Specify the IP address and bit mask to allow or block.
« Wildcard—Specify the Cisco-style filter to allow or block.

For additional information about RIP routing, see the Routing Information Protocol (RIP) section of the
FortiOS Handbook.

This chapter covers the following topics:

« Terminology on page 202
« Configuring RIP routing on page 203

Terminology

Access list: A list of IP addresses and the action to take for each one. Access lists provide basic route and
network filtering.

Active RIP interface: Each RIP router sends and receives updates by actively communicating with its neighbors.

Keychain: A list of one or more authentication keys including its lifetime, which is how long each key is valid.
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Metric: RIP uses hop count as the metric for choosing the best route. A hop count of 1 represents a network that is
connected directly to the FortiSwitch unit. A hop count of 16 represents a network that cannot be reached.

Passive RIP interface: The RIP router listens to updates from other routers but does not send out updates. A
passive RIP interface reduces network traffic.

Prefix list: A more powerful prefix-based filtering mechanism. A prefix is an IP address and netmask.

Split horizon: A way to avoid routing loops.

Configuring RIP routing

NOTE: You must create a keychain first before you can use the MD5 authentication mode with RIP version 2.
To add a new keychain using the CLI:

config router key-chain
edit <keychain identifier>
next

end
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Using the GUI and the prefix strategy:

1. Create a switched virtual interface (SVI). See Configuring a switched virtual interface on page 182.
2. Goto Router > Config > RIP > Settings

RIP Settings

RIP Version 1 ® 2

Bidirectional Forwarding Detection
Default Route

Default Information Qriginate

Metric 1 (1-16)

Redistribute

Connected
Static

OSPF
Timers
Update (Seconds) 30 (5-2147483647)
Timeout (Seconds) 180 (5-2147483647)

Garbage (Seconds) 120 (5-2147483647)

« Select whether you want to use RIP version 1 or RIP version 2. RIP version 2 is the default.

« Ifyou want to use a default route, select Default Information Originate.

- If youwant to use BFD, select Bidirectional Forwarding Detection.

« Ifyou are going to advertise non-RIP routes within RIP, enter the metric (cost) for other routing protocols.
« If you want to redistribute non-RIP routes, select Connected, Static, or RIP and then enter the metric to

use.
« If you want to change the default timer values, enter the number of seconds in the Update, Timeout, and
Garbage fields.
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3. Goto Router > Config > Access Lists and select Add Access List.

Add Access List
ID e
This value is required.
Strategy Prefix
Comments

205

Cancel

« Enter an identifier with one or more alphabetic characters.

« Enter an optional description of the access list.

« Select Add.

« Select Config Rules in the row for the access list that you just created.

Config Access List Rules

1D 1a
Strategy Prefix
Comments New Local Prefix Access List
Rules
1D(1-65535) Action Prefix Exact Match Manage

4+ Add Rule

o Select Add Rule.

« Enter an identifier (1-65535), select Deny or Permit to specify if the rule will block or allow the specified IP
addresses, and enter the prefix.

« If you entered the complete IP address, select the Exact Match checkbox.
« Select Add Rule if you want to add more rules.

« After you have added all of the rules that you want in the access list, select Update to save the rules you
added.
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4. Go to Router> Config > RIP > Distances and select Add RIP Distance.

Add RIP Distance

Distance ID ‘ (0-42949467295)

This value is required.

Distance ‘ (1-255)

This value

is

required.
Access List None v
IP/Netmask 0.0.0.00.0.00

Cancel

« Enter the distance identifier in the Distance ID field.
« Enter the distance.
« Select the access list that you added in the previous step.

« Enterthe IP address and netmask, separated with a space or with a slash. For example, enter1.2.3.4/5
orl.2.3.4 248.0.0.0.

« Select Add.
5. Goto Router > Config > RIP > Networks and select Add Network.

Add RIP Network

Network ID l | l 1-2147483647)

This value is required.

IP/Netmask ‘ ‘

This value is required.
Cancel ‘

« Enteran IP address and netmask for your RIP network, separated with a slash, and select Add. For
example, enter 172.168.200.0/255.255.255.0. NOTE: Select an IP address for a network that includes all
SVIs that you want to use. You can configure multiple network ranges to cover all SVIs that will be using
RIP routing.
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6. Go to Router > Config > RIP > Interfaces and select Configure RIP for the appropriate interface.

Add RIP Interface

Interface internal
Send Version Global v
Receive Version Global v

Passive Interface

Authentication

Authentication ® MNone
Text
MD5

Cancel Add

« Ifyou want to change the RIP version used to send and receive routing updates, select from the Send
Version and Receive Version drop-down menus.

« If you do not want to send RIP updates from this interface, select Passive Interface.
« If you want to use authentication, select Text or MD5.
» Select Add.
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Using the GUI and the wildcard strategy:

1. Create a switched virtual interface (SVI). See Configuring a switched virtual interface on page 182.
2. Goto Router > Config > RIP > Settings.

RIP Settings

RIP Version 1 ® 2

Bidirectional Forwarding Detection
Default Route

Default Information Qriginate

Metric 1 (1-18)

Redistribute

Connected
Static

OSPF
Timers
Update (Seconds) 20 (5-2147483647)
Timeout (Seconds) 180 (5-2147483647)

Garbage (Seconds) 120 (5-2147483647)

« Select whether you want to use RIP version 1 or RIP version 2. RIP version 2 is the default.

« Ifyou want to use a default route, select Default Information Originate.

- If youwant to use BFD, select Bidirectional Forwarding Detection.

« Ifyou are going to advertise non-RIP routes within RIP, enter the metric (cost) for other routing protocols.
« If you want to redistribute non-RIP routes, select Connected, Static, or RIP and then enter the metric to

use.
« If you want to change the default timer values, enter the number of seconds in the Update, Timeout, and
Garbage fields.
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3. Goto Router > Config > Access Lists and select Add Access List.

Add Access List
ID 2]
This value is required.
Strategy Prefix
Comments

Cancel

« Enter an identifier with all digits (in the range of 1-99).

« Enter an optional description of the access list.

« Select Add.

« Select Config Rules in the row for the access list that you just created.

Config Access List Rules
ID 56
Strategy Wildcard
Comments Mew wildcard access list
Rules
ID(1-65535) Action Wildcard Manage

+Add Rule

« Select Add Rule.

« Enter an identifier (1-65535), select Deny or Permit to specify if the rule will block or allow the specified IP
addresses, and enter the Cisco-style wildcard filter.

« Select Add Rule if you want to add more rules.

« After you have added all of the rules that you want in the access list, select Update to save the rules you
added.
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4. Go to Router> Config > RIP > Distances and select Add RIP Distance.

Add RIP Distance

Distance ID ‘ (0-42949467295)

This value is required.

Distance ‘ (1-255)

This value

is

required.
Access List None v
IP/Netmask 0.0.0.00.0.00

Cancel

« Enter the distance identifier in the Distance ID field.
« Enter the distance.
« Select the access list that you added in the previous step.

« Enterthe IP address and netmask, separated with a space or with a slash. For example, enter1.2.3.4/5
orl.2.3.4 248.0.0.0.

« Select Add.
5. Goto Router > Config > RIP > Networks and select Add Network.

Add RIP Network

Network ID l | l 1-2147483647)

This value is required.

IP/Netmask ‘ ‘

This value is required.
Cancel ‘

« Enteran IP address and netmask for your RIP network, separated with a slash, and select Add. For
example, enter 172.168.200.0/255.255.255.0. NOTE: Select an IP address for a network that includes all
SVIs that you want to use. You can configure multiple network ranges to cover all SVIs that will be using
RIP routing.
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6. Go to Router > Config > RIP > Interfaces and select Configure RIP for the appropriate interface.

Add RIP Interface

Interface internal
Send Version Global v
Receive Version Global v

Passive Interface

Authentication

Authentication ® MNone
Text
MD5

Cancel Add

« Ifyou want to change the RIP version used to send and receive routing updates, select from the Send
Version and Receive Version drop-down menus.

« If you do not want to send RIP updates from this interface, select Passive Interface.

« If you want to use authentication, select Text or MD5.

» Select Add.

Using the CLI:

config router rip
config network
edit <network identifier>
set prefix <network prefix> <mask>
next
end
end

Checking the RIP configuration

The get router info ripcommand has options to display different aspects of the RIP configuration and
status. For example, there are options to display the RIP general information and the RIP database:

get router info rip status
get router info rip database
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Example configuration

The following example shows a very simple RIP network:

FortiSwitch 1
Management IP: 10.105.7.9/24

port? portd
VLAN 85 VLAN 35
180.1.1.1/24 17038 65.1/24
L 180.1.1.2/24
3932024 g .ii
Gateway
180.1.1.2/24

Switch 1: Configure the switch interface

config switch interface
edit "port9o"
set allowed-vlans 35
next
edit "port7"
set allowed-vlans 85
next
end

Switch 1: Configure the system interface
config system interface

edit "vlan35"
set ip 170.38.65.1/24

170.38.65.2/24

set allowaccess ping https http ssh snmp telnet

set vlanid 35
next
edit "vlan85"
set ip 180.1.1.1/24

set allowaccess ping https http ssh snmp telnet

set vlanid 85
next
end
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port25
VLAN 70
128.8.2.1/16

Jr128.8.2.21186
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RIP routing

Switch 1: Configure the RIP router; add authentication between FortiSwitch 1 and FortiSwitch 2

config router rip
config network
edit 1
set prefix 170.38.65.0/24
next
edit 2
set prefix 180.1.1.0/24
next
end
config interface
edit "vlan35"
set auth-mode text
set auth-string simplepwl
next
end
end

Switch 1: Add a static route and redistribute it

config router static
edit 1
set dst 39.3.2.0 255.255.255.0
set gateway 180.1.1.2
set status enable
next
end

config router rip
config redistribute "static"
set status enable
next
end

Switch 2: Configure the switch interface

config switch interface
edit "portlO"
set allowed-vlans 35
next
edit "port25"
set allowed-vlans 70
next
end

Switch 2: Configure the system interface

config system interface

edit "vlan35"
set ip 170.38.65.2/24
set allowaccess ping https http ssh snmp telnet
set vlanid 35

next

edit "vlan70"
set ip 128.8.2.1/16
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set allowaccess ping https http ssh snmp telnet
set vlanid 70
next
end

Switch 2: Configure the RIP router; add authentication between FortiSwitch 1 and FortiSwitch 2

config router rip
config network
edit 1
set prefix 170.38.65.0/24
next
edit 2
set prefix 128.8.0.0/16
next
end
config interface
edit "vlan35"
set auth-mode text
set auth-string simplepwl
next
end
end

Switch 2: Add a connected route and redistribute it

config switch interface
edit "porte6"
set allowed-vlans 25
next
end
config system interface
edit "vlan25"
set ip 100.20.40.1/24
set allowaccess ping https http ssh snmp telnet
set vlanid 25
next
end

config router rip
config redistribute "connected"
set status enable
next
end
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VRRP

NOTE: You must have an advanced features license to use VRRP.

The Virtual Router Redundancy Protocol (VRRP) uses virtual routers to control which physical routers are
assigned to an access network. A VRRP group consists of a master router and one or more backup routers that
share a virtual IP address. If the master router fails, the VRRP automatically assigns one of the backup routers
without affecting network traffic. When the failed router is functioning again, it becomes the master router again.
VRRP provides this redundancy without user intervention or additional configuration to any of the devices on the
network.

To create a VRRP group, you need to create a VRRP virtual MAC address, which is a shared MAC address
adopted by the VRRP master. The VRRP virtual MAC address feature is disabled by default. You must enable the
VRRP virtual MAC address feature on all members of a VRRP group.

The VRRP master router sends VRRP advertisement messages to the backup routers. When the VRRP master
router fails to send advertisement messages, the backup router with the highest priority takes over as the master
router.

For additional information about VRRP, see the VRRP section of the FortiOS Handbook.
This chapter covers the following topics:

« Configuring VRRP on page 215
« Checking the VRRP configuration on page 216

Configuring VRRP

Using the GUI:

1. Go to System > Network > Interface > Physical.
2. Select Edit for the appropriate interface.

3. Select Add VRRP to add a virtual router.
« Enter the unique virtual router identifier.

« Enter the VRRP group number.

« Enter the priority. If the highest priority value of 255 is entered, the virtual router becomes the master
router.

« Select Preempt if you want the router to preempt the master virtual router if the priority changes.
« Enter the source virtual IP address that will be shared across the VRRP group.

« Enter one or two IP addresses that the master router must track. The maximum number of IP addresses is
two. If these IP addresses cannot be reached by the master router, the priority of the master router
changes to 0.

« Select Add VRRP to add each additional virtual router.

4. Atfterfilling in the fields for the virtual routers, select Update.
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Checking the VRRP configuration

Using the CLI:

config system interface
edit <VLAN name>
set ip <IP address> <netmask>
set allowaccess <access_types>
set vrrp-virtual-mac enable
config vrrp
edit <VRRP router identifier>
set priority <priority number>
set vrgrp <VRRP group number>
set vrip <virtual IP address>
next
end
set snmp-index <index number>
set vlanid <VLAN identifier>
set interface "internal"
next
end

Example of configuring VRRP:

config system interface
edit "vlan-8"
set ip 10.10.10.1 255.255.255.0
set allowaccess ping https http ssh
set vrrp-virtual-mac enable
config vrrp
edit 5
set priority 255
set vrgrp 50
set vrip 11.1.1.100
next
edit 6
set priority 200
set vrgrp 50
set vrip 11.1.1.100
next
edit 7
set priority 150
set vrgrp 50
set vrip 11.1.1.100
next
end
set snmp-index 20
set vlanid 8
set interface "internal"
next
end

Checking the VRRP configuration

Usethe get router info vrrpcommand to display the VRRP status:

get router info vrrp
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BGP routing

NOTE: You must have an advanced features license to use BGP routing.

Border Gateway Protocol (BGP) is an inter Autonomous System (AS) routing protocol. It is the main protocol to
connect ISP networks across the world.

The current version of BGP is version 4 and defined in RFC- 4271. BGP uses TCP for transport protocol.

BGP is a path-vector protocol. It makes routing decision based on path and network policies rather than hop-count
metric (RIP) or cost-factor metrics (OSPF).

You must explicitly configure peers to exchange routing information. There is no discovery in BGP.
FortiSwitchOS supports BGP-4 as described in RFC 4271.
This chapter covers the following topics:

« Terminology on page 217
« Configuring BGP on page 217
« Sample configurations on page 219

Terminology

An autonomous system (AS) is a group of one or more routers run by a network operator or service provider which
has a single and clearly defined routing policy and is under single administration. Usually, the network operator
will run an internal gateway protocol (such as OSPF, IS- etc) within the AS, and use BGP between AS's.

Each AS has a number that acts as a unique international identifier. AS numbers can be purchased from IANA.

External BGP (EBGP) is a variation of BGP which involves packet crossing multiple ASs. Confederation uses
EBGP.

Internal BGP (IBGP) involves routing packets within a single AS. Router reflector uses iBGP. Routes learned
using IBGP have a higher priority than the routes learned using EBGP.

BGP speaker router is a router that advertises routes to its peers using configured policies.

The FortiSwitch unit connects to neighbors as a BGP peer. The FortiSwitch unit is a BGP speaker node and
advertise its routes. The FortiSwitch unit accepts routes with BGP and adds these routes to its local routing tables.

Configuring BGP

Configuring BGP on the FortiSwitch unit includes the following major steps:

1. Enter the BGP configuration mode.
2. Setthe autonomous system and router identifier.
3. Configure a BGP neighbor.
4. Redistribute non-BGP routes. Advertise these non-BGP routes within BGP.
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1. Enter the BGP configuration mode

Enter the BGP configuration mode to access all of the BGP configuration command:

# config router bgp

2. Set the autonomous system and router identifier

Set the autonomous system. For IBGP, the AS value needs to match the remote-as value in the neighbor router.
For EBGP, the AS value differs from the remote-as value in the neighbor router. You also need to specify a fixed
router identifier for the FortiSwitch unit. These two commands are mandatory.

# set as <AS number>
# set router-id <IP_address>

3. Configure the BGP neighbors

Configure the BGP neighbors.

NOTE: For IBGP, if the IP address of the BGP neighbor is a loopback address, you must use the set update-
source cmd command to specify which interface address will be used as the source IP address in the outgoing
BGP packet.

config neighbor
edit <IP address>
set remote-as <1-4294967295>
end

4. Redistribute non-BGP routers

Redistribute non-BGP routes within BGP:

config redistribute {connected | isis | ospf | rip | static}
set status enable
set route-map <string>

end

Other BGP commands

Clearing the BGP routes

Use the following commands to clear the BGP routes:

execute router clear bgp all

execute router clear bgp ip <IP address>
execute router clear bgp as <AS number>

execute router clear bgp dampening <IP address>

Checking the BGP configuration

The get router info bgp command has options to display different aspects of the BGP configuration and
status.

For example:
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get router info bgp neighbors
get router info bgp network

Changing the maximum number of paths for ECMP

If you are using equal-cost multi-path (ECMP) routing with the EBGP or IBGP, the maximum number of paths is 1
by default. Use the following commands to change the default:

config router bgp
set maximum-paths-ebgp <1-64>
set maximum-paths-ibgp <1-64>
end

Sample configurations

Here is an example of a BGP routing configuration:

FortiSwitch 1 FortiSwitch 2
Management IP: 10.105.7.9/24 Management IP: 10.105.4.9/24
T o
port2 port4 port4 port2
VLAN 20 YVLAN 40 VLAN 40 VLAN 20
192 166.2.100/24 172168 111.6/24 172168.111.5/24 10.50.0.11/24
2192 168.2 27124 J10.50.0.10/24

Configure system interfaces

Interface configuration for FortiSwitch 1:

config system interface

edit mgmt
set ip 10.105.7.9 255.255.255.0
set allowaccess ping https http ssh telnet
set type physical

next

edit internal
set type physical

next

edit vlan20-p2
set ip 192.168.2.100 255.255.255.0
set allowaccess ping https http ssh telnet
set vlanid 20
set interface internal
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next
edit vlan40-p4
set ip 172.168.111.6 255.255.255.0
set allowaccess ping https http ssh telnet
set vlanid 40
set interface internal
end
config switch interface
edit "port2"
set native-vlan 20
set stp-state disabled
next
edit "port4"
set native-vlan 40
set stp-state disabled
next
edit "internal"
set allowed-vlans 1,20, 40, 4094
set stp-state disabled
next
end

Internal BGP

In this example, the two neighboring switches are in the same autonomous system.

Configuration for FortiSwitch 1:

config router bgp
set as 6500
set router-id 1.2.3.4
config neighbor
edit "172.168.111.5"
set remote-as 6500
next
end
config network
edit 1
set prefix 192.168.2.0 255.255.255.0
next
end
config redistribute "connected"
end
end
end

Configuration for FortiSwitch 2:

config router bgp
set as 6500
set router-id 5.6.7.8
config neighbor
edit "172.168.111.6"
set remote-as 6500
next
end
config network
edit 1
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set prefix 10.50.2.0 255.255.255.0
next
end
config redistribute "connected"
end
end
end

External BGP

In this example, the two neighboring switches are in separate autonomous systems.

Configuration for FortiSwitch 1:

config router bgp
set as 6500
set router-id 1.2.3.4
config neighbor
edit "172.168.111.5"
set remote-as 7500
next
end
config network
edit 1
set prefix 192.168.2.0 255.255.255.0
next
end
config redistribute "connected"
end
end
end

Configuration for FortiSwitch 2:

config router bgp
set as 7500
set router-id 5.6.7.8
config neighbor
edit "172.168.111.6"
set remote-as 6500
next
end
config network
edit 1
set prefix 10.50.2.0 255.255.255.0
next
end
config redistribute "connected"
end
end
end

Using the following command, you can check the BGP status on the local switch:

# get router info bgp summary

To check the details about the BGP neighbors:
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# get router info bgp neighbors

To check the routes learned by BGP, use the following command:

# get router info routing-table details
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PIM routing

NOTE: You must have an advanced features license to use PIM routing.

A FortiSwitch unit can operate as a Protocol Independent Multicast (PIM) version-4 router. FortiSwitchOS
supports PIM source-specific multicast (SSM) and version 3 of Internet Group Management Protocol (IGMP).

You can configure a FortiSwitch unit to support PIM using the config router multicast CLIcommand.
When PIM is enabled, the FortiSwitch unit allocates memory to manage mapping information. The FortiSwitch unit
communicates with neighboring PIM routers to acquire mapping information and, if required, processes the
multicast traffic associated with specific multicast groups.

NOTE:

Access lists, prefix lists, and route maps are not supported.

Bidirectional forwarding detection (BFD) is not supported.

You cannot use PIM and the IGMP querier at the same time on the same switched virtual interface.
PIM and IGMP snooping work independently.

IPV6 is not supported.

IGMP version-3 explicit membership tracking is not supported.

SSM mapping is not supported.

The multicast routing information base (MRIB) is not supported.

The PIM management information base (MIB) is not supported.

This chapter covers the following topics:

Terminology on page 223
Configuring PIM on page 223
Checking the PIM configuration on page 224

Terminology

PIM domain: A PIM domain is a logical area comprising a number of contiguous networks. The domain contains
at least one Boot Strap Router (BSR) and a number of Rendezvous Points (RPs) and Designated Routers (DRs).

RP: An RP represents the root of a non-source-specific distribution tree to a multicast group.

Configuring PIM

To configure a PIM domain:

1. Determine the appropriate paths for multicast packets.
2. Make a note of the interfaces that will be PIM enabled. These interfaces can run a unicast routing protocol.
3. If you want multicast packets to be handled by specific (static) rendezvous points (RPs), record the IP addresses of
the PIM-enabled interfaces on those RPs.
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4. Enable PIM version 4 on all participating routers between the source and receivers. Use the config router
multicast command to set global operating parameters.

5. Configure the PIM routers that have good connections throughout the PIM domain to be candidate boot strap
routers (BSRs).

6. Configure one or more of the PIM routers to be candidate RPs.
7. Ifrequired, adjust the default settings of PIM-enabled interface(s).

To configure the source allowed for a multicast flow:

config router multicast-flow
edit <name>
set comments <string>
config flows
edit <muliticast-flow entry identifier>
set group-addr <224-239.XXX.XXX.XXX>
set source-addr <IP_ address>
end
end

To configure a FortiSwitch unit to support PIM:

config router multicast
set multicast-routing {disable | enable}
config interface
edit {interface name | internal | mgmt}
set pim-mode ssm-mode
set hello-interval <1-180>
set dr-priority <1-4294967295>
set multicast-flow <string>
config igmp
set query-interval <1-65535>
set query-max-response-time <1-25>
end
end

Checking the PIM configuration

Use the following commands to check your PIM configuration:

get router info multicast config

get router info multicast igmp {groups | sources | querier | interface | Jjoin |
parameters}
get router info multicast pim {neighbour | interface}
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|S-1S routing

NOTE: You must have an advanced features license to use I1S-IS routing.

Intermediate System to Intermediate System Protocol (I1S-IS) allows routing of ISO’s OSI protocol stack
Connectionless Network Service (CLNS). IS-IS is an Interior Gateway Protocol (IGP) that is not intended to be
used between Autonomous Systems (AS).

IS-IS is a link state protocol that is well-suited to smaller networks. It is in widespread use and has near universal
support on routing hardware. It is quick to configure and works well if there are no redundant paths. However, 1S-
IS updates are sent out node-by-node, so it can be slow to find a path around network outages. IS-IS also lacks
good authentication, can not choose routes based on different quality-of-service methods, and can create network
loops if you are not careful. IS-IS uses Dijikstra’s algorithm to find the best path, like OSPF.

While OSPF is more widely known, IS-IS is a viable alternative to OSPF in enterprise networks and ISP
infrastructures, largely due to its native support for IPv6 and its nondisruptive methods for splitting, merging,
migrating, and renumbering network areas.

This chapter covers the following topics:

« Terminology on page 225
« Configuring IS-IS on page 225
« Checking the IS-IS configuration on page 226

Terminology

TLV: IS-IS uses type-length-value (TLV) parameters to carry information in Link-State PDUs (LSPs). The TLV
field consists of one octet of type (T), one octet of length (L), and “L” octets of value (V).

Link-state PDU (LSP): The LSP contains information about each router in an area and its connected interfaces.
Complete sequence number PDU (CSNP): CSNPs contain a list of all LSPs in the current LSDB.

Authentication keychain: A keychain is a list of one or more authentication keys including the send and receive
lifetimes for each key. Keys are used for authenticating routing packets only during the specified lifetimes.

Configuring IS-IS

The following is an example of an IS-IS configuration:

config router isis
set default-information-metric 60
config isis-interface

edit "vlanlOO"
set circuit-type level-1
set priority-11 80
set wide-metric-11 200

next

edit "vlanlO2"
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set circuit-type level-2
next
end
config isis-net
edit 1 set net 1.0000.0000.0000.2.00
next
end
set metric-style wide
config redistribute "connected"
set status enable
end
config redistribute "rip"
end
config redistribute "ospf"
end
config redistribute "bgp"
end
config redistribute "static"
end
end

Configuring BFD for IS-IS

You can use bidirectional forwarding detection (BFD) for the I1S-IS routing protocol:

config router isis
config isis-interface
edit <IS-IS interface name>
set bfd {enable| disable}
next
end
end

For example, if you want to enable BFD on vlan100:

config router isis
config isis-interface
edit "vlanlOO"
set bfd enable
next
end
end

Checking the IS-IS configuration

Use the following commands to check your I1S-IS configuration:

get router info isis interface
get router info isis route

get router info isis summary
get router info isis topology
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Users and user groups

The FortiSwitch unit provides authentication mechanisms to control user access to the system (based on the user
group associated with the user). The members of user groups are user accounts. Local users and peer users are
defined on the FortiSwitch unit. User accounts can also be defined on remote authentication servers.

This section describes how to configure local users and peer users and how to configure user groups. For
information about configuring the authentication servers, see Remote authentication servers on page 35.

This chapter covers the following topics:

« Users on page 227
« User groups on page 228

Users

A user account consists of a user name, password, and potentially other information, configured in a local user
database or on an external authentication server.

Users can access resources that require authentication only if they are members of an allowed user group.

Using the GUI:

Go to System > User > Definition.

Select Add User.

Enter the user name.

Select Enable to make the user account active.

Enter the password for the user account. Passwords can be up to 64 characters in length.
Select Add.

o e ks N

Using the CLI:

config user local

edit <user name>
set ldap-server <server name>
set passwd <password string>
set radius-server <server name>
set tacacst-server <server name>
set status {enable | disable}
set type <auth-type>

end

Field Description

user_name Identifies the user
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Field Description

A password for the local user. Passwords can be up to 64

PERETeNEL S characters in length.

Idap-server <server_name> To authenticate this user using a password stored on a remote
authentication server, select the type of server and then select
radius-server <server_name> the server from the list. You can select only a server that has

already been added to the FortiSwitch configuration.
tacacs+-server <server_name>

status Enable or disable this user.

User groups

228

A user group contains a list of local and remote users.

Security policies allow access to specified user groups only. This restricted access enforces Role Based Access
Control (RBAC) to your organization’s network and its resources. Users must be in a group and that group must
be part of the security policy.

Using the GUI:

Go to System > User > Group.

Select Add Group.

Enter the group name.

Select which available users will be members of the new user group.
Enable to make the user account active.

o gk~

If you want to use an authentication server, select Add Server.
« Select the server name. If no server name is available, go to System > Authentication to add an
authentication server.

« Entera group name or select Any.
7. Select Add Group.

Using the CLI:

config user group
edit <groupname>
set authtimeout <timeout>
set group-type <grp type>
set http-digest-realm <attribute>
set member <names>
config match
edit <match id>
set group-name <gname str>
set server-name <srvname str>
end
end
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The following table describes the parameters:

Field Description

groupname Identifies the user group.

Sets the authentication timeout for the user group. The range is
authtimeout <timeout> 1 to 480 minutes. If this field is set to 0, the global authentication
timeout value is used.

group-type <grp_type> Enter the group type. <grp_type> determines the type of users
and is one of the following:
o« firewall—FortiSwitch users defined in user local,
user Idap, or user radius

o fsso-service—Directory Service users
http-digest-realm <attribute> Enter the realm attribute for MD5-digest authentication.
member <names> Enter the names of users, peers, LDAP servers, or RADIUS

servers to add to the user group. Separate the names with

spaces. To add or remove names from the group, you must re-

enter the whole list with the additions or deletions required.
config match fields

<match_id> Enter an ID for the entry.

Identifies the matching group on the remote authentication

group-name <gname_str>
server.

server-name <srvname_str> Specifies the remote authentication server.
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802.1x authentication

To control network access, the FortiSwitch unit supports IEEE 802.1x authentication. A supplicant connected to a
port on the switch must be authenticated by a RADIUS/Diameter server to gain access to the network. The
supplicant and the authentication server communicate using the switch using EAP. The FortiSwitch unit supports
EAP-PEAP, EAP-TTLS, EAP-TLS, and EAP-MD5.

To use the RADIUS server for authentication, you must configure the server before configuring the users or user
groups on the FortiSwitch unit.

The FortiSwitch unit implements MAC-based authentication. The switch saves the MAC address of each
supplicant’s device. The switch provides network access only to devices that have successfully been
authenticated.

The FortiSwitch unit supports up to 20 devices per port for 802.1x MAC-based authentication. System-wide, the
FortiSwitch unit now supports a total of 10 times the number of interfaces for 802.1x MAC-based authentication:

Model Total number of devices supported per switch

108 80

112 120
124/224/424/524/1024 240
148/248/448/548/1048 480
3032 320

You can enable the MAC Authentication Bypass (MAB) option for devices (such as network printers) that cannot
respond to the 802.1x authentication request. With MAB enabled on the port, the system will use the device
MAC address as the user name and password for authentication.

Optionally, you can configure a guest VLAN for unauthorized users. Alternatively, you can specify a VLAN for
users whose authentication was unsuccessful.

When you are testing your system configuration for 802.1x authentication, you can use the monitor mode to allow
network traffic to flow, even if there are configuration problems or authentication failures.

This chapter covers the following topics:

« Dynamic VLAN assignment on page 231

« MAC authentication bypass (MAB) on page 232

« Configuring global settings on page 234

« Configuring the 802.1x settings on an interface on page 236

« Viewing the 802.1x details on page 240

« Using the monitor mode on page 241

« Clearing port authorizations on page 242

« Authenticating users with a RADIUS server on page 243

« Authenticating an admin user with RADIUS on page 249

« RADIUS accounting and FortiGate RADIUS single sign-on on page 252
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« RADIUS change of authorization (CoA) on page 254
« Detailed deployment notes on page 257

Dynamic VLAN assignment

You can configure the RADIUS server to return a VLAN in the authentication reply message.
1. On the FortiSwitch unit, select port-based authentication or MAC-based authentication and a security group.

2. Onthe RADIUS server, configure the attributes.

Using the GUI:

1. Go to Switch > Interface > Physical.
2. Select a port and then select Edit.

Physical Port Interfaces

®Select All | O Deselect Al PRI GTo LT Search:

Name Traffic (Last Day) Native / Allowed VLANs Security Mode STP Edge Port Loop Guard sFlow
internal 4094 /1,4094 None - v - -
S N S O R
port3 1 802.1X MAC-Based s ' - -
1 and 1y - g - -

ek A

3. Select 802.1X for port-based authentication or select 802. 1X-MAC-based for MAC-based authentication.

Port Security

Security Mode MNone
802.1%

802.1A-MAC-based

4. Select one or more security groups.
5. Select OK.

Using the CLI:
To select port-based authentication and the security group on the FortiSwitch unit:

config switch interface
edit <interface name>
config port-security
set port-security-mode 802.1X
end
set security-groups <security-group-name>

end

The FortiSwitch unit will change the native VLAN of the port to that of the VLAN from the server.
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To select MAC-based authentication and the security group on the FortiSwitch unit:

config switch interface
edit <interface name>
config port-security
set port-security-mode 802.1X-mac-based
end
set security-groups <security-group-name>
end

Here, the switch assigns the returned VLAN only to this user's MAC address. The native VLAN of the port remains
unchanged.

Use the following configuration command to view the MAC-based VLAN assignments:

diagnose switch vlan assignment mac list [sorted-by-mac | sorted-by-vlan]

Configure the following attributes in the RADIUS server:

« Tunnel-Private-Group-ld—VLAN ID or name (10)
« Tunnel-Medium-Type—IEEE-802 (6)
o Tunnel-Type—VLAN (13)

NOTE: If the Tunnel-Private-Group-Id attribute is set to the VLAN name, the same string must be specified in the set
description commandunderthe config switch wvlancommand. For example:

config switch vlan
edit 100
set description "local vlan"
next
end

MAC authentication bypass (MAB)

Devices such as network printers, cameras, and sensors might not support 802.1x authentication. If you enable
the MAB option on the port, the system will use the device MAC address as the user name and password for
authentication.

MAB retries authentication three times before the device is assigned to a guest VLAN for unauthorized users. By
default, reauthentication is disabled. Use the following commands if you want to change the default behavior:

config switch global
config port-security
set mab-reauth enable
end

You must provision the RADIUS server to authenticate the devices that use MAB, either by adding the
MAC addresses as regular users or by implementing additional logic to resolve the MAC addresses in a network
inventory database.
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802.1x authentication

The following flowchart shows the FortiSwitch 802.1x port-based authentication with MAB enabled:

Is MAC
Is the client icati
|EEE 802.1x authentication
IEfaE :ﬁz;}x authentication bypass enabled? No
p ' process times out.
Yesl
The switch gets an EAPOL
message, and the EAPOL
Start the IEEE message exchange begins. Use MAC
802.1x port-based authentication
authentication. bypass.
—_—
Client MAC Client MAC
Client identity Client identity address identity address identity
is invalid is valid is valid. is invalid.
Assign the port . . Assign the port
; Assign the port Assign the port
to an auth-fail t0a VLAN. to a VLAN. 10 aguest  jef—
VLAN. VLAN.
Done Done
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Configuring global settings

The following flowchart shows the FortiSwitch 802.1x MAC-based authentication with MAB enabled:

Is the client
IEEE 802.1x

No

IEEE 802.1x

bypass enabled?

Is MAC
authentication

authentication No
-
capable? process times out.
Yes Yes
The switch gets an EAPOL
Start the IEEE message, and the EAPOL
802.1x message exchange begins. Use MAC
MAC—k;ased authentication
authentication. bypass.
Client MAC Client MAC
Client identity Client identity address identity address identity
is valid is invalid is valid. is invalid.

. Assign the client to an Depending on ;
Assign the auth-fail VLAN. (The the RADIUS hesign the
VLAN. default ) server guest VLAN.
max-reauth-attempt is 0.) configuration,
assign the
clientto a
VLAN.

Done

Configuring global settings

To select which 802.1x certificate and certificate authority that the FortiSwitch unit uses, see SSL configuration on

page 54.

Using the GUI:

1. Go to Switch > Interface > Port Security.
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Port Security Settings
Link Down Behavior ® Require Reauthentication
Do Not Require Reauthentication
802.1x/MAB
¥ Reauthorization Period Minutes &0 (1-1440)
¢/ Reauthorization Attempts Maximum 2 (1-15)

2. Select Reauthorization Period and then enter the number of minutes before the system requires the device to
reauthenticate.

3. Select Reauthorization Attempts and then enter the maximum number of times that the system will try to
reauthorize the session.

4. Select Require Reauthentication to revert all devices to the unauthenticated state if the link goes down or select Do
Not Require Reauthentication if reauthentication is unnecessary if the link goes down.

5. Select Update.

Using the CLI:

config switch global

config port-security
set link-down-auth {no-action | set-unauth}
set mab-reauth {enable | disable}
set max-reauth-attempt <0-15>
set quarantine-vlan {enable | disable}
set reauth-period <0-1440>

end

NOTE: Changes to global settings only take effect when new 802.1x/MAB sessions are created.

Variable Description

link-down-auth If a link goes down, this setting determines whether the impacted devices
must reauthenticate. Set the value to no-action if reauthenication is
unnecessary. Set the value to set-unauth to revert all devices to the
unauthenticated state. Each device must reauthenticate. The default is
set-unauth.

Enable or disable whether MAB retries authentication before assigning a

mab-reauth device to a guest VLAN for unauthorized users. By default, this option is
disabled.
max-reauth-attempt If 802.1x authentication fails, this setting caps the number of reattempts

that the system will initiate. The range is from 0 to 15 where "0" translates
to forever (fail causes a log message). The default value is 3.
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Variable Description

Enable or disable quarantine VLAN detection. Enable this setting to use
quarantine-vlan quarantines with 802.1x MAC-based authentication in FortiLink mode. By
default, this option is enab led.

reauth-period This setting defines how often the device needs to reauthenticate (that is,
if a session remains active beyond this number of minutes, the system

requires the device to reauthenticate). The default value is 60 minutes. Set
the value to 0 to disable reauthentication.

Configuring the 802.1x settings on an interface

Using the GUI:

1. Go to Switch > Interface > Physical.
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2. Select a port and then select Edit.

Edit Physical Port Interface

Mame port1
Private VLAN ® Dissble
Fromscuous @
SubVLAN @
Mative WVLAM 1 [1-40%5)
Allcwed VLANS [1-4095)
Enzble 5TF B
Enzble Edg= Part B
EnzblesFow
Enzble Loop Guard
DHCP Snooping
DHCP Snooping ® Untrusted
(0 Trusted
Oiption 82 Trust: [m}
1GMP Snooping
HMP Snooping
Flood Reports
Flood Traffic O
QoS Policy
Qo5 Policy dafauk
Trust 802 1p ek
Trst IP-DSCP Mo
Port Security
Sequrity Mode @ MNone
0 8021

2802 T MAC-Basad
= -

3. Select 802.1X for port-based authentication or select 802. 1X-MAC-based for MAC-based authentication.
The Port Security section displays additional options.
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10.

11.

12.
13.

Port Security
Security Mode O None
® 802.1%
O 802.1X MAC-Based
MAC Auth Bypass O
EAP Pass-Through Mode O
Frame VLAN Apply
Open Authentication O
Guest VLAN O
Guest VLANID 100 (1-4095)
Guest Auth Delay 5 (1-900)
Auth Fail VLAN O
Auth Fail VLAN ID 200 (1-4095)
RADIUS Session Timeout O
Security Groups 3 NewRADIUSgroup
(Select At Least One) 00 RADIUS_Admins

[ Radius_group

This value is required.

Cancel

Select one or more security groups.
Select MAC Auth Bypass.

Select EAP Pass-Through Mode.
NOTE: EAP Pass-Through Mode is enabled by default, which is the recommended setting. If the RADIUS
authentication server does not support EAP-TLS, the EAP Pass-Through Mode needs to be disabled.

Select Frame VLAN Apply.
Select Open Authentication.

Select Guest VLAN if you want to assign a VLAN to unauthorized users. If you select Guest VLAN, enter the guest
VLAN identifier in the Guest VLAN ID field.

In the Guest Auth Delay field, enter the number of seconds for an unauthorized user to have access as a guest
before authorization fails.

Select Auth Fail VLAN if you want to assign a VLAN to users who attempted to authenticate but failed to provide
valid credentials. If you select Auth Fail VLAN, enter the VLAN identifier in the Auth Fail VLAN ID field.

If you want to use the RADIUS-provided reauthentication time, select RADUS Session Timeout.
Select OK.

Using the CLI:

config switch interface
edit <port>
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config port-security

set port-security-mode {none |
set framevid-apply {disable |

end

802.1X |
enable}
disable}

802.1X-mac-based}

auth-fail-vlan {enable |
auth-fail-vlanid <vlanid>
disable}
guest-auth-delay <integer>
disable}

set
set
set eap-passthru {enable |
set
set guest-vlan {enable |
set
set

set

guest-vlanid <vlanid>
mac-auth-bypass {enable | disable}
open-auth {enable | disable}
radius-timeout-overwrite {enable |

set disable}

set security-groups <security-group-name>

end

Variable

port-security-
mode

framevid-apply
{disable |
enable}

auth-fail-vlan
and guest-vlan

eap-passthru
{enable |
disable}

guest-auth-
delay

mac-auth-

bypass {enable |

disable}

Description

Set the security mode for the port. None (no security) is the default. Set the
security mode to 802 . 1X for port-based authentication or 802 . 1X-mac-
based for MAC-based authentication. If you change the security mode
from none, you must set the security group with the set security-
groups command.

Enable or disable the capability to apply the EAP/MAB frame VLAN to the
port native VLAN.

NOTE: For phone and PC configuration only, disable framevid-apply
to preserve the native VLAN when the data traffic is expected to be
untagged.

The system assigns the guest-vlan to unauthorized users. After the system
assigns the auth-fail-vlan to users who attempted to authenticate but failed
to provide valid credentials.

If you enable either guest-vlanorauth-fail-vlan, you must
configure the corresponding VLAN ID (otherwise, the configuration save
attempt will fail when you enter next or end).

Enable or disable the EAP pass-through mode.

NOTE: EAP pass-through mode is enabled by default, which is the
recommended setting. If the RADIUS authentication server does not
support EAP-TLS, use set eap-passthru disable instead.

Time in seconds when an authorization fails after the guest is applied.

Enable the feature. The default is disable.

802.1x authentication

Default

none

enable

disable

enable

disable
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Variable Description Default
open-auth Enable or disable open authentication (monitor mode) on this interface. disable
{enable |
disable}

This setting specifies whether to use the RADIUS-provided re-
authentication timeout. If the setting is enabled, the port uses the local
timeout (see Configuring global settings on page 234).

If the setting is disabled, the system uses the value of the RADIUS Access-
Accept message Session-Timeout attribute to determine the duration of
the session. It uses the Termination-Action value to determine the device

A action when the session’s timer expires.
radius-timeout-

. disable
overwrite

If the Termination-Action attribute is present and its value is RADIUS-
Request, the device port re-authenticates the host. If the Termination-
Action attribute is not present, or its value is Default, the device port
terminates the session.

If the device port is configured to use the RADIUS-supplied timeout, but
the Access-Accept message does not include a Session-Timeout attribute,
the device port never re-authenticates the supplicant.

security-groups  Enter the security group name if you are using port-based authentication No default
<security-group- or MAC-based authentication.
name>

Viewing the 802.1x details

Using the GUI:

Go to Switch >Monitor > 802.1x Status.

Using the CLI:

Use the following command to show diagnostics on one or all ports:

diagnose switch 802-1x status [<port>]

port3 : Mode: port-based (MAC by-pass disable)
Link: Link up
Port State: authorized
Dynamic Authorized Vlan: 10
Native vlan: 10
Allowed vlan list: 1-10
Untagged vlan list:
Guest vlan:
AuthFail vlan:
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Sessions info:
STA=00:24:9b:1b:20:65 Type=802.1X EAP PEAP state=AUTHENTICATED

port7 : Mode: mac-based (mac-by-pass disable)
Link: Link up
Port State: authorized ( )
EAP pass-through mode : Enable
Native Vlan : 1
Allowed Vlan list: 1
Untagged Vlan list: 1
Guest VLAN

Client MAC Type Vlan Dynamic-Vlan
0a:0a:0b:0b:0a:0a 802.1x 1 0

0a:0a:0b:0b:0a:09 802.1x
0a:0a:0b:0b:0a:08 802.1x
0a:0a:0b:0b:0a:07 802.1x
0a:0a:0b:0b:0a:06 802.1x
0a:0a:0b:0b:0a:05 802.1x
0a:0a:0b:0b:0a:04 802.1x
0a:0a:0b:0b:0a:03 802.1x
0a:0a:0b:0b:0a:02 802.1x
0a:0a:0b:0b:0a:01 802.1x

e e
[le Nl elelelleielle)

Sessions info:

0a:0a:0b:0b:0a:0a Type=802.1x,MD5, state=AUTHENTICATED, etime=2, eap_cnt=3 param-
s:reAuth=3600

0a:0a:0b:0b:0a:09 Type=802.1x,MD5, state=AUTHENTICATED, etime=2,eap_cnt=3
params:reAuth=3600

0a:0a:0b:0b:0a:08 Type=802.1x,MD5, state=AUTHENTICATED, etime=2, eap_cnt=3 param-
s:reAuth=3600

0a:0a:0b:0b:0a:07 Type=802.1x,MD5, state=AUTHENTICATED, etime=2,eap_cnt=3
params:reAuth=2896

0a:0a:0b:0b:0a:06 Type=802.1x,MD5,state=AUTHENTICATED, etime=2, eap_cnt=3 param-
s:reAuth=3600

0a:0a:0b:0b:0a:05 Type=802.1x,MD5, state=AUTHENTICATED, etime=2,eap_cnt=3
params:reAuth=3600

0a:0a:0b:0b:0a:04 Type=802.1x,MD5,state=AUTHENTICATED, etime=2, eap_cnt=3 param-
s:reAuth=3600

0a:0a:0b:0b:0a:03 Type=802.1x,MD5, state=AUTHENTICATED, etime=2,eap_cnt=3
params:reAuth=3600

0a:0a:0b:0b:0a:02 Type=802.1x,MD5, state=AUTHENTICATED, etime=2, eap_cnt=3 param-
s:reAuth=3600

0a:0a:0b:0b:0a:01 Type=802.1x,MD5, state=AUTHENTICATED, etime=2,eap_cnt=3
params:reAuth=3600h=120

Using the monitor mode

Use the monitor mode to test your system configuration for 802.1x authentication. You can use monitor mode to
test port-based authentication, MAC-based authentication, EAP pass-through mode, and MAC authentication
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bypass. After you enable monitor mode, the network traffic will continue to flow, even if the users fail
authentication.

To enable monitor mode:

config switch interface
edit <port name>
config port-security
set port-security-mode {802.1X | 802.1X-mac-based}
set open-auth enable
end
next
end

After open-auth mode is enabled, the port changes to an authorized monitor mode.

To confirm that the port is in monitor mode, use the diagnose switch command. For example:

S448DP3X15000009 # diag sw 8 status

port9 : Mode: port-based (mac-by-pass enable)
Link: Link up
Port State: authorized:open_auth ( )
Dynamic Authorized Vlan : O
EAP pass-through mode : Enable
Native Vlan : 10
Allowed Vlan list: 10,20,30
Untagged Vlan list:
Guest VLAN
Auth-Fail Vlan : 200

Sessions info:

00:09:0f:09:09:09 Type=802.1x,,state=AUTHENTICATING, etime=0,eap cnt=0
params:reAuth=3600"

Clearing port authorizations

Using the GUI:

1. Go to Switch > Interface > Physical.
2. Select one or more ports that you want to clear the authorization from.
3. Select Clear Auth.

Using the CLI:

execute 802-1x clear interface <port>
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Authenticating users with a RADIUS server

Using the GUI:

1. Define the RADIUS server:
a. Goto System > Authentication > RADIUS.

b. Select Add Server.

Add RADIUS Server

Name

Primary Server Address

Primary Server Secret ®
Secondary Server Name/IP

Secondary Server Secret ®

Authentication Scheme ® Use Default Authentication Scheme

Specify Authentication Protocol

NAS IP/Called Station ID

Include in every User Group

Cancel

c. Inthe Name field, enter a name for the RADIUS server.
d. Inthe Primary Server Address field, enter the IP address for the RADIUS server.
e. Inthe Primary Server Secret field, enter a password to use as a RADIUS key.
f. Select Add.

2. Create a user group:
a. Goto System > User > Group.
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b. Select Add Group.

Add Group

Name

Members

Available Users

Authentication Servers

Name Group Name

Select Add Server.

o o o

f. Select Add Group.
3. Configure the port security:

a. Go to Switch > Interface > Physical.

b. Selecta port and then select Edit.

Physical Port Interfaces

select All | ODeselect All SN eTaCL T

Name Traffic (Last Day)  Native / Allowed VLANs
internal 4094/ 1,4094

port3 1

ek 1
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Members

:

=+ Add Server

Manage

No servers specified

In the Name field, enter a name for the user group.

Select the name of the RADIUS server that you configured in step 1.

Search:

Security Mode STP Edge Port Loop Guard sFlow

None = v = =

More | [- -
802.1X MAC-Based v v = =

ang 1Y ud s - -

244



Authenticating users with a RADIUS server
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c. Select 802.1X for port-based authentication or select 802. 1X-MAC-based for MAC-based authentication.

Port Security

Security Mode MNone
802.1X

802.1%-MAC-based

d. Select the user group that you configured in step 2.

RADIUS Session

Timeout
Security Groups NewRADIUSgroup
(Select At Least This value is required.
One)

e. Select OK.

Using the CLI:

1. Define the RADIUS server:
config user radius
edit <name>
set server <address>
end
end

2. Create a user group:
config user group
edit <name>
set member <list>
config match
edit 1
set group-name <name>
set server—-name <name>
end
end
end
end

3. Configure the switch interface for port-based 802.1x:
config switch interface
edit <interface>
config port-security
set port-security-mode 802.1X

Cancel

end
set security-groups <security-group-name>
end
end
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4. Configure the switch interface for MAC-based 802.1x:

config switch interface

end

edit <interface>

config port-security

set port-security-mode 802.1X-mac-based
end
set security-groups <security-group-name>

end

Example: RADIUS user group

Using the GUI:

1. Define the RADIUS server:

a. Goto System > Authentication > RADIUS.

b. Select Add Server.

c. Inthe Namefield, enter FortiAuthenticator.

d. Inthe Primary Server Address field, enter 10.160.36.190.

e. Inthe Primary Server Secret field, enter
6rF704/Z£3p2TutNyeSjPbQc73QrS21wNDmNXd/rg9k6nTR6yMhBRsJGpArhleb6UOCh7b8InM3nr
CeuVETr/a02LpILmI1tBg5sUMCNgbR6zp2fS3r35Eyd3IIrzmvedVusi52clIMrCqVhzzy2EfxkBr
x5FhcRQWxStvnVt4+dzLYbHZ.

Add RADIUS Server
Name FortiAuthenticator
Primary Server Address 10.160.36.190
Primary Server Secret L T T Y (A4
Secondary Server Name/IP
Secondary Server Secret ©
Authentication Scheme ® Use Default
Authentication Scheme
Specify Authentication
Protocol
MAS IP/Called Station ID
Include in every User Group
Cancel Add

f. Select Add.
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2. Create a user group:
a. Goto System > User > Group.

Select Add Group.
In the Name field, enter Radius_group.
Select Add Server.

© o o

Add Group

Name Radius_group

Members

Available Users

Authentication Servers

Name Group Name

® Any O Specify

| FortiAuthenticator ~

f. Select Add Group.

3. Configure the port security:
a. Go to Switch > Interface > Physical.

b. Select the port1 row and then select Edit.

Physical Port Interfaces

®select All | O Deselect Al [P SN GToE T

Name Traffic (Last Day) Native / Allowed VLANs
internal 4094 /1, 4094
port3 1

kA 1

In the Allowed VLANSs field, enter 1.
Select 802.1X.
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Select FortiAuthenticator as the authentication server.

Members
-
v
+ Add Server
Manage
Cancel Add Group
Search:
Security Mode STP Edge Port Loop Guard sFlow
- v - -
802.1X MAC-Based v v = =
an2 1y - v 4 - -
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e. Select Radius_group.

Edit Physical Port Interface
Marme gortl

Private VLAN

Pative VLAN

I Rlloved VLAN: 1 I 1-4055)

Enable 5TP
Enable Edge Port
Enable sFlow
Enable Loop Guard

DHCP Snooping

DHCPSncoping ® Untrustad
Trustad

Ootion 22 Trust
IGMP Snooping
KGMP Srioaping
Flood Reports
Flood Traffic
QoS Policy
Qs Palicy dafautt A
Trst 202.1p Heng v

Trust IP-D5CF Hang v

Port Security

Security Mode Mers
® B0ZIX
B2 1K MAC-Based

MAC Auth Bypass
EAP Pazs-Through Mode
Frame VLAN Appiy

Open Authertication

GuestVLAN

Gumst VLANID 108 1-4085)
Guest Auth Delzy s 800

BathFail VLAN

BathFail VLAN 1D 200 1-4095)

RADIUS Sezsion Timeocut

Security Grouss. MawRADIUSgroup
(Select At Least One) RADIUS_Admins
® Radius group
Cancal B
f. Select OK.

Using the CLI:

1. Define the RADIUS server:

config user radius
edit "FortiAuthenticator"
set secret ENC
6rF704/Z£3p2TutNyeSjPbQc73Q0rS21wNDmNXd/rg9k6nTR6yMhBRsJGpArhle6UOCh7b8In
M3nrCeuVETr/a02LpILmI1ltBg5sUMCNgbR6zp2fS3r35Eyd3IIrzmve4Vusi52cIMrCqgVhzz
y2EfxkBrx5FhcRQWxStvnVt4+dzLYbHZ
set server “10.160.36.190”
next
end
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2. Create a user group:
config user group
edit "Radius group"
set member "FortiAuthenticator"
end
end

3. Configure the port security:
config switch interface
edit "portl"
set allowed-vlans 1
config port-security
set port-security-mode 802.1X

end
set security-groups "Radius_ group"
end
end

Example: dynamic VLAN

802.1x authentication

To assign VLAN dynamically for a port on which a user is authenticated, configure the RADIUS server attributes to
return the VLAN ID when the user is authenticated. Assuming that the port security mode is set to 802.1X, the
FortiSwitch unit will change the native VLAN of the port to the value returned by the server.

Ensure that the following attributes are configured on the RADIUS server:

« Tunnel-Private-Group-Id <integer or string> (the VLAN ID or VLAN name)

« Tunnel-Medium-Type IEEE-802 (6)
« Tunnel-Type VLAN (13)

NOTE: If the Tunnel-Private-Group-Id is set to the VLAN name, the same string must be specified in the set

description command underthe config switch vlancommand.

Authenticating an admin user with RADIUS

If you want to use a RADIUS server to authenticate administrators, you must configure the authentication before

you create the administrator accounts. Do the following:

1. Configure the FortiSwitch unit to access the RADIUS server.

2. Configure an administrator to authenticate with a RADIUS server and match the user secret to the RADIUS server

entry.
3. Create the RADIUS user group.

Using the GUI:

1. Create a RADIUS system admin group:
a. Goto System > Admin > Administrators.

Select Add Administrator.
In the Name field, enter RADIUS Admins.
Select Remote.

© 2 o0 o

For the user group, select Radius_group.
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f. Select Wildcard.
g. Forthe admin profile, select super_admin.

Add Administrator
Name RADIUS_Admins
Type O Regular ® Remote
User Group Radius_group ~
Wildcard
Override Profile O

Backup Password

Confirm Password

Admin Profile super_admin ~
Scope Global

Il Restrict this Admin Login from Trusted Hosts

Only
Cancel

h. Select Add.

2. Create auser:
a. Goto System > User > Definition.

Select Add User.
In the User Name field, enter RADIUS1.
Select Password from the Type field.

© 2 0 T

In the Password field and Confirm Password field, enter
6rF704/Z£3p2TutNyeSjPbQc73QrS21wNDmNXd/rg9k6nTR6yMhBRsJGpArhle6UOCh7b8InM3nr
CeuVETr/a02LpILmI1ltBg5sUMCNgbR6zp2fS3r35Eyd3IIrzmvedVusi52clMrCqVhzzy2EfxkBr
x5FhcRQWxStvnVt4+dzLYbHZ.
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Add User
Username RADIUS1
Enable
Type Password
Password 0
Confirm Password "
f. Select Add.

3. Create a user group:
a. Goto System > User > Group.

b. Select Add Group.
c. Inthe Name field, enter RADIUS_Admins.

Cancel

d. Select RADIUST in the Available Users box and select the right arrow to move it to the Members box.

Add Group

Name RADIUS_Admins
Members

Available Users Members

n RADIUS1

Authentication Servers

=+ Add Server

Name Group Name Manage

No servers specified

e. Select Add Group.
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Using the CLI:

1. Create a RADIUS system admin group:

config system admin
edit "RADIUS Admins"
set remote-auth enable
set accprofile "super admin"
set wildcard enable
set remote-group "RADIUS Admins"
next
end

2. Create auser:

config user radius
edit "RADIUS1"
set secret ENC
6rF704/2£3p2TutNyeSjPbQc73QrS21wNDmNXd/rg9k6nTR6yMhBRsJGpArhle6UOCh7b8InM3n
rCeuVETr/a02LpILmIltBg5sUMCNgbR6zp2fS3r35Eyd3IIrzmvedVusi52cIMrCqVhzzy2Efxk
Brx5FhcRQWxStvnVt4+dzLYbHZ
next
end

3. Create a user group:

config user group
edit "RADIUS Admins"
set member "RADIUSL1"
next
end

RADIUS accounting and FortiGate RADIUS single sign-on

NOTE: To obtain a valid Framed-IP-Address attribute value, you need to manually configure DHCP snooping in the
802.1x-authenticated ports of your VLAN network for both port and MAC modes.

You can use your FortiSwitch unit for RADIUS single sign-on (RSSO) in two modes:
« Standalone mode
« FortiLink mode (FortiSwitch unit managed by FortiGate unit)

The FortiSwitch unit uses 802.1x-authenticated ports to send five types of RADIUS accounting messages to the
RADIUS accounting server to support FortiGate RADIUS single sign-on:

« START—The FortiSwitch unit has been successfully authenticated, and the session has started.

« STOP—The FortiSwitch session has ended.

« INTERIM—Periodic messages sent based on the value set using the set acct-interim-interval command.
o ON—The FortiSwitch unit will send this message when the switch is turned on.

« OFF—The FortiSwitch unit will send this message when the switch is shut down.

NOTE: Starting in FortiSwitchOS 6.2.1, RADIUS accounting and CoA now support EAP and MAB 802.1x authentication.
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Configuring the RADIUS accounting server and FortiGate RADIUS single sign-on

Use the following commands to set up RADIUS accounting and enable a FortiSwitch unit to receive CoA and
disconnect messages from the RADIUS server:

config user radius
edit <RADIUS server name>
set acct-interim-interval <seconds>
set secret <secret key>
set server <server name IPv4>
config acct-server
edit <entry ID>
set status {enable | disable}
set server <server IP address>
set secret <secret key>
set port <port number>
next
end
next
end

Variable Description

<RADIUS_server_name> Enter the name of the RADIUS server that will be sending CoA and
disconnect messages to the FortiSwitch unit. By default, the messages
use port 3799.

Enter the number of seconds between each interim accounting message
acct-interim-interval <seconds> sent to the RADIUS server. The value range is 60-86400. The defaultis
600.

secret <secret_key> Enter the shared secret key for authentication with the RADIUS server.

Enter the domain name or IPv4 address for the RADIUS server. There is
server <server_name_|Pv4>

no default.
<entry_ID> Enter the entry identifier. The value range is 0-20.
status {enable | disable} Enable or disable RADIUS accounting. The default is disable.
server <server_|P_address> Enter the IPv4 address of the RADIUS server that will be receiving the

accounting messages. There is no default value.
secret <secret_key> Enter the shared secret key for the RADIUS accounting server.

port <port_number> Enter the port number for the RADIUS accounting server to receive
accounting messages from the FortiSwitch unit. The defaultis 1813.

Enter the IPv4 address of the server that will be sending accounting

S DS 2 [ CTleli oo messages. The defaultis 0.0.0.0.

253 FortiSwitchOS Administration Guide
Fortinet, Inc.



802.1x authentication RADIUS change of authorization (CoA)

Example: RADIUS accounting and single sign-on

Use the following commands to set up RADIUS accounting:

config user radius
edit "local-RADIUS"
set server 10.0.23.5
set secret ENC
LE8xetYYGiEObkQpBDdH6acilwkYROCos7XK2g5cNPhu8sUDWY/ fvkgE+fVURGZGEzTsndt41gb+K+
zVIm+nXCnoUXgivzQdt 1UNIMxgKXADNCpXuiY966adsYigmW/AZ1IMbkweUxvuHK8eqdkkTOnl64c8
DID/LMAcCCTx6JMapRCBS
set auth-type ms chap v2
set acct-interim-interval 1200
config acct-server
edit 1
set status enable
set server 10.0.23.5
set secret ENC
LE8xetYYGiEObkQpBDdH6acilwkYROCos7XK2g5cNPhu8sUDWY/ fvkgE+fVURgGZGEzTsndt4
1gb+K+2zVIm+nXCnoUXqivzQdt1UNIMxgKXADnCpXuiY966adsYigmW/AZ1IM5kweUxvuHK8e
qJkkTOnl164c8DID/LMACCTx6JMapRCBS
set port 1813
set source-ip 10.105.142.19
next
end
next
end

RADIUS change of authorization (CoA)

NOTE: For increased security, each subnet interface that will be receiving CoA requests must be configured with the
set allowaccess radius-acct command.

NOTE: Starting in FortiSwitchOS 6.2.1, RADIUS accounting and CoA support EAP and MAB 802.1x authentication.

The FortiSwitch unit supports two types of RADIUS messages:

« CoA messages to change session authorization attributes (such as data filters and the session-timeout setting )
during an active session. To change the session timeout for an authenticated session, the CoA-Request message
needs to use the IEEE session-timeout attribute.

« Disconnect messages (DMs) to flush an existing session. For MAC-based authentication, all other sessions are
unchanged, and the port stays up. For port-based authentication, only one session is deleted.

RADIUS CoA messages use the following Fortinet proprietary attribute:

Fortinet-Host-Port-AVPair 42 string
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The format of the value is as follows:
Attribute Value Description
Fortinet-Host-Port-AVPair action=bounce-port The FortiSwitch unit disconnects all sessions on a
port. The port goes down for 10 seconds and then up

again.

The FortiSwitch unit disconnects all session on a

FIUTRERTERHAEARE CREelkEld e port. The port goes down until the user resets it.

Fortinet-Host-Port-AVPair action=reauth-port The FortiSwitch unit forces the reauthentication of
the current session.

In addition, RADIUS CoA uses the session-timeout attribute:

Attribute Value Description
session-timeout <session_timeout_ The FortiSwitch unit disconnects a session after the
value> specified number of seconds of idleness. This value

must be more than 60 seconds. NOTE: To use the
session-timeout attribute, you must enable the set
radius-timeoutoverwrite command first.

The FortiSwitch unit sends the following Error-Cause codes in RADIUS CoA-NAK and Disconnect-NAK

messages:
Error Cause Error Code Description
Unsupported Attribute 401 This error is a fatal error, which is sent if a request contains an

attribute that is not supported.

This error is a fatal error, which is sent if one or more NAS-
NAS Identification Mismatch 403 Identifier Attributes do not match the identity of the NAS
receiving the request.

Invalid Attribute Value 407 This error is a fatal error, which is sent if a CoA-Request or
Disconnect-Request message contains an attribute with an
unsupported value.

This error is a fatal error if the session context identified in the
Session Context Not Found 503 CoA-Request or Disconnect-Request message does not exist
on the NAS.

Configuring CoA and disconnect messages

Use the following commands to enable a FortiSwitch unit to receive CoA and disconnect messages from a
RADIUS server:

config system interface
edit "mgmt"
set ip <address> <netmask>
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set allowaccess <access_types>
set type physical

next

config user radius

edit <RADIUS server name>
set radius-coa {enable | disable}
set radius-port <port number>
set secret <secret key>
set server <server name IPv4>

end

Variable Description

config system interface
ip <address> <netmask> Enter the interface IP address and netmask.

allowaccess <access_types> Enter the types of management access permitted on this interface. Valid
types are as follows: http https ping snmp ssh telnet
radius-acct. Separate each type with a space. You mustinclude
radius-acct toreceive CoA and disconnect messages.

Enter the name of the RADIUS server that will be sending CoA and
<RADIUS_server_name> disconnect messages to the FortiSwitch unit. By default, the messages
use port 3799.

config user radius

Enable or disable whether the FortiSwitch unit will accept CoA and

LGN N EIE LGS, disconnect messages. The default is disable.

radius-port <port_number> Enter the RADIUS port number. By default, the value is 1812.

secret <secret_key> Enter the shared secret key for authentication with the RADIUS server.

server <server_name_|Pv4> Enter the domain name or IPv4 address for the RADIUS server. There is
no default.

Example: RADIUS CoA

The following example enables the FortiSwitch unit to receive CoA and disconnect messages from the specified
RADIUS server:

config system interface
edit "mgmt"
set ip 10.105.4.14 255.255.255.0
set allowaccess ping https http ssh snmp telnet radius-acct
set type physical
next
config user radius
edit "Radius-188-200"
set radius-coa enable
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set secret ENC
+2NyBcp8JF3/01ijWl/w5n0OC++aDKQPWn1C8Ug2HKwn4RcmhgVYE+g07yI9eSDhtiIw63kR/OMBLGWE
Q0ezZfOQWengIlGTb+YQo/1YJnlV3Nwp9sdkcblfyayfc9gTeqe+mF1tK15IWNI7TWRY1JC8sxaF9Iyr
2/14hpCiVUMiPOU6ESr]
set server "10.105.188.200"
next
end

Viewing the CoA configuration

Use the following command to check the CoA settings:

S524DF4K15000024 # diagnose user radius coa

90075.874 DAS: :radius das diag handler:
RADIUS DAS Server List:

radius2:

Type: RADIUS 8021X, IP: 10.105.252.79,

Last CoA/DM Client IP Addr : 10.105.252.79
Disc Regs )

Disc ACKs
Disc NAKs
CoA Regs
CoA ACKs
CoA NAKs

O O O =

radius3:

Type: RADIUS 8021X, IP: 10.105.252.7¢,
Last CoA/DM Client IP Addr

Disc Regs : 0

Disc ACKs
Disc NAKs
CoA Regs
CoA ACKs
CoA NAKs

O O O O O
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CoA and single sign-on are supported only by the CLI in this release.
RADIUS CoA is supported in standalone mode and in non-NAT FortiLink mode.

The FortiSwitch unit supports using FortiAuthenticator, FortiConnect, Microsoft Network Policy Server (NPS), Aruba
ClearPass, and Cisco Identity Services Engine (ISE) as the RADIUS server for CoA and RSSO.

Each RADIUS CoA server can support only one accounting manager in this release.
RADIUS accounting/CoA/VLAN-by-name features are supported only with eap-passthru enable.
Fortinet recommends a unique secret key for each accounting server.

For CoA to correctly function with FortiAuthenticator or FortiConnect, you must include the User-Name attribute (you
can optionally include the Framed-IP-Address attribute) or the User-Name and Calling-Station-ID attributes in the
CoArequest.

To obtain a valid Framed-IP-Address attribute value, you need to manually configure DHCP snooping in the 802.1x-
authenticated ports of your VLAN network for both port and MAC modes.
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« Port-based basic statistics for RADIUS accounting messages are supported in the Accounting Stop request.

« By default, the accounting server is disabled. You must enable the accounting server with the set status
enable command.

« The default port for FortiAuthenticator single sign-on is 1813 for the FortiSwitch unit.

« In MAC-based authentication, the maximum number of client MAC addresses is 20. Each model has its own
maximum limit.

« Static MAC addresses and sticky MAC addresses are mechanisms for manual/local authorization; 802.1x is a
mechanism for protocol-based authorization. Do not mix them.

« Fortinet recommends an 802.1x setup rate of 5 to 10 sessions per second.

« Starting in FortiSwitch 6.2.0, when 802.1x authentication is configured, the EAP pass-through mode (set eap-
passthru)is enabled by default.

« Forinformation about RADIUS attributes supported by FortiSwitchOS, refer to the “Supported attributes for RADIUS
CoA and RSSO’ appendix.
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TACACS

This chapter contains information on using Terminal Access Controller Access-Control System (TACACS+)
authentication with your FortiSwitch unit.

This chapter covers the following topics:

« Administrative accounts on page 259
« User accounts on page 260
« Example configuration on page 260

Administrative accounts

Administrative, or admin, accounts allow access to various aspects of the FortiSwitch configuration. The level of
access is determined by the admin profile that is assigned to the admin account.

See Configuring administrator tasks on page 31 for the steps to create an admin profile.

Configuring a TACACS admin account

TACACS+ is a remote authentication protocol that provides access control for routers, network access servers,
and other network computing devices using one or more centralized servers. If you have configured TACACS+
support and an administrator is required to authenticate using a TACACS+ server, the FortiSwitch unit contacts
the TACACS+ server for authentication.

Using the GUI:

Go to System > Admin > Administrators and select Add Administrator.
Give the administrator account an appropriate name.

Select Remote for the administrator type.

Select a user group for remote users.

Enable Wildcard.

Select an administrator profile.

Select Add.

NooappDdN-=

Using the CLI:

config system admin
edit tacuser
set remote-auth enable
set wildcard enable
set remote-group <group>
set accprofile <profile>
end
end
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User accounts
User accounts identify a network user and determine what parts of the network the user is allowed to access.

Configuring a user account

config user tacacs+
edit <tacserver>
set authen-type {ascii | auto | chap | ms chap | pap}
set authorization enable
set key <authorization key>
set server <server>
end
end

Configuring a user group

config user group
edit <tacgroup>
set member <tacserver>
config match
edit 1
set server—-name <server>
set group-name <group>
end
end
end
end

Example configuration

The following is an example configuration of a TACACS+ user account, with the CLI syntax shown to create it:

1. Configuring a TACACS user account for login authentication:
config user tacacs+
edit tacserver
set authen-type ascii
set authorization enable
set key temporary
set server tacacs_server
end

2. Configuring a TACACS+user group:
config user group
edit tacgroup
set member tacserver
config match
edit 1
set server—-name tacserver
set group-name tacgroup
end
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end
end
end

3. Configuring a TACACS+ system admin user account:

config system admin
edit tacuser
set remote-auth enable
set wildcard enable
set remote-group tacgroup
set accprofile noaccess
end
end
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Troubleshooting and support

Dashboard

The FortiSwitch unit provides various features for troubleshooting and support.

This chapter covers the following topics:

Dashboard on page 262
Virtual wire on page 264

TFTP network port on page 265
Cable diagnostics on page 266

Selective packet sampling on page 267

Network monitoring on page 267

Flow tracking and export on page 270
Identifying a specific FortiSwitch unit on page 273

Dashboard

The dashboard displays your FortiSwitch management mode and shows the current values for the following:

CPU
RAM

Temperature for FortiSwitch models that have temperature sensors
PoE (on FortiSwitch PoE models)

Bandwidth
Losses

Operation mode

The Operation Mode field shows whether the FortiSwitch unit is managed by a FortiGate unit.

When the FortiSwitch unit is in FortiLink mode, a message is displayed above the dashboard, and the Operation
Mode is “Remote Management.”

Dashboard

System Information

| This FortiSwitch is managed by FortiLink. Local changes are not recommendedl

Serial Number 5524DF4K15000024 System Configuration

BIOS Version 04000018 System Time
Firmware Version  v6.2.0,build0175,190610 (Interim) [Upgrade] Uptime
Current Administrator  admin [Change Password] /1 in Total [Details] Current License
|OperationMode  Remote Management | FortiSwitchCloud

Last Backup: Never [Backup] [Restore] [Revisions]
Fri Jun 14th 2019 02:35:32 PM [Change]

4 Days, 1 Hour, é Minutes [Reboot] [Shut Down]
enhanced-debugging, FS-SW-LIC-500 [Change]
& Disconnected

When the FortiSwitch unit is in standalone mode, the Operation Mode is “Local Management.”

FortiSwitchOS Administration Guide
Fortinet, Inc.

262



Dashboard Troubleshooting and support

System Information

Serial Number  §548DF5018000776 System Configuration  Last Backup: Never [Backup] [Restore] [Revisions]
BIOS Version 04000018 System Time  FriJun 14th 2019 02:45:25 PM [Change]
Firmware Version  v6.2.0,build0175,=190613= (Interim) [Upgrade] Uptime O Days, 3 Hours, 53 Minutes [Reboot] [Shut Down]
Current Administrator  admin [Change Password] /1 in Total [Details] Current License  enhanced-debugging, FS-SW-LIC-500 [Change]
| Operation Mode  Local Ma“]agement| FortiSwitchCloud & Connected

Select Remote Management or Local Management to go to the Management Mode page, where you can switch
between FortiLink mode and standalone mode.

FortiSwitch Cloud

The FortiSwitchCloud field shows when the FortiSwitch unit is managed by FortiSwitch Cloud. A FortiSwitch unit
must be in standalone mode to be manged by FortiSwitch Cloud. For more details about using FortiSwitch Cloud
management, refer to the FortiSwitch Cloud Administration Guide.

System Information

Serial Number S§548DF5018000776 System Configuration  Last Backup: Never [Backup] [Restore] [Revisions]
BIOS Version 04000018 System Time  FriJun 14th 2019 02:51:35 PM [Change]
Firmware Version  v4.2.0,build0175,=190613= (Interim) [Upgrade] Uptime 0 Days, 3 Hours, 59 Minutes [Reboot] [Shut Downl]
Current Administrator  admin [Change Password] /1in Total [Details] Current License enhanced-debugging, FS-SW-LIC-500 [Change]
Operation Mode  Local Management | FortiSwitchCloud & Connected

Select Connected or Disconnected to go to the FortiSwitchCloud page.

FortiSwitchCloud

#| Enable
Name fortiswitch-dispatch.forticloud.com
Port 443 (1-65535)
Interval (Seconds) 3 (3-300)

To switch to FortiSwitch Cloud management:

1. On the FortiSwitchCloud page, select Enable.

2. Inthe Name field, enter the domain name for FortiSwitch Cloud. By default, this field is set to
fortiswitchdispatch.forticloud. comn.

3. Inthe Portfield, enter the port number used to connect to FortiSwitch Cloud. The default is port 443.

4. Inthe Interval (Seconds) field, enter the time in seconds allowed for domain name system (DNS) resolution. The
defaultis 15 seconds. The range of values is 3-300 seconds.

5. Select Update to save your changes.

Bandwidth

The Bandwidth graphs show the inbound and outbound bandwidth for the entire FortiSwitch unit over a day and
over a week. The Average Per Interface bar chart shows the average bandwidth (inbound bandwidth plus
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outbound bandwidth) for each interface over a day and over a week; only the interfaces with the highest

bandwidth are displayed.
Bandwidth
Last Day B Average Per Interface (Top 12)
- ————— e - 4.993kbps
5817028 4961Kbp5
poriza 4.961kbps
- S I S -
o7ED 1200 1500 M Last Day Last Week
Last Week
— PV S
— Inbound — Qutbound
Losses

The Losses graphs show the inbound errors, outbound errors, inbound drops, and outbound drops for the entire
FortiSwitch unit over a day and over a week.
Losses

Last Day Last Week

— Inbound Errors — Outbound Errors — Inbound Drops

Virtual wire

Some testing scenarios might require two ports to be wired 'back-to-back’. Instead of using a physical cable, you
can configure a virtual wire between two ports. The virtual wire forwards traffic from one port to the other port with
minimal filtering or modification of the packets.

Notes:

o ACL mirroring is not supported.

« You can select ports that are already ingress and egress mirror sources.
Using the GUI:

1. Go to Switch > Virtual Wires.
2. Select Add Virtual Wire to create a new virtual wire.
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3. Enter a name and select the ports for first member and second member.
4. Select Add to save the changes.

Using the CLI:

Use the following commands to configure a virtual wire:

config switch virtual-wire
edit <virtual-wire-name>
set first-member <port-name>
set second-member <port-name>
set vlan <vlan-id>
next
end

Virtual wire ports set a special Tag Protocol Identifier (TPID) in the VLAN header. The default value is Oxdee5, a
value that real network traffic never uses.

Use the following commands to configure a value for the TPID:

config switch global
set virtual-wire-tpid <hex value from 0x0001 to OxFFFE>
end

Use the following command to display the virtual wire configuration:

diagnose switch physical-ports virtual-wire list

portl(l) to port2(2) TPID: Oxdeeb5 VLAN: 4011
port3(3) to port4d(4) TPID: Oxdeeb VLAN: 4011
port5(5) to port25(25) TPID: Oxdeeb5 VLAN: 4011
port7(7) to port8(8) TPID: Oxdeeb5 VLAN: 4011

Note the following information about virtual wire:

« Ports have ingress and egress VLAN filtering disabled. All traffic (including VLAN headers) is passed unchanged to
the peer. All egress traffic is untagged.

« Ports have L2 learning disabled.

« Ports have their egress limited to their peer and do no allow egress from any other ports.
« The system uses TCAM to force forwarding from a port to its peer.

« The TCAM prevents any copy-to-cpu or packet drops.

TFTP network port

When you power on the FortiSwitch unit, the BIOS performs basic device initialization. When this activity is
complete, and before the OS starts to boot, you can click any key to bring up the boot menu.

From the menu, click the "I" key to configure TFTP settings. With newer versions of the BIOS, you can specify the
network port (where you have connected your network cable). If you are not prompted to specify the network port,
you must connect your network cable to the default network port:
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If the switch model has a WAN port, the WAN port is the network port.
If the switch has no WAN port, the highest port number is the network port.

Cable diagnostics

You can check the state of cables connected to a specific port. The following pair states are supported:

Open

Short

Ok
Open_Short
Unknown
Crosstalk

If no cable is connected to the specific port, the state is Open, and the cable length is 0 meters.

For supported models, see Supported models on page 13.

Using the GUI:

1.
2.
3.

4,

Go to Switch > Port > Physical.
Select Cable Diagnostic for the appropriate port.

Select Continue to start the cable diagnostics.
NOTE: Running cable diagnostics on a port that has the link up will interrupt the traffic for several seconds.

Select Back to Physical Ports to close the Cable Diagnostics window.

Using the CLI:

Use the following command to run a time domain reflectometry (TDR) diagnostic test on cables connected to a
specific port:

diagnose switch physical-ports cable-diag <physical port name>

NOTE: Running cable diagnostics on a port that has the link up will interrupt the traffic for several seconds.

For example:

# diagnose switch physical-ports cable-diag portl

portl: cable (4 pairs, length +/- 10 meters)
pair A Open, length 0 meters
pair B Open, length 0 meters

C Open, length 0 meters

D Open, length 0 meters

pair
pair

Use the following command to check the medium dependent interface crossover (MDI-X) interface status for a
specific port:

diagnose switch physical-ports mdix-status <physical port name>

For example:

# diagnose switch physical-ports mdix-status portl
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portl: MDIX(Crossover)

Selective packet sampling

NOTE: This feature is not supported on 3032.

During debugging, you might want to see whether a particular type of packet was received on an interface on the
switch.

1. Setup an access control list (ACL) on the switch with the interface that you want to monitor. See Access control
lists on page 135. This ACL is the ingress interface.

2. Setup a mirror for the “internal” interface.

For example, if you want to monitor interface port17 for any IP packet (ether-type 0x800) with a destination subnet

of 10.10.10/24 and a source subnet of 20.20.20/24, use the following commands.

# show switch acl ingress
config switch acl ingress
edit 1
config action
set mirror "internal"
end
config classifier
set dst-ip-prefix 10.10.10.0 255.255.255.0

set ether-type 0x0800
set src-ip-prefix 20.20.20.0 255.255.255.0

end
set ingress-interface "portl7"
set status active
next
end

To examine the packets that have been sampled in the example, use the following command:

# diagnose sniffer packet spl7 none 6

Network monitoring

You can monitor specific unicast MAC addresses in directed mode, monitor all detected MAC addresses on a
FortiSwitch unit in survey mode, or do both. The FortiSwitch unit gives the directed mode a higher priority than
survey mode. The directed mode and survey mode are disabled by default.

NOTE: Network monitoring is not available on FSR-112D-POE.

Directed mode

In directed mode, you select which unicast MAC addresses that you want examined. The FortiSwitch unit detects
various fields of the packet—such as MAC address, IP address, VLAN, and user name—and stores the data in

either of two databases.

NOTE: You cannot specify broadcast or multicast MAC addresses.
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The maximum number of MAC addresses that can be monitored depends on the FortiSwitch model.

Maximum Number of MAC Addresses

Platform Series Monitored Maximum Number of Hosts
1xX, 2XX 10 250

4xx, 5xx 20 1,024

10xx, 30xx 30 4,096

To find out how many network monitors are available, use the following command:

diagnose switch network-monitor cfg-stats

Network Monitor Configuration Statistics:

Adds : 0
Deletes : 0
Free Entries : 20

To find out which network monitors are being used currently, use the following command:

diagnose switch network-monitor dump-monitors

Entry ID Monitor Type Monitor MAC Packet-count
1 directed-mode 00:01:02:03:04:05 10

2 directed-mode 10:01:02:03:04:05 0

3 survey-mode 08:5b:0e:cl1:07:65 419
4 survey-mode 08:5b:0e:4f:af:38 101
5 survey-mode 08:5b:0e:ce:59:40 2347
6 survey-mode 08:5b:0e:4f:af:44 0

7 survey-mode 08:5b:0e:cl1:07:65 0

8 survey-mode 08:5b:0e:4f:af:38 80

9 survey-mode 08:5b:0e:ce:59:40 117
10 survey-mode 08:5b:0e:4f:af:44 0

To start network monitoring, use the following commands:

config switch network-monitor settings
set status enable
end

To specify a single unicast MAC address (formatted like this: xx: xx : xx : xx : xx : xx) {0 be monitored, use the
following commands:

config switch network-monitor directed
edit <unused network monitor>
set monitor-mac <MAC address>
next
end

For example:
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config switch network-monitor directed

edit 1

set monitor-mac 00:25:00:61:64:6d

next
end

Survey mode

Troubleshooting and support

In survey mode, the FortiSwitch unit detects MAC addresses to monitor for a specified number of seconds. You
can specify network monitoring for 120 to 3,600 seconds. The default time is 120 seconds. The FortiSwitch unit
detects various fields of the packet—such as MAC address, IP address, VLAN, and user name—and stores the

data in either of two databases.

To start network monitoring in survey mode, use the following commands:

config switch network-monitor settings

set status enable

set survey-mode enable

set survey-mode-interval <12
end

For example:

0-3600 seconds>

config switch network-monitor settings

set status enable

set survey-mode enable

set survey-mode-interval 480
end

Network monitoring statistics

After you have enabled network monitoring, you can view the statistics for the number and types of packets.

To see the type of packets going to and from monitored MAC addresses, use the following command:

diagnose switch network-monitor parser-stats

Network Monitor Parser Statistics:

Arp : 0
Ip HE
Udp : 46
Tcp : 353
Dhcp : 0
Eapol : 0

Unsupported : 352

To see the number of packets going to and from monitored MAC addresses, use the following command:

diagnose switch network-monitor dump-monitors

Entry ID Monitor Type Monitor MAC Packet-count
1 directed-mode 00:01:02:03:04:05 10

2 directed-mode 10:01:02:03:04:05 0

3 survey-mode 08:5b:0e:cl1:07:65 419
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4 survey-mode 08:5b:0e:4f:af:38 101
5 survey-mode 08:5b:0e:ce:59:40 2347
6 survey-mode 08:5b:0e:4f:af:44 0
7 survey-mode 08:5b:0e:cl1:07:65 0
8 survey-mode 08:5b:0e:4f:af:38 80
9 survey-mode 08:5b:0e:ce:59:40 117
10 survey-mode 08:5b:0e:4f:af:44 0

NOTE: The FortiSwitch unit creates an entry in the layer-3 database using the exact packet contents when they were
parsed. If the MAC address is then assigned to a different VLAN, this change might not be detected immediately. If there
is a discrepancy in the output for the diagnose switch network-monitor dump-12-dbanddiagnose
switch network-monitor dump-13-dbcommands, use the output with the more recent time stamp.

To see all detected devices from the layer-2 database, use the following command:
diagnose switch network-monitor dump-12-db
mac 00:01:02:03:04:05 vlan 1
created 19 secs ago, last seen 16 secs ago
user JoE sources: eapol
To see all detected devices from the IP address database, use the following command:

diagnose switch network-monitor dump-13-db

mac 08:5b:0e:c1:07:65 ip 169.254.2.2 vlan 4094
created 63614 secs ago, last seen 2 secs ago
sources: arp ip

mac 00:10:20:30:40:50 ip 10.10.10.111 vlan 123
created 75 secs ago, last seen 45 secs ago
sources: arp ip

mac 00:11:22:33:44:55 ip 30.30.30.115 vlan 1
created 53 secs ago, last seen 53 secs ago
sources: dhcp arp ip

Flow tracking and export

NOTE: Flow export is supported on FortiSwitch models 2xx and higher.

You can sample IP packets on a FortiSwitch unit and then export the data in NetFlow format or Internet Protocol
Flow Information Export (IPFIX) format.

The maximum number of concurrent flows is defined by the FortiSwitch model. When this limit is exceeded, the
oldest flow expires and is exported.

To use flow support, you need to enable packet sampling and then configure flow export.

Enabling packet sampling

To use flow export, you must first enable packet sampling for each switch port and trunk:

config switch interface
edit <interface>
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set packet-sampler enabled
set packet-sample-rate <0-99999>

end

Configuring flow export
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config system flow-export

set
set
set
set
set
set
set
set
set
set
set
set
set
set

collector-ip <IPv4 address>
collector-port <port number>
format {netflowl | netflowb5 |
identity <hexadecimal>

level {vlan | ip | port | protocol}
max-export-pkt-size <integer>

netflow9

timeout-general <integer>
timeout-icmp <integer>
timeout-max <integer>
timeout-tcp <integer>
timeout-tcp-fin <integer>
timeout-tcp-rst <integer>
timeout-udp <integer>

transport {sctp | tcp | udp}

config aggregates

edit <id>
set ip <IPv4 address mask>
end

end

Variable

collector-ip <IPv4_address>

collector-port <port_number>

format {netflow1 | netflow5 |
netflow9 | ipfix}

Description

ipfix}

Enter the IP address for the collector.

Troubleshooting and support

Default

0.0.0.0

The default is 0.0.0.0. Setting the value to “0.0.0.0” or “”
disables this feature. The format is XXX.XXX.XXX.XXX.

Enter the port number for the collector.

The range of values is 0-65535. The default port for

NetFlow is 2055; the default port for IPFIX is 4739.

or IPFIX sampling.

You can set the format of the exported flow data as
NetFlow version 1, NetFlow version 5, NetFlow version 9,

netflow9

NOTE: When the export format is NetFlow version 5, the
sample rate used in the exported packets is derived from
the lowest port number where sampling is enabled.
Fortinet recommends that administrators using NetFlow
v5 set the sample rate consistently across all ports.
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Variable

identity <hexadecimal>

level {vlan | ip | port | protocol}

max-export-pkt-size <integer>

timeout-general <integer>

timeout-icmp <integer>

timeout-max <integer>

timeout-tcp <integer>

timeout-tcp-fin <integer>

timeout-tcp-rst <integer>

timeout-udp <integer>

transport {sctp | tcp | udp}

<id>

<IPv4_address_mask>

FortiSwitchOS Administration Guide
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Description

Required. Enter a unique number to identify which
FortiSwitch unit the data originates from. The range of
values is 0x00000000-OxFFFFFFFF. If identity is not
specified, the “Burn in MAC” value is used instead (see

get system status).

You can set the flow-tracking level to one of the following:
- vlan—The FortiSwitch unit collects source IP address,
destination IP address, source port, destination port,
protocol, and VLAN from the sample packet.

- ip—The FortiSwitch unit collects source IP address and
destination IP address from the sample packet.

- port—The FortiSwitch unit collects source IP address,
destination IP address, source port, destination port, and
protocol from the sample packet.

- proto—The FortiSwitch unit collects source IP address,
destination IP address, and protocol from the sample

packet.

Set the maximum size in bytes of exported packets in the
application level. The range of values is 512-9216.

Set the general timeout in seconds for the flow session.
The range of values is 60-604800.

Set the ICMP timeout for the flow session. The range of

values is 60-604800.

Set the maximum number of seconds before the flow
session times out. The range of values is 60-604800.

Set the TCP timeout for the flow session. The range of

values is 60-604800.

Setthe TCP FIN flag timeout for the flow session. The

range of values is 60-604800.

Setthe TCP RST flag timeout for the flow session. The

range of values is 60-604800.

Set the UDP timeout for the flow session. The range of

values is 60-604800.

You can set exported packets to use UDP, TCP, or SCTP

for transport.

Enter the identifier.

Enter the IPv4 address and mask to match. All matching
sessions will be aggregated into the same flow.

Flow tracking and export

Default

0x00000000

512

3600

300

604800

3600

300

120

300

udp

No default

No default
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Viewing the flow-export data

You can display the flow-export data or raw data for a specified number of records or for all records. You can also
display statistics for flow-export data.

get system flow-export-data flows {all | <count>}

get system flow-export-data flows {all | <count>} {IP address | IP netmask | all}
{switch interface name) B N

get system flow-export-data statistics

Deleting the flow-export data

Use the following commands to delete or expire all flow-export data:

diagnose sys flow-export delete-flows-all
diagnose sys flow-export expire-flows-all

Identifying a specific FortiSwitch unit

When you have multiple FortiSwitch units and need to locate a specific switch, use the following command to flash
all port LEDs on and off for a specified number of minutes:

diagnose switch physical-ports led-flash <disable | time>

You can flash the port LEDs for 5, 15, 30, or 60 minutes. After you locate the FortiSwitch unit, you can use
disable to stop the LEDs from flashing.

NOTE: For the 5xx switches, the diagnose switch physical-ports led-flashcommand flashes only the
SFP port LEDs, instead of all the port LEDs.
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Deployment scenario

Working configuration for PC and phone for 802.1x authentication using
MAC

Summary
A. Configure all devices.
o PC
o Phone
o FortiSwitch
o FortiAuthenticator
o DHCP server
B. Authenticate phone using MAB and using LLDP-MED.
C. Authenticate PC using EAP 802.1x.

A. Configure all devices

1. Configure the PC, phone, FortiSwitch, FortiAuthenticator [RADIUS server], and DHCP
server)

Phone configuration (file: macmode_phone_pc_ping_work)

1. On the phone, enable the WAN port and leave the VLAN ID at the default to allow LLDP-Med (Policy) designate for

voice VLAN assignment.

2. Onthe phone, enable the LAN port and assign the VLAN ID for data matching the RADIUS VLAN assignment.

PC configuration

1. Install the supplicant software.
2. Launch the supplicant software, type the user name and password, and enable DHCP on the interface.

FortiSwitch configuration

1. Configure the LLDP profile for voice.

# show switch 1lldp
config switch 1lldp profile

edit "pexa" <<K<KLKLKLKLKLKLLLLLLLKL
set 802.1-tlvs port-vlan-id
config med-network-policy
edit "voice"
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set status enable
set vlan 21
next
edit "voice-signaling"
set status enable
set vlan 31
next
edit "guest-voice"
next
edit "quest-voice-signaling"
next
edit "softphone-voice"
set status enable
set vlan 41
next
edit "video-conferencing"
next
edit "streaming-video"
next
edit "video-signaling"
next
end
set med-tlvs inventory-management network-policy

2. Apply the LLDL profile on a dot1x port.

# show switch physical-port portd
config switch physical-port

edit "pexa" <<K<KLKLKLLKLLKLLLLLKLKL
set lldp-profile "pexa"
set speed auto
next
end

3. Configure a user group.

# show user group
config user group

edit "Corp Grp 10"
set member "FAC LAB"
next

end

4. Configure the RADIUS server.

# show user radius
config user radius

edit "FAC LAB" <<<<<K<L<<
set secret

ENCW8237Bg06XhKD/4Duggqm8QF2f7D1B4bfFADSZaLUQPwZXv4F8zMc5sWHR1 9suwmbmzNnAnyq
PaarAYcSLuT8kVjFSRO0znx+TXVWTgdSeLCpbMv
+HYFNOHMbY1fES8wTYYD40InCgrYr2johvr2vfabKG4g8XMwKSIMOLurR/ /1WgTOfH

set server

275 FortiSwitchOS Administration Guide
Fortinet, Inc.



Deployment scenario Working configuration for PC and phone for 802.1x authentication using MAC

next
end

5. Configure port security on the dot1x port.

a. Configure mac-mode port-security.
b. Add voice VLAN on allowed list (for example, 21).
c. Apply the security group.

Interface port4 configuration:

# show switch interface port4d
config switch interface

edit "portd"
set allowed-vlans 20-21,31,41
set security-groups "Corp Grp 10"
set snmp-index 4
configure port-security
set auth-fail-vlan disable
set guest-auth-delay 120
set guest-vlan disable
set mac-auth-bypass enable
set port-security-mode 802.1X-mac-based
set radius-timeout-overwrite disable
set auth-fail-vlanid 40
set guest-vlanid 30
end

RADIUS configuration

MAB Authentication:
« Add phone MAC address to MAB list.
802.1X Authentication

1. Create alocal user.
2. Create a user group with "Attributes" and enable PEAP and MSChapv2.

DHCP configuration

1. On the DHCP server, configure a pool for phone and a pool for the PC.
|

ip dhcp pool PC

network 10.1.1.0 255.255.255.0
default-router 10.1.1.1
dns-server 10.1.1.1

i

ip dhcp pool PC

network 20.1.1.0 255.255.255.0
default-router 20.1.1.1
dns-server 20.1.1.5
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2. Configure exclude lists for pools for both gateway and DNS.
ip dhcp excluded-address 20.1.1.1 20.1.1.1.5
<<<<gateway and dns server
ip dhcp excluded-address 10.1.1.1 10.1.1.1.5
<<<<gateway and dns server
i
ip dhcp pool PC
network 20.1.1.0 255.255.255.0
default-router 20.1.1.1
dns-server 20.1.1.5

3. Configure the switch port VLAN interface as a gateway for the phone.

# show run
Building configuration

Current configuration

i

interface vlan2l <<<<<<
ip address 20.1.1.1

end

4. Configure the switch port VLAN interface as a gateway for the PC.

# show run
Building configuration

Current configuration

i

interface vlanl0 <<<<<<
ip address 10.1.1.1

end

5. Configure the 12 port and associate the voice VLAN.

# show run
Building configuration

Current configuration

i

interface GigabitEthernet gl/0/1 <<<<<<
switchport access vlan 21

switchport trunk encapsulation dotlg
switchport trunk all

switchport mode trunk

end

6. Configure the 12 port and associate the data VLAN.

# show run
Building configuration

Current configuration
1
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interface GigabitEthernet gl/0/2 <<<<<<

switchport
switchport
switchport
switchport
end

access vlan 10

trunk encapsulation dotlg
trunk all

mode trunk

2. Connect a link between the FortiSwitch unit and the DHCP server and assign matching
VLAN for the phone for both ports

3. Connect a link between the FortiSwitch unit and the DHCP server and assign a matching
VLAN for the PC for both ports

B. Authenticate phone using MAB

1. Connect the phone to the switch to authenticate with RADIUS through the MAB (mac-bypass).

2. Once authenticated:

a. On the FortiSwitch unit, verify that the port is authorized and that the voice VLAN is on the allowed list.
# diagnose switch 8 status
Signal 10 received - config reload scheduled

wrdapd hostapd dump state console Hostapd own address 90:6c:ac:18:6f:2f

dump diag:1:

receive dump diagnostic 802 1x/MAB sessions. ifname :port4: dump diag:1:

portéd

Mode: mac-based (mac-by-pass enable)

Link: Link up

Port State: authorized ( ) <K<K

Native Vlan : 1

Allowed Vlan list: 1,10,20-21,31,41 <<<<<<
Untagged Vlan list:

Guest VLAN:

Client MAC Type Vlan Dynamic-Vlan
68:£7:28:fb:c0:0f 802.1x 1 10

<LLLLLLLL LKL LLLLLLLLLLLL LKL <L phone

Sessions info:

68:£7:28:fb:c0:0f Type=802.1x, PEAP,state=AUTHENTICATED
params:reAuth=3600

00:a28:59:d8:f1:f6 Type=MAB,, state=AUTHENTICATED
params: reAuth=3600

edited on: 2016-11-29 17:25

edited on: 2016-11-29 17:59

b. On the FortiSwitch unit, verify that the lldp neighbor detail accurately reflects the phone and voice VLAN

designation.

Neighbor learned on port4 by LLDP protocol

Last change 140 seconds ago

Last packet received 13 seconds ago
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Chassis ID: 20.1.1.10 (ip) <<<<<K<L
System Name: FON-6701i

System Description

V12.740.335.12.B

Time To Live: 60 seconds
System Capabilities: BT
Enabled Capabilities: BT

MED type: Communication Device Endpoint

MED Capabilities: CP
Management IP Address: 20.1.1.10

Deployment scenario

(Class III)

Port ID: 00:28:59:d8:fl:f6 (mac) <<K<K<KLKLKLLKLLLLL LKL

Port description: WAN Port 10M/100M/1000M

IEEE802.3, Power via MDI:
Power devicetype: PD

PSE MDI Power: Not Supported
PSE MDI Power Enabled: No

PSE Pair Selection: Can not be controlled

PSE power pairs: Signal
Power class: 1

Power type: 802.3at off
Power source: Unknown
Power priority: Unknown
Power requested: 0

Power allocated: 0
LLDP-MED, Network Policies:

voice: VLAN: 21 (tagged), Priority: O DSCP:

0 << LKL LKL L

voice-signaling: VLAN: 21 (tagged), Priority: 0 DSCP: O
streaming-video: VLAN: 21 (tagged), Priority: O DSCP: O

# Checking STA 00:a48:59:d8:fl1:f6 inactivity:

Station has been active

c. Onthe phone, verify that the DHCP address is assigned.

d. Onthe DHCP server, check binding and ping from gateway to verify that the phone is reachable.

# show ip dhcp binding

IP address Client-ID/ Lease expiration Type

Hardware address

20.1.1.10 00a8.59d8.f1f6 Mar 20 1993 01:52 AM Automatic

#
#
#
# show ip dhcp binding

IP address Client-ID/ Lease expiration Type

Hardware address

10.1.1.7 0168.£728.fbc0.0f Mar 11 1993 01:54 AM Automatic <<<<<< pc
20.1.1.10 00a8.59d8.£f1f6 Mar 20 1993 01:52 AM Automatic <<<<< phone

# ping 10.1.1.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.7,
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timeout is 2
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Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms
# ping 10.1.1.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.7, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms
# ping 10.1.1.7

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.7, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/9 ms
# ping 20.1.1.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 20.1.1.10, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms

#

C. Authenticate the PC using EAP dot1x

1. Connect the PC to the phone for EAP authentication and VLAN assignment (for data)

2. After authentication:
a. On the FortiSwitch unit, verify that the port is authorized and that the data VLAN assigned to dynamic has
been placed on the allowed list.

# diagnose switch 8 status
Signal 10 received - config reload scheduled

wrdapd hostapd dump state console Hostapd own address 90:6c:ac:18:6f:2f
dump diag:1:
receive dump diagnostic 802 1x/MAB sessions. ifname :port4: dump diag:1:

port4 : Mode: mac-based (mac-by-pass enable)
Link: Link up
Port State: authorized ( ) <<<<<<
Native Vlan : 1
Allowed Vlan list: 1,10,20-21,31,41

<LLLLL

Untagged Vlan list:
Guest VLAN:

Client MAC Type Vlan Dynamic-Vlan
68:f7:28:fb:c0:0f 802.1x 1 10
<Ll <ig<<<<< PC

00:28:59:d8:fl1:f6 MAB 1 0

Sessions info:

68:£7:28:fb:c0:0f Type=802.1x, PEAP,state=AUTHENTICATED
params:reAuth=3600

00:a28:59:d8:f1:f6 Type=MAB,, state=AUTHENTICATED

params:reAuth=3600
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edited on: 2016-11-29 17:25

edited on: 2016-11-29 17:59

b. Onthe PC, verify that the DHCP address is assigned.
c. Fromthe DHCP server, check the binding and a ping from gateway to verify that the PC is reachable.
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RFC 3289
Description:

DIFFSERV-DSCP-TC.
DIFFSERV-MIB.
QOS-DIFFSERV-EXTENSIONS-MIB.
QOS-DIFFSERV-PRIVATE-MIB.

Category:
MIB

Web page
http://tools.ietf.org/html/rfc3289

RFC 2934
Description:

PIM-MIB.
DVMRP-STD-MIB.
IANA-RTPROTO-MIB.
MULTICAST-MIB.

Category:
MIB

Web page
http://tools.ietf.org/html/rfc2934

RFC 2932
Description:

IPMROUTE-MIB.
Fortinet Enterprise MIB.
ROUTING-MIB.
MGMD-MIB.

Category:
MIB

Web page
http://tools.ietf.org/html/rfc2932
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RFC 2819
Description:
Remote Network Monitoring Management Information Base.
Category:
SNMP
Web page
http://tools.ietf.org/html/rfc2819

RFC 2787
Description:
Definitions of Managed Objects for the Virtual Router Redundancy Protocol.
Category:
MIB
Web page
http://tools.ietf.org/html/rfc2787

RFC 2674

Description:

Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering and Virtual LAN
Extensions.

Category:
MIB

Web page
http://tools.ietf.org/html/rfc2674

RFC 2620
Description:
Radius-Acc-Client-MIB.
Category:
MIB
Web page
http://tools.ietf.org/html/rfc2620
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RFC 2618
Description:
Radius-Auth-Client-MIB.
Category:
MIB
Web page
http://tools.ietf.org/html/rfc2618

RFC 2576
Description:
Coexistence between SNMPs.
Category:
SNMP
Web page
http://tools.ietf.org/html/rfc2576

RFC 2573
Description:
SNMP Applications.
Category:
SNMP
Web page
http://tools.ietf.org/html/rfc2573

RFC 2572

Description:

Message Processing for SNMP.

Category:
SNMP

Web page
http://tools.ietf.org/html/rfc2572
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RFC 2571
Description:
SNMP Frameworks.
Category:
SNMP
Web page
http://tools.ietf.org/html/rfc2571

RFC 2362

Description:

Appendix: FortiSwitch-supported RFCs

Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol Specification.

Category:
Router (PIM SM)

Web page
http://tools.ietf.org/html/rfc2362

RFC 2328
Description:
OSPF version 2.
Category:
OSPF
Web page
http://tools.ietf.org/html/rfc2328

RFC 2233
Description:
Interface MIB.
Category:
SNMP
Web page
http://tools.ietf.org/html/rfc2233
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RFC 1850
Description:
OSPF-TRAP-MIB.
Category:
MIB
Web page
http://tools.ietf.org/html/rfc1850

RFC 1724
Description:
RIPv2-MIB.
Category:
MIB
Web page
http://tools.ietf.org/html/rfc1724

RFC 1643
Description:
Ether-like MIB.
Category:
SNMP
Web page
http://tools.ietf.org/html/rfc1643

RFC 1583
Description:
OSPF version 2.
Category:
OSPF
Web page
http://tools.ietf.org/html/rfc1583
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RFC 1493
Description:
Bridge.
Category:
SNMP
Web page
http://tools.ietf.org/html/rfc1493

RFC 1213

Description:

MIB Il parts that apply to FortiSwitch 100 units.

Category:
SNMP

Web page
http://tools.ietf.org/html/rfc1213
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Appendix: Supported attributes for RADIUS CoA and

RSSO

Attributes sent from the FortiSwitch unit to the RADIUS server during 802.1x authentication

(Access-Request)

Attribute

NAS-Identifier
User-Name

EAP-Message

Framed-MTU

NAS-Port-1d
NAS-Port
NAS-Port-Type

Calling-Station-
ID

Message-
Authenticator

AVP
Type

32

79

12

87

61

31

80

Type Description

text Host name of switch

alphanumeric User name of supplicant or MAC address
concat Include EAP content

Configurable (size of bytes). The range of values is 600-

Integer 1500. The default value is 1500.

text Port connected to supplicant

integer Value of port ID; for example, 12 means port12

enum Ethernet (15)

text MAC address of supplicant

string The Message-Authenticator attribute is a checksum of the

entire Access-Request packet, containing the Type, ID,
Length, and Authenticator field; the shared secret is used as
the key.
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. AVP o
Attribute Typs Type Description

Optional. The following settings are available:

- administrative—The user granted access to the
administrative interface.

- authenticate-only—Authentication is requested, and no
authentication information needs to be returned.

- call-check—This setting is used by the NAS in an Access-
Request packet or Access-Accept packet to answer the call.
- callback-administrative—The user disconnected, called
back, and granted access to the administrative interface.

- callback-framed—The user disconnected and called back
and then used a Framed-Protocol attribute.

- callback-login—The user disconnected and called back.

- callback-nas-prompt—The user disconnected and called
back and then provided a command prompt.

- framed—The user used a Framed-Protocol attribute.

- login—The user should be connected to a host.

- nas-prompt—The user provided a command prompt on the
NAS.

- none—Disable the Service-Type AVP.

- outbound—The user granted access to outgoing devices.

Service-Type 6 enum

The default is none for 802.1x authentication. MAC
Authentication Bypass (MAB) always uses the call-check
setting, no matter what is configured.

Attributes sent from the RADIUS server to the FortiSwitch unit during 802.1x authentication
(Access-Accept)

Attribute ?;,:e Type Description
User-Name 1 alphanumeric User name of supplicant (MAC address of host in
MAB)

Class 25 string Whatever the server returns

Tunnel-Type 64 enum Optional. Set to 13 for VLAN.
Tunnel-Medium-Type 65 vsa Optional. Set to 6 for IEEE-802.
Tunnel-Private-Group- 81 text VLAN number or VLAN name

ID

Vendor-Specific 26 vsa Fortinet-Group-Name

Filter-1d 11 text Relayed from the server

Session-Timeout 27 integer How many seconds before the session times out
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RADIUS attributes in the Accounting Start message

Attribute

AVP

Type

Description

Acct-Status-Type
Acct-Session-Id
User-Name

Acct-Multi-
Session-Id

NAS-Identifier

Framed-IP-
Address

NAS-Port-1d

NAS-Port
NAS-Port-Type
Called-Station-1d
Calling-Station-Id

Event-
Timestamp

Filter-1d
Vendor-Specific

Class

40

44

50

32

87

61

30

31

55

11

26

25

1 for Start
802.1x or MAB session ID generated by the switch. For example: 0000004b
Host login name or MAC address. For example: host01

For example, e81cba8e8146 in MAC mode. This attribute cannot be used in
port mode. The minimum value is 1; the maximum value is 1.

For example, S148EP591900009 for the host name of the switch.

This value is the host IP address if is found in the switch; otherwise, the switch
does not send this attribute. For example: 100.1.0.3

This value is a text string that identifies the port of the NAS connected to the
host. For example: port48

This value indicates the physical port number of the NAS. For example: 48
0 for asynchronous

MAC address of the 802.1x port. For example: E8-1C-BA-8E-81-46

MAC address of host. For example: 00-12-01-00-00-01

Time when the event occurred. For example: May 31, 2019
12:25:03.00000000 Pacific Daylight Time

Relayed from the server
Fortinet-Group-Name. Authentication fails if this value does not match.

Whatever the server returns

RADIUS attributes in the Accounting Interim Update message

Attribute

AVP

Acct-Status-Type

Acct-Session-Id

User-Name

Type Description

40 3 for Interim-Update

44 802.1x or MAB session ID generated by the switch. For example:
0000004b

1 Host login name or MAC address. For example: host01
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Attribute AVP Description
Type

For example, e81cba8e8146 in MAC mode. This attribute cannot be

Acct-Multi-Session-Id 50 e T e e

Acct-Link-Count 51 2 for two sessions on the port. This attribute is only valid for MAC mode.
NAS-Identifier 32 For example, S148EP591900009 for the host name of the switch.
Framed-IP-Address 8 This value is the host IP address if is found in the switch; otherwise, the

switch does not send this attribute. For example: 100.1.0.3

This value is a text string that identifies the port of the NAS connected to

NASAFEIAT & the host. For example: port48

NAS-Port 5 This value indicates the physical port number of the NAS. For example:
48

NAS-Port-Type 61 15 for Ethernet

Called-Station-Id 30 MAC address of the 802.1x port. For example: E8-1C-BA-8E-81-46

Calling-Station-Id 31 MAC address of host. For example: 00-12-01-00-00-01

Event-Timestamp 55 Time when the event occurred. For example: May 31, 2019
12:25:03.00000000 Pacific Daylight Time

. Eng-Group. If Filter-1d is received during authentication, it is included in

Filter-Id 11 .
accounting.

Class 25 Whatever the server returns

Vendor-Specific 26 Fortinet-Group-Name. Authentication fails if this value does not match.

RADIUS attributes in the Accounting Stop message

Attribute A Description
Type
Acct-Status-Type 40 2 for Stop
. 802.1x or MAB session ID generated by the switch. For example:
Acct-Session-Id 44 0000004b
User-Name 1 Host login name or MAC address. For example: host01

For example, e81cba8e8146 in MAC mode. This attribute cannot be used

Acct-Multi-Session-Id 50 .
in port mode.
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Attribute ¢3\/l:e Description

Acct-Link-Count 51 2 for two sessions on the port

NAS-Identifier 32 For example, S148EP591900009 for the host name of the switch.

Framed-IP-Address 8 This value is the host IP address if is found in the switch; otherwise, the
switch does not send this attribute. For example: 100.1.0.3

NAS-Port-Id 87 tThheish\éasltl_"le: (l)sr 2 )t(z)r(rt] slt;i:ns otrt:; identifies the port of the NAS connected to

NAS-Port 5 This value indicates the physical port number of the NAS. For example: 48

NAS-Port-Type 61 15 for Ethernet

Called-Station-Id 30 MAC address of the 802.1x port. For example: E8-1C-BA-8E-81-46

Calling-Station-Id 31 MAC address of host. For example: 00-12-01-00-00-01

Acct-Input-Octets 42 3200

Acct-Output-Octets 43 16050448

Acct-Input-Packets 47 20

Acct-Output-Packets 48 93606

Acct-Terminate-Cause 49 6 for Admin-Reset

Event-Timestamp 55 Time when the event occ;grred. Eor exgmple: May 31, 2019
12:25:03.00000000 Pacific Daylight Time

Filter-1d 11 Eng-Group. If Filter-Id is received during authentication, it is included in
accounting.

Class 25 Whatever the server returns

Vendor-Specific 26 Fortinet-Group-Name. Authentication fails if this value does not match.

RADIUS attributes in the Disconnect-Request message

Attribute AVP Description
Type
Calling-Station-ID 31 MAC address of host
Framed-IP-Address 8 IP address of host
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AVP

Attribute Description
Type

User-Name 1 Host login name

NAS-IP-Address 4 NAS IP address

The Message-Authenticator attribute is a checksum of the entire Access-

Messagg ) 80 Request packet, containing the Type, ID, Length, and Authenticator field;
Authenticator :

the shared secret is used as the key.
Event-Timestamp 55 Time when the event occurred. For example: May 31, 2019

12:25:03.00000000 Pacific Daylight Time

RADIUS attributes in the Disconnect-ACK message

AVP

Attribute Type Description

Event-Timestamp 55 Time when the event occurred. For example: May 31, 2019
12:25:03.00000000 Pacific Daylight Time

The Message-Authenticator attribute is a checksum of the entire Access-
80 Request packet, containing the Type, ID, Length, and Authenticator field;
the shared secret is used as the key.

Message-
Authenticator

RADIUS attributes in the Disconnect-NAK message

Attribute ¢3\/I:e Description

Calling-Station-ID 31 MAC address of host

NAS-Port 5 Port that the host is connected to

Acct-Session-Id 44 802.1x or MAB session identifier generated by the switch
Framed-IP-Address 8 IP address of host

User-Name 1 Host login name

Refer to the “Error-Cause codes in RADIUS CoA-NAK and Disconnect-
Error-Cause 101 NAK messages” table in this appendix for a listing of error causes, error
codes, and descriptions.
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RADIUS attributes in the CoA-Request message (reauth-port)

Attribute AVP Description
Type
Calling-Station-ID 31 MAC address of host
The Message-Authenticator attribute is a checksum of the entire Access-
Message-

Authenticator 80 Request packet, cpntalnlng the Type, ID, Length, and Authenticator field;
the shared secret is used as the key.
Vendor-Specific 26 Fortinet-Group-Name

Time when the event occurred. For example: May 31, 2019

SO AT 2 12:25:03.00000000 Pacific Daylight Time

User-Name 1 Host login name

RADIUS attributes in the CoA-Request message (disable-port)

AVP

Attribute Type Description
Calling-Station-ID 31 MAC address of host
User-Name 1 Host login name
NAS-IP-Address 4 NAS IP address

The Message-Authenticator attribute is a checksum of the entire Access-
80 Request packet, containing the Type, ID, Length, and Authenticator field;
the shared secret is used as the key.

Message-
Authenticator

Vendor-Specific 26 Fortinet-Group-Name

B TS e 55 Tir'fwe Yvhen the event ocggrred. Eor exgmple: May 31, 2019
12:25:03.00000000 Pacific Daylight Time

Class 25 Whatever the server returns

Filter-1d 11 Relayed from the server

RADIUS attributes in the CoA-Request message (bounce-port)

AVP

Attribute Description
Type
Calling-Station-ID 31 MAC address of host
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AVP

Attribute Description
Type

User-Name 1 Host login name
Message- The Message-Authenticator attribute is a checksum of the entire Access-

g. 80 Request packet, containing the Type, ID, Length, and Authenticator field;
Authenticator .

the shared secret is used as the key.
Vendor-Specific 26 Fortinet-Group-Name
Event-Timestam 55 Time when the event occurred. For example: May 31, 2019
P 12:25:03.00000000 Pacific Daylight Time

Class 25 Whatever the server returns
Filter-1d 11 Relayed from the server

RADIUS attributes in the CoA-Request message (session-timeout)

Attribute AVP Type Description

Calling-Station-ID 31 MAC address of host

NAS-Port 5 Port that the host is connected to

Acct-Session-Id 44 802.1x or MAB session identifier generated by the switch
Framed-IP-Address 8 IP address of host

User-Name 1 Host login name

RADIUS attributes in the CoA-ACK message

Attribute AL Description
Type
Event-Timestamp 55 Time when the event occurred. For example: May 31, 2019

12:25:03.00000000 Pacific Daylight Time

The Message-Authenticator attribute is a checksum of the entire Access-

Messag.e— 80 Request packet, containing the Type, ID, Length, and Authenticator field;
Authenticator :

the shared secret is used as the key.
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RADIUS attributes in the CoA-NAK message

AVP

Attribute Type Description

Refer to the “Error-Cause codes in RADIUS CoA-NAK and Disconnect-
Error-Cause 101 NAK messages” table in this appendix for a listing of error causes, error
codes, and descriptions.

Event-Timestam 55 Time when the event occurred. For example: May 31, 2019
P 12:25:03.00000000 Pacific Daylight Time

The Message-Authenticator attribute is a checksum of the entire Access-

80 Request packet, containing the Type, ID, Length, and Authenticator field;

the shared secret is used as the key.

Message-
Authenticator

Error-Cause codes in RADIUS CoA-NAK and Disconnect-NAK messages
Error Cause Error Code Description

Unsupported Attribute 401 This error is a fatal error, which is sent if a request
contains an attribute that is not supported.

This error is a fatal error, which is sent if one or more NAS-
NAS Identification Mismatch 403 Identifier Attributes do not match the identity of the NAS
receiving the request.

Invalid Attribute Value 407 This error is a fatal error, which is sent if a CoA-Request or
Disconnect-Request message contains an attribute with
an unsupported value.

This error is a fatal error if the session context identified in

Session Context Not Found 503 the CoA-Request or Disconnect-Request message does
not exist on the NAS.

Stop error codes for RADIUS accounting

Error Message E:g; Description

ACCT_TERM_CAUSE_IDLE_TIMEOUT 4 The system has been idle for too long.
ACCT_TERM_CAUSE_USER_REQUEST 1 The user requested the service to be stopped.
ACCT_TERM_CAUSE_SESSION_TIMEOUT 5 The session has timed out.
ACCT_TERM_CAUSE_ADMIN_RESET 6 The administrator has reset the session or port.
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