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Overview
The information in this document provides guidance for configuring integration in order for
FortiNAC to manage mobile devices registered using the Microsoft InTune cloud-based
management solution.
Note: As much information as possible about the integration of this device with FortiNAC
is provided (based on Microsoft Azure and InTune as of March 2019). However, the vendor
may have made modifications to the device’s firmware that invalidate portions of this
document. If having problems configuring the device, contact the vendor for additional
support.

What it Does
This integration speeds up the registration process of mobile devices that have been
registered with InTune. Mobile devices connecting to the network can be registered in
FortiNAC using host data from InTune.

How it Works
When a rogue host is detected on the network, FortiNAC interfaces with the InTune Graph API
and retrieves the host data. FortiNAC registers the host if it is already registered with InTune.
FortiNAC polls InTune periodically in order to update records for those hosts already registered in
FortiNAC.
FortiNAC collects the following host data from InTune:


Operating System



Host Name



Serial Number



Compliance Boolean



Model (Hardware Type)



Type (PC/Android/IOS)



Owner (User)

Requirements
FortiNAC


Supported Engine Version: 8.5.0 and greater



Recommended Engine Version: 8.8.6 and greater (Refer to ID 698066 in Release Notes)

InTune


Microsoft InTune is in place and registering devices



SNMP community or account



Account for SSH or API access
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Integration
Configure Azure Active Directory and InTune
Create a New Application Registration
1. From the Azure Active Directory > App registrations view, click on + New
registration. Enter a unique name for the application (something like “FortiNAC
Integration”).
2. Configure the Redirect URI. This will be used when responding to the authentication
request made by FortiNAC in the next section (Configure FortiNAC step 3 - Authenticate
With Azure AD). For Redirect URI, select Web and enter the URL as it appears in the
browser when accessing the FortiNAC Administration UI by hostname and navigating to
System > Settings > System Communication > MDM Services.
https://<FortinacDNSHostname>:8443/CMOptionsPanel.jsp
Important: If the hostname in the browser URL does not match the hostname entered in the
Redirect URI, the authentication attempt will fail because the hostname in the URI does not match
the hostname in the request.
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3. From the Application Registration view, copy down the following (will be used in FortiNAC
configuration):


Application (client) ID



Directory (tenant) ID

4. From Certificates & Secrets select + New client secret and create a secret.
5. Review the secret for special characters (specifically colons or question marks). If they are
present, generate a new secret. Repeat this process until a secret is generated without
these special characters. The Refresh Token generated in the following section may not
populate if the client secret contains colons or question marks. This caveat is currently
under investigation.
6. Copy and store the secret value (not the ID). This will be used in FortiNAC configuration.
Note: The secret will be obscured once leaving the view and returning.
7. From API Permissions select + Add a permission.
8. Select Microsoft Graph > Delegated permissions
9. From the list expand DeviceManagementManagedDevices
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10. Select the following:
DeviceManagementManagedDevices.Read.All

11. Grant Consent for the selected API’s by selecting the Grant admin consent for… button.
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Configure FortiNAC
Configure a MDM Service to establish a connection with the Microsoft InTune Graph API. MDM
Services are used to configure the connection or integration between FortiNAC and a Mobile
Device Management (MDM) system. FortiNAC and the MDM system work together sharing data
via an API to secure the network. FortiNAC leverages the data in the MDM database and registers
hosts using that data as they connect to the network.
Important: Proxy communication is not supported.

1. In the Administrative UI, navigate to System > Settings > System Communication >
MDM Services and click Add.

2. Use the field definitions for the MDM Services in the following table to enter the MDM
Service information.
Note: When integrating an MDM with FortiNAC, if there is more than one FortiNAC with an
NCM, it is only necessary to configure the integration on one of the FortiNAC Servers. The host
records will be propagated on demand to the other FortiNAC Servers.
MDM Services Field Definitions
Field

Definition

MDM Vendor

Select Microsoft InTune

Name

Name of the connection configuration for the connection between an MDM system
and FortiNAC.

Identifier

Add the Directory (tenant) ID.

Application ID

Add the Application (client) ID.

Access Key

Add the Client secret.
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3. Click the Authenticate With Azure AD button. This will launch a dialog that will prompt
to log into the Microsoft account. Use the same admin account used to create the
Application within Azure. This will generate a Refresh Token, and populate it in the
Refresh Token field. The Refresh Token will be used by FortiNAC to generate access
tokens. These tokens allow FortiNAC to perform API queries for the Graph API.
Note: The Refresh Token may not populate if the client secret contains special characters
such as colons and question marks. See step 5 of Create a New Application Registration.
4. Use the field definitions for the MDM Services in the following table to enter the MDM
Service information.

Field
On Demand
Registration

Revalidate
Health
Status On
Connect

Remove Hosts Deleted
from MDM Server

MDM Services Field Definitions
Definition
If enabled, when an unknown host reaches the captive portal, FortiNAC queries the
MDM server for information about that host. If the host exists in the MDM server, it is
registered in FortiNAC using the data from the MDM server.
If enabled, when the host connects to the network FortiNAC queries the MDM
server to determine if the host is compliant with MDM policies.
NOTE: This setting is disabled by default. When enabled, the MDM may not be
able to manage the rate of queries from FortiNAC, causing performance issues.
Instead of enabling Revalidate Health Status On Connect, you can enable
Automatic Registration Polling to occur once a day, which will also retrieve
Health Status, but with less frequency.
If enabled, when FortiNAC polls the MDM server it deletes hosts from the FortiNAC
database if they have been removed or disabled on the MDM server.
**Leave disabled. Currently not applicable with InTune**

Application Updating

If enabled, when FortiNAC polls the MDM server it retrieves and stores the
Application Inventory for hosts that are in the FortiNAC database.
NOTE: This setting is disabled by default. When enabled, the MDM may not be able
to manage the rate of queries from FortiNAC, causing performance issues.

Automatic Registration
Polling

If enabled, indicates how often FortiNAC should poll the MDM system for
information.

5. Click OK to save.
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MDM Services Field Definitions
Field

Definition

Last Modified By

User name of the last user to modify the connection configuration.

Last Modified Date

Date and time of the last modification to this connection configuration.

Right Click Options
Delete

Deletes the MDM Service.

Modify

Opens the Modify MDM Service dialog.

Poll Now

Polls the MDM server immediately.

Show Audit Log

Opens the Admin Auditing Log showing all changes made to the selected item. For
information about the Admin Auditing Log, refer to Admin Auditing in the Online
Help or the Administration and Operation guide in the Fortinet Document Library
for additional information.
Note: You must have permission to view the Admin Auditing Log. See
Add An Admin Profile in the Online Help or the Administration and Operation
guide in the Fortinet Document Library for additional information.

Test Connection

Tests the connection between the selected MDM server and FortiNAC. Error
messages indicate which fields are missing or incorrect.

Buttons
Add

Opens the Add MDM Service dialog.

Modify

Opens the Modify MDM Service dialog.

Export

Exports the data displayed to a file in the default downloads location. File types
include CSV, Excel, PDF or RTF. See Export Data in the Online Help or the
Administration and Operation guide in the Fortinet Document Library for additional
information.

Test Connection

Tests the connection between the selected MDM server and FortiNAC. Error
messages indicate which fields are missing or incorrect.

Poll Now

Polls the MDM server immediately.
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Validate MDM Connectivity
1. Select the new MDM and click on the Test Connection button. The following message
should display:

2. Click the Poll Now button at the bottom of the view.
3. Devices from the InTune tables should pre-register in the FortiNAC system (if that option
was selected).

Allowed Domains

Devices needing to authenticate must have access to the appropriate web sites. Confirm that the
necessary web sites are listed in the Allowed Domains view for authentication. Unregistered hosts
in isolation can only navigate to sites listed in Allowed Domains list.
For a list of domains, refer to the reference manual Domains to Add to the Allowed Domains
List in the Fortinet Document Library.

Events

Events associated with the MDM integration can be enabled and mapped to alarms. Events
include:
- MDM Host Created
- MDM Host Destroyed
- MDM Poll Failure
- MDM Poll Success
- MDM Host Compliance Failed
- MDM Host Compliance Passed
Hosts can be marked "at risk" when the host is not in Compliance with a policy by using an Alarm
mapped to the MDM Host Compliance Failed event.
Refer to Enable And Disable Events and Map Events To Alarms in the Online Help or the
Administration and Operation guide in the Fortinet Document Library for additional information.
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Policies

Configure policies to automatically provision network access based upon specific criteria as
registered hosts connect to the network. Network Access Policies are comprised of two components:


User/Host Profile: Defines user and/or host data criteria used to assign Network Access
Policies. Additional fields that are specific to MDM Services have been added to the host
record and can be used as a filter in User/Host Profiles. Refer to Host View And Search
Field Definitions in the Online Help or the Administration and Operation guide in the
Fortinet Document Library for additional information.

Managed by MDM
Compliant

Passcode enabled
Data Encryption
Compromised



FortiNAC registered the host based on data
from MDM database.
FortiNAC gathered endpoint compliance
information from the MDM server and
marks the host as compliant with MDM
policies or not. Note: Does not list
vulnerabilities.
N/A
N/A
N/A

Network Access Configuration: Specifies the network access value (VLAN or role) to
apply when a host matches the associated User/Host Profile.

Example: Place all iOS devices on VLAN 10 and all Android devices on VLAN 11.
Apple Network Access Policy:
 User/Host Profiles specifying iOS operating system
 Network Access Configuration specifying VLAN 10
Android Network Access Policy:
 User/Host Profile specifying Android operating system
 Network Access Configuration specifying VLAN 11
Refer to Network Access Policies in the Online Help or the Administration and Operation guide
in the Fortinet Document Library for additional information.
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Validate
Test features enabled in the MDM Service.
On Demand Registration:
1. Connect a mobile device to the network.
2. In FortiNAC Administration UI, navigate to Hosts > Host View and search for device by
MAC address.
3. If device is already authenticated to InTune, FortiNAC should automatically register the
device and assign the appropriate network access.
FortiNAC version 8.6.1 and above: Hosts imported from InTune are also automatically
added to a group called "Microsoft InTune Managed Hosts". The group membership allows
InTune devices to be identified for automation purposes such as Network Access Policies.
Remove Hosts Deleted from MDM Server:
1. Disable or delete Host in InTune API.
2. In a separate window, navigate to System > Settings > System Communication > MDM
Services
3. Click on the InTune model and click the Poll Now button (or wait for the next polling cycle
if Automatic Polling is enabled). The host should disappear from the Host View.

Troubleshooting
Refer to the following KB articles:
Troubleshooting MDM registration issues
https://kb.fortinet.com/kb/microsites/search.do?cmd=displayKC&docType=kc&externalId=FD43815
Troubleshooting Policies
https://kb.fortinet.com/kb/microsites/search.do?cmd=displayKC&docType=kc&externalId=FD42422

Debugging
Enable debugging feature (prints to /bsc/logs/output.master):
CampusMgrDebug –name MSInTuneServer true
CampusMgrDebug –name MdmManager true
Disable debugging feature
CampusMgrDebug –name MSInTuneServer false
CampusMgrDebug –name MdmManager false
Note: Debugs disable automatically upon restart of FortiNAC control and management processes.
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