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Change Log

2025-05-28 Initial release.

2025-06-20 First update:
» Removed the last four screen captures and related text at the end of Step 4: Set up
your FortiGate appliance on page 14 to reflect product update.

» Removed reference to info site in FortiOS and FortiAnalyzer for FortiSASE-Sovereign
on page 10.

2025-10-29 Updated Prepare for deployment.
Updated Deployment procedure.
Added Pre-Planning Requirements for POC to Prerequisites.

Added Cabling and IP Addressing Guidelines for FortiGate Deployment to Step 4: Set up
your FortiGate appliance.

Added Licensing FortiGate Before Onboarding to Step 4: Set up your FortiGate appliance.
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Introduction

Introduction

This Dedicated Instance Deployment Guide provides information and instructions on how to set up and
provision your FortiSASE-Sovereign. It is written for system administrators and network and cloud security

professionals who are responsible for deploying and managing FortiSASE-Sovereign in their network
environment.
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Prerequisites

Prerequisites

The following are required for deploying and operating FortiSASE-Sovereign. Before you start setting up your
FortiSASE-Sovereign, make sure that you have these items ready in your environment.

» AFortiCloud (FC) account. For instructions on how to create an FC account, visit Creating a FortiCloud
account.

« FortiSASE-Sovereign licenses. See Product Licensing and/or Ordering Guide for details.

» FortiGate appliance and compatible version of FortiOS. See FortiOS and FortiAnalyzer for FortiSASE-
Sovereign and the Ordering Guide.

« FortiAnalyzer appliance or VM. See FortiOS and FortiAnalyzer for FortiSASE-Sovereign.

Pre-Planning Requirements for POC

Before starting the proof of concept (POC), customers must allocate the necessary resources and prepare the
required components. This ensures a smooth onboarding and deployment process with FortiSASE-Sovereign.

Components Deployed by FortiSASE-Sovereign
Controllers

The following components are provisioned and managed directly by the FortiSASE-Sovereign controllers:

» FortiSASE-Sovereign service portal and associated services.

Customer-Prepared On-Premises Components

Licenses and Accounts

Customers must have the following licenses and accounts ready before onboarding:

e FortiCloud account.

o FortiSASE-Sovereign license.

» FortiSASE-Sovereign end-user (EMS) license.

« FortiGate FortiSASE-Sovereign licenses for all PoP FortiGates.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
Fortinet Inc.


https://docs.fortinet.com/document/forticloud/25.1.0/forticloud-account/227089/creating-a-forticloud-account
https://docs.fortinet.com/document/forticloud/25.1.0/forticloud-account/227089/creating-a-forticloud-account
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-sovereign-sase.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-sovereign-sase.pdf

Prerequisites

Hardware and Accessories

The following hardware and accessories should be prepared on premises:

« FortiGates designated for onboarding as FortiSASE-Sovereign PoPs.
FortiAnalyzer.

(Optional) Thin Edge FortiGate, FortiExtender, or FortiAP.

(Optional) FortiGates configured as ZTNA gateways.

e Required cables and transceivers.

Network Planning

Customers must plan and configure network resources in advance:

« Plan port allocation for all hardware components.

 Allocate IP addresses for each hardware component.

» Configure IP addresses and static routes on all hardware devices.

» Connect and cable hardware components properly and verify that they have Internet connectivity.
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Supported Fortinet hardware platforms

Supported Fortinet hardware
platforms

For information regarding the Fortinet hardware platforms, see the Ordering Guide.
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FortiOS and FortiAnalyzer for FortiSASE-Sovereign

FortiOS and FortiAnalyzer for
FortiSASE-Sovereign

FortiSASE-Sovereign requires the following supported versions of FortiOS and FortiAnalyzer to operate:

Fortinet Product Version Build Status
FortiGate v7.4.11 6843 Special
FortiAnalyzer v7.4.10 2778 GA

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
Fortinet Inc.

10



Prepare for deployment

Prepare for deployment

The following are things you must know or do in preparation for deploying your FortiSASE-Sovereign.

» Step 1: Create a FortiCloud account on page 11

» Step 2: Obtain product licenses on page 11

e Step 3: Register your products on page 13

» Step 4: Set up your FortiGate appliance on page 14

e Step 5: Set up your FortiAnalyzer appliance on page 20

Step 1: Create a FortiCloud account

You must have a valid FortiCloud (FC) account to install and manage the various components of your FortiSASE-

Sovereign.

 If you do not have an FC account in place yet, you must create one before you proceed. For instructions on

how to create an FC account, visit Creating a FortiCloud account.

« If you already have an FC account in place, ensure that all your FortiSASE-Sovereign-related Fortinet
products and services are registered under that account.

Step 2: Obtain product licenses

FortiSASE-Sovereign is a subscription-based cloud security service, which requires the following Fortinet
product licenses:

» FortiSASE-Sovereign portal license

 FortiClient EMS for FortiSASE-Sovereign end-user license(s)

» FortiGate/FortiOS for FortiSASE-Sovereign license(s)

Ay
‘Q' To purchase your licenses for FortiSASE-Sovereign and some other related Fortinet
- products, refer to the Ordering Guide.

You must obtain licenses to install and operate each of the aforementioned Fortinet products. The following
tables highlight the various licensing options for each of these products.
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FortiSASE-Sovereign portal license

SKU Description
FC-10-OVSAE-1081- FortiSASE-Sovereign subscription service of cloud
02-DD orchestrator and web portal.

Serial Number
(SN) Prefix

FOVSA

FortiSASE-Sovereign end-user (EMS) licenses

Description

FC3-10-EMSSS-552-02- FortiSASE-Sovereign end-user License for up

DD 10 1,999 users. This standard FortiSASE-
Sovereign end-user license supports cloud-
delivered security over FortiSASE-Sovereign
with secure private access through unified
agent (SASE, ZTNA, and VPN). It covers three
devices per user, and includes the EPP/ATP
client license.

FC4-10-EMSSS-552-02- Same as above, but covers between 2,000 and
DD 9,999 end users.

FC5-10-EMSSS-552-02- Same as above, but covers 10,000 and more
DD end users.

Serial Number (SN) Prefix
FEMSSS

FEMSSS

FEMSSS

You can register your FortiSASE-Sovereign end-user (EMS) licenses on FortiCloud (FC)
only after you already have your FortiSASE-Sovereign portal license registered in your

FC account.

FortiGate/FortiOS for FortiSASE-Sovereign licenses

SKU Description

FC-10-0091G-1082-02-DD The license provides one-year FortiSASE-
Sovereign Security Inspection Service. It includes
the FortiGate enterprise bundle and FortiSASE-
Sovereign entitlement (Support Type 321, or SSFL
in short).

Note: For FortiGate 91G devices only.
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Prepare for deployment

Description

Serial Number

(SN) Prefix

FC-10-FG9H1-1082-02- The license provides one-year FortiSASE- FGTOH1G
DD Sovereign Security Inspection Service. It includes

the FortiGate enterprise bundle and FortiSASE-

Sovereign entitlement (Support Type 321, or SSFL

in short).

Note: For FortiGate 901G devices only.

Step 3: Register your products

>ﬂ Before registering your Fortinet products, be sure to have your product serial numbers
ready.

1. Loginto your FortiCloud account.
2. Onthe FortiCloud portal, select Products. The Product List page opens.

r

[ig] im} Ay Asset Management x  +

&~ > @] )] %) httpsy//supportfortinet.com/asset/#/views/products

T
jol
[
ks
[1]
-]

¢ FortiCloud £ Services @ swporc ¥ Q o)

ASSET MANAGEMENI

@fortinet.com »

Product List ©@

# Dashboard

Search product list Q [w] £ &) Register More
- Products v

L Product List
m
' My Assets

= More Views

& Marketplace &
& Account Services

g~ Asset Transfer

3. Inthe top right corner of the page, click Register More.
4. Follow the steps to register your product.

5. Repeat step 2 through 4 to register all the products required for FortiSASE-Sovereign.

After registering all required products and licenses on FortiCloud, go to FortiCloud - Asset Management - My
Assets to verify that all necessary licenses are present in your account.

For example, to onboard one on-premises FortiGate 901G and one FortiGate 91G as PoP devices, you must have
the following products registered:
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(=5 FortiCloud £ Services ¥ @ suport

Product List €

#  Dashboard

& FGT Vulnerability List
® B2 Product List
B My Assets

= Maore Views

@ Online Renew >

& Marketplace >
3 & Account Services

g AssetTransfer

(® Document Library

SO ]

Including:
Sovereign SASE

Sovereign SASE User License

FortiGate FortiSAE-Sovereign Licenses for each PoP FortiGate.

Step 4: Set up your FortiGate appliance

You can order FortiGate as a Service (FGaaS) as PoP FortiGate or use your own FortiGate appliance.

» To order FGaas, refer to the Ordering Guide (https://www.fortinet.com/content/dam/fortinet/assets/data-

sheets/og-fgaas.pdf)

« To use your own FortiGate appliance, ensure that it is running on the supported version of FortiOS. For more

information, see FortiOS and FortiAnalyzer for FortiSASE-Sovereign on page 10.

Cabling and IP Addressing Guidelines for FortiGate

Deployment

FortiSASE-Sovereign supports two cabling options for FortiGate: one-arm and two-arm. Both approaches are
supported equally, and customers should choose the method that best fits their network environment.

Regardless of the selected cabling method, customers must ensure that after proper cabling, the FortiGate has
valid IP addressing, gateway, and static route configurations. The FortiGate must have Internet connectivity,
and all required service ports must be open and allowed within the customer’s network infrastructure.
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FortiSASE-Sovereign does not impose specific requirements for IP addressing. Customers may allocate any
available IP addresses to ingress and egress interfaces, provided that the assigned addresses ensure Internet
accessibility.

Basic FortiGate Configuration

When a FortiGate is onboarded with FortiSASE-Sovereign, regardless of whether it has factory-default settings
or existing production configurations, the FortiSASE-Sovereign controller will assume full configuration control.
During the onboarding process, the controller synchronizes the onboarded FortiGate with the required
FortiSASE-Sovereign configurations.

After onboarding, administrators cannot modify PoP FortiGate configurations directly through the FortiGate GUI
or CLI.

Important: If the FortiGate is already deployed in a production environment with existing configurations, it must
be factory reset before onboarding. Ensure console access is available before proceeding. For reset
instructions, refer to: https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-reset-a-FortiGate-
with-the-default-factory/ta-p/196896

In addition, the FortiGate must have IP addresses and corresponding static routes configured for both ingress
and egress ports. The static route on the egress port should have a lower priority than the one on the ingress
port, ensuring the egress port is preferred for outbound traffic.

Example: Two-Arm Deployment

In this example, Port 1is configured as the ingress port and Port 2 as the egress port. The following
configurations must be applied before onboarding:

config system interface
edit portl
set mode static
set ip 3.107.32.117/24
set allowaccess ping https ssh snmp http telnet fgfm radius-acct probe-response fabric ftm
speed-test
next
end
config system interface
edit port2
set mode static
set ip 3.107.36.117/24
set allowaccess ping https ssh snmp http telnet fgfm radius-acct probe-response fabric ftm
speed-test
next
end

config router static
edit 1
set gateway 3.107.32.254
set device portl
set priority 100
next
edit 2

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
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Prepare for deployment

set gateway 3.107.36.254
set device port2
set priority 50
next
end
In this example, administrator will need to select ingress port as port 1, and egress as port 2 later during
FortiSASE-Sovereign onboarding procedure.

Activate FortiGate Cloud

After you have installed the required version of FortiOS on your FortiGate and added necessary interface and IP

configuration,
you must activate FortiGate Cloud and ensure that the Central Management Settings are connected to
FortiGate Cloud at Fabric Connectors, as highlighted in the following screenshots.

~ O admin~

Security Fabric oo=- Administrator (]

Sysi rmation =+ || Licenses (1 © =- |FortiGate Cloud =- trators
i - E : e S
Serial number FGTg - L © Free License =0 o admin
L B FortiGate 2 @ Fortiswit
Firmware V7.4 buildé135 Seppurt il S 08 o @ Fort o)
» i 1

=) Central =

NAT -
me  2025/02/26 1604:16 ET3 % Fabric Connectors
1d17n2m45s AniVinz Rating : t
.
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Central Management Settings

YT © Disabled e
storus [ & cravics | -
Type [Ny FortiGate Cloud e Bty

Core Network Security Connectors

'//‘ Security Fabric Setup

Role  Standalone Connection status @ Connected
& Refresh @ Online Guidh
LAN Edge Devices _ B Relevant Documentation &£
Devics Typa Devicaced  Account @gmailcom B Logout ¢ Video Tutorials @
B FortiGate [1] Region stagingtst
" F P
i g Azure VPN to SAP Cloud
2 FortiSwitch t ®
3 FortiExtender (0] Azure FG Cloud Deployment and Existing VNETS
o - P
) : FortiGate Azure standby unit (A-P HA) showing ‘virtual machine agent not
Security Fabric Connectors e e T

SezMore &

IEI Central Management

Type  FortiGateCloud

When activating FortiGate Cloud, ensure that Send Logs to FortiGate Cloud is disabled during the activation

process.
OGA > @- L1~ O admin~

Central b FGVMOBTM25090863: Activate FortiGate Cloud
Core Network Security Connectors
FortiGate =

_ : Statu
/f) Security Fabric Setup Email
Type
Password
[e
Role Standzlone |
Domain -
LAN Edge Devices N O Sendlogs to FortiGate Cloud
Device Type Device Co ool
B FortiGate o
* FortiAP L0
2 FortiSwitch 0
T FortiExtender o

Security Fabric Connectors

Fabric Connectors

E Central Management

Status €@ Disabled

= -

If Send Logs to FortiGate Cloud was mistakenly enabled during activation, you can disable it afterward by
navigating to Security Fabric = Fabric Connectors, selecting Logging & Analysis - Cloud Logging, and setting it

to Disabled.
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« G © Notsecure  hetps//10.107.129.112/fabric-connector/edit/logging X @ 9 O L e
a8 [ A1l Bookmrks
= Q OGA >~ ©- Q2+ Oadmin~
Logging Settings x

Core Network Security Connectors

7 FortiAnalyzer  Cloud Logging
,//j Security Fabric Setup _ oonarossmE

. = — . =3 Amazon Web Services Marketplace &
Type @ FortiGate Cloud | € FortiAnalyzer Cloud [l A Microsoft Azure Marketplace &
Role  Standalone @ Google Cloud Platform Marketplace &£
& User & Authentication Guides
. i i %
= G LAN Edge Devices B Introduction to FortiAnalyzer &
Device Type Device Col B About FortiAnalyzer for AWS &
° B FortiGate 1) B Configure Multiple FortiAnalyzers on a Multi-VDOM FortiGate &
D Sl fis * FortiAP o Online Guides
Physical Topology % FortiSwitch [0} B Relevant Documentation &
_ - 2
gical Topology § FortiExtender [0} B¢ Video Tutorials
Security Rating ® Fortinet Community

© Join the Discussion &

Automation

Security Fabric Connectors

Fabric Connectors @ security Rating Issues

E ‘Central Management Show Dismissed

Type  FortiGate Cloud
Status @ Not Managed

oo [ o [

S ! ’, It is always a best practice to save your FortiGate configurations before onboarding.
9 This ensures that if re-onboarding is required in the future, you can restore the
- configurations quickly, keeping the FortiGate in a consistent onboarding state.

Licensing FortiGate Before Onboarding

After registering the FortiSASE-Sovereign entitlement service license on a FortiGate, you must wait until the
license status is updated and displayed under License Information on the FortiGate. Only after the license is
confirmed as active can the FortiGate be added as a PoP device during onboarding or device management.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
Fortinet Inc.



Prepare for deployment
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FortiGate pre-onboarding checklist

Before starting the onboarding of your FortiGate, you must complete the following checklist to prevent potential
issues from happening during the onboarding process.
1. Ensure that the FortiGate device undergoes a full factory reset before starting the onboarding process.

2. Checkto seeif the log hard disk on your FortiGate needs formatting. Some FortiGate devices have a log
hard disk that may not be properly formatted, which can lead to onboarding failures. You can check the
state of the log hard disk using the 'get system status' command. Ifit returns 'Need format', thenyou
must format the log hard disk before you proceed. For instructions on how to format the log hard disk, visit
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Standard-procedure-to-format-a-FortiGate-
Log-Disk/ta-p/190473.

3. Ensure that the signature libraries and license information are up to date:
a. Execute the "update-now' command to
i. Update all signature libraries.
ii. Refresh the license information.
b. Execute the 'diag autoupdate versions' command to
i. Confirm that the signature libraries have been successfully updated.
ii. Compare against the minimum version specified in the reference documentation.
4. Properly connect the PoP FortiGates to the internet for access.
5. Configure IP addresses, default gateway (static routes) for ingress and egress ports.
6. Ensure PoP FortiGates have internet access.
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Step 5: Set up your FortiAnalyzer appliance

You can deploy on-premise FortiAnalyzer using either a hardware appliance or a VM with a public IP address,
which must be accessible by FGaasS service.

» Ensure that you are using FortiAnylzer 7.4.7 or later.
ﬂ » Before setting up your FortiAnalyzer appliance, ensure that the FortiAnalyzer admin
I user has read-write JSON APl access and sufficient login-max settings (32 or 256
recommended), as highlighted on the following screenshot.

https://docs.fortinet.com/document/fortianalyzer/7.6.0/fortianalyzer-
ports/290737/incoming-ports.

\ﬂ For information about the service ports on FortiAnalyzer, visit
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Deployment procedure

* Logon to FortiSASE-Sovereign on page 21

« Configure FortiSASE-Sovereign Controller on page 23
» Configure FortiAnalyzer on page 24

« Configure FortiGate on page 25

e Choose services ports on page 27

* Review and deploy on page 28

Log on to FortiSASE-Sovereign

1. Open your web-browser, and point to https://www.fortisase-sovereign.com.
The FortiSASE-Sovereign login page opens.

fortisase-sovereign.com

@ FortiSASE-Sovereign

FortiSASE-Sovereign

Single Sign-on

SS0O Login

. Register

:':HTInE'I: Copyright ® 2025 Fortinet, Inc. All Rights Reserved.

2. Click SSO Login.
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The FortiCloud login page opens.

+

fortinet.com

(\ FortiCloud

Log in as

IAM user (®) Email user

Forgot Email? Forgot password?

LOG IN AS EMAIL USER CREATE ACCOUNT
—

FE:EHTlnET Copyright @ 2025 Fortinet, Inc. All Rights Reserved. Legal / Privacy

3. Select Email user, enter your FortiCloud account credentials (email address and password), and click
LOG IN AS EMAIL USER.

4. Check your email, copy and paste the security code into the Security Code field, and click Go.
You are now directed to the FortiSASE-Sovereign portal's landing page.
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% FortiSASE-Sovereign # Services - @ Support ~

During provisioning, it's important ta choose data centers that are close to your
end-users. Typically, provisioning takes around 10 minutes. Are you ready to
‘ begin the onboarding process?

- -

FEZEFITII'IE'!' Copyright @ 2024 Fortinet, Inc. All Rights Reserved.

5. Click Start Onboarding to begin the deployment process by following the onboarding wizard across the top
of the screen.

Configure FortiSASE-Sovereign Controller

1. Under FortiSASE-Sovereign Controller, select a preferred geographical region for your FortiSASE-
Sovereign controller.

vy
‘?' The FortiSASE-Sovereign Controller refers to FortiManager and FortiClient EMS that
|| manage the various components of FortiSASE-Sovereign.
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#% FortiSASE-Sovereign w © Support -

@ FortiSASE-Sovereign Controller 2 Fortitnalyzer 3 FortiCate 2

Ragister your ForliSASE-Soversign Cantraller

Choose your favorite
controller region

Q" What is a region?

The selectad region will be used to host
your configuration contraller service and
| & us-west-2 (Oregoni - currently reserved | Endpoint management sérvice.

I —_““;: m

Region®

2. Click Next.

Configure FortiAnalyzer

Under FortiAnalyzer, click Register your FortiAnalyzer.
Select On-Premises

Enter the Management URL.

Choose Username & Password as Authentication Method.
Click Next.

a bk ON

w3@gmail.com ~

@ FortiSASE-Sovereign # Services -+ @ Support ~

Register your FortiAnalyzer

‘0" How to choose a type?
Type*

® On-premises On-premises

The instances are owned and managed by the

Management URL* customer. Customers are responsible for
providing the necessary credentials and
https:// ¢ 443 accessible URLs from the internet.

Authorization Method*

@® Username & Password

Username*

Password*

Verify FAZ Certificate @

©

CA Certificate

Back ENE
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Configure FortiGate

1. Under FortiGate, click + New FortiGate.

% FortiSASE-Sovereig

+ FortiSASE-Sovereign Contraller  ~ FortiAnalyzer (E) FortiGate 4 SystemSetting '8 Preview
Register your ForiSASE- Soversign Cantroter Register your FAZ Register your FGT (Optionsl
Register your FortiGate
Lr o While i1*

Skip
the number of added re(

There is no data available to display.

Please start with defining a new region and adding a FortiGate device.

Skip [ | + Mew FortiGate

2. Define your custom region by entering the Region Name and Region Location, select a FortiGate appliance,

and click Add.

¥ FortiSASE-Sovereign @

< For - F © rorticate & System Seftiny 5 Preview

Define your custom region and add FortiGate device .
¥ FortiGate Device Status

Region Mame® Oifting
; FGT dovice is unreachabile or not
Paris DCtivated,

 ForiGats Cioud
Regian Location® o
FGT device is currently connected to
Parls, France ForeiGate Cioud

« Fertitiabe Clous

o
FGT davice has lost s connection 1o

ok

Add FortiGGate device 1o this region®

FGT device is conneciied 1o and managed
by FartiManager Cloud instance.

Gh  Fortiats Clowd = © Aad

* Fartidanager Cloud

as lost its ceangetion 1o the
FortiManager Cloud instance.

r < Fortibansr

FGT device ks connected 1o and managed
by an on-promises Foridanager
instance.

= FortiManager
FGT device has lost s connection 1o the
OIS ForiMANGGE MElance.

3. Verify the Egress Port and the Ingress Port, specify the public IP, and click Save.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
Fortinet Inc.

25



Deployment procedure

+ FortiSASE-Sovereign Controller « FortiAnalyzer o FortiGate 4 System Setting 5 Preview
Register your FortiSASE-Sovereign Controller Register your FAZ Register your FGT (Optional) Manage se-vices p Review the summary and deploy

Define your custom region and add FortiGate device "
Q" FortiGate Device Status

Region Name* Offline

- FGT device is unreachable or not
Paris activated.
« FortiGate Cloud

Region Location*
FGT device is currently connected to

Paris, France FortiGate Cloud.

* FortiGate Cloud

s e ' T s
> " “”"\4}"’ q.._i‘ =m:-';"—§’ oy N FGT device has Inst its connectinn to
E : Pari | SRR Magny-le-Hongre FortiGate Cloud
7 § el 1S e e N AR ortiGate Cloud.
i ne-Bill % | Nolsyle Brand =g b Saint-Georgesi 52 | ) R —————
YL o 5 Keyboard sharicuts | Map data 22025 Goagle [ Terms * Repart a map enar Trouble Shooting Tips

« FortiManager Cloud

Add FortiGate device to this region*

FGT device is connected to and managed
Select a Device by FortiManager Cloud instance.

x FortiManager Cloud

Serial Number Egress Port Ingress Port Public IP FGT device has lost its connection to the
FortiManager Cloud instance.
FGT rent-aggr-inet rent-aggr-inet v PAVE R PR PN O Trouble Shooting Tips ‘
« FortiManager
Cancel FGT device is connected to and managed
by an on-premises FortiManager
% instance.

% FortiManager

FGT device has lost its connection to the

on-premises FortiManager instance.

4. Go back to the Register your FortiGate page, and verify the location of the FortiGate in List View and Map
View, and click Next.
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Choose services ports

Default Service Ports

1. Under Service Setting, set Choose Your Services Ports to Default, and click Next.

7@gmail.com «

@ FortiSASE-Sovereign & Services - & Support ~

~ Forti ign Controller ~ FortiAnaly v FortiGate © system Setting 5 Preview
Manage services ports Review the summary and deploy

Register your FortiSASE-Sovereign Controller Register your FAZ Register your FGT (Optional)

Choose Your Services Ports
Q" About the Services Ports.
Type*
@© Default

Default Services Ports (Recommended)

FortiExtender Data Port: 25245,

O Randomly Generated Wireless Controller Port: 5245,
Authentication IKE SAML Port: 1001,
IKE Port: 4500,

- |  rent o,

SWG Web Proxy Port: 8080,
SWG PAC File Server Port: 8080,
SWG Captive Portal Port: 7830,
SWG Captive Portal SSL Port: 7831

Randomly Generated Ports

The system will generate a set of random ports
for the FortiSASE-Sovereign services, which will
be shown on the “System-> Services setting”
page after onboarding.

 If you set Choose Your Services Ports to Default, you must ensure that those
default services ports are open on the client. The following diagram highlights
the default services ports.

FortiAnalyzer

 J

< Allow Al

-,
(AW
;
Allow port for default PoP FortiGate

boardi
Sovereign SASE enboarding Customer Firewall
Thin Edge Data: 25246
Thin Edge Control: 5246
SSL VPN: 10443
SWG: 8080
Captive Portal: 7831
IPsec IKE TCP: 1001
IPsec IKE UDP: 4500
see PoP FortiGate
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Random Service Ports

1. Under Service Setting, set Choose Your Services Ports to Randomly Generated , and click Next.

@& FortiSASE-Sovereign # Services ~ & Support ~ 7@gmail.com +

~ FortiSASE-Sovereign Controller v FortiAnalyzer v FortiGate © system Setting 5 Preview
Register your FortiSASE-Sovereign Controller Register your FAZ Register your FGT (Optional) Manage services ports Review the summary and deploy

Choose Your Services Ports

Q" About the Services Ports.
Type*
O Default Default Services Ports (Recommended)
FortiExtender Data Port: 25246,
Wireless Controller Port: 5246,
Authentication IKE SAML Port: 1001,
sack IKE Port: 4500,
ac SSLVEN Port: 10443,

SWG Web Proxy Port: 8080,

©® Randomly Generated

SWG PAC File Server Port: 8080,
SWG Captive Portal Port: 7830,
SWG Captive Portal SSL Port: 7831

Randomly Generated Ports

The system will generate a set of random ports
for the FortiSASE-Sovereign services, which will
be shown on the "System-> Services setting”
page after onboarding

If you deploy FortiSASE-Sovereign using randomly generated ports, you must review and record the system-
assigned ports after onboarding. To do so, go to System - Service Settings, note the generated ports for each
service, and ensure they are provisioned and allowed in your network.

Before selecting service ports, consider the following:
« If the default ports are not already in use by on-premises applications, use them and ensure they are
provisioned and open on client devices:
» Thin Edge Data: 25246
» Thin Edge Control: 5246
e SSL VPN:10443
+ SWG: 8080
« Captive Portal: 7831
* IPsec IKE TCP: 1001
e |Psec IKE UDP: 4500

« If there are port conflicts in your network, select randomly generated ports. These ports must be
provisioned in the same way as the default ports to ensure client access. However, the actual port numbers
will only be available after FortiSASE-Sovereign is successfully onboarded.

After onboarding, navigate to System - Service Settings to view and record all randomly generated ports.

Review and deploy

1. Onthe Summary page, review all the parameters you've configured.
2. Click Onboard to start deploying FortiSASE-Sovereign.
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Summary

A Please be aware that FMG, FAZ, and EMS configurations cannot be modified after
deployment. Choose them carefully. Thank you.

FortiSASE-Sovereign Controller
Region us-west-2 (Oregon)
FortiAnalyzer

Type On-premises
Management URL

Authorization Method Username & Password

Username admin
passwurd Fhkkkkkkkkkkkkkd
FortiGate
Region Name Region Location Device
Paris Paris, France FG

System Setting

Services Ports Default

Back
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During onboarding, the system deploys the configurations for the following:
» FortiManager

» FortiAnalyzer
* FortiClient EMS
» FortiGate

@ FortiSASE-Sovereign @ Ser

Deploy Configuration

& FortiManager (100%) - FortiManager is deployed.
& FortiAnalyzer (100%) - FortiAnalyze is deployed.
FortiCiient EMS (100%) - FortiClient-EMS is deployed.

© FortiGate (50%) - Deploying FortiGzte,

Ly

3. When the deployment is completed, click Launch to start the FortiSASE-Sovereign Portal.

% FortiSASE-Sovereign % Se

4
Provisioning successfull

You are now ready to connect end-users 10 FortiSASE
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By default, the system automatically selects your primary account and redirects to
the FortiSASE-Sovereign portal, as illustrated in the following screenshot.

D FortiSASE-Sovereign

? System 1D primary Account Nama Company

1947550 sgmiLcom test A Fortine

- :
-

FLIATINET Copyright © 2024 Fartinet, Inc. All Rights Reserved
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Manage Security PoP

The Device>Security PoP page provides tools to manage your FortiGate devices. Here you can:

» Check FortiGate status on page 32
» Add FortiGate devices on page 32

Check FortiGate status

1. Onthe main menu, select Device>Security PoP.

Device public 1P Egress Port Ingress Port Memery cpu Stage Actions

B Paris @ Paris, France  + New FGT |

FisRTINET

2. Check the operating status of the deployed FortiGate by reviewing the data on the page.

Add FortiGate devices

1. Onthe Device>Security PoP page, click + New Security PoP to add a new Security PoP region.
2. Select aFortiGate device, and click Add to add it to the region.
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Dashboards
B Device
Monitoring
Security PoPs
Management Device
& Fdge Devices
T Access & Authentication
@ security
& Endpoint Managemen!
$ sowan
o System

W Analytics

e o I

3. Make the required configurations as illustrated in the following screenshot, and click OK to save the
configuration.

38 Dashboards
= Device
Monitaring
Security PoPs
Management Device
& Edge Devices
T Access & Authentication
@ Security
& Endpoint Management
@ SDWAN
© System

B Analytics

FiIRTINET
wouiln -

v o v v v v

»

v

v ow v v v v W

No results

FortiGate Device Status

Gifine
FGT device is unreachable or not activated.

< FortlSASE-Soveren
FGT device is actively managed by FortiSASE-
Scvereign.

X FortiSASE-Sovereign
FGT device has lost its connection to FortiSASE-
Sovereign.

#FortiGate Eloud

FGT device is currenily connected to FortiGate
Claud.
xFortiGete Cloud

FGT device has lost its connection to FortiGate
Cloud.

v FortiManager

FGT device is connected 10 and managed by
FortiManager Cloud instance.

X FortiMeneger

FGT device has lost Its connection ta the
FortiManager Cloud nstance.

Tiainia Shnnting Ties

L

FGT device is connected to and managed by an

or-premises FortiManager instance.
*FortiManager Cloud

FGT device has lost its connection to the on-
premises FortiManager instance.

.

4. Review the device information of the newly added FortiGate, and click OK.
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& FortiSASE-Sovereign o se

*  Security PoPs
Monitoring Security PaP name
Security PoPs London
C ent Device %
Location
- >
London, UK
Ll ¥ Barkin
s > " =
@ 2 Logan its connection to FortiSASE-
& Endpoint Managemen. & Gg o (TR ey e W T SSEE, 4
1 SDWAN > i
Add FortiGate device 1o this region ¢ connected to FortiGate
o System > ® Add
B Analytics >
Serial Number Egress Port Ingress Port Public IP
O rere wan? wanl
< FortManager Cioud
FGT device is o ar
on-premi
FiSATINET o

5. After the FortiGate is added, verify the newly added Security PoP on the Device>Security PoP page.

Once deployed, you can manage the FortiGate device through Port 5443 using the
HTTPS protocol.
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Configuring Secure Internet Access
(SIA) profile

This section outlines the steps to configure a Secure Internet Access (SIA) profile.

To create a secure private access profile, you must select Private Access. The default
Profile Group for Internet Access and Private Access are different, though they bear the

same name, Default.)

Example: Block access to TikTok (www.tiktok.com).

Step 1: Create a secure internet access profile on page 35.
Step 2: Customize SSL inspection on page 36.

Step 3: Enable web filter with Inline-CASB on page 37.
Step 4: Create a URL filter on page 38.

Step 5: Verify the URL filter on page 39.

Step 6: Push the SIA profile to PoP FortiGates on page 40.
Step 7: Test the SIA profile on page 42.

Step 8: Review Logs on page 43.

Step 1: Create a secure internet access profile

1.
2.

From main menu, select Security>Security Profile.
Select Internet Access.
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Configuring Secure Internet Access (SIA) profile

@ security

Firewa Poiicies
Security Profile
Hosta

Services

A Endpoint Managament

> Profles  Profile resources

0 Threats Count  Inspected Proiocols
No Dala
CIFs
= View Al I View L e
b
0 Theeats
= View Al B View Logs.
Appécation Control With Inline-CASE

0 Threars Count  Applicatian Filers
© Allow
® Block
@ Moniior
o 02
= View B, viaw Logs

©

eco0000

Lo ]

ﬂ Web Filter With Inline-CASE

0 Count

44724 @

= View Al B View Logs

Data Loss Prevention (DLP)

0 Threats Count

NoData

= View Al J View Loga

© Intrusion Prevention
Filters. & O Treats. Count
O Alow 2
& Biock 1
[
s No D
52
w
0
12 View ANl B View Logs
s ] EDNSHm:
R O Thveats Count
uibo-jaiwgidn edge gsib.. (8
° rbo-j3iwgidn edge g
1= View Al B ViewLogs
o
SSL Inspaction
Certificate Inspection
P Faitis i osgoactis

o Customizg

Frofilp Group:  Defaull ~ | 51 Private Access

F Customize
©
DNS Filters
@ Alow &7
® Block 13
@ Monitor 13
# Customize

Step 2: Customize SSL inspection

1. Onthe SSL Inspection widget, select Customize.

2. Inthe SSL Inspection panel, select Deep Inspection because most security profiles require SSL Inspection
be set to Deep Inspection.
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@ FortiSASE-Sovereign
B! Dashboards
& Dovice
W Edge Devices »
& Access & Authentication 3
| -
Firewal Poicies
Securty Profile
Hasts
Seriices
R Endpoint Management 3
© SOWAN ’
& System
W Analytics

FEIATINET ;o0

SSLInspection

S5L inspaction is the key used
find ineats, and bock them. SSL inspection nol only protects you from atlacks that use
HTTPS, bul alss fram other commonly uSed encrypled pratecals suchas SMTPS, POP3S,
IMAPS, and FTPS.

2 Certificate Inspection

Inspection Options
CA Contificats O
I FortiSASE_MSSP_Default C.. = & Downiosd

Exemptions
Exempt Hosts.
B Foriciient
+
Exempt URL Categories

Finance and Banking x
Health and Welness
+

When Deep Inspection is selected, the Force Certificate Inspection switch on
firewall policy screen must be set to off.

Step 3: Enable web filter with Inline-CASB

1. Onthe Web Filter With Inline CASB widget, click Customized to bring up the Web Filter With Inline-CASB

panel.
2. Make the required configurations as shown in the following screenshot.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
Fortinet Inc.

37



Configuring Secure Internet Access (SIA) profile

38 Dashbonrds » Wb Filter With Inline-CASE ®
Configuration Task
= Dovice » Satings  Iniine CASE Honders.
@ Edge Devicas » @ penaing Gueue
WWeb Filtering can protect your network by biocking acsess 1o malicious, hacked, or inappropri
+ Access & Autnersicaion websies. _
@ Securhy = )
FortiGuard Category Based Filter
Firowa Policias
‘Security Profie Fortiuard shared
. ' Last Deployment 1
e @ Securily profile Grouss and Can now be ediled under ZHECEW T30}
I i
Sotvices
& FEndpont Management  »
] “ L] o
& sowaN »
& Sysiem % Mame Action
W Anabytics » B Custom Categories @ i
0 custam © Dsanie
7 custom? © Dizazia
8 Potentiaty Liabic @
Drug Abuse & Allow
Hacking O aiow
® Aow
© ow
Expicit Vicence © sow
@ 8 Issues identdied 0% 95
URL Filter
Lise parlers Comainng text o Feguiar EXpressions 1o Contmd BCCess 1o specific URLS.
[#Come] #eo0 m
O ums Type 3 Hotion 3 Status 3
No resuits.
e pheases, paens, wikdcards, and rEQUIr Bxpressions to macch content on wat
S | EeEeme—
L ———
Patiem Type = Fattemn = Language T Action+ Status =
Mo rests
ranmner .. [~ I

Step 4: Create a URL filter

1. On URL Filter widget, click Create to bring up the Create URL Filter panel
2. Make the desired configurations as shown on the following screenshot.
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@ FortiSASE-Sovereign
81 Dashboards

= Deviee

& Edgs Devices @ Ponding Gueus
* Access & Authenticaion n
@ Security -

Firawall Policies

Secuilty Profile

 Last Deployment i
2025011413001
[

Hosts
Services

B Endpoint Menagemen: >

® SOWAN

o System

B Analytics

FEATINET

Step 5: Verify the URL filter

1. After creating the URL Filter rule, open the URL Filter widget.
2. Make sure www.tiktok.com with block action is added to the URL Filter panel.
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FortiSASE-Sovereign

33 Dashboards »
= Device »
& Edge Devices »
A AT b:s:sm:ring can protect your netwark by biocking access 1o malicious, hacked, of inappropris
@ Security -
D FortiGuard Category Based Filter

Firewall Policies

shared
@ secunty profile groups and can now be edited under
Profita resources.

Security Profile

Hosts

Services

Endpaint Management

@ SDWAN
O

B Custom Categories @

0O custom! © Dicable

L »
@ »
& System »
] »

Analytics

custom? 1@ Disable
& Fotentially Lable @@
Drug Abuse O Allow
Tl Hacking © miow
Wegal or Unethical @ Allow
Discrimination @ ziow
0 Explicit Viclence ® Aiow
@ 9 Issues Igentifiad

URL Filter
Ui patienis cunialning (e o regular expressions (o cuntl avcess (o specific URLS
| +Cneale‘ # Edit W Delere

O uRLE Type s Action = Status =

O wewtikiokcom Simple ® Biock @ Enabieg

Content Filter

Specify words, phrases, patemns, wildcards, and regular expressions 1o match content on wet
pages.

|+Cruul- # Edit [ Delate
Pattern

) Typas Pattern Language & Action s

No results

Step 6: Push the SIA profile to PoP FortiGates

1. When prompt, click the Install Config button to start installing the SIA profile configuration onto the PoP
FortiGates.
2. Follow the prompts onscreen to complete the installation.
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Install Configuration

stail the configuration?

B Show me the preview

Pending Task Preview
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Task Completed &
R,

thmaneaos Angees)

Ciose

Step 7: Test the SIA profile

1. In FortiClient endpoint machine, start a browser, and type https://www.tiktok.comand press Enter.
2. Check the response onscreen, as shown in the following screenshot.
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v [ TheURLyourequestedhasbe: X - o x

L C % tiktokcom k-4 & NewChrome available §

FiERTINET I —

FortiGuard Intrusion Prevention
- Access Blocked

Web Page Blocked

you have requested has been blocked because the URL is

hitps iAwvew tiktok, corm

& Local URLfitter Block

Step 8: Review Logs

1. OnInthe FortiSASE-Sovereign portal, select Analytics > Security.

2. Open Web Filter with Inline-CASB.

3. Do akeyword search similar to the what is shown on the following screenshot.
You should see the log indicating access to TikTok has been blocked.

L]

[}

] >

i [ |

] > o URL = https://wew tiktok com/ X - @ Q, [Search filteranle columns x/Q m

H i  0al | ®
i >

i Date/Time User Thin-Edge Device Action uRL T Categury Deseription Sent | Recelved Source Tyy

i >

1 [u] o & S o B3z

0 A Endpoint Managememt >

i ) 2025 2 SR o8

| @& sowaN >

i 8 &l (o X: B P &
§ & System > )

[l 458 &

4 B anaslytice v

L] ! 2 3l M

] 2025 s e -

Scheduled Reports

Generated Reports

Traffic
Sacurity
Ewvents

Settings
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Configure LDAP

Configuring the LDAP feature involves the following:

1. Setup LDAP server on page 44
2. AddLDAP users on page 46

Set up LDAP server

1. Select Access & Authentication>LDAP, and click Create.

& FortiSASE-Sovereign «

+ Access k Authentication v
Users & Groups:
i

RADIUS

Single Sign-On

»

®& Endpoint Managemeni  »

+ Create

Name %

oaq:

Server ¥

Port &

Common Name Identifier 3

Distinguished Name % Referenced ¥

2. Enter the LDAP server details, and click Next.

FortiSASE-Sovereign

Dashboards >

Device >
& Edge Devices »
T Access & Authertication ¥

Users & Groups

PKI

LDAP

RADIUS

Single Sign-On

SWG Configuration
@ Security >

R Endpoint Management >

New LDAP Server

Set up server

Name

Idap_

Server IP/Name

€

Server Port

389

Common Name Identifier

uid

Test connection

Most LDAP servers use cn. However, some servers
use other comman name identifiers such &s uid

Distinguished Name

Distinguished name is used to look up user
account entries on the LDAP server. The
distinguished name also reflects the hierarchy of
LDAP database object classes above the common
name identifiar.

Secure Connection

Secure LDAP (LDAPS) allows for the encryption of
LDAP data in transit when a directory bind is being
established, thereby protecting against credential
theft

& SDWAN >
Distinguished Name
& System > = Advanced Group Matching
B Analytics 3 de=fortisase,dc=com Group Member Check determines whether user or
Gt group objects’ attributes are used for matching
Secure Connection /. Group Filter is the filter used for group malching.
o ] Member Attribute is the name of the attribute from
which to get the group membership.
Advanced Group Matching @
e
User Groups
Create a User Group in FortiSASE to map to.any
FEATINET | m ol

3. Select a Bind Type, enter the Username and Password, and click Test Connection.
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ASE-Sovereign

82 Dashboards > New LDAP Server

= Device >

& FEdge Devices » Bind Type

T i m—_— v ° 3 4 The type of binding for LDAP authentication. When

the bind type is set to Regular, username and

Users & Groups Set up server Authenticate Test connaection password are required.
PKI
LDAP Bind Tvpe o User Groups
. simple | Anonyinous. (TS Create a User Group in FortiSASE to map to any
RADIUS user group that exists on your remote
Single Sign-On Username authentication source. User Groups can be used

within Paolicies to explicitly allow or deny t-affic for

SWG Configuration oy subsets of users

@ security > Password
A Endpoint Managament 3 @ Useful Links

WAN > @ Relevant Documentation B2
” B Online Guide £

& System 3 m

Analytics ]

%, FortiAnswers
© Join the Discussion B2

Back EES

LLN Cancel

4. When Test Connection is successful, click Next.

ASE-Sovereign

Dashboards *  New LDAP Server
E Device >
& Cdge Devices > User Croups
¥ Access & Authertication v v v o 4 Create a User Group in FortiSASE to map to any

user group that exists on your remote
authentication source, User Groups can be used
within Policies to explicitly allow or deny traffic for
PKI subsets of users.

& Successful!

Users & Groups Test connection

LDAP

RADIUS Useful Links

Single Sign-On

SWG Configuration

@ Security L4

& Endpoint Management > % FortiAnswers

@ SDWAN > © Join the Discussion [
& System ¥

B Analytics >

5. Review the LDAP server settings, and click Submit.
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FortiSASE-Sovereign
@: Dashboards *  New LDAP Server
&= Device »

Server Details & User Groups

& tmeliic . [ Create a User Group in ForiSASE to map to any
i Server IP/Name user group thal ts on your remole
Authentication v
¥ Aceshs & lithanteatio authentication 2. User Groups can be used
Users & Groups within Policies 1o explicitly allow or deny traffic for
) o EarvarPort subsets of users.
PKI 3@a
LDAP

Common Name Identifier Useful Links

RADIUS uid B Relevan tation £
a

Distinguished Name

m Ov &

Secure Connection

© Disabled

% FortiAnswers

Password Renewal
s © Disabled

3 Advanced Group Matching
© Disabled

Authentication &

Bind Type
Regular

Username

L 1 = A i 1 4 3 el

Status

@ Successtul

FEIATINET Bech m ik
e

The newly created LDAP server appears on the Access & Authentication>LDAP page.

% FortiSASE-Sovereign t

>
2 i + Create | & i [QQ\-:-;- h Qa
& Edge Devices 3 Name & Server & Port $ Common Name Identifier $ Distinguished Name Referenced &

F Access & Authenticetion v O &idap 389 g de=fortisase de=com No

Users & Groups
I

LDAP

RADIUS

Single Sign-On

SWE

onfiguration

Add LDAP users

1. Select Access & Authentication>User & Groups.

& FortiSASE-Savereign

22 Dashboards >
= Device i + Create | & i @ Qfearc W R Configuration Task
& Edge Devices > Name § Details Referenced & « LastDeployment i
2025-01-14 11:41:38
F Access & Authentication ¥ B Use @ {America/Los_Angeles)
Users & Groups st com
PKI
[u]
LDAP
RADIUS

Single Sign-On

2. Click Create, select LDAP User, and click Next.
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@ FortiSASE-Sovereign @) Services () Support

Dashboards »
ashboa Users Configuration Task

Device »

be defined 1 FortiSASE using the following methe

ployment I
: iz

A1

& Edge Devices » Ust . Last Dej
P

@ LDAP User
i 1A

T Access & Authentication v os_Angeles

Users & Groups

User Group
Kl E |
S i i
LDAP i 4 B e Sig
User
RADIUS

Single Sign-On

figuration

& Endpoint Management »

3. Select the LDAP Server from the dropdown list, and click Next.

& FortiSASE-Sovereign

82 Dashboards *  New User -
Configuration Task
= Device >
& Edge Devices > o 2 3 « LastDeployment i
2025-01-14 11:41:38
F Access & Authentication ) Angeles)
LDAP Server Remote Users l s_Angeles)
Users & Groups
Pe LDAP Server
LAk db dap -
RADIUS
+
Single Sign-On
LDAP Server =
SWG Configuration
Q@ Security > s 1dap

4. Select the Remote Users.

) Support
88 Dashboards *»  New User i
Configuration Task
= Device >
& Edae Devices ] o 2 3 + LastDeployment H
R 2025-01-14 11:41:38
T Access & Authentication ». fes)
LDAP Server : Use d
Users & Groups
PKI LDAP Server
LOAR &b dar b
RADIUS
+
Single Sign-On
= LDAP Server =
SWG Configuration
@ Security > d ldap]

5. Click Next.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
Fortinet Inc.



Configure LDAP

& Edge Devices » & o 3
T

Access & Authentication ¥

LDAP Serve Remote Users Review
Users & Groups

PKI

LDAP o rs to import below. Hold CTRL and click to

RADIUS

- Filters User Custom @ Show entries in subtree@D

SWG Configuration :

N © Q Search Q

Sacurity »
A e s " =] D3 Name $ First Name & Mail $ User Principal Nam(
@ SDWAN » sasel
o System »
W Analytics >

kenny Dtestcom
> facradiusgal N@fortient.com

B qa? sortinet com

linchen

M@ Iidapusen @test.com

radiususer_mssp

6. Review the LDAP Server and Remote User settings, and click OK.

= B

= »
v v 9
& Edge Devices »
DAP Server Remote Users Review
* Access & Authentication v

Users & Groups

PKI
LDAP Server '

Server Name

dap
figuration Remote Users &
Security
@ Security ' Selected Users
B Endpoint Management » gaz: ®
€ SDWAN > @fortinet.com
» Idapuserl x
¥ 1@test.com
Activation

Invitation Gode

m—

7. Click Install Config, and follow the prompts onscreen to complete the installation of the LDAP server and
remote LDAP users.

The LDAP server and the remote LDAP users now show up the Portal.
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Configure RADIUS server

1. Select Access & Authentication>RADIUS.

& Edge Devices > Name & Include All Users & Primary Server IP/Name $ Referenced
T Access & Authentication v

Users & Groups

K

LDAP

RADIUS

No results

* | AR RADILS Sevver Configuration Task
= >
& Edge Devices > Authentication Type ~ Last Deployment i
2 3 a aeEAL AT oEa BamiaT v 5 2025-01-14 12:04:38
T, o Authentication type permi d for this RADIUS R
server. By default, use PAP, MS-CHAP-VZ, and (America/Los_Angeles]
Users & Groups Configure Settings  Configure Servers Test Connection Review CHAP.
PK
BAP W User Groups
Create a in FortiSASE to map to any
RADIUS RADIUS user group that exists en your remote
in @ P authentication source. User Groups can be used
AR Authentication Type @ within Policies ta explictly allow or deny traffic for
SWG Configuration subsets of users.
S ontiguraton Default Specify
@ Security >
Include All Users @
B Endpoint Management 3 o Useful Links
a ant e &
@ SDWAN > 8 on )
o System > W Overview &
M Analytics >
" FortiAnswers
= Z
m -

3. Fillinthe RADIUS server Name, set Authentication Type to Default, enable Include All Users, and click Next.
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FortiSASE-Sovereign
pashboss > New RADIUS Server
= Device »
& Edge s >
. v
+ Access & Authentication v
& Groups Sonfigure Setti
PKI
EDAR Primary Server
RADIUS
1P/Name
Singls Sign-On
SWG Configuration
5 5 Secret
A Endpeint Managems: > i
SDWAN >
Secondary Server
G System >
IP/Name
B Analytics >
Secret

gs

Configure Servers

Primary Sarver

The access request &
Primary server first. |
A

| always be sent to t
he request is
Reject, thon the user authen

Secondary Server
If there is no response from the Primary server, the
access request will be sent to the Secondary
server.

User Groups
Create a n FortiSASE ta map to any
user group that exists on your remote
authentication source. User Groups can be used
within Policies to explicitly aliow or deny traffic for
subsets of users,

Usetul Links
B Relevar umentation (&
B onir e [

W O =

& FortiAnswers
the [ =z

& E £

4. Enter the Primary RADIUS Server IP and Secret, and click Next.

&8 Dashboards *  New RADIUS Server
Device >
& Edge De H
v
T Access & Authentication ¥
Contigure

Users & Groups

K1
Lo Primary Server
RADIUS
IP/Name
Single Sign-On
S Cofpure Connection Status
@ security 3 @ Successful
B Endpoint Management ¥
SDWAN >
o System >
M Analytics >

Back [CEE Cance:

Test Connection

User Groups

Create a in FortiSASE Lo map to any
user group that exists on your remote
autnentication source. User Groups can be used
within Policies Lo explicitly allow or deny traffic fo
subsets of users.

Useful Links
B Relev, ! &
B de &

O ©

& FortiAnswers

(@] C on &

5. When the Test Connection page shows successful connection, click Next.
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Edge Devices

=+ ® il @

Access & Authentication

LoAP
RADIUS
Single Sign-On
SWG Configuration
Q@ Security

£ Endpoint Management

B o &

v

Settings /'

Name
RADIUS,

Authentication Type

Default

Include All Users
@ Enabled

Primary Server #

IP/Name

Connection Status

G su

nfigura Servers

stoup in FOrtiSASE to map to any
ists on your remote

User Groups can be used
es to explicitly allow or deny traffic for
subsets of users.

Review

Useful Links
a L tion &
-] e £

W Ovarview B2

® Fortiknswers

[®] t CUS =z

6. Click Submit.

The RADIUS server shows up on the Access & Authentication > RADIUS page.

Dashboards
Device

Edge Devices

@
-
+

Access & Authentication
Users & Groups
PKI

LDAP

RADIUS

@ Security
& Endpoint Management

€ SDWAN

FortiSASE-Sovereign «

+ Create | & O Q Searc

Name &

O e RADIUS I <

Configuration Task

Include All Users $ Primary Server IP/Name & Referenced & @ Pending Queue

Instail Config

« LastDeployment
, 5

2025-0

{Americ elas)

7. Click Install Config, and follow the prompts onscreen to complete installing the RADIUS server

configuration.
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Configure IPsec VPN login

Al
‘Q' Both local and RADIUS users are able to use IPsec VPN login. The following steps

illustrate how a local-user logs in using IPsec VPN.

1. Select System>Service Settings, and check VPN Configuration to make sure it is IPSEC.

@ FortiSASE-Sovereign &) Services
88 Deshboards *  Service Settings
B Device >
& Edge Devices > Base URL
F Access & Authentication > .
@ Security >
& o N Thin-Edge Configuration
£ SDWAN > Data Port
Useful Links
o System v 1 8 &
Service Settings Ghikii E o =

Certificates
HTML Templates
% FortiAnswers

W Analytics » VPN Configuration (o) ot &

IPsec VPN configuration

IKE SAML Authentication Port (TGP}

Customized IKE Port (UDP)

SWG Configuration

Proxy Server URL

Cancel

FLIATINET

2. Select Access & Authentication>Users & Groups.

88 Dashboards >
. : [ amas] | 2 - ©Q Search Q, Onboard Users  Import/Export = Configuration Task
& Edge Devi > Hame % Delails & Referenced $ + Last Deployment !
T Access & Authentication v B Remote User et ""55':"
s
Users & Groups dapuser]
PK| 0O aqaz
LDAp 8 User
RADIUS Blest.com
Single Sign-On Btest.com
SWG Configuration bfortinet.com
@ Security > pfortinet.com
R Endpoint Management
¥ SDWAN >
>
>

3. Under User, select the existing local user which you use to log in and click Onboard Users.
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@ FortiSASE-Sovereign A 2
8 Dashboards 3 Onboard Users
= Device >
Endpoints managed by FortiClient connect to FortiSASE-Sovereign using VPN. Endpaints not managed by FortiClient
4 Edge Devices > connect using Secura Web Gateway.
W Access & Authentication v
Managed Endpoint Users
Users & Groups
FartiGlient Version
PKI
741
LDap
FartiClient Installer
RADIUS

A Download @& Send link to users
single Sign-On
Precanfigured instalier
SWG Configuration

os
@ Security >
= Windows (x64) -
& Endpoint Management 2
@ sowan N & Downicad Instalier
o System > Manual Installer @
B Analytics > Invitation Code
Y - v oD, 1
os
= Windows (x64) -

& Download Instalier

Generic FortiClient Instaliers @

A Linux |ios = Android

FEATINET o gp

4. Inthe Onboard Users panel, copy the Invitation Code.
5. Onaclient (Windows or Linux) PC, start the FortiClient, paste in the Invitation Code, and click Connect.
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¥ FOrIGNENT - LEFQ IFUST FAONC AGENT

ile Wiew Help

FortiClient - Disconnected

Zero Trust Fabric Agent
root 2l Register with Zero Trust Fabric
. '@ Enter Server address or Invitation code:
'\,’\ ZERO TRUST TELEMETRY
t ﬂ Connect| = x

You are now connected on FortiClient EMS, as shown in the following screenshot.
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1@ FartiClient - Zera Trust Fabric Agent
File View Help

@ FortiClient - Connected

Zero Trust Fabric Agent

root ===1 Centrally Managed by EMS

“§ Status: @ Connected =

NA ZERO TRUST TELEMETRY

6. Click REMOTE ACCESS.
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'@ FortiClient - Zero Trust Fabric Agent
File View Help

L} REMOTE ACCESS

VPN Name

Username

Password

| IPsec VPN

| @test.com

| e

7. Fillin the Username and Password, and click Connect.

You are now connected to IPsec VPN.
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@J FartiClient - Zero Trust Fabric Agent
File View Help

VPN Connected

[mp——

VPN Name [Psec VPN
|IP Address
Username @test.com
Duration 00:00:17
Bytes Received 7281 KB
Bytes Sent 33.94 KB

Disconnect

Ll REMOTE ACCESS

8. Verify the VPN connection by opening a website.
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Glimate

€Y Weather

Video

feared

09

the LA area but are lighter than

© Watch [ Listen e LiveTV Q sign In
" R

@ &

If You Drink Almond Milk Daily. This Is What Happens
C—

S EA

Aerial footage shor i enupting in Souther Califormia

What you need to know

« Firefighters are facing challenging
conditions in their battle against the Los
Angeles wildfires, with powerful winds
forecast over the next 24 hours that could
cause extreme fire behavior in the blazes or
turn any new spark info a raging inferno.

+ The Eaton and Palisades fires are the

second and fourth most destructive in

All Catch Up Forecasts

47 Posts

SORT BY v

Winds haven't been as strong as feared, but
fire danger isn't over

Winds aren’t as fierce as fa

t and could remain lighter than feared today, according to

observations and the latest forecast from the National Weather Service in Los Angeles.

9. Onthe FortiSASE-Sovereign portal, select Analytics >Traffic, and click the Internet Access Traffic to view
the traffic log.

@ FortiSASE-Sovereign

Tratfic

e Jo jo s Qs Jo

Thin-Edge Device Cestination IP Traffic Type Application Name Palicy ID Security Events

# Inte

Action
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Configure SSL VPN

1. Go to System>Service Settings.

FortiSASE-Sovereign

a »
¥ o »
Q@ s >
& Endpoint Management 3
& SDWAN >
o System v

Service Settings
Certificates
HTML Templates

B Analytics

FEIATINET |, o

Service Settings

Thin-Edge Configuration
Control Port

VPN Canfiguration

SSL VPN Configuration

Server URL

Server Certificate

R SSLVPN

Require Client Certificate

o ]

SWG Configuration

Proxy Sarver URL

Captive Portal Port

I8 Cancel

service Settings

This page exhibits URLS, ports and certificates

used by FortiSASE-Sovereigs
B

service

Useful Links
B Relevant antatio
8o je B

™ Overview £

& FortiAnswers

&

&

2 URL is the entry URL for accessing your

2. Review the VPN Configuration, make sure that it is SSL, and click OK.

& FortiSASE-Sovereign «

22 Dashboards >
= Device >
& Edge Davices >
F Access & Authentication >
@ Security >
£ Endpoint Management 3
€ SDWAN »
©° System ~

Service Settings

Certificates
HTML Tempiates
B Analytics »

Service Settings

Thin-Edge Configuration

Control Port

VPN Configuration

SSL IPSEC

SSL VPN Configuration

Server URL

Server Certificate

T§ SSLVPN

Require Client Certificate

(o ]

Service Settings

This page exhibits URLs, ports and certificates
used by ForliSASE-Sovereign services

Base URL is the entry URL for accessing your
service

Useful Links

& i &2
g ide &

[ &

® FortiAnswers

Configuration Task

@ Pending Queue

Install Config

.~ Last Deployment

(Amer,

3. Click Install Config, and follow the prompts to deploy the SSL VPN configuration.
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Task Completed @
2025-01-14 13:03:14
{America/Los_Angedes)

4. Launch FortiClient on a client PC, and make sure that you are connected.

Once deployed, it may take approximately 60 seconds to synchronize the SSL VPN

configuration to FortiClient.

@ FertiClient - Zero Trust Fabric Agent
File View Help

@ FortiClient - Connected

Zero Trust Fabric Agent

root =-=1 Centrally Managed by EMS
"= Status: ® Connected

NA ZERO TRUST TELEMETRY
I I .

Site Name: Default

Host ip-

SN FCTHRERERRRRRRE

Telemetry MNext Sync 32 sec
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e SSL VPN RADIUS user login on page 61
» SSL VPN LDAP user login on page 64

SSL VPN RADIUS user login

1. Start FortiClient, and click REMOTE ACCESS.
1§ FortiClient - Zero Trust Fabric Agent

File View Help

/
Ll REMOIE ACCESS
=

VPN Mame ‘SSL VPN ‘
Username ‘ ‘
S == |

Al
S L 4
9 The VPN name now has changed to SSL VPN.

2. Enter your RADIUS username and password, and click Connect.
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5@' FortiClient - Zero Trust Fabric Agent

File Wiew Help

Server Certificate Warning

L1 REMOTE ACCESS

This page requires a secure conrection which indudes
server authentication.

The Certificate Issuer for this site is untrusted or unknow,
Do you wish to proceed?

: Mo | View Certificate |

3. Click Yes. The SSL VPN connection is now established.
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5@' FortiClient - Zero Trust Fabric Agent = X
File View Help

VPN Connected

i
nioltillltlit {a

VPN Name SSLVPN
IP Address
Username radiusl
Duration 00:00:37
Bytes Received 4144 KB
Bytes Sent 4484 KB

L1 REMOTE ACCESS

4. Start a Web browser, and open any website.
5. Onthe FortiSASE-Sovereign portal, select Analytics>Traffic to view the traffic logs.

@ FortiSASE-Sovereign @
88 Dashboards » & & Int & Trafi
= Device >
& Edge Devices > & X ©Q search filterable columns a m
W Access & Authentication >
Date[Time User Thin-Edge Device Destination IP Traffic Type Application Name Policy ID Security Events Action
@ Security >
20250114 13:08:25 & radius! & Internet Access |4 SSL 1 B Application Contral @ TCP reset from clic
@ Endpoint Management 3
O 2025/0114 13:08:25 & radius & Intermet Access (@) CNN 1 @ Web Filter ! Aocaok seasion o)
@ sowan » ! . h I Aoolication Control R
& System > Web Filter
2025/0114 13:08:23 & radiusl 4 Internet Access  [B) CNN 1 G Web Filte + Accept: session ch
A Application Control
M Analytics v
Q@ Web Filter
2025/01/14 13:08:22 us Inte cees: CNN 1 ~ Accept: session ch
f & radius o Internet Access @ [ Aopiication Control epl: session cl
Scheduled Reports Web Filter
2025/0114 13:08:22 & radiusl #% Internet Access |4 S5L ) | © Web Fite @ TCP reset from clic
B Application Control
Generated Reports
Web Filter
2025/011413:08:20 & radius? H #h Internet Access [ SSL 1 o + Accept: session ch
’ = B #pplication Control P
Traffic 2025/011413:08:20 & radiusl &k Internet Access |4 SSL 1 I Application Contral @ TCP reset from cli¢
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SSL VPN LDAP user login

1. Select Access & Authentication>Users & Groups.

& FortiSASE-Sovereign

22 Dashboards »

e . + Create | & ) © Q Search Q,  Onboard Users  Import/Expori =
& Edge Devices > Kame & Details & Referenced &
F Access & Authentication v B Remote User

Users & Groups

PKI qa2

LDAP B User

RADIUS Btest.com

Single Sign-On @test.com

SWG Configuration a@fortinet.com
@ Security > a zi@fortinet.com
& Endpoint Management ¥
3! s i"t.N 2

2. Select the desired LDAP user.

3. Start FortiClient, and select REMOTE ACCESS.
1@ FortiClient - Zero Trust Fabric Agent
File View Help

L} REMOTEACCESS
VPN Name ‘SSL\P‘PN |
Username ‘ |
Passiard | |

4. Enter the LDAP username and password, and click Connect.
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@ FortiCliert - Zero Trust Fabric Agent — x
File Wiew Help

VPN Connecled

Jp—

L} REMOTE ACCESS

VPN Name
IP Address
Username
Duration

SSLVPN

ldapuserl
00:00:30

Bytes Received 37.41 KB
Bytes Sent 3442 KB

Disconnect

5. Youare now logged in as an LDAP user through SSL VPN.
6. Start your web browser, and open a website of interest.

2% NBC NEWS  HEGSETHCONFIRMATION LA FIRES.

Pete Hegseth pitches himself as
a‘change agent' in tense
Senate hearing

% Fact check: Army recruiting numbers haven't
surged since Trump's lection 1% 2z2
Sen. Ted Budd, R-N.C., said during his questioning
of Hegseth that Ammy recruiting has surged since...

LOCAL POLITICS US NEWS EDITORS'PICKS SHOPPING WATGH LIVE

iz NBC NEWS NOW.

= Live | Meet the Press NOW

1 SENATE ARMED SERVICES CMTE, WRAPS HEARING —
@ ract chock: Theraisn't mandated DEI training in FOR TRUMP DEFENSE SECY. PICK PETE HEGSETH k2
the US. Navy 1 =z LATEST NEWS
During his questioning of Hegseth, Sen. Tommy
Tuberville, R Ala., asked about diversity initiativ... P TR
Philly Chinatown says new T6ers
arena plans offers relief, but
Bl Hegseth vows to bring ‘warrior B Protesters interrupt Hegseth's 3 Sen. Kirsten Gillibrand grills akapticiam remaing
culture’ to Department of Defense opening statement Hegseth over comments on women
® 13 s
i i = Queen Elizaboth Il was keptin the
Life-threatening winds are dark for years about a Soviet spy in
the palace

here, L.A. fire chief warns

. Bass says she has ‘open mind' to Trump
isiti Angelss 1o- aeo

mselact) SHOSPTNG
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7. On the FortiSASE-Sovereign portal, select Analytics>Traffic to view the traffic logs.
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Add SSO to IPsec VPN

1. Select System>Service Settings.

& FortiSASE-Sovereign &

22 Dashboards > Service Settings
= Device »
& Edge Devices » Base URL Service Settings
3 e A This page exhibits URLs, ports and certificates
ccess & Aut »
T Access & Authen L] used by ForliSASE-Sovereign services
@ Security » Base URL is the entry URL for accessing your
¥y service
R Endpoint Management » Thin-Edge Configuration
£ SDWAN » Data Port
Useful Links
O System v | Rel seumentation [
Service Settings c = iide B
ontrol Port - view 2
Certificates
HTML Templates
& Fortifnsws
W Analytics > VPN Configuration
[e &
IPsec VPN configuration
IKE SAML Authentication Port (TCP)
Customized IKE Port (UDP)
SWG Configuration
Proxy Server URL
[r— ok (TR

2. Review the service settings, make sure that the VPN Configuration is IPSEC, and click OK.

& FortiSASE-Sovereign ©s @ ®- Ao~

8% Dashboards »

= Device » 4 ©Qse Q
& Edge Devices » Name 3 Type & Status $ SPEntity ID & SP Certificate & IdP Entity ID $ 4P Certifi
T Mtear b Autnaotisation” 4 D & fortisase-ypn VPN © Disabled SSLVPN certificate

Users & Groups
PKI

LDAP

RADIUS

Single Sign-On

SWG Configuration

@_security »

3. Select Access & Authentication >Single Sign-On, and turn on Enable SAML Server.
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@ FortiSASE-Sovereign « @gmail.com =
" oards > Edit Single Sign-on
& Device >
& Edge Devices > Name
T Access & Authentication ¥
Users & Groups
Type
PKI
LoAP
y Enable SAML Server
RADIUS
Single Sign-On
SWG Configuration Servioe Provider Configuration
Security > Base URL
@ Endpoint Management 3 -
SDWAN >
Entity ID
o System »
L]
B Analytics »
Assertion Consumer Service URL
.
Single Logout Service URL
L

4. Under Identity Provider Configuration, enter the SAML IdP settings and click OK.

& FortiSASE-Sovereign © support
= »
I Q Configuration Task
= >
& coge Devices * Status & SPEntity ID § SP Certificate § 1dP Entity ID $ @ Pending Queue
T Access & Authentication ¥ o Erapied ’ - SN .
Users & Groups
Pl
LDAP
.~ Last Deployment i
RADIUS tot

Single Sign-On

5. After the SAML server is created, click Install Config to deploy the SAML configuration.
6. Follow the prompts onscreen to complete deploying the SAML configuration.

7. After SAML configuration has been deployed, start FortiClient, and it will synchronize the
SAML configuration after 60 seconds.
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Add SSO to IPsec VPN

5@! FortiClient - Zere Trust Fabric Agent
File View Help

FortiClient - Connected

Zero Trust Fabric Agent
root ===1 Centrally Managed by EMS
“§ Status: @ Connected

\:\ ZERQ TRUST TELEMETRY

IP:

Site Name: Default

Host ip-

SN FCTEM

Telemetry MNext Sync 55 sec

8. Select REMOTE ACCESS, and click Connect.
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Add SSO to IPsec VPN

1§ FortiClient - Zero Trust Fabric Agent -
File View Help

L1 REMOTE ACCESS

VPN Name ‘ IPsec VPN v =

9. When the FortiClient SAML Authentication page pops up, enter the username, and click Next.
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1@ FortiClient - Zero Trust Fabric Agent

File View Hep

.............

'@J FortiClient SAML Authentication [Legin] (244 seconds)

L} REMOTE ACCE
‘ FiATINET

gal

Next

10. Enter your password, and click Login.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
Fortinet Inc.

71



Add SSO to IPsec VPN

- Zero Trust Fabric Agent

@ FortiClient

File View Help

......

[@ FortiClient SAML Authentication [Login] (212 seconds)

L} REMOTE ACCESS FiEATINET

gal

Not ga1 ? Sign in as a different user

You have logged in as a SAML user.
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Q FortiClient - Zero Trust Fabric Agent = X
File View Help

VPN Connected

[m—

VPN Name [Psec VPN
IP Address
Username qal
Duration 00:00:12
Bytes Received 6647 KB
Bytes Sent 3204 KB

L} REMOTE ACCESS

11. Start your web browser, and open a website of interest.

Hello, sign

4 in '
amazon g 4ciocation - Account & Lists =

= Al Medical Care est Sellers i Amazon Basics  Music  New Releases  Today'sDeals  Groceries Customer Service  AmazonHome  Registry Pharmacy  Gift Cards Smart Home  Books

New year, new deals

Shop 450+ gift card brands Sign in for the best experience

Enjoy all the Prime benefits

Sign in securely

12. On the FortiSASE-Sovereign portal, select Analytics>Traffic to view the Internet Access Traffic logs.
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Add SSO to IPsec VPN

Dashboards >
= Device >
& Edge Deuices >
T Access & Authentication  »
Qs >
f >
& SDWAN >
O System >
H Anaiytics ~

Scheduled Reports

Generated Reports

& OQ:

Date/Time

/14 13:30:36
2025/01/14 13:30:38

2025

14 13:30:38
14 13:30:34

2025/01/14 13:30:34

4 13:30:26

1413:30:26

User
& qal
& gal
& gal
- gal

& gal
2 gal

& gal

ch fiiterable columns

Thin-Edge Device

Destination IP

Traffic Type

&% Internet Access
& Internet Access
&% Internet Access
&% Internet Access
&% Internet Access

& Internet Access

&% Internet Access

Application Name

& 7680ftep

Policy I

Security Events

ion Contral

1A Appiication Contral

B Application Control

Application Control

@ Web Filte
B Application Control

Q

Action

' Accept: session Close

w* Accepl: session close

' Accept: session close
«* Accepl: session close

+ Accept: session close
@ TCP reset from client

' Accept: session timeout
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Configure firewall policies

onfigure firewall policies

You can set specific firewall policies to block a certain website. The following example is a firewall policy that
blocks traffic from amazon. com.

1. Setup a host by selecting Security>Hosts.

88 Dashboards *  Edit Host
B Device >
& Edge Devices > Location LT
" " P Hub Hosls are st
Access & Authentication > Ingress Internet  Private Access Hub  Unspecified
* o traffic and are used whe
Netwaork traffic is analyzed to determine if the
Securit v
2 ¥ Category traffic source and destination miatch the hosts
Eirewsli Policies ki defined in a traffic policy.
Security Profile
Name
Hosts Location

WWW.amazon.com
Internal hosts are lot

ted within your

Service . organization's network. External hosts are located
Lyine s aniza v
& Endpoint Management > outside of your organization's network:
FQDN -
' SOWAN >
& System > FQDN Types
m *.amazon.com Subnet: A subnel type of address is expressed
Analytics » :

using a host address and a subnet mask

2. Select Security>Firewall Policies, and fill in the policy settings.

& FortiSASE-Sovereign <@ Services € Support Bgmail.com ~
8% Dashboards > Edit Policy
= Device >
- 4 Name @ Folicies
: Any traffic going through Farti

>
¥ FIgCk Amazan.cam essociated with a policy. Pol control whera
@ Security - how it's processed, if it's processed

Source Scope &nd even whether or noL its allowed 10 pass
Firewall Policies through the FortiGate

All VPN Users Thin-Edge
Security Profile
Source
Hasts VPH Users Scape

Al Traffic  Specify
Policies with VPN users scope contral the traffic

oL i that goes through the SSL VPN tunnel established
Iser . Fortiol
& Endpoint Management 3 Dyt ah
Al VPN Users  Specify
) SDWAN >
o System 3 Destination Thin-Edge Scope
All Internet Traffic  Specify Policies with Thin-Edge scope control the traffic
B Analytics » that goes through Thin-Edge devices such as
B www.amazon.com x FartiExtender.
+
Service VPN Users
AL % Policies can authorize users registered with
FOrtiSASE, LDAP, RADIUS, or Single Sign On
+ Lervices,
Action
+ Accept @ Deny Outbound Policy

thal is not specifically

ting an Outbor Policy
&l you lo permit approved traffic Lo leave the
network.

By default any traffic
wed is denied. C

Status

@ Enable @ Disable

3. Move the created policy above Allow-All, install the configuration successfully.
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Configure firewall policies

Dashboards

Device

Edge Devices

Access & Authentication
Security

Firewall Palicies
Security Profile

Hasts

Services

Endpoint Management
SDWAN

System

Analytics >

+ Create |

Hame
B System defined
@ Botnet Deny

Captive-DNS-Exempt

Captive-Portal-Host-Exempt

B Custom
Block_amazaon.com

A

0O Imglicit Dany

© Q Search

| Q @ % internet Access [} Private Access

Profile Group

Default

Source

all
All Thin-Edge Devices

All Thin-Edge Devices

Al Traffic
B
all

User

All VPN Users

No captive portal authentication required

No captive portal authentication required

All VPN Users
Al VPN Users

Al VPN Users

Destination

1. Botnet-C&C.Server
All Intemet Traffic

Capiive Portal

B www.amazon.com
All Intemet Traffic

All Intemet Traffic

Action

® Deny
 Accept

« Accept

® Deny
 hccept

® Deny

Hit Count Status
(1} @ Enabled
(] @ Enabled
0 @ Enabled
141 & Enabled
8,833 @ Enablad
20 © Enabled

4. Start FortiClient, and make sure that you are using the VPN.
5. Start your web browser, and try to access www.amazon.com. The following error message appears.

&

@ wwwamazon.com

€ O amsoncom

*

*

(3

This site can't be reached

Dashboards.

Device

Edge Devices

Access & Authentication
Security

Endpaint Management

i SDWAN

System

Analytics
REFORT

Scheduled Reports

Ger

ed Reports

Tratfic
Security
Events

Settings

Date/Time
2025/01/14 14:15:46
2025/0114 14:15:48

14 14:15:46

1/14 14:15:45

2025/01/14 1415:45

2025/01/14 14:15:44

2025/0

2025/0114 14:15:44

2025/0114 141543

2025/01/14 14:15:38

202¢

1/14 14:15:38

alum Q | M Details
User Thin-Edge Device Destination IP Traffic Type Application Name Log Details x
# Internet Access  ms Amazon-AWS ' forticabnd
-
&% Internet Access (% Akamai-CDN -0

&l
&
F 3 gal
2 qgal

ol Inte

Access

% Internet Access
o Intarnet Access
&5 Intarnet Access
&% Internet Access
ol Internet Access
#% Internel Access
o Internet Access
&k Internet Access
% Internet Access
& Intornet Access
&% Inlernet Access
& Internet Access
& Internet Access
ol Internet Access

s Intarnet Access

{5 Akamai-CDN

B Destination

5 Akamai-CDN
05 Axamai-CDN
G Akamai-CDN
(5 Axamai-CDN
s Amazon-AWS
5 Akamai-CDN
(5 Akamai-CDN
W 443jtcp

05 Akamai-CDN

W 443ftcp

5 S5L 8 Data

B Application Control

5 Akamai-CDN Received Bytes

O3 Akamai-CDN
05 Akamai-CDN

fo g ape

Unknown

Unscanned

]

AMAZON-AWS

ipsacvpn
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SPA setup guide (network topology)

SPA setup guide (hetwork topology)

Section 1: SPA hubs and web servers on page 77

» Section 2: Deploy SPA on FortiSASE-Sovereign portal on page 78

Section 3: Configure Secure Private Access policies on page 84

» Section 4: Verify private access from end point with FortiClient on page 87

Section 1: SPA hubs and web servers

DC1-Server

S DC2-Server
IP: 10.0.20.101 ' i D -
pc1 o
|P-E:g1o 20.100 DC2-Hub LAN JP;
[ 10.0.21.129
EE DC1-WAN BEEEE
.= 69.167.113.242 EEEEEE DC2-WAN IP:
- T EEEE 69.167.113.152
DC1-Hub EREs
v _-DC2-Hub
ipsec tunnels ipsec It:unnefs

Internet Traffic

Internet

Internet Traffic

PoP2 FGT
-

L}
L]
IPSec or

|PSec or SELVPN
SSLVPN

[ 582

FortiClient VM FortiClient VM

FortiSASE Sovereign Sample Topology
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SPA setup guide (network topology)

e DC1-Hub:00.000.000.000 login: XXXXX/XXXXXXX
e DC2-Hub: 00.000.000.000 login: XXXXX/XXXXXXXX
» Finance test page: https://finance.fortinet.com/ is located in DC1-server behind Hub1
« Marketing test page: https://marketing.fortinet.com/ is located in DC2-server behind Hub2
» FTP test server (Note: This server is on DC1-Server behind DC1-Hub.):
e |P:00.0.00.000
e Port: 2121
e Username:xxxxxx
e Password: XXXXXXX

Parameters to bring up service connection

« Network Configuration Tab:
» BGP Router ID Subnet 00.000.000/00
e Autonomous System Number (ASN) 65001
e Health Check IP 00.00.00.00

« Service Connection Tab:

First service connection

» Name: Your preference. Sample could be DC1-Hub
¢ Remote Gateway: 00.000.000.000

¢ Authentication Method, Preshared Key: XXXXXXXXX
e BGP PeerIP: 00.000.0.000

¢ Network Overlay ID: 11

Second service connection

* Name: Your preference. Sample could be DC2-Hub
¢ Remote Gateway: 00.000.000.000

« Authentication Method, Preshared Key: XXXXXXXXXX
e BGP PeerIP: 00.000.00.000

¢ Network Overlay ID: 12

Section 2: Deploy SPA on FortiSASE-Sovereign
portal

1. Loginto FortiSASE-Sovereign portal, select SDWAN>Secure Private Access>Network Configuration, and
make the entries and/or selections, and click Save.
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SPA setup guide (network topology)

FortiSASE-Sovereign

28 Dashboards >
= Device b
Edge Devices >

&
T Access & Authentication >
)

Security b4
= Endpoint Management >
& SDWAN v

Secure Private Access
9 System >

B Analytics >

Service Connections Network Configuration

Secure Private Access Network Configuration

BGP Routing Design

BGP per overlay BGP on loopback

BGP Router ID Subnet

Autonomous System Number (ASN)
65001 X

BGP Recursive Routing

©

Hub Selection Method
Hub Health and Priority BGP MED
Jitter, latency and packet loss measurements are periodically
obtained for each service connection via the Health Check IP.

©® Within each PoP, the highest priority service connection that
meets minimum SLA requirements is selected. Note that a service
connection can be assigned a different priority level in different
PoPs.

Health Check IP

2. When the Configuration Task

panel pops up, click Install Config.
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% FortiSASE-Soversign
B Dassous ?  Servis Comvectons  NATWOIK Configuration
e Contiguration Task

*  Securs Privats Access Network Configuration
@ Ponding Queus

69 Routing Dusign

S e e = P NE

BOP Rsuter B Submet

AULOROmEnIS System Nusmber (ASK)

o

smmmm §

x
[

3. IntheInstall Configuration dialog, click Continue to Install to complete the configuration.

Install Configuration

Would you like to install the configuration?

Show me the preview

Continue To Install S sI@N

4. After Network Configuration is completed, select SD-WAN>Secure Private Access>Service Connection,
and click Create to create the first Secure Private Access connection as illustrated in the following
screenshot. (Note: The pre-shared key for this setup is "Fortinet123!".)
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% FortiSASE-Sovereign

*  Create Secure Private Access Service Connection Configuration Task

»
» Name Secure Private Access Network Connection ~ Last Deployment 1
> DC1 Hub * per (A ki
. y
Remote Gateway
»
]
Authentication Method Hub Health
1l Pr
Pre-shared Key  Certificas
» 1011111
» Pre-shared Key
®
BGP Peer 1P
*
Network Overtay ID
1" -

m
5

® FortiAnswers

*  Service Connections  Network Configuration

Configuration Task
»
+ Create | & # @ tiealth | IF Service Connection Priorities
] @ Pending Queue
,  ©Qsearn Q
’ ' Name Configuration State Remote Gateway BGP Peer P Network Overlay ID Authentlcation Method
»

¥ SDWAN -
+ Last Deployment H
25-01-14 10:22:03

Secure Private Access
smericall os Angeies

5. After the first service tunnel is created, repeat Step 4 to create the second Secure Private Access
connection.
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& FortiSASE-Sovereign

>  Create Secure Private Access Service Connection

= >
- » Name
T » DC2-Hub x
0 = ¥ Remote Gateway
n e » "
% v
- Authentication Method
s Pre-shared Key Certificate
W Anaiytics ’ Pre-shared Key
x
BGP Poer 1P
x
Natwork Overlay ID
12 x

] “

% FortiAnswers

Configuration Task

@ pending Queue

Install Config

« Last Deployment
5-01-14 10-22:03

i

6. After both service tunnels are created, click Install Config to deploy the configuration to PoP FortiGates.

@& FortiSASE-Sovereign = es € Support

> Service Connections  Network Configuration

& Foge

Q Heant

T Access & Authentication ¥

[ Hanme Configuration State Remate Gateway BGP Peer IP

o DCT-Hut: @ Success © [:]
C2-Hut ® Success 0 L]

Hotwork Gverlay ID

Authentication Methad

a0~

o n@am
Configuration Task

@ Pending Queue

+ Last Deployment

¥

7. Follow the prompts onscreen to complete deploying the configuration.
8. After the deployment, both service connections to DC1-Hub and DC2-Hubs are up and running.
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22 Dashboards »  Service C Network

= Device »

& Eoge Devices 3 @ #Edi P Update & Q) Health ¥ Service Connection Priorities
¥ Access & Authentication  * © A search Q
B Saciiiny e ae Name Configuration State Remote Gateway BGP Peer IP Network Overay 10 Authentication Method

M EndpaintMansgeeent g =) DC1-Hub @ Success [+ 13 4 [+] n Pre-shared Key

@ sowan = a 2 DC2-Hua @ Success [+] [+ 12 Pre-shared Key

Secure Private Access
@ System »

B Analytics »

9. Click Health to check the connection of each PoP FortiGate to each hub.

& FortiSASE-Sovereign P 2
88 Dasnboards » Health and VPN Tunnel Status. x
Configuration Task
= Device »
Jiner, latency and packet (oss measurements are periodically obtained for each service connection
& Eage Devices L wia the Health Check IP. v Last Deplayment i
R 2025-01-14 10°36:35
T Access & Authenticaon ¥ Within each PoP, the highest priority service connection that meets minimum SLA requirements is lamericaloa_Angeies)
@ secunty N selectad. Note that 3 service connection can be 3ssigned 3 different priority level in different PoPs
& Endpoint Management ? DC1-Hub
& SDWAN v
Secure Private Access
& System » o View Laarr
B anaiptics * Reglon & Health Check IP Status VPN Tunnel EGP Peering State
0O 4 London Qup Qup Established
48 Paris oup Qup Established
2
DC2-Hub
o View L
Region Health Check IP Status. VPN Tunnel BGP Peering State
O e London oup QU Estabiished
8 Paris Qup Qup Established

FEATINET
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Section 3: Configure Secure Private Access
policies

1. Select Security > Firewall Policies >Private Access, and click Create to create a custom firewall policy for
secure private access.

& FortiSASE-Sovereign =) Services @ Support

+ Create ©Q fear Q @ & ivemet hecess [ Private Access Gorsipuaan A
Hame Profite Group Source User Destination action Hit Count Status + Last Deployment i
2025-0714 114138
L] @
a v -1
o a P ®n ® En

traffic, but you can create your custom policy. Be sure to place the customized
policy in front of the default policy. See the following steps for details.

\{ There is a default “Allow All Private Access” policy that allows all the private access

2. Create the custom policy, and click OK.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
Fortinet Inc.

84



SPA setup guide (network topology)

& FortiSASE-Sovereign .5
*  MewPolioy Confguration Task

loyment |
4114138

Name O  Last

-
+ ticsion 3 spa-policyl
@ Security -

Firewail Policies

Secur

& gal@test.com x
¥ +

Destination
Private Access Traffic  Specify

WALl x

Profile Group

Defautt Speciy

Forcs Certificats Inspection @

Action

 Accept @ Deny

Status
® Enatin ) Disable Useful Link
L] 74
Logging Options a &
L &
Loy A Trafic
Sacuyrity Events AN Sessions % FortiAnswers
3 “

3. After the policy is created, click and drag it above the Allow-All Private Traffic policy.

& FortiSASE-Sovereign =

1| @ e internet Access. [ Pl AR Configuration Task
Name Frofile Group Source User Destination Action Hit Count Status @ Ponding Queus
3 v &=
=] ’ e 9 ens .~ Last Deployment i
© ey Ll “

4. Click Install Config to proceed with installing the configuration to PoP FortiGates.
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B Dasnooarcs s
= Oaviee , [ #omee] s @ooes  [@Qseacn | o @ & memet access | g Private Access c""”"‘"-
& Figa Dovioes o B Name Prafile Group Source User Destination Action Hit Count Status @ Pending Queue
T Access & Authentication B cosn @ -
@ Security - 5 < G 0
Firewall Palicies [ spa-policy! Defauit Ba & qan@restcom Al Private Access Traffic W Rccept o & Enaciea
Secuity Profile [ Allow-AK Private Traflic Default B All VPN Users A Pilvate Rocess Traflic Accept 5 © Erabied @ LastDsplomment
::i.s ERbva e s b i ) (D re s © Erabied i
& Endpoint Management >
@ sowan >
& System >
b Aneiyics >

5. Follow the prompts onscreen to complete the installation.
6. Click Close.
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Section 4: Verify private access from end point
with FortiClient

1. From your FortiClient endpoint, connect through IPsec VPN or SSL VPN.

IPsec VPN

'@i FortiClient - Zero Trust Fabric Agent h %
File WView Help

_. VPN Connected

Jm—

VPN Name [Psec VPN
IP Address
Username _._2test.com
Duration 00:00:20
Bytes Received 20.41 KB
Bytes Sent 18.68 KB

Disconnect

L1 REMOTE ACCESS
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SSL VPN

@l FortiClient - Zero Trust Fabric Agent — "
File View Help

VPN Connected

Jmp—

VPN Name SSLVPN
IP Address
Username @test.com
Duration 00:00:13
Bytes Received 29.17 KB
Bytes Sent 1323 KB

L1 REMOTE ACCESS

2. Modify the hosts file in C: \Windows\System32\drivers\etc and add these two entries to the hosts file.
ENTry snould pe KeptT On an 1ndlvidual 1ine. 1ne 1F agaress

be placed in the first column followed by the corresponding

The IP address and the host name should be separated by at
space.

Additionally, comments (such as these) may be inserted on i
lines or following the machine name denoted by a '#' symbol

For example:

rhino.acme.com # source sery
X.acme.com # x client hg

HoH oFE e ode e o3 e 3 S H

localhost name resolution is handled within DNS itself.
localhost
S localhost

S

f .coﬂ

- com

3. Open abrowser and type https://finance.fortinet.com, and the web page opens.
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ﬂ This demonstrates access private resource behind DC1-hub through the secure
private access network.

Welcome to Department

Home Fnancial Services  Investments  Aboul Us  Contact

About Fortinet Financial

Our Mission

Fortinet Financial is committed to providing innovative financiel solutions that meet the needs of our clients and contnbute to their financial success.

Our Values

We prioritize integrity, transparency, and client satisfaction in &ll our interactions. Our team of experts is dedicated to delivering excellence in financial services.
Financial Products and Services

Explore our wide range of financial products and services tailcred to meet your specific needs.

« Investment opportunities
« Financial panning services

Contact Us

Feel free to reach out to us for any inquiries or assistance regarding financial matters
Email financo@fortinet com

Phono 1-800-FORTINET

4. Inthe browser, type https://marketing.fortinet.com, and press Enter.

ﬂ This is to demonstrate access private resource behind DC2-hub through secure
private access network.
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Welcome to Fortinet Marketing Department

Home ‘- = About Us
About Us
Welcome 1o Fortinet Marketing Depaitment. Customers are very important
Our Products
Check out our latest products and solutions for your security needs
Contact Us

Feel free to reach out 1o us for any inquines or assstance

5. Starta FTP software application to make a connection to the FTP server 10.0.20.101 through Port 2121,
using the username "administrator" and password "fortinet.com2023".

»

This step shows downloading and uploading files from the server behind DC1-Hub.

[B] fapefradministrator@10.0.20.101:2121 - FileZilla - o x
file Edit View Tranfer Sever Bookmarks Help
= [ - | A e s ey
it v [ B = ol xa|FQ )
Hest: | 10,020,101 | Usemame: | Password: | | Por 2121 | -
Status Logged in A
Siaus  Cosnecting to 10.0.20.101:2121...
Status:  Comnection estabhished, waiting for welcome message...
Ststus  Insecure servey, it does not support FTP over TLS.
Status Logged in
Status  Starting uplozd of C\Users\root\Downlosds\WinSCP-5.17.10-Setup.exe v
Local site: | B « | Remote site: / .
Applata ~|sl?
Application Data S| wiki-js-windows
£ Contacts 5| sssets
Cookies ? data
+ Il Desktop 2 node modules
=] Documents = server
=4 Downloads
eurl-windows-«85 64-E10.1
FortiClientSetup_74.1.1736x64
4 mingwsd
Mobaxierm v
Filename Filesize Filetype Last modified ~ | Filename 5 Filesize  Filetype Lt modified  Permissions  Owner/Group
Cltestcent2.art 3896 Security Certificate  10/31/2024 J47:1E... 1
15 TortoiseSVN-1.140.20885-.. 20,631,552 Windows Installer .. 1/30/202112:30:30... weki-js - adows Filefolder  1/13/2025 10:1..
W VSCodellserSetup-x6l-15.. 63396712 Application 2/3/2021 54718 PM enjson 60082 JSOM Sour.. 13282023 55..
IWIN_LDAP_69.167.115.69.... 1679 Securty Certificate  1/4/2025 121601 .. Iocalesjscn 10500 JSON Sour.. 1428/2023 5:5..
5 Windes_LDAP.cer 1,602 Security Centficate  1/4/2025 121611 . 1B node-vig151cbdmsi 2BSTITOE Windewsl. 12/28/20235:2.
B winrar-xe4-601.exe 4216582 Application 5/28/2021 5:15:33 ... P node-v2010.0-x64.msi 26607616 Windows L. 1228/2003 3:4..
B WinSCP-5.17,10Setupexe 11,155,568 Application /3172021 10:2807.. nvm-setus.exe 5TB4456 Application  13/28/2003 52
M Wireshark-wingd-341exe 81432312 Application 214/2021 933538 AM pastgresql-16.1-1-windows-x6d.exce IMTRARI0 Application  1/28/2023 4.,
1wl update x4 msi 14364672 Windows Installer .. 127112020 10:08:1.. winrar-i64-622.exe 3577600 Application 2023 34,
B0 64810 1elease-vwin3.,  S858187 WinRARarchive  9/17/2023 34340 v | [ Wiresharic 420-x6d.exe 8161264 Application  12/18/2023 11,
Selected 1 file. Total size: 71,155,568 bytes 8 files and 1 directary, Total size: 529,564,190 bytes
Server/Locs! file Direction  Remote file Sigc Priofty  Status
W tipi//administrator@10.0.20...
CUsersiroot\Oownioadsle  ~->>  /WinSCP-3,17.10-Setup.exe 11,155,568 Normal  Transfeming
00000 elapsed 000002 1ct [N | 10223616 bytes (6.1 MiB/s)
Queved files (1) | Failed transters (10) | Successtul transfers (7)
@ Queue: 107 MiB @9

6. After some test traffic, go back to the Private Access policy page and verify that the customized policy has
taken effect.
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SPA setup guide (network topology)

@ FortiSASE-Sovereign = Servee

| 4 Creae [ oa Q@ & nemes Access | [Ji Privne Access
¥ Hame. Profile Group Source User Destination Action Hit Count Status
s "o
a 2 - L]
a o A L]
Om  : F A v T & e L]
Ll e
an >
o ¢ »
0 »

7. You can view the traffic log detail by going to Analytics/Traffic/Private Access Traffic to view the traffic
logs. Double-clicking an entry will display details of that traffic entry.

» © & [0apeachn Q [mosais
' Dato/Tima Usar Thin-Edgo Davice Dostination 1P Tratfic Type Application Hama Policy ID ‘Sacurity Events Action  Log Datals x
s 3 T e G 53 B 2o ] L
’ s B Pruno Access @ v
& = . O fopi v
) & mr 258 v
5 & B e sccess @ o <o v
Y B Frate & B v LES
2 'L 258 v
e Rep 6 & B Prias access @ FT B o v
2 8 P access @FTF B Ao v
i 8 & L FTF B o v
i oA = E S [ e v
' 0 B8 Pruate & B o va
O ‘A By @ b LY
5 & L B 4o %
: & B o oo v i
2 T @ O o ®
2 L ®F v
210478 & 4 Access GpFT O o v
2 & B Frvae dccess @ B o v S
F 3 B/ PFT [+ b
ama23r & B Prias aceess @ FTP O s ®
2 & Prvms access @ v
2 L ®FIF 0 o v
& ] A @ F B aopi \ v
a B Priane access @ o v
- L e @rF . R v e
o & B @1 B Ao %
am000d & B pruas & 2 ss 0 4o v
2 L -
N E-3 o Ao v
2 L a v
& B Priane & - B8 v L
& B B s v ’

v A
v A
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Traffic Flow Diagrams

Traffic Flow Diagrams

FortiSASE-Sovereign Network Diagram

FortiSASE-Sovereign
Controller

SWG user User Traffic— —

ipsec or sslvpn -
User Traffic

Forticlient

User SPATraffic SPA Hub

PoP FortiGate S
7 jpsecivxlan ADVPN between PoP and branch  jngec
User Traffic P

i User SIATraffi;; S
/' User SPATraffic ™=

A
|
|

S
|
|

0od
Thin Edge Device m
Branch Spoke

The PoP FortiGate inspects all user traffic before forwarding it to the destination.
Traffic destined for the Internet is forwarded out through WAN2.
Traffic destined for private data center resources is routed through the SPA overlay network.

B WDNA
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A
=
IPSec SDWAN — — — — |

Data Center
Private Resource

VPN, SWG, and Thin Edge user traffic is directed to the PoP FortiGate through the ingress (WAN1) port.
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Manage Users and User Groups

Manage Users and User Groups

» Create users on page 93

Install FortiClient (Windows 64 bit) on page 101
e Loginusing IPsec VPN on page 102

e Loginusing SSL VPN on page 101

Create users

1. Goto Access & Authentication>Users & Groups.

& FortiSASE-Sovereign & Services € Support @ = @gmail.com ~
28 Dashboards >
= Device y | + Creale} ¢ E MmcC : Onboard Users  Import/Export =
& Edge Devices > ©Q Search Q
T Access & Authentication v Name % Details % Referenced %

Users & Groups

PKI

LDAP

RADIUS

Single Sign-Cn

SWG Configuration
@ Security >
fi: Endpoint Management >
& SDWAN >
& System » No results
B Analytics >

0
FiZRTINET 4.0

2. Click Create to create a user.
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Manage Users and User Groups

y FortiSASE-Sovereign ervices ) Support
23 Dashboards > Users
Settings Info
= Device I i N
& Edge Devices 4 Users can be defined within FortiSASE using the following methods:
T Access & Authentication v ® LDAP User
Create a user that authenticates with a remote LDAP server
Users & Groups
(O User Group
PKI
Create a group of usel up can be com of any individual
LDAP well as any user gr xist in a AP, RADIUS, or S
On servers
RADIUS

) User
Single Sign-On

Create a user that authenticates with FortiSASE-Sovereign directly

SWG Configuration

Security >
= Endpoint Management >
% SDWAN >
O System >

Analytics >

FSRTINET |00 Cancel

@gmail.com v

Configuration Task

+ Last Deployment H
2025-01-14 09:36:58
{America/Los_Angeles)

3. Select a User option, and click Next.

4. Enter the email address and password (this is a temporary password before the user is activated), and copy

the invitation code for future use.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
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Manage Users and User Groups

% FortiSASE-Sovereign i & I@gmail.com =

22 Dashboards > New User

N Settings  Info Configuration Task

= Device
& Edge Devices 2 ~ Last Deployment i
;g .  Email 2025-01-14 09:36:58
T Access & Authentication (America/Los_Angeles)
Users & Groups
REl Password @ OB
LDAP
RADIUS Activation
Single Sign-0On Invitation Code
SWG Configuration L WAL
@ Security > _ } o U
Users will be sent an email containing the invitation code and
f: Endpoint Management > instructions for connecting to FortiSASE-Sovereign.
& SDWAN >
9" System >
Analytics >

©ERTINET g Cancel

5. Click OK.
6. Click Install Config to apply the changes to the FortiGate device.
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Manage Users and User Groups

28 Dashboards >
= Device >
& Edge Devices >
T Access & Authentication v

Users & Groups
PKI

LDAP

RADIUS

Single Sign-0On

SWG Configuration

@ Security »
fi: Endpoint Management >
£ SDWAN >
O System >
B Analytics >

FEERTINET g

1@gmail.com ~

Configuration Task

‘ 4 Create | mC Onboard Users  Import/Export »
|0 Q, Search | Q i
@ Pending Queue
Name ¥ Details ¥ Referenced ¥
& User
O @bcom Yes

@fortinet.com Yes ~ Last Deployment
2025-01-14 09:36:58

(America/Los_Angeles)

7. Preview the configuration by selecting Show me the preview during the installation.
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Manage Users and User Groups

Install Configuration

Would you like to install the configuration?

I” Show me the preview

8. Click Continue To Install.
9. Wait until the Install Config task is completed.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
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Manage Users and User Groups

Task Completed @
2025-01-14 12:15:20
{America/Los_Angeles)

A\ No Preview Available

Sinee the preview was skipped during the last deployment, ne preview is available at this time.

10. Check your mailbox of the email account that you specified at Step 4.

By now, you should have received an email with the activation and login links and invitation code, as shown
in the following screenshot.

Welcome to FortiSASE-Sovereign - secure Internet access, wherever you are. To get started, click the "Activate” button below.

Please click here to login to the FortiSASE-Sovereign user portal if your account has been activated.
Connect to FortiSASE-Sovereign

Step 1: Download FortiClient Application

Windows 32 bit Windows 64 bit macOS Linux iOS Android
Step 2: Enrcll ForiSASE-Sovereign Endpoint Protection

INVitation Code: | M M S5 A M T ——

After installing FortiClient, please navigate to the “ZERO TRUST TELEMETRY" menu item, select “Join FortiClient Cloud”, enter the invitation code abave and click
“Connect”.

Access The Support Community

+ Connact with other FortiSASE-Sovereign administrators on FortiAnswers.
« Opena FortiCare Support Ticket for 1-on-1 technical support.

Copyright @ 2024 Fortinet Inc_ All rights reserved.

Email: support@fortinet com Phone: 1 (866) 868-3678
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Manage Users and User Groups

11. Click Activate link. The Account Activation page opens.

Account Activation

12. Enter and confirm new password, and click Activate.

13. Click Login or the link in the email to log in with the new password.

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
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Manage Users and User Groups

14. Click Login. Upon successful login, the following page opens.

15. Download and install the FortiClient compatible with the OS on your client. For more information, see
FortiOS and FortiAnalyzer for FortiSASE-Sovereign on page 10.

O ! ’, Now you should be able to use your new credentials to log in with your IPSec VPN
? login or SSL VPN
= login using the procedures outlined in the following paragraphs.
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Manage Users and User Groups

Install FortiClient (Windows 64 bit)

Make sure that the FortiClient installer has been downloaded.
Click FortiClient.msi in the installer.
Complete the FortiClient installation.

B WD

Log in using SSL VPN

Click Windows 64 bit at Step 15 mentioned in the previous paragraph.

The following instructions assume that you are on IPsec VPN and would like to switch to SSL VPN.

1. Onthe FortiSASE-Sovereign portal, select System > Service Settings.

y FortiSASE-Sovereign ¢ Services ) Support

@gmail.com ~

Dashboards s  Service Settings

N Settings Info

]

Device

& Edge Devices . . .
Thin-Edge Configuration
T Access & Authentication  »
Data Port

@ Security >
i Endpoint Management >
%> SDWAN > Control Part
o System v 2248

Service Settings

o VPN Configuration

Certificates

HTML Templates SSL  IPSEC
B Analytics >

SSL VPN Configuration

Server URL

Server Certificate

g SSL_VPN &

Require Client Certificate

(e |

SWG Configuration

Proxy Server URL

L}

Configuration Task

@ Pending Queue

+ Last Deployment
2025-01-14 10:13:59
(America/Los_Angeles)

Click SSL under VPN Configuration.
Click OK.

After Install Config task is completed, start a Windows PC.
Open FortiClient.

o0 p 0N

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
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Click Install Config in the right panel to push the configuration change to the FortiGate device.
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Manage Users and User Groups

7. Select REMOTE ACCESS. The VPN Name should have changed to SSL VPN, as shown on the following
screenshot.

I§J FortiClient - Zero Trust Fabric Agent T x
=] g
File Wiew Help

f
L} REMOTE ACCESS
i —

€D Notifications

VPN Mame | S5LVPN e

Username | Bfortinet.com |

Password |

8. Enter your username and password, and click Connect.
9. Open some web pages to check if Bytes Received and Bytes Sent are changing constantly.

Ay
‘9' If your SSL VPN login is successful, you should see Bytes Received and Bytes Sent
are changing.

Log in using IPsec VPN

vy
S L4
q IPSec VPN is the default on the FortiSASE-Sovereign portal.
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Manage Users and User Groups

1. Start your Windows PC.
2. Open FortiClient.

3. Entertheinvitation code which appears in Step 10 in Create users on page 93 to connect to the FortiClient
EMS.

@J FartiClient - Zerc Trust Fabric Agent = *
File View Help

@ FortiClient - Disconnected

Zero Trust Fabric Agent

root gl Register with Zero Trust Fabric

*® Enter Server address or Invitation code:

:\:\' ZERO TRUST TELEMETRY

|_' thonr‘:ect| ==

4. Click REMOTE ACCESS.
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{@ FortiClient - Zero Trust Fabric Agent
File View Help

L.} REMOTE ACCESS

5. Enter your username and password, and click Connect.

VPN Name

Username

Password

| IPsec VPN

@fortinet.com

FortiSASE-Sovereign 26.2.a Dedicated Instance Deployment Guide
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Manage Users and User Groups

If your login is successful, you should see the page similar to the one shown in the
following screenshot.

'@,’ FortiClient - Zero Trust Fabric Agent
File View Help

VPN Connected

Jm—

L} REMOTE ACCESS

Ay
<~ L4
VPN Name IPsec VPN
|P Address
- Username @fortinet com

Duration 00:00:11
Bytes Received 11.7 KB
Bytes Sent 81.35 KB

6. Open some web pages to check if Bytes Received and Bytes Sent are changing constantly.
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Overview of Dashboard

Overview of Dashboard

« Security on page 107

» Private Access on page 108

« Status on page 109

» FortiView Sources on page 110

» FortiView Edge Devices on page 111
» FortiView Destinations on page 112
« FortiView Applications on page 113

» FortiView Inline-CASB on page 114

» FortiView Websites on page 115

« FortiView Policies on page 116

» FortiView VPN on page 117

» FortiView Threats on page 118
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Overview of Dashboard

Security

& FortiSASE-Sovereign

E ]

-~

Dashboards
Security
Private Access

Status

MONITOR
FortiView Sources

FortiView Edge
Devices

FortiView Destinations
FortiView Applications
FortiView Inline-CASB
FortiView Websites
FortiView Policies
FortiView VPN
FortiView Threats

+
Device
Edge Devices

Access &
Authentication

Security
Endpoint Management

SDWAN

Suctam

e

© Internet Access Security Status

T3

AntiVirus

Intrusion Prevention

Application Control With Inline-CASB

4 Vulnerability Summary @

64
Total

@gmail.com ~

Profile Group:| Default ~ @ & B =-

v

Web Filter With Inline-CASB

AT
wWww
g

DNS Filter

SSL Inspection

-
1
4

0 10
Operating System Web Client
v
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Private Access

@ FortiSASE-Sover:

%1 Dashboards ¥ | 4 add Widget
i E
Security
Frivate Access Y Region ® Health Check IP Status
+ B ¥oc-hus
48 Londen 0O up
— 9 Parls QO up
» Edge Devicss BEECEHS
P T

Fortiview Des

Fortiview Applica
FortiView Inline-CASE
Fortiview Websites
Fortiview Policies

Fortiview VPN

Fortiview Threats

+
B Device >
- >
T >
@ Security 3
R Endpoint Management 3
+ SDWAN >

s >

| Anaiytics >

FATINET |,

IF Private Hub Priorities
Private Access Hub
8 # London
8 DC1-Hub

& DC1-Hub
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+ Last Deployment
o

Priarity *

P! I (Highest Priorit
P! I (-ighest Prio

Pt I (Highest Priorily
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Status

FortiSASE-Sovereign

) Support

|@gmail.com ~

Dashboards
Security
Private Access

Status

MONITOR
FortiView Sources

FortiView Edge
Devices

FortiView Destinations
FortiView Applications
FortiView Inline-CASB
FortiView Websites
FortiView Policies
FortiView VPN
FortiView Threats

+
Device
Edge Devices

Access &
Authentication

Security
Endpoint Management

SDWAN

Suretam

EERTINET g0

e

>

S

Add Widget

&5 Health Status

Component %

Fortinet Services

Show Incidents (1 =~

@ Operational

& Remote Users

Status ¥ Entitlement

[ More Information

Managed Endpoints

@ User Connection Monitor

=~ Thin-Edge

Connect Devices Status -

Management
Connection Status

M Online
W Offiine

Total

Duration = i

Duration

M Connected <1 ...
[ Connected < 10...

Onboard Users

10
10
2030/12/31
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FortiView Sourc

es

FortiSASE-Sovereign rvices
an % =
# ‘Dashhoards FortiView Sources
Security
Private Access
300
Status 250
+ 200
150
MONITOR 100
. 50
FortiView Sources H

FortiView Edge
Devices

FortiView Destinations

FortiView Applications P
FortiView Inline-CASB O 10.0.01
FortiView Websites

FortiView Policies

FortiView VPN

FortiView Threats

+
= Device >
& Edge Devices >
¥ Access & 5

Authentication
@ Security >

f: Endpoint Management 2

SDWAN k4

o~ Cuetam »

FEEATINET 0y

0
09:55 10AM 10:05 10:10 10415 10:20 10:25 10:30 10:35 10:40

10:45 10:50 10:55

1@gmail.com

2 1Hour»

M Threat Score Low
[ Threat Score Med...
W Threat Score High

|0Q Search filterable columns | Qe
User Threat Score » ByteSv Sessions »
a4 i@fortinet.com 1,055 IEE— 15MB | 308 —
- @fortinet.com 415 - 82.32 MB W 531 EE—

601 0B 21
| 301 0B i
301 0B 11
301 0B 11
2 ¢ I@test.com 151 41.24 kB 51
0 0B 361
0 0B 241
0 0B 11
0 0B 51
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FortiView Edge Devices

& FortiSASE-Sovereig i & I@gmail.com -

88 Dashboards FortiView Edge Devices 2 1Hour~ Configuration Task

Security

Private Access B Sent Bytes  Last Deployment H
[ Received Bytes 2025-01-14 10:58:59

Status (America/Los_Angeles)

MONITOR
FortiView Sources

FortiView Edge .
Devices

e

FortiView Destinations
|ﬂQ Search filterable columns | Q

FortiView Applications
FortiView Inline-CASB Thin-Edge Device Bytes » Sessions » Security PoP
FortiView Websites

FortiView Policies

FortiView VPN

FortiView Threats

+

il

Device >

No results
@ Edge Devices >

Access &
Authentication

=
~

S

Security >

=)

Endpoint Management 2

)

SDWAN ?

L Cuetam *

FEERTINET i
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FortiView Destinations

ss Dashboards
Security
Private Access

Status

MOMITOR
FortiView Sources

FortiView Edge
Devices

FortiView Destinations
FortiView Applications
FortiView Inline-CASB
FortiView Websites
FortiView Policies
FortiView VPN

Fortiview Threats

+
&= Device >
& Edge Devices >
+ Access & 3

Authentication
@ Security >
F: Endpoint Management >
{# SDWAN >

. Custam »

©ERTINET g

30 MB !,f \
0 MR ‘[
10 MB

0B

10AM 1010 10:20  10:30

10:50  11TAM

M Sent Bytes
[ Received Bytes

1@gmail.com =

Configuration Task

~ Last Deployment {3
2025-01-14 10:58:58
(America/Los_Angeles)

(]

|O Qbearch filterable columns

|a

Destination Application
O =z £ ssL
= 2 S8sL
i # Akamai-CDN
o 2 SSL
Z Google-Web
= ; SSLg
= 5 7 SsL
= £ SSL
= # Google-Web
e Z SsL
= 7 SsL
BEip4.L0.41.09 & 8SL

Bytes »

56.32 MB .

11.33 MB

4.49 MB

2.28MB

154 MB |

1.34 MB

126 MB

984.41kB

32568kB |

Sessions »

33 m

38 m

24 1

21

0% 100
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FortiView Applications

FortiSASE-Sovereign

ervices pport

@gmail.com ~

28 Dashboards ~
Security
Private Access

Status

MONITOR
FortiView Sources

FortiView Edge
Devices

FortiView Destinations
FortiView Applications
FortiView Inline-CASB
FortiView Websites
FortiView Policies
FortiView VPN

FortiView Threats

+
= Device >
& Edge Devices >
+ Access & 5

Authentication
Security >

f: Endpoint Management *

SDWAN ¥

o Cuctam 3

FERTINET 0

FortiView Applications = 1Hour~ Configuration Task
N A M Sent Bytes v Last_De_playmeptﬂ i
40 MB | B Received Bytes 2025-01-14 10:58:59
. / \ (America/Los Angeles)
20 MB / \l\

10 MB
0B
10AM 1090 1G:200 10:30 10:40 1050 11AM
[: ]
|0Qbearch filterable columns | Q
Application Bytes v Sessions v Secu
£ S5L 78.57 Mg — 508 n—
# Akamai-CDN 3.31MB 2| 2]
Z Google-Web 1.57 MB 30N 2]
<+ Google-Gmail 296.42 kB | 261 223
@ FTP 218.48 kB 41 da
Microsoft.Portal 159.37 kB | 81 i)
+ DNS 105.08 kB 219 . 2]
Z Microsoft-Web 65.76 kB 51 223
(% Google.Services 5119 kB | 0 2]
BT CNN 41B5kB | 41 2]
1 Microsoft.365.Portal 3399 kB 41 5]
0% 24
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FortiView Inline-CASB

& FortiSASE-Sovereign

a8 Dashboards v
Security
Private Access

Status

MONITOR
FortiView Sources

FortiView Edge
Devices

FortiView Destinations
FortiView Applications
FortiView Inline-CASB &
FortiView Websites
FortiView Policies
FortiView VPN

FortiView Threats

+
= Device >
& Edge Devices >
¥ Access & 5

Authentication
@ Security >
fi: Endpoint Management *
# SDWAN »

. Quctam 3

FERTINET 00

FortiView Inline-CASB

M Sent Bytes
[ Received Bytes

gmail.com ~

1 Hour - Configuration Task

~ Last Deployment H
2025-01-14 10:58:59
(America/Los_Angeles)

e

|0 Q E‘;earch filterable columns

|a

Cloud Application Sessions v Security PoP

O 1 Microsoft.365.Portal 5 I P Paris

2 SSL 2 - #9 Paris

File Transi
9

0
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FortiView Websites

@ FortiSASE-Sovereign

Dashboards
Security
Private Access

Status

MONITOR
FortiView Sources

FortiView Edge
Devices

FortiView Destinations
FortiView Applications
FortiView Inline-CASB
FortiView Websites
FortiView Policies
FortiView VPN
FortiView Threats

+
Device
Edge Devices

Access &
Authentication

Security
Endpoint Management

SDWAN

Quetam

EERTINET g

v

>

s

FortiView Websites

40MB

30 MB

20 MB

10 MB

l Sent Bytes

Il Received Bytes

0B
10 AM

10110 10:20

@gmail.com ~

1 Hour ~ Configuration Task

~ Last Deployment H
2025-01-14 10:58:50
(America/Los_Angeles)

|O Q, Search filterable columns

O

Domain
@ googleapis.com
B® microsoft com
G google.com
@ nel.goog
G office.com
chartbeat.net
B cnr.com
@ gstatic.com
@ dns google
@ tiktokcdn-us.com

@ gvt2.com

Category

Information Tachnology

Information Technology
Information Technology
Information Tachnology

News and Media

Information Technalogy

Social Networking

Search Enginzs and P...

Browsing Time »
30m 40s
26m 10s
19m 58s

15m
7m 35s
6m

6m

4m 22s
am 8s
3m 4s

3m 2s
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FortiView Policies

FortiSASE-Sovereign

as Dashboards
Security
Private Access

Status

MONITOR
FortiView Sources

FortiView Edge
Devices

FortiView Destinations
FortiView Applications
FortiView Inline-CASB
FortiView Websites
FortiView Policies
FortiView VPN

FortiView Threats

+
= Device >
& Edge Devices >
+ Access & §

Authentication
@ Security >
fi: Endpoint Management 2
{# SDWAN »

o Quctam >

FE2ATINET 0

pport

FortiView Policies

M Sent Bytes

[ Received Bytes

0B
10AM  10:10

10:20 10:30  10:40

@gmail.com =

Configuration Task

.~ Last Deployment H
2025-01-14 10:58:59
{America/Los_Angeles)

|0QBearch filterable columns

Policy Policy Type Bytes
O Allow-all Palicy 8464 ME mmmm
Allow-All Private Traffic Policy 246.5 kB
Implicit Deny OB
Implicit Deny Palicy 0B
Implicit Deny Secure Web Gateway ... OB
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FortiView VPN

FortiSASE-Sovereign

Dashboards
Security
Private Access

Status

MONITOR
FortiView Sources

FortiView Edge
Devices

FortiView Destinations
FortivView Applications
FortiView Inline-CASB
FortiView Websites
FortiView Policies
FortiView VPN
FortiView Threats

+

Device
Edge Devices

Access &
Authentication

Security
Endpoint Management

SDWAN

Sietam

FEZATINET |00

b

Y

l@gmail.com ~

FortiView VPN < 1Hour~ Configuration Task
1.0 B Connections .+ Last Deployment
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Overview of Dashboard
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Re-deploy FortiSASE-Sovereign

Re-deploy FortiSASE-Sovereign

Step 1: Clean up tenant on page 119
Step 2: Reset FortiAnalyzer on page 119

Step 1: Clean up tenant

Before re-deploying FortiSASE-Sovereign, please contact FortiCare Customer Service or open a new Customer
Service ticket through FortiCare Support portal to request cleanup of the original tenant.

Step 2: Reset FortiAnalyzer

%J This step is optional.

1. Delete the managing FortiGate.
2. Re-deploy FortiAnalyzer.
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Best Practices and Recommendations

Best Practices and Recommendations

1. PoP FortiGate Initial Configuration

¢ In a dual-ISP scenario, ensure that the default route through the egress port is set with higher priority
than the ingress port before onboarding.

¢ In a single-arm deployment (where ingress and egress share the same port), the default route must be
configured through that port.

2. Device Management

¢ Administrators can navigate to Device - Monitoring to view the operational status of all onboarded
devices.
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3. Endpoint and User Management
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Best Practices and Recommendations

e Administrators can manage endpoints and users directly through the portal to enforce policies and

maintain control of client access.
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4. Traffic Monitoring
» The Dashboard provides a high-level overview of network traffic and system status.
» Additional statistics are available from different perspectives on dedicated screens.
» For detailed analysis, administrators can use Analytics to review traffic, security, or event logs as

needed.
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Product documentation resources

Product documentation resources

For FortiSASE-Sovereign initial release, the following documents are provided:

¢ Release Notes.
¢ Architecture Guide.
» Deployment Guide (This document).
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https://docs.fortinet.com/document/fortisase-sovereign/latest/release-notes/297433/introduction
https://docs.fortinet.com/document/fortisase-sovereign/latest/architecture-guide/25470/introduction-sase-sovereign-sase-and-fortisase-sovereign
https://docs.fortinet.com/document/fortisase-sovereign/latest/deployment-guide/91568/introduction
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