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Overview

FortiSIEM provides integrations that allows you to query and make changes to the CMDB, Dashboard, query events,
and send incident notifications. Most of these integrations are via REST API.

This document provides integration specifications and example usage.

o CMDB Integration

» Events and Report Integration

« Incident Notification Integration

o Dashboard Integration

» External Help Desk/CMDB Integration

o External Threat Intelligence Integration
» JSON API Incident Integration

» Watchlist Integration

o Rest API to Return Worker Queue State
» Example Usage
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CMDB Integration

These APIs are available for interacting with the FortiSIEM CMDB.

« Add or Update an Organization

e Add, Update or Delete Device Maintenance Schedule
o Create or Update Device Credentials

» Discover Devices

o Get Agent Status for a Specific Host

o Get CMDB Device Info

o Getthe List of Monitored Devices and Attributes

» Getthe List of Monitored Organizations

» Update Device Monitoring

Add or Update an Organization
This API enables you to add or update an Organization in Service Provider deployments.

API Specifications

Methodology REST API based: Caller makes an HTTP(S) request with an input XML containing the
organization information using organization name as key.

Request URL ¢ Add an organization:
https://<FortiSIEM Supervisor IP>/phoenix/rest/organization/add

* Update an organization:
https://<FortiSIEM Supervisor IP>/phoenix/rest/organization/update

Input Parameters User name and password of Super account or Organization specific account, Organization
definition file

Input XML Contains organization details - the key is the organization name, which means that entries with
the same name will be merged.

Output None

Refer to Example Usage for adding or updating an Organization.

FortiSIEM 6.4.2 Integration API Guide
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CMDB Integration

Add, Update or Delete Device Maintenance Schedule

This APl enables you to add, update or delete device maintenance schedule in Enterprise deployments and Service
Provider deployments.

API Specifications

Methodology REST API based: Caller makes an HTTP(S) request with an input XML (optional).

Input URL * For adding or updating:
https://<FortiSIEM Supervisor
IP>/phoenix/rest/deviceMaint/update

¢ For deleting:
https://<FortiSIEM Supervisor
IP>/phoenix/rest/deviceMaint/delete

Input Parameters An XML file Containing devices and maintenance calendar updates.

Input Credentials User name and password of any FortiSIEM account with appropriate access
control.

Output An HTTP status code.

Refer to Example Usage for adding or updating device maintenance schedule and for deleting device maintenance
schedule.

Create or Update Device Credentials

This APl enables you to create or update device credentials in Enterprise and Service Provider deployments.

API Specifications

The key is the credential name in the input XML. If a credential with the same name exists, then the credential in the
database will be updated with the new content.

Methodology REST API based: Caller makes an HTTP(S) request with an input XML.

Request URL https://<FortiSIEM Supervisor
IP>/phoenix/rest/deviceMon/updateCredential

Input Parameters e Enterprise deployments: User name and password of any FortiSIEM account that has
the appropriate access.
« Service Provider deployments: User name and password of Super Global account or
Organization specific account and name. Make sure that the account has the appropriate
access.

FortiSIEM 6.4.2 Integration API Guide
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CMDB Integration

Input XML An XML file containing credentials and IP to credential mappings.

Output An HTTP status code.

Refer to Example Usage creating or updating device credentials.

Discover Devices

This API enables you to discover devices in Enterprise and Service Provider deployments.

API Specifications

Methodology REST API based: Caller makes an HTTP(S) request with an input XML containing the
devices to be discovered. An output XML containing the task Id is returned. The task Id can
then be used to get the status of the discovery results.

Request URL e Send Discovery request:
https://<FortiSIEM Supervisor
IP>/phoenix/rest/deviceMon/discover

* Get Discovery result:
https://<FortiSIEM Supervisor
IP>/phoenix/rest/deviceMon/status?taskId=XXX

Input Parameters e Service Provider deployments: User name and password of Super Global account or
Organization specific account, and name. Make sure that the account has the
appropriate access.

» Enterprise deployments: User name and password of any FortiSIEM account that
has the appropriate access.

Output ¢ Discovery request: XML containing task Id.
» Discovery result: XML containing discovered devices and attributes.

Refer to Example Usage for discovering devices.

Get Agent Status for a specific host

This APl enables you to get Linux and Windows Agent status.

API Specifications

Methodology REST API based: Caller makes an HTTPS request with query parameters: orgId, hostName.

Request URL https://<FortiSIEM Supervisor
IP>/phoenix/rest/agentStatus/all?request=<orgId>,<hostName>

FortiSIEM 6.4.2 Integration API Guide
Fortinet Inc.
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CMDB Integration

Input User name and password of Super account or Organization-specific account.

Credentials

Input Query parameters: orgId, hostName.

Parameters

Output An XML file containing Type, AgentStatus, PolicylD, HeartbeatTime, LastEventReceiveTime

Refer to Example Usage to get the list of monitored devices and attributes.

Get CMDB Device Info

This API enables you to get CMDB information in Enterprise and Service Provider deployments. The APIs for Service
Provider deployments differ from the Enterprise deployments in that you must specify an organization for the input URL
and credentials.

e Get Short Description of All Devices

o Get Short Description of All Devices in an Address Range

o Get Full Information about One Device

o Geta Section of Information (Applications, Interfaces, Processors, Storage) about One Device

Get Short Description of All Devices

Methodology REST API based: Caller makes an HTTP(S) request with an input XML. An output XML is
returned.
Input URL ¢ Enterprise deployments:

https://<FortiSIEM Supervisor
IP>/phoenix/rest/cmdbDeviceInfo/devices

» Service Provider deployments:
https://<FortiSIEM Supervisor
IP>/phoenix/rest/cmdbDeviceInfo/devices&organization=ACME

Input Credentials ¢ Enterprise deployments: User name and password of any FortiSIEM account. Make
sure that the account has the appropriate access.
¢ Service Provider deployments: User name and password of any FortiSIEM account
for the ACME organization. Make sure that the account has the appropriate access.

Output An XML that contains a short set of attributes for each device, including:
* HostName
¢ Access IP
¢ Creation Method
¢ Description
* Vendor, Model, version
¢ Contactinfo
e Location

FortiSIEM 6.4.2 Integration API Guide
Fortinet Inc.
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CMDB Integration

* Uptime

» Hardware Model

¢ Serial Number

¢ Business Service Groups to which the device belongs

Get Short Description of All Devices in an Address Range

Methodology REST API based: Caller makes an HTTP(S) request with an input XML. An output XML
is returned.
Input URL ¢ Enterprise deployments:

https://<FortiSIEM Supervisor IP>/phoenix/rest/
cmdbDeviceInfo/devices?includelps=<
includeIpSet>&excludelps=<excludeIpSet>

¢ Service Provider deployments:
https://<FortiSIEM Supervisor
IpP
>/phoenix/rest/cmdbDeviceInfo/devices?includelps=<
includeIpSet>&excludelps=<excludeIpSet>&organization=ACME

Input Credentials ¢ Enterprise deployments: User name and password of any FortiSIEM account.
Make sure that the account has the appropriate access.
¢ Service Provider deployments: User name and password of any FortiSIEM
account for the ACME organization. Make sure that the account has the appropriate
access.

Output An XML that contains short description of devices with access IPs in the specified
address range.

Formatting for the <IncludelPset> and <ExcludelPset> Attributes

Both <includeIpSet>and <excludeIpSet> can take any of these forms:

o IPaddress

+ |Paddress1,IPaddress2

» IPaddress1-IPaddress2

¢ |Paddress1,IPaddress2-IPaddress3,|IPaddress4,IPaddress5-IPaddress6

Examples

« Ifyouwantall devicesintherange 192.168.20.1-192.168.20.100, then issue the API:
https://<FortiSIEM Supervisor
IP>/phoenix/rest/cmdbDeviceInfo/devices?includeIps=192.168.20.1-192.168.20.100

« Ifyouwantall devices intherange 192.168.20.1-192.168.20.100, butwanttoexclude 192.168.20.20,
192.168.20.25, thenissue the API:
https://<FortiSIEM Supervisor
IP>/phoenix/rest/cmdbDeviceInfo/devices?includelps=192.168.20.1-
192.168.20.100&excludeIps=192.168.20.20,192.168.20.25

FortiSIEM 6.4.2 Integration API Guide 12
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CMDB Integration

 Ifyouwantall devicesintherange 192.168.20.1-192.168.20.100, butwanttoexclude 192.168.20.20-
192.168.20.25, thenissue the API:
https://<FortiSIEM Supervisor
IP>/phoenix/rest/cmdbDeviceInfo/devices?includelps=192.168.20.1-
192.168.20.100&excludeIps=192.168.20.20-192.168.20.25

Get Full Information about One Device

Methodology

Input URL

Input Credentials

Output

REST API based: Caller makes an HTTP(S) request with an input XML (optional). An output
XML is returned.

Enterprise deployments:

https://<FortiSIEM Supervisor

IP
>/phoenix/rest/cmdbDeviceInfo/device?ip=<devicelp>&loadDepend=true
Service Provider deployments:
https://<FortiSIEM Supervisor IP>/phoenix/rest/cmdbDeviceInfo/
device?ip=<devicelIp>&loadDepend=true&organization=ACME

Enterprise deployments: User name and password of any FortiSIEM account. Make
sure that the account has the appropriate access.

Service Provider deployments: User name and password of any FortiSIEM account for
the ACME organization. Make sure that the account has the appropriate access.

An XML that contains full information FortiSIEM has discovered about a device.

Get a Section of Information (Applications, Interfaces, Processors, Storage) about

One Device

Methodology

Input URL

Input Credentials

Output

REST API based: Caller makes an HTTP(S) request with an input XML (optional). An output
XML is returned.

Enterprise deployments:

https://<FortiSIEM Supervisor

IpP

>/phoenix/rest/cmdbDeviceInfo/device?ip=<
deviceIp>&loadDepend=true&fields=<sectionName>

Service Provider deployments:

https://<FortiSIEM Supervisor

IP

>/phoenix/rest/cmdbDeviceInfo/device?ip=<
deviceIp>&loadDepend=true&fields=<sectionName>&organization=ACME

Enterprise deployments: User name and password of any FortiSIEM account. Make sure
that the account has the appropriate access.

Service Provider deployments: User name and password of any FortiSIEM account for
the ACME organization. Make sure that the account has the appropriate access.

An XML that contains the specified section discovered for the device.

FortiSIEM 6.4.2 Integration API Guide
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CMDB Integration

Options for <sectionName>: applications, interfaces,processorsoOrstorages

Refer to Example Usage to get CMDB device info.

Get the List of Monitored Devices and Attributes

This APl enables to get the list of monitored devices and attributes in Enterprise and Service Provider deployments.

API Specifications

Methodology REST API based: Caller makes an HTTP(S) request with an input XML (optional).

An output XML is returned.

Input URL https://<FortiSIEM Supervisor
IP>/phoenix/rest/deviceInfo/monitoredDevices

Input Credentials ¢ Enterprise deployments: User name and password of any FortiSIEM
account.
e Service Provider deployments: User name and password of Super
account or Organization specific account, Organization name

Output An XML that contains device name, device type, organization name and list of
monitored attributes.

Refer to Example Usage to get the list of monitored devices and attributes.

Get the List of Monitored Organizations

This API enables you to get the list of monitored organizations in Service Provider deployments.

API Specifications

Methodology REST API based: Caller makes an HTTP(S) request with an input XML (optional).
An output XML is returned.

Input URL https://<FortiSIEM Supervisor IP>/phoenix/rest/config/Domain

Input Credentials User name and password of Super account.

Output An XML that contains Organization id, Organization name, Status, Included and

Excluded IP range.

Refer to Example Usage to get the list of monitored organizations.

FortiSIEM 6.4.2 Integration API Guide
Fortinet Inc.
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CMDB Integration

Update Device Monitoring

This APl enables you to update device monitoring in Enterprise and Service Provider deployments.

API Specifications

Methodology
Input URL

Input
Credentials

Input
Parameters

Output

REST API based: Caller makes an HTTP(S) request with an input XML (optional).
https://<FortiSIEM Supervisor IP>/phoenix/rest/deviceMon/updateMonitor

¢ Enterprise deployments: User name and password of any FortiSIEM account.

* Service Provider deployments: User name and password of Super account or
Organization specific account, Organization name, input XML containing the updates to
device monitoring configuration.

User name and password of Super Global account or Organization specific account, Organization
name, input XML containing the updates to device monitoring configuration.

HTTP Status Code

Refer to Example Usage for updating device monitoring.

FortiSIEM 6.4.2 Integration API Guide
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Events and Report Integration

This REST API based caller makes an HTTP(S) request with an input XML that defines the query. Since a query can
take some time and the number of returned results can be large, the query works as follows:

1. Caller submits the query and gets a Query Id back from FortiSIEM. This is done via Request API.

2. Caller polls for query progress and waits until the query is completed. This is done via Polling API.
3. When the query is completed, Caller gets the results via Results API.

a. Caller gets the total number of query results and the query result fields.

b. Caller gets the results - one chunk at a time.

This API provides a way to programmatically run any query on the event data. Following are the specifications for:
* Request API
« Polling API
o Results API

FortiSIEM 6.4.2 Integration API Guide
Fortinet Inc.
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Events and Report Integration

Request API Specifications

Input URL https://<FortiSIEM Supervisor IP>/phoenix/rest/query/eventQuery
Input XML file containing the query parameters.

Parameters

Input ¢ Enterprise deployments: User name and password of any FortiSIEM account
Credentials < Service Provider deployments: User name and password of Super account for getting

incidents for all organizations. If incidents for a specific organization are needed, then an
organization-specific account and an organization name is needed.

Output queryIdoran error code if there is a problem in handling the query or the query format.

Polling API Specifications

The request will poll until the server completes the query.
Input URL https://<FortiSIEM Supervisor IP>/phoenix/rest/query/progress/<queryIld>

Output progress (pct)
Until progress reaches 100 (completed), caller needs to continue polling FortiSIEM. This is because
the server may need to aggregate the results or insert meta-information before sending the results.

Results API Specifications

Input URL https://<FortiSIEM Supervisor
IP>/phoenix/rest/query/events/<queryId>/<begin>/<end>

Output totalCount (first time) and an XML containing the incident attributes.
For the first call, begin = 0 and end can be 1000. You must continuously query the server by using the
same URL, but increasing the begin and end until the totalCount is reached.

Refer to Example Usage for a sample query.

FortiSIEM 6.4.2 Integration API Guide 17
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Incident Notification Integration

FortiSIEM can send notifications via email/SMS, HTTPS, SNMP traps, and over the FortiSIEM API.
These topics describe the notification types:

o Email/SMS

e HTTPS

e SNMP Trap

« API

o Get Triggering Event IDs for One or More Incidents

Notification via Email

Email is the most common form of incident notification. While FortiSIEM has a default email format, users can also
create their own email templates from the FortiSIEM GUI.

The screenshots show three types of email that can be sent depending on whether an incident is NEW, UPDATEd or
CLEARed.

NEW

[New] ga-v-win03-ads: Server CPU Warning

®~ notify@accelops.net

To: Partha Bhattacharya <partha@accelops.nets>

[New] ga-v-win03-ads: Server CPU Warning

Incident |D: 333516

Time: Wed Aug 11 05:53:00 PDT 2010
Severity: MEDIUM (5)

Incident Count: 1

Rule
Rule Name: Server CPU Warning
Rule Description: Detects that server CPU has reached a warning level (between 75% and 85% based on 2 successive readings ina
10 minute interval

Target
Host IP: 172.16.10.15

Host Name: ga-v-win03-ads.prospect-hills.net

Detail
CPU Util: 75.25

Affected Business Services: Auth Service, DHCP/DNS Service

Triggering Attribute(s):
CPU Util: 75.25

FortiSIEM 6.4.2 Integration API Guide 18
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Incident Notification Integration

UPDATE

[Update] ACCELOPS-AB04CE: Server Memory Warning

B+ notify@accelops.net

To: Partha Bhattacharya <partha@accelops.net>

[Update] ACCELOPS-ABDACE: Server Memory Warning

Incident ID: 362034

First Seen Time: Wed Aug 11 13:11:00 PDT 2010
Last Seen Time: Wed Aug 11 16:45:00 PDT 2010
Severity: MEDIUM (5)

Incident Count: 34

Rule
Rule Name: Server Memory Warning
Rule Description: Detects that server Memory has reached a warning level (between 75% and 85% based on 2 successive readings in
a 10 minute interval

Target
Host IP: 172.16.10.138
Host Name: ACCELOPS-AB04CE

Detail
Memaory Util: 78.55

Triggering Attribute(s):
Memory Util: 78.55

CLEAR

[Clear] ga-v-win03-ads: Server CPU Critical

&~ notify@accelops.net

To: Partha Bhattacharya <partha@accelops.nets

[Clear] gqa-v-win03-ads: Server CPU Critical

Incident ID: 382113

Time: Wed Aug 11 16:14:10 PDT 2010

First Seen Time: Wed Aug 11 15:48:00 PDT 2010
Last Seen Time: Wed Aug 11 15:54:00 POT 2010
Severity: HIGH (9)

Incident Count: 2

Rule
Rule Name: Server CPU Critical
Rule Description: Detects that server CPU has reached a critical level (greater than 85% based on 2 successive readings ina 10
minute interval

Target
Host IP: 172.16.10.15
Host Mame: ga-v-win03-ads.prospect-hills.net

Detall
CPU Util: 89.00

Affected Business Services: Auth Service, DHCP/DNS Service

Identity And Location
IP Details
IP Address: 172.16.10.15
Domain: PROSPECT-HILLS
Host Name: QA-V-WINO3-ADS
First Seen Time: Wed Aug 11 14:58:35 PDT 2010
Last Seen Time: Wed Aug 11 16:12:13 PDT 2010

FortiSIEM 6.4.2 Integration API Guide
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Incident Notification Integration

Subject Line Format

[New|Update|Clear] <HostName>: <Rule Name>

Body format

Section Field

Affected Business
Services (optional)

Generic

Identity and
Location

Incident Details
Incident Source
Incident Target
Rule Rule Name

Incident Id

Time

Severity

Incident Count

Rule Description
Host Name (optional)
Host IP (optional)

Other attributes as
defined in rule

Host Name (optional)

Host IP (optional)

FortiSIEM 6.4.2 Integration API Guide
Fortinet Inc.

Description

- Contains additional information for IP addresses in incident
source or target. This information is present only if such
information is discovered by FortiSIEM and shown in the Identity
and Location tab.

- Host name

- User

- Domain

- Nearest switch name/port or VPN gateway or Wireless
Controller

- First and last seen times for this IP address to identity/location
binding

Rule-specific details that caused the incident to trigger

For security-related incidents, where the incident originated
Where the incident occurred, or the target of an IPS alert
Name of the rule, repeated in the subject line

Unique ID of the incident in FortiSIEM. An incident can be
searched in FortiSIEMby this ID.

Time when this incident occurred

Incident severity: HHGHMEDIUM|LOW and a numeric severity in
the range 0-10 (0-4 LOW, 5-8 MEDIUM and 9-10 HIGH

How many times this incident has occurred. For NEW incidents,
the countis 1.

20



Incident Notification Integration

Notification via SMS

_SMS notification is a shortened version of ema_il notification.
-l ATET 2G 2:50 PM =]

4 Messages (4)

[ Call | | Add to Contacts |

Aug 18, 2010 2:35 PM
'\

(102
FRM:notify@accelops.net
SUBJ:[Update] HOST-6:
Multiple Logon Failures
MSG:First Seen: Aug 18
13:43 PDT
Last Seen: Aug 18 14:35
(Con't) 2 of 2
PDT
Source:
srclpAddr:10.10.10.10
Target: destlpAddr:
6.6.6.6, user: Org
Detail:
incidentCount:8(End)

oY D

Notifications via HTTPS

When an incident triggers, FortiSIEM can push an XML file containing Incident details via HTTP(S) POST.

The FortiSIEM AONotification. xsd file shows the XML schema for incident notifications.

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="incident">
<xs:complexType>

<xs:sequence>

<xs:element type="xs:string" name="name"/>

<xs:element type="xs:string" name="description"/>
<xs:element type="xs:string" name="displayTime"/>

<xs:element type="xs:string" name="incidentSource"/>

<xs:element name="incidentTarget">
<xs:complexType>
<xs:sequence>
<xs:element name="entry">
<xs:complexType>

FortiSIEM 6.4.2 Integration API Guide
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Incident Notification Integration

</xs:element>

<xs:simpleContent>

</xs:sequence>

</xs:complexType>

</xs:element>
ncidentDetails">
<xs:complexType>
<xs:sequence>

<xs:element name=

="

1

<xs:extension base="xs:string">

<xs:attribute type="xs:string" name="attribute"/>
<xs:attribute type="xs:string" name="name"/>

</xs:extension>
</xs:simpleContent>
</xs:complexType>

<xs:element name="entry">

</xs:element>

<xs:complexType>

<xs:simpleContent>

<xs:extension base="xs:float">

<xs:attribute type="xs:string" name="name"/>

</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:element type="xs:string" name="affectedBizSrvc"/>
<xs:element type="xs:string" name="identityLocation"/>
</xs:sequence>
<xs:attribute type="xs:short" name="incidentId"/>

<xs:attribute type="xs:string"

</xs:schema>

<xXs:

<xSs:

<xs:

<xs:

attribute
attribute
attribute
attribute

name="ruleType"/>

type="xs:byte" name="severity"/>
type="xs:byte" name="repeatCount"/>

type="xs:
type="xs

</xs:complexType>
</xs:element>

The description of each field is as follows:

Section

Generic

FortiSIEM 6.4.2 Integration API Guide
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Field

incidentld

ruleld
vendor
severity

organization

string" name="organization"/>

:string" name="status"/>

Description

Unique ID of the incident in FortiSIEM. An incident
can be searched in FortiSIEM by this ID.

Unique id of the rule in FortiSIEM
FortiSIEM
Incident severity: HIGH | MEDIUM | LOW

The name of the organization for which this incident

22



Incident Notification Integration

Section

incidentTarget

incidentSource

incidentDetails

affectedBizSrvc

deviceDetails

FortiSIEM 6.4.2 Integration API Guide
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Field

status
repeatCout
name

description

displayTime

attribute

name

value

attribute

name

value

attribute

name

value

Description

occurred

New, Update or Clear

how many times this incident has occurred
Name of the rule that triggered the incident

Description of the rule including conditions under
which the rule is written to trigger

Time when this incident occurred

Where the incident occurred, or the target of an IPS
alert. It consists of attribute, name and value pairs.

Parsed event attribute id

Display name of the attribute. Common examples
of attributes are srclpAddr, destlpAddr, hostipAddr
etc.

The attribute's value

For security-related incidents, where the incident
originated

Parsed event attribute id

Display name of the attribute. Common examples
of attributes are srclpAddr, destlpAddr, hostipAddr
etc.

The attribute's value

Rule-specific details that caused the incident to
trigger shown as an attribute with name and value
pairs.

Parsed event attribute id

Display name of the attribute
Common examples of attributes are srclpAddr,
destlpAddr, hostlpAddr etc.

The attribute's value
A comma-separated list of business service names

Contains additional information for IP addresses in
incident source or target. This information is
present only if such information is discovered by
FortiSIEM and shown in the Identity and Location
tab.

e ipAddr
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Section Field Description

¢ hostName
e vendor
* model
e version
¢ users - Logged on users using this IP info
obtained from Active Directory
» userName - Active Directory login name
¢ fullName - Full name of this user in Active
Directory or defined manually
¢ email - email address of the user in Active
Directory or defined manually
¢ jobTitle - jobTitle of the user in Active
Directory or defined manually

¢ First and last seen times for this IP
address to user binding

Notification via SNMP Trap

FortiSIEM can also send out SNMP traps when an incident triggers. Use the MIB file (available here) to configure your
device to handle SNMP traps sent from FortiSIEM.

Notification via API

You can also query for incidents via a REST API.

» Request API Specifications
« Polling API Specifications

+ Results API Specifications
« Incident Attribute List

« Incident XML Schema

This REST API based caller makes an HTTP(S) request with an input XML. An output XML is returned. Since the
number of returned results can be large, the requester has to first get the total number of results, and then get the results
one chunk at a time.

This REST API based caller makes an HTTP(S) request with an input XML that defines the query. Since a query can
take some time and the number of returned results can be large, the query works as follows

1. Caller submits the query and gets a Query Id back from FortiSIEM. This is done via Request API.
2. Caller polls for query progress and waits until the query is completed. This is done via Polling API
3. When the query is completed, Caller gets the results via Results API.

a. Caller gets the total number of query results and the query result fields.

b. Caller gets the results - one chunk at a time.

FortiSIEM 6.4.2 Integration API Guide
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Incident Notification Integration

Request API Specifications

Input URL https://<FortiSIEM Supervisor IP>/phoenix/rest/query/eventQuery
Input XML file containing the query parameters

Parameters

Input ¢ Enterprise deployments: Username and password of any FortiSIEM account
Credentials ¢ Service Provider deployments: Username and password of Super account for getting

incidents for all organizations. If incidents for a specific organization are needed, then an
organization-specific account and an organization name is needed.

Output queryIdoran error code if there is a problem in handling the query or the query format.

Polling API Specifications

The request will poll until the server completes the query.

Input URL https://<FortiSIEM Supervisor IP>/phoenix/rest/query/progress/<queryId>

Output progress (pct)
Until progress reaches 100, at which point the server completes the query, you must continue polling
the server. This is because the server may need to aggregate the results or insert meta-information
before sending the results.

Results API Specifications

Input URL https://<FortiSIEM Supervisor
IP>/phoenix/rest/query/events/<queryId>/<begin>/<end>

Output totalCount (first time) and an XML containing the incident attributes.
For the first call, begin = 0 and end can be 1000. You must continuously query the server by using
the same URL, but increasing the begin and end until the totalCount is reached

Incident Attribute List

bizService,eventType,phCustId, incidentClearedReason, incidentTicketStatus,incidentLastSe
en,eventSeverity, incidentTicketUser, hostIpAddr, eventName, phEventCategory, incidentTicket
Id, count,incidentDetail, incidentSr
c,eventSeverityCat,incidentFirstSeen, incidentViewUsers, incidentComments, incidentCleared
User,incidentNoti

Recipients,incidentId, phRecvTime, incidentStatus,incidentViewStatus, incidentTarget, incid
entRptIp

FortiSIEM 6.4.2 Integration API Guide
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Incident Notification XML Schema

The following is the schema for incident notification output file:

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="incident">

<xs:complexType>

<Xs:sequence>

<xSs:
<xs:
<xs:
<xXs:
<xs:

element
element
element
element
element

<xs:

</xs:sequence>

</xs:complexType>
</xs:element>

<xs:

<xs
<xs

<xs:

string" name="name"/>

string" name="description"/>
string" name="displayTime"/>
string" name="incidentSource"/>

type="xs:

type="xs:

type="xs:

type="xs:

name="incidentTarget">

complexType>
<xs:sequence>

<xs:element name="entry">
<xs:complexType>
<xs:simpleContent>

<xs:extension base="xs:string">
<xs:attribute type="xs:string" name="attribute"/>
<xs:attribute type="xs:string" name="name"/>

</xs:extension>

</xs:simpleContent>

</xs:complexType>
</xs:element>

element name="incidentDetails">

:complexType>
:sequence>

element name="entry"> <xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:float">

<xSs

<xSs:
<xSs:
<Xs:
<xs:
<xXs:

rattribute

attribute
attribute
attribute
attribute
attribute

</xs:complexType>
</xs:element>
</xs:schema>
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<xs:attribute type="xs:string" name="attribute"/>

<xs:attribute type="xs:string" name="name"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
</xs:sequence>

</xs:complexType>

</xs:element>

<xs:element type="xs:string" name="affectedBizSrvc"/>
<xs:element type="xs:string" name="identityLocation"/>
</xs:sequence>

type="xs:
type="xs:
type="xs
type="xs
type="xs:
type="xs:

short" name="incidentId"/>
string" name="ruleType"/>

:byte" name="severity"/>
:byte" name="repeatCount"/>

string" name="organization"/>
string" name="status"/>
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Refer to Example Usage for incident notification via API.

Get Triggering Event IDs for One or More Incidents

This APl enables you to get the triggering event IDs for one or more incidents

API Specifications

Methodology
Request URL

Input
Credentials

Input
Parameters

Output

REST API based: Caller makes an HTTPS request with query parameter: incidentId.

https://<FortiSIEM Supervisor IP>/phoenix/rest/incident/
triggeringEvents?incidentIds=<incidentIdl>,<incidentId2>

User name and password of Super account or Organization-specific account.

Query parameters: incidentIds

XML that contains the triggered event IDs for all incidents in the input list.

Refer to Example Usage to get the list of monitored devices and attributes.

FortiSIEM 6.4.2 Integration API Guide
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Incident Update

o Update Incident Attributes

Update Incident Attributes

This APl enables you to update certain incident attributes.

API Specifications

Methodology
Request URL

Input Credentials

Input JSSON

Output

REST API based: Caller makes an HTTPS request with an input JSON containing
the updated incident attributes

https://<FortiSIEM Supervisor IP>/phoenix
/rest/incident/external

User name and password of Super account or Organization specific account

ContentType: application/json

RequestPayload:
{"incidentId":"1","comments":"XYZ","incidentStatus":
"3","externalTicketType" :"MEDIUM", "externalTicketId":
"1111","externalTicketState":"CLOSED",
"externalAssignedUser" :"ABC"}

e incidentId —IncidentID for the incident to be updated

e comments —Any comments

e incidentStatus —0 (Active), 1 (Auto Cleared), 2 (Manually Cleared), or 3
(System Cleared)

e externalTicketType —Low, Medium,orHigh

e externalTicketId — External TicketID

e externalTicketState —New, Assigned, In Progress, or Closed

* externalAssignedUser — External Assigned User

HTTP status code

Refer to Example Usage to get the list of monitored devices and attributes.

FortiSIEM 6.4.2 Integration API Guide
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Dashboard Integration

This APl enables you to interact with FortiSIEM Dashboard. You can perform the following operation:

e Add a Dashboard Folder

Add a Dashboard Folder

This API enables you to add Dashboard folders to an Organization.

API Specifications

Methodology REST API based: Caller makes an HTTP(S) request with an input XML.

Request URL Add a Dashboard folder to an Organization:
https://<FortiSIEM Supervisor IP>/phoenix/rest/dashboard/html/add

Input Parameters  User name and password of Super account or Organization specific account and Dashboard
folder definition file.

Input XML Contains dashboard details to be included in this folder:
- Dashboard folder name
- Organization name
- Time range
- Dashboard type

Output An HTTP status code.

Refer to Example Usage for adding a Dashboard folder.

FortiSIEM 6.4.2 Integration API Guide
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External Help Desk/CMDB Inbound Integration

FortiSIEM has inbuilt support for ServiceNow and ConnectWise for CMDB and two-way incident integration. Other
systems can be supported by creating a new Java plug-in. Follow the instructions in the FortiSIEM Service APl which

can be obtained from this website: https://filestore.fortinet.com/docs.fortinet.com/upload/FortiSIEMServiceAPIDocs.zip.

FortiSIEM 6.4.2 Integration API Guide
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External Threat Intelligence Integration

New external threat intelligence sources can be supported by creating a new Java plug-in. Follow the instructions in the
FortiSIEM Service API which can be obtained from this website:
https://filestore.fortinet.com/docs.fortinet.com/upload/FortiSIEMServiceAPIDocs.zip.

FortiSIEM 6.4.2 Integration API Guide
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JSON API Incident Integration

JSON API Incident Integration

These JSON REST APIs allow you to integrate incidents from FortiSIEM. This is used for ServiceNow SecOps
integration.

« Fetch Incidents

» Fetch Trigger Events

¢ Update Incidents

« Integer Field Mapping to Description

A list of FortiSIEM Incident attributes can be found here.

Refer to Example Usage for Incident Integration examples.

Fetch Incidents

This API retrieves incidents from FSIEM database.

URI Method Additional Information
/phoenix/rest/pub/incident GET Parameters
"status": [0],

*"incidentld":[8064],

*"timeFrom": 1620677781736, (Required)
*"timeTo": 1620684981736, (Required)

* "start":0,(optional)

*"size": 500 (by default, return 500
incidents each time)

/phoenix/rest/pub/incident POST Payload:
{

"filters": {
" status": [0],
"incidentId":[8064]
by
"start":0, (optional)
"size":500, (by default, return
500 incidents each time)
"timeFrom": 1620677781736,

FortiSIEM 6.4.2 Integration API Guide
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JSON API Incident Integration

URI Method Additional Information

(Required if incidentId is not
specified)

"timeTo": 1620684981736,
(Required if incidentId is not
specified)

"orderBy":
"incidentLastSeen", (this field
must be in the list of fields)

"descending": true,

"fields": [
"eventSeverityCat",
"eventSeverity",
"incidentLastSeen",
"incidentFirstSeen",
"eventType",
"eventName",
"incidentSrc",
"incidentTarget",
"incidentDetail",
"incidentRptIp",
"incidentRptDevName",
"incidentStatus",
"incidentComments",
"customer",
"incidentClearedReason",
"incidentClearedTime",
"incidentClearedUser",
"count",

"incidentId",
"incidentSrc",
"incidentTarget",
"incidentExtUser",
"incidentExtClearedTime",
"incidentExtTicketId",
"incidentExtTicketState",
"incidentExtTicketType",
"incidentReso",
"phIncidentCategory",
"phSubIncidentCategory",
"incidentTitle",
"attackTechnique",
"attackTactic"

Returns:

FortiSIEM 6.4.2 Integration API Guide
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URI Method Additional Information

{
"total": 317,

"start":0,
"size": 10,
"data": [
{
"incidentTitle":

"SNMP service down on
wk5794 . fortinet.com",
"eventSeverity": 10,
"incidentFirstSeen":
1621941030000,
"incidentReso": 1,
"incidentRptIp":
"172.30.57.94",
"incidentLastSeen":
1621987770000,
"incidentSrc": "",
"count": 54,
"attackTechnique": "
[{\"name\": \"Service Stop\",
\"techniqueid\": \"T1489\"}1",

"eventType": "PH
RULE_SNMP_DOWN",
"phIncidentCategory":

1,

"incidentClearedTime": O,
"incidentTarget":

"hostIpAddr:172.30.57.94,

hostName:wk5794.fortinet.com, ",

"attackTactic":
"Impact",

"eventSeverityCat":
"HIGH",

"incidentDetail": "",

"incidentRptDevName":
"wk5794.fortinet.com",
"eventName": "SNMP
Service Unavailable",
"incidentId": 114780,
"incidentStatus": O,

"customer": "Super"

FortiSIEM 6.4.2 Integration API Guide
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Fetch Trigger Events

This API retrieves triggering events from incidents.

URI

/phoenix/rest/pub/incident/triggeringEvents?incidentld=8&size

=10

FortiSIEM 6.4.2 Integration API Guide

Fortinet Inc.

Method
GET

Additional Information

Parameters:
incidentld: FortiSIEM incident Id

(Required) size: indicates how many
trigger events return, 10 events by
default if no size specific.

Returns:

[

"custId": 1,

"index": 0,

"id":
6482650188627892000,

"eventType": "PH DEV
MON PERFMON JOB DELAY HIGH",

"receiveTime":
1621557630000,

"rawMessage":
"<174>May 20 17:40:30 [PH
DEV_MON PERFMON JOB DELAY
HIGH] : [jobName]=CPU Util
(SNMP) , [phCustId]=1,
[hostName]=FGT50E3U17000553,
[eventSeverity]=PHL INFO,
[phEventCategory]=3,
[hostIpAddr]=172.30.58.50,
[procName]=AppServer,
[relayDevName]=sp5875,
[relayDevIpAddr]=172.30.58.7
5, [phLogDetail]=A performance
metric delay for a single
device crossed high water
mark",

"nid":
"6482650188627892238",

"attributes": {

"1": "PH DEV_MON
PERFMON JOB DELAY HIGH",
m2Wg i,
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JSON API Incident Integration

URI Method Additional Information

WD g
1621557630000,

ngn
"172.30.58.75",

"o
"172.30.58.75",

"10": "sp5875",

TlTg VgpS8757,

Ti2wg i,

"13": "<174>May
20 17:40:30 [PH DEV_MON
PERFMON JOB DELAY HIGH]:
[jobName]=CPU Util (SNMP),
[phCustId]=1,
[hostName]=FGT50E3U17000553,
[eventSeverity]=PHL INFO,
[phEventCategory]=3,
[hostIpAddr]=172.30.58.50,
[procName ] =AppServer,
[relayDevName]=sp5875,
[relayDevIpAddr]=172.30.58.7
5, [phLogDetail]=A performance
metric delay for a single

device crossed high water

mark",

Ti5W g
6482650188627892000,

"le": 3,

TiFwWg i,

w2iwg i,

"24": "LOW",

"43": "Fortinet",

"44n:
"FortiSIEM",

"53": "Super",

"110": 1,

"122":
"PHBoxParser",

Wi29%e 1,

"1005":
"172.30.58.50",

"1006":
"FGT50E3U17000553",

"2007":

"AppServer",
"4506": "CPU Util
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URI

Update Incidents

This API allows you to update incident ticket status.

URI Method
/phoenix/rest/pub/incident/update/{incident/d} POST

Integer Field Mapping to Descriptions

Incident Status

"incidentStatus":,

ACTIVE = 0;

AUTOMATICALLY CLEARED = 1;
MANUALLY CLEARED = 2;
SYSTEM CLEARED =3

Incident Resolution

"incidentReso":

FortiSIEM 6.4.2 Integration API Guide
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Method Additional Information

Additional Information

Parameter:
Incidentld: FortiSIEM incident Id (Required)
Payload:

{

"incidentExtUser":"User A",

"incidentExtClearedTime":1620677781736,
(Timestamp)
"incidentExtTicketId":"INS00456",
(Required)

"incidentExtTicketState":"Closed",
"incidentExtTicketType":""
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None =0
Open=1
TruePositive = 2
FalsePositive = 3

InProgress =4

Incident Category

"phincidentCategory":,
AVAILABILITY =1;
PERFORMANCE = 2;
CHANGE =3;
SECURITY =4;
OTHER = 5;

FortiSIEM Incident Attributes List

"eventSeverityCat",
"eventSeverity",
"incidentLastSeen",
"incidentFirstSeen",
"eventType",
"eventName",
"incidentSrc",
"incidentTarget",
"incidentDetail",
"incidentRptlp",
"incidentRptDevName",
"incidentStatus”,
"incidentComments",
"customer”,
"incidentClearedReason",
"incidentClearedTime",

"incidentClearedUser",

FortiSIEM 6.4.2 Integration API Guide
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"count",

"incidentld",
"incidentExtUser",
"incidentExtClearedTime",
"incidentExtTicketld",
"incidentExtTicketState",
"incidentExtTicketType",
"incidentReso",
"phincidentCategory",
"phSublncidentCategory",
"incidentTitle",
"attackTechnique",

"attackTactic"

FortiSIEM 6.4.2 Integration API Guide
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Lookup Table Integration

The following Lookup Table Integration APIs are available:

¢ POST pub/lookupTable

* GET pub/lookup Table

o DELETE pub/lookupTable/{lookup Tableld}

» POST pub/lookupTable/{lookup Tableld}/import

¢ GET pub/lookupTable/{lookup Tableld}/task/{taskld}
» GET pub/lookupTable/{lookup Tableld}/data

e PUT pub/lookupTable/{lookup Tableld}/data

* PUT pub/lookupTable/{lookup Tableld}/data/delete

POST pub/lookupTable

LookupTable - Post

The LookupTable endpoint allows you to create the definition of a lookupTable.

Resource

POST /pub/lookupTable

Authorization

Basic access authentication

Post Parameters

Name Type Description
name string The lookup table name.
description string Description of the lookup table.
custiD integer The Organization ID: id of the organization on which to create the lookup table. To
(optional) retrieve this ID, navigate to ADMIN > Setup > Organizations, and refer to the
ID column.

FortiSIEM 6.4.2 Integration API Guide
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Name Type Description
columnList]] array The list of column definitions of the lookup table.
columnList boolean Whether the primary column is key.
[1.key
columnList string The column name.
[l.name
columnList string The column type, which can be STRING, LONG, or DOUBLE
(1-type
Example
{
"name": "csurl scores",
"description": "",
"organizationName": "Super",
"columnList": [

{
"key": true,
"name": "url",
"type": "STRING"

"key": false,
"name": "wfCategoryID",
" type " . " LONG "

"key": false,

"name": "score",
"type": "DOUBLE"
}
]
}
Response

Status-Code: 200 OK

{
"id": 1250451,

"name": "csurl scores",
"description": "",
"organizationName": "Super",
"columnList": [

{

"key": true,

FortiSIEM 6.4.2 Integration API Guide
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"name": "url",
"type": "STRING"

"key": false,
"name": "wfCategoryID",
n type " : n LONG "

"key": false,
"name": "score",
"type": "DOUBLE"

HTTP Error Codes

HTTP Status Code Description

401 unauthorized The bearer credential is invalid.

400 bad request The request made is incorrect or corrupt.

422 missing parameters Parameters are missing in query/request body.

423 invalid parameters The parameters are invalid in path/query/request body.

GET pub/lookup Table

LookupTable - Get

The LookupTable endpoint lets you retrieve the list of lookupTable definitions.

Resource

GET /pub/lookupTable

Authorization

Basic access authentication

FortiSIEM 6.4.2 Integration API Guide
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Query Parameters

Name Type Description
status (optional) integer
size (optional) integer

Example Request

Offset the list of returned results by this amount. Default is zero.

Number of items to retrieve. Default is 25, maximum is 1000.

Replace <credentials> in the example below with the Base64 encoding of username and password joined by a single

colon:

curl -H 'Authorization: Basic <credentials>' \
-H 'content-type: application/json' \
'https://<IP>/phoenix/rest/pub/lookupTable’

Response

Status-Code: 200 OK
{

"data": [
{
"columnList": [
{
"key": true,
"name": "url",
"type": "STRING"
}I
{
"key": false,
"name": "wfCategoryID",
"type": "LONG"
}I
{
"key": false,
"name": "score",
"type": "DOUBLE"
}
] 14
"organizationName": "Super",
"description": "",

"id": 1250451,
"lastUpdated": 1632432976253,

"lastUpdatedResult": "importDataViaFile
"name": "csurl scores"
}
]I
"total": 1,
"start": O,
"size": 25

FortiSIEM 6.4.2 Integration API Guide
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Request Parameters

Name Type Description

total string Total number of items.

start integer Position in pagination.

size integer Number of items to retrieve.

data array An array of lookup Table definition.

data[].id integer The lookup Table ID.

data[].organizationName integer The organization name.

data[].name string The lookup Table name.

data[].description string The description of the lookup Table.

data[].lastUpdated integer Unix timestamp when the last update of the lookup Table content occurred.
data[].lastUpdatedResult  string The result of the last updated lookup Table content.
data[].columnList[] array The list of column definitions of the lookup Table.
data[].columnList[].key boolean Whether it is the primary column key.
data[].columnList[].name string The column name.

data[].columnList[].type string The column type, which can be STRING, LONG, or DOUBLE.

HTTP Error Codes

HTTP Status Code Description

401 unauthorized The bearer credential is invalid.

400 bad request The request made is incorrect or corrupt.

422 missing parameters Parameters are missing in query/request body.

423 invalid parameters The parameters are invalid in path/query/request body.

DELETE pub/lookupTable/{lookupTableld}

LookupTable - Delete

The LookupTable endpoint allows you to delete the lookupTable definition.

FortiSIEM 6.4.2 Integration API Guide
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Resource

DELETE /pub/lookupTable/{lookup Tableld}

Authorization

Basic access authentication

Path Parameters

Name Type Description

lookupTableld integer Unique identifier representing the lookup Table.

Query Parameters

None

Example Request

curl -H 'Authorization: Basic <credentials>' \
-H 'content-type: application/json' \
-X DELETE \
'https://<IP>/phoenix/rest/pub/lookupTable/<lookupTableId>"

Response

Status-Code: 204 No Content

POST pub/lookupTable/{lookupTableld}/import

LookupTable import data - Post

The LookupTable endpoint allows importing the data of lookupTable.

Resource

POST /pub/lookupTable/{lookup Tableld}/import

FortiSIEM 6.4.2 Integration API Guide
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Authorization

Basic access authentication

Post Parameters

Content-Type: multipart/form-data

Name
file

mapping

fileSeparator
(optional)

fileQuoteChar
(optional)

skipHeader
(optional)

updateType
(optional)

Example Request

Type
file

string

string

string

boolean

string

curl -H 'Authorization:

-X POST \

Description
CSVfile.

The configuration matches the position of columns in the CSV file to columns in
lookup Table. Format as below:

{
"<LookupTable Column Name I1>":<Position 1>,
"<LookupTable Column Name 2>":<Position 2>,

<LookupTable_Column_Name_1>: string
<Position>: integer (from 1)

{
"url":1,

"wfCategoryID":2

The csv file separator. Default is the comma character, “,”.
The csv file quote character. Default is the double quotation character, “”

Whether to ignore the csv file header. Default is false.

Data update type. Either “Overwrite” or “Append”. Default is “Overwrite”.

Basic <credentials>' \

'"https://<IP>/phoenix/rest/pub/lookupTable/<lookupTableId>/import'
-F 'file=Q@"/<FileDir>/<FileName>.csv"' \
-F 'mapping="{\"url\":1,\"wfCategoryID\":2}""' \

-F 'fileSeparator=",""

FortiSIEM 6.4.2 Integration API Guide
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-F 'fileQuoteChar="\""' \
-F 'skipHeader="true"'

Response

Content-Type: application/json
Status-Code: 200 OK

{
"taskId": 1250

}

Name Type Description

taskld long The task id of importing data to the lookupTable.

HTTP Error Codes

HTTP Status Code Description

401 unauthorized The bearer credential is invalid.

400 bad request The request made is incorrect or corrupt.

422 missing parameters Parameters are missing in query/request body.

423 invalid parameters The parameters are invalid in path/query/request body.

GET pub/lookupTable/{lookupTableld}/task/{taskid}

LookupTable check importing task status - Get

The LookupTable endpoint allows checking the status of import data.

Resource

GET /pub/lookupTable/{lookup Tableld}/task/{taskld}

Authorization

Basic access authentication

FortiSIEM 6.4.2 Integration API Guide
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Path Parameters

Name Type Description
lookupTableld integer The lookup Table Id.

taskld integer The task id of the importing data to the lookup Table. It is retrieved from the Import API
response.

Example Request
Replace <credentials> in the example below with the Base64 encoding of username and password joined by a single

colon :

curl -H 'Authorization: Basic <credentials>' \
-H 'content-type: application/json' \
'https://<IP>/phoenix/rest/pub/lookupTable/<lookupTableId>/task/<taskId>"'

Response

Status-Code: 200 OK
{

"id": 1250
"status": "Done",
"progress": 100,
"actionResult": "557 rows are imported successful."
}
Name Type Description
id integer The id of task.
status string The status of task.
progress integer The progress of task.
actionResult string The action result of import data task.

HTTP Error Codes

HTTP Status Code Description
401 unauthorized The bearer credential is invalid.
400 bad request The request made is incorrect or corrupt.

FortiSIEM 6.4.2 Integration API Guide
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GET publ/lookupTable/{lookupTableld}/data

Query LookupTable Data - Get

The LookupTable endpoint allows retrieving items of lookupTable.

Resource

GET /pub/lookupTable/{lookup Tableld}/data

Authorization

Basic access authentication

Query Parameters

Name Type Description

start integer Offset the list of returned results by this amount. Default is zero.

(optional)

size integer Number of items to retrieve. Default is 25, maximum is 1000.

(optional)

searchText string Search text.

(optional)

sortBy string Sorted by one of lookupTable columns with descending order. Format:

(optional) <ColumnName><A blank space><ACS or DESC for ascending or descending order
respectively>

Example Request

Replace <credentials> in the example below with the Base64 encoding of username and password joined by a single
colon :

curl -H 'Authorization: Basic <credentials>' \
-H 'content-type: application/json' \
'https://<
IP
>/phoenix/rest/pub/lookupTable/<
lookupTableId>/data?size=25&start=0&searchText=example&sortBy=score%20acs>"

FortiSIEM 6.4.2 Integration API Guide
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Response

Status-Code: 200 OK

{

—

"data": [
{
"url": "http://example.com",
"wfCategoryID": 26,
"score": 0.20050119
}I

"url": "http://www.sample.com/wp-login.php",
"wfCategoryID": 26,
"score": 0.25293878

"url": "http://www.instance.com/casel",
"wfCategoryID": 26,
"score": 0.25635383

"url": "http://www.instance.com/case2",
"wfCategoryID": 26,
"score": 0.25635383
}
1,

"total": 4,
"start": O,
"size": 25
Name Type Description
total string Total number of items.
start integer Position in pagination.
size integer Number of items to retrieve (1000 max).
data array An array of lookup Table items. Each item is a dictionary which contains lookupTable column

name and its value.

HTTP Error Codes

HTTP Status Code Description

401 unauthorized The bearer credential is invalid.

400 bad request The request made is incorrect or corrupt.

422 missing parameters Parameters are missing in query/request body.

423 invalid parameters The parameters are invalid in path/query/request body.
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PUT pub/lookupTable/{lookupTableld}/data

Update LookupTable Data - PUT

The LookupTable endpoint allows updating the item of lookupTable.

Resource

PUT /pub/lookupTable/{lookup Tableld}/data

Authorization

Basic access authentication

Path Parameters

Name Type Description

lookupTableld integer Unique identifier representing the lookup Table.

Query Parameters

Name Type Description

key map The primary key of item column and its value. Format: {*<keyColumn_1>":<value>}

key={"url":"http://example.com"}

Example Request

Replace <credentials> in the example below with the Base64 encoding of username and password joined by a single
colon:

curl -g -H 'Content-Type: application/json' \
-H 'Authorization: Basic <credentials>' \
-X PUT \
'https://<IP>/phoenix/rest/pub/lookupTable/<lookupTableId>/data?key=
{%$22url%22:%20%22http://example.com%22}"' \
--data-raw \
'
"url": "www.test.com",
"wfCategoryID": 30,
"score": 0.50119
} L}
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PUT Body

{
"url": "http://test.com"
"wfCategoryID": 30,
"score": 0.50119

—

Name Type Description

<LookupTableColumnName> string Column name.

<value> string, integer, double Value.
Response

Status-Code: 200 OK

HTTP Error Codes

HTTP Status Code Description

401 unauthorized The bearer credential is invalid.

400 bad request The request made is incorrect or corrupt.

422 missing parameters Parameters are missing in query/request body.

423 invalid parameters The parameters are invalid in path/query/request body.

PUT publ/lookupTable/{lookupTableld}/data/delete

Delete LookupTable Data- PUT

The LookupTable endpoint allows deleting the lookupTable item.

Resource

PUT /pub/lookupTable/{lookup Tableld}/data/delete
Authorization

Basic access authentication

FortiSIEM 6.4.2 Integration API Guide
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Path Parameters

Name Type Description

lookupTableld integer Unique identifier representing the lookup Table.

Post Parameters

Name Type Description
<array> list List of primary key and value map.
<map> map The primary key of item column and its value. Format: {“<keyColumn_1>":<value>}

{"url":"http://example.com"}

Example Request
curl -g -H 'Content-Type: application/Jjson' \

-H 'Authorization: Basic <credentials>' \

-X PUT \
'https://<IP>/phoenix/rest/pub/lookupTable/<lookupTableId>/data/delete' \

--data-raw \
'

"url™: "http://www.sample.com/wp-login.php"

"url": "http://www.instance.com/casel"

"url": "http://www.sample.com/case2"

] A\l
Response
Status-Code: 204 No Content

HTTP Error Codes

HTTP Status Code Description

401 unauthorized The bearer credential is invalid.
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HTTP Status Code

400 bad request

422 missing parameters
423 invalid parameters

FortiSIEM 6.4.2 Integration API Guide
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Description
The request made is incorrect or corrupt.
Parameters are missing in query/request body.

The parameters are invalid in path/query/request body.
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Watchlist Integration

The Watchlist Integration APIs are broken down into the following sections:

» Read APIs
e Get All Watch Lists
o Get Watch List Entries Count
o Get Watch List by Watch List ID
« Get Watch List by Watch List Entry Value
o Get Watch List by Watch List Entry ID
¢ Get Watch List Entry by Watch List Entry ID
+ Update APIs
« Update State of Watch List Entry by Watch List Entry ID
» Update State of Watch List Entry by Watch List Entry Value
» Update Last Seen Time of Watch List Entry by Watch List Entry ID
» Update Last Seen Time of Watch List Entry by Watch List Entry Value
« Update Count of Watch List Entry by Watch List Entry ID
» Update Count of Watch List Entry by Watch List Entry Value
« Add Watch List Entry(s) to Watch List Groups
» Save Watch List Groups with Watch List Entry(s)
« Update Specific Watch List Entry
¢ Delete APIs
e Delete Watch List Entry by ID
e Delete Watch List by ID

+ JSON Object Formats
» Watch List Entry JSON
e Watch List JSON

Refer to Example Usage for Watchlist Integration examples.

Read APIs

These GET APIs are available to retrieve watch lists from the FortiSIEM database.

« Get All Watch Lists

» Get Watch List Entries Count

« Get Watch List by Watch List ID

» Get Watch List by Watch List Entry Value
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» Get Watch List by Watch List Entry ID
» Get Watch List Entry by Watch List Entry ID

Get All Watch Lists

This API retrieves all the watch lists from FSIEM database.

Input

URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/all

Output

Response Response

Status

Success {
"response": [{
"topGroup": false,
"entries": [
{
"lastSeen": 1613719690008,

"naturalId": "PVVol A001 AQ000356 POWERZ
1613719690011",

"dataCreationType": "SYSTEM",

"firstSeen": 1613719690008,

"count": 10,

“custId”: 1,

"triggeringRules": "Datastore Space Warning",

"description": "WL Des",

"id": 889401,

"state": "Enabled",

"entryValue": "PVVol A0O0O1 A000356 POWER2",

"expiredTime": O,

"ageOut": "1d"

"lastSeen": 1613719690000,

"naturalId": "PVVol A001 A000356 POWERZ
1613719690011",

"dataCreationType": "SYSTEM",

"firstSeen": 1613719000000,

"count": 100,

"triggeringRules": "Datastore Space Warning",

"description": "WL Des Testing again",
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Response Response

Status

"id": 889402,

“custId”: 1,

"state": "Disabled",

"entryValue": "PVVol A001 A000356 POWER2",
"expiredTime": O,

"ageOut": "10d4d"

1r

"isCaseSensitive": null,
"dataCreationType": null,
"displayName": "",
"valueType": “STRING”,
"description": null,
"id": O,

“custId”: 1,
"valuePattern": null,
"ageOut": null

{
"topGroup": true,
"entries": null,
"isCaseSensitive": false,
"dataCreationType": "USER",
"displayName": "Test WL Group2",
"valueType": “STRING”,
"description": "Testing",
"id": 897300,
"valuePattern": null,
"ageOut": "lw"

1,

"status": "Success"

Failure {
"response": "Reason for failure",
"status": "Failed"

Get Watch List Entries Count

This API gives the count of watch list entries in any watch list group.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/cnt
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Output
Response Status Response
Success {

"response": {

"entry count": 6
}y
"status": "Success"
}

Failure {

"response": "Reason for failure",

"status": "Failed"

Get Watch List by Watch List ID

This API retrieves a specific watch list with given watch list ID.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/<watch_list_id>

Request Path Parameter

Field Description

Replace <watch_list_id> with numeric value. Watch list id of a specific watch list.
Output
Response Status Response
Success {
"response": [

{
"topGroup": true,
"entries": [
{
"lastSeen": null,
"naturalId": "172.30.57.65
1616469746578",

"dataCreationType": null,
"firstSeen": null,
"count": null,
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Response Status Response

"triggeringRules": null,
"description": "Testing",
"id": 888900,
“custId”: 1,

"state": "Enabled",
"entryValue": "172.30.57.65",
"expiredTime": null,
"ageOut": "lw"

"lastSeen": null,

"naturalId": "PVVol A001 A000356
POWER23 1616480669538",

"dataCreationType": null,

"firstSeen": null,

"count": null,

"triggeringRules": "Datastore Space
Warning",

"description": null,

"id": 889400,

“custId”: 1,

"state": "Enabled",
"entryValue": "PVVol A001 A000356
POWER23",
"expiredTime": null,
"ageOut": "1d"
}
i
"isCaseSensitive": false,
"dataCreationType": "USER",
"displayName": "Test WL Group",
"valueType": “STRING”,
"description": "",
"id": 881750,
“custId”: 1,
"valuePattern": null,
"ageOut": "lw"
}
1,
"status": "Success"
}
Failure {
Ex: If ID contains non-numeric values "response": "DyWatchList@<watch list id> was not
(invalid data) el
Status Code — 404 Not Found "statust: "Failed”
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Response Status Response

Failure {

Ex: If no match. Status Code — 200 "response": "DyWatchList@<watch list id> was not
found",

"status": "Failed"

Get Watch List by Watch List Entry Value

This API retrieves watch lists which contains a watch list entry with given entry value.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/value

Request Parameters

Field Type Description
entryValue String Entry value of watch list entry.
Output

Response Status Response

Success {
"response": [
{
"topGroup": true,
"entries": [
{
"lastSeen": null,
"naturalId": "172.30.57.65 1616469746578",
"dataCreationType": null,
"firstSeen": null,
"count": null,
"triggeringRules": null,

"description": "Testing",
"id": 888900,

"state": "Enabled",
"entryValue": "172.30.57.65",

"expiredTime": null,
"ageOut": "1lw"
}y

FortiSIEM 6.4.2 Integration API Guide
Fortinet Inc.

60



Watchlist Integration

Response Status Response

{

"lastSeen": null,

"naturalId": "PVVol A001 AQ000356 POWER23
1616480669538",

"dataCreationType": null,

"firstSeen": null,

"count": null,

"triggeringRules": "Datastore Space Warning",

"description": null,

"id": 889400,

"state": "Enabled",

"entryValue": "PVVol A001 A000356 POWER23",

"expiredTime": null,

"ageOut": "1d"

1s

"isCaseSensitive": false,
"dataCreationType": "USER",
"displayName": "Test WL Group",
"valueType": “STRING”,
"description": "",

"id": 881750,

"valuePattern": null,

"ageOut": "lw"
}
1s
"status": "Success"
}
Failure {
"response": "Reason for failure",
"status": "Failed"
}
Failure {
Ex: If no match, "response": "No such Watch List with entry value: <entryValue>
Status Code — 200 and watch list name: <watchlistName>",
"status": "Failed"

Get Watch List by Watch List Entry ID

This API retrieves a specific watch list which contains a watch list entry with given entry ID.

Input URL  https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/byEntry/<watch_list_entry id>
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Request Path Parameters

Field

Replace <watch_list_entry_id> with specific watch list entry id

Output

Type Description

Long Watch list entry id

Response Status Response

Success

FortiSIEM 6.4.2 Integration API Guide
Fortinet Inc.

{

"response":

{

"topGroup": true,

"entries": [

{

1616469746578",

1616480669538",

Warning",

POWER23",

I

"lastSeen": null,
"naturalId": "172.30.57.65

"dataCreationType": null,
"firstSeen": null,
"count": null,

"triggeringRules": null,

"description": "Testing",

"id": 888900,

"state": "Enabled",

"entryValue": "172.30.57.65",
"expiredTime": null,

"ageOut": "lw"

"lastSeen": null,

"naturalId": "PVVol A001 A000356 POWER23

"dataCreationType": null,
"firstSeen": null,
null,

"triggeringRules": "Datastore Space

"count":

"description": null,

"id": 889400,

"state": "Enabled",

"entryValue": "PVVol A001 A000356

"expiredTime":
"ageOut": "1d"

null,

"isCaseSensitive": false,
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Response Status Response

"dataCreationType": "USER",
"displayName": "Test WL Group",
"valueType": "STRING",
"description": "",

"id": 881750,
"valuePattern": null,

Ilageout": Illw"
by
"status": "Success"
}
Failure {
Ex: If ID contains non-numeric values "response": "Reason for failure",
(invalid data) "status": "Failed"
Status Code —404 Not Found v
Failure {
Ex: If no match, Status Code — 200 "response": " No such watch list exists",
"status": "Failed"

Get Watch List Entry by Watch List Entry ID

This API retrieves a specific watch list entry given entry ID.

Input URL  https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/<watch_list_entry id>

Request Path Parameters

Field Type Description
Replace <watch_list_entry id> with specific watch list entry id. Long Watch list entry id
Output
Response Status Response
Success {
"response": {

"lastSeen": null,

"naturalId": "172.30.57.65
1616469746578",

"dataCreationType": null,
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Response Status Response

"firstSeen": null,
"count": null,

"triggeringRules": null,

"description": "Testing",
"id": 888900,
"state": "Enabled",
"entryValue": "172.30.57.65",
"expiredTime": null,
"ageOut": "lw"
by
"status": "Success"
}
Failure {
Ex: If ID contains non-numeric values (invalid "response": "Reason for failure",
data) "status": "Failed"
Status Code — 404 Not Found J
Failure {
Ex: If no match, Status Code —200 "response": " No such watch list entry exists",
"status": "Failed"

}

Update APIs

These POST APIs are available to update watch lists from the FortiSIEM database.

» Update State of Watch List Entry by Watch List Entry ID

» Update State of Watch List Entry by Watch List Entry Value

» Update Last Seen Time of Watch List Entry by Watch List Entry ID

» Update Last Seen Time of Watch List Entry by Watch List Entry Value
» Update Count of Watch List Entry by Watch List Entry ID

« Update Count of Watch List Entry by Watch List Entry Value

e Add Watch List Entry(s) to Watch List Groups

« Save Watch List Groups with Watch List Entry(s)

¢ Update Specific Watch List Entry

Update State of Watch List Entry by Watch List Entry ID

This API allows user to update watch list entry state (i.e., make it active/inactive).
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Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/active/<watch_list_entry_id>

Request Path Parameters

Field

Replace <watch_list _entry id> with specific watch list entry id

Request Parameters

Type Description

Long Watch list entry id

such

Field Type Description
state Boolean Set specific entry to true/false state.
Output
Success {
"response": {
"lastSeen": null,
"naturalId": "172.30.57.65 1616469746578",
"dataCreationType": null,
"firstSeen": null,
"count": null,
"triggeringRules": null,
"description": "Testing",
"id": 888900,
"state": "Disabled",
"entryValue": "172.30.57.65",
"expiredTime": null,
"ageOut": "lw"
by
"status": "Success"
}
Failure {
"response": "Reason for failure",
"status": "Failed"
}
Failure {
Ex — If no match, status "response": "Can't update state of watch list entry - No
code - 200 watch list entry exists",
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Update State of Watch List Entry by Watch List Entry Value

This API allows user to update the watch list entry state (i.e., make it active/inactive). This API requires a watch list group
name where a required watch list entry exists.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/active

Request Parameters

Field Type Description
watchlistld Long Watchlist ID
value String Entry value of watch list entry
state Boolean Set specific entry to true/false state
custld Long Customer ID
Output
Response Status Response
Success {
"response": {

"lastSeen": null,

"naturalId": "PVVol A001 A000356 POWER23 1616480669538",
"dataCreationType": null,

"firstSeen": null,

"count": 10,

"triggeringRules": "Datastore Space Warning",
"description": null,

"id": 889400,

"state": "Disabled",
"entryValue": "PVVol A001 A000356 POWER23",
"expiredTime": null,
"ageOut": "1d"
}y
"status": "Success"
}
Failure {
"response": "Reason for failure",
"status": "Failed"
}
Failure {
Ex — If no match, status "response": "Can't update state of watch list entry - No such
code - 200 watch list entry exists",
"status": "Failed"
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Update Last Seen Time of Watch List Entry by Watch List Entry ID

This API allows user to update watch list entry’s last seen time.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/lastseen/<watch_list_entry_id>

Request Path Parameters

Field Type Description

Replace <watch_list_entry _id> with specific watch list entry id Long Watch list entry id

Request Parameters

Field Type Description
lastSeenTime Long Long value of last seen time i.e. Unix timestamp
custld Long Customer ID
Output
Response Status Response
Success {
"response": {
"lastSeen": 1612901760000,
"naturalId": "PVVol A001 A000356 POWER23 1616480669538",
"dataCreationType": null,
"firstSeen": null,
"count": 10,
"triggeringRules": "Datastore Space Warning",
"description": null,
"id": 889400,
"state": "Disabled",
"entryValue": "PVVol A0O1 A000356 POWER23",
"expiredTime": 1612988160000,
"ageoutll: " 1dll
b
"status": "Success"
}
Failure {
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Response Status Response
Ex: If ID contains non-numeric "response": "Reason for failure",
values (invalid data) "status": "Failed"
Status Code —404 Not Found !}
Failure {
Ex — If no match, status code - "response": "Can't update last seen time of watch list
200 entry - No such watch list entry exists",
"status": "Failed"

Update Last Seen Time of Watch List Entry by Watch List Entry Value

This API allows the user to update watch list entry’s last seen time. This API requires a watch list group name where the

required watch list entry exists.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/lastseen

Request Parameters

Field Type

watchlistld Long

value String

lastSeenTime Long

custld Long
Output

Description

Watchlist ID

Entry value of watch list entry

Long value of last seen time i.e. Unix timestamp

Customer ID

Response Status Response

Success {

"response": {
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"lastSeen": 1612901760001,

"naturalId": "PVVol A001 A000356 POWER23 1616480669538",
"dataCreationType": null,

"firstSeen": null,

"count": 10,

"triggeringRules": "Datastore Space Warning",
"description": null,

"id": 889400,

"state": "Disabled",
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"entryValue": "PVVol A001 A000356 POWER23",
"expiredTime": 1612988160001,
"ageOut": "1d"
s
"status": "Success"
}
Failure {
"response": "Reason for failure",
"status": "Failed"
}
Failure {
Ex — If no match, status "response": "Can't update last seen time of watch list entry - No
code - 200 such watch list entry exists",
"status": "Failed"

Update Count of Watch List Entry by Watch List Entry ID

This API allows user to update watch list entry’s count.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/count/<watch_list_entry id>

Request Path Parameters

Field Type Description

Replace <watch_list_entry _id> with specific watch list entry id Long Watch list entry id

Request Parameters

Field Type Description
count Long Count of watch list entry occurrence
Output
Response Status Response
Success {
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Response Status Response

"response": {
"lastSeen": 1612901760001,
"naturalId": "PVVol A001 A000356 POWER23

1616480669538",
"dataCreationType": null,
"firstSeen": null,
"count": 100,
"triggeringRules": "Datastore Space Warning",
"description": null,
"id": 889400,

"state": "Disabled",
"entryValue": "PVVol AQ001 A000356 POWER23",
"expiredTime": 1612988160001,
"ageOut": "1d"
by
"status": "Success"
}
Failure {
Ex: If ID contains non-numeric "response": "Reason for failure",
values (invalid data) "status": "Failed"
Status Code — 404 Not Found J
Failure {
Ex — If no match, status code - "response": "Can't update count of watch list entry - No
200 such watch list entry exists",
"status": "Failed"

Update Count of Watch List Entry by Watch List Entry Value

This API allows user to update watch list entry’s count. This API requires watch list group name where required watch list
entry exists.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/count

Request Parameters

Field Type Description
custld Long Customer ID
watchlistld Long Watchlist ID
value String Entry value of watch list entry
count Long Count of watch list entry occurrence
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Output
Success {
"response": {
"lastSeen": 1612901760001,
"naturalId": "PVVol A001 A000356 POWER23 1616480669538",
"dataCreationType": null,
"firstSeen": null,
"count": 100,
"triggeringRules": "Datastore Space Warning",
"description": null,
"id": 889400,
"state": "Disabled",
"entryValue": "PVVol A001 A000356 POWER23",
"expiredTime": 1612988160001,
"ageOut": "1d"
}y
"status": "Success"
}
Failure {
"response": "Reason for failure",
"status": "Failed"
}
Failure {
Ex — If no match, status "response": "Can't update count of watch list entry - No such
code - 200 watch list entry exists",
"status": "Failed"

Add Watch List Entry(s) to Watch List Groups

This API allows user to add watch list entry(s) to one or more watch list groups.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/addTo

Request Parameters

Field Type Description
watchlistld Long Watchlist ID
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Request Body

Field Type Description
Body JSON Array of Watch list entry objects Watch Entry
entryValue(required) String Watch List entry value
[
{

"inclusive": false,

"count": 10,

"custId": 1,

"triggeringRules": "Datastore Space Warning",

"entryValue": "PVVol A001 A000356_ POWER2",

"ageoutll : llldll,

"lastSeen": 1613601369215,
"firstSeen": 1613601369215,
"disableAgeout": false,

"dataCreationType": "USER"

Output
Response Status Response
Success {
"response": "Successfully added to watch list - [IDs]",
"status": "Success"
}
Failure {
"response": "Reason for failure",
"status": "Failed"
}
Failure {
Ex: Invalid data format in "response": " Error while adding entries to watch lists -
request parameters Invalid data format",
Status code - 200 } status®: "Falled
Failure {
Ex: If no entry value exists "response": “Error while adding entries to watch lists -
in Watchlist Entry WatchListEntry must have entryValue field",
Status code - 200 "status": "Failed"
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Save Watch List Groups with Watch List Entry(s)

This API allows user to save one or more watch list groups to FSM database. Each watch list can contain one or more
watch list entries.

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/save

Request Body

Field Type Description
Body JSON Object of Watch list with watch list entry Watch list with entry(s)
displayName (required) String Display name for watch list
group
type (required) String Group type - ENUM
entryValue (required) String Entry value of
DyWatchlistEntry
dataCreationType String Enum - {SYSTEM, USER}
If value is null — Default value
will be ‘SYSTEM’
{
"description": "Servers, network or storage devices",
"displayName": "Resource Issues Test4",
"type": "DyWatchList",
"isCaseSensitive": false,
"dataCreationType": "USER",

"topGroup": false,
"valuePattern": null,

"valueType": "STRING",
"ageOut": "1d",
"custId": 1,
"entries": [{
"inclusive": true,
"entryValue": "PVVol A001_A000356_ 5new",
"ageOut": "1d",
"count": 1,

"custId": 1,

"firstSeen": 1612901760000,
"lastSeen": 1612901760000,
"triggeringRules": "Datastore Space
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Field Type

Warning",

Output

Response Status Response

Success

Failure

FortiSIEM 6.4.2 Integration API Guide
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Description

"dataCreationType": "USER"

{
"response": [
{
"topGroup": false,
"entries": [

{

"lastSeen": 1612901760000,

"naturalId": "Nid",

"dataCreationType": "USER",
"firstSeen": 1612901760000,

"count": 1,

"triggeringRules": "Datastore

Space Warning",
"description": null,

"id": 0,
"state": "Enabled",
"entryValue": null,

"expiredTime": null,
"ageOut" s o"lgn

1,

"isCaseSensitive": null,

"dataCreationType": "SYSTEM",

"displayName": "Resource Issues Test WL
Grp4d",

"valueType": "STRING",

"description": "Servers, network or

storage devices",
"id": 899753,
"valuePattern": null,
"ageOut": null

1y

"status": "Success"

"response": "Reason for failure",
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Response Status Response

Failure
Ex: If entry doesn’t have entry value
Response code - 200

Failure
Ex:

« Ifdisplay name is duplicate (already
exists) or body doesn’t have filed —
‘type’

* Unrecognized fields in POST body

Response code - 200

Update Specific Watch List Entry

"status": "Failed"
"response" : "Error while saving watch lists -
WatchListEntry must have entryValue field",
"status" : "Failed"
"response": "Failed to save watchlist",
"status": "Failed"

This API allows user to update any watch list entry. The JSON object of watch list entry must contain valid watch list entry
id otherwise it will be saved as a new entry to ungrouped watch list.

Input URL

Request Body

Field Type

Body JSON Object of Watch list with watch list entry

entryValue(required) String

"lastSeen": 1612901760002,
"dataCreationType": "USER",
"firstSeen": 1612901760001,
"count": 100,

https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/save

Description

Watch list entry

Watch list entry value

"custId": 1
"triggeringRules": "Datastore Space Warning",
"description": "Testing again",

FortiSIEM 6.4.2 Integration API Guide
Fortinet Inc.

75



Watchlist Integration

Field Type

"id": 889400,

"inclusive": true,

Description

"entryValue": "PVVol A001_A000356_POWER23",

"expiredTime":

"ageout" : "2d",

1612988160001,

Note: ID is mandatory to update watch list entry. If there is no id in JSON body, a new entry will be created.

Output

Response

Response Status

Success

Failure

Failure

Ex: If entry doesn’t have entry
value

Response code - 200

FortiSIEM 6.4.2 Integration API Guide
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{

"response": {
"lastSeen": 1612901760002,
"naturalId": "PVVol A001 A000356 POWER23

1612901760002,

by

"status":

"response":
"status":

"dataCreationType": "USER",

"firstSeen": 1612901760001,
100,

"triggeringRules":

"count":
"Datastore Space Warning",
"description":
"id": 889400,
"state": "Enabled",

"entryValue": "PVVol A001 A000356 POWER23",
1613074560002,

"Testing again",

"expiredTime":
"ageOut": "2d"

"Success"

"response": "Reason for failure",

"status": "Failed"

"HTTP 400 Bad Request",
"Failed"
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Delete APIs

The following POST Delete APIs are available.

» Delete Watch List Entry by ID
¢ Delete Watch List by ID

Delete Watch List Entry by ID

This API allows user to delete watch list entry(s).

Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/entry/delete

Request Body

Field Type Description
List of Long values Watch List Entry
ids

Ex: [500000, 500001]

Output
Response Status Response
Success {
"response": "Deleted entries - [IDs]",
"status": "Success"
}
Failure {
"response": "Reason for failure",
"status": "Failed"
}
Failure {
Ex: If any exception "response": " Error in deleting watch list entries -
occurs Exception message ",
"status": "Failed"

Delete Watch List by ID

This API allows user to delete watch list(s).
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Input URL https://<FortiSIEM_Supervisor_IP>/phoenix/rest/watchlist/delete

Request Body

Field Type Description
List of Long values Watch list ids

Ex: [600000, 500001]

Output
Response Status Response
Success {
"response": "Deleted watch lists - [IDs]",
"status": "Success"
}
Failure {
"response": "Reason for failure",
"status": "Failed"
}
Failure {
Ex: If group is system "response": "Deleting system defined group is
defined group et alleee s
"status": "Failed"
}
Failure {
Ex: If any exception occurs "response": " Error in deleting watch lists -

Exception message ",
"status": "Failed"

JSON Object Formats

« Watch List Entry JSON
e Watch List JSON
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Watch List Entry JSON

Field Type
id Long
firstSeen Long
lastSeen Long
expiredTime Long
state String
naturalld String
triggeringRules String
entryValue String
description String
ageOut String
count Long

dataCreationType ENUM

Watch List JSON

Field Type

id Long

naturalld String
isCaseSensitive Boolean

ageOut String

entries List<WatchListEntry>
displayName String

name String

description String

FortiSIEM 6.4.2 Integration API Guide
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Description

Watch list entry id

First seen time — Unix format
Last seen time — Unix format
Expiry time — Unix format

State of entry —
Enabled/Disabled

Unique ID of watch list entry

FSM Rules — Comma
separated

Entry value of Watch list entry
Description

Age out (Expiry)

Occurrence count

[SYSTEM, USER]

Description
Watch list group id
Unique ID of watch list

Age out (Expiry)

List of Entries Refer to
Watch List Entry JSON
Table.

Display name of watch list
group

Name of the watch list

Entry value of Watch list
description
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Field Type Description

valueType ENUM Value type - STRING, IP,
etc...

topGroup Boolean True/false

dataCreationType ENUM [SYSTEM, USER]

valuePattern ENUM [IP, IPRANGE, CIDR]
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REST API to Return Worker Queue State

REST API to Return Worker Queue State

The following public REST API can be used to query Worker Event Upload Queue state. An upstream load balancer can
use the information to route events from Collectors to the least loaded Worker.

API: GET https://<Worker IP>/workerUploadHealth/response.json

Response: { allowUpload: true, fileQueueSizeMB: 500, fileQueueCount: 300 }

Response Parameter Description

allowUpload True means Worker upload queue is less than 100MB and
Worker will accept events.

False means Worker upload queue is more than 100MB and
Worker will reject events. This is likely because inserts to event
database is slow.

fileQueueSizeMB Current file queue size in MB.

fileQueueCount Current file queue count.
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Example Usage

The sample codes provided are for instructional use only. Please adapt it to your environment. Download the zip file
containing the samples from the following URL:

https://ffilestore.fortinet.com/docs.fortinet.com/upload/fsiem_rest_api_630.zip

Python Support

Scripts are tested using version 2.7.16. You must install ht tpl ib2 and ssl manually, if they are not already installed.
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