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Change Log

Date Change Description

2024-01-11 Initial release.



Introduction

Fortinet (NASDAQ: FTNT) FortiMail Cloud delivers email security as a managed
service to businesses based around the globe. FortiMail Cloud is a complete
Secure Email Gateway platform that protects against inbound attacks, including
advanced malware, as well as outbound threats and data loss, operating from
multiple geographical data centers.

This document outlines operation of the FortiMail Cloud User Portal, which allows
customers to manage their running FortiMail Cloud instances from a single place.

Accessing the user portal

1.  Go to https://support.fortinet.com, click Register to create a FortiCloud account.
If you already have one, please login with your account.

2. Once you entered your account, please register a product with the contract
registration code. Please follow the registration process until complete, and a
serial number of your FortiMail Cloud license is provided.

3.  Click “FortiMail” under Services > Cloud Services to access the FML Cloud
User Portal, otherwise, you can also access directly to
https://www.fortimailcloud.com and select “Log In”.

4. You will find all your registered licenses listed with the status “Not deployed” or
‘Running’. Additional information of your FortiMail license is shown in the table,
such as “Serial Number”, *

, “Registered Mailbox Number” and “License Type”.

o Action ¥

Serial Number Hostname Status Mailbox Type Deployment Expiry Description
FEVMCLM example-com.fortimailcloud.com  Running 0/25 Gateway 2021-12-13 2022-12-02 & example
FEVMCLM Not deployed —-/25 Server = 2022-12-02 G

5.  For the “Not deployed” licenses, please go to https://support.fortinet.com to
create a ticket for provisioning request, and check the instance status again once
get notified that your FortiMail Cloud instance is provisioned.

6. For “Running’ instances, please click on the link under “Hostname” to access to
your FortiMail Cloud instance. You will log in automatically and no password is
needed.

FEVMCLM Iexample—com.fortl’mai\cloud.com I Running 0/25 Gateway | 2021-12-13 2022-12-02 G example



https://support.fortinet.com/
https://www.fortimailcloud.com/
https://support.fortinet.com/

7. Once an instance is provisioned, you can click to select it. Further status is
displayed on the user portal: “System Information”, “Active Mailbox”,

“Statistics Summary and History”. You can get more details in the FortiMail
Admin GUIL.

example-com.fortimailcloud.com (My FortiMail Cloud)

System Information ] Active Mallbox {2
Serial Number. FEVMCLM
I =xample com: 7 (63.6%) [ Tortitest com: 4 (36 4%)
System Time: Tue Dec 14 10:22:27 EST 2021
Firmware version: v7.0.2(GA), build177, 202111 .22
Type: Gateway, Premium
Mailbox: Active: 17, Limit: 25
T i — ) Statistics History (30 Minutes) iV

<

Total 44 (100%)

<
>

Virus: 5 (11.4%) Spam: 17 (38.6%)

You can also select a “Running” instance which will make the button “Action”

available (upper right corner), and choose from the menu: “Manage Domain”,
“‘Manage Access Control” and “Post Provision Configuration”.

Action W

Manage Domain
Manage Access Control

Post Provision Configuration




9.  You can edit the SMTP server or port for an existing domain or add a new
domain.

Domain Management

=4 New... | [# Edit.. | T Delete
Domain FQDN SMTP server Association

example.com mail.example.com:25 [0}

Please note that you’re not able to do such actions in FortiMail Admin GUI.

Besides, the Domain Ownership Verification is required each time you want to add a
new domain on your FortiMail.

Domain Management

Domain Ownership Verification

In order to verify that you are the owner of the domain aaa.com, please add the token below to your domain's DNS TXT record.

Then come back and click "Verify' to proceed.

TXT Record Token: MDAyMTcINDhhYWEUY2%t (2]

Back

10.  You can add or edit an Access Control Rule through the Cloud user portal.
Please note, there are additional restrictions as per below;

Access Control Rule

For the moment, the follewing features on the cloud portal are restriced:
The sender pattern is restricted 'User Defined'.

The source type is restricted to 'IP/Netmask'.

The netmask shcould be equal or bigger than 24.

Enabled O

Sender: -

Source: b
0.0.0.0/0

Reverse DNS pattern:
Action: Reject -

Comments:

Cancel



11.  The section “Post Provision Configuration” shows some guides to modify your DNS
records or the policy on your other systems. You can find the same guides in the Welcome
email (which notifies you the FortiMail instance is provisioned).

Paost Provision Configurations

Setup the DNS server to ensure this new deployed FortiMail Cloud instance working properly.

= MXRecord
In order to route mail traffic from your previous mail server to this new deployed FortiMail Cloud instance, you need to add
below MX record into your DNS zone file.
example.com. 3600 IN MX 10 example-com- 1.fortimailcloud.com.
example.com. 3600 IN MX 20 example-com-2.fortimailcloud.com.

= SPF Record (Optional)
In order to ensure your outbound traffic to Internet is trusted, you can optionally modify your current DNS zone file.
If there are SPF records in your DNS zone file, you can add below info into the SPF record:
include;_spf.fortimailcloud.com’
Otherwise, please create an SPF record as below:
example.com. 3600 IN TXT 'v=spf1 include:_spffortimailcloud.com -all'

= DKIM Record (Optional)
You could optionally generate your domain's DKIM signature and add it into your DNS zone file. For details of how to generate
DKIM signautre and configuration of DKIM signing for outbound email traffic, please refer to ForitMail Admin Guide.

= Trust FortiMail Cloud Instance
In order to avoid email relay issues from FortiMail Cloud to your mail environment, you may need to add FortiMail cloud
instance IP or hostname into your system'’s access control rule, which grant permission for FortiMail cloud instance to relay
mail traffic to your system.
example-com.fortimailcloud.com

= Allow Relay to Internet via FortiMail Cloud Instance
In order to avoid email relay issues from your mail environment to Internet via FortiMail Cloud instance, you may need to
configure your backend email server IP or hostname on FortiMail cloud instance's access control rule, which grant permission
for your backend email server to relay mail traffic to Internet via FortiMail cloud instances.
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