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Introduction

This document describes how to customize the deception base OS image via FortiDeceptor (FDC) GUI. This on-the-fly
customization feature supports Windows 10 64-bits client, Windows Server 2016, Windows Server 2019 and Redhat
Server7.9.

FortiDeceptor 5.0.0 FortiDeceptor Customizaiton Guide
Fortinet Inc.



1. Import the ISO image to FortiDeceptor

1. Import the ISO image to FortiDeceptor

1.1 Prepare the import

The customization feature requires you to bring your own license keys. Before importing the ISO image to FortiDeceptor,
you should prepare the proper ISO images and proper license keys for their own environment. If you want to allow active
domain (AD) accounts to access decoys, you should configure the related settings on you AD servers, (for example,
create dummy accounts etc).

1.2 Import the ISO image with the GUI

Import the ISO with the GUI using either the Customized Images or the Imported Images page.

To import the ISO image with Customized Images:

1. Go to Deception > Customization > Customized Images.
2. Click Import Image and Customize.

=== FortiDeceptor VM Z Customization

What are you looking for? Q
Customized Images | Imported Images

&8 Dashboard

'@ Deception ~ = Import Image and Customize [

Customization
TSR [ ] Actions VM Name

Deception OS

Deployment Network

3. Drag or choose an image file to import.
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1. Import the ISO image to FortiDeceptor

To import the ISO image with Imported Images:

1. Go to Deception > Customization > Imported Images.
2. Click Import New ISO Image .

®
=

FortiDeceptor

What are you looking for?

Dashboard

Deception

Customization

Deception OS

Deployment Network

VM

Q Customized Images | Imported Images
v L. Import New ISO Image

[ ] Actions

] @

& Customization

Image Name

Win10X64.iso

3. Drag or choose an image file to import.

To delete ISO images:

1. Go to Deception > Customization > Customized Images.
2. Click Import Image and Customize.
3. Choose an ISO image and click Delete.
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2. Customize the OS image

2. Customize the OS image

2.1 Initialize the OS instance

To initialize the OS instance:

1.

Go to Deception” > Customization > Customized Images.

2. Click Import Image and Customize.

Z°% FortiDeceptor

@ Dashboard

) —
Customized Images | Imported Images
A

0 Select or upload an ISO &, e Configuration £

@ Deception

Custom Decoy Image

Deception OS5
Deployment Network Select an imported ISO image: Windows_Server_2016_Datacenter0.ISO .,
Lure Resources
Deployment Wizard
Decoy Status or
Deception Token
3. Choose an ISO image and click Next.
4. Configure the following settings and click Next.
Name Characters in range “A-Za-z0-9-_", less than 48 characters.
CPU Cores 1-4
Memory 1024 — 8192 MB.
Storage :20-50GB.Storage: 20-50GB.

a7= FortiDeceptor

@ Dashboard

> -
Customized Images ‘ Imported Images
-

@ Selectorupload an ISO & » @ Configuration g
Deception OS

Deployment Network Name: cus_ cusi6 (]

® Deception

Custom Decoy Image

Lure Resources CPU Cores: l =
Deployment Wizard

Memory: 4000 - MB
Decoy Status
Deception Token HDD: 35| ~ [GB
Deployment Map

Asset Discovery

Safe List x Cancel < Back

[T P .

FortiDeceptor 5.0.0 FortiDeceptor Customizaiton Guide

Fortinet Inc.



2. Customize the OS image

5.

In the VNC windows, install the OS from ISO image.

FortiDeceptor

@ Dashboard
Customized Images | Imported Images

@ Selector upload an ISO & » @ Configuration

@® Deception
Custom Decoy Image
Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status
Deception Token
Deployment Map

+4 Windows Setup
Asset Discovery

Safe List
. | lanm a
Incident > Windows Server* 2016
@ Fabric >
i Network >
£ System >
il Log

Time and currency format: [ O] >

Enter your language and other preferences and click "Next” to continue.

2 Customization

@ Dashboard

& Deception
Customization
BIECHRITNDS & o indows Setup
Deployment Network

Select the operating system you want to install
Deployment Wizard

Decoy & Lure Status Operating system Architecture Date modified
Windows Server 2016 Standard 654 2/4/2018
Decoy Map
Windows Server 2016 Datacenter 2/4/2018
Whitelist Windows Server 2016 Datacenter (Deckiop Experience) 2/4/2018
Incident v
Analysis
Campalgn Description:
ampaig This option is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
Attack Map supported. For more details see "Windows Server Installstion Options.”

Fabric v

FortiGate Integration
Quarantine Status
10C Export
@ Network ~
£ System ~

B Log A

ecting information 2 Installing Windows
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2. Customize the OS image

2.2 Customize the OS

After the OS system is installed successfully, login with an account which has Windows administrator permission and
follow below steps.

To locate the customization toolkit folder:

1.

Navigate to FDC customization toolkit folder: File Explorer > CD Drive (E:) FDC_Toolkit.

222 FortiDeceptor

@ Dashboard

Customized Images | Imported Images

@ Select or upload an ISC &, ) @ Configuration £

® Deception
Custom Decoy Image
Deception OS
Deployment Network
Lure Resources

Deployment Wizard
Drive Tools  CD Drive (E:) FDC_Toolkit

Decoy Status
Home  Share  View  Manage
Deception Token B B
v | & » ThisPC > CDDrive (E) FDC_Toolkit » v|®| | Search CD Drive (E) FDC_Tool...
Deployment Maj ~
LAt z Name Date modified Type
Asset Discovery # Quick access.
. Desi Linux 2 M File folder
eskto
Safe List T " Windows 2 A Filefolder
Downloads 5 , -
Incident N ’ [T netjson 2 M JSON File
5] Documents =] README Linux 2 M Text Document
@ Fabric > =] Pictures =] README Windows 2 M Text Document
4» Network > I This PC
€ System > & Network
Ll Log >

5 items
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2. Customize the OS image

222 FortiDeceptor
@ Dashboard >

Customized Images | Imported Images
@ Deception

v
Custom Decoy Image @ Select or upload an ISO £ % @ Configuration &
Deception OS

Deployment Network

Lure Resources

Deployment Wizard Recycle Bin
= | Windows
Decoy Status
Home___ Share  View
Deception Token B
v » ThisPC » CD Drive (E:) FDC_Toolkit » Windows v O Search
Deployment Ma
Lt 2 Mame Date modified Type
Asset Discovery s Quick access
. D A FDC_CUS toolkit 2 PM  Application
. eskto
Safe List T ’ %] set network 2 PM  Windows Batch File
Downloads
Incident > = Documents
¥ Fabric > =] Pictures
0 Network > [ This PC
& System > £ Network
L Log >

2. Review and follow the guide in file toolkit README. txt.
To configure the network:

To customize/configure Description

Windows 10 OS Right-click the file named set network.bat, and choose Run as Administrator.
Windows server 2016/2019 OS  Double click it to run it directly if you logged on as Administrator.

IP, gateway and DNS In Windows, go to Control Panel > Network and Internet > Network Connections.

Follow the settings in file named net . j son to configure the IP, gateway, and
DNS.

BN C:\Windows\System32\cmd.exe
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2. Customize the OS image

the customization OS to allow you to download files/access other network via FortiDeceptor

\‘é’, The IP 10.254.253.0/24 set by the script is the internal NAT IP address, temporarily used by
3 default route.

To customize the system

1. If necessary, use your license to activate the system.

2. Customize the system to fit the deployment environment.

3. Toavoid Lure configuration failure when using the decoy deployment wizard, remove the Password Complexity
in the Windows Server 2016. To do this, copy and paste the command below into the PowerShell window:
secedit /export /cfg c:\secpol.cfg

(gc C:\secpol.cfqg).replace ("PasswordComplexity = 1", "PasswordComplexity = 0") | Out-
File C:\secpol.cfg

secedit /configure /db c:\windows\security\local.sdb /cfg c:\secpol.cfg /areas
SECURITYPOLICY

rm -force c:\secpol.cfg -confirm:$false

To support decoys with AD accounts:

1. Configure the DNS in Windows manually.
2. Create alure AD user account on your AD server.
3. Join the AD server with this AD user account.

I\I You will need this AD account when deploy decoys based on this image.

2.3 (Optional ) Install the Microsoft SQL Server

The following versions are supported:

Version Download URL

SQL Server 2016 https://www.microsoft.com/en-us/download/details.aspx?id=56840
SQL Server 2017 https://www.microsoft.com/en-us/download/details.aspx?id=55994
SQL Server 2019 https://www.microsoft.com/en-us/sql-server/sql-server-downloads

Recommendations:

FortiDeceptor 5.0.0 FortiDeceptor Customizaiton Guide
Fortinet Inc.


https://www.microsoft.com/en-us/download/details.aspx?id=56840
https://www.microsoft.com/en-us/download/details.aspx?id=55994
https://www.microsoft.com/en-us/sql-server/sql-server-downloads

2. Customize the OS image

« To download files with the IE browser, we recommend disabling /E Enhanced Security Configuration.

_ B PROPERTIES
188 Dashboard . For WIN-CLS2555VVBE

I B Local Server

§i& Al Servers

FR File and Storage Services P Last checked for update Never

IPv6 enabled

« For Windows Server Core OS, you need to download the installation file onto another computer, and copy the
installation file to Server Core OS over SMB service.

To install the Microsoft SQL Server:

1. Download and install Microsoft SQL Server.

2. When SQL server installation finished, click Install SSMS to download and install the SQL server management
studio for SQL server management and customization.

3. Download a database sample from this repository: https://github.com/Microsoft/sql-server-
samples/releases/download/wide-world-importers-v1.0/WideWorldImporters-Full.bak

4. Open the SQL management studio software on your windows server from the FortiDeceptor “decoy customization’
console.

5. Right-click the Database object and select Restore database.
6. Select a database device and add the sample DB file you downloaded in Step 1.

7. After restoring the database, right-click the sample database to change the DB permission access to make the
Decoy DB more attractive to a threat actor.

8. Choose GRANT permission for the Select and Connect’ options.
9. Close the SQL management studio software and open a CMD.
10. Runthecommand netstat —-an | findstr 1433 to verify that your DB is up and running.

2.4 (Optional) Install the Internet Information Service (lIS)

The following versions are supported:

e |IS100n Server 2016
e IS 10 on Server 2019

To add IIS role and service:

On the Before you begin page, click Next.

On the Installation Type page, click Next.

On the Server Selection page, click “Next”.

In the pop-out page, select “Web Server (1IS) > Add Features”, and click Next.
On the Select Features page, click Next.

ok oN-=
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2. Customize the OS image

On the Web Server Role (1IS) page, click Next.

On the Role Services page, select URL Authorization and Windows Authentication then click Next.
On the Confirmation page, click Install.

On the Results page, wait for the installation to finish, then click Close.

© o N o

2.5 (Optional) Join a domain

Before you join the customized windows OS to a domain, its DNS server should be changed to the DNS server of the
domain. Otherwise, it will fail.

To join a domain:

Go to Control Panel > System, and click Change settings.
On the System Properties page, click Change.

Input your domain info, and then click OK.

Input the domain account, click OK.

After joining the domain, a restart is required, click Close.
Click Restart now.

After Windows restarts, sign on as a local Administrator.

Noabkowbh-=

2.6 Install the FortiDeceptor customization toolkit

To install the customization toolkit:

1. After you are finished customizing the image, right-click the file FDC_CUS toolkit.exe, and select Run as
Administrator. The warning message Windows will shut down automatically when customization finished
successfully, appears.
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2. Customize the OS image

FortiDeceptor

& Dashboard

® Deception
Custom Decoy Image
Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status
Deception Token
Deployment Map

Asset Discovery

Safe List
Incident >
¥ Fabric >
Network >
£ System >
L Log >

FortiDeceptor

Dashboard >

@® Deception -

Custom Decoy Image

Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status
Deception Token
Deployment Map

Asset Discovery

Safe List
Incident >
¥ Fabric >

Network >
£ System >

Log >

Customized Images | Imported Images

@ Select or upload an ISO &, ) @ Configuration &

v &~ Application Toals
Home  Share  View Manage
« N » ThisPC » CD Drive (E) FDC_Toolkit > Windows

Name
s Quick access
I Desktop

LR

A FDC_CUS toolkit
set_network

Windows Customization

successfully.

Customized Images | Imported Images

& Select or upload an ISO &, ) @& Configuration &

‘Windews will shutdown automatically when customization finished

Click 'OK’ to continue, 'Cancel' to abort.

Date modified Type

PM  Application
PM  Windows Batch File 1KB

Cancel

4 5 Application Tools
Home  Share  View Manage
« v > ThisPC > CD Drive (E) FDC_Toolkit > Windows o d

Name
3 Quickaccess

[ Desktop
n

A FDC_CUS_toolkit
set_network

Size

B E\Windows\FDC_CUS_toolkit.exe
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2. Customize the OS image

3. After the toolkit is installed, click Save. You can also View or Download the Custom Decoy Image Log.

~ @ admin ~

@ Dashboard > ——
Customized Images ‘ Imported Images
® Deception v

———

Deception OS

Deployment Network ] Cookbook

Lure Resources Reboot

Deployment Wizard

B Cirl+Alt:Del

Deception Token

Deployment Map

Asset Discovery Diseard

Safe List F
Incident > Ready
#) Fabric > Custom Decoy Image Log:
2 System >
LM Log >

2.7 Save the customized image

After Windows shuts down successfully, click Save to save this image. It may take several minutes to save the entire
image. After it's finished, the page will display the Customized Images table with a new entry.

e Customize =

Cookbook
Reboot

Ctrl+An+Del

Discard

Status:

Ready
Customization Leg:
® &

Stopping services

2.8 Review the customization result

Click the View icon to review the customization log for the customized image. Click the Delete icon to remove the
customized image.
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2. Customize the OS image

@ Dashboard

Deception

Custom Decoy |

Deception OS
Deployment Network
Lure Resources
Deployment Wizard
Decoy Status
Deception Token
Deployment Map

Asset Discovery

Customized Images | Imported Images

]
O
O
O

Import Image and Customize

Actions

VM Name

cus_10ad

cus_19ad

cus_16

Joined Domain

fdcad69.net

fdcad69.net

fdcad69.net

FortiDeceptor 5.0.0 FortiDeceptor Customizaiton Guide
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3. Use the custom images

3. Use the custom images

3.1 Apply the custom images

To apply a custom image:

1. InFortiDeceptor, go to Deception > Customization”> Customized Images.

£2% FortiDeceptor

@ Dashboard

@® Deception

> —
Customized Images ‘ Imported Images

© Aarmss- @ admin~

Custom Decoy Image = Import Image and Customize . Apply @ Delete
Deception OS

Deployment Network []  Actions
Lure Resources [ en
Deployment Wizard

Decoy Status O ®
Deception Token

Deployment Map e

Asset Discovery
Safe List

Incident

@) Fabric

42 Network

£ System

Lt Log

VM Name:

cus_10ad

cus_19ad

cus_16

Joined Domain CPU

fdcadB9.net

fdcadB9.net

fdcadB9.net

Memory (KB)

4096000

4096000

4096000

HDD (GB) Applied Time
35 2022-11-24 14:50:55
psT
2022-11-24 14:54:53
20 PST
35

2. Choose a custom image and click Apply”. The applied image is displayed in the Deception OS table. It may take
several minutes for the image to appear in the table.

- QA a7s -~ @ admin -

@ Dashboard

. Upload Deception OS Package

& synchronize Deception OS List

@ Deception -
Custom Decoy Image Status Name + 05 Type VM Type Lures
e — & Get(1040MB) centosvl & centos Linux Server e aPEE=HO
Lure Resources
&, Get(1052MB) crmvi &g ERPOS ERP system
Deployment Wizard
Decoy Status ]
g o £ Initialized cus_10ad S8 Customized Windows 10 Windows Desktop & g & @ = ([

Deception Token
DEplevESt oD E® Customized Windows Server -

@ & Initialized cus_16 am Windows Server B B @ & @ © @]

Asset Discovery

2016

Safe List

3.2 Deploy decoys with custom images (Generic Image)

To deploy decoys with generic custom images:

1. In FortiDeceptor, go to Deception > Deployment Wizard and create a new deployment.
2. Inthe Configuration step, choose a custom image andcontinue to follow the steps in the wizard to deploy the decoys
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3. Use the custom images

into the network.

£7% FortiDeceptor

Dashboard >

Deployment Wizard
@® Deception v
Deception OS
Deployment Network D= custom-decoy °
Lure Resources Available Deception OSes * cus_16
Deployment Wizard
Decoy Status Selected Services * SMB, RDP, MSSQL, IS (HTTP), IIS (HTTPS),
Deception Token
Deployment Map Automate Lures any
Asset Discovery Clear
Safe List
Incident > % SMB o)
@ Fabric >
ﬂ We highly recommend enabling the RDP/SMB services for decoys connected to a domain. Do
I not set any local lure accounts, because different domains have different policies for account

name and password. This may cause the system to fail to initialize the decoys.

3.3 Deploy decoys with customized images (SQL Server)

To deploy decoys with SQL Server custom images:

1. In FortiDeceptor, go to Deception > Deployment Wizard and create a new deployment.

2. Inthe Configuration step, choose a custom image andcontinue to follow the steps in the wizard to deploy the decoys
into the network.

3. ClickSample to download a sample DB that you can upload to any DB that already exists in the Customize Decoy
image.
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3. Use the custom images

=z FortiDeceptor

Dashboard > Name *

@ Deception v
Custom Decoy Image

LIS Selected Services *

Deployment Network

Lure Resources Automate Lures

Deployment Wizard

Username

4. Togenerate SQL alerts using the SQLCMD tool run the following command inside the command line:

sglcmd -S "IP Address" -U
Use WideWorldImporters;
SELECT name

from SYSOBJECTS

WHERE

xtype = 'U'

ogo

Or

Use WideWorldImporters;

Decoy Status
Deception Token % SMB
Deployment Map
Asset Discovery
(g rop
Safe List
Incident >
MSSQL
@ Fabric > o
£x Network >
Listening Port *
& System H 4
at
L Log ? Database Name *
Database Content *
ODBC Lure
MSSQL Users

custom-decoy

Available Deception OSes * cus_16 X v

MSSQL, 1S (HTTP), 1S (HTTPS), SMTP, TCP

any v

Generate lures Clear

©
1433 I e
pubs‘ ]
0 The Datht name t match the name of daf

| X, Upload SQL schema ' Sample

Database File cannot be empty.

+ Add new user

Password

"username" -P "password"

Select top 100 * from Sales.Orders;

go
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3. Use the custom images

In the image below, you can see the FortiDeceptor create an alerts for the SQL server attack.

FortiDeceptor

@ Dashboard > s
< Refresh
® Deception >
| Incident v D Severity Protocol

Campaign 5 2938495035600220735
Attack Map
MITRE ICS Timeline B8 Table & Refresh

@y Fabric >

Network >
2022-12-1410:35:11 PST

£ System > S )
il Log N C3 Attacker User ricky
2 Attacker IP 10.11.4.24
@ Attacker Port: 1032
& MITRE T0811 T0812 T0859 T0882
Techniq

@ right after(2022-12-14 10:35:11 PST)
Open Port: From 10.11.4.24:1032
S
MD5

File Size
File Type

© 2seconds later(2022-12-14 10:35:13 PST)

PDF Report [ Exporttocsv + Markall as read Show  Interaction Events Only

Last Activity +

2022-12-14 10:39:46 PST

To 10.11.4.121:1433

Download Traffic PCAP
0db18af23a7b9927291312648ddc14bd
68KB

peap

SQL Server Logon: User ricky login with password: Z2%V1%J1

) 2seconds later(2022-12-14 10:35:13 PST)
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4. Customize the Redhat Server OS image

4. Customize the Redhat Server OS image

4.1 Mount the device on your system

To mount a device on the system:

Install the Redhat server 7.9

Set root password

Log in with root.

Run mount /dev/srl to directory you prefer. (eg, / tmp / cus )
Check the file list in this mounted directory.

o oN-=

[Red Hat Enterprise Linux Server 7.9 (Maipo)
[Kernel 3.18.8-1168.e17.xB6_64 on an =xB6_64

[root@localhost “1# 1s

naconda-ks.cfg
[root@localhost “1# mkdir ~tmpscus
[root@localhost “1# mount sdevssrl tmprscus

ount: sdevrsrl is write-protected, mounting read-only

[root@localhost “1# 1s rtmprcuss
[FDC_Customization_Cookbook. pdf net. json README_Linux.txt README_Windows.txt
[root@localhost “1# 1s stmp-cus/Linuxs

bash decoy_strace_installation.sh install_redhat_modules.sh redhat_cus_toolkit.sh set_network.sh sshd strace.stp
[root@localhost ™1# _

4.2 Configure network

You can configure the network automatically or manually.

Option A: Configure the network by Linux/set_network.sh script automatically

bash set network.sh

[rnut@lncalﬁust "']it_ bash /tmp/c:us/Linux/set:netu:lrf.sh
Found network interface ens3
set ip to B.254.253.77

set 18.254.253.1 to B.254.253.1

onnection successfully activated (D-Bus active path: rorgrsfreedesktopsNetworkManager~fActiveConnectionrs1)
0Q ocalho 14 i jption-mapage eqjzte

Option B: Configure the network manually.

1. Open and read the setting file net . json.
2. Follow the settings to configure the IP, gateway, DNS

FortiDeceptor 5.0.0 FortiDeceptor Customizaiton Guide
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4. Customize the Redhat Server OS image

3. After you are done, verify your network can access the internet.

[runt@lucalﬂnst "]5 bash /tmp/cus/Linux/sct:netuuri.sh
found network interface ens3
lset ip to B.254.253.77

lset 18.254.253.1 to B.254.253.1
ommection successfully activated (D-Bus active path: sorg-freedesktops/NetworkManager-fictiveConnections1)

uln OC 4 u 4 ¥ D —Iiaia

4.3 Register the server

Register the server with your account, then customize your system customization to fit the deployment environment.

To register the server:

1. Run the following command: subscription-manager register
2. Enteryourusername and password.

[root@localhost ~1# subscri ion-manager register
egistering to: subscription.rhsm.redhat.com:443/subscription

he system has been registered with ID: dBb22383-7bad-47al-a768-bb3296e9d4583
The registered system name is: localhost.localdomain

4.4 Install the required modules

You can install all the modules and packages or install the modules manually.

Option A: install all required modules and packages

1. Make sure you have registered your server with redhat.com.
2. Runthe following command: bash install redhat modules.sh

[root@localhost ™1# bash ~tmpscus/Linux-install_redhat_modules.sh
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A\,

This script will take up to about one hour to run.

Option B: Install the modules manually

1. To enable the repository, run the following commands:
subscription-manager repos --enable=rhel-7-server-debug-rpms
subscription-manager repos --enable= rhel-7-server-optional-rpms

[rootPlocalhost cusl# subscription-manager repos --enable=rhel-7-zerver-debug-rpms

Repository

"rhel-7-server-debug-rpms’ is enabled for this system.

[rootPlocalhost cusl# subscription-manager repos --enable=rhel-?-zerver-optional-rpms

Repository

"rhel-7-server-optional-rpms’ is enabled for this system.

2. |Install the packages by running:

yum
yum
yum
yum
yum
yum
yum
yum
yum
yum
yum
yum
pip3
pip3
pip3
pip3

install -y
install -y
install -y
install -y
install -y
-y install
install -y

yum-utils

systemtap systemtap-runtime

kernel-devel-$ (uname -r)
kernel-debuginfo-common-$ (uname -m)-$ (uname -r)
kernel-debuginfo-$ (uname -r)

python3

python3-devel.$ (uname -m)

-y groupinstall 'Development Tools'

install -y
-y install
-y install
-y install

net-tools

samba samba-client
httpd

mod_ssl

install psutil
install requests

install sh

install netifaces
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python-kitchen noarch 1.1.1-5.el? rhel-7-server-rpms
ion Summary
1 Package (+2 Dependent packages)

otal dowmload size: 615 k

rning: svar-/cache yum- x86_64-73erver-/rhel-7-server-rpms/packages/python-chardet-2.2.1-3.el?.noarch.rpm: Header U3 RSA-SHAZ56 3
ignature, key ID fd431d51: NOKEY

: python-chardet-2.2.1-3.e1?.noarch.rpm A8 :80: 62
i python-kitchen-1.1.1-5.el7.noarch.rpm 80 :88:82
D yum-utils-1.1.31-54.e17_8 .noarch.rpm Hd:88:688

188 kBrs A8:84:83
[Retrieving key from file:ssretc/pki rpm-gpy RPM-GPG-KEY-redhat-release
Importing GPG key BxFD431D51:
Userid : "Red Hat, Inc. (release key 2) <{securityBredhat.com>"
Fingerprint: 567e 347a d884 4ade 55ba 8aS5f 19% 2f91 fd43 1451
Package : redhat-release-server-7.9-3.el7.x86_64 (Fanaconda-7.9)
From 1 sete/pkisrpm-gpg/RPM-GPG-KEY-redhat-release
Importing GPG key BxZFAGSBEB :
Userid : "Red Hat, Inc. (auxiliary key) <securityBredhat.com>"
Fingerprint: 43a6 e49c 4a38 f4be 9abf Z2a53 4568 9cB8 2fab 5S58ed
Package : redhat-release-server-7.9-3.el?.x86_64 (Panaconda-7.9)
From 1 vetecspkisrpm-gpg/RPM-GPG-KEY-redhat-release
[Runming transaction check
uwming transaction test
ransaction test succeeded
wming transaction
Installing : python-chardet-2.2.1-3.el?.noarch
Installing : python-kitchen-1.1.1-5.el?.noarch
Installing : yum-utils-1.1.31-54.el17_8.noarch
Verifying : python-kitchen-1.1.1- 17 .noarch
Uerifying : yum-utils-1.1.31-54.el7_8 .noarch
Verifying : python-chardet-Z.2.1-3.el?.noarch
hel-?-server-rpms-?Server~xBo_64/productid i 2.1 kB B0:80:60

Installed:
yum-utils.noarch 8:1.1.31-54.el17_8

Dependency Installed:
puthon-chardet .noarch B:2.2.1-3.e1? puthon-kitchen.noarch 8:1.1.1-5.e1?

omp lete?
[root@localhost cusl#

4.5 Build the custom Linux tracer

After installing all required modules, go to your mounted directory and run:

bash decoy strace installation.sh strace.stp

The script will check your build environment before building the tracer
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[root@localhost cusl#t cd /root
[root@localhost ~1# bash /mntrcusrsdecoy_strace_installation.sh smnt/cus/strace.stp

systemtap
: xB6_b4
1 4.8
t 13.el?
: @a.a
installed
. rhel-7?-server-rpms
: Programmable system-wide instrumentation system
: http:rsrssourceware.org-ssystemtaps
License ¢ GPLu2+
Description @ SystemTap is an instrumentation system for systems rumming Linux.
: Developers can write instrumentation scripts to collect data on
: the operation of the system. The base systemtap package contains-/requires
: the components needed to locally develop and execute systemtap scripts.

Loaded plugins: product-id, search-disabled-repos, subscription-manager

If the build is successful, the output will look like this:

[Rerun with -v to see them.
“wuangfx.ko® -> ‘rusr/binsuaamgfx. ko’
[root@localhost 714

4.6 Install the FDC toolkit

To install the FDC toolkit:

1. Ensure the system customization is completed as expected.
2. Run the following command prompt you for missing packages: bash redhat cus_toolkit.sh
3. Wait for the installation to finish. The system will:

« Unregister from redhat.com

o Shut down automatically if there are no errors
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Customized Images | Imported Images

: installed okbook
: rhel-?-server-rpms
: Basic networking tools Reb
: http:,/sourceforge . net/projects/net-tools/ eboot
i GPLvZ+
Description : The net-tools package contains basic networking tools, Ctrl+Alt+Del
including ifconfig, netstat, route, and others.
: Most of them are obsolete. For replacement check iproute package.
A3318:34mchecking Puthon Enu. . .\B33[8m Save
Puthon 3.6.8
Discard
[Server version: fipachesZ.4.6 (Red Hat Enterprise Linux) Status:
[Server built: Mar 22 2822 15:35:18 °
AHBAS58: httpd: Could not reliably determine the server’s fully qualified domain name, using localhost.localdomain. Set the ’Ser) Cust D | Log:
erfame” directive globally to suppress this message ustom Decoy Image Log:
@ &

[Samba version 4.18.16
P 1D Username

Group Machine Protocol Uersion Encryption Signing

pid Machine Comnected at Encryption  Signing
var/libssambaslock-locking . tdb not initialised
his is normal if an SMB client has never connected to your server.

833185 34mchecking sshd. . .\833[6m
DpenSSH_7.4p1, OpenSSL 1.B.2k-fips 26 Jan 2817

[Broadcast message from root@localhost.localdomain (Mon 2822-11-87 18:31:22 EST):

he system is going down for power-off at Mon 2B2Z-11-B7 18:32:22 EST?

4.7 Save the custom Image

To save the custom image:

1. Inthe FortiDeceptor GUI, the image Status. You can continue when the status is Ready.

Customized Images | Imported Images

stomize =

Cookbook

Reboot
Cirl+Alt+Del

Save

Discard

Status:

Custom Decoy Image Log:

@ L

2. Click Save when the system is powered off.
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4.8 Review the result

To review the result:

1. Click the View button to review the customization log for the customized image.

Customized Images | Imported Images

| = Import Image and Customize

D Actions VM Name Joined Domain CPU Memory (KB)
() 4 @ (i cus_redhat 2 1048576
[ «em cus_rhel 2 1048576

2. (Optional) Click the Delete button to remove the custom image.
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5. Use the custom Redhat image

5.1 Apply the custom images

To apply a custom image:

1. In FortiDeceptor, go to Deception > Customization > Customized Images.

Customized Images ‘ Imported Images

I %= Import Image and Customize 4, Apply i Delete
Actions VM Name Joined Domain CPU Memory (KB) HDD (GB) Applied Time
® o cus._rehl 2 2097152 20 b 22y
4 @ 1 cus_test 2 1048576 20

2. Select a customized image and click Apply. he applied image is displayed in the Deception OS table. It may take
several minutes for the image to appear in the table.

& & () w m
i} £ Initialized cus_rehl £ RedHat Linux Server 2GS H ¢ = = ©
P, = @
o ¥ Initialized cus_test & RedHat Linux Server o & @ o] & (@) = [ @

5.2 Deploy decoys with custom images (Generic Image)

To deploy decoys with a custom image:

1. In FortiDeceptor, go to Deception > Deployment Wizard and create a new deployment.
2. Inthe Configuration step, choose a custom image andcontinue to follow the steps in the wizard to deploy the decoys
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into the network.

I-= FDC-VMO0000069086

@ Dashboard

® Deception
Custom Decoy Image
Deception OS
Deployment Network

Lure Resources

Deployment Wizard

Decoy Status
Deception Token
Deployment Map
Asset Discovery

Safe List

Deployment Wizard

& Template © Set Network @

MName * ‘

Please enter config name.

Awvailable Deception OSes * cus_rehl X W

SSH, SAMBA, HTTP, HTTPS, GIT, TCPListen

Selected Services *

Automate Lures any W

Generate lures Clear

FortiDeceptor 5.0.0 FortiDeceptor Customizaiton Guide

Fortinet Inc.

30



FE:EHT"‘IEE www.fortinet.com

Copyright© 2023 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein
may also be registered and/or common law trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were
attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other conditions may affect performance
results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract,
signed by Fortinet's General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only
the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal
conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change,
modify, transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.


https://www.fortinet.com/

	Change Log
	Introduction
	1. Import the ISO image to FortiDeceptor
	1.1 Prepare the import
	1.2 Import the ISO image with the GUI

	2. Customize the OS image
	2.1 Initialize the OS instance
	2.2 Customize the OS
	2.3 (Optional ) Install the Microsoft SQL Server
	2.4 (Optional) Install the Internet Information Service (IIS)
	2.5 (Optional) Join a domain
	2.6 Install the FortiDeceptor customization toolkit
	2.7 Save the customized image
	2.8 Review the customization result

	3. Use the custom images
	3.1 Apply the custom images
	3.2 Deploy decoys with custom images (Generic Image)
	3.3 Deploy decoys with customized images (SQL Server)

	4. Customize the Redhat Server OS image
	4.1 Mount the device on your system
	4.2 Configure network
	4.3 Register the server
	4.4 Install the required modules
	4.5 Build the custom Linux tracer
	4.6 Install the FDC toolkit
	4.7 Save the custom Image
	4.8 Review the result

	5. Use the custom Redhat image
	5.1 Apply the custom images
	5.2 Deploy decoys with custom images (Generic Image)


