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Change log

Date Change description

2021-12-22 FortiPresence VM 1.1.1 document release version.
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About FortiPresence VM 1.1.1

FortiPresence VM release 1.1.1 delivers resolved common vulnerabilities; see section Common Vulnerabilities
and Exposures on page 9.

Note: Ensure to upgrade to the current version of FortiPresence VM 1.1.1 from version 1.1.0 only. See the
FortiPresence VM Admin Guide for the upgrade procedure.
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Introduction

FortiPresence VM is a comprehensive data analytics solution designed for analyzing user traffic and deriving
usage patterns. By capturing analytics of consumer traffic patterns, businesses can learn more about their
customers. FortiPresence VM combinesWiFi and analytics to deliver end-to-end solution by providing data
needed to understand customer behaviour. It includes comprehensive dashboards for data analysis and
reports.

FortiPresence VM is deployed locally on your site and consists of two virtual machines. All the analytics data
collected and computed resides locally on the VMs.

The existing Fortinet access points deployed at business establishments are leveraged to detect WiFi signals
from customer. In a typical business setup, visitor smartphones/devices probe for wireless access points,
FortiPresence VM uses the signals emitted from these smartphones/devices to detect customer presence and
record their location and movements. This information along with the social network authentication logins with
Facebook, Google, LinkedIn, Instagram, or FortiPresence using your WiFi infrastructure is then processed by
the VMs and presented on the customizable dashboards on the FortiPresence VM GUI.

FortiPresence VM is supported with the FortiWLC, FortiGate, and FortiLAN Cloud platforms.
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Product Integration and Support

The following table lists the latest supported/tested web browsers for FortiPresence VM.

Item Supported version

Web browser l Microsoft Edge version 91.0.864.64
l Mozilla Firefox version 89.0.2
l Google Chrome version 91.0.4472.124
l Apple Safari version 14.1.1 (16611.2.7.1.4)
Other web browsers may work correctly but Fortinet does not support them.
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Additional Notes

This section describes some generic guidelines/information to using FortiPresence VM.

l Any create and delete operation can take up to a maximum of 3 minutes to be visible on the FortiPresence
VM GUI.

l For setups involving multiple devices (FortiWLC/FortiGate) behind the NAT sharing the same public IP
address, you are required to create a RADIUS client entry for each device type on the FortiPresence VM
GUI.

l FortiWLC: The FortiWLC SSID must be configured in the tunnel mode; SSIDs in the bridge mode are
NOT supported for Captive Portals.

l FortiGate/FortiAPCloud: While configuring settings on SSID, set the Redirect URL to Specific URL
and configure https://<FortiPresence Connect FQDN>/portal/success as the URL. This is required for
FortiPresence VM to register the device and user details. FortiPresence VM Portal Management provides
options to set redirect after authentication toOriginal Request URL, Specific URL, orDefault
Success Page.

l FortiGate: The supported authentication methods for FortiPresence VM are PAP, MS-CHAP, MS-CHAP-
v2.

l FortiPresence VM is General Data Protection Regulation (GDPR) compliant.
l MAC addresses are not stored in FortiPresence VM; each visitor is referred by a unique User Key.
l Personal details are not stored without the visitor’s consent - While logging on to FortiPresence VM, the

visitor is presented with clear information about personal details being collected from the social network
logins. Personal details, such as, name, gender, age, email etc. are stored only if the visitor gives an
explicit consent, else such information is not stored.
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Common Vulnerabilities and Exposures

This release of FortiPresence VM is no longer vulnerable to the following.

Vulnerability Description

CVE 2021-44228 Log4j versions prior to 2.15.0 are subject to a remote code execution vulnerability
via the LDAP JNDI parser.

CVE 2021-45046 Apache Log4j2 Thread Context Message Pattern and Context Look up Pattern
vulnerable to a denial of service attack.

CVE-2021-45105 Apache Log4j2 versions 2.0-alpha1 through 2.16.0 (excluding 2.12.3) Thread
Context Map data vulnerable to a denial-of-service attack.

Visit https://www.fortiguard.com/psirt for more information.
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