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Date Change Description
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About FortiDeceptor VM on VMware

FortiDeceptor VM is a 64-bit virtual appliance version of FortiDeceptor. It is deployed in a virtual machine
environment. Once the virtual appliance is deployed and set up, you can manage FortiDeceptor VM via its GUl in
a web browser on your management computer.

This includes how to configure the virtual hardware settings of the virtual appliance. This guide presumes that
the reader has a thorough understanding of virtualization servers.

This document does not cover configuration and operation of the virtual appliance after it has been successfully
installed and started. For that information, see the FortiDeceptor Administration Guide in the Fortinet Document
Library.

Licensing

Fortinet offers the FortiDeceptor VM in a stackable license model. This model allows you to expand your VM
solution as your environment expands. For information on purchasing a FortiDeceptor VM license, contact your
Fortinet Authorized Reseller, or visit https://www.fortinet.com/how_to_buy/.

* Fortinet recommends that the number of virtual CPUs is two plus the number
of Deception VMs when each Deception VM requires 2vCPU.
NP ** Fortinet recommends that the size of virtual memory is 4GB plus 2GB for
‘q‘ every Deception VM clone.

- In addition, please adjust the requirements above if a custom decoy uses more

- than the default (2 vCPU/2G RAM).
*** Fortinet recommends that the size of virtual storage is 1TB for production
environment.

For more information, see the FortiDeceptor product data sheet available on the Fortinet web site,
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiDeceptor.pdf.

After placing an order for FortiDeceptor VM, a license registration code is sent to the email address used in the
order form. Use the license registration code provided to register the FortiDeceptor VM with Customer Service
& Support at https://support.fortinet.com.

Upon registration, you can download the license file. You will need this file to activate your FortiDeceptor VM.
You can configure basic network settings from the CLI to complete the deployment. Once the license file is
uploaded and validated, the CLI and GUI will be fully functional.
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Preparing for deployment

You can prepare for deployment by reviewing the following information:

¢ Minimum system requirements on page 6

» Registering your FortiDeceptor VM on page 7
» Deployment package for VMware on page 8

+ Downloading deployment packages on page 8

Minimum system requirements

Prior to deploying the FortiDeceptor VM virtual appliance, VMware vSphere Hypervisor must be installed and
configured.

The installation instructions for FortiDeceptor VM assume you are familiar with your VM server and terminology.

Upgrade to the latest, stable update and patch release for your virtual environment.

FortiDeceptor VM has specific CPU requirements: Intel Virtualization Technology (VT-

X/EPT) or AMD Virtualization (AMD-V/RVI).
Enter the BIOS to enable Virtualization Technology and 64-bit support.

Detailed information can be found at https://communities.vmware.com/docs/DOC-
8970.

Ensure the following prerequisites are met before installing FortiDeceptor VM:

e The VMware vSphere ESXi hypervisor software must be installed and configured.
» ESXiversion 7.0: Hardware version 19
» ESXiversion 5.1: Hardware version 9
« ESXiversion 5.5: Hardware version 9 or 10
» ESXiversion 6.0, 6.5, and 6.7: Hardware version 9, 10, or 11
« The VMware vSphere client is installed on the management computer.

CPU, network, memory and storage

Technical Specification Details

Hypervisor Support VMware ESXi version 5.1, 5.5, or 6.0 and later
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Preparing for deployment

Virtual CPUs (min / max) 12 / Unlimited*
Virtual Network Interfaces 6

Virtual Memory (min / max) 16GB / Unlimited
Virtual Storage (min / max) HDD 500GB /16TB

recommends that the number of CPU cores be four more than the number of Deception
VMs, and 3GB of RAM per Deception VM.

\{ A minimum of 8GB of memory and two CPUs are required for the VM. Fortinet

Registering your FortiDeceptor VM

To obtain the FortiDeceptor VM license file, you must first register your FortiDeceptor VM with Fortinet
Customer Service & Support.

To register your FortiDeceptor VM:

1. Log into the Fortinet Customer Service & Support portal using an existing support account, or select Create
an Account to create a new account.

2. Inthetoolbar, select Asset > Register/Renew. The Registration Wizard opens.

3. Enter the registration code from the FortiDeceptor VM License Certificate that was emailed to you, then
select Next. The Registration Info page is displayed.

4. Enter your support contract number, product description, Fortinet Partner, and IP address in the requisite
fields, then select Next.

As a part of the license validation process, FortiDeceptor VM compares its IP

address with the IP information in the license file. If a new license has been imported
or the FortiDeceptor VM’s IP address has been changed, the FortiDeceptor VM must

be rebooted in order for the system to validate the change and operate with a valid

license.

The Customer Service & Support portal currently does not support IPv6 for
FortiDeceptor VM license validation. You must specify an IPv4 address in both the

support portal and the port management interface.

5. Onthe Fortinet Product Registration Agreement page, select the check box to indicate that you have read,
understood, and accepted the service contract, then select Next to continue to the Verification page.

6. The verification page displays the product entitlement. Select the check box to indicate that you accept the
terms then select Confirm to submit the request.

7. From the Registration Completed page, you can download the FortiDeceptor VM license file, select Register
More to register another FortiDeceptor VM, or select Finish to complete the registration process.
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Select License File Download to save the license file (.1ic) to your management computer. For instructions
on uploading the license file to your FortiDeceptor VM via the GUI, see Uploading the license file on page
20.

Editing FortiDeceptor VM IP addresses

To edit the FortiDeceptor VM IP address:

1. Inthetoolbar, select Asset > Manage/View Products to open the View Products page.
2. Select the FortiDeceptor VM serial number to open the Product Details page.

3. Click Edit to change the description, partner information, and IP address of your FortiDeceptor VM from the
Edit Product Info page.

4. Enterthe new IP address, then select Save.

You can change the IP address five (5) times on a regular FortiDeceptor VM license.
There is no restriction on a full evaluation license.

5. Select License File Download to save the license file (.1ic) to your management computer. For instructions
on uploading the license file to your FortiDeceptor VM via the GUI, see Uploading the license file on page
20.

Deployment package for VMware

FortiDeceptor VM deployment packages are included with firmware images on the Customer Service & Support
site.

e FDC_VM-v400-buildOxxx-FORTINET.out: Download this firmware image to upgrade your existing
FortiDeceptor VM installation.

* FDC_VM-v400-buildOxxx-FORTINET.out.ovf.zip: Download this package for a new FortiDeceptor VM
installation on ESXi server.

The .out.ovf.zip file contains:

» fdc.vmdk: The FortiDeceptor VM system hard disk in Virtual Machine Disk (VMDK) format.
* FortiDeceptor-VM.ovf: The VMware virtual hardware configuration file.
* DATADRIVE.vmdk: The FortiDeceptor VM log disk in VMDK format

Downloading deployment packages

Firmware images FTP directories are organized by firmware version, major release, and patch release. The
firmware images in the directories follow a specific haming convention, and each firmware image is specific to
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Preparing for deployment

the device model.

Ay
‘?' You can download the FortiDeceptor Release Notes and FortiDeceptor and Fortinet
core MIB files from this directory.

}\ Download the .out file to upgrade your existing FortiDeceptor VM installation.

To download the firmware package:

Log in to the Fortinet Customer Service & Support portal at https://support.fortinet.com.
From the toolbar, select Download > Firmware Images to open the Firmware Images page.
Select FortiDeceptor from the Select Product dropdown list, then select Download.
Browse to the directory for the version that you want to download.

Download the firmware image and release notes to your management computer.

O U R WN=a

Extract the contents of the package to a new folder on you management computer.
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Deployment

Before deploying FortiDeceptor VM, install and configure the VM platform so that it is ready to create virtual
machines. The installation instructions for FortiDeceptor VM assume that you are familiar with the management
software and terminology of your VM platform.

You might also need to refer to the documentation provided with your VM server. The deployment information in
this guide is provided as an example since you can use different ways to create a virtual machine, such as using
command line tools, APIs, or alternative graphical user interface tools.

Before starting your FortiDeceptor VM appliance for the first time, you might need to adjust virtual disk sizes,
network settings, and CPU configuration. The first time you start FortiDeceptor VM, you only have access
through the console window of your VM server environment. After you configure one network interface with an
IP address and administrative access, you can access the FortiDeceptor VM GUI. For more information, see
Enabling GUI access on page 18.

Deploying FortiDeceptor VM on VMware

When you have downloaded the FDC_VM-v3xx-build@xxx-FORTINET.out.ovf.zip file and extracted the
package contents to a folder on your management computer, you can deploy the OVF package to your VMware
environment.

Before deploying the FortiDeceptor VM, ensure that the following are configured and functioning properly:

* VMware vSphere Hypervisor (ESX/ESXi) software must be installed on a server prior to installing

FortiDeceptor VM. Go to http://www.vmware.com/products/vsphere-hypervisor/index.html for installation
details.

« VMware vSphere Client must be installed on the computer that you will be using for managing the
FortiDeceptor VM.
The following topics are included in this section:

« Deploying the OVF file using ESXi web GUI

« Deploying the OVF file using VMware vSphere client
« Configuring hardware settings

* Powering on the virtual machine
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Deploying the OVF file using ESXi web GUI

To deploy the OVF file using ESXi web GUI:

1.
2.

NoO oMW

10.

In a web browser, go to the URL or IP address of the vCenter server or host, and log in.
Click Create/Register VM to launch the wizard.
=

5 Create/Register VM :’] Shut down LT';: Reboot (@ Refresh L3 Actions
=

In the Select creation type dialog box, click Deploy a virtual machine from an OVF or OVA file. Click Next.
Enter a name for the VM and then select the OVF and VMDK files. Click Next.

Select the datastore. Click Next.

Read and accept the license agreements. Click Next.

Select one of the following:

» Thick Provision Lazy Zeroed: Allocates the disk space statically (no other volumes can take the space),
but does not write zeros to the blocks, until the first write takes place to that block during runtime
(which includes a full disk format).

» Thick Provision Eager Zeroed: Allocates the disk space statically (no other volumes can take the
space), and writes zeros to all the blocks.

» Thin Provision: Allocates the disk space only when a write occurs to a block, but the total volume size is
reported by the Virtual Machine File System (VMFS) to the OS. Other volumes can take the remaining
space. This allows you to float space between your servers, and expand your storage when your size
monitoring indicates there is a problem. Note that once a Thin Provisioned block is allocated, it remains
in the volume regardless of whether you have deleted data.

Finish creating the VM.

Go to the Dashboard and select the VM you created.

Select the network adapters you require.

To use sniffer mode, promiscuous mode must be enabled on a port.
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1] :]

STORAGE

B29GE —

waing you o perform aperations on the guest 05, ¢.g. graceiul shutdown, reboot, etc. You should install Vidware Tools,

= Hardware Configuration

v [ CPLU 4wCiPUs

Wl Memory BGB
v 2 Hard disk 1 1GB
¢ 3 Hard disk 2 200 GB
» I Metwork adapter 1 FOC-MA (Connected
» [ Metwork adapter 2 FIRC-MA (Connected
v Ml Network adapter 3 DM (Canneched
+ M Metwork adapter 4 FOC-MA (Connected|
+ [l Metwork adapter 5 FOC-MA (Connected
+ W Network adapter & FDC-NA (Connected
v [ Video card 4 MB
v Jil Others Anditional Hardware

» Resource Consumotion

11. Use the console to do basic configuration.

@1‘ Console B Monitos =
.gi? Open browser console

(&' Open console in new window
! Open console in new @b
(W Launch remote console

" Download YMRC

12. Complete the configuration following the instructions in Configuring initial settings on page 18.

Deploying the OVF file using VMware vSphere client

To deploy the OVF file template:

1. Launch the VMware vSphere client, enter the IP address or host name of your server, enter your user name
and password, then select Login. The vSphere client home page opens.
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(%) 172.16.60.123 - vSphere Client - u] X

File Edit View Inventory Administration Plug-ins Help

a ﬁ |@ Home [ g Inventory b@ Inventory
-

nesResource Allocation | Performance | Configuratic

What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESX, to run viriual machines. Hosts provide the
CPU and memory resources that virlual machines use and
give virtual machines access fo storage and network
connectivity.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

Host

The easiest way to add a virtual machine is fo deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it. such as Windows or Linux.

vSphere Client
Basic Tasks

G Create a new virtual machine
Explore Further

=| Learn about vSphere

Manage muliiple hosts, eliminate downtime, load
balance your datacenter with viMotion, and more

=| Evaluate vSphere

Recent Tasks Name, Target or Status contains: = [ Clear X

MName | Target | Status | Detalls | Tnitiated by | Requested Start Ti... =— | Start Time | Completed Time |

[ETasks | lroot

2. Select File > Deploy OVF Template to launch the OVF Template wizard. The OVF Template Source page
opens.

3. Click Browse, locate the OVF file on your computer, then select Next to continue. The OVF Template Details
page opens.

(%) Deploy OVF Template - o -

OVF Template Details
Verify OVF template details.

Source
OVF Template Details
End User License Agreement
Hame and Location

Storage

Disk Format

Network Mapping

Ready to Complete

Product: FDCYM-1.0-0-0001-Interim-180726

Download size: 1.0GB

Size on disk: Unknown (thin provisioned)
201.0 GB (thick provisioned)
Description: FortiSandbox Virtual Appliance by Fortinet Technologies Inc.

(http:/fwww. fortinet.com)

< Back | Next > I Cancel |

4
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4. Verify the OVF template details. This page details the product name, download size, size on disk, and
description. Select Next to continue. The OVF Template End User License Agreement page opens.

5. Read the end user license agreement, then select Accept then Next to continue. The OVF Template Name
and Location page opens.

6. Enter a name for this OVF template. The name can contain up to 80 characters, and it must be unique within
the inventory folder. Click Next to continue. The OVF Template Disk Format page opens.

() Deploy OVF Template - m]

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: datastore 1

OVF Template Details

End User License Agreement
Mame and Location

Available space (GB): 94,1

{* Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed
" Thin Provision

< Back | Next > I Cancel

7. Select one of the following:

» Thick Provision Lazy Zeroed: Allocates the disk space statically (no other volumes can take the space),
but does not write zeros to the blocks, until the first write takes place to that block during runtime
(which includes a full disk format).

» Thick Provision Eager Zeroed: Allocates the disk space statically (no other volumes can take the
space), and writes zeros to all the blocks.

e Thin Provision: Allocates the disk space only when a write occurs to a block, but the total volume size is
reported by the Virtual Machine File System (VMFS) to the OS. Other volumes can take the remaining
space. This allows you to float space between your servers, and expand your storage when your size
monitoring indicates there is a problem. Note that once a Thin Provisioned block is allocated, it remains
in the volume regardless of whether you have deleted data.

If you know your environment will expand in the future, it is recommended to add
S ! /, hard disks larger than the 200GB FortiDeceptor VM license requirement and utilize
q Thin Provision when setting the OVF Template disk format. This will allow your
- environment to expand as required while not taking up more space in the SAN than
is needed.
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8. Select Next to continue. The OVF Template Network Mapping page opens.

9.

10.

1.

(%) Deploy OVF Template - ]

Network Mapping
What networks should the deployed template use?

Saurce
OVE Template Detsils
End User Licese A
Name and Location Source Networks Destination Networks
e VM Netvwork [ VM Network

Disk Farmat
Network Mapping
Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Desaription:

The ¥M Network network.

< Back | Next = I Cancel |

Map the networks used in this OVF template to networks in your inventory. Network 1 maps to port1 of the
FortiDeceptor VM. You must set the destination network for this entry to access the device console. Select
Next to continue. The OVF Template Ready to Complete page opens.

Review the template configuration.

Ensure that Power on after deployment is not enabled. You need to configure the FortiDeceptor VM
hardware settings prior to powering on the VM.

Select Finish to deploy the OVF template. A Deployment Completed Successfully dialog box is displayed
once the FortiDeceptor VM OVF template wizard has finished.

Configuring hardware settings

Before powering on your FortiDeceptor VM, you must configure the virtual memory, virtual CPU, and virtual disk.

To configure hardware settings:

1.

In the vSphere Client, right-click on the FortiDeceptor VM in the left pane, and select Edit Settings to open
the Virtual Machine Properties window.

Select Memory from the Hardware list, then adjust the Memory Size as required. 2GB of RAM is the
minimum requirement, however 3GB of RAM per Deception VM is recommended.
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() FortiDeceptor-VM-1.0.0 - Virtual Machine Properties - m} x
{Hardware ] Options | Resources | irtual Maching Version: 8
—Memory Configuration —
™ Show All Devices Add...
1011 6B Memory Size: 8= [~
Hardware Summary T
= = Maximum recommended for this
B - 152135 e < guestOS: 1011 GB.
M crus 4
g Maximum recommended for best
] videocard Video.card 1286BH A performance: 65295 MB.
vMCT d Deprecated
= e £piexd 64 G -la Default recommended for this
@ scslcontroller LSI LogicParallel < guestOs: 2GB.
= ek Vil Dik =SB Minimum recommended for this
& Hard disk2 Virtual Disk 1668 < quest O5: 1GB.
BB Network adapter1 VM Network
BB Network adapter2 VM Netwark (50
BB Network adapter3 VM Network sca
BB Network adapters VM Network e b
BB Network adapters VM Network
BB Network adapters VM Network 168
512 MBH
256 ME]
128 MBH
&4 MEL]
32 MBL
15 MBH
ave
4mpld
oK Cancel

3. Select CPUs from the Hardware list, then adjust the Number of virtual sockets and Number of cores per
socket as required.

NV If you need to change the vCPUs after the initial boot, power off FortiDeceptor VM.
‘Q' For the whole configuration, FortiDeceptor requires:
- » Twice the number of deception VMs
= e Plus a minimum of 2 CPUs for the Total number of cores.

() FortiDeceptor-VM-1.0.0 - Virtual Machine Properties - o X

Hardnare | Options | Resources |

I~ Show All Devices

Add... F

Hardware Summary Mumber of cores per socket: 1 -

W Memory 8192 MB

O crus 3 ‘ Total number of cores: 4

] video card Video card

S wcrsee Deprces A Em e T e
e SCSI controller 0 LSI LogicParallel unstable.

& Harddisk1 Wirtual Disk

& Hard disk2 virtual Disk The virtual CPU configuration specified on this page
BB Network adapter 1 WM Network might violate the license of the quest 05.

B Network adapter2 WM Network

B Network adapter3 WM Network

B Network adapter4 WM Network

BB Network adapter 5 VM Network

BB Network adapter & VM Network

Virtual Machine Version: 8

MNumber of virtual sockets: 4 -

4. Select Hard disk 2, the data disk, from the Hardware list, and configure it as required. Fortinet recommends
making the virtual disk 1TB or larger. Hard disk 1 should not be edited.

oK Cancel

4
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(%) FortiDeceptor-VM-1.0.0 - Virtual Machine Properties - o x
Hardware | Options | Resources | Virtual Maching Version: 8
Disk File
[ Show AllDevices Add... Remole [[storage] FortDeceptor ¥V-L.0.0/For teceptor VM-1.0.0.v
Hardware Summary
it A Disk Provisioring
o ceus ¥ Type: Thick Provision Lazy Zeroed
O videscars Video card Provisioned Size: 1= [e =
= UM devics Deprecated e I
@ 5CSI controller 0 LSI LogicParallel
= Hard dick1 Virtual Disk | Virtusl Device Node —
= Hard disk2 Virtusl Disk
EP Network adapter | VM Network [sCst (0:0) Hard disk 1 =l
HP Network adapter2 VM Netwark
EP Network adapter3 VM Netwaork Mode
HP Network adapter VM Network " Independent
W i e i Independent disks are not affected by snapshots.
HP Network adapters VM Netwaork € persistent
Changes are mmediately snd permanently written to
the disk.
€ Nong
Changes to this disk are discarded when you power
offor revert to the snapshot.
ok Cancel

4

5. From the Hardware list, select a network adapter, then adjust the virtual network mapping as required by
your network configuration. To use sniffer mode, promiscuous mode must be enabled on a port.

By default, six bridging virtual network adapters are created and automatically
L mapped to a port group on a virtual switch (vSwitch) in the virtual server. Each of
q the network adapters can be used by one of the six network interfaces in the
- FortiDeceptor VM. The default mappings are appropriate when each of the host's
guest virtual machines have their own IP address on your network.

6. Select OK to apply your changes.

Virtual Switch Configuration

The virtual switch requires the following configurations to be enabled:

e Promiscuous mode
¢ MAC address changes
e Forged transmits

For each network connection, we highly recommend creating a new virtual switch and enabling the
configurations above.

Powering on the virtual machine

You can now proceed to power on your FortiDeceptor VM.

« Inthe left pane, select the FortiDeceptor VM, and select Power on the virtual machine in the Getting Started
tab.

» Select the VM in the left pane, then select Power On in the toolbar.
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Right-click the VM in the left pane, then select Power > Power On from the right-click menu.

Configuring initial settings

Before you can connect to the FortiDeceptor VM, you must configure basic configuration via the CLI console.
Once configured, you can connect to the FortiDeceptor VM GUI and upload the FortiDeceptor VM license file
that you downloaded from the Customer Service & Support portal.

The following topics are included in this section:

Enabling GUl access

Connecting to the GUI

Uploading the license file

Installing the Windows VM package
Activating Deception VMs

Enabling GUI access

To enable GUI access to the FortiDeceptor VM, you must configure the port1IP address and network mask of
the FortiDeceptor VM.

To configure the port1 IP address and netmask:

1.

In your hypervisor manager, start the FortiDeceptor VM and access the console window. You might need to
press Enter to see the login prompt.

FortiDeceptor VM 6.2.0 Install Guide for VMware
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f,,'} 172.16.60.123 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
@ £y Home [ gf] Inventory
Enpy &8 G R

B [H 172.16.69.123 FortiDeceptor-VM-1.0.0
[ bits-WinServer 2012 R2 2n

@ bit9-WinServer 2012 R2 69
ﬁ Fortisuthenticator-VM-216
5 | FortiDeceptor-¥M-1.0.0

b [ Inventory

Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing
Initializing

Initializing
Initializing
Initializing
Initializing
Initializing
Initializing

< >

] [ _ﬁ.:ﬁ;

Starting Fortileceptor

core coMponents
network

raid

hard drives ...
file system ...
05 database ...
scanners

net analyzer ..
systools

Initializing UM

system sanitizer

configs
schedulers

backend database .

applications

FortiDeceptor login: _

MName, Target or Status contains: « Clear x

Recent Tasks

At the FortiDeceptor VM login prompt, enter the username admin, then press Enter. By default, there is ho
password.

Configure the port1 IP address and netmask by using the following command:
set portl-ip <ip address>/<netmask>

Configure the static route for the default gateway by using the following command:
set default-gw <default gateway>

The Customer Service & Support portal does not currently support IPv6 for
FortiDeceptor VM license validation. You must specify an IPv4 address in
both the support portal and the port management interface.

Connecting to the GUI

Once you have configured the port1 IP address and network mask, launch a web browser and enter the IP
address you configured for the port management interface. By default the GUIl is accessible via HTTPS. At the
login page, enter the user name admin and no password, then select Login.
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Uploading the license file

Before using the FortiDeceptor VM, you must enter the license file that you downloaded from the Customer
Service & Support portal upon registration.

To upload the license file:

1. Log into the FortiDeceptor VM GUI, and find the System Information widget on the dashboard.
2. Inthe VM License field, select Upload License. The VM License Upload page opens.

3. Select Browse, locate the VM license file (.1ic) on your computer, then select OK to upload the license file.

A reboot message will be shown, then the FortiDeceptor VM system will reboot and load the license file.
4. Refresh your browser and log back into the FortiDeceptor VM(username admin, no password).

The VM registration status appears as valid in the System Information widget once the license has been

validated.

\y

As a part of the license validation process, FortiDeceptor VM compares its IP
address with the IP information in the license file. If a new license has been imported
or the FortiDeceptor’s IP address has been changed, the FortiDeceptor VM must be
rebooted in order for the system to validate the change and operate with a valid
license.

AR

If the IP address in the license file and the IP address configured in the
FortiDeceptor VM do not match, you will receive an error message when you log
back into the VM.

If this occurs, you must change the IP address in the Customer Service & Support
portal to match the management IP and re-download the license file. To change the
management IP address, see Editing FortiDeceptor VM IP addresses on page 8

Install a FortiDeceptor VM edge client device

To add an edge device, you will need access to both the management and client devices.

Prerequisites:

Ensure you have completed all of the configuration steps including creating a new admin password, and
configuring the port1IP and default gateway.

To install a FortiDeceptor VM VM edge client device:

1. Prepare the newly installed FortiDeceptor VM.
2. In FortiDeceptor VM, go to Dashboard > System Information widget. Locate Firmware License and click
Upload License. The FortiDeceptor VM will reboot.
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Firmware License Upload

A Note: The FortiDeceptor will reboot after the license file is installed

License File

Upload Firmware License File: = Choose file vme.69.222.lic

3. Log backinto the FortiDeceptor VM and go to Dashboard > System Information widget and confirm
Appliance Mode is Edge Client.

System Information S o n
Appliance Mode Edge Client
Appliance Manager N/A [Change]
Appliance CM Status a Wait
Appliance CM Live Time Jan 02 2024 23:49:50
Host Name FDCVMS0000000000 [Change]
Serial Number FDCVMEQQ00069222
System Time 2024-01-02 23:55:17 UTC [Change]
Firmware Version v5.3.0,build0344 (GA)[Update]
Firmware License @ [Upload License]

4. Loginto the FortiDeceptor VM management device the new FortiDeceptor VM will connect to.

5. Inthe management device, go to Central Management > Appliances, and click Edge Appliance Manager.
The Add Edge Appliance Manager dialog opens.

6. Configure the Edge appliance and click Save.

Interface Select a port from the list.
Port Enter the port. The default is 9443.
Auth Key Copy the existing key or click Generate new key.
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7. Choose the Interface that the Edge client is going to access and copy the Auth Key.

Edge Appliance Manager

4+ Edge Appliance Manager

Action Interface ¢
o port1
o port2
o port3
o port8

Port Auth Key Live Tunnels
8448 7a375e6edab1f6f335f4d97ee0feal9a 1
8888 Bee9c722cc4b92660015117dac755748 "]
9443 15a0d6525fc1c3413bd720a78f9740c8 V]
9443 8d0d281df821663bcBbe05céc9d4e771 "]
N
50 1-4of 4items

8. Onthe Edge client device, configure the Edge client device using the port and the Auth Key from Step 7 and

click Save.

Type
IP/Domain
Port

Auth Key

Appliance Manager Settings

Type
IP/Domain
Port

Auth Key

Select Manager On Premise.

Enter the Manager IP or domain.

Enter the port you configured in Step 6.
Enter the Auth Key from Step 6.

Manager On Premise Daas Cloud

172.16.69.53

8448

|
|
| 7a375e6edab16(335f4d97ee0feal9d |

9. Inthe management device, go to Central Management > Appliances .Select the Edge client device and click
Approve. After the management device approves the new client, the Edge device will log out.
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Central Management Appliances

& Add Cloud Appliance £ Edge Appliance Manager
|:| Action SN ¢ IP+ Name ¢ T Approval Status t Live Status Version +
(I
(I
(I
O [Ea i) FDCVMETM2409... 172.16.69.222 Edge_FDCVME... @ Approved 4 Online v5.3.0,build0344 (GA)

10. Afterlogging back into the Edge client device, in the Edge client, go to Dashboard > System Information
widget. Locate Appliance CM Status to confirm the client is approved by the management device.

System Information

Appliance Mode
Appliance Manager
Appliance CM Status
Appliance CM Live Time
Host Name

Serial Number
System Time
Firmware Version
Firmware License
System Configuration
Current User

Uptime

Traffic Tunnels

&S = X
Edge Client
172.16.69.53:8448 [Change]
& Approved by FDC1KGT621000036(172.16.69.53)
Jan 022024 23:59:46
FDCVMS0000000000 [Change]
FDCVMEQOODD69222
2024-01-02 23:5%9:51 UTC [Change]
v5.3.0,build0344 (GA)[Update]
@ [Upload License]
Last Backup: N/A [Backup/Restore]
admin
0 day(s) O hour(s) 10 minute(s)

None

Installing the Windows VM package

To complete the installation, the VM package must be downloaded and installed either manually or

automatically, and then activated.

For details, see the Deploying FortiDeceptor in offline or air-gapped networks section in the FortiDeceptor
Administration Guide in the Fortinet Document Library.
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Activating Deception VMs

The Deception VMs must be activated before they can be used on the network.

To activate Deception VMs:

W=

4.

Download the Key license file from the Fortinet Customer Service & Support portal.

Log in to the FortiDeceptor VM GUI and find the System Information widget on the dashboard.

In the Firmware License field, select Upload License. The Firmware License Upload pane opens.

Browse to the license file on the management computer then click Submit. The Deception VM will reboot.

Once the license for the Deception VM is activated, the network must be set up with Internet access to activate
the Windows Operating System license for the Windows Deception VM. Ubuntu Operating System for the Linux
Deception VM does not need activation.

For details, see the Deploying FortiDeceptor in offline or air-gapped networks section in the FortiDeceptor
Administration Guide in the Fortinet Document Library.
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Configuring FortiDeceptor VM networking

To simplify configuration, we recommend using a dedicated vSwitch for the decoy and monitored segments.

The following diagram shows the vSwitch ports relationship.

Management

Deception VM

_— vlan21 deception monitor ip
192.168.21.100/24

vlanll deception monitorip — —
192.168.11.100/24 _— FDC_Trunk

vSwitch_FDC_Decoys
- - i %y decoy vian21

2.168.21.99/24

Web-Server2
& A

192.168.11.11/24  decoyvianll 192.168.21.21/24
192.168.11.99/24

Web-Serverl

VLAN11
VLAN21

On ESXi, configure the vSwitch_ FDC_Decoys vSwitch to connect both VLANSs to FortiDeceptor VM. Then
configure three network port-groups:

1. FDC_Trunk - Port-group for the actual trunk interface between FortiDeceptor VM and vSwitch.

2. VLANT1-Port-group to connect VLAN11 to vSwitch.

3. VLANZ21-Port-group to connect VLAN21 to vSwitch.

To configure the vSwitch:

1. Onthe ESXi client, go to Networking > Virtual Switches and add a standard virtual switch.

Just configure the vSwtich Name, remove the uplink (unless you need it), and use default values for the
other options.
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E:, Add standard virtual switch - vSwitch_FDC_Decoys.

=8 Add uplink
vawitch Name vSwitch_FDC_Decoys.
MTL 1500 5

k Link discovery Click to expand

F Security Click to expand

Add || Cancel

2. Goto Networking > Port groups and add the port groups.
Port groups for VLAN11 and VLAN21 are similar. For each port group, specify a Name, configure the VLAN

ID, and select the Virtual switch.

%3 Add port group - VLAN11.

Name | VLANT1.

WLAM 1D 1 =

Lt sl vawitch_FDC_Decoys ;
¥ Security Click to expand

Add || Cancel
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3. Forthe FDC Trunk port, configure a special port-group.
On ESXi, you do not need to configure 802.1Q. You only need to set the port group to be a promiscuous
interface and specify 4095 for the VLAN ID so the vSwitch can send and receive traffic from the VLANs

configured on FortiDeceptor VM.

Select the Virtual switch and set all Security options to Accept.

%} Add port group - FDC_Trunk.

Mame

YLAN 1D

Wirtual switch

 Security

Promiscuous mode

MAC address changes

Forged transmits

| FDC_Trunk.

vawitch_FDC_Decoys v

@Accept O Feject O Inherit from vSwitch
@Accept O Feject O Inherit from vSwitch

@Accept O Feject (O Inherit from vSwitch

Add || Cancel |

4. To verify the configuration, check the vSwitch topology and ensure all devices are connected to this switch.

3

vmware EsXi’ 2dmin@102066194 v | Help~ | (CEEckEs
“¥ Navigator 1 || = vSwitch_FDC_Decoys
~ [ Host
Termme = Adduplink 7 Editsettings | & Refresh | £} Actions
Manitor i
P —] vSwitch_FDC_Decoys
&1 Virtual Machi [ | T Standard vSwitch
T irtual achines | Port groups: 3
- [ FortiDeceptor_v3.1 e Uplinks:
Monitor
More VMs... |+ vSwitch Details | + vSwitch topology
H storage MTU 1500 —
- FDC_Trunk Mo physical adapters
& Networking Ports 3245 (3189 available) & Foo 7 il P
A g FDC_Trunk VLAN ID: 4095
Link discovery Unknown ~ Virtual Machines (1) -
Monitor FortiD 4 a1
Attached Vs 3 (3 active) iy FortiDeceptor_
» 3 VAN MAC Address 00:0c:28:7d:24:7a —]
s vSwitch_FDC_Decoys [« NIC teaming policy -
M tworks... ™
ore networks Motify switches Yes Q VLAN21 7
Policy Route based on originating port ID WLAMID: 21
~ Virtual Machii 1
Reverse policy Yes rtual Machines (1)
(B WebServer-03
Failback Yes MAC Address 00:0c:29 72:67:0c —i]
|+ Security policy .
Allow promiscuous mode Yes (7 il s
VLANID: 11
Allow forged transmits Yes + Virtual Machines (1) —
Allow MAC changes Yes s WebServer-01
MAC Address 00:0c:29:8Ffb:12 —d
~ Shaping policy
Enabled No
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5. Test connectivity from FortiDeceptor VM to the web servers, and from each web server to the decoys
connected to the same VLAN.

* From FortiDeceptor VM.
FortiDeceptor VM

Q
@ Dashboard . admin
HH A A AN
ﬁ-‘ Deception v
Customization
Deception OS
from
Deployment Metwork 6 from
Deployment Wizard g
d, 4 packets receiv 0% packet lo
Decoy&LureStatus /fmax = 0.075/0.085/0.102 m=s
Decoy Map
Whitelist
E Incident ~
g% Fabric ~
@ Network P
£+ System ~
[3 Log ~

 From web server 1.

icmp_
icmp_
icmp_

11: % ping 192.168.11.1
11 @ (1
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Configure the FortiDeceptor VM

Once the FortiDeceptor VM license has been validated, you can configure your device. For more information on
configuring your FortiDeceptor VM, see the FortiDeceptor Administration Guide in the Fortinet Document
Library.

FortiDeceptor VM 6.2.0 Install Guide for VMware
Fortinet Inc.

29


https://docs.fortinet.com/document/fortideceptor/3.2.0/administration-guide/
https://docs.fortinet.com/
https://docs.fortinet.com/

F::RTINET

Copyright® 2025 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of
Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product or company names may be
trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual
performance and other results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein

represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding
written contract, signed by Fortinet’s Chief Legal Officer, with a purchaser that expressly warrants that the identified product will perform according to certain
expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be
binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet
disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify,
transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.




	Change Log
	About FortiDeceptor VM on VMware
	Licensing

	Preparing for deployment
	Minimum system requirements
	CPU, network, memory and storage

	Registering your FortiDeceptor VM
	Editing FortiDeceptor VM IP addresses

	Deployment package for VMware
	Downloading deployment packages

	Deployment
	Deploying FortiDeceptor VM on VMware
	Deploying the OVF file using ESXi web GUI
	Deploying the OVF file using VMware vSphere client
	Configuring hardware settings
	Virtual Switch Configuration
	Powering on the virtual machine

	Configuring initial settings
	Enabling GUI access
	Connecting to the GUI
	Uploading the license file
	Install a FortiDeceptor VM edge client device
	Installing the Windows VM package
	Activating Deception VMs
	Configuring FortiDeceptor VM networking

	Configure the FortiDeceptor VM


