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Change log

Change log

Date Change description

2026-05-07 FortiEdge Cloud 26.2 release version.
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Types of User Access

Types of User Access

Creating multiple different types of users with unique access control attributes is a key feature of FortiLAN
Cloud. These user types are created to govern role and permission based authorization and access to FortiLAN
Cloud assets and data. You can create and manage different types of users from FortiCloud (IAM and external
IdP) and from FortiLAN Cloud (email users) as well. The following users/access types are supported in
FortiLAN Cloud.

¢ |AM Users
« External IdP
e APl Users
+ Email Users

IAM Users

Identity & Access Management (IAM) is a service to help you control access to FortiCloud portals and assets.
The IAM user type provides more control and flexibility when assigning user permissions. Save time creating
new users by applying the permissions of an existing user to a new user or adding the user to a group. Account
administrators can temporarily disable vulnerable IAM users and enforce Two-Factor Authentication at the
account level. Access the IAM service from the FortiCloud portal using the master FortiLAN Cloud account.

External IdP

External IdP roles allow |dP users to log in to a cloud portal with their organization's ID provider. External |dP
roles allow you to create one role for many users while leveraging all of the benefits of the IAM user type. One
account can have more than one external IdP role. User accounts with multiple roles are required to select a
role before they can access a portal. This is useful for enterprises that need to secure their user credentials and
hence provision FortiLAN Cloud access through their own Identity Provider.

APl Users

APl users can access FortiCloud services through APIs. APl users can only use OAuth 2.0 for authentication
then access web service APIs provided by each FortiCloud service portal.
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Types of User Access

Email Users

The legacy email users are created and managed in FortiLAN Cloud using the registered user email
address.They have access at the FortiLAN Cloud account level only and to no other FortiCloud service.

You can create an email user in the Manage User Access page of the FortiLAN Cloud portal. Click Add Email

User (Legacy).
Email xyx@fortinet.com
Re-type Email xyx@fortinet.com
Username email
Role Admin -
Language

ReadOnly

Based on your user access requirement, assign Admin or ReadOnly permissions to each user, granting full
access or restricted access to various networks and assets.

You can migrate the legacy email users to |AM users following the user migration procedure in the FortiLAN
Cloud portal.

Detailed Documentation References

To migrate legacy email users to IAM users, see Migrating legacy email users.
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User Access Control

User Access Control

This section describes the role of permission profiles in adding IAM users and external IdP roles in FortiCloud
and authenticating various users on FortiLAN Cloud.

¢ Permission Profiles

« Adding and Authentication Users

Permission Profiles

You can define permission profiles to manage users’ access and asset permissions. Instead of assigning full
access permissions or limited access for the user account, you can select the access types described in this
section when creating a permission profile. This allows for a more granular combination of access and asset
permissions when creating users in FortiCloud. The permission model is multi-dimensional to provide fine
grained control and easy of use.

+ Permission Profile - Defines the enables portals and access permissions available to an assigned user.
Instead of assigning portal permissions directly when creating an IAM user, external IdP role, and so on,
the user is assigned to a permission profile. Ensure to create a permission profile for FortiLAN Cloud before
assigning a user; you can assign a permission profile to multiple users and user groups. The following
access types are supported for FortiLAN Cloud.

+ Admin - This provides full access to the FortiLAN Cloud portal that includes network monitoring and
all configuration.

» Read-Only - This provides limited access to the FortiLAN Cloud portal that includes only monitoring.
Users are not allowed to configure features.

» Guest Manager - This provides access to only manage (add and delete) guest users logging in into
FortiLAN Cloud.

+ Permission Scope - The permission scope defines the scope of access within the account. Management
of the account is dependent on the available and selected scope.

For more information, see Permission profiles.

Adding and Authentication Users

You can add and authenticate users via the FortiLAN Cloud/FortiCloud portals.

IAM Users

The IAM users can access FortiLAN Cloud with a FortiCloud account. Each IAM account requires an Account
ID/Alias, User Name, and password to log in to a portal. Administrators can assign permission profiles to an IAM
user or to an IAM user group. Login credentials are shared after an IAM user is added in FortiCloud.
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User Access Control

IAM LOGIN

IAM Login

Forgot password?

LOG IN

In the Manage Account Access page of the FortiLAN Cloud portal, you can migrate the legacy email users to
IAM users. This migration procedure is applicable to only those FortiLAN Cloud email users who are present in
FortiCloud.

Detailed Documentation References

» Toadd and manage IAM users from FortiCloud, see IAM users.
» To migrate the users to FortiCloud IAM, see Migrate legacy FortiLAN Cloud users to FortiCloud IAM.

External IdP roles

External IdP roles allow external users to log in into cloud portal using their organization’s ID provider. External
IdP roles are authenticated with a custom login page. After the user is authenticated, they are redirected to a
jump page where they can select the cloud portal(s) assigned to their account. One account can have more than
one external IdP role. User accounts with multiple roles are required to select a role before they can access a
portal. Users with no roles assigned to their account are blocked.

Detailed Documentation References

» To create external IdP roles in FortiCloud, see External IdP roles.
+ To add and manage external IdP roles in FortiLAN Cloud, see External IdP authentication.

APl Users

APl user IDs and passwords are generated by the IAM service portal. One FortiCloud account can have multiple
APl users. The IAM service administrator can define which cloud portals the user can access, as well as the
user's read/write permissions.

Detailed Documentation References

+ To add and manage API users, see API Users.
o For more information on FortiLAN Cloud REST APls, see AP| Access.
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Managed Security Service Providers (MSSP)

Managed Security Service Providers (MSSP)

FortiEdge Cloud will no longer support multi-tenancy license extensions after

‘\ i ;' December 31, 2026. Any multi-tenancy license extended will have its expiration date
set to December 31, 2026, regardless of the start date.
If you currently use multi-tenancy feature, you must now transition to use the FortiCloud
—

Organization feature for managing multiple entities within FortiEdge Cloud. See
FortiCloud Organization.

In an MSSP enabled FortiLAN Cloud setup, you can restrict the access of all users (email/external IdP) to
specific sub-accounts, thereby selectively providing full access (admin) or read-only permissions to users over
specific networks. The multi-tenancy account is designed for MSSPs, wherein, you can create and manage
multiple sub-accounts and add or move devices between these sub-accounts. Each account can have its own
administrators and users, allowing more control over a managed service's provisioning.

MSSP sub-accounts are added at the network view level and are considered as sites/sub-sites. An hierarchical
tree view is formed as more sub-accounts are added, each sub-account can have users assigned to them at
different levels in the hierarchy. The sub-account users are given regular user permissions and can have
access to more than one sub-account. A sub-account user can only view the sub-accounts and monitor the
networks that it is associated with.

v Sub-account: All o

v @ Al (1158) e
8 Default (1148)
b B (2)
B bangalore (2)
B Default21 (0)
w & doc (1)
B doc1 (0)
B empty_subacc_test (0)
w & Lab_Network (1)

B ECRT_LAB (1)

* You are required to create email users to assign administrative rights to their respective sub-accounts.
» The primary account is the master account (MSSP) for all sub-accounts.

You can assign/modify the access permissions to sub-accounts in the Manage Account Access page of the
FortiLAN Cloud portal; edit a listed user and assign sub-accounts. By default, a new network is created in the
default account, you are required to manually assign it to one or multiple sub-accounts. This is based on your
requirement of providing full or limited access control over the network. In the dashboard, select Assign to in
the Actions column for the network and select the sub-accounts to assign the network to.
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FortiCloud Organization

FortiCloud supports a centralized account management feature called FortiCloud Organization that
consolidates multiple FortiCloud accounts into Organization (O) or Organizational Units (OU). It allows
FortiLAN Cloud Premium license holders to create accounts in FortiCloud. FortiCloud Organization is a central
management service in that it is common platform across all Fortinet cloud portals. FortiLAN Cloud supports

FortiCloud Organization feature in addition to the existing MSSP (multi-tenancy) feature. For more information,
see the Organization Portal.

Detailed Documentation References

To activate and manage MSSP, see Multi-tenancy.
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Resource/Task-Based Access Control (RTBAC)

RTBAC enables you to control the tasks/operations and resources that a user can have access to, thus
providing a more granular level of control over user access. RTBAC offers flexibility in defining access control
policies to control the set of GUI pages served to different users. This feature aims at providing heightened data
security with the ability to define multiple different profiles to restrict access as per your network requirements
and efficiently assigning these access profiles to multiple users.

In the Manage Account Access page of the FortiLAN Cloud portal, you can associate access permissions with
both users and specific tasks they intend to perform on resources, in addition to the assigned role in FortiCare
for an account.

+ RTBAC profiles — Create the profile to define resources and their configured permissions. You can set
access permissions (Read/Write, ReadOnly, NoAccess) for specific GUI pages/features. Consider the
following example, here the configured RTBAC profile provides varying access to the user in the Devices

page.
Portal

Access Account Information GEEL TGS ReadOnly | NoAccess (2]
Access Account Devices (Inventory) Read/Write ReadOnly (2]
Access Account Devices (Deployed) Read/Write NoAccess (2]

The user cannot view the account inventory details as there is no access to the Inventory Devices tab and
can only view the deployed devices in the Deployed Devices tab. In the following example, a wireless user
can deploy FortiAPs in the Deploy APs page but does not have permission to un-deploy them.

Wireless
Deploy Access Points Page BEEG VGl ReadOnly  NoAccess (2]
Un-deploy Access Points Yes m (2]

You can use the Apply template option to reset all permissions configured for the Resources/Tasks and
grant blanket permissions.

Apply template Permissive || Read Only || Restricted

Notes:

» The permissions configured in this page are overridden by the Access Type set in the FortiCare
account. For example, if the user Access Type is ReadOnly in FortiCare then all Read/Write
permissions are reset to ReadOnly.

» The resources/tasks with un-configured permissions on this page are granted access based on the
Access Type (Admin/ReadOnly) configured in FortiCare.

+ RTBAC users - You can assign an RTBAC profile to one or multiple FortiLAN Cloud users, and every
account can have multiple RTBAC profiles. You can assign RTBAC profiles to an RTBAC user, external
IdP, email, and IAM users are supported. In the following example, the same RTBAC profile is assigned to
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Resource/Task-Based Access Control (RTBAC)

two users.

RTBAC Users

+ Add | & Edit @ Delete © Q search

User Type = User Information =
O External IdP check:Regular
External IdP sc:Regular

For detailed configuration information, see RTBAC.
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