
Concept Guide
Zero Trust Network Access



Table of  Contents

Change Log 3

What is ZTNA? 4

Intended audience 5

About this guide 5

ZTNA concepts 7

Trusted ent it ies 7

Trust 7

Trust broker 7

Ident ity 8

Security posture 8

Enterprise asset management system 8

Other environmental factors 8

Protected applicat ions and resources 9

Corporate netw ork 9

Data center and cloud 9

Level of t rust 10

Locat ion 10

Accessing protected applicat ions and resources 10

ZTNA components 11

Fort iGate as the t rust broker 11

Fort iClient EMS 12

Security posture: Zero Trust tags 12

Client cert if icate 13

Fort iClient endpoint 14

Cent ralized authent icat ion 14

Secure w ireless and sw itching for NAC micro- segementat ion 15

Conclusion 16

More information 17

Concept Guide 2



Change Log

Date Change Description

20 22-0 5-0 5 Init ial release.

Concept Guide 3



What is ZTNA?

ZTNA, by indust ry standards, is a product or service that protects applicat ions by allow ing only t rusted
ent it ies access to the applicat ion. Trust is determined by a t rust broker that cont inually verif ies the ident ity
and context of the connect ing ent ity w hile performing access cont rol based on these factors. Lateral
movements w ithin the protected applicat ion and netw ork are limited, further reducing the at tack surface for
compromised hosts.

As you ponder the def init ion and how this applies to your organizat ion, ask yourself these important
quest ions:

l Who are the ent it ies (users, devices, and security posture) that w e t rust? What are the characterist ics
of ent it ies w e do not t rust?

l What are the applicat ions and resources that w e w ant to protect? What are the levels of t rust required
to access these applicat ions?

l Where are the t rusted ent it ies connect ing f rom? Where are the protected applicat ions located?

l How are the t rusted ent it ies connect ing to the protected applicat ions?

To visualize, imagine a ZTNA solut ion delivered by Fort inet :

Concept Guide 4



INTENDED AUDIENCE

In this example, t rusted ent it ies are corporate users and devices accessing f rom homes, cof fee shops,
regional of f ices, and w ithin the corporate headquarters (HQ). They require access to applicat ion servers
w ithin the internal server VLAN of the corporate HQ and applicat ion servers in the cloud. They may be
accessing the applicat ion servers using remote desktop (RDP), SSH, HTTPS, SMB, or other means.

Tradit ionally, remote users w ill have VPN access to each of the protected netw orks, w hich requires various
remote tunnels to be established. Internal clients may inadvertent ly be allow ed more access than needed,
such as access to the DMZ netw ork.

ZTNA assumes no users or devices are t rusted, unt il the t rust broker conf irms the device and user are w ho
they are, and their security posture is compliant w ith the company standards. This great ly reduces
unauthorized access f rom an unknow n device w ith stolen credent ials, and the chance of a compromised
host accessing protected resources. Role- based access cont rol reduces lateral movements and maintains
similar access cont rol based on access levels regardless of locat ion.

In this document , w e w ill explore the concept and components, and learn about how Fort inet delivers on
each aspect of ZTNA.

Intended audience

Mid- level netw ork and security architects in companies of all sizes and vert icals should f ind this guide
helpful.

About this guide

This guide aims to provide a broad overview of Zero Trust Netw ork Access concepts, and int roduce
products in the Fort inet port folio that w ork together to implement a scalable ZTNA solut ion. Indust ry
standard terminologies are used, w ith int roduct ions to Fort inet specif ic terms, concepts, and technologies.
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ABOUT THIS GUIDE

Readers can proceed to the ZTNA Architecture and ZTNA Deployment guides w hen they are familiar w ith the
concept and terminology, and are ready to explore dif ferent designs to use in their environment .
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ZTNA concepts

This chapter addresses the follow ing quest ions:

l Who are the t rusted ent it ies?

l What are the protected applicat ions and resources?

l Where is everything located?

l How are protected applicat ions and resources being accessed?

Trusted entities

Zero Trust Netw ork Access (ZTNA) requires a t rust broker to verify the ident ity and context of the
connect ing ent ity. Any unt rusted devices are prevented f rom accessing the applicat ion. But w hat is t rust in
the context of Zero Trust? And who is allow ed in a Zero Trust access model?

Trust

Trust is not a one- t ime authorizat ion, but rather a cont inual evaluat ion in the ZTNA. Zero Trust is the
opposite of implic it t rust , w hich grants t rust implic it ly based on factors such as the locat ion, device, or user.
While t rust may be heavily governed by user and device ident ity, it is not solely based on ident ity either. A
t rust algorithm can factor in the locat ion, t ime, behavior pat terns, threat intelligence, security posture, and
other measurements dynamically. Trust is a combinat ion of quant if iable factors that are used to evaluate an
ent ity based on a company’s requirement .

Trust broker

A trust broker is a generic term for the system that evaluates the ent it ies for its t rust context . In the NIST
Zero Trust Architecture model, they are referred to as a policy enforcement point , policy engine, and policy
administ rator. The t rust broker uses various inputs that measure t rust and processes these inputs using its
t rust algorithm to produce a policy decision. This decision determines w hether a device is t rusted and
w hether it is allow ed access to a protected applicat ion or resource. In turn, it enforces the appropriate
polic ies on the incoming t raf f ic. The t rust broker may be a single system or mult iple systems w orking
together.
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TRUSTED ENTITIES

Identity

Ident ity is usually a heavily-w eighted factor in the policy decision, w hich encompasses both user and device
ident ity. User ident ity checks verify that the user request ing access is w ho they are, and determines the
access level of the requester. User authent icat ion is typically completed against an authent icat ion server
such as Window s Act ive Directory, an LDAP server, a RADIUS server, or a SAML ident ity provider. Mult i-
factor authent icat ion can be used to further secure the authent icat ing user.

Device ident ity verif ies that the device is w ho they are. For example, access is only granted to company-
issued laptops w ith the proper client cert if icate issued by the company’s asset management server. In this
case, the device’s client cert if icate issued by the enterprise asset management server can be used to verify
the device ident ity.

Security posture

Security posture is a generic term for the overall security at t r ibutes that can be evaluated against an ent ity.
This can be the device’s OS and sof tw are version, know n OS and sof tw are vulnerabilit ies, security
applicat ions running on the device, and so on. Security posture also produces important inputs for the t rust
algorithm as it measures how vulnerable a device is to advanced threats and at tacks. Devices w ith outdated
OSes, sof tw are, and unpatched vulnerabilit ies can be denied access as they are more suscept ible to being
compromised.

Enterprise asset management system

While the t rust broker accepts various inputs to make a policy decision, the inputs are predominant ly
measured by external systems. User ident ity and at t r ibutes are handled by an external authent icat ion server,
w hereas device ident ity and at t r ibutes are of ten handled by an enterprise asset management system. This
system must be able to cont inually and t ransparent ly measure changes to the security posture of assets
under management to provide the t rust broker w ith updated informat ion about each device. For example, a
detected crit ical vulnerabilit y may be shared w ith the t rust broker to immediately break connect ions f rom
the device.

Other environmental factors

Environment factors such as the device's geolocat ion, t ime of day, and w hether the device is in a public
locat ion behind NAT can cont ribute to the t rust algorithm. For example, access f rom an adversarial
geolocat ion w here the company has no employees may cause suspicion. Similarly, access f rom a t rusted
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PROTECTED APPLICATIONS AND RESOURCES

locat ion during non- business hours may equally raise suspicion. Access f rom an unt rusted open WiFi
netw ork at a cof fee shop might also be prohibited under company polic ies. These at t r ibutes can somet imes
play an important role in assessing t rust in a device.

In summary, various t rust algorithm inputs and measurements are provided by sub-systems such as
authent icat ion servers, enterprise asset management systems, and next - generat ion f irew alls (NGFWs).

Protected applications and resources

In addit ion to evaluat ing who is t rusted, def ining a list of protected applicat ions and resources is just as
important . Not every server needs to be exposed to every user. So, mapping w ho has access to w hat
prevents unnecessary access and lateral movements in the protected netw ork.

Corporate network

In an enterprise netw ork, many resources may be situated w ithin the corporate netw ork w ithin the
headquarter or branch of f ices. These may be broken dow n further into shared and individual resources and
applicat ions, as w ell as dif ferent types of devices. In general, these resources should not be implic it ly placed
into the same t rust zone just because they are located in the same of f ice or w ithin the same department .

Using segmentat ion and micro- segmentat ion can help organize the resources into groups that make it more
intuit ive for netw ork administ rators to administer access. For example, w hen using netw ork access cont rol
(NAC) features on a next - generat ion f irew all (NGFW) or intelligent sw itch, devices can be ident if ied based
on their MAC address, vendor type, sof tw are version, and more. VoIP phones w ithin a certain department ’s
netw ork, for example, can be grouped into their ow n micro- segment w here remote access is prevented. The
PCs inside a department ’s netw ork may be grouped into a dif ferent micro- segments that allow remote
access through RDP.

Data center and cloud

Given the dist r ibuted nature of today’s enterprises, resources are just as of ten located in data centers and
the cloud. Using similar st rategies w ill help separate resources into their ow n segments for easier
administ rat ion of role-based access cont rol.
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LOCATION

Depending on w here the t rust broker is located, remote resources in data centers and the cloud should not
be accessed direct ly w ithout passing through the t rust broker. Allow ing this circumvents the Zero Trust
Netw ork Access architecture. For example, if a single t rust broker is deployed in the headquarters (HQ),
then access to remote resources in the cloud should f irst pass through the HQ, and then get tunneled to the
remote resource through the cloud on- ramp. Similarly, t raf f ic to data centers should also be tunneled
through site- to- site VPNs.

Level of trust

Besides understanding that not all resources w ithin a protected locat ion should be implic it ly grouped into
the same t rust zone, it is just as important to clearly def ine w hat level of t rust is required to access each
resource group. Usually most resources’ access levels w ill depend on the authent icated ident ity of the
source, but some resources may require st r icter polic ies in terms of security posture and environmental
factors. A good Zero Trust Access solut ion w ill incorporate these into its evaluat ions.

Location

Given that the who and what are clearly def ined, the quest ion of where has likely been considered. With the
proliferat ion of mobile w orkers w ho w ork part ly f rom home, public spaces, and in the of f ice using the same
laptops and mobile devices, the user and device locat ion are never stat ic. Devices can be compromised
outside of the netw ork, causing infect ion w hile devices are physically used inside the corporate netw ork.
Therefore, clients should never be t rusted based on the assumpt ion they are stat ic and stat ionary. Trust
should be evaluated constant ly.

Conversely, protected company applicat ions not only reside w ithin a corporate netw ork, but also as cloud
applicat ions and applicat ions in remote data centers. When providing access through the t rust broker,
consider w hether the connect ions betw een the t rust broker to the applicat ions are secure. Also consider if
there are routes that users can take w ithout passing through the t rust broker that could be exploited.

Accessing protected applications and resources

Understanding how a resource and applicat ion are accessed allow s the t rust broker to block any
unnecessary and non-essent ial connect ion methods that can be exploited by malic ious actors. For example,
personal desktops that are allow ed to be accessed remotely should only require access via RDP. Therefore,
the t rust broker should only forw ard RDP traf f ic, and opt ionally scan this t raf f ic for anomalies.

Personal desktops should also be rest r icted f rom unnecessary lateral access and movements. If a desktop is
compromised, it can act as a jump point to infect other devices on the netw ork, or take cont rol of other
devices. For example, a compromised desktop that can use SSH to get into other devices in the netw ork
might be inadvertent ly allow ed access to corporate f irew alls and security systems.
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ZTNA components

Conceptually, the def init ion of Zero Trust Access should not dif fer too much f rom vendor to vendor, even if
the terminology is dif ferent . How ever, the implementat ion and architecture of ZTNA can vary w idely
depending on each vendor’s security port folio.

The Fort inet Security Fabric has a w ide array of products, so it delivers on every component of ZTNA
described in the previous chapter. This chapter examines each component in detail:

l Fort iGate as the t rust broker on page 11
l Fort iClient EMS on page 12
l Fort iClient endpoint on page 14
l Cent ralized authent icat ion on page 14
l Secure w ireless and sw itching for NAC micro- segementat ion on page 15

FortiGate as the trust broker

The Fort iGate is the heart of the Fort inet Security Fabric, w hether it is deployed on the edge, in the cloud, or
as an Internal Segmentat ion Firew all ( ISFW). Within the ZTNA architecture, the Fort iGate acts as the t rust
broker to consolidate inputs, process them, make intelligent policy decisions based on the t rust algorithm,
and enforce the policy.

As a next - generat ion f irew all (NGFW), the Fort iGate is able to scan the t raf f ic to detect anomalies, malw are,
viruses, and the latest threats. Applicat ion cont rol allow s the Fort iGate to granularly ident ify the applicat ion
based on t raf f ic pat terns to correct ly police the applicat ion and protocol.

In this example, a ZTNA policy allow s t raf f ic f rom authent icated users in Canada, during business hours, to
access desktops using RDP. The security posture check is def ined in the ZTNA tags, w hich require the
connect ing PCs to have AV enabled and a low vulnerabilit y rat ing.
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FORTICLIENT EMS

FortiClient EMS

The Fort iClient Enterprise Management System (EMS) serves several purposes in the ZTNA architecture:

1. Collect informat ion about managed endpoints used for input in the t rust algorithm.

2. Cont inually monitor managed devices for changes in security posture (such as vulnerabilit y levels and
ident if icat ion of malw are) and update the t rust broker.

3. Generate and install c lient cert if icates on managed endpoints to uniquely ident ify each endpoint device.

4. Catalog remote servers that can be accessed through ZTNA and install connect ion rules on the
Fort iClient endpoint .

Security posture: Zero Trust tags

A registered Fort iClient endpoint automat ically provides informat ion about the endpoint to the EMS server.
Zero Trust tagging rules allow for granular detect ion of specif ic at t r ibutes based on the connect ing device’s
operat ing system.
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FORTICLIENT EMS

A full list is available in the Endpoint Posture Check Reference guide.

Client certificate

Every Fort iClient endpoint that registers to the EMS server is issued a client cert if icate f rom EMS’s
cert if icate authority. This unique cert if icate ident if ies the endpoint w hen they authent icate against the
Fort iGate. The Fort iGate only t rusts devices that are registered to the EMS and hold the client cert if icate.
Whenever a Fort iClient endpoint unregisters f rom the EMS, the client cert if icate is revoked.

The follow ing example show s an EMS server and the informat ion collected on the registered endpoint .

A unique cert if icate is issued for the registered Fort iClient based on its Fort iClient ID. A unique ZTNA Serial
Number is assigned to the cert if icate.
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FORTICLIENT ENDPOINT

FortiClient endpoint

The Fort iClient sof tw are has many capabilit ies to protect the endpoint . In the context of ZTNA, its main roles
are to:

1. Register to the EMS server to provide endpoint informat ion to the server.

2. Install the client cert if icate issued by the EMS to ident ify itself to the Fort iGate.

3. Scan for threats on its system and report back security posture changes to the EMS in real- t ime.

The majority of the inputs used in the Fort iGate’s t rust algorithm are sourced f rom Fort iClient and pushed to
the EMS. The Fort iClient endpoint must stay connected to the EMS server in order to connect to resources
protected by ZTNA. The informat ion is synchronized automat ically, so it is completely t ransparent to the end
user.

Centralized authentication

User ident ity is taken care of by authent icat ing against an authent icat ion server. In an enterprise, this may
be a Window s Act ive Directory (AD) server that manages users for a domain. While authent icat ing direct ly
against the authent icat ion server is very common, w hen mult iple servers are involved, cent ralizing this
w ithin a Fort iAuthent icator may be appropriate. A Fort iAuthent icator can enhance security further by
applying mult i- factor authent icat ion using Fort iTokens. Cent ralized authent icat ion allow s mult iple systems
to authent icate against mult iple servers seamlessly and ef f ic ient ly.

For example, an enterprise may have tw o Window s AD servers w orking redundant ly to provide
authent icat ion services to its users; how ever, it has no mult i- factor authent icat ion capabilit ies. Given that
several Fort iGates running on the edge and internally as ISFWs require access to the authent icat ion
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SECURE WIRELESS AND SWITCHING FOR NAC MICRO-SEGEMENTATION

database and the company w ants to enforce mult i- factor authent icat ion, a Fort iAuthent icator can be put in
place to cent ralize the authent icat ion services.

Secure wireless and switching for NAC micro-segementation

When securing the LAN edge that comprises dif ferent w ireless and w ired device types, it is no longer
feasible to segment them simply by locat ion and business groups. Using an Internal Segmentat ion Firew all
( ISFW) is a great w ay to rest r ict inter- segment t raf f ic and implement micro- segmentat ion.

The Fort iGate has built - in NAC capabilit ies that it can apply to managed w ireless APs and w ired sw itches.
NAC polic ies can group devices by w ildcard MAC addresses, hardw are vendor, device family, type, OS, and
more. NAC polic ies can also assign devices to dif ferent VLANs, w hich can then be used in dif ferent f irew all
and ZTNA polic ies to granularly cont rol the f low of t raf f ic.

Concept Guide



Conclusion

The goal of the Zero Trust Netw ork Access architecture is to increase security and reduce the burden for the
security staf f w hen exposing resources and applicat ions for access by organizat ional users. This can be
accomplished by using dif ferent products in the Fort inet Security Fabric. The increase in security comes
f rom a seamless integrat ion of device ident ity, user ident ity, and posture checking into the t rust Fabric. This
eases the security burden by reducing the number of point products that manage device cert if icates,
posture checks, and other ident ity verif icat ion technologies.

To learn more about Fort inet ’s ZTNA solut ion, you can read more about it in the ZTNA Architecture and
ZTNA Deployment guides, or access more content f rom our resource centers listed in the Appendix.
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More informat ion

Feature documentat ion

l Fort iOS 7.0 Administ rat ion Guide: Zero Trust Netw ork Access int roduct ion

l Fort iClient EMS 7.0 Administ rat ion Guide: Zero Trust Tags

l Fort iClient 7.0 Administ rat ion Guide: ZTNA Connect ion Rules

ZTNA resources

l Endpoint Posture Check Reference

Resource centers

l ZTNA solut ion hub

l ZTNA 4-D resources

l Fort inet ZTNA overview

Other 4 -D documents

l ZTNA Architecture guide

l ZTNA Deployment guide

External references

l Gartner: Zero Trust Netw ork Access

l NIST: Zero Trust Architecture
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