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About FortiConverter Service

About FortiConverter Service

FortiConverter Service helps you migrate configurations to the latest version of FortiOS. This service is useful
for migrating a pre-existing third-party firewall policy to a new FortiGate appliance, or even an older FortiGate
policy to a new one.

Access to FortiConverter Service Portal and create service tickets:

https://service.forticonverter.com/

Click here for tutorial video on creating FortiConverter Service Ticket.

( The video will either play automatically or download to your local machine depending on the browser.)

Common questions on FortiConverter Service can be found in General FAQs on page 16.

Business Hours

FortiConverter service team processes all FortiConverter service tickets for configuration conversions. The
following are the business hours for the FortiConverter service team:

Monday - Friday 9:00am - 6:00pm U.S. West/Pacific Standard Time

(Except U.S. holidays and weekends.)

Please note that FortiConverter service is a ticket based service, please post updates on the FortiConverter
service portal and our Engineers will provide an email update as soon as possible.

FortiGate Configuration Migration

All FortiGate to FortiGate configurations are fully supported with the exceptions of the following:

« The upgrades for managed software or external devices (such as FortiAP, FortiToken, FortiClient EMS,
FortiManager, FortiSwitch) are not supported.

« Merging new configurations to existing configurations as long as there is no network overlap. If there is a
network overlap, converted files will be provided and customer needs to manually tune the configs.
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About FortiConverter Service

« Device Conversions from non-vdom mode to vdom mode or vice versa is supported.

« Hardware switches will be converted to software switches where the new target device does not support
the hardware switch.

« Limited addition of new features like SDWAN, LAG are supported. Other configuration of new feature sets
(which are currently not in the existing configuration), please reach out to TAC support for assistance.

« For security purposes, the default admin account password will be reset. In general, encrypted secret data,
credentials, e.g., VPN pre-shared keys, certificates, local users, and admin passwords, will remain valid
after cross model migration as long as the FOS version is above 5.6.

« Legacy device migrations from 4.0 are fully supported. For 3.x there could be instances where specific
sections of the configuration may not be able to be migrated.

3rd Party Security Vendors Conversion

Supported 3rd party vendors

Vendor Models Versions Convertible Objects

o Addresses & Address
Groups
o Interfaces
8.x « Policies
9.x o« NAT
« Service & Service Groups
« Static Routes

Web
Barracuda Application
Firewall

o Addresses & Address
Groups

« Interface

« Proxy Address & Address
Groups

« Proxy Policy

« Service

« Service group

« Staticroute

e« Zones

6.5.10
Bluecoat SGOS 6.7.4
6.7.5
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About FortiConverter Service

Vendor Models Versions

SmartCenter NGFP1 (4.0) to

NGX R82

CheckPoint

Provider-1 NGX R65 to R82

VSX R65 onward
Ciena

\Y 2 7
(Vyatta) yOS 5.2t06
CIPA Cipafilter 11.x onward
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Convertible Objects

Addresses & Address
Groups

Application List
Firewall-schedule
Interfaces

IPSEC VPN

Local Users & Groups
Multicast-address & policy
NAT (Central NAT)

OSPF

Policies

RPC Service

Schedules

Servers

Services & Service Groups
Session helper

Static Routes

Static URL

Addresses & Address
Groups

DHCP server
Interface

IPSEC VPN

Policy

NAT (Central NAT)
Route

Services & Service Groups
Users & Groups
VLAN

Zone

Addresses & Address
Groups

Interfaces

NAT

Policies

Services & Service Groups
Static Routes



About FortiConverter Service

Vendor Models Versions
ASA 7.x onward
FWSM
3.xonward
Cisco
5.x onward
PIX
FTD 6.x onward
Cisco Meraki MX64 10.107.2
Huawei USG Series V500
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Convertible Objects

ACLs

Addresses & Address
Groups

DHCP Servers

DNS

Dynamic Routing
Protocols: RIP, BGP,
OSPF

Enable default IPS profile
on all NGFW policy (FTD)
FQDN (FTD)

Interfaces

Local Users & Groups
NAT (Central NAT)

NTP

Policies

Route, Filtering (Route
Map, ACLS)

Schedule & Schedule
Group

Services & Service Groups
SSLVPN

Static Routes

URL filter (FTD)

VIP & VIP Group

VPN IPSEC Phase1 &
Phase2

Zones

Address

Address Groups
DHCP server
Interfaces

IPSec VPN

L3 Firewall Rules
One To Many NAT
One To One NAT
Static Routes
VLANs

Addresses & Address
Groups

DHCP Server

DNS Server



About FortiConverter Service

Vendor Models Versions

Screen0S 4.x,

SSG/ISG 5.x. 6.X

Juniper

JunosOS 10.x

SRX
onward
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Convertible Objects

HA

Interface

IPSEC Policy (VPN)

NAT Policy (Converted to
FortiGate SNAT)

NAT Server (Converted to
FortiGate VIP)

Policy

Route

Routing Protocol: BGP,
OSPF

Security Context

Services & Service Groups
Zone

Addresses & Address
Groups

BGP

Interfaces

Policies

DHCP Servers & Clients &
Relays Interfaces

DNS

IPSEC VPN

Local Users & Groups
NAT (Policy NAT)

NTP

OSPF

RADIUS & LDAP
Schedule

Services & Service Groups
Static Routes

VRF

Zones

Addresses & Address
Groups

BGP

DHCP Servers & Client &
Relay

Interfaces

IPSEC VPN

Local Users & Groups
NAT (Central NAT)
OSPF



About FortiConverter Service

Vendor Models Versions
MX - JunOS
Sidewinder 7.x onward
Forcepoint
Stonesoft 5.7 onward
Mikrotik RouterOS 6.49.10 onward
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Convertible Objects

Policies

RADIUS & LDAP
Routing-instances (virtual-
router)

Services & Service Groups
Static Routes

VRF

Zones

Addresses & Address
Groups & FQDNs

BGP

FQDNs

Interfaces

Policies

Services & Service Groups
Static Routes

VIPs/MIPs

Addresses & Address
Groups & FQDNs
Interfaces

Local Users & Groups
Policies

Services & Service Groups
Static Routes

NAT (Policy NAT only)
VPN-IPSEC

Zones

Addresses & Address
Groups

Alias

Interfaces

Local Users & Groups
Policies/ Sub-policy
Radius

Services & Service Groups
Static Routes

NAT

VPN-IPSEC

Zones

Aggregate Interface
Addresses & Address
Groups

10



About FortiConverter Service

Vendor Models
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Versions

Convertible Objects

DHCP

DNS

Interfaces

IPsec

IPV6 Policy

IPV6 Address & Address
Groups

VLAN

NAT

NTP

Policies

Services & Service Groups
Static Routes

Zone
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About FortiConverter Service

Vendor Models
Palo Alto
Networks Ralos
PFSense
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Versions

PAN-OS 1.x
onward

15.8 onward

Convertible Objects

Addresses & Address
Groups

Application ID

Config firewall schedule
Custom URL Filter
DHCP Server & Relay
DLP Profile

Dynamic Address Groups
File Filter Profile

High availability
Interfaces

IPSEC VPN

LDAP

Local Users & Groups
NAT (Central NAT)
NTP

Policies

Routing: BGP, OSPF
Schedules

Security Profile Group
Services & Service Groups
Static Routes
TACACS+

Use Groups for Active
directory

Virtual-wire pair

Web Filter Profile
Zones

Address & Address Groups
DHCP Server

FQDN Remote Gateway
Interfaces

IP Pools

IPsec

NAT

Policies

Services & Service Groups
SSLVPN

Static Routes

System settings like
(hostname, timezone,
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About FortiConverter Service

Vendor Models
Shorewall Shorewall
Smoothwall Smoothwall

TZ Series
SonicWall NSA Series
SuperMassive
Series
Sophos
XG Series

FortiConverter Service 23.1.0 Admin Guide
Fortinet Inc.

Versions

1.4.21

3.0

SonicOS 4.x
onward

SFOS 17.0 -
17.5 MR3

Convertible Objects

language)
User & User Group

Addresses
Firewall Policies
Interfaces
Services

Zones

Address & Address Groups
Firewall rules

Interfaces

IP filter

Local DNS hosts

NAT

Service & Service Groups

Addresses & Address
Groups & FQDNs
Application Mapping
DHCP Servers & Clients &
Relays

Interfaces

Local Users & Groups
NAT

NG-FW mode

OSPF

Policies

Schedules

Services & Service Groups
SSLVPN

Static Routes

VPN (IPSEC site to site)
Web Filter Profile

Zones

BGP

HA

Interface

LDAP

NAT

Policy Service & Service
Groups

SNMP

SSL and IPsec
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About FortiConverter Service

Vendor Models Versions
SG Series 6.6 onward
Ubiquiti Unifi EdgeOS | 7.5.174
Firebox .
. Fireware
WatchGuard | Series 13 ’
XTM Series -3 onwar

FortiConverter Service 23.1.0 Admin Guide
Fortinet Inc.

Convertible Objects

Static route

Users & User Groups
VPN

VPN Users

Zone

Addresses & Address
Groups

DHCP server

DLP Profile (Block File
Extension)

DNS

DNS Conditional
Forwarding

HA

Interface

NAT (Central NAT mode
only)

NTP

Policy

PPPoE Interface
SD-WAN (Weight-based
Load Balance)

Service & Service Groups
Users & User Groups
Web Filter Profile (Exempt
Security Profile)

Zone

Addresses & Address
Groups

DNS

Interfaces

IPsec

NAT

Policies

SDWAN

Services & Service Groups
Static Routes

VPN SSL

Addresses & Address
Groups

BGP

Central NAT (Global NAT
is not supported)
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About FortiConverter Service

Vendor Models

Zyxell USG
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Versions

4.7.3 onward

Convertible Objects

DHCP server

Interfaces

IPSEC VPN

LDAP and RADIUS servers
Local Users & Groups

NTP

Policies

Services & Service Groups
Static Routes

Zones

Addresses & Address
Groups

Firewall Policies (IPV4 &
IPV6)

Interfaces

IP Pools

NAT (Central NAT)
Services & Service Groups
Static Routes

VPN IPSEC Phase1 &
Phase2

VPN SSL

User & User Groups
Zones
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General FAQs

General FAQs

Portal Access and FortiGate Device Entitlement

License Purchase Options on page 17

FortiConverter Service Contract Registration on page 23
FortiConverter Service Portal Access on page 26

Grant FortiConverter Service Access to IAM user on page 28
Locate FGT/FWF Device(s) on FortiConverter Service on page 29

Check FGT/FWF Device(s) Service Entitlement on page 30

FortiConverter Service Tickets

Create FortiConverter Service Ticket on page 32
Review FortiConverter Service Ticket on page 38

Reopen a FortiConverter Service Ticket on page 41

Configuration Migration

Migrate FortiToken on page 43

Import Certificate on page 44
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General FAQs

Portal Access and FortiGate Device Entitlement

License Purchase Options

FortiConverter Service is available from either the Enterprise bundle or 360 protection bundle. If you have
purchased any of the bundle package, please check your FGT/FWF entitlements to decide if you can skip this
step.

For example, from FortiGate 100D to FortiGate 100F configuration migration, you need to purchase a
FortiConverter Service contract for FortiGate 100F. Backup a source configuration file from FortiGate 100D
and submit a service ticket against FortiGate 100F.

Purchase Option 1 - Through Local Sales Representative on page 17
Purchase Option 2 - Through FortiConverter Service Portal on page 18

Purchase Option 3 - Through Fortinet Support Portal on page 21

Purchase Option 1 - Through Local Sales Representative

Contact your local sales representative and ask for a quote for the FortiConverter Service.
If you don't have a sales contact, please kindly visit the link below to find your nearest sales contact.
https://www.fortinet.com/partners/partner-program/find-a-partner

After making your purchase through a local sales representative, please go to the next section — FortiConverter
Service Contract Registration on page 23.

FortiConverter Service 23.1.0 Admin Guide
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General FAQs

Purchase Option 2 - Through FortiConverter Service Portal

Order online through FortiConverter Service Portal is only available for North America users.

Prerequisite

FGT/FWF device(s) are already registered with your FortiCare account. Fortinet only supports account that has
less than 50 assets.

Steps to order online through the FortiConverter Service Portal

1. Goto FortiConverter Service Portal — https://service.forticonverter.com/
2. Click the Login button to input your FortiCloud account name and password.

3. After login, click "Devices" tab and select the FGT/FWF device(s) which you want to purchase.
(The FGT/FWF device(s) shall be the target device, which the configuration will be migrated to.)
Search your target device from the table by entering the model or serial number.

M i Services v Support v -
' FortiCloud 2 © supo
FortiConverter Service Tickets
Tickets Devices
Go to the User Guide to learn to register services or purchase licenses. When a new purchase or registration is finished, refresh the table. @ Register Service
Q_ Serial # or Model Service Expiration Date: All Device Registration Date: All ~ Clear c
Serial # Model Device Registration Date Service Expiration Date * Existing Ticket Action
FG100FTK19000227 FortiGate 100F 2019/11/21 2023/08/31 1 w
FGT40FTK20082024 FortiGate 40F 2021/06/28 2023/08/31 1 h=]
FGT60ETK18067689 FortiGate 60E 2019/05/01 - 0 v
FGVMSLTM22002590 FortiGate VMSL 2022/07/13 - 0 B

1-4of 4

Copyright ©2023 Fortinet, Inc. All Rights Reserved. Terms of Service Privacy Policy

4. Locate the FGT/FWF device which you want to migrate configurations to and click the "Shopping
Cart" icon.
If you need to purchase this service for multiple FGT/FWF devices, please select the devices and click the
"Purchase License" icon on top of the device table.

You will be re-directed to Fortinet Support Portal - https://support.fortinet.com/.

FortiConverter Service 23.1.0 Admin Guide 18
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General FAQs

2 i
- Services ¥ Support v Al
FortiCloud % © suep
FortiConverter Service Tickets
Tickets Devices
Go to the User Guide to learn to register services or purchase licenses. When a new purchase or registration is finished, refresh the table. B Purchase License \ [E] Register Service
Q Serial # or Model Service Expiration Date: All v Device Registration Date: All v Clear C
B serial# Model Device Registration Date Service Expiration Date * Existing Ticket Action
FG100FTK19000227 FortiGate 100F 2019/11/21 2023/08/31 i "
FGT40FTK20082024 FortiGate 40F 2021/06/28 2023/08/31 1 "
FGT60ETK18067689 FortiGate 60E 2019/05/01 - 0
FGVMSLTM22002590 FortiGate VMSL 2022/07/13 - 0 B
1-40f4
Copyright ©2023 Fortinet, Inc. All Rights Reserved.  Terms of Service  Privacy Policy

5. The FortiConverter Service SKU for the selected FGT device(s) will be automatically added to your
shopping cart.

&8 Services v @Support L 4 Q @ v

Renew Products Q)

STEP 1

Selected Units To Be Renewed

SKU Package Description Price
SERIAL# Backup device f
» FC-10-0060E-189-02-12 FortiGate-60E 1 Year FortiConverter Service for one time configuration conversion service $32.50

6. Follow the online purchase wizard to complete the purchase. Input billing information and click Next to
proceed.

FortiConverter Service 23.1.0 Admin Guide
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General FAQs

Q & M

} Services ¥ @Support v
2 Billing 3  Confirmation ()

1 Renewal Units

Renew Products

STEP 3

Payment Information

END USER TYPE
A Government User © A Non-Government User

This order is purchased for *

BILLING INFORMATION

First Name * Middle Name
FortiConverter

Last Name * Company *
CASB FortiCASB-US
Address * Address2

Note: This is the address that appears on your credit card and information used below is only used for online renewal purpose.
City * Zip/Postal Code *
Previous Next

Cancel

7. Review order details and click Confirm to place your order.

€8 Services v & support ¥

1  Renewal Units 2  Biling 3 Confirmation @

Renew Products

Review Your Order

SKU DESCRIPTION Qry PRICE TAX TOTAL
FortiGate-60E 1 Year FortiConverter Service for one time configuration 1 $32.50 $0.00 $32.50
conversion service

Total: $32.50

END USER TYPE BILLING INFORMATION

Is Government Customer: No

CREDIT CARD INFORMATION

Previous Confirm

Cancel

8. The status will be shown as "Order Processing" in Purchase History, it may take up to 48 hours to process
You will receive an email confirmation about your order. Once your order has been fulfilled, Fortinet will

send you an email to update the latest order status.

FortiConverter Service 23.1.0 Admin Guide
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General FAQs

£ Services v & support ¥ Q [;9 v

Purchase History (@)

Purchase History

ocess ID otal Amount Status Created Invoice Contract Letter

68268 $32.50 Contracts Fulfilled View | Download Download
44867 $97.50 Contracts Fulfilled View | Download Download
210030 $32.50 Order Processing N/A

Purchase Option 3 - Through Fortinet Support Portal
Order online through Fortinet Support Portal is only available for North America users.

Prerequisite

FGT/FWF device(s) are already registered with your FortiCare account. Fortinet only supports account that has
less than 50 assets.

Steps to order online through Fortinet Support Portal

1. Goto Fortinet Support Portal - https://support.fortinet.com/.
2. Login with your Fortinet account credentials.
3. Innavigation menu, go to Online Renew > Renewal.

(=) FortiCloud £ Services © support v

ASSET MANAGEMENT

PRODUCTS OVERVIEW
p Dashboard

Products >
n € ©
@ Online Renew v 47 33 11 2 1
Products FortiGate FortiADC FortiMail Other Products
& Marketplace >

FortiConverter Service 23.1.0 Admin Guide
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General FAQs

4. In My Renewable Units List, select the FGT/FWF device for which you want to migrate configurations
to, then click Renew.
(=) FortiCloud # services v © support v Q at -

Renew Products
ASSET MANAGEMENT

M Dashboard My Renewable Units List

® Products N 1 Q O Input Serial Numbers

L] Renewal

O Rk N FWF81FTK20000017 2025-05-14
> FWF61FTK23002421 2025-05-29
> FWF40FTK19000012 2025-05-13
> FW50GSTK24000032 2025-08-28

]
5. In Renewal Options page, click on the & edit button.

Renew Products Renewal Options Confirm My Order

Renewal Options

SERIAL#

» FC-10-WO081F-314-02-12 FortiWiFi-81F-2R 1 Year FortiCare Essential Support $325.05

6. In Configure Renewal Support Package page, select Customized Package, and check
FortiConverter Service.

CONFIGURE RENEWAL SURPPORT PACKAGE

Great Value Great Value Best Value Great value Build Your Own

@ FortiCare(Premium) @ FortiCare(Essential) @ Enterprise Bundle @ ATP Bundle ® Customized Package

$433.40 $325.05 $1,841.95 $975.1 $108.35

1 Year 1 Year 1 Year 1 Year 1 Year

Hardware Hardware Hardware Hardware Hardware

Firmware & General Updates Firmware & General Updates Firmware & General Updates Firmware & General Updates Firmware & General Updates

RMA Option

Enhanced Support Enhanced Support Enhanced Support Enhanced Support Enhanced Support

Telephone Support Telephone Support Telephone Support Telephone Support
Advanced Malware Protection Advanced Malware Protection Advanced Malware Protection
FortiGuard IPS Service FortiGuard IPS Service FortiGuard IPS Service
FortiGuard URL, DNS & Video Filtering FortiGuard URL, DNS & Video Filter
AntiSpam AntiSpam

FortiGuard OT Security Service
FortiGate Cloud Service
FortiGuard 10C

FortiManager Cloud
FortiConverter Service FortiConverter Service
FortiGuard Attack Surface Security Sery orfiGuard Attack Surface Security

FortiGuard SD-WAN Underlay Servi
Elite Service
FortiAnalyzer Security Automation

FortiAnalyzer Cloud

SOCaas
FortiGuard Al-based Sandbox Service FortiGuard Al-based Sandbox Servic
DLP DLP

FortiSASE Subscription
SD-WAN Overlay as a Service
Managed FortiGate Service
SPA License

7. Click Confirm to continue.
8. Fillin your payment method and click Submit Order.

FortiConverter Service 23.1.0 Admin Guide
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FortiConverter Service Contract Registration

Introduction

Notice: This section is only applicable for the purchase through a local sales representative, i.e. License
Purchase Options on page 17

If you purchased through online order from Fortinet, i.e. License Purchase Options on page 17, please skip this
section and go to Create FortiConverter Service Ticket on page 32. The FGT/FWF device(s) are already
submitted through the purchase wizard when your order is processed, and the service contract would
automatically register the designated FGT/FWF device(s).

You can always check your FortiConverter Service entitlement in FGT/FWF entitlement table, please refer to -
Check FGT/FWF Device(s) Service Entitlement on page 30.

Prerequisite

Before starting contract registration, you should have received an email with PDF attachment(s) with your
Contract Registration Code from your local sales representative. The file contents look like below.

—ERTINET
***PLEASE REMEMBER TO REGISTER YOUR CONTRACT REGISTRATION CODE***

Service Entitlement Summary

Date H August 31, 2021
Purchase Order Number
Contract Registration Code

Support / Maintenance / Subscription Services Included
Qty Part Number Description

1 FC-10-0040F-189-02-12 366Days coverage for FortiGate 40F include:
FortiConverter Service 8x5

FortiConverter Service 23.1.0 Admin Guide 23
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Steps to register FortiConverter Service Contract:

1. Loginto Fortinet Support Portal to register your newly purchased service contract -
https://support.fortinet.com/asset/#/regs/entry
The registration page can also be accessed through Products > Product List page, locate "Register
More" button from the top-right corner.

2. Copy and paste your Product Registration Code and click Next.

. A\ Services ¥ Support ¥ v
FortiCloud © © Q&

Register Product 1 Registration Code 2 3 4 Q)
ASSET MANAGEMENT
M Dashboard Registration Code

Please enter your product serial number, service contract registration code or license certificate number to start the registration: *

Products
® @

© My Assets

End User Type

= More Views The product will be used by
Agovernment user
Online Renew © Anon-government user
Renewal In this context a government end-user is any central, regional or local government department, agency, or other entity performing governmental functions, including:
Governmental research institutions.
Purchase History . Governm rporations or their separate business units which are engaged in the manufacture or distribution of items or services controlled on the Wassenaar Munitions List

i, Internatic ernmental organizations.

Account Services

3. Select the appropriate FGT/FWF device to register with the FortiConverter Service contract, and click

Next.
€ Services ¥ @ Support ¥ Q @ v
Register Product > S0 s 1 2 Registration Info 3 4 (@)
Product Model: FortiGate 40F Contract Number:

Serial Number

Or Select It From:

SERIAL NUMBER PRODUCT MODEL DESCRIPTION

o FortiGate 40F

Total Units: 1

Note: that the service contract you purchased is based on a specific FGT/FWF model.
For example, you cannot register a 50E’s service contract with a 60F device.
4. Verify the product entitlement summary and click Confirm.

FortiConverter Service 23.1.0 Admin Guide 24
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£ Services ¥ & support ¥ Q P v

Register Product > 0%

Serial Number: | - e . Product Model: FortiGate 40F Contract Number: _
Enhanced Support 24x7 2021-02-06 2022-02-06
Telephone Support 24x7 2021-02-06 2022-02-06
Advanced Malware Protection Web/Online 2021-02-06 2022-02-06
NGFW Web/Online 2021-02-06 2022-02-06
Web & Video Filtering Web/Online 2021-02-06 2022-02-06
AntiSpam Web/Online 2021-02-06 2022-02-06
FortiSandbox Cloud Web/Online 2021-02-06 2022-02-06
FortiConverter Service 8x5 2021-08-31 2022-08-31

Entitlement calculation is based on any existing warranty or contract services plus the term of your new contract. If you have questions regarding these conditions, please open a ticket for Registration Assistance
by clicking here .

By accepting these terms, you are activating this support contract and the entitlement period provided can not be changed. if you wish to continue, click “confirm” button to submit your request.

Cancel Previous

5. Inthe last page, you shall see "Registration Completed" sign to mark the completion of registering your
service contract with FortiConverter Service.

LN £ Services v Support ¥ Pl v
FortiCloud © Qa ¢
Register Product > " s s 1 2 3 4 Completion @
ET MANAGEMENT
Dashboard
Thank you for choosing this Fortinet product. Please be aware that the registration information may not reflect on your

Products product immediately, a delay (up to 4 hours) can occur.

Product Info
© My Assets

Product Model FortiGate 40F
More Views
Serial Number
Online Renew Registration Date 2021-06-28
Ship Date 2020-12-08
Renewal Warranty @ Fortinet Internal Order
Warranty Support Start Date 2021-02-06
Purchase History Warranty Support Start Event @ Auto-started 59 days after ship date
Description N/A
Account Services N
Partner Fortinet
05 Version FGT4OF-FW-6.04-1879

AV Engine Version N/A

Congratulations! Now your FGT/FWF device has the FortiConverter service entitlement.

You can now check the current status of the product entitlement. Please refer to - Check FGT/FWF Device(s)
Service Entitlement on page 30.
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FortiConverter Service Portal Access

FortiConverter Service Portal can be accessed by two types of users:

1. Regular account user with email address as the username.
2. 1AM user created by the account owner.

For IAM user creation and access, please see Grant FortiConverter Service Access to IAM user on page
28.

There are three ways to access FortiConverter Service Portal:
1. Access through Fortinet Support Portal’s ticket wizard. on page 26
2. Access through FortiConverter Service Portal - FortiCloud Application Menu on page 27

3. Access FortiConverter Service Portal through the site URL on page 28

Access through Fortinet Support Portal’s ticket wizard.

1. Loginto Fortinet Support Portal - https://support.fortinet.com/

2. Click Support > Create a Ticket from the top menu, click the hyperlink FortiConverter Portal to access
FortiConverter Service.
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% Services ¥ e) Support ¥

AN
FortiCloud

AGEMENT

bd Firmware Download 4 Manage Tickets

Dashboard & VM Images © Manage Active Tickets  [#] Ticket Survey
Wel Cor @ Service Updates {} Contact Support B Technical Web Chat
Products & HQIP Images

YO U ha\/e # Firmware Image Checksum

Pending Re;

Online Renew Start regis cornmgrcromerrrosece e e s eromegenren

P RE T s You must register your products to receive FortiGuard services and contact cus

Ticket
Wizard

Create Ticket

@RequestType >2 >3 > 4

Specify Request Ticket Type

Technical Support Ticket
° You can create technical support tickets for technical issues with your Fortinet product. You require a Fortinet product with an active support contract to

create this type of ticket. You will need to input the product serial number.

Customer Service

You can create customer service tickets for questions related to contracts and account management.

DOA/RMA Ticket
You can create a DOA/RMA ticket to replace a registered or un-registered product that was defective when received, or to replace units with a hardware

failure that are covered by an active support contract. The product serial number is required in all cases.

Anti Virus Ticket/FortiGuard Service

To submit Anti Virus ticket for your product or report false detection.

Fortinet Converter Ticket

Please submit FortiConvert service request at FortiConverter Portal

Access through FortiConverter Service Portal - FortiCloud Application Menu

1. Loginto Fortinet Support Portal - https://support.fortinet.com/
2. Click on Services drop down menu from the top-left corner and select FortiConverter Cloud Service.
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N £ Services v Support ¥ -
FortiCloud © Q &
Assets & Accounts Cloud Services
ASSET MAN
A AssetManagement &1 1AM (Beta) & Fortiresence < FortiToken Cloud Registering more Fortinet
#) Dashboard @ FortiCASB @ FortiPeriest products with Asset
Cloud Management & FortiMail Fortiandbox Cloud Management
Products - i
® FortiGate Cloud & FortiExtender Cloud @) FortiPhish @) Fortiweb ) o G ey e
& oniner FortiManager Cloud FortiAnalyzer Cloud Fortinsight & OC-VPN Portal B receive FortiGuard services and
% Online Renew
FortiClient EMS & FortiSwitch & FortiGSLB & Forticwp contact customer support.
2 Account Services & FortiLAN Cloud FortiSOAR Cloud FortiConverter | (& FortilPAM
& Register Now
& 50Caas @ Fortivoice
Good 15 Good 4
y Good 10
Expiring in 90 Days 2 End of Renewal < 180 oo
Days
o End of Support < 180 Days 0
Expiring in 60 Days 1 e of Renonal o
o End of Support 1
Expiring in 30 D:
wpiring in 30 bays 0 End of Support < 180 Days O
o Expired 0 © End of Support 0
o No Coverage 1

Access FortiConverter Service Portal through the site URL

FortiConverter Service Portal URL:

https://service.forticonverter.com/

FortiCloud

FortiConverter Service

Migrating old, complex device configurations to new, next-generation solutions can be very challenging and require
a lot of time. Errors are often introduced during this process as well. FortiConverter Service provides the customer

with a restorable configuration file converted from FortiGate/FortiWiFi or 3rd party firewalls, for use on the specific
FortiGate/FortiWifi the service is registered against.

.;.‘.Provide an initial response which acknowledges E Validate the converted configuration on the

@ the request within one (1) Business Day Pacific
Standard Time.

target FortiGate platform in a lab environment.

Grant FortiConverter Service Access to |IAM user

There are two steps to grant FortiConverter Service Access to IAM user:
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1. Create an new |AM user.
2. Generate a password reset link and share with it with the selected IAM user.

For details and steps to create and configure IAM user, please see Add IAM User in FortiCloud Account
Services documentation.

Locate FGT/FWF Device(s) on FortiConverter Service

The FGT/FWF device(s) can be found in FortiConverter Service Portal under FortiGate Entitled Device
List.

If you cannot find the FGT/FWF device(s) from the FortiConverter Service Portal, please visit the Fortinet
Support Portal to check if the specific FGT/FWF device(s) are registered with Fortinet. See Steps to Check
for your FGT/FWF device(s) in FortiCare on page 29

Note 1: Please allow 3-5 hours right after your initial device registration with Fortinet to allow information
exchange and synchronization between our systems. You can contact Fortinet TAC if you encounter any
difficulty registering your device(s) with Fortinet, or not being able to see the registered device(s) on your
FortiCloud account after 24 hours.

Note 2: Fortinet partner(s) accounts do not have privileges to access their managing accounts' cloud portals.
Please notify the customers whom the FGT/FWF device(s) are registered with to contact Fortinet customer
support directly to raise service ticket(s) with their FortiCloud accounts.

Steps to Check for your FGT/FWF device(s) in FortiCare

1. Click on the Services drop down menu and select the Asset Managementicon.

A\ - - -
FortiCloud @ Services @ Support

Rt I . : o

& 1AM (Beta) FortiPresence < FortiToken Cloud

FlexvM

FortiCASB @  FortiPenTest

FortiGate Entitled | Closed tickets excluded &

FortiMail FortiSandbox Cloud

S D & D

FortiGate Cloud ¢ FortiExtender Cloud FortiPhish @ FortiWeb

FortiManager Cloud FortiAnalyzer Cloud Fortilnsight @ OC-VPN Portal
FortiClient EMS @ FortiSwitch @ FortiGSLB @ Forticwp
Serial Number 2 FortiLAN Cloud FortiSOAR Cloud FortiConverter @ FortilPAM by Customer Last Updated by Support
SOCaas @ FortiVoice
No data available
Rows per page: 10 0-00f 0

You will be re-directed to Fortinet Support Portal - https://support.fortinet.com/.
2. Click Products > Product List to see all your registered Fortinet products.
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N
FortiCloud

ASSET MANAGEMENT

n

Dashboard

Products

© My Assets

= More Views
Online Renew

Account Services

£ Services ¥ & support v

View Products: 18 Units

FortiAnalyzer VM

FortiAnalyzer VM S-Series

FortiMail-vM08

FortiMail-vM08

FortiGate 100F

FortiGate 40F

FortiGate 60E

FAZ 2022-06-09

FAZ-VM-Suscription

FortiGuard AntiVirus for FortiCASB&C' 2022-04-28

FortiMail FEVM080000216360 2022-07-22

2022-08-31

2022-02-06

Q

2021-06-09

2020-10-06

2021-04-28

2021-07-22

2019-11-21

2021-06-28

2019-05-01

3. You can search your FGT/FWF device(s) from the registered products list by typing in the model number.

N
FortiCloud

ASSET MANAGEMENT

@

Dashboard

Products

© My Assets

) More Views

Online Renew

Account Services

£ Services ¥ © Support v

View Products: 1 Units

FGT40|

FortiGate 40F

2022-02-06

Check FGT/FWF Device(s) Service Entitlement

If you are not sure whether your FGT/FWF device(s) have FortiConverter Service entitlement, you can check

Q &

[“BEFRN View Options v & Register More

2021-06-28

through Fortinet Support Portal. Please note that FortiConverter Service is a one-time conversion service
valid for 12 months period.

Steps to check service entitlement on FGT/FWF device(s)

1. Loginto Fortinet Support Portal - https://support.fortinet.com.
2. Goto Products > Product List from the navigation menu to enter Product List page.
3. Enterthe FGT/FWF product serial number or model number.
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N\
FortiCloud

ASSET MANAGEMENT

®

Dashboard

Products

© My Assets

= More Views

Online Renew

Account Services

£ Services v

& support ¥

View Products: 1 Units

FGT40|

I FortiGate 40F

2022-02-06

4. Click on the Serial Number to enter the Product Information page.

5. Ontheright, there is Entitlement information, look for the support coverage of the FortiConverter Service.

2021-06-28

Please note that FortiConverter Service is a one-time conversion service valid within the 12 months period
from the time of purchase.

{8 Services ¥

View Products >

& Product Information

General Version & Update

Product Model

Serial Number

Registration Date

Ship Date

Warranty @

Warranty Support Start Date
Warranty Support Start Event @
Description

Partner

@ Support ¥

FortiGate 40F

2021-06-28

2020-12-08

Fortinet Internal Order

2021-02-06

Auto-started 59 days after ship date
N/A

Fortinet

FortiConverter Service 23.1.0 Admin Guide
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Enhanced Support

Telephone Support

Advanced Malware Protection
NGFW

Web & Video Filtering
AntiSpam

FortiSandbox Cloud

FortiConverter Service
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FortiConverter Service Tickets

Create FortiConverter Service Ticket

After your verify that your FGT/FWF device(s) have FortiConverter Service entitlement, you can create
conversion service ticket to process configuration migration for your registered devices.

If this is your first time accessing FortiConverter Service Portal, please see FortiConverter Service Portal
Access on page 26.

If you can access the FortiConverter Service Portal, please continue below to submit a conversion ticket.

Conversion Service Ticket Wizard

1. Loginto FortiConverter Service Portal with your FortiCloud account user name and password -
https://service.forticonverter.com/

2. In Devices tab, look for your "FGT/FWF" devices.

If the device has FortiConverter Service Entitlement, Create Ticket button will be available for the device
on the page.

FortiConverter Service 23.1.0 Admin Guide
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N\ i
- Services ¥ Support v -
FortiCloud 2 © suon
FortiConverter Service Tickets
Tickets Devices
Go to the User Guide to learn to register services or purchase licenses. When a new purchase or registration is finished, refresh the table. EI Register Service
Q_ Serial # or Model Service Expiration Date: All v Device Registration Date: All v Clear C
Serial # Model Device Registration Date Service Expiration Date * Existing Ticket Action
FG100FTK19000227 FortiGate 100F 2019/11/21 2023/08/31 1 "
FGT40FTK20082024 FortiGate 40F 2021/06/28 2023/08/31 1 "
FG100FTK 19000355 FortiGate 100F 2021/10/25 2023/08/31 0

FGTBOFTK20007798 FortiGate 80F 2021/10/25 2023/08/31 o

Purchase License

FG100FTK22023425 FortiGate 100F 2021/10/25 2023/08/31 0
FG100FTK19000022 FortiGate 100F 2021/10/25 2023/08/31 0
FGT60ETK18067689 FortiGate 60E 2019/05/01 - 0 "
FGVMSLTM22002590 FortiGate VMSL 2022/07/13 - o
€ 1-80of8 V]

Click Create Ticket to enter ticket creation wizard.

This is a one-time only conversion service, you can only create one service ticket within 12 months of your
service contract registration date.

3. Please review and update the pre-filled customer email address and name fields. Fill the Customer Work
Phone field, and click Next Step.
Note: You can also add more email recipients and phone numbers, please input each one after another
separated by space. Email notification covers all ticket change status and new posts/comments updated
by Fortinet service team staff.

Create Ticket

° Ticket Basics e Device e Interface Mapping o Review Interface Migration

Ticket Name *

FortiConverter Service for FortiGate FG100FTK190...

Target Device Serial Number =

FG100FTK v

Customer Name *

Customer Email *

Customer Work Phone *

[ 123

Next Step Cancel

FortiConverter Service 23.1.0 Admin Guide
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4. From the left panel, select source device vendor and model, click browse to upload source configuration
file(s) from your local PC.
Click FortiOS Version for <SN> drop down menu to select the target platform FortiOS version.

Create Ticket
@ TicketBasics O oeiice Interface Mapping Review Interface Migration
From To
Vendor of Source Device * FortiOS Version for FG100FTK19000022 *
° 722 v
Juniper Q
Cisco Juniper Check Point
#» paloalto SONICWALL SOPHOS rorcepoint
Palo Alto SonicWALL Sophos Forcepoint
ciena w’ & m{
HUAWE!

Vyatta WatchGuard Huawei Blue Coat

@

Brick

Source Device Config File *
Upload File

FCON_FG201F_709_8523911_20230224_1752.c
onf 2023/02/24,02 32

32PM

L

Note: Check Point conversion requires firewall or firewall cluster name, this can avoid back and forth
confirmation during the ticket processing.
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Model of Source Device *

SmartCenter v

Note: not all objects are convertible for the
selected model.

Below shows all convertible objects for selected
vendor and model.

Interfaces

Addresses & Address Groups

Services & Service Groups

Policies

Local Users & Groups

NAT (Central NAT)

Schedules

Static Routes

Source Device Config File *
Upload File
Please retrieve the config files from the
management station instead of the firewall station.

Max file size: 100 MB. For detailed instructions, click
here.

Firewall To Migrate * @

Cluster-Prod1 ]

Previous More Actions

L
5. Drag and drop the physical interface from right to left. If some of the interfaces are no longer in-use, you

can consider marking them as ® (Do not migrate).
Various interface types extracted from the source config file will be displayed, such as vlan, tunnel,
aggregate, redundant, and switch interfaces.
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Forlic’I‘:n.n}i B services v @ support~ '

FortiConverter Service Portal Devices

° Ticket Basics ° Device e Interface Mapping ° Review Interface Migration e Select Management Interface e Create Ticket

l © Below interface mapping is automatically populated based on the Config File uploaded in the previous step. Feel free to edit interface mapping by dragging each interface. x l

Same-type interface mapping cannot meet your needs? @ Download csv

802.30d 4 EMACVLAN | ( PPPoE | | Redundant VLAN | { VLA Switch | | Wifi SSID
From To Unmapped Interface
£ Fortinet £ FortiGate VM02 £ FortiGate VM02
ha o port9 port10
mgmt S
portl portl
port2 port2
port3 port3
portd portd
ports ports
port6 porté
port7 port7
ports ports

6. Review Interface Migration: This page displays how the interfaces look like after the configuration
migration to the target FGT/FWF device.

Please update interface settings by clicking the button.

A\ i - o
FortiCloud @ Services v @ Support
FortiConverter Service Portal Devices

Create Ticket

° Ticket Basics ° Device ° Interface Mapping ° Review Interface Migration e Select Management Interface e Create Ticket

[ @ Please review below Interface Migration and make sure everything is correct. For special requirements, please add to comments in step 6. X

@ Download .csv

¥ Physical Interface (8)

& 802.3ad Aggregate (1)

Interface * IP/Netmask Administrative Access Members Ref. Action

fortilink — ping,fabric — 0

7. Select target FortiGate’s management interface, configure interface IP address, administrative access
and an optional static route, and click Next Step.
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FortiC’I(o(:c‘l &8 Services v & support~ A4

FortiConverter Service Portal

[ @ Please select an interface as the management interface and configure it to connect to the FortiGate device. X ’

Select a Target Interface as the Management Interface *
port9 v
Config Information of Selected Interface *

Interface port9
IP/Netmask 192.168.1.99/24

Administrative Access https,ping,ssh,fgfm

Edit

Static Route of Selected Interface

Please select an interface as the mangement interface first and
then Click + Add Static Route to add one static route for the
selected interface.

Previous Next Step More Actions

8. Add special migration instructions if necessary (optional). Review the service ticket summary and click
Create Ticket.

.

@Servicesv @ Support v v

FortiConverter Service Portal Devices

Create Ticket

@ ricket Basics @ oevice @ interface Mapping @ Review Interface Migration @ select Management Interface @ create Ticket

Please have a final review before you submit and create this ticket.
If you have other requirements or questions, feel free to add to the comment section below.

Comment

1. Please set password "123456" for the default admin user.

2. Map vlan interface "vlan101" to physical interface "port10" and
configure same VLAN IP address directly into the physical interface.
3. Enable DHCP server for VLAN interface "fortilink.100".

» Ticket Basics ‘ Edit ‘

» Device ‘ Edit ‘

L

9. The last page will show that you have created the ticket successfully, click View Ticket Detail to enter the
ticket details page.

Forticf;t}l @ Services v @ Support v v

FortiConverter Service Portal Devices

Create Ticket

° Ticket Basics ° Device 0 Interface Mapping ° Review Interface Migration ° Select Management Interface ° Create Ticket

@& This ticket is successfully created in FortiConverter. We will start to
process this ticket soon.

View Ticket Detail

FortiConverter Service 23.1.0 Admin Guide
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ﬂ After service ticket is created, please refer to Review FortiConverter Service Ticket on
page 38

Review FortiConverter Service Ticket

After submitting a FortiConverter service ticket, you may review the ticket status from the FortiConverter
Service Portal home page.

Steps to review FortiConverter Service Ticket:

1. Loginto FortiConverter Service Portal with your FortiCloud account user name and password -
https://service.forticonverter.com/

2. From the Tickets tab, you can review the status of the conversion tickets submitted.

N N Services v Support v u v
FortiCloud 2 © surp
FortiConverter Service Tickets

Tickets Devices

How to create a FortiConverter Service Ticket: Video | Docs Create New Ticket

Q_ Serial # or Source Vendor Status: All v Created Date: All v Updated Date: All v Clear Hide Closed Tickets

Ticket # Serial # Status * Source Vendor Target FortiOS Created Date Updated Date

105348 FG100FTK19000022 New ) 722 2023/02/24 14:02PM 2023/02/24 15:02 PM

104947 FGT40FTK20082024 In Progress 0. 7.22 2023/02/22 11:02 AM 2023/02/2413:02PM

104964 FG100FTK19000227 Service Delivered ] 705 2023/02/22 14:02 PM 2023/02/2217:02PM

1-30f 3

Copyright © 2023 Fortinet, Inc. All Rights Reserved.  Termsof Service  Privacy Policy

« The Draft ticket status shows the ticket has been initiated, but has not yet been submitted to the
system. Service team will not process Draft ticket.

« The New ticket status shows the ticket has been created, but has not yet been assigned to any
service team staff yet.

3. Click on each ticket to be redirected to the ticket details page.
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~\ .
- Services v Support v v
FortiCloud 2 © supp
FortiConverter Sei

Tickets Devices

How to create a FortiConverter Service Ticket: Video | Docs Create New Ticket

Q Serial # or Source Vendor Status: All v Created Date: All v Updated Date: All v Clear Hide Closed Tickets

Ticket # Serial # Status * Source Vendor Target FortiOS Created Date Updated Date

105348 FG100FTK19000022 New it} 722 2023/02/24 14:02 PM 2023/02/24 15:02PM

104947 FGT40FTK20082024 In Progress e. 722 2023/02/22 11:02 AM 2023/02/24 13:02PM

104964 FG100FTK19000227 Service Delivered ] 705 2023/02/22 14:02 PM 2023/02/2217:02PM

1-30f3
Copyright © 2023 Fortinet, Inc. All Rights Reserved.  Terms of Service Privacy Policy

4. Clickthe Add Comment button to post a message to communicate with FortiConverter Service Team.

v Ticket Information v Customer Contact [ Edit
ETA 2023-03-08 Priority P4 Customer Name - - -
Ticket Name FortiConverter Service for Assigned To - Customer Email

FortiGate FG100FTK19000227
Customer Workphone 1234567

Ticket # 104964 Target FortiOS Version ~ 7.0.5

Current Status Service Delivered Source Vendor €22 Fortinet v Customer Satisfaction

Overall Satisafaction L& & Stgs

v Converted ConfigFile (1)
Review View Or Edit

FGT-1.20230222_1621.conf 2023/02/22,05:23:11PM [+

v Source Config File (1)
Edit/View Interface Mapping

Upload File

FGT-1_20230222_1621.conf 2023/02/22,05:03:09 PM .ee

View 4 Deleted Files

v Ticket Comments +Add Comment

5. When the ticket status has changed to "Service Delivered", you can download the converted
configuration file(s) inside the ticket details. Converted configuration file and report links can be found from
the dedicated Converted Configuration File area.
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Foﬂicf;:l}l & services v @ Support ¥ .

Tickets

FortiConverter Service

Tickets Devices

How to create a FortiConverter Service Ticket: Video | Docs Create New Ticket

Q_ Serial # or Source Vendor Status: All v Created Date: All v Updated Date: All v Clear Hide Closed Tickets
Ticket # Serial # Status * Source Vendor Target FortiOS Created Date Updated Date

104947 FGT40FTK20082024 InProgress e. 722 2023/02/22 11:02 AM 2023/02/2413:02PM
104964 FG100FTK19000227 Service Delivered 7.05 2023/02/22 14:02 PM 2023/02/2217:02 PM

1-20f2
Copyright © 2023 Fortinet, Inc. All Rights Reserved.  Termsof Service  Privacy Policy

Converted configuration file and report links can be found from the dedicated Converted Configuration
File area

Tickets

FortiConverter Service

Ticket Detail
v Ticket Information v Customer Contact [# Edit
ETA 2023-03-08 Priority P4 Customer Name - -
Ticket Name FortiConverter Service for Assigned To u Customer Email u
FortiGate FG100FTK19000227
Customer Workphone 1234567
Ticket # 104964 Target FortiOS Version  7.0.5
Current Status Service Delivered Source Vendor Fortinet v Customer Satisfaction

Overall Satisafaction L. 8 Bigts

v Converted Config File (2)
Review View Or Edit

Report_8351452_322d95b2_ FortiGate200D_FortiGate200F,pdf 2023/02/24,03:46:16 PM o

FGT-1_20230222_1621.conf 2023/02/22,05:23:11 PM Y
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Reopen a FortiConverter Service Ticket

After the ticket status is changed to "Service Delivered", if there FortiConverter Service team could not get
any further feedback from you after 14 days, the service ticket status will automatically changed to "Closed".
You can reopen the "Closed" ticket when you get a chance to work on it again as long as the service contract is
not expired.

Steps to reopen a FortiConverter Service ticket:

1. Locate the Closed ticket from the ticket table.

~\ .
- Services v Support v v
FortiCloud 2 © suop -
FortiConverter Service Tickets

Tickets Devices

How to create a FortiConverter Service Ticket: Video | Docs Create New Ticket

Q Serial # or Source Vendor Status: All v Created Date: All v Updated Date: All v Clear Hide Closed Tickets

Ticket # Serial # Status * Source Vendor Target FortiOS Created Date Updated Date

104947 FGT40FTK20082024 In Progress 0. 722 2023/02/22 11:02 AM 2023/02/24 13:02 PM

104964 FG100FTK19000227 ] 7.05 2023/02/22 14:02 PM 2023/02/24 15:02 PM

1-20f2
Copyright © 2023 Fortinet, Inc. All Rights Reserved.  Termsof Service  Privacy Policy

2. Click the desired ticket to enter ticket details page and then click Re-open button.

Forticm % Services v @ Support v m Ew -

FortiConverter Service Tickets

Ticket Detail
v Ticket Information v Customer Contact [ Edit
ETA 2023-03-08 Priority P4 Customer Name
Ticket Name FortiConverter Service for Assigned To Yue Zhang Customer Email u
FortiGate FG100FTK19000227
Customer Workphone
Ticket # 104964 Target FortiOS Version  7.0.5

Current Status Closed Source Vendor £22 Fortinet v Customer Satisfaction

Overall Satisafaction L. 8 Bigis

v Converted Config File (2)
Review View Or Edit

Report_8351452_322d95b2_ FortiGate200D_FortiGate200F.pdf 2023/02/24,03:46:16 PM o

FGT-1_20230222_1621.conf 2023/02/22,05:23:11 PM o

v Source ConfigFile (1)

FortiConverter Service 23.1.0 Admin Guide
Fortinet Inc.



General FAQs

v

3. Go back to the service ticket page to track the reopened service ticket.

AN\ i
FortiCloud g Services v @ Support v
FortiConverter Service Tickets
X

{ @ Aspart of our ongoing effort to improve FortiConverter Service, we will be undergoing planned product upgrades on 2022-06-20 from 8:00am to 10:am.

Ny Export v

Tickets

Q 91556 Current Status: All v Source Vendor: All v Priority: All v Q_ Customer Name or Email Select Assigned To v Created Date: All v
Updated Date: All v Redo CountMin:0 v  Status Was Changed to: All, Within: Al v Customer Satisfaction: All v

Updated D... SLA * ETA Action

Ticket # Serial # Current St... Source Vendor Priority Customer Assigned To CreatedD...
2022/08/29 14:  2023/02/2311:
91556 Re-Opened Junieer P4 CWP Fortinet = --20day 5hours  2023/02/24 o
08PM 02 AM
1-1of 1

Copyright © 2023 Fortinet, Inc. All Rights Reserved Termsof Service  Privacy Policy

Configuration Migration

Migrate FortiToken on page 43

Import Certificate on page 44
Policy NAT vs Central NAT mode on page 45
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Migrate FortiToken

FortiToken cannot be migrated by FortiConverter Service because it needs to be done on user's new device.
Please follow the steps below to migrate and activate your FortiToken configs.

To import the FortiToken Hardware into your FortiGate:

Export the FortiToken config from the old device and import the config to the new device. The config can
be output in the CLI console by the commands:

"config user fortitoken" -> "show".

Remove the FortiTokens from the old device, or block the access of the old device to FortiGuard. This
would prevent the old device from requesting the activation of the tokens after they are reset.

Reset the activation flags for the tokens through FortiCare.

Create a FortiCare ticket on the Support Portal https://support.fortinet.com/, and ask TAC to help you
reset the activation flags of the FortiTokens. The message should include the SN of the old device and the
FortiTokens.

The TAC would reset the activation flag and inform you after it is completed.

Connect the new device to FortiGuard, and the tokens would be activated.

To import the FortiToken into your FortiGate:

1.

Transfer the FortiToken license from the old device SN to the new device SN through FortiCare.

Create a FortiCare ticket on the Support Portal https://support.fortinet.com/, and ask TAC to help you
migrate the FortiTokens from the old device to the new device. The message should include the SN of the
old device, the new device, and the FortiTokens.

The TAC would migrate the token and inform you after the migration is completed.

Activate the FortiToken on the new device.

Go to the page User & Authentication > FortiTokens on the new device. Click Create New and input
the activation code of the FortiTokens. The tokens would be imported into the new device.

Re-provision every user, which means to bind a new token to user’s app again.

Configure users on the new device, send the activation code through e-mails or SMS to do re-provision for
all users, and the migration is completed. The seeds on the old device cannot be restored to the new
device. This is designed to prevent possible fraudulent attacks.

FortiConverter Service 23.1.0 Admin Guide
Fortinet Inc.

43


https://support.fortinet.com/
https://support.fortinet.com/

General FAQs

Import Certificate

Background

Certificates can be migrated and imported in most cases, but with a few exceptions. If a certificate cannot be
imported, it will be replaced by the default certificate in the migrated config. When this happens, the certificate

will need to be imported manually.

Wait until the migrated config is restored on the device, then follow the steps below to import the certificate

manually:

Steps to import the signed certificate into your FortiGate:

Before importing the certificate, please prepare either your certificate (.crt) and private key (.key), or the

PKCS#12 certificate (.pfx).

1. Login to your FortiGate unit and go to System > Certificates.
If there’s no Certificates, please click Feature Visibility and enable the Certificates.

2. Click Import > Local Certificate.

3. Upload the local certificate file and private key, then click OK.
If you use a password to encrypt the certificate file, please fill the password as well.

7 HY-BOSfw-90D v VDOM: § Global~ >~ @~ 43~

Import Certificate

@ Dashboard IM‘ ¢ Ed

% Network

Name = Type Local Certificate  PKCS #12 Certificate [®Zgtil=\8 Automated

[5] Local CA Certificate @ [T © cert201904161156.crt
Key file © cert201904161156.key

Password [eosceces | t |@

& Security Profiles
£ System

V53]V I 4919 Fortinet CA 551
QT Fortinet_CA_Untrust:

~ Certificate name
Administrators [ Local Certificate €@ ! converter cert

Admin Profiles QI Fortinet_Factory

T @ Fortinet Factory_Bad Cancel

Settings Q@[ Fortinet_SSL

Global Resources

HA Q@ Fortinet_SSL_DSA103
SNMP Q@I Fortinet_SSL_DSA204
Replacement Messages @ Fortinet_SSL_ECDSA!
foiticLas Q@ Fortinet_SSL_ECDSA

Feature Visibility Q@ Fortinet_SSL_ECDSA

Certificat
ertificates QT Fortinet_SSL_ED448

NX Security Fabric

Q@ ¥ Fortinet_SSL_ED2551
L Log & Report
Q@ ¥ Fortinet_SSL_RSA102

0 Security Rating Issues

4. The certificate will be added and the status of the certificate will change from PENDING to OK.

’ admin v

A\,

FortiGate provides the capability to download the certificate. However, for security

restore the private key, you need to find the matched origin key to import the certificate

‘Q' reasons, the private key encrypted in FortiGate cannot be accessed. To successfully

to another FortiGate device.
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Policy NAT vs Central NAT mode

There are 2 NAT modes in FortiGate: policy NAT mode and central NAT mode. Policy NAT mode requires
NATSs to be configured inside firewall policies, which is the default mode that FortiGate uses. Central NAT
mode separates NATs and policies into 2 independent modules so policies do not reference NAT objects.

FortiConverter provides the option to control the NAT modes for the conversion of some 3rd party vendors, and
the recommended mode is different depending on the vendor of the source configuration. When the
recommended mode of each vendor is selected, the NAT conversion is more straightforward. It
means that the NATs would be similar between the source and converted configuration. Hence, the number of
policies and NAT objects do not change a lot, and it would be easier to review the conversion result.

In Juniper SSG and Forcepoint Sidewinder, NATs are configured inside firewall policies, which is similar to
policy NAT mode. Therefore, policy NAT mode is recommended. WatchGuard allows NATs to be
configured both inside policies and in an independent list at the same time. Currently, FortiConverter only
converts it into the policy NAT mode.

In Cisco, Check Point, Juniper SRX, Palo Alto, SonicWALL, Sophos, Huawei, and Forcepoint
Stonesoft, NATs and policies are configured separately. Therefore, central NAT mode is recommended.
On the contrary, the number of policies may greatly increase after converting these vendors into the policy
mode, because FortiConverter applies the “NAT merge” process to match the traffic of each NAT and each
policy, and may create extra policies to perform the NAT behavior when the traffic overlaps. It is possible to get
2 or 3 times of policies after the NAT merge. For more details about NAT merge, please see the examples in
Check Point and Cisco. In order to prevent users from reviewing a much larger policy list, central
NAT mode should be the first choice.

However, in central NAT mode, FortiGate doesn’t allow dynamic NAT rules to translate a single internal
address into different external addresses based on different services. For example, if there are 2 dynamic NATs
in the source configuration, one translates 10.10.10.1 with HTTP into 20.10.10.1, and the other translates
10.10.10.1 with SMTP into 20.10.10.2, then there is no way to distinguish these NATs under central NAT
mode. If there are many such dynamic NATs in the source configuration, please select policy mode instead.

The following table shows the difference between the 2 NAT modes:

Policy NAT mode Central NAT mode
Description NATSs are configured in policies. NATs and policies are separated.
Related categories for config firewall ippool config firewall ippool
dynamic NAT config firewall policy config firewall central-snat-map
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General FAQs

Policy NAT mode Central NAT mode

Related categories for config firewall vip

. config firewall vi
static NAT config firewall policy 9 P

Cisco, Check Point, Juniper SRX,
Palo Alto, SonicWALL, Sophos,
Huawei, Forcepoint Stonesoft

Juniper SSG, Forcepoint

il Tulu L EHUREA G CL) Sidewinder, WatchGuard

Cisco, Check Point, Juniper, Palo Cisco, Check Point, Juniper, Palo
Supported in vendors Alto, SonicWALL, Sophos SG, Alto, SonicWALL, Sophos, Huawei,
WatchGuard, Forcepoint Forcepoint
Allow dynamic NAT based Yes No

on services

Yes for Cisco, Check Point, Juniper
May excessively increase SRX, Palo Alto, SonicWALL,
the number of policies Sophos SG, Huawei and Forcepoint
Stonesoft
For more information about central NAT mode, please refer to the links(in FortiOS 7.2.4) below:
Central SNAT:
https://docs.fortinet.com/document/fortigate/7.2.4/administration-guide/421028/central-snat
Central DNAT:

https://docs.fortinet.com/document/fortigate/7.2.4/administration-guide/448790/ central-dnat
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Save Source Configuration File

Save Source Configuration File

This section provides detail instructions on saving the source configuration file of the 3rd party security
vendor conversions.

Barracuda

Save the configuration from Barracuda

1. Extract Barracuda Source Config through JSON format 9.0 and above

Export WAF Configuration to a JSON File

1. Goto ADVANCED > Backups page.
2. Inthe Export WAF Configuration File section, do the following:
a. Backup - Choose a type of export for exporting the configuration changes.

i. Complete Configuration - Exports the entire WAF configurations including the base
configuration.

ii. Only Changes - Export only the configuration changes that were made on the Barracuda Web
Application Firewall after the selected checkpoint was created.

i. Changes After - Select the checkpoint to export the changes that were made after it was
created.

ii. Date - Displays the date and time when the checkpoint was created.

3. Click Ok. The export process can take a few minutes for completion depending on the configurations
installed. However, the status of completion is indicated on the User Interface. A Success/Failure
message is displayed at the end of the export process.

4. Click Download to download and save the JSON file on your computer.

Reference - https://campus.barracuda.com/product/webapplicationfirewall/doc/168311026/backing-up-and-
restoring-the-json-configuration-file/

2. Extracting Barracuda Source config for JSON format version below 9.0

For Barracuda version 8.3 and before, instead of providing the default back up file Box.par, please use the
instructions below to extract individual inbound, outbound and forward rule files.
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v APPLIANCE @
Model F380
Host Name TWDC1-FWO01
Serial Number 1003943
Uptime 85 Days and 16:34:32
System Time Wed Sep 4 23:50:40 2024 - Europe/Zurich
Fimware Version 8.3.1-0086
HA secondary: 172.30.255.2 ©

1. Login to the GUI of the Barracuda firewall.

2. Extract the inbound host rules - Navigate to FIREWALL > Host Rules > Inbound, then right click on
any rule and select Export to File and name the file as Inbound. txt.
3. Repeat the steps above for all highlighted section in the image below and name the files as

« Inbound-User.txt
« Outbound.txt
o Outbound-User.txt
| DASHEQMRD  CONFGURADON  CONTROL  FIREWALL ATP VP 10GS  STATSTKS  EVENTS  S%H ¢

| Prow Woo Duon Q3 B Foou A Qo IR 11 ¢~

J Host Rules - Rules

* Rule Lists
Acoess Rules
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CASHBOARD CONFIGURATION CONTROL FIREWALL ATP WPH LOGS STATIETICS EVENTS SSH
Omorr Il e Dby [ Do % (fsens (L vsen (V) Dyamc T R
View Rl
Host R ulas
“ Rule Lists Clane
I Inbcsund m Copy
Acces Rules o -
i} =M Paste
“ Firewall Objects Degnal Hide inactive Rules Corter
2 _} Parsy Control
Hetaneks Ongnal 5o, Thow Y e a0 Centw
Pows . Faf =l
3 _}vah Show Filter Ctel O 030;
§ _} Pa Fimd i F= s Ref-ml
Ongnal S Select AN <t A= 90203
5 — Farn Deseiect AN WF_ R Ral db
Ougral S 1.TCP . 90203
§ = P ) B Al
e Ongnal 5o, Collipe AN P a7 @
7 — e Copy »PassOviginal Seurce IP (sam.< 1o Chipboard
Ongnal Sou o
5 — o Copy List to Clipbosd BoadC
Schechules Dngrdl S Copy selected to Chpboard e
Interface Ceoups g - } Pais 1o e [
Crignal Sor IS F 807 @ 00
- = Praed Lmif T
4. Extract the forwarding rules - Navigate to FIREWALL > Forwarding Rules, right click on any rule and
select Export to File and name the file as Forwarding Rules.txt
DASHBDARD COWFIGURATION CONTROL FIREWALL ATF WPH LDGS ETATISTICE EVEMTS 22 |:_':.
O Wi Ouo G2 B Foww Ao Qom0 I ¢ A~

Forwarding Rulas - Rules
= Rule Lists

Ao Ruley

Ammdrannn Bodar

Aesor fuarw Festres  Sarvice Senrce W nstarce Dieatiruation =

5. Extract the site-to-site VPN config - Navigate to VPN > Site-to-Site, right click on any entry and select
Export to File and name the file as Site-to-Site-VPN. txt

6. Extract the interfaces and static routes -

DS Oai D CORRATION O TR (22 e ATF n [Bae STATETCE NS p c

= e e [ b SO S G AT A D

Ml Py Pl a0 A Baecs DT RP BGP ek Pl RO Caie

[PAS ——. ™3 [ f— | - -y Whs -y Y— [ - Tamirvs  Pam [ [T W -
ED LA w EZ Tl ar £ T 3 v it TR T ] TR
oe R w wr B e ' a o I AT - - T ot
8 A B0 TRk DA Pl [TEOE . - an ] [r T N TS T DR
O A 0180 skt [ T T ™ 1] [] e S TR e
el R W) w L T LY % waE  u ] P L R - TR | fars ]
A ¥ w L [rs L =T 2 ] L R TR 0000
i A L3 aind fee U b an ] L] el WACANC R W i)
0 An B Rl L] B 1] 4 [] el WA NG 1 e
s 001 Wakn? w woea ar k- nat ] ] el WO WO T ot ]
ﬁpl el T DO 112 PRk - oo Rl ETH e | 1 L] ] - o L =] L] 00000
A T ] s i s ] twar O ] BBy
e R w LS "1 L] L] b o ] fone ] .

- L TR W st » AR i uee

e R s - Fras——— o R ] [Re—————
e iR W pEemahen el YRR ] iy th
= GETnen W pEmembed b L H Fmie1?
- Swccaia ] e CE b LA [] P
. B o - - Gt [*=1] T Es ] Pt
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_Interfaces/IPs P Intedaces Proxy ARPs ARPs Statistics OSPF RIP  BGP  Switch Info IPv6 ND Cache

IP State

@ uRdca.

0 1R eras

@ ninon,
@150 124 L
@ el 24
@ 19508 341000 .
@ 195 EE T
o 19 4354 1d w2732
@) 1356524718323
@ 199€EEN2 1550 up

aiasaaasa

interface
bond0mip2
lodoop
lo:CSC
pvprl.vpn0.vpnrd
bond 1 mip0
pBCSC
pBLSC
p8CSC
p8LSC
pBLSC

Provider Name Ping MAC of duplicate IP
ok
ok
NO
ok
ok
Swisscom [Bulk] NO
Swisscom [Bulk] NO -

L L

Swisscom [Bulk) NO .
Swisscom [Bulk] NO

a. Interfaces:

i. Navigate to CONTROL > Network > Interfaces, right click on any interface and select Export
to File and name the file as interfaces. txt.

ii. Navigate to CONTROL > Network > IPs, right click on any interface and select Export to File
and name thefile as ipaddress. txt.

b. Static routes: In the routing table section, right click on any route entry and select Export to File and

name the file as routes. txt.

Conversion Support

Interfaces
Address objects
Service objects

Static Routes
VPN IPSec

o0k~ ODdD-=
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Bluecoat

Save the configuration from Bluecoat

In the web Ul, go to Backup & Firmware.

Click Import Export.

Select Export full configurations in block Export.

Click Export and save the configuration file, which should be XML-formatted.

AoODbd=

Check Point

To acquire the configuration, please download the following files from the management system, ensure the
configuration is in a text format. FortiConverter can't take binary files.

Use the following command to find the files:
# find / -name "filename"

Savin 1the Check Point source configuration file from Smart Center on
page

Savin 7the Check Point source configuration file from Provider 1 on
page

Savin 8the Check Point source configuration file from VSX Gateway on
page

Saving the Check Point source configuration file from Smart Center

1. Exporting configuration file in JSON format using the "ShowPolicyPackage" tool on page 52
2. Both Checkpoint Smart Center & Gateways with version before R80.10 on page 52
3. Both Checkpoint Smart Center & Gateways are in version R80.10 & Later on page 53

4. Smart Center is on R80.10 and later but Gateways are below R80 such as R77 on page 55
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1. Exporting configuration file in JSON format using the "ShowPolicyPackage"
tool

tool to export the JSON config. Although Check Point R80-R80.30 supports JSON
export, there are some issues in the web API so it could not export complete
configurations

: WARNING: For Check Point R80-R80.30, please do not use the ShowPolicyPackage

To setup “ShowPolicyPackage” tool:

1.

Please navigate to Check Point’s GitHub of "ShowPolicyPackage":
https://github.com/CheckPointSW/ShowPolicyPackage/releases

Find the latest version (which is currently v2.0.6) and download the file "web_api_show_package-jar-with-
dependencies.jar".

Use a SCP tool you preferred to upload the file "web_api_show_package-jar-with-dependencies.jar" to the
SmartCenter Server where Checkpoint R80 management is running.

Before running the tool, please read the file “README.md” in

https://github.com/CheckPointSW/ShowPolicyPackage to know more about how to run the tool, and please
focus more on the section “Examples”.

To run “ShowPolicyPackage” tool:

1.

Please check if the Check Point API is running. Please follow the steps in this article to check the status or
enable the API:
https://community.checkpoint.com/t5/API-CLI-Discussion/Enabling-web-api/td-p/32641

Run the tool from CLI as "expert":

java -jar web api show package-jar-with-dependencies.jar -v

This command shows the list of packages which can be exported.

Run the command to export the selected package to JSON:

java -jar web api_show package-jar-with-dependencies.jar -k PACKAGE NAME -d DOMAIN
NAME

("-d DOMAIN_NAME" is needed only when multiple domains exist.)

A".tar.gz" file would be generated, which contains the JSON config and can be used as the input of
FortiConverter.

. Both Checkpoint Smart Center & Gateways with version before R80.10

Object definitions — "objects 5 0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the
firewall's object definitions.

Policy rulebases — "*.w" or "rulebases_5_0.fws". The file name is "<package name>.W" (default
"Standard.W") or "rulebases_5_0.fws".

[Optional] Route information — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr")onthe
firewall node and then copy and paste the output into a plain text file. Codes in the output indicate if the
route is a directly connected interface, a host route, a network route, and so on. The output varies by the
platform.
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« [Optional] User and user groups file — "fwauth.NDB"

« [Optional] Identity role file - Helps FortiConverter to identify the identity role names referenced in
Check Point policies and set them as policy user groups. However, FortiConverter cannot convert the
identity roles themselves into FortiGate objects. Users should configure them manually using FSSO in

FortiGate.

« [Optional] ifconfig File (For vlan id consistency) — This file can help the converter to determine the
user-set vlan-id for interfaces, if the information is provided. To get this data, enter the command
"ifconfig -a"then copy and paste the output into a plain text file.

« [Optional] DHCP relay file — This file contains the DHCP relay information of interfaces. To get this
data, enter the command "show configuration bootp" then copy and paste the outputintoa

Location

Path or Command

plain text file.
File paths:

File name
objects_5_
0.C

Obiect (Checkpoint

j.et_: _ NG/NGX)

definitions ;
objects.C
(Checkpoint
4.x )
rulebase 5

Policy 0.fws

rulebases <package
name>.W

User anfj User fwauth.NDB

Group file

) . identity_

Identity role file e

Route NA

ifconfig file NA

DHCP relay file | NA

SmartCenter

SmartCenter

SmartCenter

Gateway

Gateway

Gateway

Gateway

SFWDIR/conf
SFWDIR/database/

SFWDIR/conf

SFWDIR/conf/
SFWDIR/database/

SFWDIR/conf/

netstat -nr
ifconfig -a

show
configuration
bootp

3. Both Checkpoint Smart Center & Gateways are in version R80.10 & Later

« Object definitions — "objects 5 0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the

firewall's object definitions.

« Rule definitions — "*.csv". The Policy and NAT CSV files can be exported from the Smart Console (refer

screenshot below)
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[Optional] Route information — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr")onthe
firewall node and then copy and paste the output into a plain text file. Codes in the output indicate if the
route is a directly connected interface, a host route, a network route, and so on. The output varies by the
platform.

[Optional] User and user groups file— " fwauth.NDB"

[Optional] Identity role file - Helps FortiConverter to identify the identity role names referenced in Check
Point policies and set them as policy user groups. However, FortiConverter cannot convert the identity
roles themselves into FortiGate objects. Users should configure them manually using FSSO in FortiGate.
[Optional] ifconfig File (For vlan id consistency) — This file can help the converter to determine the
user-set vlan-id for interfaces, if the information is provided. To get this data, enter the command
"ifconfig -a"then copy and paste the output into a plain text file.

[Optional] DHCP relay file — This file contains the DHCP relay information of interfaces. To get this
data, enter the command "show configuration bootp" then copy and paste the outputintoa
plain text file.

File Path:

objects_5
0.C . SmartCenter
. (Checkpoint $SFWDIR/conf
Object NG/NGX) o
definitions
objects.C SFWDIR/database/
(Checkpoint
4.x )
Policy and NA SmartConsole | Refer to screenshots
NAT files GUI below
SFWDIR/conf/
User an_d User fwauth.NDB | SmartCenter | —or—
Group file
SFWDIR/database/
If:lentlty Role identity_ SmartCenter SFWDIR/conf/
file roles.C
Route NA Gateway netstat -nr
ifconfig file NA Gateway ifconfig -a
show
PHCPrday NA Gateway configuration
file
bootp
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Export Policy file (CSV Format):

Imiplasd Rubes.

Shared Policies 2 LT B psodst bittpe

LA

#{Z) Geo Poloy 3 Cheanup nde * Ay * Any & Asy

K Inspection Settings ®

Export Nat file (CSV Format)

) = ? + LT Actions -I,L
= Access Contre e
Go To Rube
g Policy " Criginal Scurce Original Destinati... Original Services T - 5
- ; : \ - R
BE MAT Aulomalic Generated Rubes : Maching Static NAT (Mo Rules)
Automath Generated Rules : Machine Hide MAT (Mo Rudes)
Shared Poli Automatic Generated Rules : Address Range Stathc MAT (Mo Rules)
_ Automatlc Generated Rules : Mebwork Static NAT (No Rules)
" @ Geo Policy - -
| e & Automatic Generated Rules : Address Range Hide AT (Mo Rules)
Frepechion Seltegs
& I = Automatic Generated Rules : Network Hide MNAT (1-2)
1 & CP default O, A CP default Officc # Any = dOriginal = Criging
2 & CP default O, # Any #*  Any & JOP_default Offic = CQvigine

Blanual Lorwer Rules (Mo Bules)

Note: Alternately, you can chose to download Policy and rule definitions file
"rulebases 5 0.fws" from following path if you are interested to cross verify it with
CSVfile $FWDIR/conf/rulebase 5 0.fws

4. Smart Center is on R80.10 and later but Gateways are below R80 such as R77

« Object definitions — "objects_5_0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the
firewall's object definitions.

« Policy rulebases — "™ .w" or "rulebases_5_0.fws". The file name is "<package name>.W" (default
"Standard.W") or "rulebases_5_0.fws".

« [Optional] Route information — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr") on the firewall node
and then copy and paste the output into a plain text file. Codes in the output indicate if the route is a
directly connected interface, a host route, a network route, and so on. The output varies by the platform.

« [Optional] User and user groups file — "fwauth.NDB"
« [Optional] Identity role file - Helps FortiConverter t
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« o identify the identity role names referenced in Check Point policies and set them as policy user groups.
However, FortiConverter cannot convert the identity roles themselves into FortiGate objects. Users should
configure them manually using FSSO in FortiGate.

« [Optional] ifconfig File (For vlan id consistency) — This file can help the converter to determine the
user-set vlan-id for interfaces, if the information is provided. To get this data, enter the command
"ifconfig -a"then copy and paste the output into a plain text file.

« [Optional] DHCP relay file — This file contains the DHCP relay information of interfaces. To get this
data, enterthe command "show configuration bootp" then copy and paste the outputinto a

plain text file.

File Path:

objects_5
Object 0.C
definitions (Checkpoint
NG/NGX)
rulebase_5
Policy 0.fws
rulebases <package
name>.W
Userand User | ¢ -uth.NDB
Group file
. identity_
Identity role file roles.C
Route NA
ifconfig file NA

DHCP relay file | NA

SmartCenter

SmartCenter

SmartCenter

SmartCenter

Gateway

Gateway

Gateway

/opt/CPR77CMP-
R80/conf

/opt/CPR77CMP-
R80/conf

/opt/CPR77CMP-
R80/conf

/opt/CPR77CMP-
R80/conf

netstat -nr
ifconfig -a

show
configuration
bootp

Note: Alternately, you can choose to download Policy and rule definitions file
"rulebases 5 0.fws" from following path if you are interested to cross verify it with
CSVfile: lopt/CPR77CMP-R80/conf
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Saving the Check Point source configuration file from Provider 1

Provider — 1 to FortiGate conversion
Usually used while converting a single checkpoint firewall to a FortiGate.

1. Both MDS/CMA & Gateways are on version before R80.10

MDS is running with multiple CMA domains and we need to convert a single CMA to FortiGate, please refer
Section-1 to fetch the files.

2. Both MDS/CMA & Gateways are on version R80.10 Or later

MDS is running with multiple CMA domains and we need to convert a single CMA to FortiGate, please refer
Section-2 to fetch the files.

3. MDS/CMA is on R80.10 but Gateways running below R80 such as R77

« We can fetch policy and Nat csv files as mentioned above as the management server running with R80.

« Object definitions and user files are available in the below table.

File Path:
File File name | Location Path or command
objects 5 /opt/CPmds-
Object 0.C R80/customers/<CMA
definitions (Checkpoint MDS/CMA Server>/CPR77CMP-
NG/NGX) R80/conf/
rulebase_5_ MDS/CMA | /opt/CPmds-
Policy 0.fws R80/customers/<CMA
rulebases <package Server>/CPR77CMP-
e Y R80/conf/
/opt/CPmds—
User and
R80/customers/<CMA
:Iser group fwauth.NDB | MDS/CMA Server>/CPR77CMP—
e R80/conf/
/opt/CPmds—
Identity role | identity R80/customers/<CMA
file roles.C MDS/CMA Server>/CPR77CMP-
R80/conf/
Route NA Gateway netstat -nr
ifconfig file NA Gateway ifconfig -a
PHCPrday NA Eriorey show configuration
file bootp
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Note: Alternately, you can choose to download Policy and rule definitions file
"rulebases_5 0.fws"from following path if you are interested to cross verify it with
CSVfile: lopt/CPmds-R80/customers/<CMA_Server>/CPR77CMP-R80/conf/

Saving the Check Point source configuration file from VSX Gateway

To achieve this, we need to fetch Policy file for each corresponding VSYS. The direction to export such file is
outlined below.

All objects belonging to different VSYS (excluding to Security rule and NAT rules) are maintained in one
common file. For example, Object.c

1. Both Checkpoint Smart Center & VSX Gateways(VS) are in version
R80.10 & Later on page 58

2. Both Checkpoint Smart Center & VSX Gateways(VS) with version
before R80.10 on page 60

1. Both Checkpoint Smart Center & VSX Gateways(VS) are in version R80.10 &
Later

« Policy and rule definitions — "*.csv". The Policy and NAT CSV files can be exported from the Smart
Console (refer screenshot below)

o Object definitions — "objects 5 0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the
firewall's object definitions.

« Route information (optional) — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr") on the firewall node
and then copy and paste the output into a plain text file. Codes in the output indicate if the route is a
directly connected interface, a host route, a network route, and so on. The output varies by the platform.

« User and user groups file (optional) — "fwauth.NDB"
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File Path
File File name
objects 5
0.C
- (Checkpoint
Object NG/NGX)
definitions
objects.C
(Checkpoint
4.x )
Policy and
NAT files NA
User anfi user | . vauth.NDB
Group file
Route NA

Location Path or Command

SmartCenter
SFWDIR/conf
SFWDIR/database/
Refer to

SmartConsole

GUI screenshots
below
SFWDIR/conf/

SmartCenter —Or—
SFWDIR/database/

Gateway netstat -nr

Export Policy file (CSV Format):

Shared Polic

-@ G Podacy 3
=

A Inspection Settings
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Export Nat file (CSV Format)

shared Policies
» () Gao Policy

}" Imspesction Settengs =

2. Both Checkpoint Smart
R80.10

=- 7 == || Actions -IN
. "= M

G0 To Rule.

Original Source Original Destinati... Original Services Ti 5
Eaport

Aulomatic Generated Rubes : Machine Static NAT (Mo Rules)

Automatic Generated Rules : Machine Hide MAT (Mo Rules)

Automatic Gererated Rules : Address Range Static MAT (Mo Rules)

Automathc Generated Rules : Mebwork Static NAT (Mo Rules)

Aubomatic Generated Rules : Address Range Hide NAT (Mo Rules)
= Automatic Generated Rules : Network Hide MAT (1-2)

1 & CP default OH_. & CP defsult Offici Any = dOwiginal Criging

2 A CPodefault Of..  # Ay #* Any & 0P _default Offic = Origing

Banual Lorwer Rules (Mo Bules)

Center & VSX Gateways(VS) with version before

« Object definitions — "objects 5 0.C" (Check Point NG/NGX) or "objects.C" (Check Point 4.x) contains the

firewall's object definitions.

« Policy rulebases — " .w" or "rulebases_5_0.fws". The file name is "<package name>.W" (default
"Standard.W") or "rulebases_5_0.fws".

« Route information (optional) — Helps FortiConverter to correctly interpret the network topology being
converted. To get this data, enter the route print command (for example, "netstat -nr") on the firewall node
and then copy and paste the output into a plain text file. Codes in the output indicate if the route is a
directly connected interface, a host route, a network route, and so on. The output varies by the platform.

« User and user groups file (optional) — "fwauth.NDB"

File paths:

objects_5
0.C
(Checkpoint
NG/NGX)
objects.C
(Checkpoint
4.x)

Object
definitions

rulebase_5
Policy 0.fws
rulebases <package

name>W

User and user

Group file fwauth.NDB
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SFWDIR/conf
SmartCenter | —or—
SFWDIR/database/

SmartCenter | SEWDIR/conf

SFWDIR/conf/
SmartCenter
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File File name Location Path or Command
SFWDIR/database/
Route NA Gateway netstat -nr

Ciena (Vyatta)

Save the configuration from Ciena

1. Use an SSH terminal and connect to the device.
2. Inputcommand"set terminal length 0"
3. Input"show configuration all"and save the output configuration.

Please note that FortiConverter requires the structural configuration file as a valid input.

For example:

firewall {

all-ping enable

broadcast-ping disable

config-trap disable

group {

address-group ADDR GRP1 {
address 10.58.14.15
address 10.58.14.16
address 10.58.14.17

}

address-group ADDR GRPZ {
address 10.58.186.41
address 10.58.186.52

CIPA Firewall

Ay
‘Q' Customer can reach out to CIPA filter support team for a decrypted
- source file
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Cisco

Cisco ASA, FWSM, and PIX

Save the configuration from Cisco

To get the configuration, you can use the CLI commands:

terminal length O
show running-config

Copy and paste the outputs into a plain text file.

Cisco FTD
Part 1: Save LINA configuration on page 62
Part 2: Backup the NGFW Rules, Snort3, FQDN from FTD on page 62
Part 1: Save LINA configuration
To get the configuration, you can use the CLI commands:

terminal length O
show running-config

Copy and paste the outputs into a plain text file.

Part 2: Backup the NGFW Rules, Snort3, FQDN from FTD

This guide briefly shows where to find the NGFW Rules, IPS, FQDN and how to save in a txt file.
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From FTD CLI expert mode navigate to the directory ngfw/var/sf/detection
engines/<UUID>/ngfw.rules by following the steps below:

1.

2. Navigate to the directory ngfw/var/sf/detection engines/ byusing cd command.
3. Verify the uuid by 1s command.

eaTdi0ba-E8Ta-1 lebh-bhaa-c A0l ERIT

4. List all the files and folders in the current directory usingthe 1s -1 command.
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5. Get the files, for example, if we are trying to fetch NGFW_rules use the command cat NGFW_rules.

6. Copy and paste in a text file.

Cisco Meraki

Save the configuration on Cisco Meraki

1. Please follow the steps in the Meraki documentation below to generate an API key:
https://documentation.meraki.com/General_Administration/Other_Topics/Cisco_Meraki_Dashboard_
API

2. Fortinet provides a Python script, fcon meraki backup.py, Which exports backup config files which
can be converted by FortiConverter. Please download the script from the FortiConverter application:
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This script is also available in the FortiConverter tool’s GitHub:
https://github.com/fortinet/forticonverter-tools/blob/main/fcon_meraki_backup.py

3. Run the script file and select the organization and network you would like to backup.
Example procedure:

(MerakiBackup) C:\=py fcon_meraki_backup.py [API_KEY]
Welcome to Meraki config backup tool for FortiConverter.

The following organizations are fetched by the API key:
1. 1365006: CWP

Only one organization is fetched. Selecting "CWP" automatically.

The following networks are fetched from organization "CwWP":
1. L_376858995U3372581883: nac

Only one network is fetched. Selecting "nac" automatically.

Backup config file is saved as "meraki_backup_CwWP_nac_26231128161249.json".

For a detailed instruction of the script, please see the README file in the link below:
https://github.com/fortinet/forticonverter-tools/blob/main/README.md

Forcepoint

Save the source configuration files on Forcepoint Sidewinder on page 66

Save the source configuration files on Forcepoint Stonesoft on page 67
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Save the source configuration files on Forcepoint Sidewinder

The following is for McAfee Firewall Enterprise 8. The config is binary therefore the output of the following
commands must be saved to a text file for FortiConverter.
o Interface and Zone (cf interface|zone|zonegroup query)

« Address object and address group object (cf
domain|ipaddr|iprange|subnet|host|geolocation|netgroup query)

« Service object and service group object (cf application|appgroup query)
« NAT objects (cf netmap query)

o Admin users and firewall users & user groups (cf adminuser query, cf udb query, cf
usergroup dquery)

o Staticroutes (cf route query)
o Firewall Policy (cf policy query)

Syntax difference on Sidewinder's CLI between v7 and v8

McAfee Firewall Enterprise v7 McAfee Firewall Enterprise v8

cf interface query

cf burb query

cf burbgroup query
cf domain query

cf ipaddr query

cf iprange query

cf subnet query

cf host query

cf geolocation query
cf netgroup query

cf service query

cf servicegroup query
cf netmap query

cf adminuser query
cf udb query

cf usergroup query

cf static query

cf policy query
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cf interface query

cf zone query

cf zonegroup query
cf domain query

cf ipaddr query

cf iprange query

cf subnet query

cf host query

cf geolocation query
cf netgroup query

cf application query
cf appgroup query
cf netmap query

cf adminuser query

cf udb query

cf usergroup query

cf route query

cf policy query
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Sample CLI commands to retrieve configurations from Sidewinder and upload to
a SCP server.

cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft
cft

interface query > fc interface.txt

burb query > fc burb.txt

burbgroup query > fc burbgroup.txt
domain query > fc domain.txt

ipaddr query > fc ipaddr.txt

iprange query > fc iprange.txt

subnet query > fc subnet.txt

netgroup query > fc netgroup.txt

service query > fc service.txt
servicegroup query > fc servicegroup.txt
adminuser query > fc adminuser.txt

udb query > fc udb.txt

usergroup query > fc usergroup.txt
static query > fc static.txt

policy query > fc policy.txt

ipsec query show clear passwords=true > fc ipsec.txt
geolocation list > fc geoloc list.txt
geolocation query > fc geoloc query.txt
netmap query > fc netmap.txt

cat fc_*.txt > forticonverter.txt
scp -v forticonverter.txt <username>@xxXX.XXX.XXX.XXx:/

Save the source configuration files on Forcepoint Stonesoft

To get the XML format configuration file, you can find the export function from the web GUI:

Choose Menu > File > Export > Export All Elements

Huawei

Exporting config through web operation

1.
2.
3.

Choose System > Configuration File Management.
Click Exportin Current Configuration.
Click Save and select a path on the terminal to save the configuration file.
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Juniper

Save the configuration from Juniper

To get the configuration, for both ScreenOS and Junos, in the web Ul, go to Configuration> Update
> ConfigFile.

Alternatively, for ScreenOS only, you can use the get conf CLI command and paste the output into a plain
text file.

For Junos, FortiConverter requires the structural configuration file as a valid input.
For example:

show configuration
## Last commit: 2013-06-05 11:28:53 CST by master
version 10.2S7;
groups {
node0 {
system {
host-name SRX3400-Active;
backup-router 172.16.1.254 destination 0.0.0.0/0;

interfaces {
fxp0 {
unit 0 {
family inet {
address 172.16.1.1/24;

Palo Alto Networks

Configuration File from Palo Alto FW (Not Managed by Panorama)

1. Log-into Palo Alto FW web Ul using super-user account.

2. Inthe web Ul, go to Device > Setup > Operations, then click Export named configuration
snapshot.
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paloalto
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3. Select the running-config.xml from the dropdown menu.
paloalto _ _
in 1w Dashboard ACC Manitod Policies Objecis Hetwaork 5 @ * Q%

4. Download the file above and upload to FortiConverter through the source configuration tab and follow the
steps in conversion process.

Configuration File from Palo Alto FW Web Ul (Managed by Panorama)

1. Logintothe Palo Alto FW web Ul using super-user account.
2. Inthe web Ul, go to Device > Support > Tech Support File, then click Generate Tech support File.
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paloalto
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4. Unzip and Untar the file and then navigate to the path \opt\pancfg\mgmt\saved-configs\ to
fetch a file named "merged-running-config.xml".

B merged-rirsing-conligaml
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5. Use the file above to upload to FortiConverter through the source configuration tab and follow the steps in
conversion process.

Configuration File from Palo Alto FW CLI (Managed by Panorama)

1. Log-into the Palo Alto FW CLI using super-user account.

2. Use these commands to generate or export "tech-support-file" to TFTP server or SCP server:
> tftp export tech-support to <tftp host>
> scp export tech-support to <username@host:path>

3. Unzip and Untar the file and then navigate to path \opt\pancfg\mgmt\saved-configs\ tofetcha
file named ".merged-running-config".

4. Use the file above to upload to FortiConverter through source configuration tab and follow the steps in
conversion process.

FortiConverter Service 23.1.0 Admin Guide
Fortinet Inc.

71



Save Source Configuration File

PFSense

Save the source config on PFsense

STEP 1: In the web Ul go to Diagnostics > Backup & Restore

Diagnostics / Backup & Restore / Backup & Restore (7]

Backup & Reston

Conhg Histony

Backup Configuration

Backup ares

Skip packages
Ship RAD data

Include extra data

Bachosg F5H keys

Eneryplicn

Do rot baschoup package information
B Do o Backop FRD datas (HOTE: RRD Dala can cordums 4+ megabyted of conlgaml sgaceT)

Backug exim data

Backup extn data les for sorme sevices. ()

Backup 5M keys (olthenwise clients would fail to recognize the host keys after restore)

Encrypt this oarfaguration file

&, Deramibased configurtion s XML

STEP 2: Click on "Download configuration as XML"
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Mikrotik

Saving the source config files on Mikrotik

STEP 1:In terminal, goto /system backup

MMM MMM MMM TIITI EEK EEFE RRRERER QO0000 TIT ITI EEE EEK
MM MM MMM III KEKEK RRE EER 000 000 TIT II1 EEEEE
MMM MMM III FEK EEK  RRERER 000 000 TIT III EEK EEK
MMM MMM III EEE EKEEKE FERE FEER ] TIT III EFE EEK
MikraTik Router0S T7.11.2 (e) 1999%-2023 htepa:/  www. mikrocik. com/

Press Fl for help

[admi nfMY FraTik] >

Saving system configuration

Configuration backup saved

[admin@MikroTik] > /system/ backup/
[admin@MikroTik] /system/backup> /file/ print

m

Columna: HAME, TYPE, S5IZE, CREATION-TIME

# HAME TYFE SIZE CREATION-TIME

0 skins directory 2023-10-25% 20:56:1%9
1 MikreTik-20231025-2143.backup backup 19 3K1B 2023-10-25 21:43:36
2 mikrotik backup_config.backup baclkup 18, 3KiB  2023-10-25 21:46:02
3 test.backup backup 15.4KiB 2023-10-2%5 21:4%:09
[admin@MikroTik] /system/backup> I

o

STEP 2: Export the source config into readable format

Execute: /export file=read

T At Le TILL G LW @ ke T
[admin@MikeoTik] /aystem/backup>» export fi=test.rsc

bad command name export (line 1 column 1)

[admin@MikroTik] /aystem/backup> fexport filespead

[admin@Mikrolik] /system/backup> /file/ print

Columns: MAME, TYPE, SIZE, CREATION-TIME

# HAME TYFE S1IE CREATION-TIME

0 skins directory 2023-10-25 20:56:19
1l MikroTik-20231025-2143.backup backup 19.3KiB 2023-10-25 21:43:36
2 mikrotik backup config.backup backup 19,3KiB 2023=-10=-25 21:46:02
3 teat.backup backup 19.4KiB 2023=-10-25 21:49:0%
4 read.rac script 567 2023-10-25 22:49%:38
5 pub directory 2023-10-25 22:4%:38
[admin@MikroTik] /system/backup: l

read. rsc is readable format of source config

Config looks like below:
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7 read - Motepad

File Edit Format WView Help

B 2023-10-25 22:49:38 by Router0S 7.11.2

# software id =

#

jinterface ethernet

set [ find default-name=etherl ] disable-running-check=no
Jinterface wireless security-profiles

set [ find default=yes ]| supplicant-identity=MikroTik
/port

set @ name=serial®

set 1 name=seriall

J/ip settings

set max-neighbor-entries=2048

fipve settings

set max-neighbor-entries=1824

fip address

add address=18.1608.67.165/24 interface=etherl network=18.160.67.8
/ip dhcp-client

add interface=etherl

/ip route

add gateway=18.168.67.1

/system note

set show-at-login=no

SmoothWall

Steps to extract the Smoothwall source configuration files

Login via SSH and retrieve the .json filesinthe /settings/ directory of the Smoothwall's linux OS.
All the configurations will be located inside /settings/
1. Interfaces

Interfaces_ethernet.json: /settings/ethernet.json

2. Addresses and Address groups
AddressObjects_namedaddresses.json: /settings/namedaddresses.json

3. Service and Service groups
ServiceObjects_namedservices.json: /settings/namedservices.json
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4. DNS
LocalDNSHosts_dnsmasq.json: /settings/dnsmasqg.json

5. Firewall Policies
FirewallRules_ipfilter.json: /settings/ipfilter.json

6. Virtual IPs / Destination NAT
PortForwards_dnat.json: /settings/dnat.json

7. Source NAT
SourceNAT_LoadBalance_snat.json: /settings/snat.json

Shorewall

Save the configuration from Shorewall

There are two methods to save the Shorewall configuration. Follow one of the methods blow based on your
preference.

Method 1 - Extract files from CLI

When accessing the device remotely, use SSH to connect: #ssh user@device-ip

The Shorewall configuration files are typically located in /etc/shorewall, navigate to this directory using:
#cd /etc/shorewall

Below are the paths for each file:

Policy - /etc/shorewall/policy

Rules - /etc/shorewall/rules

Hosts - /etc/shorewall/hosts

Zones - /etc/shorewall/zones
Interfaces - /etc/shorewall/interfaces

Use scp(secure copy) command to transfer the files from the device to your local machine.

For example:

scp user@device-ip:/etc/shorewall/hosts /local/path/hosts
scp user@device-ip:/etc/shorewall/zones /local/path/zones
scp user@device-ip:/etc/shorewall/policies /local/path/policies

Replace /1ocal/path/ with the directory on your local machine where you want to save the files.

Method 2 - Extract Files Using GUI

There are a couple of places to choose from to extract files from the GUI.

1. Shorewall Web Interface

If you have a web-based management tool set up for Shorewall, such as Shorewall Web, follow these steps:
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1. Loginto the Shorewall Web interface by navigating to the appropriate URL on your browser.

2. Navigate to the section related to configuration or settings. The interface should have options to view or
export configuration files.

3. Export files - If the web interface provides an option to export or download the configuration files, use it to
save hosts, zones, and policy files to your local machine.

2. Web-Based Firewall Management

Some firewall management systems that integrate with Shorewall may offer a GUI with configuration section.
In a firewall management system that integration with Shorewall:

1. Find Configuration Section: Locate the section where you can view or manage the Shorewall
configuration.

2. Download or Export: Use any available options to download or export configuration files.

3. Using Dedicated GUI Tools

Option 1: Webmin

Webmin is a web-based interface for system administration. If it is set up to manage Shorewall, Shorewall
configuration can be exported from Webmin. Instruction on exporting Shorewall configuration from Webmin:

1. Access Webmin - Open your browser and go to the Webmin interface (e.g., http://your-server-
ip:10000).
2. Navigate to Shorewall - Go to the Networking section and find Shorewall or firewall-related modules.

3. Download Configuration - Webmin might have options to view or download the Shorewall configuration
files.

Option 2: Firewall Management GUI

There are certain Linux distributions of third-party tools with a firewall management GUIs that supports
Shorewall.

Instruction on exporting Shorewall configuration from these Linux distributions or third-party tools firewall
management GUI:

1. Access the GUI application.

2. Locate Shorewall Settings: Find the section for managing Shorewall.

3. Export or View Files: Use the export or download functionality to download the configuration files.
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SonicWall

In the web Ul, go to System > Settings > Export Settings to export the settings file.

Sophos

Save the source configuration files on SFOS on page 77
Save the source configuration files on Cyberoam OS on page 78

Save the source configuration files on SG on page 78

Save the source configuration files on SFOS

In the web Ul, go to Backup & Firmware.

Click Import Export.

Select Export full configurations in block Export.

Click Export and save the configuration file, which should be XML-formatted.

Please note that the Sophos backups are no longer xml format, it is
encrypted now. This minor security enhancement was introduced since v17.5

MR4, April 2019.

AoODbd=
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Save the source configuration files on Cyberoam OS

1. Inthe web Ul, go to System.
2. Click Maintenance.
3. Click Import Export and save the configuration file, which should be XML-formatted.

Save the source configuration files on SG

Option 1 (through WinSCP):

1. In Webadmin, open the printable configuration.
-
SOPHOS oo [B1@Q C i ( l’

Printsbbe Condguradon

To Qinddate & DRnthbbe v i Of M Jivid @ CONBgUIalion, (ick the
bufian to Fw lefdl

| Gt st Fipeadt. M {Opeina ...

Rélease 9.700-5 © J000- 2020 Sophos Limied Al Aghts résermd

Download a printable configuration from the GUI under Support > Printable Configuration on UTM 9
firewall.

Use WinSCP to connect to the FileSystem of your appliance using SSH.

Navigate to /var/chroot-httpd/var/webadmin

Create a new folder xx on your computer, and store all the necessary files. Create a subdirectory yy
Copy the folder "printable_configuration" into directory xx

On your appliance, move to the subfolder var (/var/chroot-httpd/var/webadmin/var). There
you will find a directory with a cryptic name e.g.[:$]LIHKeSjlOjzQrjuMESN, double click on it.
7. Copy all the folders from that directory (downloads,objectcache,uploads,xml) to your local folder yy.

o0k~ ODN
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8. On your computer navigate in the folder ....xx\yy\xm/\
9. Open webadmin.xml in a browser to access the offline configuration.

(This process contains plain text passwords and pre-shared keys, please be mindful of it)

¥ [l Sophos --  Folder
v K --  Folder
v ¥y --  Folder
¥ XML -- Folder
web-part.xml 278 bytes XML text
webadmin-part.xml 277 bytes XML text
webadmin.xmi IMB XML text
web_security-part.xml 275 bytes XML text
voip-part.xmil 291 bytes XML text
user_preferences-webadmin-objs.xmi 351 bytes XML text
uplink-part.xml 297 bytes XML text
up2date-part.xml 280 bytes XML text
time-objs.xml 178 bytes XML text
storage.xsl 14 KB Sublim...cume
stas-part.xml 296 bytes XML text
ssl_vpn-remote_access_profile-objs.xml 332 bytes XML text
ssl_vpn-objs.xml 184 bytes XML text
ssl_s2s-part.xml 299 bytes XML text
ssl_ras-part.xml 292 bytes XML text

10. Use the file "webadmin.xml" as the input for the FortiConverter tool.

If you have any question, please kindly contact Sophos customer support.

Reference: https://community.sophos.com/utm-firewall/f/general-discussion/22706/howto-export-complete-

printable-configuration
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Save Source Configuration File

Option 2 (through SSH):

1. In Webadmin, open the printable configuration.

-
SOPHOS remoc s i’
»
Pricitabig ConSguraton
2 Generals Report Mow (Opens... To Ginedade & prnthble vidiedn of Te dévidd ¢ Gnlguralion, (ick the

bt 0 e b

Download a printable configuration from the GUI under Support > Printable Configuration on UTM 9
firewall.

2. Use ssh command to connect to the SG appliance, if the current login user is not "admin", you may
consider to run "su admin" to obtain file system access permission.

3. Navigateto /var/chroot-httpd/var/webadmin

4. On your appliance, move to the subfolder var (/var/chroot-httpd/var/webadmin/var). There
you will find a directory with a cryptic name e.g.[:$]LIHKeS;jlOjzQrjuMESn, double click on it.

5. Run'"cat webadmin.xml", then copy & paste the outputs into a text file.

6. Use the file as an input for the FortiConverter.

If you are using Putty to access the appliance, please enable logging to preserve all the

vy outputs.
* ‘ When you want putty to log all your session output, you have to change the default
settings:
- 1. Open putty and go to Session -> Logging.

2. Select all session output and specify a log file.
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Ubiquiti

Save the configuration from Ubiquiti

GUI: Access the EdgeRouter Web Ul.

1.

2.
3.
4.

Navigate to the System tab in the bottom-left of the Web Ul to download the backup configuration
archive.

Go to System > Configuration Management & Device Maintenance > Back Up Config
Download the backup config file by clicking on the Download button.
The EdgeRouter will prompt you to save the .zip file archive on your computer.

For more information, please refer to:

https://help.ui.com/hc/en-us/articles/360044753453-EdgeRouter-Backing-Up-the-Config-Directory

Watch Guard

Save the configuration from Watch Guard

Use Policy Manager to download your configuration file.

1.
2,

3.

Select File > Save > As File.
Type the name of the file.
Click Save.

Zyxell

USG/ATP/VPN - Save the source configuration on Zyxell

Detailed instructions on where to find the current configuration and download it:

1.
2.

Log into the device and navigate to Maintenance > File Manager > Configuration.
The current configuration is saved on the device in the file named startup-config.conf

FortiConverter Service 23.1.0 Admin Guide
Fortinet Inc.


https://help.ui.com/hc/en-us/articles/360044753453-EdgeRouter-Backing-Up-the-Config-Directory

Save Source Configuration File

Configuration File

Firmware Management

Shell Script

Configuration Schedule Backup

ﬁ File Manager
}& — Diagnostics
— Packet Flow Explore

— Shutdown/Reboot

Configuration Files
' |- & Do cad B Co >

# Fle Name
backup_fgdn.conf
startup-config.conf

backup.conf

system-default.conf

[ER SRR <

lastgood.conf

Page EI of 1 Show items

3. The configuration for the factory settings is saved under system-default.conf
4. The configuration can be downloaded via the Download button.

Configuration Files /
Y Re e W Remc &= Download |B Copy [> Apply B Email

File Name

backup_fgdn.conf

startup-config.conf

backup.conf

system-default.conf

#
1
2
3
4
5

lastgood.conf

Fage III of | Show items
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