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Change Log

Date Change Description

June 26, 2025 Initial release.



Introduction

This document provides a list of new features and changes, and product integration support information for FortiAppSec Cloud
25.2.a. Please review all sections of this document before using this service.

FortiAppSec Cloud is an advanced SaaS based, cloud-native Web Application and API Protection (WAAP) platform designed to
defend web applications and APIs from modern cyber threats. It delivers a unified security framework that combines cutting-
edge threat intelligence, Al-driven detection, and automated response capabilities, ensuring comprehensive protection against
evolving attack vectors.

Web Application Firewall (WAF)

Protects web and API applications from OWASP Top 10 threats, zero-day vulnerabilities, and sophisticated Layer 7 attacks
with adaptive security policies and real-time threat intelligence.

DDoS
Mitigates network and application layer attacks, featuring real-time customizations, automation, and a 24/7 SOC.
Advanced Bot Protection

Detects and mitigates malicious automated traffic, preventing attacks such as bot-driven scraping, credential stuffing,
account takeovers, and AP| abuse through behavioral analysis and machine learning.

Global Server Load Balancer (GSLB)

Enhances application availability and resilience by distributing traffic across multiple data centers or cloud environments,
reducing latency and ensuring business continuity.

Threat Analytics

Leverages Al-powered analytics to correlate security events across your application stack, filtering out false positives and
highlighting critical incidents that require immediate attention.



What's new

FortiAppSec Cloud 25.2.a offers the following new features:

WAF

SOCaas Integration

You can now enable Security Operations Center-as-a-Service (SOCaaS) for your WAF applications by clicking the Enable
S0Caas$ button on the WAF > System Settings > Settings page. This opens the SOCaaS portal to complete onboarding.
SOCaaS is available for customers with the Enterprise bundle or customers that purchased the SOCaaS SKU.

Once onboarding is successful, you should see the updated SOCaaS status on the same Settings page.

For more information, please refer to WAF Settings.

GSLB

Enhanced Diagnostics for GSLB Topology (VS/HC) and Fabric Connectors

You can now run diagnostics on Virtual Servers, Fabric Connectors, and Health Checks directly from the GSLB Topology view
by selecting the item and clicking Diagnose. This provides quick visibility into connection and health check issues.

For more information, please refer to Topology.


https://docs.fortinet.com/document/fortiappsec-cloud/latest/user-guide/998388/waf-settings
https://docs.fortinet.com/document/fortiappsec-cloud/latest/user-guide/945049/topology

Product integration and supported web browsers

This section lists the product integrations and web browsers supported by FortiAppSec Cloud 25.2.a.

Supported products for ABP Integration:

Product Tested Versions

FortiWeb FortiWeb 7.4.8 and later versions
FortiADC FortiADC 7.4.3 and later versions

Supported web browsers:
* Mozilla Firefox 59 and later versions
* Google Chrome 65 and later versions

We strongly recommend you set either of the web browsers as your default web browser when working with FortiAppSec Cloud.
You may also use other (versions of the) browsers, but you may encounter certain issues with FortiAppSec Cloud's Web GUI.



Resolved issues

This release has no resolved issues. For inquiries about particular bugs, please contact Fortinet Customer Service & Support.


https://support.fortinet.com/

Known issues

There are no known issues in FortiAppSec Cloud version 25.2.a. For inquiries on particular bugs, please contact Fortinet
Customer Service & Support.


https://support.fortinet.com/
https://support.fortinet.com/
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