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Introduction

Introduction

This document provides information about FortiSOAR MEA version 7.3.1. FortiSOAR MEA is a management extension
application (MEA) that can be enabled with some FortiManager models.

Key Concepts

Fortinet Security Orchestration, Automation, and Response Platform (FortiSOAR™) is a centralized hub for all of your
security operations. Our platform provides customizable mechanisms for prevention, detection, and response that work
across tools in your environment. The FortiSOAR MEA gets installed on FortiManager and allows you to manage your
security operations using FortiManager and without the need of having a separate FortiSOAR instance.

How FortiSOAR MEA works with FortiManager

When enabled, the FortiSOAR MEA gets installed on FortiManager. An MEA is a management extension application
that is released and signed by Fortinet to run on FortiManager. An MEA is full-fledged running instance of product in form
of a docker container, enabling you to use and monitor different solutions from Fortinet using a single pane of glass.

From FortiManager version 7.0.0 onwards, there is a capping of 50% on RAM and CPU for
MEAs. This means if FortiManager has 8 CPUs and 16 GB RAM, then only 4 CPUs and 8 GB
RAM will be available to MEAs. Note that this 4 CPUs and 8 GB RAM will be used for all the
MEAs, and not just for the FortiSOAR MEA. Therefore, users need to ensure that they
provision FortiManager with sufficient resources to meet the minimum (default) FortiSOAR
O MEA configuration of 4 CPU cores and 8 GB RAM, which would mean that FortiManager
? should be deployed with a minimum of 8 CPUs and 16 GB RAM. However, to use FortiSOAR
- MEA at a production volume, you should provide the standard configuration of 8 CPUs and 32
GB RAM and depending on the number of running applications, the FortiManager resources
should be increased. For example, if you are running only the FortiSOAR MEA at a
production volume, i.e., at the standard configuration of 8 CPUs and 32 GB RAM on
FortiManager, then ensure that the FortiManager has a minimum configuration of 16
CPUs and 64 GB RAM.

You must also specify the ElasticSearch and Celeryd configuration follows, if your FortiSOAR MEA is running at a
production volume of 8 CPUs and 32 GB RAM:

e /etc/elasticsearch/jvm.options.d/fsr.options (withinthe FortiSOAR running container):

-Xms8g
-Xmx8g

e /etc/celeryd/celeryd.conf (within the FortiSOAR running container):
CELERYD OPTS="--autoscale=16,8"
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Quick Start

Quick Start

This section includes the following information to help you get started with using FortiSOAR MEA:

Enabling the FortiSOAR MEA

Accessing FortiSOAR MEA using SSH

FortiSOAR MEA usage

Changing the HTTPS port for GUI access

Backing up and restoring FortiSOAR MEA configurations

Enabling the FortiSOAR MEA

FortiManager provides access to a FortiSOAR MEA application that is released and signed by Fortinet.

A\,

b [ 4
? Only root users or users with sudo permissions can enable management extensions.

Enabling the FortiSOAR MEA using the FortiManager GUI

o b=

Ensure you are using ADOM version 6.4 or later.

Log on to FortiManager and navigate to Administration > System Settings > Management Extensions.

Click the grayed-out tile for FortiSOAR MEA to enable the application.

Click OK on the confirmation dialog to install and open the FortiSOAR MEA .

Note: It may take some time to install the application. Also, note that on the first boot of FortiSOAR MEA, the
Configuration Wizard runs automatically and performs the initial configuration steps for FortiSOAR MEA, such as

enabling the embedded (default) Secure Message Exchange (SME), installing the trial license, etc. All of these
steps take some time for completion.

Enabling the FortiSOAR MEA using the CLI

Login to FortiManager using SSH.

Enable the FortiSOAR MEA using the following commands:
FMG-VM64 # config system docker

(docker) # set status enable

(docker) # set fortisoar enable

(docker) # end

You can check the status of the FortiSOAR MEA using the following command:
FMG-VM64 # diagnose docker status
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Licensing FortiSOAR MEA

Once the FortiSOAR MEA extension is enabled, a trial FortiSOAR experience gets activated. The FortiSOAR MEA is
shipped with a Trial (Extension) license by default and you do not need to install any additional license to use FortiSOAR

MEA on FortiManager. The trial mode is limited by 2 users that can use FortiSOAR MEA for a maximum of 300 actions a
day.

NP Important steps such as "Create Records", "Update Records", "Find Records", "Connection
‘Q' Actions", etc., are counted towards the maximum action count limit of 300. However, steps
- used for data manipulation such as "Wait", "Approval", "Loops", "Reference a Playbook", etc.

are not counted towards the action count restriction.

For a more extensive usage without action count limit and to enable more users, you can update the trial license at any
time to a FortiSOAR license. However, since the trial license is an "Enterprise" type license, you can only deploy a
FortiSOAR license of type "Enterprise" using the FortiSOAR UI.

To update the Trial (Extenstion) license to a FortiSOAR license:

1. Log onto FortiSOAR.
2. Click Settings > License Manager to open the L.icense Manager page as shown in the following image:

em / License Manager

System

System License Manager

System Configuration Serial Number FSRVMPTM22000341

e Type Trial(Extension)
License Manager .

Edition Enterprise
Notifications

Allowed User Seats 2 Users
Data Archival

User Seats Consumed 1 Named, O Concurrent

Agent Configurations Threat Intel Management Disabled
Service Subscription

Secure Message Device UUID €354033d4ab ——memmmmeeeeeeeeeeeeeeee [ o
Exchange

Allowed Actions Per Day 300 (Consumed: 8/300)
Agents

3. Toupdate your license, click Update License and either drag-and-drop your updated license or click and browse to
the location where your license file is located, then select the file and click Open.

For detailed information on deploying the FortiSOAR "Enterprise" license, see the Licensing FortiSOAR chapter in the

"Deployment Guide."
NP Administration credentials are needed for deploying subsequent FortiSOAR licenses.
‘Q' However, for FortiSOAR running as a FortiManager extension, the FortiManager session is
- used to validate users; therefore, users does not need to enter credentials, while uploading the

FortiSOAR license.
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Accessing FortiSOAR MEA using SSH

If you SSH to FortiSOAR MEA on FortiManager for the first time, then you must accept the FortiSOAR MEA EULA. To
accept the EULA on the FortiManager CLI, do the following:

1. Login to FortiManager using SSH.

2. Ensure that the FortiSOAR MEA Extensions is enabled. For more information, see Enabling the FortiSOAR MEA
MEA using the CLI section.

3. Getthe FortiManager root prompt by running the execute shell command.

4. Run the following command:
docker exec -ti -u csadmin fortisoar fortisoar 1 bash -1
This command will ask you to accept the EULA. You must accept the EULA before you can proceed to the
FortiSOAR MEA Configuration Wizard.
After you accept the EULA and the Configuration Wizard is run, you can perform various operations on the
FortiManager CLI such as checking the statuses of the FortiSOAR MEA using the FortiSOAR Admin CLI (csadm).
For example, to check the status of services run the csadm services --statuscommand. For more
information on 'csadm'’ see the see the FortiSOAR™ Administration Guide.

Provisioning Failures

If there are any provisioning failures, such as failures while the Configuration Wizard is being run, or failures while
configuring the embedded Secure Message Exchange, or if the Trial License fails to install, then appropriate error
messages are displayed on the FortiSOAR Ul making it easier to understand the cause of the error, as shown in the
following sample image:

FortiSOAR"

The FortiSOAR system provisioning has

More details below -

Steps
Initial Configuration
Embedded Secure Message Exchange Configuration

Trial License Installation

For more troubleshooting steps, please refer to the FortiSOAR Deployment guide or get in touch with your
system administrator.
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Additionally, if there is any issue with the activation of the 'Trial License', then the FortiSOAR Ul displays the 'License
Upload' page, along with information about the activation failure, as shown in the following image:

£12 FortiSOAR v = & (& aamin v

FortiSOAR"

Welcome to FortiSOAR!

& Upload License 1 Retry Sync

FortiSOAR MEA usage

Al
‘Q' All users get created as 'admin' users when they log onto FortiSOAR MEA for the first time, as

only admin users have access to FortiSOAR MEA on FortiManager.

From release 7.2.0 onwards, the SOAR Framework Solution Pack (SP) is installed by default with the fresh installations
of FortiSOAR MEA. The SOAR Framework Solution Pack (SP) is the Foundational Solution Pack that creates the
framework, including modules, dashboard, roles, widgets, etc., required for effective day-to-day operations of any SOC.
From release 7.2.0 the Incident Response modules, i.e., Alerts, Incidents, Indicators, and War Rooms are not part of the
FortiSOAR MEA platform, making it essential for users to install the SOAR Framework SP to optimally use and
experience FortiSOAR MEA’s incident response. For detailed information about the SOAR Framework SP, see the
SOAR Framework SP documentation.

Ay
‘Q' From release 7.2.0 onwards, the SOAR Framework Solution Pack is installed by default with

the fresh installations of FortiSOAR MEA.
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Changing the HTTPS port for GUl access

If an administrator of FortiManager changes the HTTPS port for GUI access, then the previously enabled FortiISOAR
MEA becomes inaccessible. To resolve this issue, the administrator requires to run the following commands on the
FortiSOAR MEA CLI:

/opt/cyops/python packages/fortisoar/fsr/extn/scripts/settings.py --create-secret

/opt/cyops/scripts/api caller.py \

--endpoint "https://localhost/api/3/system settings/845c05cc-05b3-450e-9%afb-
dfeb6e436321" \

--method PUT --payload "{\"globalValues\": { \"hostname\": \"myfmg.mydomain:gui
port/fortisoar\"}}"

NOTE: Replace my fmg . mydomain with the hostname of your FortiManager and gui_port with the value of your new
https_port.

Backing up and restoring FortiSOAR MEA configurations

When FortiSOAR MEA is enabled, and you perform a backup of FortiManager using its Ul, then the FortiSOAR MEA
configurations also get backed up. You can then use these backed up configurations to restore the FortiSOAR MEA

configuration.
NP Only FortiSOAR MEA configurations are backed up, FortiSOAR MEA data is not backed up.
‘Q' To backup and restore both the configurations and data of FortiSOAR MEA, use the csadm db
- command. For more information, see the Backing up and Restoring FortiSOAR chapter in the

"Administration Guide."

Troubleshooting issues faced in FortiSOAR MEA

The default Trial(Extension) license does not get installed

There might be cases when your default Trial(Extension) does not get installed or you face an issue with license
synchronization during deployment.

Resolution

Upload your license using the FortiSOAR Ul and once the license is uploaded, you can install the license. If you are still
facing a synchronization issue, click the Retry Sync button on the UlI.
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First and last name of LDAP users are repeated for successive logins by different
LDAP users after the first login

Once the administrators have configured LDAP on FortiManager and added users from LDAP on FortiManager, the
FortiManager now has both native and LDAP users. Now, when users' login to FortiSOAR MEA using FortiManager,
users might see that the first name and last name for first LDAP user who logs in gets set correctly; however, the first and
last name of all LDAP users who log after the first login get set as first name and last name of the first LDAP user.

Resolution

Once the administrators have created LDAP users on FortiManager they require to edit each user profile on
FortiManager and clear the Match all users on remote server checkbox.
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More Information

More Information

FortiSOAR is available as follows:
« As a management extension application with FortiManager called FortiSOAR MEA. For information about
FortiSOAR MEA, see the FortiManager Documentation.
« As a stand-alone product called FortiSOAR. For information about stand-alone FortiSOAR, see the FortiSOAR
Documentation.

This guide includes information about enabling FortiSOAR MEA in FortiManager. It also provides information about how
FortiSOAR MEA works with FortiManager.

After FortiSOAR MEA is enabled with FortiManager, you can configure and use features, such as authentication and log
management, which are the same in FortiSOAR MEA and stand-alone FortiSOAR. For more information about
configuring FortiSOAR features, see the FortiSOAR Administration Guide and for using FortiSOAR, see the FortiSOAR
User Guide.
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