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Change Log

Date Change Description

2025-10-06 Initial release.

2025-10-23 Updated Configure the client on page 38, Configure the client on page 38 and Deploy
the decoys on page 43.
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About FortiDeceptor VM on AWS

About FortiDeceptor VM on AWS

FortiDeceptor VM is a 64-bit virtual appliance version of FortiDeceptor. It is deployed in a virtual machine
environment. Once the virtual appliance is deployed and set up, you can manage FortiDeceptor VM via its GUl in
a web browser on your management computer.

This document provides information about deploying a FortiDeceptor VM in the Amazon Web Services (AWS)
environment. This includes how to configure the virtual hardware settings of the virtual appliance. This guide
presumes that the reader has a thorough understanding of virtualization servers.

This document does not cover configuration and operation of the virtual appliance after it has been successfully
installed and started. For that information, see the FortiDeceptor Administration Guide in the Fortinet Document
Library.

Licensing

Fortinet offers the FortiDeceptor in a stackable license model. This model allows you to expand your VM
solution as your environment expands. For information on purchasing a FortiDeceptor license, contact your
Fortinet Authorized Reseller, or visit https://www.fortinet.com/how_to_buy/.

When configuring your FortiDeceptor, ensure that you configure hardware settings as outlined in the following
table and consider future expansion. Contact your Fortinet Authorized Reseller for more information.

Technical Specification Details

AWS support e t3.medium for 2 NICs
e c5.4xlarge for 6 NICs
The available EC2-instance type is determined by the

zone.

Virtual CPUs (min / max) 4 [ Unlimited*
Virtual Network Interfaces 2-6 NICs

Virtual Memory (min / max) 8GB / Unlimited**
Virtual Storage (min / max) HDD 50G/ 16 TB***

For more information, see the FortiDeceptor product data sheet available on the Fortinet web site,
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiDeceptor.pdf.

After placing an order for FortiDeceptor, a license registration code is sent to the email address used in the
order form. Use the license registration code provided to register the FortiDeceptor with Customer Service &
Support at https://support.fortinet.com.

Upon registration, you can download the license file. You will need this file to activate your FortiDeceptor. You
can configure basic network settings from the CLI to complete the deployment. Once the license file is uploaded
and validated, the CLI and GUI will be fully functional.
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About FortiDeceptor VM on AWS

FortiDeceptor Cloud topology

The cloud appliance is deployed over the public infrastructure but uses a different method for decoy
deployment. This new method requires less HW requirements for the cloud appliance itself.

On-Premise Cloud
Subnet

 E Gt

...... Secure

port2 =
S e DR &
G g B B B

. e Server Server Decoy
FortiDeceptor FortiDeceptor VM (Virtual)
Manager (Azure/AWS/GCP)

The cloud decoy deployment method is as folows:

» The cloud appliance will be deployed over the cloud infrastructure.
< An on-premise FortiDeceptor Manager will manage the cloud appliance over a propriety network tunnel.

« The propriety network tunnel allows managing the cloud appliance and decoy deployment provisioning
over layer2 tunnel communication over layer3.

« The cloud appliance network interfaces will hold IP addresses in the cloud segment. Each IP address
represents a network decoy.

* The network decoy will run on the on-premise FortiDeceptor Manager and use the same IP address as the
cloud appliance network interfaces.

e The cloud IP address will tunnel over Layer2 to the IP address on the on-premise FortiDeceptor Manager.

« Theideais to run alight appliance in the cloud while running the actual network decoys inside the on-
premise FortiDeceptor Manager in a sandbox mode. The cloud network is isolated from the rest of the
decoys, the on-premise networks.

While the cloud appliance uses different hardware requirements, the on-premise FortiDeceptor Manager HW
requirements that should serve the cloud appliance decoys is the same concept as today.
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Minimum system requirements

Minimum system requirements

The following are the minimum system requirements to deploy decoys with FortiDeceptor for AWS:

Technical Specification Details

AWS support » t3.medium for 2 NICs
e c5.4xlarge for 6 NICs
The available EC2-instance type is determined by the

zone.
Virtual CPUs (min / max) 4 [ Unlimited*
Virtual Network Interfaces 2-6 NICs
Virtual Memory (min / max) 8GB / Unlimited
Virtual Storage (min / max) Cloud manager: HDD 500GB/ 16 TB

Cloud clients: HDD 50GB/ 16 TB
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Preparing FortiDeceptor for deployment

Preparing FortiDeceptor for
deployment

To prepare FortiDeceptor for deployment, download the FortiDeceptor image from FortiCloud. Prepare the AWS
network by creating a Virtual Public Cloud, subnets, an Internet gateway, and route table. After the network is
prepared you will need to import an AMI image to create a VM instance, then associate the instance with public
IP addresses to deploy the decoys.

To prepare for deployment:

Prepare the FortiDeceptor image.

Prepare the network in AWS.

Create a bucket.

Import the FortiDeceptor image to AWS AMI.
Check the imported image.

Create an instance from the AMI image.
Verify the instance.

Associate a public IP to port1

Configure multiple IPs for deployment.

© O NOAhRON

Prepare the FortiDeceptor image for AWS

Download the image archive file for the AWS platform and unzip it to get image file fdc.aws.vhd.

To download the FortiDeceptor image:

1. Loginto FortiCloud.

2. Inthe banner, click Support > Downloads > Firmware Download. The Download/Firmware Images page
opens.

From the Select Product dropdown, select FortiDeceptor.

Click the Download tab.

5. IntheImage File Path section, click the image folder until you reach the image page.

W
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Preparing FortiDeceptor for deployment

6. Select FDC_VM-vx.x.x-buildxxxx-FORTINET.out.aws.zip

FortiCloud » © oo Q &

Download / Firmware Images Account Name/ID: ~ Fortinet

Firmware
Images

Fortinet Firmware Images And Software Releases

Welcome to the Firmware Images download center for Fortinet's extensive line of security solutions.

Select Product

FortiDeceptor ~

Image File Path

/ FortiDeceptor/ v4.00/ 4.1/ 4.1.0/

s
Image Folders/Files
Up to higher level directory
Name Size (KB) Date Created Date Modified
FDC_1000F-400-build0128-FORTINET.out 200,705 2021-12-16 16:12:30 2021-12-16 16:12:59 HTTPS Checksum
FDC_1000G-v400-build0128-FORTINET.out 200,705 2021-12-16 16:12:37 2021-12-16 16:12:26 HTTPS Checksum
FDC_VM-v400-build0128-FORTINET.out 200,705 2021-12-16 16:12:48 2021-12-16 16:12:29 HTTPS Checksum
FDC_VM-v400-build0122-FORTINET.cut.aws.zip 128,782 2021-12-16 1€:12:16 2021-12-16 16:12:37 HTTPS Checksum
FDC_VM-v400-build01 28-FORTINET.out.azure.zip 128,580 2021-12-16 16:12:23 2021-12-16 16:12:03 HTTPS Checksum
FDC_VM-v400-build0128-FORTINET.cut.gcp.tar.gz 128,587 2021-12-16 16:12:29 2021-12-16 16:12:58 HTTPS Checksum
FDC_VM-v400-build0128-FORTINET.out.kvm.zip 127,648 2021-12-16 16:12:59 2021-12-16 16:12:15 HTTPS Checksum
FDC_VM-v400-build0122-FORTINET.cut.ovf.esx.zip 127,500 2021-12-161€:12:17 2021-12-16 16:12:48 HTTPS Checksum
FDC_VM-v400-build0128-FORTINET.out.vmware.zip 127,661 2021-12-16 16:12:51 2021-12-16 16:12:17 HTTPS Checksum

Preparing the network in AWS

To prepare the network, create a Virtual Private Cloud (VPC) and create several subnets. Next you will create an
Internet Gateway and route table. Associate the subnets with the route table and then allocate an elastic IP
address.
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Preparing FortiDeceptor for deployment

Creating a Virtual Private Cloud (VPC)

To create a VPC in AWS:

1. Inthe Services menu, go to Virtual Private Cloud > Your VPCs.
2. Click Create VPC. The Create VPC page opens.

©moceneins  yourvpcs (1) e o

VPC Dashboard Q ! @

EC2 Global View

Filter by VPC:
Q Selecta VPG fdc-vpe vpc-0ce0467111d6bbo56 @ Avallable 10.0.0.0/16

4 Name v VPCID v State v IPv4 CIDR

w VIRTUAL PRIVATE
CLOUD

Your VPCs |

Subnets
Route Tables
Internet Gateways

Egress Only Internet
Gateways

Carrier Gateways

DHCP Options Sets == E = @

Select a VPC above
Elastic IPs

Managed Prefix Lists

Fndnaints

3. Configure the following settings:

Name Tag Enter a name for the VPC such as fdc-vpc.

IPv4 CIDR block Enter the IP address for the VPC

FortiDeceptor 6.2.0 AWS Deployment Guide
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Preparing FortiDeceptor for deployment

Create VPC o

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

fdec-vpc

IPv4 CIDR block Info

10.0.0.0/16

IPv6 CIDR block Info
© nNo IPv6 CIDR block
| Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

Tenancy Info

Default v

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - aptional
Q Name X Q fdc-vpc X
‘ Add new tag

You can add 49 more taas.

Creating subnets in the VPC

Create several subnets in VPC for FortiDeceptor management and deployment.

To create subnets in the VPC:

1. Inthe Services menu, go to Virtual Private Cloud > Subnets.
2. Click Create subnet. The Create subnet page opens.

FortiDeceptor 6.2.0 AWS Deployment Guide 11
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Preparing FortiDeceptor for deployment

3. Configure the following settings:

VPC ID Select an ID from the dropdown.
Subnet name Enter a name for the subnet such as fdc-mgmnet.
IPv4 CIDR block Enter the IP address for the network.

Create subnet .-

VPC

VPCID
Create subnets in this VPC.

vpc-0ce0467111d6bba56 (fdc-vpc) v

Associated VPC CIDRs

IPv4 CIDRs
10.0.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 10of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose ane for you.

Mo preference v

IPv4 CIDR block Info

a oo | :

¥ Tags - optional

FortiDeceptor 6.2.0 AWS Deployment Guide
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Preparing FortiDeceptor for deployment

Creating an internet Gateway

To create an internet Gateway:

1. Inthe Services menu, go to Virtual Private Cloud > Internet Gateways.
2. Click Create Internet Gateway. The Create Internet Gateway page opens.
3. Inthe Name tag field, enter a name for the tag such as fdc-publicaccess-gw.

VPC Internet gateways Create internet gateway

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name

for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of "Name' and a value that you specify.

| fdc-publicaccess-gw

Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional
Q Name X Q, fdc-publicaccess-gw X
Add new tag

You can add 49 more tags.

Cancel Create internet gateway

4. Click Create Internet Gateway.

Creating a route table

To create a route table:

1. Inthe Services menu, go to Virtual Private Cloud > Route Tables.
2. Click Create route table. The Create route table page opens.

FortiDeceptor 6.2.0 AWS Deployment Guide
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Preparing FortiDeceptor for deployment

3. Inthe Name field, enter a name for the table such as fdcvpc-defualt-route.
VPC Route tables Create route table

Create route table .«

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection.

Route table settings

Mame - optional
Create a tag with a key of 'Name' and a value that you specify.

fdcvpc-default-route

VPC
The VPC to use for this route table.

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional
Q Name X Q, fdevpe-default-route X
Add new tag

You can add 49 more tags.

Cancel Create route table

4. Click Create route table.
5. Open the route table you created to edit it.
6. Under Edit routes, configure the following settings:

Destination Enter 0.0.0.0/0.

Target Enter the Internet gateway you created.

FortiDeceptor 6.2.0 AWS Deployment Guide
Fortinet Inc.
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Preparing FortiDeceptor for deployment

VPC > Routetables > rtb-021167dcd > Edit routes

Edit routes
Destination Target Status Propagated
10.0.0.0/16 L“’“‘ v | ©Acive No
(Q ol X )
Q 0.000/0 X ) ((intemet Gateway v - No Remove
(Q igw-004edcc7914ea X )
preview ) (| Save changes

7. Click Save changes.

Associating subnets with a route table

Associate a subnet with the route table to apply route rules to that specific subnet.

To associate subnets with Route Table:

1. Inthe Services menu, go to Virtual Private Cloud > Subnets.
2. Click the subnet you created. The Edit route table association page opens.

FortiDeceptor 6.2.0 AWS Deployment Guide
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Preparing FortiDeceptor for deployment

3. Inthe Route table ID field, select the route table you just created.
VPC Subnets subnet-006d45750a48dbaz2f Edit route table association

Edit route table association .

Subnet route table settings

Subnet ID
subnet-006d45750a48dba2f

Route table 1D

rtb-0c0026d0a29fbad3f (fdc-default-route) v

@ You can now check network connectivity with Reachability Analyzer | Run Reachability Analyzer ‘ X
Routes (2)

Q 1 @
Destination Target
10.0.0.0/16 local
0.0.0.0/0 igw-0a81c150d772962e4

4. Click Save.

Allocating an elastic IP address

Allocate a public IP for public access to FortiDeceptor management port later. This step is not required for
deployment.

To allocate an elastic IP address:

1. Inthe Services menu, go to Virtual Private Cloud > Elastic IPs.
2. Select an elastic IP. The Elastic IP address settings window opens.

FortiDeceptor 6.2.0 AWS Deployment Guide 16
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Preparing FortiDeceptor for deployment

3. Click Allocate.
Allocate Elastic IP address i

Elastic IP address settings info

Metwork Border Group Info

Q, us-west-2 »

Public IPv4 address pool

© Amazon's pool of IPv4 addresses

- IPv4 addres at you bring to your AWS account (optio

ound) Learn more[#

of IP

ound) Learn more[4

Global static IP addresses

AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This
can help improve the availability and latency for your user traffic by using the Amazon global network. Learn more[4]

Create accelerator [

Tags - optional

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Mo tags associated with the resource.

Add new tag

You can add up to 50 more tag

FortiDeceptor 6.2.0 AWS Deployment Guide
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Preparing FortiDeceptor for deployment

Create a bucket

To create an AWS bucket:

1. Inthe AWS Management Console, click Create Bucket. The Create bucket wizard opens.
2. Configure the bucket settings and click Create bucket.

Amazon 53

¥ Account snapshot
Last updated: Mar 1, 20217 by Storage Lens. Metrics are generated every 24 hours. Learn more E

View Storage Lens dashboard

Total storage Object count Avg. object size Y¥ou can enable advanced

663.8 MB 29k 230.6 KB metrics in the
"default-account-

dashboard" configuration.

Buckets (1) info

Buckets are containers for data stored in 53. Learn more [A

-

Q 1 &
Name Iy AWS Region v Access v Creation date v
fsabucket- US West (Oregon) Objects can be June 7, 2021, 10:24:18
akiaibf7bhpehadraypg us-west-2 public_ i (UTC-07:00)

Import the FortiDeceptor image to AWS AMI

Go to IAM Service and create users and roles with proper permissions. Then get the Access Key ID/Secret Key
from the My Security Credentials menu. You can only get the Secret Key at the time you create the Access Key.

Click this link https://docs.aws.amazon.com/vm-import/latest/userguide/vmie_prereqs.html#vmimport-role for
information about creating a vmimport role to import/export VM images.

You can import the FortiDeceptor one of two ways:

FortiDeceptor 6.2.0 AWS Deployment Guide 18
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Preparing FortiDeceptor for deployment

+ With a python script
* With the AWS EC2 toolkit (Recommended)

Importing the FortiDeceptor image with python script

Install Python3, boto3 in Linux, and copy the import script to any work folder. Execute the script to import the
FortiDeceptor image into AWS as AMI private image.

To get a copy of the Python script, see Python script for importing the FortiDeceptor image on page 24.

directory. To get a copy of the file, see Python script for importing the FortiDeceptor
image on page 24.

\ﬂ Before you begin, make sure you have copied the fdc.aws.vhd file to the current

Example command:

python3 FDC_import_as_AWS_AMI.py \

-f /fdc.aws.vhd \

-n fdcv4.1.0b009%0 \

-a x86_64 \

-s 1\

-r us-west-2 \

-i AKIA2UEJLWR3DIUPLLF8 \

-k Uj8Q08TKpgHX5krbR88GkiWwnQm2Ko4k14cpUhk99 \
-b fdcbucket-akiaibf7bhp6hadrdypq

Importing the FortiDeceptor image with AWS EC2 toolkit

To upload the image to a storage bucket:

1. Install the AWS CLI.
2. Inthe Buckets list, open the bucket you created in the previous step.

FortiDeceptor 6.2.0 AWS Deployment Guide
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Preparing FortiDeceptor for deployment

3. Click Upload and navigate to fdc.aws.vhd on your device.

Amazon 53 fdc-bucket-tn

fdc-bucket-tn i

Objects Properties Permissions Metrics Management Access Points

Objects (1)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory E‘, to get a list of all objects in your bucket. For others to access your objects, you'll

need to explicitly grant them permissions. Learn more |Z',

G Actions ¥ H Creat@lder ]

Q

4. Click Upload. The upload Status should display Succeeded.
Summary

Destination Succeeded Failed

s3://fdc-bucket-tn @© 1 file, 198.4 MB (100.00%) @ Ofiles, 0 B (0%)

Files and folders Configuration

Files and folders (1 Total, 198.4 MB)
“ N
Name A Folder v Type v Size v Status v Error v

fdc.aws.vhd - - 198.4 MB ©® Succeeded

Importing the uploaded VHD file as shapshot

Use the import-snapshot command to import a disk.

To import a disk:

1. Run import-snapshot --description "My FDC VM" --disk-container.

aws ec2 import-snapshot --description "My FDC VM" --disk-container

file:

Specify the URL of the S3 bucket, or provide the S3 bucket name and key.

FortiDeceptor 6.2.0 AWS Deployment Guide 20
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Preparing FortiDeceptor for deployment

"Description”: "My FDC VHD",
“Format”: "VHD",
"UserBucket": {

“S3Bucket": "fdc-bucket-tn",
“"S3Key": "fdc.aws.vhd"

The following image shows the response of above command. The status shown is active, which means
that the import is in progress.

nhous 2 import-snapshot --d

"Description™:  FDC WM™,
"ImportTa mport-snap-8abag8bs978bedc

2. Use the describe-import-snapshot-tasks command to check the status of an import snapshot task.

-snapshot-tasks - -task-ids import-snap-

The snapshot is ready to use when the status is complete.

--import-tas

"ImportSnapshotTasks™: [
I
L
"Description":
gbedcada”,

"fdc-bucket-tn",
C.aws.vhd"

FortiDeceptor 6.2.0 AWS Deployment Guide
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Preparing FortiDeceptor for deployment

Creating AMI from a snhapshot

You can create an AMI with either the CLI or the AWS Management Console.

To create the AMI with the CLI:

aws ec2 register-image --name fdc-img-cm --architecture x86_64 --root-device-name
/dev/sdal --virtualization-type hvm --ena-support --block-device-mappings
DeviceName=/dev/sdal, Ebs={SnapshotId=snap-
08329220a5876cf77,VolumeSize=1,VolumeType=gp2,DeleteOnTermination=true}
DeviceName=/dev/sdb,Ebs={VolumeType=gp2,VolumeSize=80,DeleteOnTermination=true}

To create the AMI with the AWS web console:

1. Choose Snapshots in the navigation pane of EC2.

2. Select the snapshot you imported.
3. Click Create image from snapshot

in the Actions menu.

Tnstances

(0 e« |

Create volume from snapshot

®

‘ |Createimﬂgefrom snapshot |

v Copy snapsfot

Modify permissions

Instance Types Snapshots (1/6)
Launch Templates
Owned by me v
Spot Requests
Savings Plans (-] Name Snapshot ID v Size v Description Snapshot status
Reserved Instances 1
fdc-vm-snapshot snap-083a9220a5876¢f77 1GiB - @ Completed

Dedicated Hosts
Scheduled Instances fdcvm-tn-v4.1.0b0105 snap-0a603ba0d2e4d6dbs 1GiB - @© Completed
Capacity Reservations fdcvm-tn-v4.1.060104 snap-08026a6adbc84ed01 1GiB - @ Completed
Images fdcvm-tn-v4.1.0b0102 snap-03f8e2972d49619cd 1GiB - © Completed
AMIs

fdc4.1.0b694 snap-0404459¢676796a23 1GiB - @ Completed
Elastic Block Store

fdcvm-tn-v4.1.0b0106 snap-094b0adf0c9906419 1GiB - @ Completed

Volumes

FortiDeceptor 6.2.0 AWS Deployment Guide

Fortinet Inc.

Manage fast snapshot restore
Delete snapshot

Manage tags
2021/10/20 19:46 GMT-7
2021/09/15 18:59 GMT-7

2021/10/26 11:14 GMT-7

ogress

| Available

| Available
| Available
@ Available
@ Available

@ Available
»
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Preparing FortiDeceptor for deployment

4. Enter the Image Name and Description.

EC2 Snapshots snap-083a9220a5876cf77 Create image from snapshot

Create image from snapshot

Create a new image from a snapshot taken from the root device volume of an instance.

Image settings

Snapshot ID
snap-083a9220a5876¢f77 (fdc-vm-snapshot)

Image name

A descriptive name for the image.
fdc-img-b115
3 - 128 characters. Valid characters are a-z, A-Z, 0-9, spaces,and-_. /() []' @.

Description

A description for the image.
fdc-img-b115

255 characters maximum

FortiDeceptor 6.2.0 AWS Deployment Guide
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Preparing FortiDeceptor for deployment

5. Configure the Block device mappings information, and click Create Image.

Block device mappings - optional info

@ Provisioned 10PS S5D (io2) volumes with a size greater than 16 TiB, IOPS greater than 64,000, or IOPS:GIB
ratio greater than 500:1 are supported with R5b instances only.

¥ Volume 1
Device type Device name napshot
Root Jdev/sdal snap-083a9220a5876cf77
Size (GiB) Volume type 10PS
1 General Purpose 55D (gp2) v 100 / 3000
o . Encryption
Throughput (MB/s) Termination behavior
- Delete on termination
¥ Volume 2 Remove volume
Device type Device name Snapshot
EBS v Jdev/sdb v Use default v
Size (GiB) Volume type I0P5
50 General Purpose S5D (gp2) v 150 /3000
L ) Encryption
Throughput (MB/s) Termination behavior
S Encrypt volume
- Delete on termination
Add volume

Python script for importing the FortiDeceptor image

To view the help message for the for this script use the command -h.

import boto3

import time, sys, os,traceback
import json

import pprint

from datetime import datetime
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from types import SimpleNamespace

global region_name="us-west-2"
global_aws_access_key id=""
global aws_secret_access_key=
global bucket=""

class DatetimeEncoder(json.JSONEncoder):
def default(self, obj):
if isinstance(obj, datetime):
return obj.strftime('%Y-%m-%dT%H:%M:%SZ")
elif isinstance(obj, date):
return obj.strftime('%Y-%m-%d")
# Let the base class default method raise the TypeError
return json.JSONEncoder.default(self, obj)

def check_return(resp):

if resp != None:
if resp['ResponseMetadata’][ 'HTTPStatusCode'] == 200:
return 0
return -1

def list_bucket():
bna = []
for bucket in s3.buckets.all():
bna.append(bucket.name)
return bna

def resp2obj(resp):
s = json.dumps(resp, cls=DatetimeEncoder)
return json.loads(s, object_hook=lambda d: SimpleNamespace(**d))

def bucket_exists(s3s, fk):
for b in s3s.buckets.all():
if b.name == fk:
return True
return False

def import_as_AMI(filename,imagename, arch, size):
if filename is None:
print("Incorrect parameter")
return

fn = filename #sys.argv[1]

fk = imagename #sys.argv[2]

arch = arch #sys.argv[3]

size = size #sys.argv[4]

s3s = boto3.resource('s3', region_name=global_region_name, aws_access_key id=global_aws_
access_key_id, aws_secret_access_key=global_aws_secret_access_key)

s3c = boto3.client('s3', region_name=global_region_name, aws_access_key_id=global_aws_access_
key id, aws_secret_access_key=global_aws_secret_access_key)

buck=global_bucket
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if not bucket_exists(s3s, buck):
bucket = s3s.create_bucket(ACL="private', Bucket=buck, CreateBucketConfiguration=
{"LocationConstraint':global_region_name})

if bucket != None:
bucket.wait_until_exists()
else:
print("Failed to create bucket %s" % (buck))
return
else:

bucket = s3s.Bucket(buck)
bucket = s3s.Bucket(buck)
s3c.delete_object(Bucket=buck, Key=fk)
bucket.upload_file(fn, fk)
ec2 = boto3.client('ec2', region_name=global_region_name, aws_access_key_ id=global_aws_access_
key_id, aws_secret_access_key=global_aws_secret_access_key)
try:
resp = ec2.import_snapshot(
Description="import FDC image snapshot',
DiskContainer={
'Format': 'VHD',
'UserBucket': {
'S3Bucket': buck,
'S3Key': fk

}

r = resp2obj(resp)

except Exception as e:

print('''Please make sure you have the service role 'vmimport' with below permissions:
-- Resource to s3:your-bucket
*) s3:ListBucket
*) s3:GetBucketLocation
*) s3:GetObject
-- Resource to ec2:*
*) ec2:ModifySnapshotAttribute
*) ec2:CopySnapshot
*) ec2:RegisterImage
*) ec2:Describe*

For more information, please refer to https://docs.aws.amazon.com/vm-
import/latest/userguide/vmie_prereqs.html , section 'Required service role'
)
print(traceback.format_exc())
sys.exit(-1)

print("Importing image: taskid={}".format(r.ImportTaskId))
while True:
time.sleep(10)
resp = ec2.describe_import_snapshot tasks(ImportTaskIds=[r.ImportTaskId])
#print(resp)
if check_return(resp) == 0:
taskdetail = resp[ 'ImportSnapshotTasks'][0]
st = taskdetail[ 'SnapshotTaskDetail']['Status']
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print("Importing image: {}".format(st))
if st == 'completed':

break
elif st == "deleted":

print(taskdetail)

return

print("Imported image successfully")
r = resp2obj(resp)
ec2s = boto3.resource('ec2', region_name=global_region_name, aws_access_key_id=global_aws_
access_key_id, aws_secret_access_key=global_aws_secret_access_key)
snapshot = ec2s.Snapshot(r.ImportSnapshotTasks[@].SnapshotTaskDetail.SnapshotId)
snapshot.create_tags(Tags=[{'Key':'Name', 'Value':fk}])
resp = ec2.register_image(Name=fk, Architecture=arch, RootDeviceName='/dev/sdal',
BlockDeviceMappings=[{'DeviceName':'/dev/sdal’,
"Ebs':
{"'SnapshotId':snapshot.id, 'VolumeType':'gp2"', 'VolumeSize':int(size), 'DeleteOnTermination':True}},
{'DeviceName':"'/dev/sdb"',
"Ebs':
{'VolumeType':'gp2", 'VolumeSize':50, '‘DeleteOnTermination':True}},],
VirtualizationType="hvm', EnaSupport=True)
if check_return(resp) ==
print("Registered image successfully")
else:
print("Failed to register image")
print(resp)
r = resp2obj(resp)
image = ec2s.Image(r.Imageld)
image.create_tags(Tags=[{'Key':'Name', 'Value':fk}])
s3c.delete_object(Bucket=buck, Key=fk)
print("Deleted the image file from bucket {}".format(buck))

if __name__ == "_main__ ":
import argparse
parser = argparse.ArgumentParser()

parser.add_argument("-r", "--region_name", help="region_name")
parser.add_argument("-i", "--aws_access_key_id", help="aws_access_key id")
parser.add_argument("-k", "--aws_secret_access_key", help="aws_secret_access_key")

parser.add_argument("-b", "--bucket", help="The bucket name")
parser.add_argument("-f", "--filename", help="The FDC AWS vhd full file name")

parser.add_argument("-n", "--imagename", help="The AMI image name on AWS")

parser.add_argument("-a", "--arch", help="Optional: default is 86_64")

parser.add_argument("-s", "--size", help="Optional: The size of the image file, default is
1GB. ")

args = parser.parse_args()

global_region_name=args.region_name
global aws_access_key id=args.aws_access_key_ id
global_aws_secret_access_key=args.aws_secret_access_key
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global_bucket="fdcbucket".lower()
if args.bucket:
global_bucket = args.bucket

filename=args.filename
imagename=args.imagename
arch="x86_64"
if args.arch:
arch = args.arch
size=1
if args.size:
size=args.size

import_as_AMI(filename, imagename, arch, size)

Check the imported image in AMis

In the AWS console go to Images > AMIs. Verify the AMI you uploaded is displayed.

B & @

Oregon ¥

ATy ol il W

Spot Requests a .
Sovinge Plans Amazon Machine Images (AMIs) (5) o E [2 Recycle Bin [2 EC2 Image Builder Actions ¥
Reserved Instances Owned by me ¥ Q Find AMI by ¢ e or tag
Dedicated Hosts Name v | AMIID v | AMlname v | Source v | Owner w | Visibility v | Status v | Creatio... ¥
Scheduled Instances fdc2240img ami-0228f6ba...  fdc2240 Private @ Available @ @ 2022/04/2...
Capacity Reservations fdcva.3.0b... ami-0cb2f0c8... fdev4.3.0.b0456 Private @ Available @ @ 2022/10/0

v Images fdev5.0.0.b... ami-0953ae60.. fdev5.0.0.60003 Private @ Available @ & 2022/10/0...

fdcd.3bds... ami-0343989. fdcaseimg Private @ Available @ & 2022/10/2...

AMI Catalog fdc5b015i... ami-Oe52e42a... fdc5.015img Private @ Available @ 2022/10/2..

¥ Elastic Block Store

Valumes

Create an instance with the imported AMI image

The Instance Wizard specifies all the launch parameters required for launching an instance. Where the launch

Platform

Linux/UNIX
Linux/UNIX
Linux/UNIX
Linux/UNIX

Linux/UNIX

instance wizard provides a default value, you can accept the default or specify your own value, like choosing the

AMI you created in the last step, configuring your own network interfaces and specifying the security group.
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To create an instance with an imported image:

1. Inthe AWS console go to Instances > Instances.
2. Click Launch Instances. Instance wizard opens.

E‘I_\LV'S Services ¥ Q hf 1arketpla ts, a S [Alt+S] Ay v 0 v Support ¥

LN r——— e e v | [ acvors v I
Tell us what you think
Q 1 @
EC2 Dashboard
Events Name v Instance ID Instance state v Instance type V¥ Status check Alarm s
Tags - i-0de7e6b6cf5636570 @ Running @&, t3.medium @ 2/2 checks passed No alarn
b
Limits

¥ Instances
Instance Types
Launch Templates

Spot Requests

Savings Plans

3. In Step 1: Choose an Amazon Machine Image (AMI), click My AMIs and then select the image you just
created, then click Next.
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EC2 » Instances » Launch an instance

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags

Name

fdc218 Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AM| is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMis if you don't see what you are looking for below

Q -
Recents My AMIis Quick Start
©Q Owned Shared Q

by me with me
Browse more AMI|s

Including AMIs from
AWS, Marketplace and
the Community

Amazon Machine Image (AMI)

fdcimg-
ami-04c6ebea2abb70e23 v
2022-04-20T06:44:080002  Virtualization: hwm  ENA enabled: true  Root device type: ebs

4. In Step 2: Chose an Instance Type, select the instance type. For more information, see Elastic network
interfaces.

v Instance type info

Instance type

| c5.4xlarge Compare instance types

Family: <5 16 vCPU 32 GiB Memory
On-Demand Linux pricing: 0.68 USD per Hour
| On-Demand Windows pricing: 1.416 USD per Hour
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5. In Step 3: Configure Network settings and Security Group, click Edit.
a. Select 2to 6 NICs. You must configure at least two NICs.

Ay
‘Q' Six NICs can be attached to one cloud appliance. Five of the six NICs can be

used for decoys.

b. Click Add network interface to add more network interfaces

Ay
‘Q' Make sure ports 22, 443, 8443 are open in FortiDeceptor port1. This allows the

FortiDeceptor Manager to communicate with the cloud clients.

6. In Configure storage, configure the storage settings and click Launch Instance.

v Configure storage info Advanced

1x | 1 GiB | gp2 v | Root volume

1x | 50 GiB | gp2 v | EBSvolume Remove

Connect the Instance with the Serial Console

To connect the instance with the Serial Console:

1. Inthe AWS Management Console, go to EC2 > Instances.
2. Click the instance you created to open it. The Instance summary for <instance_id> page opens.
3. Click Actions > Monitor and troubleshoot > EC2 Serial Console.

Stay on the Instance Summary page.
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Linux/UNIX (Inferred)

ami-04d319f5610ee6f66 (fdcd.1.0)

EC2 Instances i-0de7e6b6cf5636570
Instance summary for i-0de7e6b6cf5636570 info
Updated less than a minute ago
| G ‘ Connect ‘ Instance state ¥ ‘ | Actions &
Connect
Instance ID Public Private IPv4 addresses
Manage instance state
i-0de7e6b6cf5636570 35 10.0.2.218
Instance settings >
10.0.1.38
Networking >
IPv6 address Instane Security p Public IPv4 DNS
- @ Run -
Image and templates >
Private IPv4 DNS Instant  Monitor and troubleshoot > Get system log
Ip-10-0-1-38.us-west- t5.medium Get instance screenshot
2.compute.internal
' Manage detailed monitoring
VPCID AWS Compute Optimizer finding Manage CloudWatch alarms
vpc-0ce0467111d6bba56 (fdc-vpc) ®opt-in to AWS Compute Optimizer for EC2 Soral Corsole
A recommendations. | Learn more [
Replace root velume
Subnet ID
subnet-006d45750a48dba2f (fdc-
mgmnet) [4
Details Security Networking Storage Status checks Meonitoring Tags
¥ Instance details Info
Platform AMI ID Monitoring

disabled
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Associate Public IP to instance port1

To associate a public IP to an instance:

1. Inthe Instance Summary page, click the Networking tab.

EC2 Instances i-0de7e6b6cf5636570
Instance summary for i-0de7e6b6cf5636570 info | C | | Connect | | Instance state ¥ | | Actions ¥
Updated less than a minute ago
Instance 1D Public IPv4 address Private IPv4 addresses
i-0de7e6b6cfS636570 35.84.154.173 | open address [4 10.0.2.218
10.0.1.38
IPvE address Instance state Public IPv4 DNS
= @ Running =
Private IPv4 DNS Instance type Elastic IP addresses
ip-10-0-1-38.us-west-2.compute.internal ~ t3.medium -
| VPC ID AWS Compute Optimizer finding IAM Role )
vpc-0ce0467111d6bbo56 (fdc-vpe) [ @Opt—in to AWS Compute Optimizer for -
recommendations. | Learn more [A
Subnet ID
subnet-006d45750a48dba2f (fdc-
mgmnet) [4
Details Security Storage Status checks Monitoring Tags
@ You can now check network connectivity with Reachability Analyzer. Run Reachability Analyzer | X
P Networking details Info
| ¥ Network Interfaces Info |
2. Expand the Network interfaces section.
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3. Click Actions > Associate address. The Associate Elastic IP address page opens.

Network interfaces (1/1) o

Q

Network interface ID: eni-00850666031772470 X ‘ ‘

Clear filters ‘

‘ C H Actions A ‘ Create network interface

Detach
Delete

Manage IP addresses

-

1 &

¥ Network interface details

" Network interface ID
eni-00850666031772470

Network interface status

@ In-use

VPC ID
vpc-0ce0467111d6bbose [4

Owner
730432517238

Source/dest. check
True

¥ IP addresses

Name

Interface type
interface

Subnet ID
subnet-006d45750a48dbazf [4

Requester ID

Description
Primary network interface

Security groups

Name v Network interface ID ¥ Subnet ID v Availability Zo
- eni-00850666031772470 subnet-006d45750a48dbaz2f [ us-west-2b
Disassociate address 5

sg-022e2b4d5c5c47¢25 (launch-wizard-12)

Availability Zone
us-west-2b

Requester-managed
False
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4. From the Elastic IP address dropdown, select the elastic IP you created.

EC2 Network interfaces Associate Elastic IP address

Associate Elastic IP address info

Associate an Elastic IP address with one of the private IPv4 addresses for the network interface.

Association details

MNetwork interface
eni-00850666031772470

Elastic IP address

35.84.154.173 v

Private IPv4 address

Q

Allow reassociation

Allow the Elastic IP address to be reassociated with this network interface

5. Click Associate.

Keep the Network Interfaces page open.

Configure secondary IPs

Add more Interfaces and then configure multiple secondary IPs for FDC port2 for decoy deployment. This
required when adding more decoy IPs in the future.

To add more interfaces:

1. Goto EC2 > Instance and click the Instance ID.
2. Goto Action > Networking > Attach network interface.
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To configure secondary IPs:

1. Click Actions > Manage IP address. The Manage IP addresses page opens.

| Actions &

EC2 Network interfaces eni-0926573636277e26b
i Delet t k interf:
eni-0926573636277e26b (fdc-hm-port2) elete network interface
(@ You can now check network connectivity with Reachability Analyzer. Run  petach
|Manage IP addresses
Details Assoclate address
Disassociate address
b ¥ Network interface details Change termination behaviour
Network interface ID Name Description Change security groups
eni-0926573636277e26b fdc-hm-port2 - Change source/dest. check
Network interface status Interface type Security groups ~ anage tags
© In-use interface 59-035¢a32Z  Manage prefixes
VPC ID Subnet ID Availability zone C3nge description
vpc-0ce0467111d6bbase [4 subnet-062¢02789afobofbe [4 us-west-2b
Owner Requester ID Requester-managed
[l 730432517238 - False
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2. IntheIPv4 addresses section, click Assign new IP address.

EC2 MNetwork Interfaces eni-0926573636277e26b

Manage IP addresses info

Manage IP addresses

Assign or unassign IPv4 and IPv6 addresses to or from a network interface.

and associate them with this network interfaces.

@ To assign additional public IPv4 addresses to this network interface, you must allocate Elastic IP addresses

¥ eth1: eni-0926573636277e26b - 10.0.2.0/24

IPv4 addresses

Private IP address Public IP address

10.0.2.252

10.0.2.242

10.0.2.51

10.0.2.240

Assign new IP address
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Configuring the FortiDeceptor
Manager and AWS Client

After deploying the FortiDeceptor Client, configure both the FortiDeceptor client and the Manager. When
configuration is complete, you can deploy decoys and endpoints.

FortiDeceptor is running in a safe environment.

;ﬂ We recommend setting up a security policy and trusted host to ensure the

To configure FortiDeceptor and AWS Client:

Configure the client on page 38.
Configure FortiDeceptor manager.
Configure the deployment network.
Deploy the decoys.

P WD

Configure the client

To configure the AWS client:

1. Loginto the AWS client with the public IP address. By default, the admin user account has no password.
2. After theinstance reboots, you are prompted to change the password and log in again.

s-z FDCVMS0000000000 =

© You are required to change your password due to the password policy.

Edit Administrator

Administrator: admin

Old Password: I l

New Password: I |

Confirm Password: l l

3. Afterloggingin, the FortiDeceptor instance prompts you to upload the license file. Click Upload license to
navigate to the file and click Submit. After the file submitted, FortiDeceptor will reboot.
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License Expiry Warning

5 Firmware license has expired. please upload the new license or upgrade the
firnmware image.

Upload license § Upgrade firmware

4. Afterlogging in, the dashboard shows the system time based on the time zone settings in the Administrator
menu.

5 FDCVMS0000000000

€ Change Time Zone

Time Zone I (UTCICoordinated Universal Time - ]

5. Change the Host Name.

a. Goto Dashboard > System information > Host Name and click Change. The Edit Host Name field
opens.

b. Inthe New Name field, enter a the new Host Name.

6. Configure the client in the CM settings:
a. Goto Dashboard > System Information. Locate CM Settings and click Change
b. Inthe CM Settings, select Wait for connections from manager.

c. Configure the Listening Interface, Port, and Encryption Method. The Encryption Method must be the
same as the FortiDeceptor Manager

d. Click OK.
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CM Settings
Connection Type * Connect to manager RYENS= Ll EailhEidelnul=LERg
Listening Interface * portl -
Port™ 8443
Encryption Method * -
Plaintext
AES128CBC rel
AES192CBC
AES256CBC

Configuring FortiDeceptor Manager

Connect to the remote CM Client and apply the encryption method chosen earlier to add AWS FortiDeceptor as
a cloud appliance.

To configure FortiDeceptor manager:

1. Goto Dashboard > System Information. Locate CM Settings and click Change.
2. Inthe CM Settings, select Connect to remote CM client.

3. Configure the Client IP (AWS appliance IP), Port , and Proxy Server if one has been configured on the
FortiDeceptor.

Create connection to client %
ClientIP*
Port * 8443
Proxy Server N/A -

4. Click Ok. If successful the AWS appliance IP will appear in CM Setting > CM Communication Setting in the
Client IP table
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5. Configure one or more Supported Encryption Methods. Make sure the method selected on the client is
among those enabled on the manager.

=+ Connect toremote CMclient | #* Edit

ClientIP Port % Proxy Server % Update Time [PST8PDT] =
8443 N/A 2025/10/13 19:42:50
8443 N/A 2025/10/13 19:42:50
8443 N/A 2025/10/13 19:42:50
8443 N/A 2025/10/13 19:42:50
8443 N/A 2025/10/13 19:42:50
O 8443 N/A 2025/10/13 19:42:50
Supported Encryption Methods Plaintext AES128CBC AES192CBC AES256CBC

Save Close

6. Click Save.
7. Goto Central Management > Appliances, select the AWS appliance and click Approve

changed.

x Delete the previous client and add the client with new public IP once the public IP is

Manage Cloud Clients

To delete a cloud appliances:

Go to Dashboard > System Information. Locate CM Settings and click Change.

Select the cloud appliance IP, and click Delete. Click OK in the confirmation dialog that appears
Click Save.

Go to Central Management > Appliances, then locate the relevant AWS cloud client and click Delete.

P WODN
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Configure the deployment network

To configure the deployment network:

1. Go to Deception > Deployment Network.
2. Click Add New Vlan/Subnet. The Add New Vlan/Subnet dialog opens.

Add new VLAN/Subnet
Mame * AWS-Network
Appliance * AWS -
Interface * port2 -
Tagged Interface (e ]

Deploy Monitor *

Gateway
ARP Spoofing Protection (& ]
Tag* any

3. Configure the network settings and click Save.
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Deploy the decoys

Checking for multiple IPs

To check the multiple IPs on AWS platform:

1. Inthe AWS Management Console, go to Network Interfaces.

Details

¥ Network interface details

Network interface ID
eni-0926573636277e26b

Network interface status

@ In-use

VPCID
vpc-0ce0467111d6bbase [4

Owner
730432517238

Source/dest. check

True
¥ IP addresses

Private IPv4 address

Public IPv4 address

Secondary private IPv4 addresses

10.0.2.242
10.0.2.51
10.0.2.240

Name
fdc-hm-port2

Interface type

interface

Subnet ID
subnet-062c02789afobafbs [4

Requester ID

Private IPv4 DNS

Public IPv4 DNS

Association ID

Description

Security groups
sg-035ca322401654a75 (launch-wizard-2)

Availability Zone
us-west-2b

Requester-managed
False

Elastic Fabric Adapter
False

IPvE addresses

Elastic IP address owner

2. Open the Interface you created and verify the values in Private IPv4 address and Secondary private IPv4
Addresses.

3. Record the MAC address. You will need this address for the network settings when you deploy the decoys.

Record the MAC address

Please note that the MAC address is auto-populated when you deploy a decoy. To avoid connection issues, we
recommend recording the MAC Address in AWS, and verifying the address is auto-populated correctly before
deployment.

To record the MAC Address:

* Inthe AWS Management Console, go to Network Interfaces > MAC Address.
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Configuring decoys on FortiDeceptor manager

To choose a cloud appliance in deployment wizard.

1. In FortiDeceptor, go to Deception Deployment Wizard and create a new template.
2. Inthe Configuration tab, in Appliance Name choose Local.

Deployment Wizard
© setNetwork @
Mame * AWS o
IAppIiance MName Local Y
Awailable Deception OSes * posvl ¥ A
Selected Services * POS-WEB
Automate Lures any "

A The generated lures contain random user name(s).

Generate lures Clear

3. Inthe Set Network tab, click Add network for Deployment and configure the following settings:

Deploy Network Select the deployment network.

Addressing Mode Select Static or DHCP (dynamically assigned).

Network Mask Enter the network mask.
Gateway Enter the gateway IP address.
MAC Address Enter the MAC address .
IP Count Select the number of IP addresses allocated.
Min/Max Define the range of IP addresses available in the subnet.
IP Ranges Enter specific IP addresses or ranges reserved for use.
& ! /, In version 6.2, cloud appliances do not appear under Appliance Name in the
? Deployment Wizard. To deploy decoys to cloud appliances, select a Deploy Network
- that is designated as a cloud appliance the deployment network.
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Add Network for Deployment

| Deploy Network * AWS: port2: subnet 10.10.8.14/24 w o O
Addressing Mode * Sl DHCP
Metwork Mask * 255.255.255.0 ]
Gateway * 10.10.8.1 ]
MAC Address 42:01:0a: S
IP Count * 1 0
4]
Min 10.10.8.1
Max 10.10.8.255
IP Ranges * (1)
10.10.8.17|
4 O
@ Cancel

4. Click Done to deploy the decoy.
5. (Optional) Deploy more decoys.
» To deploy decoys for different interfaces, repeat Checking for multiple IPs on page 43

» To deploy more decoys for the same interface, repeat Configuring decoys on FortiDeceptor manager

on page 44.

6. Attack this decoy IP via the endpoint in the cloud and check the incidents as regular deployment.
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